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A method for processing Executable ' L
Objects, comprising: (a) providing analy- .

sis means capable of non-interfering anal-
ysis of data packets transmitted on a com-
munication line between a browser and an
HTTP server on the web, said communica-

tion line being established through a gate-

way;. (b) analyzing the handshake between .

said browser and said server, to detect a BR o Gw ° WEB
"GET_" command sent by the user and an X

HTTP code sent in response by said server; -
(c) when such an HTTP code is detected, :
analyzing th«_: data packets transmitted by said server to said browser, by: (c.1) providing ordering means to order data packets received in
non-sequential order, and to forward them in sequential order to header checking means; (c.2) checking the data packets so as to analyze
lb? contents of the header ot‘ the Executable Object, and to identify the resources of the system that it needs to employ; (c.3) transmitting to
§a1d gateway data representing the resources of the system that the Executable Object needs to utilize; (c.4) providing data packet suppress-
Ing means coupled to said gateway, such that if the resources of the system that the Executable Object needs to utilize are not permitted
according to the security policy set by the administrator, at léast one data packet belonging to the Executable Object is suppressed, altered
or damaged, 50 as to prevent the execution thersof by the browser.




When, in the natural course of the devel opnent of the World Wde Wb t he
search for a way to show nicer, interactive and ani mated Wb Pages

began, Sun M crosystens Inc. devel oped Java - a | anguage t hat he
webnast er tOWI?éz%? program a list of comymnds - Network E}’EEH‘%W%‘%

-2- that will be downl oaded to the user workstation W|thout h| s know edge,

and executed by hi W >
e.g., to provi dcl\nullutugl T M ]

the web surfer. Such exe : . \\A aRPLO | t.he user

wor kst ation' s resources 2 ! et - Pem Al t hough
sone | evels of security were defined in the Java Ianguage It was very soon
that a huge security hole was found in the | anguage. Si nce Java was
devel oped, M crosoft devel oped ActiveX, which is another Network
Execut abl e f or Rield of $he Jomendioied i nto the workstation. ActiveX has al so
security problens of the sane kind. The I nternet has been flooded with
"Net wor k ExecutTHel peesentiiftiention helateo o |thadseturity dahhigeménti yf compiutéiout

t he know edge of the users -- into workstations within organizations.

These codes genRiwbiks. Mt diticularly, the invention relates to methods and systems
for preventing the downloading and execution of undesirable Executable

Objects in a workstation of a computer network.

Background of the Inyention
The Internet has developed ﬁw ‘much both in respect of its contents and
"of the technology employed, since it began a few years ago. In the early
days of the Internet, web sites included text only, and after a while
graphics was introduced. As the Internet developed, many compressed .
. standards, such as pictures, voice and video files, were developed and with
- them programs used to play them (called “players”). Initially, such files
were downloaded to the user's workstation only upon his request, and
extracted only by the appropriate player, and after a specific order from

- the user.

" When, in the natural course of the development of the World Wide Web
- .- the search for a way to show nicer, interactive and animated Web Pages
- began, Sun Microsystems Inc. developed Java - a language that allows the

webmaster to write a program, a list of commands - Network Executables -



harm ess functions. Although usually safe, they may not neet the required
security policy of the organization. Once executed, codes may jamthe
net wor k, cause considerable irreversible danage to the 'Qca'nggﬁﬁ%@?’
wor kst ati ons ¥PP*8&Vers, or result in _gnauthorized retri 0
.information from the servers/workstations. Such el enments may appear on

Java appl ets, G %vﬁ?%gn&&mgg& %o tﬂ"‘lﬁeg%r%%&%fonomﬁ%ht %g?%eose i d heir

use i s increasing a unpar al I'el ed pace. e majority |

prograns are downl oade . into the o L zatd.ON_ UN hel ted an
uncontrol | ed. a?ﬁ”é*&ﬁ%&&&é’i hig bygwser At %ﬂﬁf" %‘?{g%#b% % eﬁﬁ&ﬁtﬁéél ee}%lg%‘gence
or execution and there is_no sysiem .in place, for early. detection an
prevention of eiEtodgqEidembotomap ﬂ%&@md °t%eT}$EaE%‘£‘E|PP§§eﬁF’E?8P was
solved partially by the browser manufacturers which allow_the user to
di sabl e t he ughe grebosunfen. Sfnchsexeoutables have wome waystappxoaching ths| ser
solution, since all the electronic commerce and advertisin are based on
the use of exewrksiation's riseurces,uvhich lpaditb engreat seeurityopxoblernr Althoughce
such an executabl e can approach the enterprise servers, -
some levels of security were defined in the Java language, it was very soon

that a huge security hole was found in the language.

Since Java was developed, Microsoft developed ActiveX, which is another
Network Executable format, also downloaded into the workstation.

- ActiveX has also security problems of the same kind.

The Internet has been flooded with "Network Executables” which may be
. downloaded -- deliberately or without the knowledge of the users -- into
* workstations' within organizations. These codes generally contain

- harmless functions. Although usually safe, they may not meet the

required security policy of the organization.

Once executed, codes may jam the network, cause considerable
irreversible damage to the local database, workstations and servers, or
“‘result in ' unauthorized retrieval of information from the
': servers/workstations. Such elements may appear on Java applets, Ac1':iveX
** components, DLLs and other object codes, and their use is increasing at an

- unparalleled pace. The majority of these small programs are downloaded



dat abases and ot her workstati ons. Sonme of these problens are di scussed
in the article "Screening for applets”, by Sharon Machlis, COMPUTERWORD,
vol. 31, no. 6, 10 February 1997, USA, pp. 51-52, as well as_in Edwards N.
et al., "H ghWRaARIty Wb servers and gajeways", COVPUTER NE‘FWR'\QEOA D
| SDN SYSTEMS, vol. 29, no. 8-13, Septenber 1997, p. 927-938 XP004095292.

In a copendin atent application,of the,sane a I;cant herein 0420,
filed on Mar cﬂ“tg(ffhel‘!}'g?‘,gpﬁaﬁ’éms‘b%s(?}lﬁtﬁé\ ng ungongrclied. @ei%{gglr‘pﬁésrea*’é% erein
by reference, a nethod is descrjbed and clained, for s Iecti.velox ypreventi ng
t he downl oadi mymgtamtﬁeﬁmP%Oﬁww %“%B’iméf@tlﬂ gygtem
conputer, which conprises the_steps of: . )

-3a- inf splage der deardy odrteetionyand @zeventioncoft thes codege ramnbeimged t o
one or nore gateways, each gateway serving one or nore-end user conputers;
(b) providi ngereartedcoupl ed to each of said gateways, to detect Executable
hj ects reaching said gateway, to anal yze the header of each of said
Execut abl e Objects, and to determ ne the resources of the conputer

(@)

The security problem was solved partially by the browser manufacturers
which allow the user to disable the use of executables. Of course this is not
a reasonable solution, since all the electronic commerce and advertising
are based on the use of executables. The security problem is much more
serious | once such an executable can approach the enterprise servers,

databases and other workstations.

In a copending patent application of the same applicant herein, IL 120420,
. filed on March 10, 1997, the sﬁedﬁcation of which is _incorporated herein
by reference, a method is described and claimed, for selectively prevénting
the downloading and execution of undesired Executable Objects in a

computer, which comprises the steps of:

(a) prqviding one or more Control Centers, each connected to one or
more gateways, each gateway serving one or more end user computers;
- (b) providing means coupled to each of said gateways, to detect
- Executable Objects reaching said gateway, to analyze the header of each of
. said Executable Objects, and to determine the resources of the computer

_that the Executable Object needs to utilize;
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that the Executable Object needs to utilize;
-4- (c) providing nmeans coupled to each of said gateways, to store
each end user co&rg)lt#er Security Policy representing the res 00
conbi nati on of"G% ces, that the adm nsig.ator allows or doés not allow
an Executable Object to utilize within-its destination, wherein the
Security Policy is s 5'941 t 183 S&y nor e
Control Centers; (< SS&}%{%% ﬁ?gﬁé gn Qggﬁte‘aig{igfcs%j,ig?@fgyg,e?degﬁoggﬁgt@ﬁt he
gat eway: 1. analya ng. d al cuf. bj.ect ;
2. deternini nﬁnilhéls?res‘&??%‘gt roé ef%é&?rr%g eﬁrep g%ﬁeigihg E
Executabl e Objeci, needs fo utilize; ] 3., _conpating th
resources of F‘I’fé{’%ﬁ%%émtsﬂ}}fcefh@at the adminstrator alloys [ﬁa%(feggf&:j %&w needs
to utilize with the Securitg/_PoIicy_, e and; )
(i) if the re8suFxesutgble Habjegtja: atilize within it3cdestigation, wherein the
Obj ect needs to utilize are included in the list of the
resour ces al | SeewrifyoPolisseisoxeceived Seararandjorretiored; in each of said one or more
al l owi ng the Executable bject to pass through the

Control Centers;

(d) when an Executable Object is detected at the ga;teway:
- 1. analyz_iﬁg the header of said Executable Object;
2. determixﬁng the resources of the computer that the
Executable Object needs to utilize;
3. comparing_ the resources of the computer that the
Executal:;le Object needs to utilize with the Security Policy
" and;
@) if the resources of the computer that the Executable
Object needs to utilize are included in the list of the
.resources allowed for use by the Security Policy,
allowing the Executable Object to pass through the
gateway and to reach the computer which has
initiated its downloading; and
(ii) if the resources of the computer that the Executable
Object needs to utilize are included in the list of the .
resources prohibited for use by the Security Policy,
preventing the Executabie Object from passing

through the gateway, thereby preventing it from



gateway and to reach the conputer which has . initiated
I ts downl oadi ng; and (ii) if the resources of the
conput er that cut abl e Obj ect neggls Il i ze
are included Plr&t%ﬁ@?i st of the -5- resour cesa%fg% IB%I ted
for use by the Security Policy, _preventing the

Execut abl e (pj ect f!’om passi NQeaching the computer which Nhas' Othitia€edadtgvay
t hereby preventing it from -5-

reachi ng the conputer which h% ATRER %gd its
A Control Center my be a central control unit,
r other conputer, which is connected to a plurality of gateway

updates the nenory nmeans containing rel evant date, e.g., the

downl oadi ng.

a PCo
whi ch

Security Policy. Once the CC is updated, e,
addi ti onal

once.
of the
updat e

The

., by the additj f
| Anferfrplenter (GO)gpashe 9 cetnad ?FPHWY “@a‘i?é\?&ylé g&&’ﬁ?ﬂ’y

use of -the CC to control the operation of the security ele

e.g.,
s, and

ed at
ment s

gat enesmputeri arhisht ise comnasteditoch plirelity jof gategrayay tand, srligh) to

each gateway every tine that a change in policy is made.

updates the memory means containing relevant date, e.g., the Security
Policy. Once the CC is updated, e.g., by the addition of an additional
Limitation to the Security Policy, all gateways are updated at once. The
use of the CC to control the opération of the security elements of the
- gateways obviates the need (wh1ch exists in prior art systems) to update

" each gateway every time that a change in policy is made.

- A LAN (Local Area Network) may be (but is not limited to), e.g., a network
of computers located in an office or building. The LAN is typically

connected to outside communications networks, such as the World Wide

Web, or to more limited LANS, e.g., of a client or supplier, through one or

more gateways. The larger the organization, the larger the number of
 gateways employed, in order to keep communications at a reasonable

speed.

- Generally speaking, a LAN can also be made of a plurality of smaller
" LANS, located geographically nearby or far apai:t, but even if small LANSs

- are found within the same organization, the security requirements may

vary from one department to the other, and it may be necessary to keep



A LAN (Local Area Network) may be (but is not limted to), e.g., a network
of conputers located in an office or building. The LANis typically
connected to Qutside communications networks, such as the WJr]J nﬂs%%oszv\éb’
or to nore |iM3EdHANs, e.g., of a clientgor supplier, through one ofr
nore gateways. The | arger the organization, the |arger the nunber of

gat eways enpl NI 0; ; ' | ' r ingpeed.
Ceneral |y spegﬁ%gs,ecﬁnﬁiﬁ&?%%’ éﬁ‘gg&é‘?%@hﬁ‘%ﬁ% %‘?%P%{syﬁgﬁ gﬁ e Igtelf1§ LANs,
| ocat ed geogr agphi cal |y near by .or..fat, apar A | f . are
f ound wi tghi% %W?&ﬁé%w i attoi%’ﬁ,OE}E‘?{[ggg%EW?t%ﬁr%gﬁ#ﬁéﬁ n igaér%aé@l’s vary

fromone departnent to the other, and it nay be necessary to keep-

-6- high security levels, including preventing Executables fromm grating
fromone departnent to the qgther, even wthin the sane Qrganizatjon. The
means coupl ed Fhe means spuplad dopachwhpaid gajewayscio @E&:ﬁmaﬁﬁj @bjegts
reachi ng said gateway, to analyze the header of each of said Executable

Obj ects, and treackingrsaithgatéway,cwoamalpee the headermoheady of haid Executable

Objeéts, and to determine the resources of the computer that the

- Executable Object needs to utilize may be of manf different types.
Typically, the executable object is “trapped” and analyzed at the gateway
by listening on the communication line to the TCP/IP protocol, as well as
to the object transfer protocols, such as SMTP, HTTP, FTP, etc. Hooking
into the communication line and extracting the contents of the header of

: the executable object are steps which are understood by the skilled person,

< and which can be effected by meazis of conventional programming, and |

= they are therefore not described herein in detail, for the sake of brevity.

. Once the header of the Executable Object (EO). has been analyzed,
.. comparing the resources of the computer that the EO needs to utilize with
the Security Policy can be easily done, e.g., by comparing them with a
look-up table provided to the gateway by the CC, which represents the
Security Policy. Comparison can also be carried out against the data
- stored in the PC, and in such a case specific memory means and
-~ comparing means may not be necessary in the gateway. However, speed
.- and performance considerations will often dictate that such operations be

. carried out at the gateway itself.



Execut abl e- Cbj ect needs to utilize may be of many different types.
Typically, the executable object is "trapped" and anal yzed at the gateway
by listening on the comunication line to the TCP/IP protoco as
to the object™PPHM%r protocols, such asgSMIP, HTTP, FTP, e%grﬂlﬁ?géﬁﬁéshg
Into the conmmunication line and extracting the contents of the header of

t he executabl e obj ect are steps which are understood by the skilled person,
and which can be effected by nmeans of conventional programm ng, and they

are therefore not described hereip in detail. or_the.sgke of .breyity.
Once the hea é'ioro?rtt*i“%m%‘%e%ﬁﬁ%@&n Yeiy o 8%“‘%“3?\% ?F}%Hg p\i?: aring
the resources of the_conputer that the EQ needs to utjlize v}\{ﬁhh th
Security Pol iva§ acsinglsoperstlopt §8nwhich is PheoQO’EFO‘PPHHPPHij' emplaved dr ave% ook- up
table provided to the gateway by the CC, which represents the Security
Pol i cy. Conpanirfog. Hewexesdtoday dtis pessiblettosyaf the nehdhrruish pentgother n' t he
CC, and in such a case specific nenory nmeans and conparing nmeans may nhot _
be necessary thant Pertg80,ewhile the\MTYEP, sexpardf tle dsee rdcoomking do cumsdndty at i ons
will often dictate that such operations be carried out at the gateway
itsel f. available technology, cannot work on a plurality of fports. Therefore, if
more than one user employ a gateway simultaneously, prior art systems
are ineffective since they are not suitable for the simultaneous analysis of

communication taking place via other ports.

Another severe drawback is that a very strong HTTP server is needed to
serve ‘a plurality of users, when. operating according to the prior art

method.

The art has so far failed to provide an efficient method for processing EOs3
which is independent of the port used, and which does not require an
extraordinarily strong server to be implemented. It is therefore clear that
such a solution is needed, particularly in view of the ever growing use of

. the web by many organizations.

' SUMMARY OF THE INVENTION
Itls an object of the present invention to provide an efficient method for

| processing Executable Objects which overcomes the aforesaid drawbacks

of prior art systems.



Prior art solutions provide for the analysis of comunication taking place
via a single port, Port 80, which is the port comonly enpl oyed for web
surfing. However, today it is possible to surf the net througgy&%}o@s?t her
than Port 80, MWRPR&2 he HTTP server of theguser, according t entty
avai |l abl e technol ogy, cannot work on a plurality of ports. Therefore, if
nore than one user enploy a gateway sinultaneously, prior art systens are
i neffective since they are not suitable for the sinultaneous analysis of

comuni cati on jakin | ace yia.other ports. . 1 Anot, her yerg .dr ck is
that a very sti‘dﬁ&n&#ﬁ 0513%0%8?‘7]}35111?{8@%%%? grovids gach A &%ﬁgﬁ ﬂ%&by@% rs, -
when operating accqording tqQ the prior art . nmethag. The art_ has so far
failed to provieErlament ped s P%Jeuotrr@ﬂumeée@@gpw lmﬁ,warmbeﬁg?%

I ndependent of the port used, and which does not require an
extraordinarily strong server to be inplenented. It is therefore clear that
such a solution is needed, particularly in view of the ever grow ng use of
the web by nanit is mgfmmtheatobgecs of the BivehHiRN toprdHie RNvENDAGKhichtiparmitsitaobj ect
of the present invention to provide an efficient nmethod for processing

Execut abl e (hj gedlyzevbhe Bxevutilsloston theflgf, eindsdded nbthibaakthe ddwnloadingr t
syst ens. _ .

and he operation of harmless executables.

It is yet another object of the invention to provide apparatus for carrying

out the method of the invention.

Other advantages and objects of the invention will become apparent as the

description proceeds.

The invention is directed, inter alia, to a method for processing Executable
Objects, comprising:
(a) providing analysis means capable of non-interfering analysis of
data packets transmitted on a communication line between a
browser and an HTTP server on the web, _said communication
line being established through a gateway;
(b) analyzing the handshake between said browser and said server,
" to detect a “GET_” com:ﬁand' sent by the user and an HTTP code

sent in response by said server;



- 8- I't i's another object of the invention to provide such a nmethod which
Is easy to inplenent and which does not require significant hardware

changes. | twe Sosfaadsur t her object of the invention to provi dg~gn¥ehites
whi ch perm tsw(?)g% anasl yze the executables.gon the fly", and does not ﬁl nder

t he downl oadi ng and he operation of harnl ess executabl es. It is yet

anot her object of {d)qyvHenvaidh HOHPTP e Reddbied fyLink 18 dath Macketd the
nmet hod of the invention. O her advant ages and objects of the’invention

wi || becone apparent “%?igﬁﬂg&ﬁ%?ﬁé%ﬁ"} g%xjv@PtJ’Eﬁﬁ%?quvE?(%b The invention is

directed, inter alia, pr ocessi ng ot abl e bj ect s,

compr 1 sing () 0 PO BRSPS B B "0
between a in non-sequential order, and to forward them in sequential
order to header checkihg means;

2 checking the data packets so as to analyze the contents of
the header of the Executable Object, aﬁd to identify the
resources of the system that it needs to employ;

(3) transmitting to said gateway data representing the
resources of the system that the Executable Object needs to
utilize; and.

(4) providing data packet suppressing means coupled to said
gateway, such that if the resources of the system that the

- Executable Object needs to utilize are not permitted
according to the security policy set by the administrator, at
leas_,t oné data packet belonging to the Executable Object is
suppressed, altered or damaged, so as to prevent the

execution thereof by the browser.

According to a preferred embodiment of the invention, the method further
comprises identifying the user communicating through the gateway, and
-the sexver to which said user is connected, and coupling all activities and
. analyses to said user. This procedure ié needed at times when more than

one user connects through the gateway simultaneously. Then, a plurality



browser and an HTTP server on the web, said comrunication i ne

bei ng established through a gateway; (b) analyzing the handshake
bet ween sai d o) and said server, to detect a " . gnand
sent by the u@@r%%san HTTP code .10- Sent i n response Pg‘ saglmg8
server; - 9- (c) when such

HTTP code | Ly7i-Nghs " itted
by said sorvelt PRErprCRE S Bty Ge SahAR RHiore, 1 fn meccdsb I3 1 ©

or dor, and L oKFOH SEIY Thers SROGBEJaHT o has requested  SpdgRAIRREIRE

checki ng nmeans. . .. (2) checking the data packets so as to anal yze
the contents g*’le"t from a specific sgrf’ﬁ’é A P@Peﬁﬂeh@@%@?%?té regR¥ed atand to

identify the resources of the systemthat it needs to

enpl oy; the gatewayJrom anyindividnal sesvemi d gat eway data representing the
resources of the systemthat the Executable Object needs to

utilize; and : (4) providing data packet suppressing neans
coupled to said gateway, such that if the resources of the

system t hat t ke another preferred embsdrndretbbf tkdjinedntivasdhet method ifafthake not
permtted : .
comprises storing in memory means checksums representing Executable
Objects analyzed, together with values indicative of whether any such
‘Executable Object complies or not with the Security Policy, and checking
any incoming Executable Object against said stored values, prior or in
parallel to analyzing it, whereby to discard any Executable Object
“identified thereby as being non-compliant with the Security Policy, and
allowing Executable Objects identified thereby as being comp]iant with
* the: Security Policy to pass the Gateway and reach the user. As will be
‘ apparent to the skilled person, this procedure may streamline and speed-
up the analysis of Executable Objects, since verifying a checksum is a
- procedure which is quicker and simpler than the full analysis procedure of

the EQO’s header.

- Brief Description of the Drawings
"In the drawings:
- Fig.-1 is-a schematic representation of a communication mode

‘ between a browser and an HTTP server on the web, through a gateway,



according to the .security policy set by the adm nistrator, at

| east one data packet belonging to the Executable Object is

suppressed, altered or danaged, so as to prevent the ;
execution t hePEdPAR?5t he browser. Accarging to a preferred SOt of
the invention, the nethod further conprises identifying the user

conmuni cati ng. t . t ' fﬁﬂ . S
connect ed, anb&%(@%%i%g}gﬂgﬁa%?§i%g%nashggcoz%\%eéssf%ﬁ%%p user. %i S
procedure is ng ded at .tiyresdmhen more than one user connects through the
gateway sinulf ﬁ%??‘?‘o?’r\%’h, a plurality

- 10- of users connects to a plurality of servers. Therefore, it is
necessary to keep track of the specific user who has requested a specific
Execut abl e Cbj ect froma specific server, so as to properly handle .
packets received aFig. Bhélupsrateeyther situatipni existinguin apranalysis mepns

anot her preferred enbodi nent of the invention, the nmethod further

conpri ses st oacenyding teeone \prefeared einbolisnent ofphe smvrention, Frith resprcd to

Obj ects anal yzed, together with values indicative of whether any such
Execut abl e Cbjtké bréessihpof data padkets.t h t he Security Policy, and checking

Detailed Description of Preferred Embodiments

The method of the invention will now be illustrated with referer'xce to a
preferred embodiment thereof. In Fig. 1, a typical situation is shown, in
which a browser, BR, (running on an end user’s computer) is connected to
the web through a gateway, GW. In Fig. 1 only one browser BR is show,
for the sake of simplicity, although of course the gateway GW is designed
to service a plurality of browsers. Similarly, gateway GW is shown to be
connected only to one HTTP server on the web (aesignated “WEB"),
although it can of course be connected to a plurality of servers on the web,

and the connection is not a point-to-point connection.

According to this preferred embodiment of the invention, analyzing means,
L, are provided, which are conﬁe(;ted to the communication line on the one
hand, and to the gateway on the other hand. Analyzing means L are
passive means, only capable of “listening” to the talk carried out on the
line, between the browser BR and the server WEB. L is further capable of

sending a signal to gateway GW.



any incom ng Executabl e bject against said stored values, prior or in
parallel to analyzing it, whereby to discard any Executabl e bject
identified thereby as being non-conpliant with the Security Pali d
al | owi ng ExecMoM{1&228phj ects identified th_(ig_eby as being corrplliic’arﬂlc‘ywow
the Security Policy to pass the Gateway and reach the user. As will be
apparent to the skilled person, this procedure may stream ine and speed-
up the anal ysis of Executable Objects, since verifying a checksumis a

procedure which is quicker .and sinpl han t he I ysi s procedure of
the EO s head®ata comgpppication g%"mg&bgﬁﬁi’r?ﬂﬁerﬁ%‘gﬁhﬁﬁ# ﬁeﬁ%mg’rsa%agas: :
Fig. 1 is a schematic representation of a _communication ngpde _ between a
browser and ain Rl Baokets, tha ensempleof Whidh eppshityiesamgntity, which may
-11- including additional analysis nmeans, according to a preferred,
enbodi nent  obr tthay i matebe i m ;Executable Object. FThe packétisuaxer aobsnechgsagilyuat i on
existing in an anal ysi s neans
transmitted sequentially, and this fact makes it even harder to analyze
them. Packets are transmitted from WEB to BR as a result of a handshake
carried out between the browser -and the HTTP server. An executable
object is downloaded as a result of a message sent by the user, including
- 'the command “GET_”, which command is echoed in the handshake by the
HTTP server which sends in response an HTTP code preceding the

‘requested EO.

- Thiis; according to the invention, the first step in the process of identifying
- the data being transmitted as a potentially harmful executable object is to
‘analyze the first four bytes being transmitted by the HTTP server (WEB),
and to determine whether they contain a response to the command
“GET_”, sent by the user, in the form of an HTTP code. If they do, the rest
of the transmitted string must also be analyzed to determine whether it
contains a Java applet or other undesirable EO._ The way in which the

-packets are processed will be further described below.

=If the analyzing means L determine that an Executable Object is involved
! ag discussed above, then the header of the EQ must be analyzed to check it

compliance with the secuﬁty policy set by the user. It should again be



according to one preferred enbodi nent of the invention, with respect to
the processi ng of data packets. -Detailed Description of Preferred
Enbodi nrents The net hod of the invention will now be illustrated with
reference to AVOEEasrred enbodi ment thercjr f InFig. 1, a typ?%'%ﬂwyp‘i"%tion
I's shown, in which a browser, BR, (runnii g'on an end user S conputer) is
connected to the web_throu a gateway, GW 1 only %ne rovxser BR
i s show, foremphasizrd @ats%iﬁ)lqnéihﬁmg a‘InFﬁBtlg;H ‘H%IY it towi s
designed to service a plurality of browsers. Siml arI Y, gateway GWis
shown to be Duberfere withothetrapsmigsiqrafithestying. on t he web (desi gnat ed
"WEB"), although it can of course be connected to a plurality of servers
on the web, and the connection is not a point-to-point connection.
According to this preferred enbodi rent of the invention, analyzing neans,

L, are provi dqphe yﬁﬁlﬁiﬁn@f:ﬁeﬁﬂé\B@ﬁbﬁﬁemﬂéf&tq&ﬁaﬁémlaélements e the fikg one
hand and to the gateway on the other hand. Analyzing neans L are passive

oo T SPAEE o ey B o T e i

a signal ‘to AN 5 1520 of can be analyzed. This is schematically shewn in Fig. 2, in
which the analyzing means L are seen to comprise ordering means, OM,
which receive the packees as they are transmitted, orders them and passes
them on in the correct order. For instance, in the example seen in the
figure, six packets are seen to have been transmitted, in the order 2, 1, 3,
8, 5, 10. Packets 1, 2, 3 have been ordered sequentially and sent on to the
checker, CH, but since packet 4 has net yet been transmitted, the
remaining packets (5, 8 and 10) are kept in the OM unt11 they can be
-released. Packet 5 will be released only after packet 4 arrives, and packet
-8 only after packets 6 and 7 have arrived, and so on. This delay which
takes place in the OM, it should once again be emphasized, does not affect
the transaction which is taking place between the browser BR and the
:HTTP server, WEB, and all packets are transferred normally, in their
non-sequential order. Hewever, the invention takes advantage of the fact
that, even if the packets continue to be transmitted, fhe EO cannot
function if one of the packets is missing or damaged. Therefore, it is.
sufficient for the gateway to take care of suppressing or damaging one
packet, which the gateway does once it receives a signal from the checker

indicating that the header of the EO comprises commands which are



-12- Dat a communi cati on between the browser and the HTTP server is nade
in smal|l packets, the ensenble of which constitutes an entity, which may
or may not be an Executabl e Object. The packets are not neces; r'ikkz1
transmitted s®QMA638 |y, and this fact ppkes it even harder ?’%’Ig 1% &
them Packets are transmtted fromWB to BR as a result of a handshake

g o o oraEn e Y B ts B DL FERY M berall 63 ARl R BRAOn 0PI oC!

i s downl oade a nmessag he users 1 nc [ t he
command "GET_", which.co i s.echoed.. h andshake the , HTTP
server whi ch%‘ﬂ'@r"ﬂﬁ%’éﬁﬂ%ﬂ@@ d}ﬁa arRpd %g'értbﬁﬁe@?aﬁ y@ﬁgwyoéaaglgettgas EO.
Thus, according to the invention, the first step in the process of ..
identifying 4oRe imenomanterferingmannerqand the transmissiop Js eabnatfecteddt ut abl e
object is to analyze the first four bytes being transmtted by the HITP
server (WEB), it iardesireddiot prenenk anti® Heomtvaning endibe end usertmheempuytarhe
command "GET_ ", sent by the user, in the formof an HITP code. If they do,

the rest of Ahetherandvantage oft thengnethetd of the hevemady zedthas delyedatme
whether it contains a Java applet or other undesirable EOQO The way in

whi ch the pagkfb8eds ArfpAs I00a WGET BecominbRer netaisctd bedamallyged, and | f the
anal yzing neans L determ ne that an Executable Object is involved
furthermore any string needs to be analyzed only up to the point where it

can be determined that it does not contain an undesirable EQ.

As stated, according to a preferred embodiment of the invention, as stated,
if the resources of the computer that the Executable Object needs to utilize
are included in the list of the resources allowed for use by the Security
Policy, no steps are taken by the system to prevent the Executable Object
from passing through the gateway ;and reaching the computer which has
initiated its downloading. However, if the resources of the computer that
the Executable Object needs to utilize are included in the list of the
resources prohibited for use by the Security Policy, steps 'wﬂl be taken to
prevent the Executable_ Object from passing through the gateway. Such
steps may include, e.g., deleting a packet of the EO, or garbling part of it,

so as to make it inoperative, etc.

The invention is not limited to any specific EO. However, according to a
preferred embodiment of the invention, it is desirable to analyze EQ’s

including, inter alia, Java Applets, Active-X, OCX, Win32 Executables,



as di scussed above, then the header of the EO nust be analyzed to check it
conpliance with the security policy set by the user. It should again be

-13- enphasi zed that the analyzing neans L onI y "listen in", but do not
interfere witW@P¥ansni ssion of the stri The anal yzi Pfef/Pagpgs2
conprise different functlonal el enent s.: IIJf the first part, the packets' _
recei ved are red a dered quentially, so that.,the head ﬂereof
can be anal yz STH’F§ FRATHa e opiects, ‘?‘ﬁ’rFFi)W’% be 2ppagRp I‘i"tt

anal yzing nmeans L are seen to conpri se_ordering. nmean OM  which receive

the packets askilledyperpen.tEQifswier eongtansiyideye 9minmtlpﬁa§§@§tmpw§rhmno| n the
correct order. For instance, in the exanple seen in the figure, siX
packets are s emansdnbendeditedre Hmitedniot thecysel withtepecifisdf0s, and the acigal5, 10.
Packets 1, 2, 3 have been ordered sequentially and sent on to the checker,
CH, but si ncenptwileadf the EBG ismbdt ofadritivadimportanca.t t ed, the remai ni ng packets
(5, 8 and 10) are kept in the OM wuntil they can be released. Packet 5
will be released only after packet 4 arrives, and packet 8. only after
packets 6 and 7 have arrived, and so on. This delay which takes place in

the OM it shag thedRbeveP@icPipton T HieRrf&HemBB8indiRs 1BslREhH provided for
the sake of illustration, and is not intended to limit the invention in any
way, except as defined Ey the claims. Many modifications may be effected
in the invention. For instance, a variety of Executable Objects can be
monitored, different ordering means and analyzing means can be applied,

as well as header analyzing methods, all without exceeding the scope of

the invention.



the transaction which is taking place between the browser BR and the HITP
server, WEB, and all packets are transferred normally, in their

non- sequenti al_order. However, the invention takes advant age of L@?‘"’&%Ct
that, even if Yh¥1§%Skets continue to be ygansmitted, the EOFEAM

function if one of the packets is m ssing or damaged.-—Fherefore,—it is

sufficient for the gateway to take care of suppn ' i Ng one
packet, which the gateway does once it recei veqmm“mr‘ng“ﬂﬂme checker
i ndi cating thgf, {he header of the EO conprises conmmands I'eh ar.e

-14- forbi dde@HB8ording to its security policy. Thus, according to the

I nvention, the transm ssion of the data_ is ,not disturbed, the analysis of
the packets id- AJgathqdfon Presessing dixecutable PRIACES, COMPAISIME t r ansmi ssion is
only affected if it is desired to prevent an EO fromrunning on the end
user's conputer. fa@rpedinglenalysisemenns isapaklerfnarinterfering amalymis iof t hat
only data preceded by a reply to a "GET_" command needs to be anal yzed,
and furthernore anydstar packateduansmitbel @nahycstmanicatiop line thedweenna where
it can be determned that it does not contain an undesirable EQO As

stated, according tobRwikefaid ad HTT®seBt oif thdevdb)\sail icomum@sication ed,

I f the resources of the conputer that the Executable Object needs to

utilize - - line being established through a gateway;

(b) analyzing the handshake between said browser and said server,

to detect a “GET_” command sent by the user and an HTTP code
‘sent in response by said server;

- (c) when such an HTTP .code is detected, analyzing the data packets
transmitted by said server to said ;t)rowser, by:

(1) providing orrien'ng means to order data fackefs received
in non-sequential order, and to forward them in sequential
order to header checking means;

(2) checking the data packets so as to analyze the contents of
the header of the Executable Object, and to identify 'ti1e
resources of the system that it needs to employ;

(3) transmitting to said gateway data representing the
resources of the system that the Exccutable Object needs to
utilize;

(4) providing data packet suppressing means coupled to said
gateway, such that if the resources of the system that the

Executable Object needs to utilize are not permitted



are included in the list of the resources allowed for use by the Security
Policy, no steps are taken by the systemto prevent the Executable bject

from passing through the gateway and reachi ng the conputer %&P
initiated itsY W\‘g P¥adi ng. However, if t h 7l esour ces of thewg’ @f"o?zhat

t he Execut abl e Obj eet needs to utilize aré'incl uded in the list of the
resourc | bi ted for e b ur | te e taken to
W/Eﬁw ol ) R s BBl 1
it eletlngapa ket EQ or lin ar Jt

| t“ i noper at i vdeagiqne ataﬂ‘?d‘?ﬁﬁéﬁ?m tpdhg xePFgﬁbﬁ%SﬁF%c by
speC|f|c EOQ. However, according to a preferred enbodi nent of the
invention, it is desirableuppeessedl pitere or damagedi rig, aPnterpravent thaya
Appl ets, Active-X, OCX, Wn32 Executabl es,
-15- DLLs, or the like mcuﬂiexbthembfbacthebidmv.er, as will be apparent to
the skilled person, EO s are constantly devel oped, and the invention is by

no neans intended to be limted to the use with specific EGs, and the
actual .nature of the EQis not .of critical inportance.

2. A method according to claim 1, further comprising identifying the user

communicating through the gafeway, and the server to which said user

is connected, and coupling all activities and analyses to said user.

3. A method according to claim 1 or 2, further comprising storing in
memory means checksums representing Executable Objects analyzed,
together with values indicative of whether any such Executable Object
complies or not With the Security Policy, and checking any incoming
Executable Object against said stored values, prior to analyzing ift,
whereby to discard any Executable Object identified thereby as being
non-compliant with the Security Policy, and allowing Executable
Objects identified thereby as being compliant with the Security Policy

to pass the Gateway and reach the user.

4. A method for processing Executable Objects, substantially é.s described

and illustrated.



Al'l the above description of preferred enbodi nents has been provided for
the sake of illustration, and is not intended to |limt the invention in any
way, except as defined by the clains. Many nodifications nmay ed

in the i nventWV81%%} i nstance, a variety of Executable Obj eEe(EJ"@%‘?"E}e
nonitored, different ordering nmeans and anal yzi ng nmeans can be applied, as
wel | as header anal yzi ng net hods, all mﬁlppft exceedi ng the scope of the

i nvention. - 16- 1. A nethod
for processing Executable Objects, conprising: (a) providing
anal ysi s means capabl e of non-interfering anal ysis of dat a packets
transmtted on a conmunication |line between a browser and an HTTP
server on the web, said comunication _ | i ne being established
t hrough a gat eway; (b) anal yzing| the hHandshake between said browser
and said server, to detEC GE" |{conmand sent by the user and
an HTTP code sent in repponse by _saild server; (c) when such
an HTTP code is detected, analyz|ng the dafta packets transmtted
by said server to said browser_ by: '

BR o—— GW o WEB

X | y

[ommmmmmmsmmmsoomooooeoo ,
1 [
: 1,2,3 |
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('1')' provi di ng35:t/m,4'9r1g nmeans to order data packets recei-ved ® ool—.c 'a'“z-. 00",

Do

I n* non-sequential order, and to forward them”Ln seduehtii. al o S
order to header checking neans; -3 - (2) che€ki ng-the data packets '
so as to analyze the contents of ‘thé hadder of tHe ™

Execut abl e ij ec and to identify th e rces of the
system t hat Hito @W%W“ﬁmm& and uncggfo{l?%n’gﬁg tecq%ﬁg”il’?? f fro

gateway data representing the resources of the systemthat
‘the Execut abivayGf lavawingeaboutotheir existence or executionz @nd there is no syst¢m)

provi di ng data packet suppressing neans coupled to said
gat eway, sucly tdlake | fort Bgriyeaettctdn and Eﬁeﬁé’ﬁtﬁ@ﬁn 6f‘%het8&ies from being

«;Execut abl e Cbj ect needs to utilize are not permt
~-17- accordin the security policy set by the adm nistrator, at
least one daf® e%b‘ﬁ ‘écet bel onging to the Executable bject is

ssuppressed, altered or damaged, so as to prevent the
- execution thereof by the browser. 2. A nethod according to claiml,

further conprising identifying the user '
The security problem was solved partially by the browser manufacturers

which allow the user to disable the use of executables. Of course this is not
a reasonable solution, since all the electronic commerce and advertising
are base.d on the use of ex'ecutables. The security problem is much more
serious once such an executable can approach the enterprise servers,

databases and other workstations.

Some of these problems are discussed in the article “Screening for
applets”, by Sharon Machlis, COMPUTERWORD, vol. 31, no. 6, 10
February 1997, USA, pp. 51-52, as well as in Edwards N. et al., “High
security Web servers and: 'gateways.”, COMPUTER NETWORKS AND
ISDN SYSTEMS, wvol. 29, no. 8-13, September 1997, p. 927-938

XP004095292. . o s —

In a copending patent application of the same applicant herein, IL 120420,
.ﬁled on March 10, 1997, the specification of which is incorporated herein
by reference, a method is described and claimed, for selectively preventing

the downloading and execution of undesired Executable Objects in a

computer, which comprises the steps of: A
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cormun‘l’catl M43 S4WO/9h "t he, gat eway, and the server t@.Wakeh said Usar s r
connect ed,. and coupling all activities and aﬁa?‘yseé’ tZ) said usér.e = 3.7A! :
met hod accor di ng to claim1 or 2, furthegycoOnprising®storiny inA 3 _enory -
means checksuns representing Executable Objécts analyzéd; toget “fier with
val ues indicative of whether any such Executable bject conplies or not
with the Security Policy, and checking any incom ng Execut abl e bj ect
~agai nst said stored values, prior to analyzing it, whereby to discard
“any Execut abl e Oo(aéqlrovnﬂmgloheecd' mioze dontasl Gentegrs eadlocorvwoped &aoneiarh t he
“Security Policy, and allow ng Executable bj ects identified thereby as

" being conpl 'ﬁ'&e ghﬁéwaﬁe enth Yatéwaf del Igxonet&' P36 ehffuderlcBiputans! reach
»the user. for processing ecutabl e Objects, substantially

. as descri bed @9 Diovidiay’ 8le3dis coupled to each of said gateways, to detect

Executable Objects reaching said gateway, to analyze the header of each of
said Executable Objects, and to determine the resources of the computer

that the Executable Object needs to utilize;
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