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3o
3035 A contactless card transmits a cryptogram to a server via one or more
] intermediary devices
310
RN The server vaiidates the cryptogram
315 %
RN The server decrypts the cryptogram
320
N The server extracts the unique identifier

325 é

The server queries, using the unigue ideniifier, a database for an identity of the
\\-._,___,J
user account

v

330 The server generates a digital signature based on tha identity of the user
S~ account

335 The server fransmits g verification notification including the identity of the user
N

account and the digital signature

LX)
[
3




WO 2022/164782 PCT/US2022/013640

4/10

405

A contactless card transmits a cryptogram to a server via an intermediats
device

v

410

The server validates the cryptogram

v

415
\\-.,,_,,_,.-—'

The server decrypts the cryptogram

.

420

The server exiracts the unigue identifier

v

425
\\_.__,,.‘»'

The server querias, using the unique dentifier, a database for an identity of the
user account

v

430

The server recaivas from the database, one or more documents o verify the
identity of the user account.

435

v

The server generates a digital signature based on the identity of the user
account

Y

444

The server transmits a verification notification including the identity of the user
account and the digital signature
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705

N A server raceives a cryptogram via an intermediate device
710

e The server validates tha cryptogram
715 é

DN The server decrypts the cryplogram
720

R The server extracts the unique identifier

735 $

N The server queries, using the unigue identifier, a databass for an identity of the
user account 3

.

730 The server generates a digital signature based on the identity of the user
S account

735 The server transmits a verification notification including the identity of the user
N

account and the digital signature
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810

805

A server receives a cryptogram via an infermediate device

v

810

The server validates the cryptogram

v

815

The server decrypts the cryplogram

v

820

The server extracis the unique identifier

v

825
\‘“——-"‘

The server queries, using the unigue identifier, a database for an identity of the
usar account

v

830 |

The server receives one or more authentication factors to verify the identity of
the user account. ‘

v

835

The server generates a digital signature based on the identity of the user
account

v

840

The server fransmits a verification notification including the identity of the user
account and the digital signature
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.

Receive a card tapping notification

.
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Read the contactless card based on the card tapping notification

v
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Receive a tapping-completed notification

:

Generate the digital signature of the identity of the user account using the
tapping-completed notification

e

o
-l
-




WO 2022/164782 PCT/US2022/013640

10/10

Receive a universal resource locator (URL) link for card tapping

.

{Open the URL link to display a web pags

:

Read the contactiess card through the web page

!

Receive a tapping-completed notification

!

Generate the digital signature of the identity of the user account using the
tapping-completed notification




