. ﬁ3e22\vD6LTn [ 0001] Al RCRAFT MONI TORI NG AND | NCI DENT MANAGEMENT SYSTEM
002] CROSS REFERENCE TO RELATED APPLI CATI ONS [0003] This application
3 142,
filed Cctober 12, 2001, and U.S. Provisional Patent Applic mm ﬂm 340,
337, filed Decenber 12, 2001, which are hereby incorporate e as
if fully set forth. [0004] FIELD OF I NVENTION (000] This i nvent*ilsolm*rel at es

generally to aircraft and in-flight security. In particular, this invention
relates to a rmnitori ng and i nci dent rranagerrent systemto deter threats

such jgé@; mﬁm ' pens,
and t@ﬁplri!) crum Qrﬁﬁ;lﬁ(?o o an |nvest| gaflx Ion fol ?;SJ%EE e threat

Q0 t ir security practices
focus[%ggﬁrhe f&%&gﬁ E@%ﬁm h@ %ﬁﬁtﬁwg’éﬁ%ﬁ@ﬁﬁ possi bl e further
i ncidents, such as hijacking; (2) in-airport security neasures designed to
pr evel@008kaponsThaypdavies chaingd therbareditef That Prvidion pldP ateht Alpplichigonsed
to damage an aircraft or pose a threat to those on-board the fromgetting

on- hogh ded/3e921 42X FAbd OGFBkx ?2 O, SndCUNS Providi6RAl Eﬁ%éxﬁ”Afe@h&Qu&ﬂ1No

cockpit voice recorder (CVR ) 'and the flight data recorder DR)) commonly

di sor60Reb.387, BIEABRARRE: 1. Tnqr, kil sy bivbengap ot R efbfenct il o

bl ack box that records inmage data from vi deo caneras positioned about the
ext erfudly setdoxtht eri or of the aircraft. Feher also discloses a telenetry
device to transmt the inmage data to a ground recordi ng station. [0009]

Fuj i foooy] U. S. Patent No. FSEZFBOFBNVHINTIONes a video canera in the
cockpit and a video canera facing the nose of the fusel age and a vi deo

Leggg@gg@)ndl S?{'ﬂlg‘é@"gﬁ&éﬁ'ﬁ’g@gﬁ s égr?%r%%l I ancé%g?/g%%&llﬁct#&gfngﬂgug#o and

vi deo sens ocated in the interior of the
particula r this invention relates to a monitoring and incident management system to

clainms the benefit of U S. Provisional Patent Application gﬂw

deter threats such as hijacking, to respond to the threat or incident when it happens,

and to provide crucial information to an investigation following the threat or incident.

[0006] BACKGROUND
[0007] Existing aircraft security practices focus on the following:

o)) gathering intelligence about possible further incidents, such
as hijacking;

(2) in-airport security measures designed to prevent weapons,

explosives or other items that could potentially be used to damage an aircraft or pose a
threat to those on-board the from getting on-board the aircraft, and
3) post-incident investigation using the cockpit voice recorder

(CVR) and the flight data recorder (FDR), commonly known as the “black-boxes.”
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,qgang and a transmitter to transmt signals tomthe sensors to a ground
recording station. [0011] Lee, U S. Patent No. 5,742,336, discloses an
aircraft surveillance and recordi ng systemincl udi ng video caneras | ocated
on an aircraft, a satellite to relay anal og conposite video and audi o
signals fromthe caneras to a ground station, and video nonitors capabl e of
di splaying nultiple video images | ocated in the ground station. [0012] One
of th i ci engy o] Xi1844 W CUf; | r act.d i ey do
ot ploale’ s of Fehiy° NLSh Pitctd Roy 48168957 Misihod 8 ByERR, B mieidt

hi j acki ._as,t.hey. occur, and t Lovi de ci sj on- maker.s on §he _,grou W th
e | FRtiaRRUHARE B Sufty My B Bloh Do bt refardemag lata som Hasge. and
ot her deficiencies of existing security practices were evident during the
event samergepositinaed aboudelexteriteand anterionds bhegirorafin e Renalspldisohoses- 2

r .R~, [001 s~ SUMVARY [0014] The present invention conprises a

noni t ltbEn@R deRideddtra IBRA TR a Sy 4GNS £ Er&ﬂ;@ké&&éf&%stﬁ%é ystem
includes a plurality of sensors located on the aircraft that nonitor

Fur t nf00 s EusiagoBLIED: ERERENE S B8 glchfoslo o e e PBrd B

can be activated by a person located in the cabin and at |east one conputer
| ocat eePkpit and savidepamengafacing the ngseapfithe Hrssdaganpnd & visteotnesoxdeyroa-i t y
of sensors. The system al so i ncludes an incident managenent center | ocated
r enot bbyrd were pPeposedcraft and a two way communication |ink between the
conputer and the incident nmanagenent center. The two-way conmunication |ink

is op ponal | i t r i t a, fqk e elLnt Q;

i nci dg);lot’jl nage%gjr;l1 cden efaqéngI?baj?gaé%mg{a c%’r%ggfr?dr;g’]f P‘gsr%nﬂ%%é ?ﬂc?‘h‘tecg%&
managenent. center to the conmputer. (0015] In another respect, the inyention
conpr PuBelaReR SFsteR wrlvdingrtidiarnd videarsenserocatad ey o Hitemoe sEtet
door nodul e having a Franme, a front door and a rear door. The front door is
oper aplameadnd acoahsmitted to drapenitosigyalsHieomt the samorsitor groundasedrdifg016]
In yet another respect, the invention conprise a nonitoring and incident
managgg®idn. systemfor an aircraft. An incident managenent center | ocated
renotely

[0011] Lee, U.S. Patent No. 5,742,336, discloses an aircraft surveillance and
recording system including video cameras located on an aircraft, a satellite to relay
analog composite video and audio signals from the cameras to a ground station, and
video monitors capable of displaying multiple video images located in the ground
station.

[0012] One of the deficiencies of existing aircraft security practices is that they
do not provide reliable means to quickly identify incidents, such as a hijacking, as they
occur and to provide decision-makers on the ground with the information necessary to
react appropriately to the incident. These and other deficiencies of existing security
practices were evident during the events of September 11, 2001 in New York,

Washington and Pennsylvania



 fgomthe aircraft. An on-board systemincluding a conputer in conmmunication
with a cockpit and flight security subsystem) a surveillance and sensor
subsystem and counternmeasures. A two-way communi cation |ink between the
conput er and the incident managenent center. The two-way communication |ink
I's operationally -3 configured to transmt data fromthe conputer to the
I nci dent nmanagenent center and to transmt conmands fromthe incident
managipma] center to the conputSiTMMARWtrol the flight security subsystem
t he surveillance and sensor subsystem and/or the counterneasures. [0017]
BRI EF | PTI OF THE.DRAW.NGS [ 0018] The fol.l ow dat ajl ed description
of ChOTAL  er r oD RERSRITARY S2 50 CHEDFiRG S A PORATRE Apa pERER) miAEFEERL,
when read in conjunction with the appended drawi ngs, Far the purpose. of
i |1 usSYskentpr: & aireraft i dime system mcludeorplupalitye of senpargsloestsdornthe
which are presently preferred. It is understood, however, that the

i nveniireraft $had mdnitért edtical alrerdft éaformatiorangé metivityas the Hircrafnt Bhet i es
shown. In the drawings: [0019] Figure 1 is a schenmatic drawi ng of the

noni t QrJ NGl t ~' | 020]
Fi gur 308 A Lo RO RRRTRRG pRER A IR L R bR Rh Pl b
portions of .the system/| ocated on-bpard ahe aircraft. [00211 Fi gure Is a
per spaetivated\hyea, Persemmiguaged 1m the £8binandatlgast-ona gompyser lasatad en theo22]
Figure 4 is an enlarged sectional view taken along line 4-4 of Figure 3.

[ 00234irEraftiteatordceivan sl stogedinpettframdhe \plemlitykdmeaborsgy Theneydem alfo
Figure 3. [0024] Figure 6 is an enlarged sectional view taken along |line
6-6 OfnchidH¥ dh heid dahhnhbOMERL derltdr Atatst AIREE]P Aok BHRhirki4fafl adwo-
alternate enbodi ment of the tie-down shown in Figures 5 and 6. -4 [ 0021 ]

Figure 8 is _an enlarge Ba{tial Vi ew of thedat ea_sho I n brokeq; lines in
Ei gurxérag_commumcatmn nk between the computer and thé incident management center.

The two-way communication link is operationally configured to transmit data from the
computer to the incident management center and to transmit commands from the
incident management center to the computer.

[0015] In another respect, the invention comprises a security system for an
aircraft cockpit including a cockpit door module having a frame, a front door and a rear
door. The front door is operationally configured to open only when the rear door is
closed.

[0016] In yet another respect, the invention comprise a monitoring and incident
management system for an aircraft. An incident management center located remotely
from the aircraft. Anon-board system including a computer in communication with a
cockpit and flight security subsystem, a surveillance and sensor subsystem, and
countermeasures. A two-way communication link between the computer and the

incident management center. The two-way communication link is operationally
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[0027] Figure 9 is a sectional view taken along line 9-9 of Figure 8.

' [0028] Figure 10 an overhead view of a cockpit area that has been nodified
to include the doubl e-door nodul e of the present invention. [0029] Figure
11 is a block diagramillustrating the functional design of a preferred
enbodi ment of the surveillance and sensor subsystem [0030] Figure 12 is a
bl ock diagramillustrating the functional design of an alternate preferred

enbodg Nl 1?@&) ? ' $is a
bl ockédci e"grrggntfjl lﬁsﬁféﬁaﬁ%ﬁ{&ﬁrﬁt uncﬁ onaltoggg%%a%%%h%?g%re Eggéﬁetr@rf)%rclii ment

of the counternmeasur ubsystem.,[0032] Figure 14 is bl ock .di agr a

1 usta SRRRG e maRGe I a s dptanabe gEpatceniet fayBanBinutst fiteatol
on-board conputer. [0033] Figure 15 is a flow chart show ng the operational
f1 ow te fightesesurity ewbsysitemanthofsuriveillinceraid sepaor subsystamd and/oxishe
managenent system [0034] DETAI LED DESCRI PTI ON OF THE PREFERRED
EVMBOQb VR shehH@a] Referring now to Figures 1-2, the present invention
conprises an aircraft nonitoring and incident managenment system 10. The

syste prefera i - q t ocated on an aircraft
12 th@ojlgle Iinke?Wﬁ@ﬁIﬁ%Mﬁi c[hlls%ﬁéﬁ)lvpﬁbélG to a ground
nmoni toring and inci dent managenent center 14 [0036J The on:board gystem 21
pr ef eio&dﬁg i ncl The folloming de@ileddesenipyioncefsthe nneferred ambedimants |0§ gﬁ%
security subsystem 22; (2) a surveillance and sensor subsystem 24; (3)
count pivendisn @sll 28 bééter anmidersteodcwhen oteadoiil kenj3ictioh) withe the lppendéd
recordi ng subsystem 32; and (6} a conmuni cations transceiver 34. These
el ene - a t . F 41 -
compoeiled, oFbr 38U pRacRs, AIRABAIL Al RCERLEn  thole AR SoRalit the ),
of the above subsystens, any subset qf thg su ste can used wit hout
depar&'qﬁm&s@m qsﬁmﬁpé%m&a ﬁ?ﬁeﬁ’ﬁqsﬁﬂay[l’@éé?fefg 13 HBAREFIRRht Wﬁrm}?@?udes
a comuni cations transceiver linked to a nonitoring and inci dent nmanagenent
conputherinyestiemis Gpt linntdd to thelpregise andingemants 2hdansttvmentalitipssbavwng
all ow renpte access to the nonitoring and incident

In the drawings:

b=

[0019] Figure 1 is a schematic drawing of the monitoring and incident
management system of the present invention.
[0020] Figure 2 is a block diagram illustrating the functional design of the

portions of the system located on-board the aircraft.

[0021] Figure 3 is a perspective view, from front and above, of the cockpit door
module,

[0022] Figure 4 is an enlarged sectional view taken along line 4-4 of Figure 3.
[0023] Figure 5 is an enlarged sectional view taken along line 5-5 of Figure 3.
[0024] Figure 6 is an enlarged sectional view taken along line 6-6 of Figure 5.
[0025] Figure 7 is an enlarged sectional view of a alternate embodiment of the

tie-down shown in Figures 5 and 6.



nmanagenment conputer system by off site decision nmakers over a secure
network. The capabilities of the ground center 14 will be best understood
after a conpl ete description of the on-board system 21, and therefore, wll
be described in greater detail herein. [0038] The cockpit and flight
security subsystem 22 preferably includes. a. a double door nodule 44 for
the cockpit with a corrpartrrent bet ween the two doors where only one of

t hese 6o 1S can . t
subsygtem suchlﬂP aC| a#ﬁgnmf}g rﬁgtrllafn %%@g‘%.%‘lﬁ %nrﬁel%g%ﬁ lfﬂe%Sm
preve an unaut hori zed person from controlling the a| rcraft; and -s C.
an enh&¥d°-aut o pil ot nodul e, including access control, that can prevent
unaut hori zed deviation of the aircraft fromits predeterm ned flight path,
redi r 2% he pl Higuted is 4 esstipugdutievddken glong lipatd-9 iof Faguxer &ft in circling
flight at a controlled altitude, or other pre-determned flight pattern.

[ 0039Jpdaggur e 3F’i“ei\i&‘&sl@aﬁrcﬁ'feﬁhé@djvW@Ph%Eﬁp@farwﬁhﬂ@HQb%e@ﬁ'%od‘iﬂ@ﬂ'tﬁ 44

which'is Iocated just to the rear of the cockpit of the aircraft 12.

nodul ¢ s fra 5 front and rear door openings 46 48
that SRdF E0F HaRbleafhprnatulrastbemtisens ipveBBongire 10y, A moni Loring
device 50, such_as a video canera and/or_m crophone is preferably |ocated
wi t hi 00283 f r anFigeet 31 eisab ok dingramb slys{ratihge v fpackionsl desigheofgaound
center 14) to observe anyone entering the nodule 44. An identification and

aut heptéfentedimBedintént™d, the ititvéitlanct andajeRsbhniuldyst&hl nal scanner, for
exanple, is also preferably provided and in comunication with the on-board

CO”pUFt t016 They %1[:%“12 999 b kp&i%g%@gh% s‘EP;Ptfl ;th@dfuéx%m@ﬁgl’ d%g%?:yoit fnt he

cockp any petson not au or| z e1n coc erm ned by

the identificati nd hent.i on deyj ce 52 [0040] s al so

pr ef oA BrRAter ate b ed frRRP TR AL e ARSI IHORe AR SRS DUbRYSIeR: door s 46,
48 are closed. This enables the use of gas to sedate ox otherw se

i ncapff}3ldt e a Pagwenldads ddlsdndiagmandllngtratinghthendunttéodal designosfead a
potential threat to the aircraft 12, such as an authorized person trying to

gain ﬁfﬁ@ﬁ%dtéinB&ﬁnfﬁR‘iﬂ‘the cﬁhﬁtﬁﬁnéhs%?é"éﬁb%téﬁa”m e of a neans for
sealing the frame 45 along the floor 54 of the aircraft 12. In Figure 4,

the f f(ﬁj@] 45 1 e?‘ig%r%t PR 8 2 riﬁ&;k %mgor P Cﬁmgéra‘t?lrngf {:hemfuné'ﬁohnﬁsd%ggrof a’

preferred embodiment of the on-board computer.

[0033] Figure 15 is a flow chart showing the operational flow of a preferred

embodiment of the aircraft monitoring and incident management system.

[0034] DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT(S)

[0035] Referring now to Figures 1-2, the present invention comprises an aircraft

monitoring and incident management system 10, The system 10 preferably includes

an on-board system 21 located on an aircraft 12 that are linked via a secure

communications link 16 to a ground monitoring and incident management center 14.

[0036] The on-board system 21 preferably includes the following subsystems:
(1) a cockpit and flight security subsystem 22;

-5-



 filmproduced by E, 1. du Pont de Nenmoburs and Conpany) for exanple, and is
further sealed with a bead 68 of a sealant. A kickplate 60 may al so be
provi ded. [0041] The doubl e door nodul e 44 can be secured to the aircraft
12 by any conveni ent neans. Figures 5-7 show two exanples of neans for
securing the nodule 44 to the floor 54 of the aircraft 12. For exanple,
Figures 5-6 show a tie-down 64 secured to a seat-track 62. Figure 7 shows a
tie-down 66 whi@lh is secuedrlill8héd ¥nd Qeh JdHé?étMZ@E-e-’ no seat track
is used). FigureS 8-9 show two views of a bracket 68 used to secure the
modul e frame 45350 the cei l“:']’gg 70 of tr@_aircraft 12. Flexibility in the
instal | ation of®he doubl @URSETORBEHICE %4 i s inportant so that the modul e
44 can be easily retrofitted into existing aircraft. [Q042] Figure 10 shows
an exanpl e of ae/‘ldockpit 7eré¢mote eantaokmedale 3% t hat i ncorporates the doubl e
door nodul e 44. The cockpit 72 is based on the |ayout of a Boeing 747-400

and is intended(5go be mergkyashxerodl aéaordfApvébtyhom (9% amdcor por ati on of the
on-board system 21 of the present invention could vary w dely. [0043]

Begi nning at t front of cockpi.f 7 th LR i nstrunent panel 74 is

| ocated in Fron )of t he c%%%%&%%ggé{m%%ﬁ%vg?gghtroI stand 76 is
positioned between the captain's seat 78 and the first officer's seat_80.
Two observer's Lbegeslementsiarg all poptapled parhoardthe girceaft 4@ byan onrboardk
captain's seat 78 and the first officer's seat 80, respectively, A coat

st owempmputiea s§Ste Becr Alvhoagh theqrefSred onlboaad agstdim 2leinchadawsll opthid i on

of cockpit 72, The doubl e-door nodule 44 is preferably | ocated in a hallway
90 i niki . . _ . i
Fespents R g ereal iy dibefol U AN RAGE chR Delhecd withqlF AGh Mgty o

i dentj.fication. and, authentication _g_ devi ces 52. The front door 47

or ef PRRIPSBREIYentiof- t he cockpit 72 and the rear door 49 opens towards the
passenger cabin 92. Two |avatories 94,96 are also preferably provided. The
| avatl®®$7b6 cl oEkegraund ¢rntpnd4dnelades alsommannications tuaasdeiverdindtadgioras. The
forward-nost |lavatory 94 is for use by the cockpit 72 crew and is

posi tienfdrivgtarbihcidintioh fRd gaifent @aipEteeEstdn. Gftiohallyehagesim] dhté®

enable the crewto use this lTavatory 94 w thout opening the rear door 49.

(0044, T |0 i S j e A f.ed. | t he. -
Goubl 2% fag Yo FEhakqH € HENBLF kbmoPt kAl el b FHbRGHn bR fieident
airplane 12 to determ ne whether, a person trying to gain access ré{o art of
t he dPPBP&W@el}ECWPPBF?&ﬁYémmi%Qfﬁrﬁ’é? SOISIPARAKRES QAT HFAcHTe RBEIIPIE- orD& he
comuni cations systens, is authorized. The

capabilities of the ground center 14 will be best understood after a complete description

of the on-board system 21, and therefore, will be described in greater detail herein.
[0038] The cockpit and flight security subsystem 22 preferably includes:

a. a double door module 44 for the cockpit with a compartment
between the two doors where only one of these doors can be unlocked and open at any
one time;

b. a biometrics subsystem, such as facial or fingerprint
recognition, for example, to prevent an unauthorized person from controlling the

aircraft; and



,bionetrics subsystem preferably includes facial recognition devices,
fingerprint identification devices) retinal scanners, and the |ike. [0045]
The enhanced autopil ot nodul e conpri ses access control and enhanced
features to deal with energency situations and incidents. The access
control preferably includes password protection and/or bionetric
identification. Access control is engaged when the alert node (described in

detail bel ow) ig activat e&neﬂﬁ%ﬁbe‘ﬁ%ﬁﬁ?ﬂot%ﬁu&'iﬁdﬁ&ixﬁﬁéi@% ko] R8at

di sengaged with the password, the positive bi ométric i Ication, with

an override command tom{he .gr.oun tatio 4 or, at redet em.ned tinme
o | o isveRl TRARRRorR e sEvifBn oF the Akt fioms e Drpfenaifnd MikiFach
predetermned time period is preferably variable) depending on the | ength
of t heeditacgiihe pithne 4o celessqupulatedpeegiow ruti ﬁlepaietm'lgbnwi ' ight radra
flight to flight, depending on the operational flight procedure of the

ai rligmtrolled altit9@ébbr dilRrPrevditbhafitRl Mptht PARERn. Subsystem 24 conprises a
vari ety of devices to detect potential threats to the safety of the

[ 2 | h d d '
act  o0RaL”por niehef o s S EaEeERm s Ry H PhE il Sglt ot ud”
preferably, contro]llable by the on-board conmputer 36 via can have_either
Wi T edwg%dwsr lqcated pestntcthepear ofthe gecknit vikbe airrafied3or Themodulerdd 4

preferably includes one or nore visible or hidden digital video caneras,
i nf r acompriseem fraaned dhavivigfrophand seardbotr bpehings 46148 tleatcupppirt frovtdnd and
other areas of the aircraft. The surveillance and sensor subsystem 24 al so

Pr ef &4l dbolk 8 U7 4GS(sLE T > PRI b i er
sensors, all %f'?’ whgis(gh arlgﬁﬁggpgnég to%éylmeiﬁ Q?ﬁgec@g\% gﬁﬁﬁﬁ%ﬁun élf:He)nt er
14 that,an i.ncident .i s tentially.in progress. [0047] The panic buttons
are RIAT FyCRRtoRe e BTy Brashd BeRi e B Rimd AR f hnaRlE BPRnbediers

| ocated at a location so that the cabin crew or the pilot can activate it
di scriendiavenipersenteat the grosumderenber 14)Kkelobhenye asfyoaefeaitexinglthe modile 4gani ¢
buttons are preferably not accessible by passengers. The panic buttons are

al so Aned&itifitatidaha huehen ticathi Wiviseb A sutladh FnpeiRaat & fetiil Scdhett sabl e
them [0048J The door sensors notify the crew and ground center 14 if

per soys e‘i‘ﬁ%ﬁ?l&f’ ﬁ]' A7 g?@fief%ﬂg p;?zrotv;@fe('giz %{?3 ihh&r@{nruqﬁgittioﬂ‘v%\xigs%%et &%19851'&1

sensors not'i e crew and groun er to tanpering moni t or e
portions of the aircraft systens. .I.n order to event a hijacker. from
di salfiorHRpItes 28 et r'ig prefgrablyce S%ergrfa@q’eyy&e’%w (pedtecacknikio any
difficult for hijackers to locate and destroy the genuine sensors. The
sur v gidrsamgwt athexized to hebby the nodkpit | asodgheningnab by thecidedéicatigh cioal
posi tioning

authentication device 52.

[0040] It is also preferable that the module 44 be sealed when the front and rear

doors 46, 48 are closed. This enables the use of gas to sedate or otherwise incapacitate

a person (or persons) standing in the module 44 who posed & potential threat to the

aircraft 12, such as an authorized person trying to gain access to the cockpit. Figure 4

shows an example of a means for sealing the frame 45 along the floor 54 of the aircraft

12. In Figure 4, the frame 45 rests atop a sheet 56 of polyester film, such as Mylar®



-10 system (GPS) to allow the ground center 14 to nonitor the position of
the ‘aircraft 12 at all tinmes. [0049] Each tanper sensor is, by definition,
designed to alert the on-board conputer 36 when a portion of the on-board
system 21 has been tanpered with, i.e., destroyed, cables cut, etc. Any
type of conventional tanper sensor will be suitable. The exact type of
tanper sensor is preferably kept secret for security reasons. One sinple

way OfilPHoRiBe bP E.B h2PBRE d8 N&hb@kd £k Eommply, @&C&aﬁﬁgﬁe‘) hdii§ fhiRheRke
the sensor periodically poll the on-board computér 36. [0050] Figure 11

illustrates .the fu iopal relatiopship between the,various ,conponents of a
pr ef oP1083 SHiE &1 bratk OB £ Reainty o RickRlas ey A5 bediseyitidm 24 and ¢ he
on-board conputer 36. As shown in Figure 11 each conmponent of the

sur ve[0Q4dice anThselmdirle sloosymodnie244 icanpbesecuteidytd bhe wiraxaft t2rhyuaiyat i on
with the on-board conputer 36. [00bl] Figure 12 shows a functional |ayout

of angdtyemiPiiehenhed FRERRdi ST Bho® twd & AiiplAa théaid PWsddurinBehs woilé | ance

and sensor subsystem 24 consists of an AV nodul e 124 and panic buttons 125.

The op; - em ORAL.I Lt j r ehr,136.
The B3 tB3e AGUPHL S (BY ShRTRASLE O TG el Mg IE A8 AR o WiThe
light 129. The AV nodule 124 allows the nul tinmedia network Server 136 to
cont r 8kCuradde & sead-trank 62 VigwesT shows adiegown; @ whieh isgecyy e¥idoand
other controls. The nultinmedia network server 136 can al so sel ect the

sour ctlte flbat 5wi(l.6., 2O feadtesckeR udsd)pRigans S9dw twexiews ofa braeksnést ed
on demand to the ground station via satellite comruni cation subsystem 34.

Part gled Bfsslts The %&%@g‘&@g'ﬁomﬁgﬁeh'm 78Rt B &Qﬂslﬂzﬁle?](?%ipﬁt in as

t anper sensors on 't oor e subsystem 44, which | t he
groungd cen 14 of .an incident, through .satellite communication system 34
o o Hoe b etiaitn 8t amsbie d5R mot Sk R g Tt SR PBE rF B4R PE Chc e
in the ground center 14 or the pilot, the counter-neasure subsystem 28

(audi easibaretrof@ttad dntx existingtaireral) can be activated against threats in the
airplane 12. The radio unit 130 is used for situations when the aircraft 12

has | @] saf efgurl PORGhoWsOLR exémple ef @tcodkpier TR ek eReMEAGaftos? thaot
shown) can have access to audio/visual data captured by the AV nodul e 124

bef or ﬁnc%h%r@t@sgtﬁ@ ﬁoﬁﬁfecé(%crtm%aide 44. The cockpit 72 is based on the layout of a

Boeing 747-400 and is intended to be merely exemplary. Obviously, the incorporation
of the on-board system 21 of the present invention could vary widely.

[0043] Beginning at the front of the cockpit 72, the main instrument panel 74 is
located in front of the captain’s seat 78 and a control stand 76 is positioned between the
captain’s seat 78 and the first officer's seat 80. Two cbserver’s seats 82, 84 are located
immediately to the rear of the captain’s seat 78 and the first officer’s seat 80,
respectively. A coat stowage area 86 and crew rest area 88 are located at the rearmost
portion of cockpit 72. The double-door module 44 is preferably located in a hallway 90
linking the cockpit 72 to the passenger cabin 92. As described with respect to Figure 4,
the module 44 includes monitoring devices 50 and identification and authentication
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,[0052] After a threat to the aircraft 12 is discovered, counterneasures 28
are preferably available to attenpt to neutralize the threat. The

count ernmeasures 28 can be controlled by either the pilot or renptely
controlled fromthe ground center 14 to: a. emt highly directional audio
at a selected location in the aircraft 12; b. emt directed or non-directed
blinding flashes at a selected |location in the aircraft 12; c. emt

di r ecibnad 5RAUTHhE front dobr 47 %ﬁte?@blpi(@lahs 1190 tBkRBELpI0 T2l £id e rERAAHGLHI at

any unaut hori zed persons at "the pi seat; d. rel'ease sleeping gas or

other_sim]ar S;, €, deconpress t bin, f. sep e, by, nmeans o

r enot TR #%’f’% HEOPQ?SGJ}SEQC}%M Ei?gct 'VB%E&YﬁtOFWQ @4*3@ ,Xlsgng]te_?'qrggly g.
control the cabin lighting systemand the cabin w ndow panels to put the
cabi npravidest aThddakatory 96 Tesset tothe passeager eabing®disfornablby passebgers.
activated by the pilot, or by the ground station either individually or in

conbi Thé ifofwatdefal 1A0atody SLis Grabisa bl theastipst IR RhatisUsdeitosed St i ng
or devel opi ng technol ogi es. Suitable directional audio includes, for

eXaND G e Y FIRARPHORS AR 47118 MRS FANRE LSO lBREAL HIEeRly dealingl ooy

(MT) e uses e non-TrTnearity of ali ta narrow beam
ultrasound into.q highly,directive, audible beam of sound, the Audi obeam

di r ectAvVaHIY YW wnm%m@r 4 ectronic GrbH & Co. KG and Direct ed
Stick Technol ogy or Hypersonic Sound Technol ogy by American Technol ogy

Cor pojodiddpn. ThHEhe bivmetigesosulidysteoh g ptéfesdisly iatspraced ixsiol thei dpibderdobded
with readily available technol ogy. [0054] Directional audio and the

St unninRg Ry 45| E@A@@gﬂoﬁ?ﬁﬁ%&é End PRl Lh AL ofthd Arf18nd 11920 GotBPdigon' use

the hijackers nonen So that passengers or crew can over power them
The diregtional audio.and the stunning flashes .also ve t.0. dj srupt
commuRREEHSTGh BT IR He ERfT) S6CRES 10 BT ThOeAEP gt A arvical Srtbms,
conpartnents, Isolating the hijackers in different conpartnents will enable
t he painbenagdhe autardeemadileiaraiiicecarnmmnieatdons systems, 3o 381thpsgedprBasi ng
the cabin forces the hijackers to nove to a position in the cabin where
t hey lsiothetpics AdsESterh OpdTeblgeinclidds fART @byodrTtiBAl Hbvicey GMestprint
identification devices, retinal scanners, and the like.
[0045] The enhanced autopilot module comprises access control and enhanced
features to deal with emergency situations and incidents. The access control preferably
includes password protection and/or biometric identification. Access control is engaged
when the alert mode (described in detail below) is activated. When engaged, the auto
pilot can only be disengaged with the password, the positive biometric identification,
with an override command from the ground station 14 or at a predetermined time
period, point in the flight path, altitude or rate-of-descent. The predetermined time
period is preferably variable, depending on the length of the flight. The access control
password is preferably changed from flight to flight, depending on the operational

flight procedure of the airline.



,Rel easi ng sl eeping gas (or other type of non-legal inmobilizing gas) in the
cabi n and/ or the passenger conpartnment will induce the hijackers to sleep.
The sl eeping gas -13 counterneasure may al so cause the passengers and/ or
crew to sl eep, depending upon where in the aircraft 12 the gas is rel eased.
[ 0056] Putting the cabin in total darkness limts the activities of the

hi j ackers and nmakes comruni cati ons between themnore difficult because of

the | plac? visel isg.ﬁféiﬁ%c@ﬁﬁg?@ﬁs&%lﬁsg%t??e 24 bBmpHfReE USRI Y NbY RBL P ©

bring along flas S or ot ight s Inabilrty“to see the
entir bi p al so. bl es cabin ¢rew,and/ or engers to, over power them
ror e BxESRGT PisTRial hre e R a0e Sl oG Do aRSF R e 40 ey ap e e
ground center 14 with the ability to control portions of the on-board
conmpugrrugbeenter | iddtongnanitorethenactivitikat lwothi insidenadd| autsiflei theahirovedt t1ide
ground center 14 to renotely redirect the aircraft 12 to a | ess popul ated

regi oThege Hoviesd akd Ei’éfe l?id%ﬁtﬁlfa%h@bﬁ 'thetdnho d%&ﬁ@@f@rf@vi‘a! .i[agbh?wt tern

and prevent a hijacker fromcrashing the aircraft 12 i berate 0058]
The on-board c uter,36 prefer.ably nprises, a progy ammebl e conput e

ol VRS T e R, Yieles g Saer 005  EAF HriaTicPel itk Senee: SukoRte 1
archive information fromall of the on-board subsystens, including the
sensoPreferaldy inedndesereosmesg vistblens hidder digitalvidencamexps;, infsaxed vigeo
subsystem 22. In particular, video encoding and conpression is perforned on

the degrherds, midephdaes andithblikerinithé coskpdd, cabirsasd othevarehsof theatitdrafts of
the video archived can be retrieved quickly. The portion retrieved wll

have i t .l IJgiahlbg. ' ' m

"t o Susvdlidiito s seBof ARyt o albd pi¥ieioty BRIASPRIFbENGH BeERET,
zoom conser,yﬁz t he communi cation b and \\ﬁ\:ﬁgtgg eedeg het V\Sen )ﬁh_g ﬁli rcraft
and t PRttERS L AQoKBeNS05s ARG tamper sensa: aloh ¥ ATe gesigaed taaiRIbthg GRe%n can
be perforned on the -14 light and infrared video data. Alternatively, the
on- boand the gpotied c&tter 4! that empmicident 18l pdieadially th pragiessyst em i nstead of a
progranmmabl e conmputer. [0059] The on-board conputer 36 will process and
conpr grRL7TY he dafhe tyh M€ ButfifThid athriwhllhacavateddbyiithet Geiv)d Bl ipagicient
managenent center, package it into a data stream perform encryption) and

add egfQnne ?%I&)_?Sfeirgﬂlyc%%f‘e% aP% RJct0A"Y Odad Of dR8R SldPAT R $I% can

transcei ver

activate it discretely. In order to reduce the likelihood of a false alarm, the panic
buttons are preferably not accessible by passengers. The panic buttons are also
preferably installed in manner so as to discourage attempts to disable them.

[0048] The door sensors notify the crew and ground center 14 if persons entered
unauthorized portions of the aircraft 12. The tamper sensors notify the crew and
ground center to tampering with monitored portions of the aircraft systems. Inorder
to prevent a hijacker from disabling sensors, “dummy” sensors are preferably provided
to make it difficult for hijackers to locate and destroy the genuine sensors. The

surveillance and sensor subsystem 24 also preferably includes a global positioning



. [0060] The on-board conputer 36 will authenticate and, if appropriate,
process the conmands fromthe ground nonitoring and incident management
center 14. The data storage systemw || be designed to survive a crash, and
wi | | have redundancy to ensure the integrity of the data. [00GlL] The
on-board conmputer 36 preferably perforns the follow ng functions: a.
processing information fromthe surveillance and sensor subsystem 24; b.

ar chi g [ T Yol ' erﬁcqi e[?tgy grorcTe R,
or thégsg%%,(%ftggpﬁ?%%tgg??gr@nga I tgftg?%é;emg:% s}{?s errté&glsfs){cusse%%i(;%ae; C.
pr oceﬁiin i nputs from sensors such as panic buttons; d. periodically
updat? 6‘ s ground nonitoring and incident managenent center 14; and e.
processi ng commands fromthe ground nonitoring and i ncident managenment
cent l0049] - 15 Eaglodampenesensoniie by definitan; 3as1g‘nad tocalset tberpn-heard
aircraft 12 and the ground center 14 preferably includes multiple

r edungmneatas Fowhes W ortfld 60¢Hd dn-behrd HFERm ZRhih8 heeARnipered kAt a0t age
difficult. The secure comunication |ink 16 may include the follow ng neans

of co nicati betyween the aircraft 12 and,ground nonit ori and .i.nci dent
mmnaguniyeR rEBles FRECER. ARe b of pomvin i AU oTBR Hill TR ARaHR Ty )
terrestrial neans) e.g. a nobile phone-type system via a_ comrunicatjons

t onershe ezcavuntymeﬁtt@mwreswﬁﬁ%pt%fmmﬁiem SeETek far FaBITity ¥RsgRs.d (eng
inland, lowaltitude flight; c. other radio-firequency transm ssions) e.g.
VHF  imighe waanef ithplemlcaptingga odmpemde tdctar/sesar foy enchheedisberis b medlaf the Most
existing aircraft already have a satellite transceiver |inked to the

I nnarsg%tsoi_'g%&&%@;}ﬁﬂnﬁeﬁo%ggmkéﬂgh%g fystemto provide phone services

t o passeng ps C- Channel of the |nnmarSat Areo-H
servi roviding a dat.a transm.ssjon rate of at lLeast 9.6 ps, i.s the
pr ef J0pxg pri ngl?ge%ﬁ%aﬂs st R BBt R AR oLt aneaR PWARR 108 faricus
comuni cation is preferably provided for times when satellite communication
ser vicompanends ofagirefdrred eahpdimieat of thhe airwillance and sevaor sebaystamEdor
flying at low altitude). Such neans could include, for exanple) a
and the on-board computer 36. As shown in Figure 11, each component of the
surveillance and sensor subsystem 24 is preferably in two-way communication with the
on-board computer 36.
[0051] Figure 12 shows a functional layout of another preferred embodiment of
the on-board system 21. The surveillance and sensor subsystem 24 consists of an AV
module 124 and panic buttons 125. The on-board computer system 36 comprises a
multimedia network server 136. The counter-measure subsystem 28 comprises a audio
beam 128 and a stun light 129. The AV module 124 allows the multimedia network
server 136 to control camera and audio systems, including adjusting the zoom, focus
and other controls. The multimedia network server 136 can also select the sources that
will be processed. Compressed audio/video can be transmitted on demand to the ground

station via satellite communication subsystem 34. Part of the sensor system is also the
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,digital wireless comunications systemusing the G obal Systemfor Mbile
Comruni cation (GSM platform An ad-hoc radio network, using VHF Digital
Link (VDL) or another proprietary standard) could al so be used as an

alternative neans of conmunication. -16 [0063] Figure 13 illustrates the
functional |ayout of a preferred enbodi nent of the on-board conmputer's 36
relationship to the counterneasures 28. [0064] Figure 14 illustrates the

f unct pamialbuteortil254s welllRftaiReE seiBOEi oibtie dduble-B86¢ MdAud sl sfein Bgar d
conputer 36 used to process information fromthe surveillance and sensor

syste r ] ch inf I on .thr e ceiver stem 34.
e gty B S TebuRd tPuldh £ FP RRbAE ARl sl S BB
various software and hardware nodul es. A conmand processor 212 processes

comediteny Hhythegnulizmedianetsprkservernif. f sedesirediby bhe perpoas danabed er
system 36 via the transceiver subsystem 34. Video captured by video caneras
in thm thy yeiundacentenid ovahs Pilotydiccsoutte S ytdagire suboygreas2® dawdiotbeg
quality and stored in the data storage 214. A low quality (low frame rate,

| ow r [ A h i FTRRVAAVS| i0S wn at
rogul 20 L sP HEYA20PEAT B2 G e e FRba BB e RAMIRR 127 Rt
demand fr the ground st.ation 14  vi,deo,s a stored. i n the data storage
214 CHmtIO s oed i tpatiea Biher e Aol ot aaedl syt eTornd baas

downl oaded. Re-coding is necessary in order to mnimze the bandw dth

r equi waitin@at adorw stk comuiruet postdnptiskowBpcambavé actesans caidiavissyppd deta 34, a
communi cati on system 216 packages the different kinds of data (conmands,

vi de%aﬁtuﬁé&by%ﬁﬂVBf‘dcﬁﬂé@é:%@&fei&B?ﬁ:i%%eeﬁfrkf‘ﬁt_lwd‘ as conpression,
encryption and error correction, before the transceiver system 34 transnts

it to roung.statj,on 14 and vices sa.. [ 006] .The qround ni4oring and
| nci BB B anagentat e i S alteain 4 BodietovRia pRuRe PR e R AT B e
followng information transmtted fromthe aircraft 12: -17~ a. location
and aPrafensddy avadablertaratterppt fp neytyalize theithyeat Bhe connteamensyresiGean

information; c. critical aircraft infornmation, such as those recorded in
t he (WReamttolléd birBihezrtte pilot or remotely controlled from the ground center 14 to:

a. emit highly directional audio at a selected location in the
aircraft 12;

b. emit directed or non-directed blinding flashes at a selected
location in the aircraft 12;

c. emit directional audio, flash stunning light, or other non-

lethal measures at any unauthorized persons at the pilot seat;

d. release sleeping gas or other similar gas;
e. decompress the cabin;
f. separate, by means of remote-activated doors, different

sections of the aircraft; and
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,d. digital video and audio. [0066] In addition, during enmergency
situations, i.e., when the system10 is in alert node (discussed bel ow),
the ground nonitoring and inci dent managenent center is able to performthe
foll owi ng functions by sending commands to the on-board conmputer 36: a.
retrieve selected information archived by the on-board conputer on-demand;
b. retrieve real-tine information fromany part of the surveillance and

sensor subsyst e 24(i ncl ugbhtgol OkY c@bid Nightiigl sydeMandi fIRC LA wihddw as
wel | as any part of the cockpit instrunment panel; c. control individual

passe i t di o/ vi deo and cabi n audi o/ vi deo systens
ﬁnﬁ%llsctgt%dtt%gpcaag%%%‘?‘Jgﬁ'gﬁ'g#m%ﬁcrew individually or as a group; and d.
performcounterneasures 28. [0067) To ensure that key decision-makers_have
qui ck These seuntermeasyres 4% prefaraldyicas henerctivated ontthearibefeap by thergrevnd n
event of an energency, the ground nonitoring and incident managenent center

shoul gtdtivieeiRheeidieidueili & BCarabinationhe - 18  center through a wired or
wirel ess network that allows information arid conmands to be passed between

and  ROST o7 o PO et 434 a8 Ao RBAEE Thin B Lok NBGE L O
?uﬂﬁ%%w ?%‘%Zévﬁﬁgféﬁ@@ inshl bl %%%a%é%%%y% eichrenat

net wor ks M GPRS, 3G etc), or private nobile radio (PMR) /
publ i the ﬁmttsalnstmube oPAwBhnolpgy EMET) the used the aonTameaptyl of air ¢0) .
The renote access conmuni cations preferably are encrypted and require

aut hepdhveat aOarrb@A8Hm lof u%rﬁsauﬁ&nwooa/hg@ﬂy RfiRcERel 20dife %@ahﬁ?f%ﬂxﬂfi‘t ion

of an incident, the ground nonitoring an nci dent managenent center

ferab h bi it f t th
N R AR WA R SRR i ¢
t he ai rcraft 12 durl n nornal eration as wel | as i n energency,
si t uaDivagted Gleckn %pércﬂ_ opns Teehnalogy hudmeriean Jepkrolagy

i nstrument panel s etc. to display all the information that is transmtted
t om t Cerporationf t’I‘H&sthnnﬁﬂr@ogbhnMg flashes can be easily implemented with readily

available technology.

[0054] Directional audio and the stunning or blinding flashes are a non-lethal
method to disable and confuse the hijackers momentarily, so that passengers or crew
can overpower them. The directional audio and the stunning flashes also serve to
disrupt communications between the hijackers and isolate them in different
compartments. Isolating the hijackers in different compartments will enable the
passengers and crew to disable them more easily.

[0055] Decompressing the cabin forces the hijackers to move to a position in the
cabin where they can have access to an oxygen mask, thereby immobilizing them.
Releasing sleeping gas (or other type of non-legal immobilizing gas) in the cabin and/or
the passenger compartment will induce the hijackers to sleep. The sleeping gas

-13-



,center 14. It preferably has a termnal to command the on-board conputer 36
on the aircraft 12 and audi o/ vi deo neans to communi cate w th passengers and
crew on-board the aircraft 12 through the cabin or an passenger audi o/ vi deo
system [00?1] Data-storage on the ground can be easily inplenented with
commercial off the-shelf products. -19 [0Q72] Depl oynent of the system 10
in an area wth a | arge nunber of aircraft) such as in the United Staten,

W bhleRleyYmic@gitd Mayalkd @ﬁﬁs%ﬁ%s@ﬁ@éﬁrﬁd/bﬁc@%dtd %1@_@19, dﬁféﬁd@ﬁ@ﬁ?@% t

center preferably can nonitor communi cate with nultiple aircraf

once. | hi se stem 1 referably includes an identification
subsy&%&gfﬂz{lggﬁrﬁ?%g%ﬁé %‘?Soﬁrfglec%gﬁ er 14 to positively identify and
track each aircraft individually over the secure comrunicati n%gd_n 16.
[0073]003% on- bEatEngthe cabm in iotal éﬂélfwﬁuabf@itbﬁ@&t%tlemf é)h gekezs no
single point of failure. In particular, the system21 will preferably have:
a. prandmyabedcarmundeatyonsebatwveeh themmmoire difficnlt Heeaube ofithiadk of visual
redundant sensors whi ch include nurmerous dummy ones; c. backup power

suppl L.&ss ri S s [ SESRSy Of
com%‘?lztaatc?ggtgg%e \/\a/ce&ei;bqg?lr"ctrﬂ;ﬁe ésvtrfggr;tg{ glrjréaﬁ{rsg)?%g %g%g%sé?l gﬁﬂ&% pr e% 1ér ably
has t nodes: "nor nal de" and "alert node." _The npoymal node is

pr ef olght \PORTREs, [t Ranahiity i 898 the PBFTe CA0TMALR CRAPISE SRHRCERWAARYOF o1 af 1
and air traffic control, including periodic of the aircraft's 12 |ocation.

| n nopasdengedeto pearipodier themgmorakasily.r om caneras | ocated in the cockpit
and passenger cabin could be transmtted to the ground center 14. [0075] In

alertf , U heTakhemdté cdiirbPmRE alc i rablyp fivide oG AHEbHee A Uiveith W t h
the ground station 14, exchangi ng data and commands. |In addition, the alert

e nE BT ¥ oGRS lofS FuhTDEkbait BT FAE tshiiBe s RRMARAINNS . 70

| ocked;. b. the auto pilot systemis put into a |ocked nade that can only
pilot module. This allows the ground center 14 to remotely redirect the aircraft 12toa

less populated region or to put it in holding circle or other predetermined flight pattern
and prevent a hijacker from crashing the aircraft 12 deliberately.

[0058] The on-board computer 36 preferably comprises a programmable
computer including a real-time operating system (RTOS) to manage, process and
archive information from all of the on-board subsystems, including the sensor and
surveillance subsystem 24 and cockpit and flight security subsystem 22. In particular,
video encoding and compression is performed on the digital video data (light or
infrared) in such a way that portions of the video archived can be retrieved quickly.
The portion retrieved will have a resolution that is specifiable. It will also be possible
to zoom into a particular part of each video image. The selectable resclution and zoom
conserves the communication bandwidth needed between the aircraft and the ground

monitoring and incident management center. Sensor-fusion can be performed on the
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be unl ocked by a command fromthe ground) by a password, or automatically
"unl dcked at a predeternmined point in the flight path) altitude,

rat e- of -descent or after a tine-out froma timer. c. the bionetrics
subsystem prevents entry of unauthorized persons into the cockpit. d.
circuit breakers for designated systenms and subsystens, such as the

aircraft transponder and autopilot, will be bypassed to prevent themfrom
bei . I . . '
ror o St RRUTAGRE R Clloo IRa M iBUBY, MRS SRR BGRB ERITgBRET,

of tanperj.n i L h, art, of the, system 21; ¢. entry of an unauthorized
per soft fﬁ@%ﬁé&%gﬂé#gwt% %BFWBW&E&W@“QS’H%M aircraft 12
detected by a behavioral analyzer. Upon activation of alert node, the

gr ounf0@¥Ht er 1ZThesopboapd lcpmpter B&dwilPrprbesssband doneprekerthendata abeonl y
be deactivated by the ground station 14. [0077] Figure 15 is a flow chart
Show bihddafi BPlcAhb $A8hnd ktbiihi AR iR §

enbodi nent . \When a ggnifl%a ut tlf)qlmlié;ég(f;%ﬁl%ggétﬂg ,aor \?\#len aﬁg&bg?%%e HPSQ
on-board system 21 s tanpered Wt ., when the .double dpo dule 44 -21
has. bBGFEPBEaRb P Bl FEETP Banenid gl efrdotiGHOR odDe belorahand g than i s
transmtted to the ground station 14. At the sane tinme, an indicator |ight

131 ( data stream tr) the trangcaiver B#tl ot . The pil ot can activate counter-neasures
on-board the aircraft after authentication. The pilot can al so request the

grounoeBt i on Theton-bédee] cvampuitelr 38fwilhguetienticatd aha, ifAppkBSriatProdesr)
with authentication, the ground station 14 can al so activate the different

i soa PG apuiafRs et o phALA Inghitoniff Y RO B ARRR R AL

and the pilot is_able to request, wth praoper aythentication, all )
operations to stbpe dptstyrage Sb’ﬁ@md\"gg}éﬁ 8:@813@9 P FrBiveqe sorady randewillt he
system 10 of the present invention provides robust protection against

t hr eahave cedimed @hayctoadnisure 1he dnfegtrity oflthe datdal e door nodul e 44 prevents
unaut hori zed persons, such as a hijacker, from accessing the cockpit. Even

if a moeIgn i s Thb@rBodrd Gl 36 e Bl e pSIBF mIRHY H811dWind RIREBNELNSOr S
will activate the alert nobde, which engages password protection for the

auto pilot systgm The doypl.g. 09 i Mihihod xRV SQrVUMHhOF bl BoreBl 1
subsystem 24;

b. archiving important aircraft information not already
recorded by the CVR or the FDR, including data from all of the subsystems discussed
above;

c. processing inputs from sensors such as panic buttons;

d. periodically updating the ground monitoring and incident
management center 14; and

e. processing commands from the ground monitoring and

incident management center 14.

-15-



center 44 to react to the situation and take steps to protect the aircraft
12. The bionetrics subsystemw || prevent a hijacker or terrorist at the
pilot seat 74 fromcontrolling the aircraft 12. Counterneasures 28 can be
used to attenpt to force the unauthorized person to |l eave the pilot seat.
The surveillance and security subsystem 24 and the cockpit and flight
security subsystem 22 provide the crew and the ground center 14 with early

war ni [tmseﬁ(]) a podBisedhrd dnddunidatidifindk 16 bafwechhe@if@aft 12 iRPéhAGURGEN

identifi t he ground center 14 has access to a wi de range of information
-22 ennin h hr.ea. nd_is.able to take.action 1o neutralize the
threaf&g‘% &tﬂhggﬁfeggb re‘&%# St ﬁ%‘ﬁ?&ﬁ%t f/e@*mfaﬁlgméa’l rt8r 318%“1'192 e?'@gl}bﬁy ‘f’ke
system 10 al so provides the decision-nmakers with enhanced ability to

conmu fPBRenications enddesmeke sabetsegedifficwt.o Thgriecuve gommeupieationdigodbng
the threat to the aircraft. Individual passengers and/or crew could be

cont agdBtinchudy tHeyfollbwng heany iofl esmaharicatiosb&tmecie b stiwpaftdRens grouhd al so
have the ability to activate all or part of the counterneasure subsystem

28. | LI LSakecaqni ze ithed in the art, that changes may
be mggcﬁﬁ]éor%%%%géggﬁgggc, %‘%@%@P@%}ng' of the invention w thout
departing tomthe broad inventive concept thereof. It is u gerstood,
therefore, that@his i nveﬂ%‘ieg]htei compumesHonsle gia fsa f—‘t‘*?g lar enbodinents
di scl osed, but is intended to cover all nodifications which are within the
spirit and scopb. of the i berrestrtadl. means,exgnpl mobilbephaneetypicosysteml viaba
beneficially inplenmented in other fixed or nobile environnents, such as

shi ps poinhdifizatibHs Ewesd20) witd sdRllitek@minurdtation AVRYAFhilhBlechAdmRd | S:
1. Anmonitoring and incident managenent systemfor an aircraft having a

cabi ny includi ng:1 a plyralid.y, of sensors |located on the aircraft that
noni tglunélr% ﬁ(f%%(?’ lgyvr-ﬂt);{f.\?eifhgg 'mation and activity on the aircraft; at
| east one panic button |located on the aircraft that can be activated by a

person |ocated Fn the cabptherradio-frequency transmissions, e.g. VHF or UHF; and

X

d. relaying of communications through other aircraft.

Most existing aircraft already have a satellite transceiver linked to the
InmarSat Limited satellite communication system to provide phone services to
passengers. One or more of the 9.6 kbps C-Channel of the InmarSat Areo-H service,
providing a data transmission rate of at least 9.6 kbps, is the preferred primary means
of communication. An alternative means of communication is preferably provided for
times when satellite communication service is not available (e.g. when the aircraft 12
is on the ground or flying at low altitude). Such means could include, for example, a
digital wireless communications system using the Global System for Mobile
Communication (GSM) platform. An ad-hoc radio network, using VHF Digital Link
(VDL) or another proprietary standard, could also be used as an alternative means of
communication.
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_at |east one conputer |ocated on the aircraft that receives and stores
input fromthe plurality of sensors; an incident managenent center | ocated
renotely fromthe aircraft; a two-way comruni cation |ink between the
conputer and the incident nmanagenent center that is operationally
configured to transmt nulti-media data fromthe conputer to the incident
managenent center and to transmt conmands fromthe incident managenent

cent e;od&% the coiRulef3 ill?ust;r:h‘fés %Mé?ﬁﬁ@tmnaqmqm;of Cﬁ‘@ﬁ%ﬂégf&;ﬁhﬁiﬂfeﬂtio@ of

sensors 1 nclude at |east one fromthe group o 0 canmera, an

I nfrared video,canera, ,a_pic hone, . a,,door sensor, an gl obal

posi ¢ FanpRpoasd computer s AL relationshit 1 Phe FURtSTRERSIISSAE {uo- vy

comuni cation link is operationally configured to transmt the foll ow ng

i nf or [RQ649n t o Fheuierled dlmstratesithe ivanctign outof epreferxesdtemabodimgnibfat ude
of the aircraft and input received by the conputer fromthe plurality of

Sensopsrtich of i} cLBSHA Wm©Shidk B6use W6 peoddsh Eﬁokﬂf&mﬁrﬁoﬂﬂﬂmgﬂﬁéﬂhﬁ@@t er

is operationally configured to performthe follow ng functions through the
t wo- way ;conmuni cat i link: to retrieve informgtion tomthe conputer. to
et ri Bud SRARY et R b e shely Sbh S ei e B Rn B iR Ay ey of
sensors, _to comunicate directly w th individual passengers | ocated on the
ai r cr afit Withintthe eqmputargfyssemi mreal-fimee eperating syaiege A0 cantupdneariosent er
is operationally configured to performthe follow ng functions through the

t wo- weoftwaraund bardwaré nvdulée dormminasdigotdio 2D2 Procdusay dagnindals firvndl
engagi ng an auto pilot system 6. The systemof claim1l, wherein the

1o Ve SAPR 3o 14' RnCAE S5 B OBk ao0mbOP bRol 6Py dhe
cookpP ISP SEABStam: BB eodBarurbkbY e FHgeme R SurRilfRoRsl and
a rear door; wherein said front door is operationally configured to open
onl y 9d¢rsorishietene 84 syetem iscampuasded apbigh quality and stored in the data storage
214. A low quality (low frame rate, low resolution) video processed from the high
quality video is sent down at regular intervals to the ground station 14 for monitoring,
as needed. On demand from the ground station 14, video streams stored in the data
storage 214 can be retrieved, re-coded for required zoom and resolution, and
downloaded. Re-coding is necessary in order to minimize the bandwidth required.
Between the on-board computer 36 and the transceiver system 34, a communication
system 216 packages the different kinds of data (commands, video, audio, etc.)
performs additional processing, such as compression, encryption and error correction,
before the transceiver system 34 transmits it to the ground station 14 and vice-versa.
[0065] The ground monitoring and incident management center 14 preferably
has the capability to monitor the following information transmitted from the aircraft

12:
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8. The systemof claim7, wherein the aircraft further conprises a
" bioretrics systemthat includes at |east one identification device that
identifies a person that interacts with the device as an authorized person
or an unaut hori zed person and the front door only is operationally
configured to unlock only when the bionetrics systemidentifies the person
that interacts with the identification device to be an authorized person or

when a person | gcated in {hateacd AltitukdeOf aitcefrtfroont door. 9. The system
of claim8, wherein the at |east one identification device conprises at

| east one fromthe group Qf: a.f acial.recognitipn,devic a_f.ingerprint
identification device, anglgélsroéﬁ R%ﬁmbslﬁiﬁﬁ%&.a .el%ﬁ’éi g\?@’f‘@?f&fﬁ" claim7,
wherein the cockpit door nodule further includes at |east one nonitoring
device. 11. TheCsyst em of cytighhnirorafivimfosmatione suehiasdhoag reeorided indher i ses
at | east one fromthe group o a digital video canera, an infrared video
caner §VR afidavhe@OReaadd a door sensor. 2. A nonitoring and incident
managenent system for an aircraft having a cabin) including: an incident

nmanagenment centgr |ocat edd{g%ﬁ:lt\ghc\fo Bﬁ&%{d@& aircraft; -2fi an on-board

systemincluding a conputerc1n comunication with a cockpit and flight
security subsystem a surveillance and sensor subsystem and
counterneasures; and a two-way comuni cation |ink between the conmputer and
t he inci dent managenent center that is operationally configured to transmt
dat a {0G86]t he cmadtdéion,adurirg enmrdenty sibutyensite..cehtnithamgstem 10dadmi t
commands tomthe incident nmanagenent center to the conputer to control at

| east apiie xﬁdeg(hﬁchbémelé%mmetgxoﬁm%ﬁiﬁdnné BRd %iaglé n3nage At SENRPT

subsystem and the counterneasures. The system of claim12, wherein the

o1 naFhgOr M ree el b doflowsfE Mt bR sanilR OpinindS dacfiis Shoait ™

deconpressing the cabin, selectively closing doors in the aircraft. 14. The
syst efPPUEST36h 12, wherein the cockpit and flight security subsystem
conprises a bionetrics systemthat can determ ne whether a person

interacting with. the biongétriexe selséted i:fommatishhardliedd pey shie 6n-baard
unaut hori zed person. 15. The system of claim 12, wherein the cockpit and

fli ghEozﬁﬁﬁtng%%dE tem conprises a cockpit dour nodul e having a frane
and firont and rear doéors, the front

b retrieve real-time information from any part of the
surveillance and sensor subsystem 24(including controlling their zoom, direction, etc),
as well as any part of the cockpit instrument panel;

c. control individual passenger in-flight entertainment
audio/video and cabin audio/video systems to communicate to passengers and/or crew
individually or as a group; and

d. perform countermeasures 28.

[0067] To ensure that key decision-makers have quick access to the ground
monitoring and incident management center in event of an emergency, the ground

monitoring and incident management center should have a secure remote-access to the
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_ door Dbeing operationally configured to unlock only when the rear door is
closed. -2 7 16. The system of claim 14, wherein the cockpit and flight
security subsystem conprises a cockpit door nodule having a frame and front

and rear doors) the front door being operationally configured to unlock
only when the bionetrics systemidentifies the person that interacts with
the identification device to be an authorized person or when a person

| ocat gghtleR thifighOg kididd s elssstewhb iR Blhatdifws informBtion \aHEMmiandaksn 12,

wherein the cockpit and flight security subsystem conprises an autopil ot
system and t I nci dent, mapagenent center .can transmt co nd h

cont r B Dafee LFntahenhe kT deion makeH gl BHerbiare SOLP Ry AL ot of hee

i nci dent nmanagenent center can command the autopilot systemto cause the
ai r cr egnter,cand yhe airgrafitddet ernined flight p =attern. 19. The system of

claim 18, wherein the predeterm ned flight pattern conprises a hol ding

circl ppoed). TheSexaleerdr@bteCdebsl dSUldMEETRp R ditedWoitRN huhiBEe of eXiFtihs es
two operating nodes, a normal node and an al arm node. 21. The system of

I d I
| ai £ ur. - o . . . h
over r e, ahBRgHEy I VkO, Bt Tl PPN i S0eh b tndkRR,
ARl T et v i2ms, 36, ), o
, . Ah3. Ah3, . Ah3. AhLR. Ah, . AhR<ki z7=%$i JH wr mhc”Y] ca] ca] ca] ca] ca] ca] caU] ca]ca] c
Ra] caprizhteimbileahdid V)| pabtia]avadsahobileahdi] FAMER) spitenjc@lg.alefia) cal E

C=FI (tsse~ytoje [V]ca] ca]ca]ca] ca]ca]ca]ca]ca]ca]ca]ca]ca]c$aV]ca

2] caf Capel SECaTE CANER) CAREdpemEdR Ao A ERReN) By AP L e

] ca] ca% ca caﬁ al qal ca cajcajcal Zdi}RPn\ I Ao

0! }xsﬁ (Hl_l% g fkb K *f%ﬂ'ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]ca]c
a] ca] ca] ca] ca] ca] ca] ca] ca] calca]calcal Ol I'!119""" O### $a$k$ss%

Wowﬁkiﬁ@] '~ gl pyder) l() Brovideiinforinsdjomatec apdayesiigatiom ot ancicidgrdatha] ca c
aJca] ca] ca]ca] c"a]ca] ca]ca] ca] ca]ca] ca] ca]ca] ca]ca]ca]ca]ca]ca!Bx**Gr+++7?,,
- %rouddﬁbbhi’t@@ﬁiélzﬂrﬂd\%mMg&ﬁi&ﬂﬁhﬁ@h@@ﬁiﬂbbﬂ@dﬂﬂe ghiliEpteal ca)

ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca!l M4{445
556K i S . .. . .

id <<<g€£5:ﬁ§@§'@?§?g€2ﬁ%}:‘gﬁd§f§aﬁh§ aﬁué%r]a{ta}%%?g aa]ll cA cau(%ﬁagéﬂl}: (dga]uél é?’cva{?%%] cajc

) I >>>07?7?+ @3 @aood AAA3 Bf BBCNCC

Ch7 DL b R ESE W e B AR e SLCHIE BYCARE AP AR 65 eD) B 0] ca]

ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! GGPHHH8I | 1 3Jr JJJIKZKK
KKKL <emergeneyNs NNNIEBOOO;, xsni d_Z] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]

ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal OG6PPPQSQQQIRRRR
R$ SWIROTHT T TNUUDHY gYduMBASEh 2 pefbiatly hag] widbe ateahe sl embasbaaélea] cal ¢
a]J ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca! YYZ?

277 . | PO i Sy . poi _

2] ca] 2] e Ableld T ] sfohaie hatts a0 M LA B R AR 01
l'a®aab[ bb¢Regcdd\ dd fff. +hxhhigiijljj, id

2] ca] GG} ol RTORTEp Qiich oA A LA e o Do el Pt Gt cal c

aJcaJcaljjjk_ktkkk3l11I1lm mm nLnknnoXo™ oo

p' pr ppigtraft il andiaidip/videcaheahs t coopmainicdte ajithpesfengecaipndrew onjoatta) ca]

ca] ca]ca]ca] ca]ca]ca] ca]ca]ca]ca]calcalca]calcalrqgrrs/s|ss)t|ttu&u. u}uu)vvv

e aircraft 12 thrc_nagh the cabin or an passenger audio/video system.
x+xf xxx4yyyzfzz}xsni d_Z] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca ca] ca] ca] ca] ca] ca] ca]

caj ca aj ca C ! :
oI e DR et B N E A IR R i Bt Wi e el L
ca] ca] caLca cal] ca].ca] ca] ca] ca] ca] ca] ca] ca] ca! a[ XU * PP

(- A} x@fkit E‘E}‘@ﬁﬁ&}igﬁ‘}%a] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]
ca] ca] ca] ca] ca]ca]ca] ca]ca]ca] ca]ca]ca! "} +n@/(| g/ &} xsni d_Z] ca] ca] ca] ca] ca]
ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]
ca] ca] ca] ca! ) >F>3| Kk

-19-



i {VkGo} xsni d_Z] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]
cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca! 1oj W

&u- 2} xsni d_Z] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca

] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca<kii K- $109%& ()- $109%& ()-

$109%& ()-10% ()-L"10%& ()-,#10%& ()-3YL0%&' () -

| z7i K-13"g1l0%&' ()-1$10%& ()-13$109%& ()-|s$10%& ()-3$10%&' ()-310%& () - &L0%& (

=$i [0072]1 10%& Diployd@iit'6¥ thi s¥stedl 006&n @ area o9& o Jarké hll@ﬁﬁel(dfmrcraft
&10%& O)-T"$10%& ()-Ji K 110%&' ()- F$10% ()- YY10%&' ()-3101010"810%& (

81009 9% K- 0%

oo Ty @é%*véifae}ﬁ?%éw@%ﬁe&%%ﬁ%ﬁ%@%ﬁtﬁ%Sﬁ%%l%
s$109& 109 ()-$109%& -$109%& () - I K- KeY 109& ()-.Y4 O%&af%
2$1om&<§l§ grcmﬂmtqr)pr Mé@ q1) mopy meupM%Ezﬂel) mulgiplegiyeraft at
1098 ()-s$109%&' ()- 310%& ()- 10%& ()-Fl 109&' ()-101010Y9

10%& ¢neet dui thidd@BROUR $9stShOPRpfofefiklydndnded AndddytifGitiomEGhsystem that
$109%& ()-$10%& ()- e6i K-K)10%& () - &$10%& () - $$10%& () - F" $10%& () -

1098 {AaidOURe Ldountlibed 14 tpdtitifelfifedfit®and tRokQUeh @ifcraft individually

over the secure communication link 16.
[0073] The on-board system 21 is preferably designed so that there is no single

point of failure. In particular, the system 21 will preferably have:

a. primary and secondary means of communications to the
ground;

b. redundant sensors which include numerous dummy ones;

c. backup power supplies; and

d. a double ring structure that ensures redundant means of

communications between aircraft subsystems.

[0074] The system 10 preferably has two modes: “normal mode” and “alert mode.”
The normal mode is preferably much like the current level of communication between
an aircraft and air traffic control, including periodic of the aircraft’s 12 location. In
normal mode, periodic image taken from cameras located in the cockpit and passenger
cabin could be transmitted to the ground center 14.

[0075] In alert mode, the aircraft 12 is preferably in continuous communication

with the ground station 14, exchanging data and commands. In addition, the alert
mode preferably engages the aircraft sub-systems in the following ways:
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343109 ()- 1$109%& ()- /$10%& ()--$109%& ()- F+$109%& ()- rstuvoi KF9

109 () - SI0%& ()-$10%&' ()- $109& ()- F$109%& ()- 310% ()- 101010F@J K- K
1098 () - $10%& ()- $10%&' () -, $109%& () - $109%& ()- s$10% ()- | 10%&' () -
QFi K- K- &$109& ()- | +109& ()-)$109& ()- & 109& ()- $$L109& ()- "109%& ()-,
$109& ()- ?i UK-&$109%& ()- 101010F9 109%& ()-6&109%& ()- Y4s$109%& () -
2$109& ()- /&$109& ()- Zd1}i K- K $109& ()- YMLOY& ()- ~$109%& () - mLOY& () -
10%&' ()-F $10%a() - YI0%& (he cheRprt HobY," 109&he) froad1dfs® ¢) the double door
1098 ()-s$109& ()- |f 10%& ()-, S$L10%&' ()- 10%& () - Pn\i K- K2s$10%& () -
/ $10%g; i}]_%%%ﬁ@_ F+$10%&' () - )S$109& () - &10%& ()- $s$10%& () -\
i K2s$ o 00&' ()- | 109 ()-s101010F9 10%& ()-F 6109%& () - YA#10%& () -
I Ao 0'liK-K s$10%& ()-s$1ocy&'_f)- 109 ()-. 110%& ()-3. 109%& ()-3
109& () -3 b. the auto pilot system is put into a locked mode that can only

be unlocked by a command from the ground, by a password, or automatically unlocked
at a predetermined point in the flight path, altitude, rate-of-descent or after a time-out
from a timer.

c. the biometrics subsystem prevents entry of unauthorized
persons into the cockpit.

d. circuit breakers for designated systems and subsystems, such

as the aircraft transponder and autopilot, will be bypassed to prevent them from being

disabled.
[0076] The alert mode is preferably activated by one or more of the following
means:

a. activation of a panic button;

b. detection of tampering with any part of the system 21;

c. entry of an unauthorized person into the cockpit; and

d. suspicious activity on the aircraft 12 detected by a behavioral

analyzer. Upon activation of alert mode, the ground center 14 is promptly informed.
Preferably, the alert mode can only be deactivated by the ground station 14.

[0077] Figure 15 is a flow chart showing the operational flow of the system 10
according to a preferred embodiment. When a panic button is activated, or when any
part of the on-board system 21 is tampered with or when the double door module 44
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Y1098 ()-1119"" " O## K- KI &#109%&' () -1 $t $10%& () - 11"t $10%& () -,

$109& () - S$L0%& () - $109& ()-11109& () - ##
$ask$$$% K- KI 6g10%&' () -1 Y4 $10%&' ()-210%&' ()- |/10%& ()-1-t$10%& () -
Y+109&' ()-)! 1098 () - 99886 YKWBAF & Kl 6g10%& () - 310%&' () - S$10%&' ()- ~ $10%& () -
3109& ()- 1010109 109%& ()-788& '~ ' & (i K- Kl t $109& ()- $10%& () - Ys$10%&' () -
S$109&' ()- s$10%& ()- s$10%& ()-Y $10%& () -

(()) } has BebnKbkéadhbdOb foi‘cd,%ﬁ%ﬁ%e&aby)ﬁf’éé , @h-Wwéll as audio visual is
109 () -1 $$109& () -1 Y $100& ()-1 SLOV& ()- ** Gr++++++}si Kl -t $L0%& () -

v s QAN Bl nl Sl ATt balrBhR b B BARREI 4 Gee ae )

T$10%& () - SFLO0%& ()- 2.../S///[>0i K- K& $10%r& () - $10%0& ()-F's$10%m& () -
$10%rR2 é]?e"@f@}ey : o@.)’f‘l?xe pi?lot can activate counter-measur%% on-board tht(a %lircraft or 0

10%1& () - Ys$10%m& () - >000F111MR2i K- K6S$L10%ME () - FAs$10%M& () - 1$10%M& () -

| $10%aitKenticatiofl Theilot-cad @30 dexiics) the gladmiatation 14 to take control of the
222222N333i K6s$10%TE () - $10%& () - ~ $10%&' ()- s$10%& ()- 3 $10% () -

10 Ogf2rdE 150700 the waMH it IBhKndthBARUE6A 1L Er#dd station 14 can also

activate the different subsystems on-board the aircraft 12, including counter-measures,
audio visual data and other system information. Finally, both the ground-station and
the pilot is able to request, with proper authentication, all operations to stop.

[0078] As the foregoing description demonstrates, the system 10 of the present
invention provides robust protection against threats to the aircraft’s 12 safety. The
double door module 44 prevents unauthorized persons, such as a hijacker, from
accessing the cockpit. Even if a person is able to circumvent the double door module
44, tamper sensors will activate the alert mode, which engages password protection for
the auto pilot system. The double door module 44 may also provide time for the ground
center 44 to react to the situation and take steps to protect the aircraft 12. The
biometrics subsystem will prevent a hijacker or terrorist at the pilot seat 74 from
controlling the aircraft 12. Countermeasures 28 can be used to attempt to force the
unauthorized person to leave the pilot seat. The surveillance and security subsystem
24 and the cockpit and flight security subsystem 22 provide the crew and the ground
center 14 with early warning of a potential threat to the aircraft 12. Once a threat has

been identified, the ground center 14 has access to a wide range of information
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Y $100& ()- ,$10%& () - $10%& () -
1098 () -F $109& () - 6K666F777@Bi K- Kl -t $109%& () - | F+ $10%& ()- |)t$10%& () -

&s$10%& () -1 $$10%& () - Y" s$10%& () -

109&' () - @88B9c9g9h9i 9j 9i _UKI -t $10%&' ()- 101010 9 10%& ()-16 109%& () -

| FA$109%&' () - |2%$10%& () - I/t$10%&' ()- j99:er:;

;T K-K $10%&' () -s$10%& () -1 $10%& ()- $10%&' ()- MBLOY&R ()- $109%& () -

FMB108@sdernin g thdthréatanKidabld 1o ‘l@ké ict%xﬁﬁﬂi%rél)lze t1cPHI%EE bhd otherwise
T$10%R ()-S109&' ()- |s$10%R ()- ,:$10%& ()- =:>>>0???+@ K- KF4s$109%&' () -

& S0oBTepH @%@”@&s@é"ﬁ}%ﬁ $“E‘3£“§‘oé/£ ) w10% () -

0%& F $10%&, Sm 1010108109 () - 6AAA3Bf BBCNG K- Kl ~ $109&' () -
*$10 -1 $16bgsystem 10 sdsoprovidesdbedegisionpadess with enhanced ability to
| L$109&: () NCCCDZDDDI Ei K- KY- $10%&' ()- YF+s$10%& () -

1)° $1&%{lﬁﬁb£ﬁe$i%cﬁibn$$§%ﬁ%%nfgbré lerd® Ukid(eeh,the persons posing the threat
$10%&. () - | EEEl FFFFFFi _UKY- $10%& () - 1010109109 ( ) 16 $10% () -

YF4$1%)/€E‘1'e(§ii'craft. Individual passengers and/or crew could be contacted remotely through
a video phone system. Decision-makers could also have the ability to activate all or
part of the countermeasure subsystem 28.
[0080] It is recognized by those skilled in the art, that changes may be made to
the above-described embodiments of the invention without departing from the broad
inventive concept thereof, It is understood, therefore, that this invention is not limited
to the particular embodiments disclosed, but is intended to cover all modifications
which are within the spirit and scope of the invention. For example, the invention

could be beneficially implemented in other fixed or mobile environments, such as ships,

trains, buses, cars, and the like.

* % *
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11 $109%& () - Y/ s$10%& () - FFPGGGPHHHI K- K$109%& () - " $10%& () - FMPLO%& () -
s$109&' ()- $10%&' ()-sS$L109&' ()- 3  $10%& ()-H8I113JIrIIJi K-K

$109&' ()-F"109%& ()-3 109%& ()- &$109&' ()-

$109%& ()-Y $10%& ()-S10%& () - JIKZKKKKKi K- K3410%& ()- 1109%& ()-3 /10%& ()-3

--109%&' () - F+109%&' () -

(109%& () - &S10%& () - KKLLL<LgLLLi K34109%&' ()- m0%r& ()-s$10%r& ()- 10%r& ()-Y

10%r8 ()-101010810%&. () - L7MVIVBNNMN, DItgsKs$10%8 () - s$10%m&’ () - F$10%r8: () -

s$10%m&' () - S$10%& () - sS$10%& ()-3 $10%r& () -

, OB PPPQ K-.Ks- - 10%1& () - 3+s$10%18 () - (s$10%m&' () - &$10%r& () - s$s$10%S

) - 3%}&%#{3@& 18! Q) (

10%r& () - QSQQQRORPRORRRI _UKs- * 10%1&’ () - 10mLOnLOnB10%r& () - 6" $10%& () -
4s$10%m8' (1- 1" $howaritpying anbineident merrganesh srster foreowaircyaft dapguesa () - Fs
$109Z& ()- ~$109%&& ()-MBLOYZ& ()- 109%Z& ()-3" $109%&& ()-

MTTTNeABIVindlidied: $1002Z&' () - F'MP10%&Z&' ()- 109%Z& ()-

‘$éow&'()-‘$1go & ()- F $109%& ()- MB10%Z& ()-~VV' WWW XXXi K- K

4 $109z& ()-1° () L $109Z& ()= $- SLO0YZE (A 1. 3 $10GZ& () s

(" $109%2& ()-& $‘%gﬁg‘%1%‘§’-°f§§’$%§ ﬁl@i@%ﬁgﬁgﬁ%@&% ?li%‘}lgﬁég%cﬁ} alrgrfh e () -
Fs$109&Z& ()-. 10Z10710Z 8109%7& ()- 6 $109%Z& ()-2Z~ZZZ [r[[[i K- K109%&Z& () -
100z Sdorationomd agtivigy gngthe @it & ()-s$109%Z& ()- @$10%Z& ()-[:\u\\\]1]1P|
i K- KF | +109Z& ()-,)109%& ()-' s$109%Z& ()-F $10%& ()-1"&10%& ()- Y @
109Z& () - $109@8&at Jealt bid panibiuttdeFloecate@ba@ste) ait@ATO I Za0 hoacsivayedly a

person located in the cabin;

at least one computer located on the aircraft that receives and stores input
from the plurality of sensors;

an incident management center located remotely from the aircraft;

a two-way communication link between the computer and the incident
management center that is operationally configured to transmit multi-media data from
the computer to the incident management center and to transmit commands from the

incident management center to the computer.

2. The system of claim 1, wherein the plurality of sensors include at least
one from the group of a digital video camera, an infrared video camera, a microphone, a

door sensor, and a global positioning system.

3. The system of claim 1, wherein the two-way communication link is
operationally configured to transmit the following information to the incident
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109@&' ()-F ,210%& ()-08&10%& ()-F -109%&Z& ()-"Q"B p___i K-KY 109%Z& ()-Y
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operationally configured to perform the following functions through the two-way
communication link: to retrieve information from the computer, to retrieve data from

the plurality of sensors, to control the plurality of sensors, to communicate directly

with individual passengers located on the aircraft.

5. The system of claim 4, wherein the incident management center is
operationally configured to perform the following functions through the two-way
communication link: decompressing the cabin, dumping fuel, and engaging an auto-

pilot system.

6. The system of claim 1, wherein the two-way communication link
comprises at least one from the group of a satellite link, a terrestrial communication

link, and relaying of transmissions through other aircraft.

1. A security system for an aircraft cockpit comprising:
a cockpit door module having a frame, a front door and a rear door;
wherein said front door is operationally configured to open only when the

rear door is closed.
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identifies the person that interacts with the identification device to be an authorized

person or when a person located in the cockpit unlocks the front door.

9. The system of claim 8, wherein the at least one identification device
comprises at least one from the group of: a facial recognition device, a fingerprint

identification device, and a retinal scanner.

10.  The system of claim 7, wherein the cockpit door module further includes

at least one monitoring device.

11. The system of claim 10, wherein the monitoring device comprises at least
one from the group of: a digital video camera, an infrared video camera, a microphone

and a door sensor,

12. A monitoring and incident management system for an aircraft having a
cabin, including:
an incident management center located remotely from the aircraft;

-26-



(10%r& () -F &10%m8 ()-F s$10%m8 ()- " 10%m8& ()-#10%& ()- 10%r& ()-v~~fi KATF
10ML0m 810%t& () - 6s$10%& () - 4° $10%m& ()- 1°$10%& ()- / 10%& ()-
L-"$10%& ()- _j}_A7F 10mVB10%M& ()-F $10%m& ()- MBLO%T& () -

MBLO%TE () - SMBTO%M& ()- ~ $10%m& ()-10nj a[i K- 7F"" $10%m& () -

MBLO%TE () - MB1O%M& () - s$10%T&: () -

FMBL10%T& ()-M 10%1& () - $10%1& ()-[ XUi K- 71s$10%1& () -/ $10%1& () - S- S$S10%T&

3+s$10% &'
/(\ I) Kls; o ( § ) R/g ?%(?%%L@&sﬁéte& HtRMEe 6 )compuPdieEn{ hunication with a cockpit

10%&; % 10 100/ 109y *Pj K- ks$10% Ys$10
%! (?‘(‘hﬁB%ﬁ ﬂ%‘&}ﬁ’oﬁ%s&’? ’10‘3/&%"%‘%3‘@%&% )%Eiﬁ%@‘ %’ %ﬂﬁ hd

%&' | KA710mLOnB10%r&, () &910%7& ()-s$ 10%r& ()-F' $10%r& () -
s$100FRMterEeagusas; and' (- Al A710nS510%& ()-F Y10%&' ()- 10%m8&' ()-

1 10%m&' () - @O%r& ()-310%1& ()-10m }+ni K- 7F"s$10%& ()- 3 10%r& ()- F
10%&' () - 10%&' & twodw: Q‘&m‘ﬁn(lhtcheﬁfﬁ&nﬁk bt O8rEhé rox@uter and kB¥iRcident

341 10%& ()- /Y10%r&' ()-s- $10%r& (

I FIBW%%@%@* é)@é%ogﬁéﬁﬁ&%&%ﬁ%%%& R em e

s$10%& $10% | 1 10%m& (
10%r8ER Met}bmt 1%%4 a&asgeﬂtwe@é%m to)trensmit epmmangs from the
110%r& ()-I/ZlO%r& ()-

incident management center to the computer to control at least one of the flight

security subsystem, the surveillance and sensor subsystem, and the countermeasures.

13.  The system of claim 12, wherein the countermeasures comprise at least
one from the group of directional audio, blinding flashes release of an incapacitating

gas in the cabin, decompressing the cabin, selectively closing doors in the aircraft.

14. The system of claim 12, wherein the cockpit and flight security subsystem
comprises a biometrics system that can determine whether a person interacting with

the biometrics system is an authorized person or an unauthorized person.

15. The system of claim 12, wherein the cockpit and flight security subsystem
comprises a cockpit door module having a frame and front and rear doors, the front

door being operationally configured to unlock only when the rear door is closed.
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comprises an autopilot system and the incident management center can transmit

commands that control the autopilot system.

18. The system of claim 17, wherein the incident management center can
command the autopilot system to cause the aircraft to fly in a predetermined flight

pattern.

19. The system of claim 18, wherein the predetermined flight pattern

comprises a holding circle.

20. The system of claim 19, wherein the system further comprises two operating

modes, a normal mode and an alarm mode.

21. The system of claim 186, further comprising a switch located in the cockpit

that can override the biometrics system to unlock the front door.
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