1 GPS NEAR-FAR RESISTANT RECEIVER 13 March 2006 CROSS-REFERENCE TO RELATED
APPLICATIONS This application makes reference to the following provisional U.S. Patent 5
Application. The application is U.S. App. No. 60/322,914 entitled "GPS Near-Far Resistant Receiver,"
filed September 12, 2001. The entire disclosure and contents of the above applications are hereby
incorporated by reference. GOVERNMENT INTEREST STATEMENT 10 This invérercis29@de with
government support under contract number #F3361%-98-C-1316, awarded by the United States
Department ¢} PSIEA REF ARVRESET AN HRECEINMEF RIghts in this invention. Field of the
Invention 15 The invention relates generally to the field of radio-navigation receivers and more
particularly to a method for mitigating constructive interference in a received radio- navigation signal by
modeling the-Rig e R1Ger RRAER Y RS AU Y @mf@ﬁlfoﬁgerference from the signal. 20
Background /AT example of a radio-navigation satelite system (RNSS) is the United States Global
Positioning System(@P®plias ®PSkeaseatesisiedibiptavingiteg SGiznesl ovdtaianent, and employs
a constglatiop gf g Mt aellies . wel-dgfnad orbfs 21 10 aiiole < PoRIGHIPAtely 26,500 km.

These satellites continually transmit microwave 25 L-band radio signals in two frequency bands,
centered at Rep54nt Reeeizad 1229 Seprembenbhotedlat The gntre Zisstpraceval caers sighals include
timing pattermb(%l%igﬁct&mg a?@ﬁ?&'&%? gﬁgﬂ%&@m@f&&lggg (which is kept synchronized by a
ground station) as well as a navigation message giving the precise orbital positions of the satellites,
an ionosphere model, and other useful information. GPS receivers process the radio signals, 30
computing rag8R XA KNP CIN ¢ KES R8¢ R FiaRaating these ranges, the GPS receiver
determines itS position and Its internal CIOCK error. arch 2006 2 GPS's designers assumed that all
transmiffers would Bliabbayeieats| feadadhgeecHrach | sRRN dodstaambRtaReabsm all user
receivers, cofsegyenly genqratinesigadly auals Atdng eceivprsthal wpwdiiawepkand relatively
constant. This assumption drove a number of trade-offs in system and satellite transmitter design and
continues toSVSBAREPAY IV eRstasbp ahehirelfenitygayon.

Field of the Invention

15 The invention relates generally to the field of radio-navigation receivers and more
particularly to a method for mitigating constructive interference in a received radio-
navigation signal by modeling the interference, and then subsequently removing the

interference from the signal.

20  Background
An example of a radio-navigation satellite system (RNSS) is the United States

Global Positioning System (GPS). The GPS was established by the United States
government, and employs a constellation of 24 or more satellites in well-defined orbits at
an altitude of approximately 26,500 km. These satellites continually transmit microwave
25  L-band radio signals in two frequency bands, centered at 1575.42 MHz and 1227.6 MHz.,
denoted at L1 and L2 respectively. These signals include timing patterns relative to the
satellites onboard precision clock (which is kept synchronized by a ground station) as
well as a navigation message giving the precise orbital positions of the satellites, an
ionosphere model, and other useful information. GPS receivers process the radio signals,
30  computing ranges to the GPS satellites, and by triangulating these ranges, the GPS

receiver determines its position and its internal clock error.



Despite this assumption ground-based transmitters (known as PLs, pseudo- satellites, or simply
pseudolites) have been used to complement the GPS satellites from the very beginning. In the
foreseeable future, PLs may be incorporated in Unmanned Aerial Vehicles (UAVS). A PL transmits a
signal with code-phase, carrier-phase, and 10 data components with the same timing as the satellite
signals and the same format. A GPS receiver acquires such a PL signal and derive¥astieKase
pseudo-ranges or carrier-phase measurements to b@ used in a navigation algorithm in substantially
the same manner dsPfos deG@Brsatsiitecdrthetralhjordiffieitersceow debthahaud saigdldasintdolasgaot contain

a high- accuragy aitle,Aorl ARdAdOR Bl ASANaLRL e rserbe i oraaraRT gl ere 19

Y
rather than in orbital elements. Precision navigation and landing syst uire reliable and highly

accurate poksivign ,av_eh@cmyeévmm mimmimqm@ggm@aﬁ@w@n&é& heﬂmégmve
information) nof aghieyabia Ly plandalens GRS/ EIREHANAHIGLWERRAAT SRAMIS dsliable PVT

information to achieve acceptable Circularly Error Probable (CEP) targeting 20 errors. To meet these
requirerfentshdlidiisriareadiodasigpmienteapsindests are needed. These transmitters can be

additional satellitesygg, @ﬁﬁ@%&ﬁﬂﬁiﬂ@ﬁ)ﬂ&%ﬁé@ﬁ&ﬁ%@@%%&% &Mﬁ)sgﬁfolﬁ based on the

ground as specified in the Local Area Augmentation System (LAAS), or on board ships, or even UAVs
loitering in thietalliteth oveiamplarescudohiepe Sava/eas uned toxaspismeniribaiiRithatebopenon data (i.e.,

25 differentigy, data) BEAMANIRE AdeilIDAlRAGI0GINRA PRI VDS IFSELATSDRIGISMEE the GPS

spectrum, as is the case for UAVS, PLs, and satellites providing ranging information, additional

interference &QGHXGMFH% @bﬁ&ﬂjctﬁlgliﬁféﬁﬁéﬁdbsig%éﬁ@sCQ%i@éﬁt@ftﬁéfF@d?bé?Svﬁ%h can
degradg)andyin sQRp GASRS WIEVERLAHRGGYRL 1o Me RAMHNDG S RanY hfSRisies &pYlarch

2006 3 Moreover, introduction of PLs violates one of the key assumptions of the designers of GPS.
Thus, the disesatebeagvees sickarifecasvel dithdgpiecerpdlasgesudunEnses &, worPr-Righal levels

at a receivergan yasianicelyd Bﬁéﬁﬁ(ﬁéﬁﬁyﬁﬁ%&hhﬁ{%%&%ﬁﬁatﬁ? ReEMakigmueayhelm

satellite signals and jam a receiver, whereas weak 5 PL signals may be too feeble to allow receiver
tracking. Thiffsathd Daafelkse-alWarateies dibppngescatchabiFfdulyPkeidl sl asshet saaitehigbar-far

problem. E%@él%%f@i@ﬂ?@@d%ﬁ'ﬁﬁéﬁﬁﬂﬁ%m BUHARRIMEY Kb &R Jasht, freMeRmsSPectrum

from other users. Mobile Satellite Systems (MSS) downlinks, wind profiler radar, space based radar,
ultra-widebafidhsyshami eshigleslgBssisn and the European Radio 10 Navigation Satellite System

known as Galileo, haug Qb haye fled fonireaHeRCIgR ihANdquire reliable and highly accurate

position, velocity and time information (these aggregately denoted herein as PVT
information) not achievable by standalone GPS. Precision-guided weapons require
reliable PVT information to achieve acceptable Circularly Error Probable (CEP) targeting

20  errors. To meet these requirements additional radio-navigation transmitters are needed.
These transmitters can be additional satellites as specified in the Wide Area
Augmentation System (WAAS) or PLs based on the ground as specified in the Local
Area Augmentation System (LAAS), or on board ships, or even UAVs loitering in the air
above an area of interest. WAAS and LAAS can transmit either correction data (i.e.,

25  differential data) or provide additional ranging information. When these transmitters use
the GPS spectrum, as is the case for UAVs, PLs, and satellites providing ranging
information, additional interference is added. This constructive interference is seen as
noise to the receiver, which can degrade and in some cases prevent a receiver from

acquiring and tracking the satellites.



around the GPS spectrum. These additional systems are potential sources and targets of interference
from and to existing RNSS systems. Another type of interference is self interference, which is the
result of signals from a radio-navigation transmitter interfering with the reception of radio-navigation
signals at 15 the receiver. This type of interference often occurs when a RNSS receiver and
transmitter are located physically near (or identical to) each other. Self interferent® MaagheXieme
case of the "near-far" problem. Another RNSS interfetence concern is spoofing and meaconing.
Spoofing is a techivtpreofoir canissidgctinmefiVe radirisavigatibthedeaivesumsskpnfdtiegitimate 20

appearing fajse; signals e (efL0e slonlu e wn LN lesiied et AP g oAt PVT errors.

In addition, spocters can effectively jam large geographical areas. Meaconing is a techinique for the
reception, dejeie amdltetsrPAduasaloeratiatrandegitioncaigitalssigatimanttonReetyelsvigenioRlsystem or

user. In 9e”?fﬁaﬁﬁ%é%@ﬂa{ﬁa‘?'&f)"6%11\911%%'Qé{t%liﬂ@'%lgﬁélﬁ’ﬂﬁdajﬁ?ﬂ‘é%c&@gr'%vl?ée%g%éﬁrgeted to

an individual User. Spoofing, however, can achieve the same effect (widespread disruption) as

jamming. Thidisibedauseydeponieedancinjier nteteedingaizng. Wikity ehiveatis dor arearelashits
pseudo-random AYMPRI PR Mg Rhvihagtas Aoy -gifechye japynes over large distances. A

spoofer can defeat nearly all anti-jamming equipment. 30 In conclusion, many types of radio

navigation interfereRgeadxisro i ithis R EBriREasdeteoraciinen o the<iFRB eadiorfaveuansiethod and
apparatus togdeqiity Ach 6MVR SUCRIMBIRISSRINR E/GARE MR SPMRIAMISES g pestildness of

legitimate ra io navigation 13 March 2006 4 signals. In particular, it would be advantageous to reduce

or mitigate tfiedagaipdae hvsdlerfan visovidehgatd sostamsréftiorsngontadoheFivgrasorBadiions are
used hggein r&@&a&ﬂmgefﬁtpg&@é&@ﬁx%% éﬁﬁéo ALY CRRERRAT ¢ AR Gt ie0He arid

Coarse/Acquisition or Clear/Acquisition Code CDMA -- Code Division Multiple Access 10 CEP --
Circular Errot ot OBARPAuDefdisse aldiisens ¢ Riesearhoieitdlsageptyndarsgs obifferential

GPS DLL - Delayearkeddn?9Rd to existing RNSS systems.

Another type of interference is self interference, which is the result of signals from
a radio-navigation transmitter interfering with the reception of radio-navigation signals at

15  the receiver. This type of interference often occurs when a RNSS receiver and transmitter
are located physically near (or identical to) each other. Self interference is an extreme
case of the “near-far” problem.

Another RNSS interference concern is spoofing and meaconing. Spoofing is a
technique for causing an active radio-navigation receiver to lock onto legitimate-

20  appearing false signals and then be slowly drawn off the desired path causing significant
PVT errors. In addition, spoofers can effectively jam large geographical areas.
Meaconing is a technique for the reception, delay, and rebroadcast of radio navigation
signals that can confuse a navigation system or user.

In general, spoofing is more difficult to achieve than generic jamming, and is

25  often targeted to an individual user. Spoofing, however, can achieve the same effect
(widespread disruption) as jamming. This is because a spoofer can inject misleading data
within a localized area and its pseudo-random number (PRN) signal will act as a highly
effective jammer over large distances. A spoofer can defeat nearly all anti-jamming
equipment.

30 In conclusion, many types of radio navigation interference exists within the RNSS
RF spectrum, and it is desirable to have a method and apparatus to identify and remove

such wireless interference that compromises the usefulness of legitimate radio navigation



DOP -- Dilution of Precision 15 E code -- European code DSP -- Digital Signal Processing FLL -
Frequency Locked Loop GNSS -- Global Navigation Satellite System (ICAO definition) GPS -- Global
Positioning System 20 IF -- Intermediate Frequency IMU -- Inertial Measurement Unit INS -- Inertial
Navigation System LAAS -- Local Area Augmentation System MAS -- Multiple Access System 25
MFD -- Matched Filter Detector (Technique used in most GPS receivers) MSD --1§1Mendd280bspace
Detector (Technique used in DFC next-generation re¢eiver) MSS - Mobile Satellite System NF -- Near
Far NFR -- NegnaRarlRpsistai30 POn)dbdedvanregisiont¢Eadunypradndigiee e ne@studolite,
pseudo-satellite P 1. P ﬁ%ﬁ)(%&?gl!_oop 13 March 2006 5 PRN -- Pseudo Random Noise code,
e.g., C/A Gold codes and the P(Y) codes. PVT -- Position, Velocity, and Time RAIM -- Receiver
Autonomous Integrity Monitoring RF -- Radio Frequency 5 RNSS - Radio Navigation Satellite System
ROC -- Rece\yg),-Qn5itiRg Characteristic SA -- Selective Availability SNR -- Signal to Noise Ratio SV
- Space Vehicle(e.g., an RNSS satellite) 10 VCO - Voltage Controlled Oscillator UAV -- Unmanned
Aerial Vehicles UMrhe fo)kifomalgtiissiionerfalusgg Agreinynited States Air Force WAAS -- Wide Area

Augmemati%ﬁz’%ﬁm&g to Digital Converter
AFRL: Air Force Research Lab

C/A code -- Coarse/Acquisition or Clear/Acquisition Code
CDMA -- Code Division Multiple Access
10 CEP -- Circular Error Probable
DARPA -- Defense Advanced Research Projects Agency
DGPS -- Differential GPS
DLL - Delay Locked Loop
DOP -- Dilution of Precision
15 E code -- European code
DSP -- Digital Signal Processing
FLL — Frequency Locked Loop
GNSS -- Global Navigation Satellite System (ICAO definition)
GPS -- Global Positioning System
20  IF -- Intermediate Frequency
IMU -- Inertial Measurement Unit
INS -- Inertial Navigation System
LAAS -- Local Area Augmentation System
MAS -- Multiple Access System
25  MFD -- Matched Filter Detector (Technique used in most GPS receivers)
MSD -- Matched Subspace Detector (Technique used in DFC next-generation receiver)
MSS — Mobile Satellite System
NF -- Near Far
NFR -- Near Far Resistant
30  P(Y) code -- Precision (Encrypted) code
PL -- Pseudolite, pseudo-satellite
PLL - Phase Locked Loop



Terms and Definitions It is advantageous to define several terms before describing the invention. It
should be appreciated that the following definitions are used throughout this application. Where the
definition of terms departs from the commonly used meaning of the term, 20 applicant intends to utilize
the definitions provided below, unless specifically indicated. GPS Codes: Each GPS satellite or PL at
least transmits two different codes such codes typically include: a coarse/acquisltoM{Chr3®¥de and a
precision (encrypted) (P(Y)) code. Each C/A-code isda unique sequence of 1023 bits, called chips, 25
which is rep&@R¥d-eBeshvdoiRsadondNohe ehdlatiog df dattold/rodesdmdiths B(¥beades. micro-second. The
chip width O@quglggﬁ%l? @Q%&%(r)gmeﬁﬁ% The rate of the C/A-code chips, called chipping rate, is
1.023 MHz (or magachips/sec or Mcps). A P-code is a unique segment of an extremely long (_Z 1014
chips) PRN RédMendiecrheechipioimyrate 18tegi2g Miopoiieg, ten times that for a C/A-code, 30 and the
chip width is@g_uﬁ;&m%en'g e smaller wavelength results in greater precision in the range
measurements than that for the C/A-codes. 6 Wireless Signal Model: Let a wireless navigation signal y
be modéled R&folloviiedippoiegia®+ hate)lita Justith 2006 where 5 10 H is a representation of the
desired or taﬁ%‘és-i-%@ééiiv%p@p\é?ﬁﬂQ fLMmigh gterference is to be diminished; 0 is the amplitude on
the target signal H; 0O is a vector of amplitudes applied on the matrix S of interference signals; n is the
noise and S ¥ ={Selgzive 8Npjlgp)liyis the interference signal i. Near-Far Interference: The
comminglin%gfﬁwpsqéﬁgp{gqufggemlttl\gireless signals from one or more wireless sources in such a
manner that when the commingled signal is 15 received, one of the signals is sufficiently strong (and
likely from aSYuré®irsayshietetreZreee ROy S 648l overwhelms a weaker commingled signal (likely

from a1§our%@.g.vtﬁ{5@gr(j&@0tﬁ@1r@ggﬂ‘@[@r In particular, the stronger signal may "leak" such that
there is sufficient signal cross correlation to compromise the

UAYV -- Unmanned Aerial Vehicles

UMP -- Uniformly Most Powerful

USAF -- United States Air Force

WAAS -- Wide Area Augmentation System
15

Terms and Definitions

It is advantageous to define several terms before describing the invention. It
should be appreciated that the following definitions are used throughout this application.
Where the definition of terms departs from the commonly used meaning of the term,

20  applicant intends to utilize the definitions provided below, unless specifically indicated.

GPS Codes: Each GPS satellite or PL at least transmits two different codes such codes
typically include: a coarse/acquisition (C/A) code and a precision (encrypted)
(P(Y)) code. Each C/A-code is a unique sequence of 1023 bits, called chips,

25 which is repeated each millisecond. The duration of each C/A-code chip is about
1 micro-second. The chip width or wavelength is about 300meters. The rate of
the C/A-code chips, called chipping rate, is 1.023 MHz (or magachips/sec or
Mcps). A P-code is a unique segment of an extremely long (= 10" chips) PRN
sequence. The chipping rate is 10.23 Mcps, i.e., ten times that for a C/A-code,

30 and the chip width is about 30 meters. The smaller wavelength results in greater

precision in the range measurements than that for the C/A-codes.



accurate detection of the weaker signal. 20 Near-Far (NF) interference can occur both in military and
civilian environments and be from friendly or hostile sources. Friendly sources include PseudolLites
(PLs) placed at, for example, airports to enhance navigation. Unfortunately the strong PLs signal can
actually interfere with the receiver's ability to acquire and track the satellite signals thereby
unintentionally denying the ability to navigate. 25 Hostile interference is found in tReMiailitarp@bena
where a hostile force deploys ground or air based Pbs with the intent of confusing GPS receivers
within an ar®¥irelessthignal Miidsly hardware that uses a GPS receiver is susceptible. This includes:

aircraft, vehicles, Comma%?@%ﬁ%[&%?ha%ﬁ‘ga%ﬁ%@Bﬁg&&é%’a&%ﬁ%i?&%@& Structured interference:
[ se Sig

Is any wireless (e.g., radio) interference source w nals 7 13 March 2006 can be predictively
modeled. Self-Interference: Wireless signal ihéetf8renege that occurélwhen a receiver is collocated (i.e.,
located within proximjity sufficient to induce interference) with a transmitter. Self interference is the
result of signals traMsitlitted from a radio-navigation 5 transmitter interfering with a radio-navigation
signal received on the sameiantepracastisedifartmrsaitings ddisi gipe(bt interferandceroften occurs
when a receiver doubles as a transmitter. Self interferen eés an extreme case of "Near-Far"
interference. Spoofing, MéﬁESHiHﬁe FERSIR G REEHRPEREE ‘S poofing is used to cause an active 10
radio-navigation receiver tg Igakomnigplagiivaterappearvigntalse signals and then be slowly drawn off
the desired path causing significant PVT errars. |n addjtion, spoofers effectively jam large areas.
Sty g

Meaconing is the receptioff, Helaiy P BRI SR BN S AR 6 B ISR 4 havigation

system or user. Higher Orges pLhoRklnRsL: Generally, the order of a phase locked loop (PLL) is 1
15 higher than the order of the loop filter. If the loop filter is omitted, i.e., if the output of the phase
detectd®directly controls a voltage contrdlfeFoséillator (4G0), a fifdtorder PLL is obtained. The term
"order" is defined herein as the exponent on the largest term in the filter polynomial. As one of
ordinary skill in the art wikidh s SGTETRRGRSISBA-ér loop filters offer better noise cancellation, so 20
loop filters of order 2 and more are used in critical applications. Massively parallel acquisition scheme:

This is a system which can at least substantially . ) ]
Near-Far Interference: The commingling of two or more different wireless signals from

one or more wireless sources in such a manner that when the commingled signal is

15 received, one of the signals is sufficiently strong (and likely from a source nearer
to the receiver) so that it overwhelms a weaker commingled signal (likely from a
source, e.g., farther from the receiver). In particular, the stronger signal may
“leak” such that there is sufficient signal cross correlation to compromise the
accurate detection of the weaker signal.

20 Near-Far (NF) interference can occur both in military and civilian
environments and be from friendly or hostile sources. Friendly sources include
PseudoLites (PLs) placed at, for example, airports to enhance navigation. Unfortunately
the strong PLs signal can actually interfere with the receiver's ability to acquire and
track the satellite signals thereby unintentionally denying the ability to navigate.

25 Hostile interference is found in the military arena where a hostile force
deploys ground or air based PLs with the intent of confusing GPS receivers within
an area. Any type of military hardware that uses a GPS receiver is susceptible.
This includes: aircraft, vehicles, command and control, and even GPS guided
munitions.

30

Structured interference: Is any wireless (e.g., radio) interference source whose signals



continuously acquire the signals of interest. Its ability to divide the Doppler, phase and code offset
search space is only limited by the number of correlators and speed of the processors. In theory such
a system could provide the 25 interference modeling parameters to the present invention. Navigation
Data: GPS transmitters transmit a navigation data message which includes: a telemetry word,
hand-over word, clock corrections, SV health/accuracy, ephemeris parameters, &indarab,200spheric
model and coordinated universal time data. Nominal Batellites: Satellites that are operating normally,
e.g., within their desigrbspeedicaridisn@elPdocessing Channel: A processing channel of a GPS

receiver progglys IRe AIHIL RSRSEAN, (A aFeRs hesionalfioma CRSURISIILG(e A 2 satelite,

or pseudolite). In general such a channel is where the acquisition and tracking 8 13 March 2006
functions take placél-Stéerdyes taithia poriputativfatistite ofdusemisodivnas ofith GRSIdEIger

according to the pr§(§ﬁﬁt@‘f’&@ﬂ9@isWH@f@éﬂl?H%?F?{émQ%IﬂﬁthHiﬁ%u}( Albis-niialntgrfering signals

(collectively denoted as "S") have been identified "labeled”), and at 5 least most and typically all
the signals (interfererssamiderontonterfegeyiinikellivaneyigetvavegry sodivek onyhsaGp Sitereiver.

Note that "good lock: denqiss the aaimateniot DerRifleniAsk 2DfePe AllseishALALA Yprying

within an acceptable range (e.g., one set of experiments indicated phase must be within 12 degrees
of truth, Doppler mi@ttieswisthinPSIpiftast thelh iniadaoare dffaeeritesadeadipin O FrO of a chip).
SUMMARY OF THE INMENJJON The present invention is a method and system for reducing radio
navigation interference so that a radio navigation receiver can more effectively detect and utilize 15
legitimate witPeelngyliraroning dalbanyning haterfegense capreding iy opeé ecrasoeering wireless
signalsyThe present ipyspiianisarpligaliedsaRyfasliesnavidatipnaxaie it waichheq igrference to
be removed can be predictively modeled (e.g., interference whose structure is known and can be

simulated). In parti®glalows diese fiibe saereis mthagawhstbhienitic Haidio A=agatiol syskéions such as:
United States GPS, agdhe prRosedFUrRpean SalRa amigationsaieinsysier, faname a few. I

is an object of the invention to provide a technique that is independent of how a radio-navigation
signal is transmittedetrardsaahalendiee pyegasion sigmatiole canfbee agpliagatersesseanhaalyeany wireless

frequency, epgisief O/ GRAYSIEISRE EL P, L Bekdrali?, tWlorder of a phase locked loop (PLL) is 1
15 higher than the order of the loop filter. If the loop filter is omitted, i.e., if the
output of the phase detector directly controls a voltage controlled oscillator
(VCO), a first-order PLL is obtained. The term “order” is defined herein as the
exponent on the largest term in the filter polynomial. As one of ordinary skill in
the art will understand, higher-order loop filters offer better noise cancellation, so
20 loop filters of order 2 and more are used in critical applications.

Massively parallel acquisition scheme: This is a system which can at least substantially
continuously acquire the signals of interest. Its ability to divide the Doppler,
phase and code offset search space is only limited by the number of correlators
and speed of the processors. In theory such a system could provide the

25 interference modeling parameters to the present invention.

Navigation Data: GPS transmitters transmit a navigation data message which includes: a
telemetry word, hand-over word, clock corrections, SV health/accuracy, ephemeris
parameters, almanac, ionospheric model and coordinated universal time data.

Nominal Satellites: Satellites that are operating normally, e.g., within their design specifications.

30  Processing Channel: A processing channel of a GPS receiver provides the circuitry
necessary to process the signal from a GPS transmitter (e.g., a satellite, or

pseudolite). In general such a channel is where the acquisition and tracking



25 M2. In addition, the present invention can be applied to any Pseudo Random Noise (PRN) code,
e.g., Coarse Acquisition (C/A) code, Precise P(Y) code, the new Military M- codes, and even the
to-be-defined E-codes. It is yet another object of the invention to have radio-navigation receivers
equipped with an embodiment of the invention to thereby be resistant to the Near-Far 30 interference
problems and special cases thereof such as self-interference, jamming and spodfifgatelis2pfbanother
object of the present invention to be usable with and 8ransparent 13 March 2006 9 to existing
navigation augmentationoapthkerpling.-systems, e.g. WAAS, LAAS, and Inertial Navigation Systems
(NS). Furthgaaic sthpt'd (Ress. avamanialion and ding v siemspededanalng; iggmaton, the
present invention can be an integral part of their architecture. 5 It is yet a further object to provide
embodiments of théhgressentinvenion thdcsr fulgagonsatibibtvitpell ellientoRedenrerfeutenomous
Integrity Monitoring,(RA1VR.oREN0AY SEnRANMPOYisEs el AMIas io GRB:Iepeaidgers when

the integrity of their PVT solution has been compromised. The various RAIM techniques are all based
on some kind of seleatinspstenisltypisekaphidhg sianalydiribrécrasandamentsrirechealibeafertive RAIM
requires redundancy. gt infprpasien,die vy sRteiieR IRidetecbanANOBAY 1806 A sairlitgs to identify
and remove its faulty data from the navigation solution. Accordingly, the present invention adds an
additional integrity figEseingl tenRlguetare dateetiy il lpraverting Bpedfing an rrsaptileg.
Moreover, a wirelessia\(0gtoRe kel X SAMRAR LR STRCHIMeRL ol ify iy eRUAR OBy needs

c

four satellites to dete a spoofer or meaconer, and only five satellites to remove their faulty data
from a navigation $BithidPonpleramsidie sbjbs 8f tHe avanrtiorntbopdsvadised teetirhsiogihis Mke radio-
navigagign receivergffgg;gﬂpbust to interference. Embodiments of the invention can operate within a
radio-navigation receiver as a signal processing technique. Additionally, 20 embodiments of the
present invention can be effectively used on analog or digital signals, and on RF or IF ranges. Thus, if
predeterminggiRNYRARYASIERRIE PRVEINREORIerference is present in a wireless navigation signal,
such interference can be removed and/or mitigated, and the resultant signal is passed to acquisition
and tracking routinddleay¢ssat sRifadan he Beatheld erbiersemdonsdugneindiepadalédf the present
invention thapitgan.he sohadied auasatiaby tseitnane nfsrowae RARRIRIdPRRmADIe

g

techniques within a GPS receiver having N
15  legitimate wireless navigation signals as well as mitigate, cancel and/or remove

interfering wireless signals.

The present invention is applicable to any radio-navigation system in which the
interference to be removed can be predictively modeled (e.g., interference whose
structure is known and can be simulated). In particular, the present invention is

20  applicable with radio-navigation systems such as: United States GPS, and the proposed
European Galileo navigation satellite system, to name a few.

It is an object of the invention to provide a technique that is independent of how a
radio-navigation signal is transmitted. For example, the present invention can be applied
to substantially any wireless frequency, e.g., radio frequencies: L1, L2, LS, E1, E2, M1,

25  M2. In addition, the present invention can be applied to any Pseudo Random Noise
(PRN) code, e.g., Coarse Acquisition (C/A) code, Precise P(Y) code, the new Military M-
codes, and even the to-be-defined E-codes.

It is yet another object of the invention to have radio-navigation receivers
equipped with an embodiment of the invention to thereby be resistant to the Near-Far

30 interference problems and special cases thereof such as self-interference, jamming and
spoofing.

It is yet another object of the present invention to be usable with and transparent



appropriate hardware to enable the signal processing performed by the present invention. Moreover, it
is also an aspect of the present invention that substantially all processing performed by the invention
is embedded within the logic of one or more special purpose 30 hardware components (e.g., chips,
logic circuits, etc.) substantially without the need for programming such hardware components. Of
course hybrid embodiments that are between a substantially programmed embodinyeclagols
substantially hardware 13 March 2006 10 embodiméht are also within the scope of the present
invention. Othexoitiegiasizdienturenoittitiopraddaniing niisamsllcae Rppatarttrom tnd ligliowing

detailed desgripfion;0f SR @retasied) rRAIMENL G fhe RECOMBARNGIBUIET, NRFRNIR A BRIEF

DESCRIPTION OF THE DRA S The invention will be cribed in conjunction the

accompanyintptidevitigEngnnitiiokatipigthe Nriscatgavensnicdimdmp rataniogra padtehegifiltering. Matched
filtering is 1Q the method used in most commercial GPS receivers produced today. Mathematically the
matched filter is HTy. Figure 2 illustrates the source of interference when using orthogonal projections
on non-drthogonal Yidghzes afiytirer bBigirialrnvideteribrsnoerss s tarcpes sanfd Verides grajections onto

them. 15 Figyic d5 A genafisnal GRSBloskIRgamyfivR s ARiSTRIVE Alespdyre to

determine interferers. Figure 6 is a procedure to determine interferers all at once. Figure 7 shows a
flowchart peftshiiaddsy R Al provotesssing chanteeintaiitaderaidssssisianticPgagieigér in

steady state QDeisN o[ 1S PHACERENGRFORRLS. 2hincliasd ',AQIQiQSé@ﬁﬁ%EQQVa% dnanpes 424 and a

portion of the receiver processing component 428 in Figure 4. Figure 8 is an overview of one
embodimentosf@minlértbpé el -cosigtaenas P cledmiveg Hicorailagleontpaspresentsinteritfon. In this

figure, processing &hamist PRNASL isxAhaB, Yronesrihian the. Stharnarpinal-Racsssihehannels

shown. 25 Figure 9 illustrates an embodimerit of the interference resistant processing channél in
which both Grddheri{ites selidenidyprat sasene DERNDEDIDEgT RPTOS OR THEIPREFERRED

EMBODIM ENJC%J@?};T%Q %&M@iﬂl@gﬁﬂoﬁeﬁmigﬂgdditional integrity monitoring technique for

detecting and preventing spoofing and meaconing. Moreover, a wireless navigation
receiver equipped with an embodiment of the invention only needs four satellites to detect

15  aspoofer or meaconer, and only five satellites to remove their faulty data from a
navigation solution.

It is also an object of the invention to provide a technology to make radio-
navigation receivers more robust to interference. Embodiments of the invention can
operate within a radio-navigation receiver as a signal processing technique. Additionally,

20  embodiments of the present invention can be effectively used on analog or digital signals,
and on RF or IF ranges. Thus, if predetermined and/or predictable structured interference
is present in a wireless navigation signal, such interference can be removed and/or
mitigated, and the resultant signal is passed to acquisition and tracking routines, as one
skilled in the art will understand.

25 It is a further aspect of the present invention that it can be embodied substantially
in software, firmware or other programmable techniques within a GPS receiver having
appropriate hardware to enable the signal processing performed by the present invention.
Moreover, it is also an aspect of the present invention that substantially all processing
performed by the invention is embedded within the logic of one or more special purpose

30  hardware components (e.g., chips, logic circuits, etc.) substantially without the need for
programming such hardware components. Of course hybrid embodiments that are

between a substantially programmed embodiment and a substantially hardware



Referring to the Wireless Signal Modeling description in the Terms and Definitions section above,
Sharf and Friedlander (Sharf L.L., B. Friedlander, "Matched 13 March 2006 11 Subspace Detectors,"
IEEE Trans Signal Proc SP-42:8, pp. 2146-2157, August 1994 incorporated fully herein by reference),
showed that when the measurement noise variance is unknown, the uniformly most powerful (UMP)
test for detecting contribution from H, while rejecting contributions from S is giveh3dylagk@0pé YT
PGY YT's'G'SY (3) where: r(y) is the Generalized LIKelihood Ratio Test (GLRT). That is, the test
provided byerfipodiferrdeteratiningwhétheeehe sighapresg. inentinget signal) is part of the composite
o SR8 SRR ISP AE AR Y K gEAE R SRpTobatel
defined threshold. 10 PS = T Is the orthogonal projection operator matrix that takes an
input and prf@lé@wmgmadhé @pﬁ@@tgpianﬁ‘é@ bietheasoturhadiofettandahbas:appanyinpdigutise
orthogonal projegtign operator matrix that takes an input and projects it onto the space spanned by
the columns of the matrix perpendicular to S. 15 G = P1H = H - PSH is a matrix whose columns span
a subspace that contains those portions of H perpendicular to S. When searching for one signal, the
matrix H redg¢8%:1° BIERIP YR ORI IR B ICAMRARGES to a column vector as well. PG = G(GT
G)-'G T is the orthogonal projection operator matrix that takes an 20 input and projects it onto the
space spanned by tHe dovgnites ofilhbardatesbal peenjunP@iswid drersgonaapitiection Bigsrator
matrix that takes ap input and projects it onto the space spanned by the columns of the matrix
perpendicular to G. 25 Many of the projections are illustrated in Fig. 3. The above test using z(y) has
the additional bendfigttiad theapermerisnescipiapsinart i reheddy i sddptdisbiteriag isnultiplying y
by a qubSta%Qﬂ?é’tHbﬁtd@%ﬁa}ﬁ%‘é‘tt&%&@éﬁ%ﬁoﬁré@&%rﬁrSHﬁE%Ht%&b%ﬁ MRl jtareDetector

(MFD) to perform the foIIowmg computatlon z=HTy (4)
matched filteris H'y

Figure 2 illustrates the source of interference when using orthogonal projections
on non-orthogonal signals.

Figure 3: Signal and interference subspaces, and various projections onto them.

15 Figure 4 is a generic digital GPS Block diagram.

Figure 5 is an iterative procedure to determine interferers.

Figure 6 is a procedure to determine interferers all at once.

Figure 7 shows a flowchart performed by a single processing channel in an
interference resistant GPS receiver in steady state operation. This processing channel is

20  included in a digital receiver channel 424 and a portion of the receiver processing
component 428 in Figure 4.

Figure 8 is an overview of one embodiment of an interference resistant GPS
receiver according to the present invention. In this figure, processing channel PRN19 is
>20 dB stronger than the other ‘nominal’ processing channels shown.

25 Figure 9 illustrates an embodiment of the interference resistant processing channel

in which both CA and P(Y) codes are processed.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

30 Interference Mitigation Technique

Referring to the Wireless Signal Modeling description in the Terms and

Definitions section above, Sharf and Friedlander (Sharf L.L., B. Friedlander, “Matched



13 March 2006 12 to determine if the signal H is presentiny, i.e., the signal H is declared present in y
if z exceeds some appropriately defined threshold. The present invention involves computing an
un-normalized version of Equation 3 that has the form of Equation 4, which is suitable for use in
today's RNSS receivers with only minor modifications (if any). 5 Note that there are normalization
terms in both the denominator and numerator in Equation 3. Moreover, the denordiNeshigWiely a
normalization term and is ignored based on the folloWing reasons. In a wireless receiver's tracking

stage, (e.g., $ll$lhﬂgar§¢_Dem,”ﬂEEﬁﬁéamtﬁigﬁ%W-ﬁB&%Sam-c%ldﬂr%ﬂir’é Sigaaitdd¥ponents in the
discriminator, c3 %?Aéﬁ%ﬁ?f‘l?mf&%t%%%J&%%E%H&%&ﬁﬁé@%ﬁi HRmalizatan (6,g;jsuch

components 10 included in tomponent 428 of Fig. 4 described hereinbelow). Additionally, in
acquisition, cenfmetng wnbroperijhadiudtst enetioo weadshdldVibiltegs toa detnghintoeaheiingRrof

normalizatiof.,}pgf %mg@&g@[&%m&{ﬁ%g ob Eauatigu.3 §an be decomposed as follows: yTPGy =
YyTG(GTG)-1GTy (5) yTPGyY = yTG(GTG) va(GTG) 1/2GTy (6) YT PGy = ((GT G)-izGTy)T

(GTG)-1/2GT y (7) The final form of the numeratoy t&m in the above Equation 7 implies that a

segment of y is operated on by the termfé 2GTpiThe result@twchﬁr%'quared to 20 compute YT
PGy. . Clearly, the term that is applied to the segmsencf ySis normalized, where the normalization term is
(GTG)-1/2 . To reiterate,ishbepresertlinud hilorli hvodifesi oHEe st dGpR Btichisapravitest snplve i8bdrf and
Friedlander, 1994 reference cited ahove, and, performs an un-normalized gperation on the

measurement segment, y PBy?EiMniinly R RR YeSHE they st ghp b Gmibisdarsshiigrtataliows the
denominator of Equation %46 Be 25, (GABseH 4G5AI9nShoriG.eiREIGNIRSIigaR RpKY A tidien i 2
i

form similar to Equation 4. The resulting operation on y is given by: z = GT y (7a) Thus, the signal H is
declared present in y if G PTeS@HaBY sofle ¥ sespfistal apmopaagdytd |ehreshRidrch 2006 13
Recall {Bat G=P, I—})?r;dSI&earggolrﬁyzifSr%rlg grrl&labov? equation (7a) can be re written as follows:

ogonal projection operator matrix that takes an mput

and projects it onto the space spanned by the columns of the matrix S.
P;" =1 — P, is the orthogonal projection operator matrix that takes an input and
projects it onto the space spanned by the columns of the matrix
perpendicular to S.
15 G = P;'H = H — P;H is a matrix whose columns span a subspace that contains

those portions of H perpendicular to S. When searching for one signal, the
matrix H reduces to a column vector, therefore G reduces to a column

vector as well.
P, =G(G"G)"'G" is the orthogonal projection operator matrix that takes an

20 input and projects it onto the space spanned by the columns of the matrix
G.
P; =1 - P, is the orthogonal projection operator matrix that takes an input and
projects it onto the space spanned by the columns of the matrix
perpendicular to G.

25 Many of the projections are illustrated in Fig. 3. The above test using 7(y) has the
additional benefit that the performance is invariant to non-negative scalings of y, i.e.,
multiplying y by a constant does not impact the test. Most RNSS receivers currently use
a Matched Filter Detector (MFD) to perform the following computation:

z=H"y “)



z = HT PSy (8) Note that PS y is the orthogonal projection of y onto a space spanned by the columns
of 5 the matrix perpendicular to S as described above in the description of Equation 3. By defining y
as: y =Ps y (9) another form of a detection test similar to the conventional receiver test of Equation 4 is
obtained as follows: 10 z=HTy (10) Note that as per Equation 9, y is the orthogonal projection of y onto
the subspace orthogonal or perpendicular to the space spanned by the columnsldfMachiZAeémore,
the space defined by y is oblique (i.e., non-orthogond) to H. In other words, once y has been
calculated, thedsignalingiti thteigndndasPresved; itds Bimplnplalsedeol ahesd steasdaireh 15 acquisition

and tracking ) il i ' G ' termini .y are
provided in t%%@g%?c?os’rﬁlgaén |%%%%?r?&%%%%%%%@vﬁ1%%%%@3%%%%%%@&%&%3 Iut% ofy A

suboptimal, _bmvmmﬁsﬁhgedwaﬁ@@ﬁﬂﬁqab@% Sohatibas fbe yasmopstesous Ehivaissweaiddly, one
vector at a e, L&y ¥lda s‘1§&§§'r%cﬁi;véﬁ_%vﬁhYérﬁleﬁiﬁoﬂla%&ﬁ%%Eé@@E—’a ) (12) Y= YN-1-

SN(SNT SN)(SNT YN-1) 10 is lost. (13) This methad is sub-optimal becausethe cross correlation
between the varioudet® GBINIRIP drciplasdhzepraaidrepeathnih idersioppmsdike b Mmasaeh Wser is

assigned a time YRy naNeqds ks HeeshinsRrsada9embiknihe digiahiain siieamdengedpy the

entire spectral’ 15 band allocated to the M.u'tlple Access System (MAS). The different users in such a
system are distihgliosloadiigyreasonpigliesprisitintg cavessdsailesstaceacheusesing hiddefonsl/oall users

SimUItaneouﬁllYLLﬁstﬂea}Lﬂg) %ﬁ@fﬁ%%@ A’Mﬁ%%&%lﬁ%%gﬁ%@?ﬁ%ﬁ@ﬂ&% the discriminator

cancel any scale factor that results from the lack of normalization (e.g., such components

10 included in component 428 of Fig. 4 described hereinbelow). Additionally, in
acquisition, computing a properly adjusted detection threshold will also account for the

lack of normalization.

The numerator term y’ P,y of Equation 3 can be decomposed as follows:
Y Py=y'GG'G)'G"y )
15 yTPGy: yTG(GTG)—l/Z(GTG)—l/ZGTy (6)

yTPGy :((GTG)—I/ZGTy)T (GTG)—I/ZGTy (7)

The final form of the numerator term in the above Equation 7 implies that a
segment of y is operated on by the term (G"G)™"/>G” . The result is then squared to

20 compute y' P,y. Clearly, the term that is applied to the segment y is normalized, where

the normalization term is (G'G)™"'?

. To reiterate, the present invention modifies the
computations provided in the Sharf and Friedlander, 1994 reference cited above, and
performs an un-normalized operation on the measurement segment, y, by eliminating the
term (G'G)™"? for the same reasoning that allows the denominator of Equation 3 to be

25  ignored.

Accordingly, the detection test can now be written in a form similar to Equation 4.
The resulting operation on y is given by:
z=G"y (7a)
Thus, the signal H is declared present in y if G’y exceeds some appropriately defined

30 threshold.



Each user in a CDMA system uses a unique noise (pseudorandom PN) code to spread the bits. Upon
reception, each user's coded signal is compressed using a matched 20 filter that is matched to that
user's code to extract the desired bit sequence. Ideally the user codes are designed to be perfectly
orthogonal when the codes are aligned. Such an alignment of the codes is achieved when there is
perfect synchronization. In such a case, the matched filtering operation, which is badex¢loA00
orthogonal projection, completely nulls out all users éXcept the user of interest, as one 25 skilled in the
art will understand. Rduislishilustrated ih dnig tierdfovehefsthehaspocodquationtétest is thaaector H that is
shown to be orthogonal to S, the matrix of all the other user codes. As shown in this figure, the
orthogonal pr6jEeRcHdBIYE measurement vector of the composite signal) onto H using a matched
filter results in perfect cancellation of all con}ri:bﬁio%gs romS. 15 13 Marc@fOOG GPS Interference
However for GPS, C/A and P(Y) Codes are not perféctly orthogonal. In particular, the C/A-code length
is only 1,023\}211%315@’5 SRS RAUSIALPP-BIQRRHISE CYABS: Qg&fe%gﬁﬁ&%tﬁtﬂ@&%mﬁwes (as
discussed in Parkinson, B.W., Spilker, J.J., 5 Global Positioning System: Theory & Applications,
vol-1&2 5 Amércantinstituperafi cAlranaUdicdeanidbAd trboautic el @36ripicor pdiaqedtioargin by reference).
Alternatively, the P(Y) d%%d?nwith 68.'1871x1012 chips is virtually orthogonal for all offsets. However, the
problem here is tha ?’eceplho% of fhis data would literally take a week and the required integration time
would be computationally staggering. Accordir}gJ_A/Pal&P(Y) code 10 receivg use significantly shorter
lengths, which again compromises its cross correlation properties. The non-orthogonality of
commingledsigtalsfisfucthe dexeadentatesiinyl ihefaet cthatwihenlacetebrae thaf xjseaoahing for its
time (by per%rplin(%a cpr el\%tsipn operation) relative to the GPS satellites, the communication is
asynchronous. Yherétoré ]t%e GPS 15 codes will never be perfectly aligned in time, as one skilled in
the art will understand. This adds to the non-qrthggopality of the codes. Thos, if a matched filter is
used to decode a desired GPS signal from a satellite or PL, there will be leakage of signals from
other satellite or PLNSIENAIR as RedvaMaHmGur 19 thitherdipgriidbareigiffo ff JthriodhteliepaiePLs
becomes inteffeence Nois against, 20 whish e desirad iarget sional st g detecied, s the
interference Noisé-level incr ases, the performance of the‘receiver detectors Hegralae. As discussed
in the Termsspangt daéfnitibpsysectibiigne@inaboverthig@itértistommorbatywedéyredcdto ashtle "near-far”

been calculated, the signal with interference S removed, it is simply passed to the standard
15  acquisition and tracking stages.

An illustrative embodiment of the computations for determining S and y are

provided in the accompanying appendix hereinbelow.



effect. The present invention may be implemented as a signal processing technique in a 25
radio-navigation receiver. Radio-navigation receivers vary widely in capabilities and design but
embodiments of the present invention can be included therein in much the same way regardless of
the wireless navigation receiver design. For discussion purposes, Fig. 4 is indicative of many of
today's radio-navigation receivers. 13 March 2006 16 Figure 4 is a diagram of a lfeMsichGP® receiver
400. Note that specific receiver design is usually proptietary. Thus, variations on the diagram of Fig. 4

can include: Suboptirglsaaition i iis entirely analog, (i) a GPS receiver wherein processing is
performed in the RF range, (iii{ a different placement of one or more of the pre amp 404, the A/D 5

converter 412, the AGEbnEMatcbW HIEFEaERY YedertidhorRAEcOMBSAdATs o e REESss&ikiver 400
and their Sig?%ﬂ?ﬁ??{ﬁ&?g rﬁlll%t'kper&&j%{tg 81%% al.réqther will now be provided. The GPS
s ofal icles (SVs)

radio-frequency signa space vehicl Vs) in view are received by the antenna 401. Typically
the antenna 401 is right-hand circularl)ylpelgnzg@lyy\ﬂm)(@ﬁay}y hemispheriqaligain coverage. The RF
signals are amplified by a low-noise 10 preamplifier 404. This amplifier is by far the major contributor
of noise to the receiver 400. In some implementatjons a passive bandpass filter is located between
the antehna 401 and the preamp 404 t&renfove Béit-oBdad RE interfereht®. The amplified and
signal-conditioned RF signals are then down converted to IF, via the down converter 408, using signal
mixing frequencies from local oscillators 420 (L.Gs), as one of ordinary skill 15 in the art will
understand. The input frequencies to the LOs 420 are derived,from the reference oscillator 448 via the
frequency synthesizer 444 based on tRe Friguenty'ar’ ol the Yarbcular fdcdiver design. There may
be one LO 420 per down converter 408. The upper sidebands and leak-through signals are passed
through a postmixer bandpass filter (not shown) of the down converter 408 to complete the down
conversion processTHiben2thahaleghe pligital ineaves teik (ABYS  di-2 ansh detoatit gairicontsoller (AGC)
416 operate at IF. The digital IF signal is passed from the A/D converter 412 to the N digital receiver
channdlg 42, lgging the output from A/D converter 412 each receiver channel 424 performs the
acquisition functions and the code and carrier tracking loops (i.e., delay locked loop (DLL), frequency
locked loop (FLL), and phase locked loop (PLL)) for a 25 single SV or PL. Or, depending on the
receiver, the( M Bxdemipteshannels primarily perform the correlation operations and work with the

ot ocess PSR 8, ST o o0 e
component 428entlzy stosed to spread each bit in the digital data stream to occupy the entire spectral
15  band allocated to the Multiple Access System (MAS). The different users in such a
system are distinguished by the unique spreading codes assigned to each user. Therefore,
all users simultaneously use all of the bandwidth when wirelessly communicating.

Each user in a CDMA system uses a unique noise (pseudorandom PN) code to

spread the bits. Upon reception, each user’s coded signal is compressed using a matched
20  filter that is matched to that user’s code to extract the desired bit sequence.

Ideally the user codes are designed to be perfectly orthogonal when the codes are
aligned. Such an alignment of the codes is achieved when there is perfect
synchronization. In such a case, the matched filtering operation, which is based on an
orthogonal projection, completely nulls out all users except the user of interest, as one

25  skilled in the art will understand. This is illustrated in Figure 1, where the user code of
interest is the vector H that is shown to be orthogonal to S, the matrix of all the other user
codes. As shown in this figure, the orthogonal projections of y (a measurement vector of

the composite signal) onto H using a matched filter results in perfect cancellation of all

contributions from S.



various types of data in, e.g., a data store 426 for each channel 424 which is tracking a 30 signal. This
data store is shared amongst all the channels 424. After the data obtained from the GPS signals has
been demodulated it is passed to the navigation processing 13 March 2006 17 component 436 and
the position, velocity and time (PVT) solution is calculated, and displayed 440. Within a receiver 400,
an embodiment of the present invention may be incorporated into the receiver chaivhai¢h)2494 and the
receiver processing component 428. For a digital 5 iplementation, however, the present invention
requires thatGiRS dptenfiekengage of the ADC 412 be sufficient to capture all the signals of interest,

including the interfqug%%r%gpﬂﬂfgl’ EORRLR ﬁ%ﬁﬁnﬂe% L’H@%&%ﬁgﬁﬁo gr{gpqilfli.ed or replaced

depending on the dynamic range of the ADC 412 and the requiremerits of the invention (e.g., the data
store 426 amdrtidditiot prdcesdiigneibabilitles).020 Thpsinferfdreaiessprouekiing pramenedsd32 (Fig. 4)

dentifies the comAGIRNISAVLDIRINGR.IR BRESEOKIDNRIUAR i AL ISartoRe cohpdiment

incorporated. For each interference mitigation performed by the present invention, the data store 426

stores the féHokihgondigaling Patameldeoriai Apstigadersntion Fdmbaerginchdttofeset data
obtained from dhe 4&1aYGHIACKAARTD tbde(GhPh3seRchReRPIST Ig?él%r?&‘fi naekflamds the

frequency locked loop (FLL) and/or tpze phase locked loop (PLL), and (d) at least one bit that can be
toggled betw¥an pedagvadt @hd/daity et tepenaihpaheghashéothl aEsesrrEsponginghcPS signal

has been labglad anHoteiaich ALpliofy BEMRGALI A IO TIRIGNGS AIertR-00 M theRhoyedldentified

parameters (a) through (d) are usually sufficient to model the interference of each dominant interfering
GPS 20 signalegiationdraelsivrlddipgannationaly. sieaases |66 doeks mtditEreedenigher order

DLLs, IrhLs andiCLtsdas desrrinay dhe 161ms:andiBeintionsseHan ARRVELmay-ReHsRd to also

provide code offset rate and phase'rate and Doppler rate t6 more accurately model the interference
signals whe®j9is¥iisd with the output of the A/D converter 412. Note that it is within the scope of the

present invention terRPigiR.SHAD gon AR %@ﬁ%ﬁg@éﬁ%@%ﬁ@ﬁ@%ﬂﬁ&%ﬂ%ﬂr@a&d Bymassiely parallel

acquisition scheme (as also described in the Terms and Definitions section above) may provide the
required mdbalingPurdrsetees Bathe staethinadeetsme | dRnPFEaBR & RIFRBITEING SRIHAIPBD The

invention pregighively, MedRs ideaified INGIRINgRANBISs Bs@RRNous tuaieaR thadrpderence

includes one or more SV's (and/or PL's) pseudo-random noise code (PRN). Such interference can be
predicti@ely ﬁmé@((ij’l 8rves bl Qgﬁg;gbgﬁ]agg%ﬁl fsane, as one skilled in the art will understand.

This adds to the non-orthogonality of the codes. Thus, if a matched filter is used to
decode a desired GPS signal from a satellite or PL, there will be leakage of signals from
other satellite or PL signals as shown in Figure 2.
The signal leakage from other satellites or PLs becomes interference noise against
20  which the desired target signal must be detected. As the interference noise-level increases,
the performance of the receiver detectors degrade. As discussed in the Terms and
Definitions section hereinabove, this effect is commonly referred to as the “near-far”
effect.
The present invention may be implemented as a signal processing technique in a
25 radio-navigation receiver. Radio-navigation receivers vary widely in capabilities and
design but embodiments of the present invention can be included therein in much the
same way regardless of the wireless navigation receiver design. For discussion purposes,

Fig. 4 is indicative of many of today’s radio-navigation receivers.



13 March 2006 18 predictively modeled (in that the structure of such signals is well known and
accordingly can be substantially reconstructed from such signal modeling parameters as identified
hereinabove). In some situations, such signals may be known a-priori, in which case the standard
baseline receiver 400 architecture of Fig. 4 can acquire and track such interferers 5 normally (i.e., as
any other GPS signal), and then the procedure of Fig. 7 (described hereinbelow) Zafiabeh 2686 to
acquire and track each desired nominal (i.e., non- inlérference) signal by canceling out the a-priori
interferers. If the infédernyiPRAjagigmals agsroikbabncacprior OheNwtcdduspscofiFiged wnd Fig. 6

(lso descrihg ASERRANE heet ARManaRIRc P fRORRINE Meerera R GER: 19 1n exreme

cases of NF interference, ower levels (from distinct GPS signaling sources) aré
dramatlcally@%rmlﬂ@ﬁh@a@h:mrﬁy aglopne)PLEPSigeedivealnherin peetetsen20sdBULEDOYE the

nominal sateflites {4, GRS EONSIBNIN sateliiss aRraEP o maly) ?Qgrﬁ%%}ﬂ@-ﬁﬁlgnal call it

PL2, can be 20 dBW above that of PL1. In this situation, the mterferers must be iteratively identified

from highestcpovestctot1 8, g b asttiy e8illdshigtels vRiatesthittt v @Priecuime afcRlg o5 the G&deral,
takes more @@&?@4@6‘%@@8&%%%?&3@5&}9& RIQGEAHS WHUSIERIRGHA RGN G HY e 'Pijo'ﬁﬁelae more

robust. A description of the steps 0 5 follows. Note, these refer to the components of Fig. 4;
however, it is to beIhﬁj@@d@dlmﬁ?ﬂﬂémwﬁlﬁ@feﬂlM@ntﬁhh@%dﬁﬁ@)}ﬂérﬁgiz’(ﬁtﬁ wreikdrference

processing GA}?&J& it st INePRSIeHe S, MctonalibhiR dReraiminsaSIeRs (s well as the
steps of Fig 25 30 Step 504: The réceiver 400 attemptsto acquire and frack all observable GPS

signals. Thusn@{imh@myp@@ﬁéabgmg evaptierd GresRAcegisitiorranaptitedipy FupvtioPisccomponents 424
and 42§, Step H08;1ABFedhe BIgNRAIRIHALCR el arkEd BRYEHRGRIRYESE AR08 dank rbeivhe

estimates of Do pler, phase and offsets are varying W|th|n an acceptable range (e.g., one set of
experlments“iﬂ@hchté@lfﬁmﬁéél@m?éﬁﬁwﬁtﬁiﬁ’ﬁ&%"%lb@‘?é@%%flﬂﬁeths Déﬂﬁ[bb?ﬁﬁ%‘flb@lwﬂﬁﬁﬂ% Hz of

truth, and coggy %ﬁﬁ%e’%&%ﬁﬁ %ﬂh@r@&n’%@@&& %@'Bénﬁ‘ﬁﬁﬂﬁ%&?wg‘u hsignaliacampared to a

threshold criteria. This threshold criteria may be as simple as identifying the strongest M of N signals
as presumediEiteriredyigiethB itHriggablare shrmdenvpgogverted to IF, via the down converter 408,

using signal mixing frequencies from local oscillators 420 (LOs), as one of ordinary skill
15  in the art will understand. The input frequencies to the LOs 420 are derived from the
reference oscillator 448 via the frequency synthesizer 444 based on the frequency plan of
the particular receiver design. There may be one LO 420 per down converter 408 . The
upper sidebands and leak-through signals are passed through a postmixer bandpass filter
(not shown) of the down converter 408 to complete the down conversion process. The
20  analog to digital_converter (ADC) 412 and automatic gain controller (AGC) 416 operate
at IF. The digital IF signal is passed from the A/D converter 412 to the N digital receiver
channels 424. Using the output from A/D converter 412 each receiver channel 424
performs the acquisition functions and the code and carrier tracking loops (i.e., delay
locked loop (DLL), frequency locked loop (FLL), and phase locked loop (PLL)) for a
25  single SV or PL. Or, depending on the receiver, the digital receiver channels primarily
perform the correlation operations and work with the receiver processing component 428
for implementing loop discriminators and filters, data demodulation, meters, phase lock
loops, and so forth. Additionally, the receiver processing component 428 may store
various types of data in, e.g., a data store 426 for each channel 424 which is tracking a
30  signal. This data store is shared amongst all the channels 424. After the data obtained

from the GPS signals has been demodulated it is passed to the navigation processing



510 15 20 25 30 19 criteria could be based on design specifications such as those of USCG,
"Navstar GPS Space Segment / Navigation User Interfaces”, ICD-GPS- 200C incorporated herein by
reference (e.g., a predetermined dBW value, such as 10 dBW, above the user minimum received
power using a 3-dB gain linearly polarized antenna; note that the specified user minimum received
power for L1 C/A-Code is -160 dBW, for L1 P(Y)- Code is -163 dBW and for L2 A@/MasHedo
C/A-Code is -166 dBW). This threshold criteria, in sb/e embodiments, may be defined as a value
correspondingrmpensigrigittentoike pasio (S NRpcoiysighaine dAviiarsedtinoiSORIcWredirdardto noise ratio
(CNR), relatiallgﬁqﬁg,ggt&lﬂg, or some combination of such values (e.g., a weighted sum thereof or a
series of threshold tests wherein each test uses at least one of these ratios). Note that the Parkinson,
B.W., Spilker, J Withggseresteventelcitacmbrsinabivd therpidsrsivarateentoliy hereieptgorefedence)

details such i%t%‘ﬁ}@?é’céﬁfeﬁ&m&ﬂ%ﬁ‘rﬁ ﬁ%&%ﬂﬂ@?eéﬁggr%}&é%ﬁ}{gg@ﬁ%&%&ﬁ%‘%@@gf(8f yiaigtino) this

threshold criteria is labeled as an interferer (i.e., the data representing such a signal is accordingly

labeled Ssuchddmersgatingrhectirfidie pesonthey progellisg peasiinithe Gavorsaangrepéiigbove). This
labeled interfereF ¢oRtUGSHO LR fEacked.and ihs sf%#&%%f‘?ﬂ@@?t{’iﬂaﬁﬁﬁlgf{ﬁghﬁ&%?&’&%ﬁset is

saved in the data store 426. Step 516: All signals that have not been as yet labeled as interferers are
then re- acqdifed ahocoapadsy 1Adariad 38 gnay tacedie degupdifirsbel seplinedidepesdnsomifchetter

acquisition ajg, liaeking.af e dagied siohalsh G ONRIHIGR RRFFEMDARP RIEP A%iapicRR20: After

all the interfering signals have been labeled, and all the non- interfering signals have achieved good
lock, the recéfershtdfitional RifiPepe eiiteilivrein as a “steady state'. Tracking continues for all

channeglg by, aggip, iReHRTTIRG ﬁﬂ%&fﬁﬁg@Hﬁﬁ&?i@ﬂ%ﬁ’gimﬁge&iﬁ@g tmtecomponents within

which the present invention is, in at least one embodiment, incorporated. For each
interference mitigation performed by the present invention, the data store 426 stores the
following modeling parameters: (a) a pseudo-random number, (b) code offset data
obtained from the delayed lock loops (DLL), (c) phase and Doppler data obtained from

15  the frequency locked loop (FLL) and/or the phase locked loop (PLL), and (d) at least one
bit that can be toggled between being set and being unset depending on whether the its
corresponding GPS signal has been labeled an interferer or not.

When near-far interference effects occur, the above identified parameters (a) through

(d) are usually sufficient to model the interference of each dominant interfering GPS

20  signal. In a more demanding situation (e.g., relatively lower power interferers), higher
order DLLs, FLLs and PLLs (as described in the Terms and Definitions section above)
may be used to also provide code offset rate and phase rate and Doppler rate to more
accurately model the interference signals when provided with the output of the A/D
converter 412. Note that it is within the scope of the present invention to obtain such

25  parameters by other techniques as well, e.g., a massively parallel acquisition scheme (as
also described in the Terms and Definitions section above) may provide the required

modeling parameters at the fidelity necessary.

Identification of Interfering signals

30 The invention predictively models identified interfering signals. In GPS NF
situations, the interference includes one or more SV’s (and/or PL’s) pseudo-random noise

code (PRN). Such interference can be predictively modeled, since all GPS signals can be



navigation data is demodulated. 13 March 2006 20 Step 524: Once sufficient navigation data has
been demodulated, the desired navigation solution (e.g., PVT) can be computed via the navigation
processing component 436. 5 Fig. 6 is similar to Fig. 5 except the decision identify (i.e., label) all initial
interferers is done at one time, whereas Fig. 5 demonstrated an iterative scheme that identified
interferers from highest power downwards. This procedure has been shown to b3 ddefalh #06ases
where all the interfering GPS signals are roughly equél power. 10 15 20 25 30 Step 604: The receiver
attempts to acedigevehdmediiel(obduivhblerGaPgasigrakh sihiglis pwalbkily woradisiegrthegdyandard

GPS acquisiignand f(esiioe, IMIGHONR.AITRANSINR 424.ANA28, SISRARK Ofca e signals that can

be tracked have achieved g ck, 1.e., the estimates of Doppler, phase and offsets are varying
within an acbeptailovenda feme, vivetsutsofestpaignidnmandicknes phazaomust whighhse 1e degrees

of truth, Dopgler M H.08 WAhiaL8 Haat i AL 6248.00%6h E%H[ﬁhjg%ﬂﬁi@%@ﬁéﬁ&%%ﬁ’@}@s the all

the signals are compared to a threshold criteria. This threshold criteria may be as simple as identifying

the stroAgestsilly Signalsaay preeiride sigeatsreird tarrttho piadsd wasddipn/ddsignsecifications
such as thosg 0f \GRG RSP0 G ldantified; REIRINARRVE (F it 4BYY: ARevE thgser minimum

received power using a 3-dB gain linearly polarized antenna. The specified user minimum received
power is LI GneGagecy sisoldpwandetipg)ogive arivapigRifergrd DU iaTsdaoPRM-Code is -166
dBWj. This thipshold ciitalifnii S9Me:mRs ez R aliner a6 @ivaUa Faggsponding to a
signal to noise ratio (SNR), or signal to carrier ratio (SCR), or carrier to noise ratio (CNR) or some

combinationhstaitierloyallasqiedn deaBaBigdd0epnSed the 1nteperidgn 8i%ceeding this threshold is
labeled gs an interfgyes Lhgse,JabseA HRRIRR CQRERNGS 1P REVARKRE fROdNG frirepisDoppler,

signaling sources) are dramatically different from each other, e.g., one PL’s signal, call it
PL1, can be 20 dBW above the nominal satellites (i.e., GPS constellation satellites
operating normally) and another PL’s signal, call it PL2, can be 20 dBW above that of
PL1. In this situation, the interferers must be iteratively identified from highest power to
15 lowest as Fig. 5 illustrates. Note that the procedure of Fig. 5, in general, takes more
elapsed time to accomplish than the procedure illustrated in Fig. 6 but tends to be more
robust.
A description of the steps of Fig. 5 follows. Note, these refer to the components
of Fig. 4; however, it is to be understood that the A/D converter 412 and the components
20  of the interference processing channel 432 must include the requisite functionality to

perform these steps (as well as the steps of Fig. 7):

Step 504:  The receiver 400 attempts to acquire and track all observable GPS
signals. This is primarily done using standard GPS acquisition and
25 tracking functions components 424 and 428.
Step 508:  Once the signals that can be tracked have achieved ‘good’ lock, i.e., the
estimates of Doppler, phase and offsets are varying within an acceptable
range (e.g., one set of experiments indicated phase must be within 12
degrees of truth, Doppler must be within 28 Hz of truth, and code offset
30 must be within 1/50 of a chip), the most powerful signal is compared to a
threshold criteria. This threshold criteria may be as simple as identifying

the strongest M of N signals as presumed interferers, or the threshold



phase offset and code offset are saved in the data store 426. Step 616: All signals not labeled as
interferers are then re-acquired and tracked by invoking Fig. 7 to cancel out all labeled interferers and
13 March 2006 5 21 thereby to obtain better acquisition and tracking of the desired signals and the
navigation data is demodulated. Step 620: Once sufficient navigation data has be demodulated the
navigation solution can be computed 436. Fig. 7 shows a high level process diadraMasiitZ@eperation
of the signal interference mitigation method and app&ratus of the present invention, during steady
state. Steady state is whereritsimitailihbefhesedsonalasibeepeidlEntifiens as dhesscilosel oh tHE"ferms and

Definition section above..'l"hq\ﬁg%rgﬁ?fg% 761&1% ' JEFRIRS, {%rnatgg%?&}gggs@?@b@épég follows:
15 20 25 30 Step 704: Digital data 'y (as é)scrlbe in Interference Mitigation Technique section above)

is provided to the interfere_né@%dp%ﬁﬁ@@ﬁmmeﬁ%emerﬁ@i@netpéféd’ﬁ@mﬁi@dd@\ﬁouId be IF or
RF. In Figure 4 the data y is, jieceiyed by 1@_‘3@@*?%@%%@%\%ﬁﬂ&ﬂﬁ?ﬁ:@éﬂéﬁ%&&%ﬂmﬁé% for

e
amplification. Assuming the GPS radio-navigation signal y is then down converted, via down converter

408, to an intermediate freq@é&g%ﬁﬁ@ﬁd%@é@%%ﬁl%nﬁ@ N@ deripspiéied 13cfor digitally
sampling. The number of bjt5 i the MRCRARNEG! 144 Méshbe Jificienidasaptye ! prigpals of

interest, including the interference signals. Accordingly, for an embodiment of the receiver 400 to

capture, e.g., 7 to 8 signals Cdiﬁ@ifhg%é? d@f%lBQQH@M&IH&&)&Q#@S%@(MQ@WD&@@@&@P-412 is at
least 8 bits. Note that when fgamiar iRy ieiRnLe G gis %%%im&ltﬁ’,%’e?}f of aliRRELRNe iiterfering

signal is significantly higher than any non-interfering (nominal) GPS signals, thus requiring the A/D
converter 412 to utilize suckoarespRjElRR S Bwldole s RkAIS NRd, asietad tasarer Kigmals. A

GPS rgggiver needs at Ieasggldﬁg tB&%ﬂH@Ft@HQiE@%cP(@ﬁ% s}gﬁﬁgmﬁﬁeo@imskill in the art
will understand. After ’ ’ ’
combination of such values (e.g., a weighted sum thereof or a series of

threshold tests wherein each test uses at least one of these ratios). Note

that the Parkinson, B.W., Spilker, J.J., 1996 reference cited hereinabove

(and incorporated fully herein by reference) details such a method for
15 combining such values.

Step 512:  Any signal exceeding (or violating) this threshold criteria is labeled as an
interferer (i.e., the data representing such a signal is accordingly labeled
such as by toggling the bit field (d) of the modeling parameters described
hereinabove). This labeled interferer continues to be tracked and it’s

20 current Doppler, phase offset and code offset is saved in the data store
426.

Step 516:  All signals that have not been as yet labeled as interferers are then re-
acquired and tracked by invoking Fig. 7 to cancel out all labeled
interferers to obtain better acquisition and tracking of the desired signals.

25 Control then passes back to step 508.

Step 520:  After all the interfering signals have been labeled, and all the non-
interfering signals have achieved good lock, the receiver enters what will
be denoted wherein as a ‘steady state’. Tracking continues for all
channels by, again, performing the procedure described in Fig. 7 and the

30 navigation data is demodulated.



passing through the ADC 412, the IF signal is fed to all processing channels. Step 708: Retrieve the
current interference modeling parameters from the data store 426 having interference modeling
parameters for all the 13 March 2006 22 interference processing channels 432. Note, there may be no
current interferers, or there may be one or multiple interferers. All the interference modeling
parameters (for signals that have labeled as interferers) that exist in the data storé M2ehROfétrieved.
5 Step 716: If any interference modeling parameters?8re retrieved in step 708, then control is passed
to 720, else conbtopdadds to P26: StEpcrRONTVganterflatehos Proddinty elrsedetbeslassadsed to create

in-phase interference reference signals;whig Vethe foiMyS.dWh S i sSinwe iy —A 1015
20 25 30 where: G;(t) is the Coarse Acquisitign’%‘C/A‘f)h@ode's ﬁﬁ ch%aet time t (us(éy(@?n the Standard

Positioning System (SPS)) wodsstiegcanmigpheniddhcy. Once the interference signal of each
interference PRN is created, the interference signals are assembled into a matrix, S, as in equation
(2) of the Wireless Signal Model description in the Terms and Definitions section hereinabove. Note,
the desifed signal (fagvohichimmderftrénseisxeaihdiealemvion)idaltHut(be Jabebfdl evgalif it is identified

as an interferel LU (G RYENGHRAIES 1@ FRHINORID, SRACONNG:ANGSRAAM08 s BeMEAE N on

Meaconing and Spoofing. Step 724: Once S has been calculated, y is determined as per equation (9),

thereby remiéomiitdeineicerertenchigiaiepizeer by wievibrickelide enetiainys pararkesrs [Step 728:
Perform conyenuonat REQUSHAL-A9M tHRGKIREHASHEPS <ILHAS SIERNESy equal power.

Step 604:  The receiver attempts to acquire and track all observable GPS signals.
10 This is primarily done using the standard GPS acquisition and tracking
functions components 424 and 428.
Step 608:  Once the signals that can be tracked have achieved ‘good’ lock, i.e., the
estimates of Doppler, phase and offsets are varying within an acceptable
range (e.g., one set of experiments indicated phase must be within 12
15 degrees of truth, Doppler must be within 28 Hz of truth, and code offset
must be within 1/50 of a chip), the all the signals are compared to a
threshold criteria. This threshold criteria may be as simple as identifying
the strongest M of N signals as presumed interferers, or it could be based
on design specifications such as those of ICD-GPS-200C identified
20 hereinabove (e.g., 10 dBW above the user minimum received power
using a 3-dB gain linearly polarized antenna. The specified user
minimum received power is L1 C/A-Code is —160 dBW, L1 P(Y)-Code
is =163 dBW and L2 P(Y)-Code or C/A-Code is —166 dBW). This
threshold criteria, in some embodiments, may be defined as a value
25 corresponding to a signal to noise ratio (SNR), or signal to carrier ratio
(SCR), or carrier to noise ratio (CNR) or some combination of such
values (as in step 508 above).
Step 612:  Any signal exceeding this threshold is labeled as an interferer. These
labeled interferers continue to be tracked and their current Doppler,
30 phase offset and code offset are saved in the data store 426.Step 616:
All signals not labeled as interferers are then re-acquired and

tracked by invoking Fig. 7 to cancel out all labeled interferers and



entered from step 724 use y (for computing Equation 10) and if this step was entered from 716 use y
(for computing Equation 4). Step 734: The desired signal is compared to the interference threshold
criteria that was used in 508 or 608. If the classification of the desired signal is still labeled as an
interferer (based on information from the data store 426) or it has changed from being an interferer to
a non-interferer control will pass to step 738, else control of the interference prodéddimrghch@Pmel 432
13 March 2006 5 10 15 23 passes to the next step @flFig. 5 (or Fig. 6) following the current activation
of Fig. 7. Applicants have otisspbadaldtapbetatiatiuisrforirngigrelisholfidicalesed f@nalslate) the

threshold criteria for at leas%"c‘f?ﬁéyng@gﬁii&%a@ lag;g5ad1§t8@ssification should be changed and

therefore labeled an interferer (or unlabeled thereby designating that it is not an interferer). This
prevents mistakeiely @Hiingifinis sidsyiidativngdtiendaaiisespieodi aathifigatvigasiofiip. Step 738:
Update the desired signal's (i ShaNNELS)HHSIEL ggrference modeling parameters to the data store
426 of all the interference processing channels. Note such updates include: (i) removing a labeling of
the desiPed signal as an interferer if this signal remains below the threshold criteria consistently, and

(ii labeling the gesired,Signalias Ay isIeLs! fiibissiopalovaR CoRAISIERI ARgYfhedirshold
criteria or just updating the curfent signals interference modeling parameters. GPS Example 1 Figure
8 is presentaditigftinharithestane anpaprosediuhe prasmpresasiomvé@ntiehstordidetatifyibgadd mitigating
interfering GRRSIgNMS!hPAieHI T Eig- & Pravides fudbst2q slailication iafhigpeandp- Fig 8.
illustrates seven receiver channels 432 at two points in time (tl and t2) in a GPS receiver 400 equipped
with the predeéefintiemntiesiiqnoris. § hassenn ofthzg. thardr Reelgscstiedites e T emihdinen FRN2,
PRNS,BRNG,IRRNS, PRN13, PRN15, and PRN19, and, that the corresponding processing within the
interference processing channel 432 for the signal from each of these satellites is correspondingly 25
identified (for convenience) by a block labeled by the satellite whose signal is being

Step 704:  Digital data y (as described in Interference Mitigation Technique section
above) is provided to the interference processing channel 432. As
mentioned earlier this data could be IF or RF. In Figure 4 the datay is

15 received by the antenna 401 and then passed to the pre-amp 404 for
amplification. Assuming the GPS radio-navigation signal y is then down
converted, via down converter 408, to an intermediate frequency (IF)
and passed through to the A/D converter 412 for digitally sampling. The
number of bits in the A/D converter 412 must be sufficient to capture all

20 signals of interest, including the interference signals. Accordingly, for
an embodiment of the receiver 400 to capture, e.g., 7 to 8 signals
differing by +33dB, the number of bits in a linear A/D converter 412 is
at least 8 bits. Note that when near-far interference effects occur, the
power of at least one interfering signal is significantly higher than any

25 non-interfering (nominal) GPS signals, thus requiring the A/D converter
412 to utilize such a range of bits to be able to acquire and track the
weaker signals. A GPS receiver needs at least 1 bit to acquire and track
a GPS signal, as one of ordinary skill in the art will understand. After
passing through the ADC 412, the IF signal is fed to all processing

30 channels.

Step 708:  Retrieve the current interference modeling parameters from the data

store 426 having interference modeling parameters for all the



processed. In particular, each of the blocks identified by the satellite labels represents those tasks
performed by a combination of the receiver processing component 428 together with a different one of
the receiver channels 424 in combination with its corresponding data store 426. Assume all the
satellite's PRNs identified above have a 30 nominal power of -160dBW to -158 dBW except for PRN19
which is a +30 dBW above nominal (i.e., PRN19 is the only interferer in this exah3oMyreh i
assume a user has set the threshold criteria to be: Z2dBW above nominal or the two strongest
signals. Note, 13 March 2008t@4eisnfye pnecefsihgsdahnekivbld. ciotitidrescdsnagdgath toweier, both

conditions are presented fq!;l'{lzl%pag &tﬁ%% ﬁﬁM&B%%@%’f&%éﬂf&éﬁ@tﬁﬁE*ﬁ@t a receiver 400

(without use of the present.lnventlon) would only be able to successfully acquire and track PRN19, the
5 hashed processing channelifudiveerdodyl pamporsietesddaulyzastiinet dadctlabkledels assigned

GPS signal. Referring backﬁgéﬁgl%r aAnd &i;this sgenaria gt keipg.ahle o gqly track one of the

satellites) corresponds to a scenario that can occur at steps 504 and 604. A receiver equipped with
the present inve¥itpr takes thanvalidenfaaking middehigipar fragrerP RN 1Gripeedtiestipd OB hiisa and

Doppler and removes PRN%%}EI%QREBJ@JH %‘92'5991@'38&%&%& IS daga stream. By definition PRN19

is predictable interference and in this example exceeds the threshold (as determined in steps 508 and
608). The right R BOttionlbrmidegeinnst anedahecatesmetaticasrasahtdrvertomrphasclater time, t2.

PRN19 is still being trackedimgggeq@fg&%@gégggrmm%\%l%g%ﬁnstream (e.g., steps 512 and

612) and its ranging information is still be available (if valid) 15 for the PVT solution. However, once
the PRN19's interference is ferovetl((€.9)) st¥p) 516 and 616), a receiver 400 @dipped with the
present invention is able, in parallel, to acquire and track the nominal satellites, i.e., PRN2, PRNS5,
PRNG6,I9RN9, PRN13, and YARN15. At this point, the PVT solution is calculated normally (e.g., steps

524 and 620). As can be segp,) & '&%‘é%‘?&s%oﬁcﬁﬂiﬁl&%%ﬂ&ﬁ IaPLESRINEHON (55801 pLalculate

the 20 PVT solution where receivers 400 not utilizing the present invention are only able to acquire

and track PRN19. Furthermore, HaxusePossioniag forsthia €388 Where there is a single interference
signal, Fig. 5 is equivalent tq Hguh. GRR& g,2 25 In this example assume that the "in-view"
satellites are PRN2, PRN5, PRN6, PRN9, PRN13, PRN15, and PRN19. All PRNs have a nominal
power of -160dBW to - 158 dBW@seeprefoitererens st P RNcrGhwhieH epaceBRdn i +80ieB\W above

nomings respectively (i.e., RRNAGASRRNGL RS dtarfersrdn iz sanalen &philbisimtion,

of the Wireless Signal Model description in the Terms and Definitions

section hereinabove. Note, the desired signal (for which interference is

being removed) will not be part of S even if it is identified as an

interferer. This rule even applies to multipath, meaconing and spoofing,
20 see section on Meaconing and Spoofing.

Step 724:  Once S has been calculated, y is determined as per equation (9), thereby

removing the interference characterized by the interference modeling
parameters.
Step 728:  Perform conventional acquisition and tracking functions. If this step was

25 entered from step 724 use y (for computing Equation 10) and if this step

was entered from 716 use y (for computing Equation 4).

Step 734:  The desired signal is compared to the interference threshold criteria that
was used in 508 or 608. If the classification of the desired signal is still
labeled as an interferer (based on information from the data store 426) or

30 it has changed from being an interferer to a non-interferer control will

pass to step 738, else control of the interference processing channel 432



assume a user has set the threshold criteria to be 15dBW above the nominal, or the two 30 strongest
signals. With reference to the steps of Fig. 5, assume a receiver 400 equipped with the present
invention attempts to acquire and track all the observable signals (e.g., step 504). 13 March 2006 25
The receiver 400 would only be able to successfully acquire and track PRN15 and PRN19. Based on
the threshold criteria (e.g., step 508) PRN19 would be labeled as an interferer ahd MaveduRPe6ntinue to
be tracked (e.g., step 512) and the modeling parame3ers for this interferer would be stored in the data
store 426 every time the trapkings 5oldapseatesiopddiied. NoligalbiHellewiamihg eoreidbeled signals
PRN2, PRN5, PRNSG, PRN%C@BJ[}I&T”)O@ﬁ%_PﬁNB would be re-acquired and tracked by performing the
steps of Fig 7 (at step 516). The rank of the resulting matrix S is 1 at this point. Subsequently, step
508 is again performed. Based oArREa#Tedhye driwnied(txed patenspl S08)PRNg5gRahshwEbo labeled
as an interferer and PRN18JscogtipLes iR et ragiend (alaierbeland e madeing parameters

for this interferer are stored in the data store 426 every time the tracking loops iterate. Now all the

remainidg non-labeled signafsy PFng,iPRN&iﬁxRbi@} WNQ,@H@@R@M@@@@Q@W @P&lﬁqiﬁf&d and
tracked by performing the SigRSALFG: TifkRiER AR B EHINIAAN OISAb S gletermined
in Fig. 7) is 2 at this point for PRNs 2, 5, 6, 9, 13 and rank 1tor PRN15. 15 After the four or more of
the GPS signals have beenBuisausysenlsy iratiedn] nepngisig iHavigatibnademduuiateaqtisiiudes
PRN15 and PRN19 in this W@éamg}{ﬁiﬁdculaﬂons are performed (at step 520). As more

processing channels demodulate their resulting navigation data such additional information is used to
improve the PV$tefolidton, d&pdpie Breoteitiafstkinlin tHessrhanmel suesteiHdnzofeagtieteference to the
steps gfg°i0. 6, assume a regeiyarA0,emiRRet Wilh i invenien Al TRt [erAsakEe and trackal
the observable GPS signals (at step 604) as identified in the description of the steps of Fig. 5
immediately above. The reci9edsa08 chaundlonlyde wisheupdsirsdasday (Adgmey @gd deRebimRN15 and
PRN19. Based on the thresjoll qritgiia (phmieR GRS LAthoTfhesesianalsanigdedaheled as
interferers and 25 they would continue to be tracked (at step 612) and the modeling parameters for
these two interferers wouldtheheldarifstiicaatiismhe 206 @)drpeline thadarieetbygshrs Performed.
Now all the remaining non-inteiferersRRNARRNG: BRN6RRNS PRI fuean Redfagayired and
tracked by invoking Fig 7 (at step 616). After four or more of the GPS signals have successfully been
trackeddand their navigatiofUdatR e A stEENIS s HERTEREE PR OIS HIPPRNY SN this
example), the PVT calculations would be performed

GPS Example 1

Figure 8 is presented to further illustrate the procedure of the present invention for

identifying and mitigating interfering GPS signals. In particular Fig. 8 provides further

20  clarification of Figs. 5 and 6. Fig 8. illustrates seven receiver channels 432 at two points
in time (t; and t) in a GPS receiver 400 equipped with the present invention. For Fig. 8
assume that the “in-view” satellites are identified as PRN2, PRNS5, PRN6, PRN9, PRN13,
PRN15, and PRN19, and, that the corresponding processing within the interference
processing channel 432 for the signal from each of these satellites is correspondingly

25  identified (for convenience) by a block labeled by the satellite whose signal is being
processed. In particular, each of the blocks identified by the satellite labels represents
those tasks performed by a combination of the receiver processing component 428
together with a different one of the receiver channels 424 in combination with its
corresponding data store 426. Assume all the satellite’s PRNs identified above have a

30  nominal power of -160dBW to -158 dBW except for PRN19 which is a +30 dBW above
nominal (i.e., PRN19 is the only interferer in this example). Further assume a user has set

the threshold criteria to be: 15dBW above nominal or the two strongest signals. Note,



(at step 620). As more processing channels demodulate their corresponding navigation data, the
resulting information is used to improve the PVT solution. 26 13 March 2006 Application to GPS
Precise Positioning System The present invention is directly applicable to the GPS Precise Positioning
System (PPS) as well as the Standard Positioning System (SPS) using the CA code discussed 5
above. The GPS signal structure for the LI frequency looks like: Lli (ox) = A[Pi (t) (®Mbir¢h] 26¥$(ox) +
-F2A[Gi (t) (D Di (t)] sin(wt) (15) where: A is the ampHtude Pi(t) is the Precise [P(Y)] code's ilh chip at
time t [used IMPPS} abtibity teresbadvigutivandasatsddedbiiamive tiaift cimthectsars eragsmigdition
[C/A] code's ilhghip.atdime t [used in SPS] 0) is the carrier frequency As can be seen, the C/A code is
3dB stronger than the P(Y) code. If a receiver 400 is sampling the signal at a rate sufficient for CA
code, then the P(Yjiwlilelippend asrtiismeidaBdBllugsatahtie originat e (fertete wignathas one of

ordinary skilludlyg grteHAGSS %Hﬁsolﬂg%g%ﬁr %‘E&EE%%&H CR0 AR NHRRAY Gfdhe strong P(Y)

code noise. If a PPS GPS receiver is being used, the sampling rate will be 10 tlmes’higher than the
sampling rateapkxtip@dorsing chansstielnliosic GRS ¢awei cvscessiuily apriiraeRANETOUBA code and use

the informatign;ig, (e HVIGAHAN MSSSACHRIMER N9 g () CoFar BT PRIADGHIRROYGR CPS

receiver equipped with the present invention acquires the CA code. Once the recCeiver chanhel is

tracking an im@#fe}mg)él@ﬁéﬁtm¢WMi%n§§miﬂ1@¢(¢ﬂpmé§ alsstape - raich&P# skill in the
GPS field undersiands. Rasadseifl the SHabef sempiairistnineRe s siaR iaisnaedsamaie P(Y)

code 25 can now be removed. The interference associated with the P(Y) code can be removed in

exactly the SAREIRayeadhwaisngonafsraklinrRpletandriss prec BRSNS usEatb & dintHee MowoiEt of
Figure gywhesessiergwil ooy beydeseribed FINTER BRdiLisial Hate X (8 dre fiedd ngtference

Mitigation Technique section abdve) is provided to the interference processing channel 432. As
mentioned e&ffieddhibaidistolid FedmesnRed HsigRTS P fd 888 is received by the antenna 401 and

then passed to the Phe-ADH K EHr&%M@@Q.mstrates the effect of the present invention at a
later time, t,. PRN19 is still being tracked using the unmodified incoming GPS IF data

stream (e.g., steps 512 and 612) and its ranging information is still be available (if valid)
15  for the PVT solution. However, once the PRN19’s interference is removed (e.g., steps
516 and 616), a receiver 400 equipped with the present invention is able, in parallel, to
acquire and track the nominal satellites, i.e., PRN2, PRNS5, PRN6, PRN9, PRN13, and
PRNI15. At this point, the PVT solution is calculated normally (e.g., steps 524 and 620).
As can be seen, a receiver 400 equipped with the present invention is able to calculate the
20  PVT solution where receivers 400 not utilizing the present invention are only able to
acquire and track PRN19. Furthermore, it can be seen that for the case where there is a

single interference signal, Fig. 5 is equivalent to Fig. 6.

GPS Example 2

25 In this example assume that the “in-view” satellites are PRN2, PRNS, PRNG6,
PRNO9, PRN13, PRN15, and PRN19. All PRNs have a nominal power of -160dBW to -
158 dBW except for PRN 15 and PRN19 which are +25 and +30 dBW above nominal

respectively (i.e., PRN15 and PRN19 are the interferers in this example). For illustration,
assume a user has set the threshold criteria to be 15dBW above the nominal, or the two
30  strongest signals.
With reference to the steps of Fig. 5, assume a receiver 400 equipped with the

present invention attempts to acquire and track all the observable signals (e.g., step 504).



510 15 20 25 30 27 amplification. Assume the GPS radio-navigation signal y is then down converted,
via down converter 408, to an intermediate frequency (IF) and passed through to the A/D converter
412 for digitally sampling. The number of bits in the A/D converter 412 must be sufficient to capture all
signals of interest, including the interference signals. Accordingly, for an embodiment of the receiver
400 to capture, e.g., 7 to 8 signals differing by +33dB, the number of bits in a linéaMyRhcerter 412
is at least 8 bits. Note that when near-far interferené® effects occur, the power of at least one

interfering si@har@@miﬁﬁamghéy treaablantp mnemf@ifﬁmg%mmlma@ PBNignaild, thus requiring
the A/D conysisie] o4 3, 10 40l ZR-SHER R 186k l{’ggtos@? 3545 BRROQUIG ANH TGk G, iaker

signals. A GPS receiver 400 needs at least 1 bit to acquire and track a GPS signal, as one of ordinary
skill in the armeilfarpcienrdtandoulifeanpaysitgbthragledtiegADEMAE thied| theigndelnged to all processing

channels. SIEBQRQEB%HE?% NG GUrLE W&fﬁ'f& Herenes Mepelng RARMSELSHPMHOsd fi‘}é‘cﬁ’l%e 426

having interference modeling parameters for all the interference processing Channels 432. Note, there

may be ho claeenarinpsrierared. oMl iheyrpaoma Hpendrisitedntiemele FRIEY, R Nipt&ReYence
modeling papReiesR (98 sianPr e Rk ieqp.llgIRd 3R d RIS iRl xSt idhe.dala store 426

are retrieved. Step 916: If any interference modeling parameters are rétrieved in step 908, then
control is pabsed tat 9=, Hl6e cormrenivintgocteeod8nSwptazG: i©heé the mivy. code and the CA code

tracking loops are RO IOGKGH ORIG, BIfk SI9NAkn S INRLIE #ICE 4O PRD FAMRABRAR £21 08 removed

at the same time. The interference modeling parameters are used to create in- phase reference

signals whicht KEveStie Bt Silgwovediotipetssiar s [oari@ypsimdt RS wentithed triadles have the
same Miganipgsag &%%GJMB%E%J %Qrdeling parameters for this interferer are stored in the data

store 426 every time the tracking loops iterate. Now all the remaining non-labeled signals

PRN2, PRNS5, PRN6, PRN9, and PRN13 are again re-acquired and tracked by performing

the steps of Fig 7 (at step 516). The resulting rank of the matrix S (determined in Fig. 7)

is 2 at this point for PRNs 2, 5, 6, 9, 13 and rank 1 for PRN15.

15 After the four or more of the GPS signals have been successfully tracked, and
their navigation demodulated (this includes PRN15 and PRN19 in this example), the PVT
calculations are performed (at step 520). As more processing channels demodulate their
resulting navigation data such additional information is used to improve the PVT
solution, as one of ordinary skill in the art will understand.

20 With reference _to the steps of Fig. 6, assume a receiver 400 equipped with the
invention attempts to acquire and track all the observable GPS signals (at step 604) as
identified in the description of the steps of Fig. 5 immediately above. The receiver 400
would only be able to successfully acquire and track PRN15 and PRN19. Based on the
threshold criteria (at step 608) both of these signals would be labeled as interferers and

25  they would continue to be tracked (at step 612) and the modeling parameters for these
two interferers would be stored in the data store 426 every time tracking loops are
performed. Now all the remaining non-interferers PRN2, PRNS, PRN6, PRN9, PRN13
can be re-acquired and tracked by invoking Fig 7 (at step 616). After four or more of the
GPS signals have successfully been tracked, and their navigation data demodulated, (this

30  includes PRN 15 and PRN 19 in this example), the PVT calculations would be performed
(at step 620). As more processing channels demodulate their corresponding navigation

data, the resulting information is used to improve the PVT solution.



Once the interference signal of each interference PRN is created they are assembled into a matrix, S,
as in equation (2) (of the Wireless Signal Model description in the Terms and Definitions section 13
March 2006 28 hereinabove). Note, the desired signal will not be part of S even if it is identified as an
interferer. This rule even applies to Multipath, meaconing and spoofing, see section on Meaconing
and Spoofing. Step 924: Once S has been calculated, y is determined as per equdtarh)2006reby 5
removing the interference characterized by the interffence modeling parameters. Step 928: Perform
conventional acquisition and tracking functions. If this step was entered from step 924 use y and if this
step was entg) : ' ﬂ!ﬂf' once again compared to the interference
threshold. If ASsifrcatior ] 1 as an interferer or it has changed from being
an interferer to a ndrhérpegseneioentronwilll pesidytopsteenblBgodlseGRE Borrits ResiHfenareystovessing
channel and aselins, CRIRE SHRRIPR ML OIS AR EPSPAGHARRYEA BHER (i applicants
have observed that a potential interfering signal should exceed (or I5 violate) the threshold criteria for
at least wertyaiimeshin a@Powibesbptriguetdositheatibirspeneydedisdiged and therefore labeled an

interferer (or unlabele% her b_ydg ignati Sjat it is.not an interf 25) iS prevents mistakenly
changing its classificati %ﬁeé_t ﬁfw@?s% éﬁf( %Oﬁé“ﬁ%ti@%&zﬁﬁﬁ éé%l% 38: Update' the desired
signal's (this channgfg).current interference modeling parameters to the data store 426 of all the
interference processing channels. Note such updates include: (i) removing a labeling of the desired
signal as an interfer%#ﬁﬁﬁ@@@ﬁhﬂ?emains below the threshold criteria consistently, (ii) labeling the
desired signal as ap,g5inteefpresi ks vjgravves cons stently ahqueithepgyeshold criteria or just
updating the current signals interference modeling parameters. Application to Anti-Jamming in GPS If
GPS rég)eivers are @ jirinirey iswEaedHes enbifahHBAt the present invention 30 provides

interfgrence resistange) ﬁ@@ﬁ&%é}@e%_&%i@i@@ﬂ'@%ﬂ W%ﬁﬂ'ﬂﬁhﬂ%i@ﬂl@%ﬁ’RN is simply
acquired, tracked, and then eliminate it from the composite signal by the present invention.

w is the carrier frequency

As can be seen, the C/A code is 3dB stronger than the P(Y) code. If a receiver
400 is sampling the signal at a rate sufficient for CA code, then the P(Y) will appear as
15  noise 3dB less than the original interference signal. As one of ordinary skill in the art
understands long coherent integration can mitigate the effect of the strong P(Y) code
noise.
If a PPS GPS receiver is being used, the sampling rate will be 10 times higher
than the sampling rate needed for the CA code. Most GPS receivers acquire and track the
20  CA code and use the information in the navigation message to ‘jump’ into the P(Y) code.
As explained above, a GPS receiver equipped with the present invention acquires the CA
code. Once the receiver channel is tracking an interfering signal, the receiver transitions
into the P(Y) code, as one of ordinary skill in the GPS field understands.
Because of the higher sampling rates, the noise/interference from the P(Y) code
25  can now be removed. The interference associated with the P(Y) code can be removed in
exactly the same way as was done for the CA code. This process is illustrated in the
flowchart of Figure 9 whose steps will now be described:
Step 904:  Digital data y (as described in Interference Mitigation Technique section
above) is provided to the interference processing channel 432. As
30 mentioned earlier this data could be IF or RF. In Figure 4, the data is

received by the antenna 401 and then passed to the pre-amp 404 for



29 13 March 2006 Mitigation of Self Interference in GPS Self interference is when a GPS transmitter
and receiver are substantially collocated (e.g., as described in the Terms and Definition section). The
application of the 5 present invention to mitigate self-interference is actually more accurate than in the
standard interference resistant GPS receiver. The reason for this is rather than estimating the
interfering GPS signal's phase, offset and Doppler from the tracking loops, this dhtaMerdugpiied
exactly by the GPS transmitter to a GPS receiver enhiinced according to the present invention. 10
Application to WAAS and LAmglifigatiing Wsmélﬁr@@&mdmwéﬁmwaﬁm@hdiﬁgtlsvstbms require

reliable and highly accurate, pasitian. velagibs a0fime. (N informalinn e as

standalone GPS. To meet these requirements additional GPS transmitters are éued dto |mprove the

accuracy. 15 These additionattpassiditbers gate tecatidtiomalesaredlite soadigpabiicanpling. Witk Area
Augmentation System (WAAR),BLR df%f??ﬁ?ﬁlé’ N IREGROURE: A SRARTED g hPgALa

Augmentation System (LAAS), or on board ships, or even Unmanned Aerial Vehlclesf(UAV) loitering
in the ai? above an area of ipigrelstofAsshnacluAlNg denintrafespmieesilsenls PAceordergiontaata (i.e.,

GPS differential data) or prOaYJ%&BQ&’&%%H%?%&%Q&%%@%quF c-htgrgog %ﬁ an PLs can be

used for Carrier-Phase Differential GPS navigation, resulting in a pofen 1al range precision of about 1
mm (as recited in Elrod, B.BifferéebieteddBadhe pumbepséhtsiitestinetr 2/pyesnvirtaidhalisPositioning

System: Theory and Applicaiong ¥ Bl iifldpdy Re AKINGP TSl Blend IR WBEQ NGRS

transmitters use the GPS spectrum, as is the case for UAVs, PLs, and 25 satellites providing ranging
information, additional consheicavefiatderstaned e Hariad sianghis é%@feﬂamﬁdmg@ﬁt@mgnh GPS

receivgpthat is too near any,gne of tae F &yl Sy SfEfPéné TRIENARS . ?ﬂ'é’%"é&%}%e?‘“" the

reception from the other PLs as well the "other GPS sate ite signals. h|s happens, the GPS
receiver will be unable to trdik ih&tditeses &ﬁ@ﬁﬁ’ér%%ﬁ%twhmélerﬁ%tﬁfélwwadiﬁéqk\meinformation

This is the Near 30 Far effegl. Ngmeraus. 55&"@1‘5‘@?e@&%%ﬁﬁﬁih@éﬁ@%%ls@ﬁ%iw@§E‘%ﬁ§%daﬁﬁ mitigate

the PL interference, including pulsing the PLs. None of these solutions are as effective as the present

invention. 13 March 2006 3trafk p&rficusignthetprasertardiaptiorkid Hiffbeerit ok aserssilding” PL
solution After passing through the ADC 412, the IF signal is fed to all processing

15 channels.

Step 908:  Retrieve the current interference modeling parameters from the data
store 426 having interference modeling parameters for all the
interference processing channels 432 . Note, there may be no current
interferers, or there may be one or multiple interferers. All the

20 interference modeling parameters (for signals that have been labeled as
interferers) that exist in the data store 426 are retrieved.

Step 916:  If any interference modeling parameters are retrieved in step 908, then
control is passed to 920, else control will go to 928.

Step 920:  Once the P(Y) code and the CA code tracking loops are both locked onto

25 the signal. The interference to both components can be removed at the
same time. The interference modeling parameters are used to create in-
phase reference signals which have the form:

s, (@) = [P,(0)]cos(an) +[G, (]sin(@)  (16)
where the variables have the same meanings as described in step 720.

30 Once the interference signal of each interference PRN is created

they are assembled into a matrix, S, as in equation (2) (of the Wireless

Signal Model description in the Terms and Definitions section



described in the Elrod & Dierendonck reference cited above. The Pulsed PL technique with 10% duty
cycle (transmitting 93 out of 1023 chips each cycle of the PL signal) may result in a 10dB
improvement in signal to interference level. This amount of improvement 5 was suggested in Stansell,
T.A., "Recommended Pseudolite Signal Specification,” in Global Positioning System, vol-3, Institute of
Navigation, 1994 also fully incorporated herein by reference. Such a 10dB improveMiaichig(6it
sufficient in radio environments where PL signals a&8>30dB higher than nominal GPS satellite
signals. Moreover, if multipheRinakgrchsdbhiehére idésarsdrnigadardened baaiaitaoh Seresldts for each of

the PLs 10 and also the osciiggggﬁegfa%ﬁ’ljr[gl@&gg t?l’ﬁgr\(l?é)é§éﬂ l'il'ergi§0i iﬁﬁ#ﬁed in Parkinson,

B.W., Spilker, J.J., 1996 referenced above. It is important to note, however, that the present invention
can also be used in conjundtieacaiinsaeh Palseazpseusisitenteslviotsgyingendfaatidmand Mitigation of

Spoofers 15 Thg grasent inygnilogcan be UsRA A4S 3&RAARNING 30 Q@%%%%‘#J%@{ﬁ@&%? in two

parts, identification and mitigation. A receiver 400 equipped with the inventio y lends itself to

identifyifig potential spoofersandimeteanenseSinoplhancturiestebgnbe iresistantcs RSddoeiver 400

according to the present invention will attempt to acquire and track a second or more fingers (i.e.,

substantially identical signa%a{ﬁra{]teg’rres‘zo delayed in time due to, e.g., reflection, and/or deflection) for

all active GPS age$3tng dhafunelsohhistecahiggeistsimiad toatkogefoncrently Heing stspavis the

CDMA cell phone domain to acqyire and tr multipath signals. When two channels of the receiver
'gﬁ%f, (1 V\;? p E%?om 3(16}!

€ rom ste, se ¥ and 1f°this step.was entere use, y. "
have good lock on the same one of the “follo ngl}%ree conditions is occurring: mlflﬁ]path, (i)

spoofing, and/os(iih ¢Hmeapmhingn Vidltipath gaaydephraenciad idistiogiish ad dporaspeehing and
meaconing due to substantial reduction_in the power (i.e., signal strength) of received multipath

signalsl®or example, intradHBAS RS HIABESHILLRE G A8 30 INFHFSHORNE BRe DoMEtation peak.

Additionally, GPS antennasfas ighiciiculaniye Rl asiz @dnsatrtdiRaibhwelid npyss o 3R pefigct twice to
be received. This decreases the power tQ roughly 1/(r6), where r is range from the transmitter to the

receiver. This power differefithsl BAGRRFALIBISA (8P RIER e S i didd s lBREEHLY BV T solution

proceeds as normal. 13 Marahc#da6,31 cYvihusultipate rlinizeieevanin SRGOTRY apslieimmeaconing
signals may be identified. If five or more uniqgue PRNs are being tracked tk@present invention simply

eliminates the spoofing/rea]il%YFaﬂW&%%(frtgﬂcF‘@Q@ﬂf&?&??@*&&ﬁﬂ@rﬁl&% FHFEHd Bther four PRNs
being tracked. If a GPS receivgitéOhd hiamdsip e ieeReft imvieatiamkis caupiethwitbw before its

classification should be changed and therefore labeled an interferer (or
unlabeled thereby designating that it is not an interferer). This prevents
mistakenly changing its classification due to a noise spike or a
navigation bit flip.

20 Step 938:  Update the desired signal’s (this channel’s) current interference
modeling parameters to the data store 426 of all the interference
processing channels. Note such updates include: (i) removing a labeling
of the desired signal as an interferer if this signal remains below the
threshold criteria consistently, (ii) labeling the desired signal as an

25 interferer if this signal was consistently above the threshold criteria or

just updating the current signals interference modeling parameters.

Application to Anti-Jamming in GPS

If GPS receivers are in a jamming interference environment the present invention
30  provides interference resistance that can be used to eliminate a jamming signal. The
jamming PRN is simply acquired, tracked, and then eliminate it from the composite

signal by the present invention.



5 an inertial navigation system (INS), then information provided by the INS may be used to identify the
spoofer in the spoofing/real channel pair and solve the solution with the only four unique PRNs need
to be originally tracked. An implementation of the present invention for identification and mitigation of
spoofing and/or meaconing is identical to that of Fig. 7 except that some channels 424 are 10 devoted
to finding fingers of the tracked and locked signals. The difference is that the fingt (¥asgle 2009 different
Doppler, phase and code offset but have the same PRN. Although the present invention has been
fully described in conjunction with the preferred embodiment with reference to the accompanying
drawings, it ﬁ@ﬂﬁ g%&pgﬁ%‘ﬁ&g}%%ﬁ@?@ %Wges and modifications may be apparent to those
skilled in the ons are to be understood as included within the
scope of the presebelinvgerionsnes defihed b itctuppartitkidiathipgsi 32 APRBMDINIS March 2006 The
GPS Near-Paq RenisiantNERLERELEN T d9uned i e ia canss! N IancR R a0e o
more strong GPS sources while attempting to acquire and track the signal from other UPS sources
that areYelatedgnivsarntivoigeniocitpietharedames daaceidionomeceizstiotheplisabe the signals
from the strang, RGeS AR GBS theps IRaRmiesiienaaaritim. T hepicieation-algorithes acts

on the input data stream and generates a new data stream from which the strong signals are

removed. 33t antsierorHoRSNERaANS ik, thd sePsd Baipter: frennvhechaeboe iewmdiv feteiver m
routine is in &%Bnaﬁatéaﬁftghﬁmpw&t&%@emg%@tmutft@taenﬁgﬁ&@%%smg% hifack fur each
GPS space vehicle. The perp' function is performed for each space vehicle, after the data has
been read, Huetslore fdgirocessed, receiver m calls remove interferers-m, which returns a new copy
of the ipgut data, with the interference signals removed. remove interferers.m calls get_CAs.m, which
generates the array of mterference 5|gnals that will be re moved from the raw input data. get_CAs.rn
L8 2 i P 14 fIB&. calc_caPRN.m creates the C/A
reference codes, Wbtetalﬁtﬁ B@Hg&h‘&%‘&%ﬂ&%g%ﬁ?&xﬁ@e&&@@?&%ﬂ&%dﬁ%éﬁf} h¥ctiigivalue r:tuned

from calc_Cachip.m. Here is agrap ical depiction of what is written above:
position, velocity and time (PVT) 1nformat10n not achievable by standalone GPS. To

meet these requirements additional GPS transmitters are needed to improve the accuracy.
15  These additional transmitters can be additional satellites as specified in the Wide Area
Augmentation System (WAAS) or PLs based on the ground as specified in the Local
Area Augmentation System (LAAS), or on board ships, or even Unmanned Aerial
Vehicles (UAV) loitering in the air above an area of interest. WAAS and LAAS can
transmit either GPS correction data (i.e., GPS differential data) or provide additional
20  ranging information. For such applications, PLs can be used for Carrier-Phase
Differential GPS navigation, resulting in a potential range precision of about 1 mm (as
recited in Elrod, B.D., Van Dierendonck, A.J., “Pseudolites”, Ch 2. pg 51 in Global
Positioning System: Theory and Applications, Volume II, Ed by B. Parkinson, et al,
1996). When these transmitters use the GPS spectrum, as is the case for UAVs, PLs, and
25  satellites providing ranging information, additional constructive interference is added. In
the case of landing systems, a GPS receiver that is too near any one of the PLs will suffer
interference. This effectively “drowns out” the reception from the other PLs as well the
other GPS satellite signals. When this happens, the GPS receiver will be unable to track
the satellites and therefore will be unable to provide PVT information. This is the Near-
30  Far effect. Numerous solutions have been proposed and investigated to mitigate the PL
interference, including pulsing the PLs. None of these solutions are as effective as the

present invention.



Get input data for each spare vehicle call remover_interferes process data for SV and loop
remove_interferers.m Create interference signals by calling get_ CAs Remove interference from raw
input signal Return the input signal Generate a reference signal for each SV that has tracking lock.
Combine these into a matrix and return the the matrix. 13 March 2006 34 function [acqlnfo,
y]=remove_interferers (acqlnfo, CA, caPRN, caSrch, caTrk,... flag, maxSVs, signa Merap) 2006

%*********************************************************3‘(;)’(******************************************************
wexkkeees 0 Modulénipartievlembe eréstatfiereanstiorogrdifienant froamthcripnidegs Rl ©letition Date: 2;
Septerber 2000:hast AEVEIR & HRAAISIZLANIIG ARG FUSATHAR Lnsilen wi

remove the structured interference from the raw GPS signal. Values returned: acqlnfo -"acquisition

information gwitlcti® yutsigrelbwittninteitiagtoveaidiad ¢hiapprspriatdy ofaiesyhtaignal) may
y=remove_intefiars {6 fRRSN meaASHE fiehal f idlae FARXAYSe1. FHIAMBLft EHMEESement
5  was suggested in Stansell, T.A., “Recommended Pseudolite Signal Specification,” in
Global Positioning System, vol-3, Institute of Navigation, 1994 also fully incorporated
herein by reference. Such a 10dB improvement is not sufficient in radio environments
where PL signals are >30dB higher than nominal GPS satellite signals. Moreover, if
multiple PLs are used, then it becomes harder to maintain time slots for each of the PLs
10  and also the oscillators of the PLs have to be very stable. This is discussed in Parkinson,
B.W., Spilker, J.J., 1996 referenced above. It is important to note, however, that the

present invention can also be used in conjunction with such pulsed pseudolite technology.

Identification and Mitigation of Spoofers

15 The present invention can be used to address spoofing and meaconing problems in
two parts, identification and mitigation. A receiver 400 equipped with the invention
naturally lends itself to identifying potential spoofers and meaconers. Simply, an
interference resistant GPS receiver 400 according to the present invention will attempt to
acquire and track a second or more fingers (i.e., substantially identical signals that are

20  delayed in time due to, e.g., reflection, and/or deflection) for all active GPS processing
channels. This technique is similar to those currently being used in the CDMA cell phone
domain to acquire and track multipath signals.

When two channels of the receiver have good lock on the same PRN, one of the
following three conditions is occurring: (i) multipath, (ii) spoofing, and/or (iii)

25  meaconing.

Multipath may be, in general, distinguished from spoofing and meaconing due to
substantial reduction in the power (i.e., signal strength) of received multipath signals. For
example, intrachip multipath is not an issue since it just broadens the correlation peak.
Additionally, GPS antennas are right circularly polarized, so multipath would have to

30 reflect twice to be received. This decreases the power to roughly 1/(r°), where r is range
from the transmitter to the receiver. This power differential allows multipath to be

identified and discarded, and the PVT solution proceeds as normal.



3 acqglnfo -- acquisition information structure % CA - structure containing CA code :hipping rate , CA
period and CA period length caPRN - CA codes caSrch CA acquisition search structure caTrk - ca
track structure (see initCAtracks) flag -~ flag structure maxSVs - maximum number of PRNS signal -
signal operating parameters structure sv -- PP of interest y - raw received GPS satellite signal.
Algorithim(s): See 7018 Final Report Notes, Assumptions, & Restrictions: Subortindiadud8lfes :

get_CAs Miscellaneous Comments: % Copyright (c)31000 Data Fusion Corp, All Rights Reserved
Qprrrrmkkkereo-vth-nritipathrekiminated-arrypspoofing and/or medesning sienals-mid app rdpridiedemove the

e e O e PR i SR Rl 570 R (i AR R

signal.f1,caSrch.l, caSrch.CorrLen, flag, . S|g al.IFreg,maxSV, (1/signal.sFre if (isempty(S))
acqinfo.NFR&0 Spe@els’m\ascstﬂs’rﬁhw@”@ﬁ galpuBiay 8 BV [Ssafitiendbasedhdn flbg dbbiuigre2) y1=Y

envo= abs(ifffifi}@oelﬁg'Ha(f,ﬁé}ﬁo)i?}a Vi %e%éMHHQﬁzv&g%éf&éxén}))mtlﬂfﬂ{&{pls ellufival {daold

offplot (envO0); hold,- plot title ('FFT Acct (blue=Acq, red=
5  aninertial navigation system (INS), then information pr0v1ded by the INS may be used to

identify the spoofer in the spoofing/real channel pair and solve the solution with the only
four unique PRNs need to be originally tracked.
An implementation of the present invention for identification and mitigation of
spoofing and/or meaconing is identical to that of Fig. 7 except that some channels 424 are
10  devoted to finding fingers of the tracked and locked signals. The difference is that the
finger(s) are at a different Doppler, phase and code offset but have the same PRN.
Although the present invention has been fully described in conjunction with the
preferred embodiment with reference to the accompanying drawings, it is to be
understood that various changes and modifications may be apparent to those skilled in the
15  art. Such changes and modifications are to be understood as included within the scope of

the present invention as defined by the appended claims.



keyboard; V end ; 35 fu ct=sn -geG Cu .s (CA, CaPRN1caTrk, -Free, ¢ 3K:r*:s+rx-r:tt*~-k ,+y-r+r :z 4
k grits+k xt:rr+*41, % Module 17are Pr nrne:: n w K unr=r eda os march i9s9 Dior : 33 A ~gt2001 13
March 2006 P reG, tr+a ,V;;, t.S p) Mod'.1lle Abstract; This MATLAB f --tion will get the s interfirencei
nlatr Val n-z Returned: S - (Interference signal} s Call S fax: S iget CA’is (C.A, ¢ ?RN, 5 Argue XSD
correlation (in phase} eFfe , :orrLe-r, 1aq, iFreq, ~iti, tStep) CA - CA cod coast sttddulaescli. XKlpRats,
period, pericdL caPPifmay 5Vs, 10 2 3) -- ca "goof®' codes camr};. - cc t: z . t r:uc ore i;see i | _tcAtr
c}- . clca carrier frequency cornea - carrell |£§;i.,ﬁ5ﬁﬁ&- flag 8rruct_ure iS,rez - intermediate
frequency (could be base-band) max0 s - ma."d.;r..~m nursbcr. of spac vabi.cles sv -- current PM a
Algorithim (s; . "Understar_d CPS Prin:c es and Applicaticrx5" by Elli_.otta k'a ™ eu ~'?:'te h House
Publichors, 1996. IS2N 0-9-11006- Notes, Assumpti.ens CA, code only.

The GPS Near-Far Resistant (NFR) receiver is designed to be able to cancel interference
from one or more strong GPS sources while attempting to acquire and track the signal
from other GPS sources that are relatively weak.

In order to implement such a cancellation, one has to replicate the signals from the strong
sources and then use them in a projection algorithm. The projection algorithms acts on
the input data stream and generates a new data stream from which the strong signals are
removed.



trio ;irrro3 " bum routine is for ec 1':_rir:g the w' Mi*rel.la:n ooc Commme nts ? Copyright (c)
1999-200C sacra Fusion Co: p, All | Ighrc Reserved --create the s matrix re for my use if we babe
good lock ce (cori'l , 1) r ? - a 3 phase InterferencealL e q-iTLSLep*i.'l. + (LaT k (td jp:Ler) /e
iiegi C A .. chipR.ate; G-ca.T_'k(1) -C,. L 7 cep - 2*pi* (l ies +eat."r'k{ } .doppl T ~tSC pllimcalyk while
(index < corrLen) -locp over the correlation length -upda't e the indexer index = ildé¥arch-2006 ----get
the _hip info :aChi? = doable;"ale_:Ac ip(CA.peri.odBén,ca PVrG,il: erferer.ce signal (index, 1) ' si.n

(ph . a REGARIR 6w & PRGN ' i G = . . end; %-- end of while ----------- append the

data SIS ai]: 13 Mareh '2%'0%"2‘51}5%; @o-@e?lr?ﬁ (%P;%ﬁﬁvgﬂd; %---end of for 13 March 2006 37

~ctiou Ipgcciaer (¢, CA, ca N,ca ,tc ctgl r, fid, flag, .... riavMsti9,P' ' Reg, sign 1,rim} Pro : rammer :
( finei¥in’a conﬁgnt loop where 5%1 rgead%b ock}of imput data,

Kent Krgmvi-eda 5%%&"%&’5} I
et M hen process that Ioc%’ for each GPS space vehicle. The NFR “perp” function is
performed for each space vehicle, after the data has been read, but before it is processed.

receiver.m calls remove_interferers.m, which returns a new copy of the input data, with
the interference signals removed.

remove_interferers.m calls get CAs.m, which generates the array of interference signals
that will be removed from the raw input data.

get_CAs.m calls calc “CAchip.m, which retums the current C/A chip index.

calc_caPRN.m creates the C/A reference codes, which are placed into the ‘caPRN?
matrix and are subsequently indexed by the value returned from calc_Cachip.m.

Here is a graphical depiction of what is written above:

receiver.m
Getinput data
f;r each space vehicle
tall remove_interferers s
process data for SV
end loop
remove_Interferers.m
Create interference signals
by calling get_CAs
Remove interference from
rawinput signal
Return the input signal
miets fnterd - get_CAs.n
Generate a raference signal
for each SV that has
tracking lock.
Comhine these into a matrix

and retumn the the matris.




Creation 25 January 15:79 Last 05 2001 ~.-:?s.I T,il= _racY : T:ais tt:tTL~AT3 rlr,ci, nti 11 1 w.i 't'C.r',
the PPC rnc-nir architecture va- . Returned.: 4 Cell Svr-tax: []~rcc2a'ver(c,CA,caPRN
ea-5rch.,dorpler;t'..vf~E id,flai_g, 3' axSVz,NAL~,na'~M 9,P , teq; Slgnal,aim) Argument s: RYA - tea
code cons. structure (.chipRate, period, pexiod er~3r. cz" ~ 1" (Fn_ .SL">i, 1023) - ca "gold" codee Rd
S C:A ?cqu st..cn se'rch "..'_::cture dorpler -- doppler settings fie_ file id structurle Marcha§efricture
max.Sve _ maximum number o Space Ve'?iclee (SV&) V - rave da.-a con.st structure (.bitRate,
prinLenjuneidvits SacakhfonalAgatione MetseiyerOR (Atatetio CoasPiiuecainel ERfFRate; peric-i) Reg _ -
struc-urgy oIERARTR DS L. X2 and XRE. cods £nachs signal anarating parant .hero ;;LrueLuoe
to si;nulawdam erimmaeterssisueiute srehgdis| .i.mo%s} : "Tindsrstera3 (320 P.rircc.i.plPs> 9nei
KaplanArnech House Publishers, 1996.. ISSN 0-8pr3C6-783--7. Not'C, t~"-." sumpz; one, i& ,
5I".rlctirﬁwg.”gﬂﬁ_a(mf?ﬁotﬁﬁ?’?,MVlFﬂ?stalleneous Cr'(c)rrs ents : s pyri fit. ic} 19~: ~ACC;3. 1 _t. 3,si.nn
C 11 R7s0tise2e sl vaab K k1l sdpcelés, 2086, ; I*i , 4. w+ h+E nh*'-k cR Yc'h;i- St:?**t 2% * * *
**'ka it AmasKRe fiento stdr@avreth@df ¥p data from tracking fSL.... ' 7048; }} -n 1 t-F an3' ealsL

-9 I/ p (étﬁocﬂ?l% Hgs%):fp:‘yéfgnﬁ%]'function will remove the structured

interference from the raw GPS signal.

Values returned:
acqInfo -- acquisition information structure
y - signal with interference removed (if appropriate)

Call syntax: y=remove_interferers(Ca,caPRN,caSrch, caTrk, flag, maxsvs,
signal,y)

Arguments:

acgInfo -- acquisition information structure
CA - structure containing CA code chipping rate, CA pericd and CA period length
caPRN - CA codes
caSrch - CA acquisition search structure

caTrk - ca track structure (see initCAtracks)
flag - flag structure

maxSvVs - maximum number of PRNs

signal - signal cperating parameters structure
sv -- PRN of interest

v - raw received GPS satellite signal

Algorithim(s): See 7018 Final Report
Notesg, Assumptions, & Restrictions:
Subordinate Modules: get_CAs

Miscellaneous Comments:
Copyright (e} 2000 Data Fusicn Corp, All Rights Reserved

Tk ko ke ok kg ok kek ok ok Khkkkkkhkhkkhkkkhhhkdkkkhdbkhdkhdhkbdhdhrhhkdhh kb hhkrrdrhhrrkrkhrdis

§-~-if appropriate remove the interference
if (acqgInfo.NFR)

fmmmm - get the interference matrix

S=get_CAs (CA, caPRN, caTrk,signal.fl,caSrch.corzrlen, flag, ...
signal.iFreq,maxSVs, (1/signal.sFreq));

if (isempty(S)})
acgInfo.NFR=0;

else

¥ yo=y;

SinvsS=S*inv(S'*8);
y=y -8invsS*(§5'*y);
if. (flag.debug==2)

G O O O JO P P O G0 9P P 0 OP O G0 dP P O O 0P o dP J° B JP dO OP d &P

if{sv == 1)
yl=vy;
envO=abs (1fft (£t (8) .*conj (EEt (y0)})
envli=abs (1££ft (Eft (8) . *conj (E£L (y1)))
figure{l); clf;
eval ({'hold off']); plot(env0); hold; plot{envl,'r’);
title ('FFT Acqg (blue=Acg, red=Perp out)');
keyboard;

)z
)os

o o8 P OP o of oOf of of df of



Cntinterora i _ 01; -i {--t ready ta=ai-e and track acgint ,:.".]irk,":~.[~51:::Swi ch, tr;,.",nie, trkP:ot 1fo _.;
r11'C1l' cq'T'_rk(ea ch ccrr~Is~ilrma. TVs) _teete the _ ant 1cop ,while Cl g . even"_ Cat-ent 38 {mod
cnt, rntlaterval) == G 1 =t. it f ('t'17t=~;da, cnt) ) irrcu,cnt,pau~gTnt rral o) r _(a _[teErcl r<< :alan
E~Cf.n.ctilt diS auz .i.titi j gait!., "unJ ditse | ChReP _c c) di--p( pause end, 5: cViewJ etSvS
11ViC:d ifi .tr_:h ~~r CI?-\."2"~"h', }11. 7'in ) flaa.e-ren break; cad; - -g : the r1L3 Mtawsbt2008_.ta
<~y=rea.” gn-i {c~~rch.cr. T. rn/fid.ciyn , if Eisfir-ite §9) 0) last ca ~:k = eaT:Ic; loop ever all the PRNS
fax' sv=FumaSe %MHO&B&E@W@HVW& (&m}&quﬁa(gh:lN@qm&ﬁW& CED)

----"-‘-"-‘!%‘ré 16 fﬁ t’ﬁig &Pffé‘d’?é’i’f(ﬁ*éﬁéé*ﬁé?ﬁ HE [T 167 &Y)2HeS berei fc HerpYs
(dCL"TI Cap a, tazt _caTrk, f..a" ma SVS, signal., S- V., --------------- SWltch bated on PRN
ewri ch Ebﬁégv)mmra----xea%-&rm%[ cg;=nfa (sv e;=entg.,r_tch (s.-) | =caAc. uirc ac:;'nic (cv)
CA,cnPﬁkccaSrch depplC:_flag ma.xg',:lg al, ...

reation
Last Revigiom: 03 August 2001

Module Abstract: This MATLAR function will get the s (signal intexrference),
matrix.

Values Returned:
5 - (interference signal) used in the MSD correlation (in phase)

Call Syntax: SI=get_CAsKCA,caPRN,caTrk,cFreq,corrben,flag,1Freq,maxSVs,tStep)

Arguments:
CA - CA code const structure (.chipRate, .period, .pericdLen)
caPRN (maxSVs,1023) - ca "gold" codes
caTrk ~ ca track structure (see initCAtracks)
cFreq - carrier frequency
corrlen - correlation length
flag - flag structure
iFreg - intermediate frequency (could be baseband)
maxSvVs -- maximum number of space wvehicles
sv -- current PRN
tStep - time step

Algorithim(s) : VYUnderstand GPS Principles and Applications" by Elliott
D. Kaplan, Artech House Publishers, 19%6. ISBN 0-89006-7353-7.

Notes, Assumptions, & Restrictions: This routine is for aquiring the
CA code only.

Subordinate Modules: <calc_CAchip, msg

Miscellanecus Comments:

Copyright (c) 1899-2000 Data Fusion Corp, All Rights Reserved
%******i‘*****************ﬁ********t**********!*********t******************
§-~--initialize a few things
SI={];

O o OF OF of OO dP P d° GP P OP P P P O 0P OGP dP 9P P OF OF O° AP &P &P dP OP 9 P 9P o

%---create the s matrix
for i=1:maxSVs
B~ only use if we have good lock
if ({caTrk(i).init=={-1)) & (caTrk(i).plite==1))
sIl=zeros (corrLen,l); %---in phase interference

index=0;

phi=caTrk (i) .phi;

G=caTrk(i) .q;

phiStep = 2*pi* (iFreq +caTrk(i) .doppler) *tStep;

gStep = tStep* (1l +(caTrk(i).doppler)/cFreq)*CA.chipRate;

Fommmmmmmnem loop over the correlation length
while (index < corrlLen)

e update the indexer
index = index + 1;

§o-———mmmmmmmmmm- get the chip info
caChip = double{calc_CAchip (CA.periodLen,caPRN,G,1)};

fummmam - ———— calc the interference signal
sI(index,1) = sin(phi + pi*caChip);

R T L P move to next sample



cv, Track thl ! vzsiL1 Sal.cllic [accInfa {_rv, ca'irk (e") , tie tswiteh (w :) ,tr Info sv _ ~t_ac}: {ac ~ ~

cePRP,caTrk(e cage ..ac'cui.Ze evantSwi tch.=4 ; -----------mmmmmmmmmmeee O rfr.. m a g~tier~ wcinty~
t'herwi 3 C rnzg(fla 1, id e~ent IC an iwl,tch. f ac. eve nt end; %---end of event '---end. of 7.P_-'rie it
end, - enc(of cv f ;i ------ eve tracking '/C output be rev data! navPlotDat'a NaN * zero Lj (I ‘alaxslls

oVie2lavPint=0; 39 fcrhl"-': T.1 7XI 1S if (¢ Trk(1:1).iri.t < 'wl !(ig"nt'(. ;.") _~13)Miarghit006
'4.erost7., icr 'ufS_ hbE 2e?:0z ot:?i=.f;S ~_uCll~ L)'36t C'_i1t!) ~;{ ,bii Cntk ?? wvT I::bb) . 270.TC
(~1d)f , Trk(x),7 o, tlendy ; if tictCit (bb) iuBIfSize} (fl ", 3. x'iiitt S Oil: writing | IQ data.', bb)), iz |
,bb q{7., v~}, igcut (i7b) , h~D, flag, fid. end nav?ictD ta(bb) c:Trk(bb) .CNc.it(end) dcT' eRiw1l..:Y
FLot. ... ."F phi = phi + phiStep;
G = G + gStep;
end; %---end of while

YO UpR . append the data
SI = [SI sIl;

end; %---end of caTrk if
end; %---end of for



end; FAT c qu s i tiun results -using figure 2 sag. .lot) ctFFL ¢ (ucgs.nfc,c S'c Ap _iu, fend; -Plot !tl
g ot )end;, W Plot w.1 e tracj,-,'n (' T" .= ", X'li~ - F .i.otTrk ~caz2rk,. fla, ">~iJCS 6,
t3_'}:r.nfe, t:LK? c;t Ircfo} ; navigation re uif5 .c .Y3 r, ad '2110tOal2, [nay, SV C' ::.ve. traacki'ag 1/1-1
cu.:tpllt, if eniy for rn q(f :g, spxint {'Sti %u: :";ruing final f/Q data,, )b)), Cjg{1, bt , iaCnt bb) , bb, fiaa,
fid.o t) 13 March 2006 d.i. ..>:d of pa-..gram' 40 Module Na(ne: calc ca?P.L grantéVixraht 00y ec#a s
cdLen,flag, fnLodesmaaSVs) Creation Date: 25 Janddry 1999 Las_ Revision: 11 September 2000
Module Fisstrart: DiviseTateakefidietiofiililasalieylderierfd PRaY cedes. This routine was modified

from G12.n 370 Cabhs Tiih NASUSE: S0 Zumed: ca. R.1 (ax5lis, caRetiadien)the C/A codes fo
it SVs gpaicgd\piescaPiRRMeisrarmatrix of tync un igne.d integer 8. .1 Syxnax:caP RNt
Calc_cal“l%ll\_l caPeriwd f{agi_‘gacadc%s,&; &5 Gfrguments : ca.Pen. iodLe..n -- ca code raeriod chip

mmer: ~Keén mvie

lent; :h flag - Tlag Structure

% Creation Date: 25 January 1939
Last Revigion: 05 September 2001

Module Abstract: This MATLAB function will simulate the DFC receiver
architecture.

Values Returned:

Call Syntax: {l=receiver(c,CA,caPRN,caSrch,doppler,event,fid,flag,
maxSVs, NAV, navMsg, PY, Reg, signal, sim)

Arguments:

c - speed of light from ICD-200

CA - CA code const structure (.chipRate, .pericd, .periodLen)
CaPRN (maxsSVs, 1023) - ca "gold" codes

caSrch - CA Acquisition search structure

doppler -- doppler settings

fid - file id structure

flag - flag structure

maxsSvs - maximum number of Space Vehicles (8Vs)

NAV - nave data const structure ({.bitRate, .periodLen)

navMsg - the navigation message

PY - P(Y) code const structure (.chipRate, .peried)

Reg -- structure containing X1A, X1B, X2A, and X2B code epochs
signal -- signal operating parameters structure

sim -- simulation parameter structure

Algorithim(s): "Understand GPS Principles and Applications" by Elliott
D. Kaplan, Artech House Publishers, 1996. ISBN 0-89006-793-7.

Notes, Assumptions, & Restrictions:
Subordinate Modules: read signal,write_ lockInfo

Mig¢ellaneous Comments:
Copyright {¢) 1999-2001 Data Fusion Corp, All Righte Reserved
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cnt = 0;
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$---Used to store/write the I/Q data from tracking
igBufSize = 2048;
ii 1,HIE.XSV3} - [1;
gg{1,maxsvs} = [1;

igCnt = =zZeros(l,maxSVs);

%---Delete any existing I/Q data
IQwipe (maxSVs, flag, £fid.out);

%CHAD

thePause = 15;
pauseInterval = 75;
cotInterval = 1;

%---get ready to acquire and track
lacgInfo, caTrk, eventSwitch, trkInfo, trkPlotInfol =initAcgNTrk(casrch.corrlen, maxsvs) ;

§---greate the event loop
while flag.event

cnt=cnt+l;



_ Codes file :rare for the C/A PRT codes, P code ua~igation messages maxSVs - maximum nurrbe_
of M12 (271 13 March 2006 .Igor.,'th.im(s) "Understand CPS Principles and Applications™ r. Elliott Li.
Kaplan, A tech house :xt;ai h .xs, 1,996, ISBN 0-692_06_1193 7, Tio es, Asour~ptio...s, & Re triet;ic
;Subordinate modules: msg |~ iscel.laneous Comments Copyright (c) 1999-2000 Data _Fusion Co
pout ion, all, rights reser e i tYKY.' KY~IX.K**'x:{~t"*4* #: fR R 14: ri~."K* 4ok 3-Naich ROOG 3%
1Y 44* --display status massage if desired (sg(tlag, ¥ calculating the CA code PRf sUgieacee') Code
chase sglggtion of g2 shift registers etorcd it look 2 6;3 7;4 8;5 9;1 9,2 10;1 8; 2 9;3 1-0;2 3;3 4,56 1 4,
2, 5;3 E#7{bo816m8;1 Srelrd;Erys6)8:¢ 38 1 &21¥Y, 3 8;49; 510;4 10;1 7;2 8;4 10]; CaPR.S3~a .:3t3
(zeros (rg@??%‘,s%f;:fz‘éf&tﬁ?baﬁéﬂ&dLen) ; G2i=zeros (1,caPeriadLen) ; for -1:1:t xS _ R_gister
Init_ali a ion . ones(1,10); ones(1,10); Lem) cep over the washer of chips in a C/A code nerid d for

i=1ti nt, pausel i 2 (i) = - i i i . -
J_—l-t'aPé%éQﬁ%%iémm-_p barguft a2t hit B2 (2. 00A): Kiaxqr2(5(i.1) 92(s(1,2); ca.PF
(i., ) =xor(Ghyfo A& Bajiser-:------ u-.,datc feedback taps. ginew xor(91 3),gl(10))] zne:r = xor (xor (%or
. 5 1 ] H H B 1
i(xor (xor (Ozé%g&gﬁﬁﬁgﬁlﬂ and update (MSL) most significant b--'t
end;
[SVsInView] = getSVsInvView(fid.truth,flag,maxSVs,sim.prns);
R get the next set of data
yy=read_signal (caSrch.corrLen, fid.signal, £lag) ;
if (isfinite(yy) == 0)
flag.event = 0;
break;
end;
last_caTrk = caTrk;
G- loop over all the PRNs
for sv=1:maxSVs
Fommmm - are the SVs in view
if (sim.skySrch | SVsInView(sv))
E e e DT remove the structured interference from the signal
[acqgInfo(sv) ,y]=remove_interferers (acqgInfo(sv), CA,caPRN, caSrch, ...
last_caTrk, flag, maxsSVs, signal,sv,yy);
fomm e switch based on PRN
switch eventSwitch (sv)
case 1
fmmmm——m e memeccse— e acquire CA code
[acgInfo (sv) ;eventSwitch(sv)l=cadcquire (acqgInfo(sv),...
CA, caPRN, caSrch, doppler, flag, max8Vs,signal, ..
sv,SVsInView,y) ;
case 2
R e Track the visible Satellite signals
{achnfo(sv),caTrk(sv),eventSwitch(sv),trkInfo(sv)]=traCk(vaInfO(
SV), e
CA,caPRN, caTrk(sv) , flag,signal, sv, trkInfo(sv),doppler.binsize,
maxSvs,y):
case 3
R e L acquire P code
eventSwitch=4;
case 4
e track P code
eventSwitch=5;
cage 5
ettt R T L perform navigation soclution
otherwise
msg(flag,2, 'invalid event loop switch. Exiting...'):
flag.event=0;
end; §---end of event switch
end; §---end of in-view if
end; %---end of sv for loop
fomm - Save tracking I/Q output (should be nav data)

navPlotData = NaN * zeros(l,maxSVs);
doTheNavPlot = 0;



2new g2 (1:5) 3; 41 end %----verify that the codes are correct for all selected satellites if (flag.debug)
msg(flag,3,"'Verifing the CA code PRN sequences'); 13 March 2006 ------- First 10 chips of C/A Code for
comparison to generated data first =[1440; 1620; 1710; 1744; 1133; 1455; 1131; 1454; 1626; 1504;
1642;1750;1764;1772;1775;1776;1156;1467;1633;1715;.. 1746;1763;1063;1706;1743;1761;1770;
1774;1127;1453;.. 1625;1712;1745;1713;1134;1456;17131;%qgivenin octal --loop Waie2eximum
number for i =1:maxSVs SVs f10=dec2bin(base2de&@num2str(first(1)),8)); for j=1:1D 1
caCode=doubketcab RN(ijxstatrcmp(flO(j),num2str(caCode)) 0) convert to binary msg(flag,2,'C/A
PRN code failed fév(?\?ﬁ}@ (’éﬂ%&%ﬂ en@ of-verify if end; %---end of j for end; %---end of i for end;

%---end of debug if -sa %Ei“eo ,PEQ}} atrix; gval{sgve ' fnCodes ' caPRNI)); 42 function
caChip=talc Chcrip {caﬁetbhb ed, £ab2(d, GaM/EBi ks KK-K, kiF-xxx [ ok [FFRRKR*pC* *H *~NOe -ir-i*

L (G e Gl ¢ ?s?l a}g% Nak; equ:a{Igb? c§|p rogramner : dent Vlumvieda Creatien Date: 11 March

1999 Last T vis on: Q 0Q@nt (bb)) = caTrk(bb).CNo. It (end);

qq{l bb} (igCnt (bb)) = caTrk(bb) .CNo.Qt (end);

if (igCnt{bb) >= igBufSize)
msg(flag, 3, sprintf('sv %$u: Writing I/Q data’, bb));
IQwrite(ii{1,bb}, gg{1,bb}, igCnt(bb), bb, flag, fid.out);
igCnt (bb) = 0;

end;

navPlotData (bb) = caTrk(bb).CNo.It (end);

doTheNavPlot = 1;

end;
end;

Fommom—e plot FFT acquisition results using figure 2
if (flag.plok)
plotFFIAcg (acgInfo, caSrch,CA.peried, flag,2);
acqFFTPlotData(flag) ; $---Clear data
end;

Fommmm—— Plot vernier acquisition results using figures 7 & 8
if (flag.plot)
plotVernierRcq(flag,SVsInView, [7 B8],acqgInfo);
end;

L bt plot the tracking results
trkPlotInfo = plotTrki{caTrk,flag, maxSVs, trkInfo, trkPlotInfo);

fommrmam plot the navigation results
if {(doTheNavPlot)
plotNav{navPlotData, max8Vs, 9, 800)
end;

end; %---end of event loop

%---Save remaining tracking I/Q output, if any
for bb=1:maxSVs
if (igCnt(bb) > 0)
meg{flag, 3, sprintf£{'sv %u: Writing final I/Q data', bb)):
dIQwrlte(ll{l ,bb}, agq{1,bb}, igCnt(bb), bb, flag, £id., out) ;
end;
end;

disp('end of program');
keyboaxd



yule Abstract: This 1,.ATLA fu_nctic.n will r_alc lad the current CA code chip. Values Returned: caChi
-- Current CA code chin Call Syntax: caC~n _: oalc C chip (caPericdTae-r, CaP , G, SVz ) 13 March
2006 ments: A caPeriodLen en code period chip length i.211~,1"T {i;l~,.;{~~"V ,carcriC7c:Len) L:h-;:
C/A codes for naxSV3 Space vc'hleics G -- current number of chips for the CA code -which has
elapsed. SVi - current CV nunher ,%" orithim(s, : "Understand GPS Principles ahd Mpysica@iomcll by
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1:1023 ﬁ)ér'eg%}mcg.gg; - .'V;S'n‘gg&ggg_l;rllgggeps) ca ariod.Len) -get the CA code chip caT ip = caPRN

(SV:i, caPtest) d3-13 ddarchi2886-eunbet.reobdc.. CA, ca '3<ti, caSrch,dc-_~plier, fid,. flag, may.
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neoessa i cherkUla 5822 Spditiagied) \lakires Reldvdiedsor maxsvs space vehicles.
Note:caPRN is a matrix of type unsigned integer 8.

Call Syntax: caPRN=calc_paPRN(caPerichen,flag,fﬁcodes,maxSVs)

Arguments:
caPeriodlLen - ca code period chip length
flag - flag structure
fnCodes -~ file name for the C/A.PRN codes, P code Registers and the
navigation messages '
maxSVs - maximum number of SVi's (37)

Algorithim(s}): "Understand ¢GPS Principles and Applications" by Elliott
D. Kaplan, Artech House Publishers, 1996. ISBN 0~B9006-793-7.

Notes, Assumptions, & Restrictions:
Subordinate Modules: msg

Miscellaneocus Comments:

Copyright (e) 1999-2000 Data Fusion Corporation, all.rights reserved
%**!-ﬂt!**!*****!**'l***'A‘****1‘**'x*#***********ﬂ**********i‘**********i*******
%---display status message if desired
msg (flag,3, 'Calculating the CA code PRN sequences'});

o o O O 9P d° df P of P dP O OP P dP A° A0 P P o

%---Code phase selection of G2 shift registers stored in look-up table 's'
8 =[2 6;3 7;4 8;5 9;1 9;2 10;1 B8; 2 92;3 10;2 3;3 4;5 6;6 7;7 8;8 9;9 10;...
14;2 5;3 6;4 7;5 8;6 9;1 3;4 6;5 7;6 B;7 9;8 10;1 6;2 7;3 8;4 9;...
5 10;4 10;1 7;2 8;4 10];
caPRN=uints’ (zeros (maxSVs, caPeriodLen)) ;
Gl=zeros(1,caPeriodLen);
G2i=zeros (1,caPeriodLen) ;

for i=1:max8Vs
L R —— Register Initializations.
gl = ones(1,10);
g2 = ones(1,10);

fommme loop over the number of chips in a C/A code pericd
for j=1:caPeriodLen
R Lt e T obtain output at 12th bit.

Gl(j) = gi(10);
Gzi(j)=xoxr(g2(s(i,1)),g2(s(i,2)});
caPRN(i,3) =xor{G1{j),c2i(j));

R e update feedback taps.
glnew = xor(gl{3),gl(10));
g2new = xor (xor {(xor (xor (xor (g2 (2) ,g2(3}),g2(6)),g92(8)),g2(9)),g2(10));

e el apply right shift and update {MSB) most significant bit
gl=[glnew gi(1:9)];
g2=[g2new g2(1:9}];
end;
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structure (.ch'pRate, period) Peg _ struct urn e; n(airg '1. ' XIS, R A, and X2'S cddeMuebiR$08ignal --
ig al oper.atirq parameters str._ctuoe sa,m -- cimii .atihn parameter structure Call Syntax: C.Ci,caPPN
casra2,dopp = f?d, 33C;llaxfVv6,L~:iTV~,TlavMsg, Reg, signal, sim] =init_receiver e x gttrn lll : noe 5
i?lgcm’xtl~ ﬁn) "Und a:Stara GPS Principles and Applications” by Elz"ctt Artech Fd,"..t]se Puhlishers,
199c ISftB-EQEIQS:@G:l?@StﬁekcmﬂﬁéIVhrrS cssmE@tlims,am%&iae:aem&Slmcmhnate Modules. .
odes, |n|ttra’rfsrﬁfjﬁ@%l 3':1 a3t BNl TWi o ENErF.ucer, recn £7_ coup * Miscella~l-eo~?s
{=CClutten s P Copyrigh (c 1999- 20%10 Pala Fusion Corp AR nghts Rsered.

kkkk 4*’*&*"’*11**‘3‘4-“5@3(9*5?%?5*@5”‘3*2\ eﬁﬂe\f‘? OWParFthtlh* generappd | dase Foo*'~'~"t'd|' --get the

st =

user definable paramgtér%oleédfeép 71?@;9,,214 C}p@ji{gﬁﬁf{ fi@lg@iﬁl’lgﬁﬁti”ﬁ@?é  Duel |, Pfa,

P-jcy-Scarch, svTst, V'44;Stas] —aosrecaive SO1BI3E7 i imiize: the4? PLiz7cotes [data and registers
CA.c2 PM~I,moxSVE M7 4345 PY7 ¥, AL34hitdcHed #3! F aq, h&EHER) IRif4k2é the world e
rth,II?C~" °_-Xmu-maeg \éﬁé,:; ’&iuzha;aimmarﬁiimg&euﬂohv,sthe Lime elapsed from hegianing ct: GPI tGr:z Li

rte -get CPStltﬁ@rg te the | signal . .
10~dec2bin base2dec (Mum2str (£irst(i)),8)); % convert to binary
for j=1:10
caCode=double (caPRN (i, j));
if (strcmp{f10(j),num2str(caCode)) == 0)

msg(£lag,2, 'C/A PRN code failed to verify');
end; %---end of- verify if
end; %---end of j for
end; %---end of i for
end; %~--end of debug if

%---save the CA PRN matrix
eval({{'save ' fnCodes ' caPRN']);
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41t~.~_,rcaxSV ,MA nav -_g,num Xmit,.. PY, re eive.r, P-9, e way: tT, tCur. :mit_air,x nit_ ground,
X_-m? t_spacet ; up the CA code search structure e~wrc =s~truct(A',A,... _---tong search parameter
ccrren ", ruund (signal . sFoegAE ~,. ;,ericd*iTime corr length $ L rrFFTti~"! ., . -* xt rower of 2 >r
torthen 44 13 March 2006 v---initialization flag %---integreticn time imsec) ~r Y>+3\MircBid0o¢veT 1 . .
.. %-- Max dwell per aturch in “P.faB, Ffa, . <. g---"#hgle trail Pfa' zvTz71, sv'fst: .. --u:usedi F1.",
D; ; eurrefutdinhen-NeSitipighd st Beds. R (corretationn esa 258, tydt we ca.: zero-pad in w ear co -:der
or:m a faStyadixc S EET Tﬁgﬁ%ﬁ%ﬁggﬁé*s*l‘f)Wé?*\fé‘.’f’é’éTé’ﬁ’fWe*hﬁ’d' Hetempréed goer: **fo use
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we ay nettittiraxignse, séfeffrerRarxFFTLen _rc=.nd (2 {ccr:i,l t' e' (c<iSrc c.,;rLe,.) -M t Up

simulatior; spegificstrdetire il Til'msrructk'erns , s~ sea2t~_ . J- .S, k _---warrl start 'skySWch',
skysea-ch.¢ast.. Reviskyn seaahvidly '@stedt’, signal.tStart... s---start of receiver s

(S-tip',CaG Y GOX AL SION A B Brerr i HMEFIEP WL 151901 5,102 S QRS- ---Step time of
receiver Simcaatedoppiger search vector dcapler,binS ze-2 t {3*caSrch.iut-wCA.pericd?

curroopplgsr\?aq; numDaPIBeIg:r I; dooplersearc.l~.(eumDcpp'er) =currLcppler; while ,currD-o;ppler <=

ties Ret A
doppler,niaxca&ﬂﬁppp&rﬁnerl’eppM-eﬂpop l'e, browi se;
% :
% Call Syntax: caChip=calc_CAchip (caPeriodLen, caPRN, G, SVi)
E]

% Arguments:

% caPeriodlLen - ca code period chip length . .

% caPRN(maxSVs,caPeriodLen) .-, the C/A codes for maxSVs space vehicles

¥ G -- current number of chips for the CA code which has elapsed

¥ 8Vi -- current SV number

%

% Algorithim(s): "Understand GPS Principles and Applications® by Elliott
% D. Kaplan, Artech House Publishexrs, 1996. ISBN 0-89006-793-7.

%

% Notes, Assumptions, & Restrictions:
%
% Subordinate Modules: none
%
% Miscellanecus Comments:
% Copyright (c) 1999-20600 Data Fusion Corp, All Rights Reserved
%**#***k***i’***‘k*‘*****‘l**i***i**i***************************************'k*
%---get a pointer into the CA code. You must round and then take the
%---remainder, because if you take remainder and then round it changes
%¥---the dynamic range from 1:1023 to 1:1024. '

caPtr = rem(fix(G +100*eps), caFeriodLen);
%¥---get the CA code chip

caChip = caPRN(SVi,caPtr+1);
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function czegg 8313 ThGhures;used Dy, {g.00Cgoo .sionic-_ and, tac .i g routines. fues Réturned anngfc
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poop ,~dt&| PYRSFFETErA ckird- B Eructure 11. : yntax acc Info, ca'TrT;, eveatS: jtch, trk Info] ~; ri
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maxim' n?rimﬂbé&emiﬁ:-‘d@ 06 June 2000

Module Abstract: This MATLABR function initialized the DFC receiver and
returns other parameters necessary to run a GPS simulation.

Values Returned:

¢ - speed of light from ICD-200

CA - CA code const structure (,chipRate, .periocd, .periodLen)
caPRN {maxsSVs, 1023) - ca "gold" codes

caSrch - CA Acquisition search structure

doppler -- doppler settings

fid - file id structure )

flag - flag structure

maxSVs - maximum number of Space Vehicles (SVs)

NAV - nave data const structure (.bitRate, .periodLen)

navMsg - the navigation message

PY - P(Y) code const gtructure (.chipRate, .period)

Reg -- structure containing X1A, X1B, X2A, and X2B code epochs
signal -- signal operating parameters structure

sim -- simulation parameter structure

Call Syntax: [c,CA,caPRN,caSrch,doppler, fid, flag, maxSvs,NAV,navMsg,PY,
Reg,signal, siml=init_receiver

Arguments: none

Algorithim(s): "Understand GPS Principles and Applications® by Elliott
D. Kaplan, Artech House Publishers, 1996. ISBN 0-82006-783-7.

Notes, Assumptions, & Restrictions:

Subordinate Modules: init codes,init_transmitters,init_world,
msg, plot_symEnv,user_receiver_ setup

Miscellaneous Comments:

Copyright (c) 1999-2000 Data Fusion Ceorp, 2ll Rights Reserved
%**********#**ﬁ***********************************************************
%---get the user definable parameters
[A,doppler, flag, £nCodes, £n0UT, £nSignal, £fnTruth, iTime, ...

maxDwell, Pfa, sky_search, svTst, tDur, tStart] =user_receiver_setup;

00 0P P P P P P P P P P P P O O P R R P P O P dB P IP OP dP dP 0P OO P O oe of

%---initialize the PRN codes, data and registers
[CA, caPRN, maxsSVs , NAV, navMsg, PY,Reg]l =init_codes (flag, fnCodes) ;

g---initialize the world i
{c,earth,num_Xmit, receiver,xmit_air,xmit_ground, ...
xmit_spacel=init_world{flag) ;

§---get the time elapsed from beginning of GPS system time
[startT] =get_GPStime (tStart);

§---create the IF signal
[ADC, £idsig, £idTruth, signall =init_transmitters{c,CA, caPRN,earth,...
flag,fnsignal £nTruth, maxDwell, maxSVs,NAV, navMsg, num_Xmit, ...
PY,receiver,Red,startT, tDur,xwit_air,xmit_ground, xmit _space) ;

%¥---set up the CA code search structure
caSrch=struct('a',A,... %¥-~-~tong search parameter
'corrLen',round (signal . sFreg*CA,.period*iTime), ...  %---corr length
'corrFFILen', 0,... %---next power of 2 >= corrlen



|?,striotians: Sul ordinate Modules : none cellanecu tDONcOts: "=-pyright (c) "000-000I -at_~ I'ccion
Corp, P'1 Rip h.ts Reserved 3'}i*-**44*+: f- .c 'A *k 4** k*¥***' *AA* A'.j'ak A™*K4;**** *4** A'fA**
4:----ir_itialize the acquisition infc matiori a olno 1 cn :uti s % s!_ruot (' dc~p er', 4lalT, ... ?ppler 'off
setNalo,... 1 -tire of 'peak’, 0, ... -'---normative acq peak 'ITT-R', 0) , ~--NFR flna F; %, .x;k, ST a. Y ry
;;tZ.,maxM u) --define the track i.nfc structurco :4 1Q, _ ~I.lo 4 of w&C values uséd Maeelic2ABf-aal.ized
p,,:ker = 10; ----C/No - ~ of normalized power valuestdsed to 'calc C/na r iw 60; m.engtl o ."ar,isoce c
l.cul.ati caTrk+. .rna~SP§)ii§ttrp ts; orrL,en 1 (:(g__r.olrL 4 %c‘r}-ééldopnlerNa-N, Y ot?oc} '-correlation

length -- #t of samples. thrin@qq&,ﬂ;a,sfﬁéﬁlﬁgia o Hzrqrt,gzde chip offset (chips),

corn-i.7tegral --0=not in trecikirg,L Diistrstawell, . atkinmapcivpid -bdosShady 1OWdREit, 1-good bock)

input Sreo<tors procességvf@;gfégg?-lsg (?égﬁiﬁfgﬁgﬂﬁﬁtors processed for tracking (never resets'
tad)—ic

--chase angle of ~oference:Gajrjer. ~lrde vEgn ﬁﬂ@ r.v J_,; a pseufolite trackin retry coca,- -when
nonzero\ﬁe1a§gmw1hﬁgﬁ?sﬁd@h;a¢@~§qigplation length, so that we can zero-pad in order to
%---perform a fast radix-2 FFT instead of the slower version. We had attempted
%---to use zerco-padding with the acquisition FFT, but it didn't work.
%---Currently we do not use this value for anything, but we may want it in the
%--~-future, so I left it in.
caSrch.corzrFFILen = round(2” {ceil{log2 (caSrch.corrlen))));

%-~-set up simulation specific structure
sim=struce ('prns', sky search.prns,... %¥---warm start
‘skySrch', sky_search.on,... %---sky_search flag
'tStart',signal.tStart,... %---start of receiver sim
'tStep',casSrch.corrlen/signal.sFreq, ... §---time step
'tStop',signal.tStop); §~--stop time of receiver sim

¥---create doppler search vector
doppler.binSize=2/ (3*caSrch.int*Ca.period);
currDopplexr=0;
numbDoppler=1;
dopplersSearch (numDoppler) =currDoppler;
while {(currDopplexr <= doppler.max)
currDoppler=scurrboppler+doppler.binSize;
numDoppler=numDoppler+l;
dopplerSearch (numDoppler) =currDeppler;
numbDoppler=numbDoppler+l;
dopplerSearch (numboppler) = -l*currDoppler;
end;

§~-~initialize the structure
doppler.numbins=numbDoppler;
doppler.search=dopplersearch;

if (fidsig > 0}
fclose(fidsig) ;
end;

%---set up the file ID structure
fid = struet{...
out!', £nOUT, ... %---base output filename -- we open as needed
'gignal', fnSignal,... %---signal file name
'truth', £idTruth) ; %~--truth file ID
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function [acgInfo,caTrk, eventsSwitch,trkInfo,trkPlotInfo] =initAcgNTrk (corrlen, maxSVS)
%**i************i********i‘***********************#*ﬁ**********************

Module Name: initAcgNTrk
Programmer: Kent Krumvieda & Chad Cloman

Creation Date: 17 Maxch 2000
Last Revision: 03 Aug 2001

Module Abstract: This MATLAB function creates structures used by
the acquisition and tracking routines.

Values Returned:
acgInfo -- acquisition information structure
caTrk - ca code tracking leop structure
eventSwitch - event loop switch
trkInfo - track information structure

Call Syntax: [acgInfo,caTrk,eventSwitch, txkInfo]l=initAcgNTrk (corrLen,
maxsvs)

Arguments:
corrhen - correlation length used in the trackers

maxSVs - maximum number of SVs
Algorithim(s) :

Notes, Assumptions, & Restrictions:
Subordinate Modules: none

Miscellaneous Comments:

Copyright (c) 2000-2001 Data Fusion Corp, All Rights Reserved
Fhdkkkddhdrr v hthhhdadbdhdbhrbdkbhdhdbhhdibhbdhhdrhbhbrrahd b hrdrdbotrdhd
§---initialize the acquisition information .
acgInfo(l:maxSVs)=struct('doppler' ,NaWN,... %---doppler

‘offget',NaN, ... $---time offset
‘peak',0,... §---normalize acqg peak
'NFR',0); ¥---NFR flag
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$---initialize the eventsSwitch
eventSwitch=cnes (1, maxsvs);

§---define the track info structure
M=190; %-~--C/No - # of I&0 values used to calc normalized power
K= 10; . %---C/No - ¥ of normalized power values used to cale C/No
lenVar = 60; %---length of wariance calculations

caTrk(1:maxsSVs) =struct(...

'corrLen',corrlen,... §---correlation length -- # of samples per input
vector
tdoppler’ ,NaN, ... %---Last Doppler estimate (Hz)
'G',NaN, ... $---Current code chip offset (chips), non-integral
tinit’',0,... %---0=not .in tracking, >0=Tsui FLL, -l=tracking
‘lock!',0,... %---lock info (-l1=loss/acqg, O=init, l=goed lock)
b, 00 o %---# input vectors processed for tracking (resets after
acq ends) .
o TR R %--~# input vectors processed for tracking (never resets)
‘phi',NaW, ... 3~--phase angle of reference carrier (rad}
tplitet ;04 o %~--true when this sv is a pseudolite
tretryCount',0,... §---tracking retry count--when nonzerc we are in retry
mode
'safetyNet',0,... %---when nonzero, we have switched tracking modes and are

running in parallel
‘ecarrier’,struct(..
'dp',zeros(l,lenvVar),... ¥---History of doppler for variance calc - may skip
some Doppler values
L LY » %---Count of doppler samples in 'dp' - may be greater
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dar, previous, discriminator gain not applied
- 'f_fregErr',0,... $~---Filtered FLL frequency error (Hz), VCO gain not

applied -
toldI*, 0, ... %---Previous I-channel wvalue for FLL (not redundantl)
'0ldQ',0,... %--~Previous Q-channel wvalue for FLL (not redundant!)
'tCount',0,... %---# input vectors processed since we began the current

tracking type
'trackType',;1) ... %---Current tracking type, O=Unknown, 1=FLL Wide,

2=FLL Narrow, 3=PLL Wide, 4=PLL Narrow
‘code?,struct (...
‘co',zeros(l,lenVar),... %---History of filtered code error for variance calc -
may skip some values

o0 %---Count of samples in fco' - may be greater than lenVar
'f_codeErr',0,... . ° §---Filtered code chip error {chips), VCO gain not
applied
. ‘codeErr’*, [0 0],... %---Raw code chip tracking error (chips) - current and

previous, discriminator gain neot applied

"tCount',0,... %---# input wvectors processed since we began the current
tracking type

‘trackType',1),... %---Current tracking type, O=Unknown, 1=DLL Wide,

2=DLL Narrow
CNo',struect (...

L A %---counter for CNo calc ~-- the # of batches of size M
1Tt!, zeros(1,M), ... %---In phase component history

'NP!',zeros(1,K), ... %~--Normalized power

'Qt',zeros(1,M}) ... %---Quadrature phase component history

}i

g---We use this data for plotting
trkInfo{l:maxSVs)=struct (... -
'doppler',Nal, ... %---last doppler returned by tracking {may be NaN if we did not
have a Doppler)
'dopRate’ ,NaN, ... %---current doppler rate
'offset',NaN, ... ¥---current offset
tphi',NaN) ; %---current phase

%---Tracking plot information
%¥-~-NOTE: The plotTrk() function has a switch statement containing *knowledge"

Fen- of the order of this structure (i.e., it knows Doppler Tracking is
Fm-- first, Code Offset is second, etc.). Thus, changes to the order,
&--- meaning, or number of the cells will require & change to plotTrk().

%---NOTE2: Changes to the window size must be made in both 'window' and 'data‘.
trkPlotInfo = struct(...

'window', { 800, 300, 20, 20 },...

tcols', {1, 1, 2, 2 },...

‘display',{ 1, 1, 0, 0, },...

‘EighNum',{ 3, 4, 5, 6 },...

‘title',{ 'Doppler Tracking', 'Code Offset', 'Doppler Rate Tracking', 'Phase
Tracking' },...

'data', { zeros(maxSVs,B800), zeros(maxSVs,300}, zeros(maxSVs,20), zeros(maxSVs,20)

30

‘ent', { zercs(l,maxSVs), zeros(l,maxsVs), zeros(l,maxSVs), zeros(l,maxsVs) });



mmeaning, o number of the cells will rem?..i.,rc a change to "3I11".t X'iz(), "UTaes to the window size
most be made In both 'data | . trkPlotinfo = strsctf.... 'W1. F.rJtni, 005, 300, 20, 20 'O"1,_",{ 1 'lei = "ati;
(1,1,0,0vigbunt' {3,al, 3,6t7 tls'.l1T)cnn t far Tracking', ' Code Offset | , Dopplerat 'c . "rasa
“'i'trackng,. fta',; zeros (ma., VS, 000) , Oscar {7:ia tt: ?GC}, ~:t"rcis}ios (I, 11c1::SI'SE rOE i 1
an3VS}, zero: 4a, Tt11'S}, ~C CS m : Eta) o' -- may he greater than leai,7ar 47 13Maeb20006
WHAT IS CLAIMED IS: 1. A method for determining4favigation information, comprising: receiving a
composite SN brd VKRB es, from each of a plurality of signaling sources, a

corresponding Wirel@eﬁﬁﬁ%@l‘“&é@%ﬂéﬁ?}ﬁﬂm&ﬁﬂf&ﬂQﬁ%iﬁ‘,ingg%'ts? h signal of one or more of

said corresponding wireless signa sponding signal modeling data indicative of the signal;
performing a projedtiesvoigareprssiitationad(y), oriereisisplidesiHaens cacthogonhiredity Space
spanning a repIARR(GIIA.0T ALIEARHOAR SIANALIQ) L ATEdE, MG fRUIAgRending wireless
signals, said space determined using said corresponding 10 signal modeling data for so, and wherein
said sul¥space is noRtaviiydpatehssiapresepnatsnoranbshil wigisapohdingh sardeso migspbsnding
wireless Sigr&%ﬁésﬁiﬂﬁ’n@ ggegﬁg} Iﬁ%&ﬁ%@@n‘&ﬁ&‘ﬁ%%ﬂﬂg gggan.’quiring said another corresponding

signal ho;

performing a projection, of a representation of y, onto a subspace that is
orthogonal to a space spanning a representation of at least one signal (so) of the one or
more corresponding wireless signals, said space determined using said corresponding
10  signal modeling data for sy, and wherein said subspace is non-orthogonal to a
representation of another signal (hg) of said corresponding wireless signals;
using a result from said step of performing for acquiring said another
corresponding signal hy;
first determining, after acquiring said another corresponding signal hy, said
15 navigation data from said another corresponding signal hy; and
second determining navigation information using said navigation data from a
plurality of said signaling sources including said signaling source for said another

corresponding signal hg.

20 2. The method of Claim 1, wherein said receiving step includes receiving one or
more of said corresponding signals from at least one of: a satellite, a pseudolite, an aerial
vehicle;

wherein said navigation data includes one or more of: a telemetry word, hand-over
word, clock corrections, SV health/accuracy, ephemeris parameters, almanac data,

25  ionospheric model data and coordinated universal time data;

wherein said navigation information includes data identifying one or more of: a

position, a velocity and time for an antenna used in performing said step of receiving.

3. The method of Claim 1, wherein said step of first performing includes performing

30  only said step of acquiring.



first determining, after acquiring said another corresponding signal ho, said 15 navigation data from
said another corresponding signal ho; and second determining navigation information using said
navigation data from a plurality of said signaling sources including said signaling source for said
another corresponding signal ho, 20 2. The method of Claim 1, wherein said receiving step includes
receiving one or more of said corresponding signals from at least one of: a satellifeMaysbeiidlite, an

aerial vehicle; wherein said navigation data includeg¢®ne or more of: a telemetry word, hand-over
word, clock doerrectibsns8thekafthiavourascephenmd sispafabieternsg ailadesciontaci2sfisridspheric

model data apd Gogralio @&%&gw{&@gwgﬁls@%@h&we«c{%l@psgf%@axniggéj%@ Rigmglipnigles daia

identifying one or more of: a position, a velocity and time for an a na used in performing said step
of receiving. @ITEbeonTBigcdrRORIdeingvisfe v eaitBeep @f firsspedoandeginalubes pulforming 30

only said step At Agagl3 MK 2098 48ad v Foe MEANY Gleimd piein:paid step of

obtaining includes for each of said "one or more corresponding wireless signals, a step of obtaining, as
at least part of said corresponding signal modeling data, two or more of: a pseudo-random number,

code offset data, afiggeHBORPELAA GAAIE FHSGHTRIG: ROFSE JAtEs M DRRRIR  fX G eri- ThE

method of Claim 1 further including a step of accessing a threshold criteria for identifying the signal so

as an interfefimgdsitjiaing et eiansaie threshiiierirgisisimivdeson et fay D pieerteifined number of
the strongesfof 3Rid SRIEFSPHNIRR IR () AvdedaiRy RiBREdeGRsldREEasR ARYe @

predetermined value, (c) a signal to 10 noise ratio, (d) a signal to carrier ratio, (€) a carrier to noise
ratio, (f) relatigad taihaducadefarginadsisighesinstass o fbaveot Protetamiarehyaligh () agignaé thethod of
Claim Jofurthsnclifing a sieh, lORSKHEING @) IRRRSS, IRfREEAGS el siana
modeling data for so, wherein said in-phase reference 15 signal is used to determine said space. 7.
The method BHGRimvCigiedeins aid srepr srpierfdrminermieides computing said projection for
canceling a contribution of so to said result, wherein the subspace is representable by a matrix G
whose columns span the subspace, said subspace including a 20 portion of said another
correspondiffy signahaasistein(dait dofisias ipelpdingiesiap & senstructing an in-phase

reference signal from said signal modeling data for sy, wherein said in-phase reference

15  signal is used to determine said space.

7. The method of Claim 1, wherein said step of performing includes computing said
projection for canceling a contribution of s to said result, wherein the subspace is
representable by a matrix G whose columns span the subspace, said subspace including a

20  portion of said another corresponding signal hy, wherein said portion is perpendicular to

So-

8. The method of Claim 7, wherein G = PSL H such that H is a representation of said

another corresponding signal hy and P;- = I — P, is the orthogonal projection operator

25  matrix that takes an input and projects the input onto a space spanned by the columns of
the matrix perpendicular to the matrix S determined from a representation of a collection
of one or more of the wireless signals of said composite signal, wherein said collection

interferes with the signal hy.

30 O. The method of Claim 1, wherein said step of performing includes third

determining said result as y = P;"y, wherein (1) P;- = I — P, is an orthogonal projection



8. The method of Claim 7, wherein G = P1H such that H is a representation of said another
corresponding signal ho and P1 = | - PS is the orthogonal projection operator 25 matrix that takes an
input and projects the input onto a space spanned by the columns of the matrix perpendicular to the
matrix S determined from a representation of a collection of one or more of the wireless signals of
said composite signal, wherein said collection interferes with the signal ho. 30 913 Manb ¥ of Claim
1, wherein said step of performing includes third det&tmining said result asy = P1y , wherein (1) P1 =
| - PS is an ondiogomsr projéutionjestingonas0eno theawbsppsrattogrmatdfedtingpaseinpidt onto the
subspace orthogonal to t ace, said space spanned by the,columns of a matrix S, wherein S = [s,
2 N, s S A R O One of e 2o Sk L releas
signals idenifigd asn PaENng A9nAL AR 3T SAE RuddMDAKERIAAINS
performing a projection that takes an input and projects the input onto a space spann y the matrix
S, where S'i r fe] a ace., 10T f Clai erein
subsequent ?gésal §§g%%§f§ﬁ§ﬁ%&€;§%ﬁ% g“%%jzﬁzg s_te%p( g‘df %)etgm‘g%]g] %t%XI%% ?/A\tgﬁﬁgin His a
represenptatiperafrasisbansibiecdéh epiteshandingpsigial pejend mheiainchis ispatosgaiasming if said
another corresponding, signal is present in an instance of the composite signal y. It. The method of
Claim 1, whePSimaLy W%%Y “Efj fRAGRIS P RIAh ety b AP BdA6Cover word, clock corrections,
SV health/accuracy, ephemeris parameters, almanac, 15 ionospheric model and coordinated

universal time data, 12. The method.of Claim 1, wherein said navjgation information jncludes one or
more. of a poLiion, NE G AN (B S EHANED BB OH O ETRAEE PTG toast said

step of receipin@e2Qdolhecmeithnas SLCIM dynvherainisait FRIGSRAPFING NI GlRs&ignals includes
GPS signals. 14. A method for determining navigation information, comprising: 25 providing a

navigalion devitesphadipgriegnad ia)atdovigietf) fokowedgo3Btaeeefveslacoiresiteespgnding),
wherein y in f f. rality;of S i , a corresponding wireless signal
including na\g/!ggﬁgﬁ @%ﬁﬁﬁ%@t‘gﬁ%ﬁg gﬁ%%%{@%%% gl%ggg??nore of said corresponding

1. The method of Claim 1, wherein said navigation data includes: a telemetry word,
hand-over word, clock corrections, SV health/accuracy, ephemeris parameters, almanac,

15  ionospheric model and coordinated universal time data.

12. The method of Claim 1, wherein said navigation information includes one or more
of a position, velocity and time corresponding to a location of a device performing at least

said step of receiving.

20
13. The method of Claim 1, wherein said corresponding wireless signals includes GPS
signals.
14. A method for determining navigation information, comprising:

25 providing a navigation device that performs (a) through (f) following:

(a) receives a composite signal (y), wherein y includes, from each of a
plurality of signaling sources, a corresponding wireless signal
including navigation data;

(b) obtains, for each signal of one or more of said corresponding

30 wireless signals, corresponding signal modeling data indicative of

the signal;



wireless signals, corresponding signal modeling data indicative of the signal; 13 March 2006 5 10 50
(c) performs a projection, of a representation of y, onto a subspace that is orthogonal to a space
spanning a representation for at least one signal (so) of the one or more corresponding wireless
signals, wherein said space is determined using said signal modeling data for so, and wherein said
subspace is non-orthogonal to a representation of another signal (ho) of said cotdebfali2signals;
(d) uses a result from (c) for acquiring the another céffesponding signal ho; (e) first determines said
navigation data from the alsdtherpedpespandipes signal haepirdetfiateoordy detéornindsravitetion

information using said navigatioqsqgﬁloggﬁglqcpgg gxh%aﬁ%ﬁ[%@%g&%ﬂ%ﬁ)pﬁl%iag)t?@id

signaling source for the another corresponding si method of Claim 14, wherein said
step of providing includes incorpéigiildsintd Ssi@rravigatsrcdavicwztingnalogass digitalsconverter

having a dynamic range effectivg {ar GaRI @Qaé%qi@!‘iéﬂe@i?B%ﬁ‘?{‘s‘iﬂg%ﬁiﬁfa?g%%'i‘ 8%8@%%95“&5p0”di”9

signals. 16. The method of Claim 14, wherein said step of providing includes incorporating 20 into
said navigation device a data stofe! for stdrivleeseiitissigriabapodelingedzeaineriihg ene or more of: (a) a

pseudo-random number, (b) codg pfseldai (PLABASE apthDAPPIET.SRia ) cads otstiate, (©)

phase rate, (f) Doppler rate, and (g) at least one bit that can be toggled between being Set and being
unset depending on whetté} so aesieEpulbetBd(cahohiefarérHihacnatber zomespotbagor
determining navigation informatigggr&qmprising: receiving a composite signal (y), wherein y includes,
from each of a plurality of GPS signaling sources, a corresponding GPS signal; for at least one of said
GPS signaling sources, firsY perféyitiidgiemezes ok taati godsagsont diquiatyand tracking the
corresggnding GPS signal (so) f%l?&ﬁédﬁﬁ% Qggaﬁgsaﬁﬂgnaling source; obtaining signal modeling
data indicative of substantially only the GPS signal (so);

) second determines navigation information using said navigation

data from a plurality of said signaling sources including said

signaling source for the another corresponding signal hy

15 15. The method of Claim 14, wherein said step of providing includes incorporating
into said navigation device an analog to digital converter having a dynamic range

effective for capturing a digital representation of each of said corresponding signals.

16. The method of Claim 14, wherein said step of providing includes incorporating
20  into said navigation device a data store for storing said signal modeling data including
one or more of: (a) a pseudo-random number, (b) code offset data, (c) phase and Doppler
data, (d) code offset rate, (e) phase rate, (f) Doppler rate, and (g) at least one bit that can
be toggled between being set and being unset depending on whether sy has been labeled
an interferer or not.
25
17. A method for determining navigation information, comprising:
receiving a composite signal (y), wherein y includes, from each of a plurality of
GPS signaling sources, a corresponding GPS signal;
for at least one of said GPS signaling sources, first performing at least one of the
30  steps of acquiring and tracking the corresponding GPS signal (sg) for the at least one GPS
signaling source;

obtaining signal modeling data indicative of substantially only the GPS signal (sy);



13 March 2006 51 second performing a projection, of a representation of y, onto a subspace that is
orthogonal to a space spanning a representation of the GPS signal so, said space determined using
said signal modeling data, and wherein said subspace is non-orthogonal to a representation of a
second GPS signal of the corresponding GPS signals; 5 using a result from said step of second
performing for acquiring the second GPS signal; first determining said navigation ditar¢fod®he
second GPS signal; and second determining navigation information using said navigation data from a
plurality of said signediorRfgsufeusiirciuplioigctin, sighadiprgssotaicenfof thewecosbBRS the signal. 18. A
navigational syaigRl.SAPLRIEG: AMANIERNA [eLRERNING ERMRAsRaYidAYep.cignal () and an
interference processing channel for performing the following steps: 15 (a) obtaining, for at least one
signal (so) oflgneronedarangfsndividoall sigrdisg oaga. sighalheisteting sihspasdicanve-ofthegangividual
signal so; (b) perfaraing & MQIPFUan. Al PSRiERENIRINN R %spRlRiR SHRPRPaGR At is orthogonal to a
space spanning a representation of so, wherein said subspace is non-orthogonal to a representation
of a parficular one dfthe2@intiliemaiasiepsoforertiidipedasangditaricrngisiyihal s¢eduspga result
from (b) for @ggﬂiﬁing the particular signal; and (d) determining navigation data from the particular
signal. 19.The navigation system of Claim 18, wherein one or more of said individual 25signalsare
GPS signals. A naigsitidnielinpdvar sxidoavgsing d2e Aivarihmivadod feReivigpl etnposite navigation
signal (v); and an IieiRIENRE-RARGRSAING ANBAREIMRASk ReNaiTHAG cciolgnRaigps: (a)
obtaining, for each signal of one or more of individual signals of y, 30signal modeling data indicative of
the individuatsighay; gbyauerianahpgaowsss srdudinBsdisineaakingispiare (sv) ke seponddpBPing 52 5 13

March g906 ﬁ'gg{g@l; (c) performing a projection, of a representation of y, onto a subspace that is

18. A navigational system, comprising:
an antenna for receiving a composite navigation signal (y); and
an interference processing channel for performing the following steps:
15 (a) obtaining, for at least one signal (so) of one or more of individual signals
of y, signal modeling data indicative of the individual signal so;

(b) performing a projection, of a representation of y, onto a subspace that is
orthogonal to a space spanning a representation of sy, wherein said
subspace is non-orthogonal to a representation of a particular one of the

20 individual signals for which sg is an interfering signal;
(c) using a result from (b) for acquiring the particular signal; and

(d) determining navigation data from the particular signal.

19. The navigation system of Claim 18, wherein one or more of said individual

25  signals are GPS signals.

20. A navigational receiver, comprising:
an antenna for receiving a composite navigation signal (y); and
an interference processing channel means for performing the following steps:
30 (a) obtaining, for each signal of one or more of individual signals of y,
signal modeling data indicative of the individual signal;

(b) identifying at least one of the individual signals (sy) as an interfering



orthogonal to a space spanning a representation of so, said space determined using said
corresponding signal modeling data for so, and wherein said subspace is non-orthogonal to a
representation of another one of the individual signals for which so is an interfering signal; (d) using a
result from (c) for acquiring said another signal; and (e) determining navigation data from said another
signal. 10 21. The method of Claim 1, further including a step of: first performing &t Mastho®¥6f the
following steps of acquiring and tracking said correspdnding wireless signal so; and performing said
steps of Claim 1 following saigihedceiving step, wherein for at least one of said one or more

corresponding virelegs gl prifl £9'FSRORING SGRRL.LOAMRING Ao e lidan Aleqat some o a

pseudo-random numbér, code offset data, a 15 phase, oppler data e offset rate, phase rate, and
Doppler rate obtained from seitbgeag! &5 fissape siesting. 22 pIRisentatithioef 66 Gladhapaee wherein said

corresponding signal mOde'H%QeﬂﬁIﬁ‘echﬁﬁﬁgi%ﬁ'@&?&bb@ﬁ%ﬂﬂ?@ﬁﬁ%ﬁ&?ﬁ@@é@ﬂﬂ% ynber, code

offset data, a phase, Doppler 20 data, code offset rate, phase rate, and Doppler rate. 23. The method
of Claind1, wherein said steplsteibtsiririghaphgdes naeutiageaaioatepprasgnssitd ratrirgheach signal

of the one or more of said CQB@@%qMGMﬁ%PﬁgnﬂgF@%}ﬁ&%d%iJ E?lﬁl@ﬁé?%%’gﬁ@f“ 1 further

including a step of creating, from said modeling data for so, additional signal data dependent upon a
pseudorandom noise@bde D2 wHBFEIABAR pyatssisrtaentdineetigsingrlidediditional signal data.

30 25. The method 0{e§'ai”héteﬁﬁ&ﬁmﬁ{giﬂﬁk&iggﬂﬁ)ﬁﬁﬁ%ﬁ%ﬁﬁiﬁﬂe&ébﬁgﬂﬁla‘ so of said one or more

corresponding wireless signals as an interféring signal. 13 March 2006 53 26. The method of Claim 1,
wherein said corresponding signal modeling data for so is dependent upon one or more of: (a) coarse

acquisifipn cofe angha caxiieH TEAYEREY, ARhIDhAICAASE AGIBISHAR SA%6m3 R SFIRGPBRLIGRINg code

and a carrier frequency. 5 27. The method of Claim 1, wherein said step of receiving includes receiving

the composite $RileaTipatans o Reawidng, and) dirrkin 2281 dre TR isingrOIslas 6 igié reirtdid step of
constructing '”C|Ud%§1¥&'ﬂﬂr§3%&‘§%§§ﬂﬁﬂél@9§'9Q@ll&%@"@ﬂ@%@eﬁ@[r%o%ﬁ%&‘ﬁﬁ ipphase
interference reference 10 signal having the following representation: s. ~CA (wt) = [G1 (t)] sin(wt)
least one of said one or more corresponding wireless signals, said corresponding signal
modeling data includes at least some of: a pseudo-random number, code offset data, a
15 phase, Doppler data, code offset rate, phase rate, and Doppler rate obtained from said step

of first performing.

22. The method of Claim 21, wherein said corresponding signal modeling data for s
includes at least most of: a pseudo-random number, code offset data, a phase, Doppler

20  data, code offset rate, phase rate, and Doppler rate.

23. The method of Claim 1, wherein said step of obtaining includes at least one of
acquiring and tracking each signal of the one or more of said corresponding wireless
signals.

25
24. The method of Claim 1 further including a step of creating, from said modeling
data for s, additional signal data dependent upon a pseudorandom noise code for s,

wherein said space is determined using said additional signal data.

30 25. The method of Claim 1, further including a step of identifying the signal sy of said

one or more corresponding wireless signals as an interfering signal.



where G;(t) is a GPS Coarse Acquisition (C/A) code's ith chip at time t, and co is a carrier frequency
for so. 15 29. The method of Claim 5 further including a step of at least one of tracking and acquiring
the signal so prior to performing said step of accessing, wherein information from the at least one step
of tracking and acquiring is used in said step of accessing. 30. The method of Claim 14, wherein said
navigation device performs (d) after 20 previously acquiring said another correspoidinghsi§hal ho. 31.
The method of Claim 14, wherein said navigational dévice stores information indicative of the signal
so being an #terferliyg sigiuid 26 GRiMHe whstisotsefdGlairaspandvhe segnaaih ddingspoadngsignal

modeling da@%%ﬁg%@%%@@ﬂé ot ﬁ%?e%i‘?(?é LDRAE GOUIESRONAIDG G 'z?%ﬁrﬁ@l@léﬁrﬁ%%%g?%ﬁ&wo or

more data ite seudo-random number, code offset data, a phase, Dopple code offset

rate, phase hie? erisDoppleitiatecadierdircsaripestionme cedtaradtenisrior tegeiganl so are used in
determining said 30 space. 54 5 13 March 2006 33. The method of Claim 32, wherein said navigation
device uses, for the signal so, said corresponding signal modeling data to create an in phase

interference #éfereridie igthatfor Skivainghisifolfodirigprepresantagioreludesacgaty @ (1)] sin(wt)
where G;(t) iéoﬁlﬁﬂgi?eg&%ﬁeyé?%iﬁgig%féﬁ% g%qﬁéﬁg_th chip at time t, and co is a carrier frequency

for so. 34. The method of Claim 14, wherein said navigational device includes only one 10 antenna
element for receiving the composite signal. 35. The method of Claim 17, wherein said step of first

performing rBgst berpeQUmeH PEeSii ShsIeR AR IIdohsuiil DEEIRIROd G &Slain 17, further

including a step of constructing an in-phase reference signal from said signal modeling data for so,
wherein saicciirptressingestentdensiiphaig sajadartey Heesepterin saiphapatdcdyrenpeirietse of Claim 17,

further jpcluding. 36 LHROHIIRG R UpRARhRkimes 20 that an evaluation relative to a threshold

criteria identifies the signal so as aninterfering signal. 38. The method of Claim 37 further including
a_step of accessing the threshoiel) erl€ri&)lwih@pein said threshold criteria includes one of: (a) a

predetermined number of the .
where G;(t) is a GPS Coarse Acquisition (C/A) code’s i chip at time ¢, and @ is a carrier

frequency for s.

15  29. The method of Claim 5 further including a step of at least one of tracking and
acquiring the signal s, prior to performing said step of accessing, wherein information

from the at least one step of tracking and acquiring is used in said step of accessing.

30. The method of Claim 14, wherein said navigation device performs (d) after

20  previously acquiring said another corresponding signal hy.

31. The method of Claim 14, wherein said navigational device stores information

indicative of the signal sy being an interfering signal.

25 32. The method of Claim 14, wherein said corresponding signal modeling data for
each signal of said one or more corresponding wireless signals includes two or more data
items of: a pseudo-random number, code offset data, a phase, Doppler data, code offset
rate, phase rate, and Doppler rate;

wherein said two or more data items for the signal s are used in determining said

30  space.



25 strongest of said corresponding GPS signals, (b) a predetermined decibel value of so, (c) a signal
to noise ratio, (d) a signal to carrier ratio, (e) a carrier to noise ratio, (f) relative amplitude and (g) a
weighted sum of two or more of (a) through (f). 39. The navigational system of Claim 18, wherein said
interference processing 30 channel includes a data store for storing said modeling data, wherein said
modeling data 13 March 2006 55 includes at least some of: a pseudo-random niitniercbddoffset
data, a phase, Doppler data, code offset rate, phas@4ate, and Doppler rate. 40. The navigational
system of Claim 18, wherein said space is determined using said 5 signal modeling data. 41. The

navigational yster ot At vsiels sefoieURienes aRGeasing. shansl determines said resul

from said step.'(b) by performing computations representafive of y = P1y , wherein: =1-PSis

an orthogonatigreferstipansiagisi I bpedsiongelapy bjeuting am imphesnigafspace witisgonal to a space
spanned by E%a‘f?ﬁf@ﬁﬁa&fn@ {Hé“fl[dﬁ(ﬁmwg‘%ﬁ@s&%a&%n.SZ SN ], such that for each sl of S, s

includes a representation of one of the corresponding wireless signals identified as an interfering
signal, énd (2) PS = 5(5T5) s, S(wis alfidimiisoperator for performing the orthogonal projection that
takes an input and projects the input onto a space spanned by 15 the matrix S, where S includes a
representatiovhofedgidsia s (RSpEoerst A Thisngaridhapdy tenripeldime 8 anstthieisincludiag a single
antenna eleq}gg\gefl%grﬁg%i(}(ing the navigation signal y. 20 43. The navigation system of Claim 18,
further including a counting component for determining a number of times that an evaluation relative
to a threshold criteria identifies the signal so as an interfering signal. 44. The navigation system of

Claim 18, whgrein sgid JR{IAr6PEf MOEESHINGFH NN AR INGIHESS A LI, eCoiMEr Gfaannel and a

receiver processing component for at least one of acquisition and tracking of so; wherein said receiver
procestthg caigponelmproiidetcerisiog thorowpesigopgeibcriminator and filter, a data demodulation, a
meters, and a phase lock loop. 13 March 2006 56 45. The navigation system of Claim 18, further

including a navigation processing component for determining one or more of: a position, a velocity
and time for 3aid ahbernethedief Flenndvigalionsl seiceiterr of TRips 2O AR faNSt be performed

prior to said step of obtaining.

15  36. The method of Claim 17, further including a step of constructing an in-phase
reference signal from said signal modeling data for sy, wherein said in-phase reference

signal is used to determine said space.

37. The method of Claim 17, further including a step of counting a number of times
20  that an evaluation relative to a threshold criteria identifies the signal sy as an interfering

signal.

38.  The method of Claim 37 further including a_step of accessing the threshold

criteria, wherein said threshold criteria includes one of: (a) a predetermined number of the
25  strongest of said corresponding GPS signals, (b) a predetermined decibel value of sy, (c) a

signal to noise ratio, (d) a signal to carrier ratio, (e) a carrier to noise ratio, (f) relative

amplitude and (g) a weighted sum of two or more of (a) through (f).

39. The navigational system of Claim 18, wherein said interference processing

30  channel includes a data store for storing said modeling data, wherein said modeling data



said interference processing channel means includes a data store for storing said corresponding
signal modeling data for so, wherein said corresponding signal modeling data for so includes at least
some of: a pseudo-random number, code offset data, a phase, Doppler data, code offset rate, phase
rate, and Doppler rate; 10 said interference processing channel means includes a counting component
for determining a number of times that an evaluation relative to a threshold critefia Meaushifi¥)he
signal so as an interfering signal; said interference p?écessing channel means includes a digital
receiver chamsdidasdit depsteives pirocessiidg-vordporember, spikastiericlghaegbisitidAcnttracking of

so; and 15 fuyy grcgaggﬁi&g &@@ﬂg@@g&&rgﬁ?ﬁj &9mponent for determining one or more of: a

position, a velocity and time for said antenna. 47. The navigational receiver of Claim 20, wherein said
antenna has a single antenna element for receiving the composite navigation signal. 20 48. The

method of Clgjm 1’fHE“ﬂ‘SCii&{ﬂHHHTQﬁéﬂi%P&fa‘?HPli@,ng’ME&ﬂﬁsH?&f%%l:e”j@‘ﬂ%ﬂ%ﬁh@éﬁfﬁﬁé & The

navigational system of Claim 18, further including one of a navigation 25 augmentation system and a
landing Bystérandrpedeldiagiattleast of ranging information and differential information to said
interference processing channel.

41. The navigational system of Claim 40, wherein said interference processing

channel determines said result from said step (b) by performing computations

representative of y = P;"y, wherein: (1) P;- = I — P, is an orthogonal projection matrix
10  operator for projecting an input onto a space orthogonal to a space spanned by the

columns of a matrix S, wherein S =[s, s, --- 5,1, such that for each s; of S, s;

includes a representation of one of the corresponding wireless signals identified as an
interfering signal, and (2) P, = S(S"S)™'S” is a matrix operator for performing the

orthogonal projection that takes an input and projects the input onto a space spanned by

15  the matrix S, where S includes a representation of sy as a subspace.

42.  The navigational system of Claim 18, further including a single antenna element

for receiving the navigation signal y.

20 43.  The navigation system of Claim 18, further including a counting component for
determining a number of times that an evaluation relative to a threshold criteria identifies

the signal sy as an interfering signal.

44. The navigation system of Claim 18, wherein said interference processing channel
25 includes a digital receiver channel and a receiver processing component for at least one of
acquisition and tracking of sg;
wherein said receiver processing component provides one or more of: a loop

discriminator and filter, a data demodulation, a meters, and a phase lock loop.
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45.  The navigation system of Claim 18, further including a navigation processing

component for determining one or more of: a position, a velocity and time for said

antenna.

46. The navigational receiver of Claim 20, wherein:

said interference processing channel means includes a data store for storing said
corresponding signal modeling data for sy, wherein said corresponding signal modeling
data for sg includes at least some of: a pseudo-random number, code offset data, a phase,
Doppler data, code offset rate, phase rate, and Doppler rate;

said interference processing channel means includes a counting component for
determining a number of times that an evaluation relative to a threshold criteria identifies
the signal sy as an interfering signal;

said interference processing channel means includes a digital receiver channel and
a receiver processing component for at least one of acquisition and tracking of sy; and

further including a navigation processing component for determining one or more

of: a position, a velocity and time for said antenna.

47.  The navigational receiver of Claim 20, wherein said antenna has a single antenna

element for receiving the composite navigation signal.

48.  The method of Claim 1, further including a step of coupling with an inertial

navigation system.

49. The navigational system of Claim 18, further including one of a navigation
augmentation system and a landing system for providing at least of ranging information

and differential information to said interference processing channel.



