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BACKGROUND 1. Field The present application relates to the operational
performance of a 5 database, particularly its perfornmance when the
contents WO KRY44at abase are being altered. The present aYfpV/VRUEEBA has
one, but not its only, application to a relational dat abase, and nore
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di rect or;BN@K@RJ@SNUI'he i nvention, however, should not be limted to 10
only this appllcatlon 2. Description of the Related Art A part of the
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degree Offur't | RhOmhd ?n\fﬂtlbﬁdrela?f télthéaﬁ)ér?orma%'cﬁcgf é*b%taBé’é‘eC%[nféH in
execution serlallzab e transac ions i's equivalent 'to a Sefial™ execution

of the tlpmnsamgldlrentoﬂ]heeﬁmesal Traliheertevelhovdver s sivd@d m@thestiintlegr es of
protection to the apPI i cation programrer, i.e., high isolation. However,
such 1) gﬁnyt@tﬁ%@ﬁ’@ﬁ lBften results in a | ower degree of concurrency. At

| ower rees D% §€t|6r§80®gl }Q&ﬁ&erzﬁl&ﬁst ran_sact I ons nmy run concurrent | Y, but

it can a 50 i Mtro tencies in the data. The ANSI/I SO SQL92

standard i denin paresf tHy §@bldrGANSH ﬁi@ﬁﬁa‘s@ﬁt H@éhn@ﬁ@eéﬁ§¥6 afYfds80sichts
execution of concurrent transaction: 1. "Dirty read": A transaction T1
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15 and concurrency. This feature makes it possible to increase concurrency when
the consistency and accuracy of the data is not essential.

Many databases support four isolation levels as defined by the ANSI/ISO
SQL92 standard. These levels are Read Uncommitted (RU), Read Committed
(RC), Repeatable Read (RR) and Serializable.

20 The highest degree of isolation is called “Serializable”, since the
concurrent execution of serializable transactions is equivalent to a serial
execution of the transactions. The Serializable level offers the highest degree of
protection to the application programmer, i.e., high isolation. However, such high
isolation often results in a lower degree of concurrency. At lower degrees of

25 isolation, more transactions may run concurrently, but it can also introduce some
inconsistencies in the data. The ANSI/IISO SQL92 standard identifies three
inconsistencies that can occur during the execution of concurrent transaction:

1. “Dirty read”: A transaction T1 modifies a row. A transaction T2 then reads
that row before T1 performs a COMMIT. If T1 then performs a ROLLBACK, T2

30 will have read a row that was never committed and that may thus be considered

to have never existed.
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30 will have read a row that was never commtted and that may thus be
considered to have never existed. SUBSTI TUTE SHEET (RULE 26) WO 01/ 39044
PCT/ USO0/v8Q0P319042. " Non-repeatabl e read": A transaction TIPOTA#E#83H2r ow. A
transaction T2 then nodifies or deletes that row and performs a COWM T. |f

di scover that 1 Re MBS RLe gadh AdPlieatol ™ IR ol T AuREboaTopafenct ¢

di scover that the r has een delete action
T1 reads thesenodifies OWelétéQaﬂiatSl@w sy pBEEMs SSEaNMIToNdT{ itR&y att@mpts
transactlon T2 then executes SQ statenents (or instructions) that

gener at e Bﬁ@re&d W@F W ohvinayhgceygtthefrpodified ¥sker edisomdirtthanthe nosetaby
transacti transactl on Tl then repeats the initial read with the
same <search con t|on> it obtains a different collection of rows. 10
Tabl e 3 t3l ow-Shamrhouvthe: &Hﬁééét%ﬁ Pro2as54 R0 F’ov@'%‘k’ogh%f s%éf?hso me

I nconsi stencies are possible (Yes) and are not en

i sol at i orrselesfelconditiany . NoA- trapeattadsl € ZPhaero oexeditesl $aad stﬂ@ﬁmenfeﬂ(@r
UNCOWM TTE Ye Y READ COW TTED No Yes Yes REPEATABLE READ No No
Yes  SERIETTUABIE R K REF S 118601 MascTRuS et é%tﬂﬁfbéh%ééﬁat%aﬁommgo?serl l
| zabl e" | I hi 1L.Qn t Ssi bi |ty o]
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ueing o ARSI B FESRE (30 Gl Pt e R ML B S elRion

level.

Dirty Non-repeatable Phantom

Read Read rows
READ UNCOMMITTED Yes Yes Yes
READ COMMITTED No Yes Yes
REPEATABLE READ No No Yes
SERIALIZABLE No No No

Table |
15 Thus it can be seen that the “Serializable” level provides the highest

Isolation and the least possibility of inconsistencies, but, as noted above, this
often results in the lowest level of performance. Conversely, the “read
uncommitted” level which provides the lowest isolation and the highest possibility
of inconsistencies, often results in the highest level of performance.

20 One reason isolation levels are an issue can be illustrated as follows.
When using a database, there may be one user wanting to update a row and
another user wanting to read the same row. Depending on the isolation level
selected, a database may lock a row when a row is being updated and thus the
row cannot be read. This may not seem to be a major problem with only one

25 user, but when there are many users, even thousands of users wanting to read a
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anot her user wanting to read the sane row. Depending on the isolation |evel
sel ected, a database may | ock a row when a row i s bei ng updated and thus
the rowwanneodbe read. This may not Sseemto be a nmjor POIAIsems242th only
one 25 user, but when there are many users, even thousands of users wanting
to read a 2 SUBSTI TUTE SHEET (RULE 26) WO 01/39044 PCT/ US00/ 32121 dat abase,
such a ' f@l@kesessiduadiock isdound temel sxtiemelgmasteftl af asesers timm. Ifi thet he

rea0 by tEReapker B R Eme S A bRt e bR € B yiedbaos and

updat es bptigootier usegoncurrently, by selecting a |ower isolation |evel. But
this then leads to other problens. If the read is not |ocked during an
update, the reae Wancaoondnthis beoblem" i tot pllowagadsavhatpdates &b Iggdoa "dirty
page" .i.e. sonethin be read that is in t i ddl e of being changed.
TooF1 b usTongi RNl B3, SB¥ele FrBliehdtialicn gt oltiut i itprodeads K pdter

appl i cat hopidris 99 the rbhE %416Bt R .gfbdﬁ' ' a& yroll
entry byﬂ) 10% ?/vhi | e croncurrent Pyegﬂggﬁgﬁ;@ ppt{e@@%ﬁ%ﬁh{fgngﬁe’%m q?‘%g

dat abasedity red dn mdtat appalieths i dintyEatelp@datehdiisih§ b beacabanat rnihri es
and the  secon acgpl ication had read all the database entries and had
perfornetﬁea"%Qfﬁ? pR$IRY| Ptrngsde hdekillusieate ahiaprgblem, imagineadn a pavislll d be

found to it : - e es ce, half the

dat abase R paeh Trapus Rt B Bhe ARk b SranaPaFE RO B it s SYRY nave

been]updadyedil ntdOUy at0%hevtileneohdigrdrRRda SRRINAL BPPIICRRIBH! [LFeadi@g the t hat

particular instance, it may be considered nore appropriate to run at a

hi gher idaipb@san I dgelirst Boplication kafhipdated it fher databeserentsgeadddhea read
will be redu

e LSt Lol L RS 0 el Laglatign vl - 2
SOPL | CorRISKSICHR 156 B b Bl PRLPEIIIGR, 0 SekRR
syst em catudeos@oshvalae. treleasend, hdlfolivel dathabs@madebedn iupdateteby t1@% npr ove
pglr ]; fé@%ﬁﬁfhe%t}gs?bﬁff%dlg%%gyeg I%%O\}@agelagr? ulpggteeldst’)y ?8%: !a'l %Jhsét trir%éetﬂearggc\ile’ the
operation occurred. So, in that particular instance, it may be considered more
appropriate to run at a higher isolation level, but then again the performance or
speed of a read will be reduced if the read is conducted at the higher isolation
level.
20 In a directory services environment, which is usually a database /
application that requires relatively high performance, the database / application
deals with ‘objects’ and a metadata design. The directory system can be set at a
relatively low isolation level in order to improve performance. But at the lower
isolation levels, as illustrated above, the ‘dirty read’ problem can exist. The
25 design of some directory systems utilize a table structure which includes, in
effect, ‘in’ tables and ‘out’ tables. Figure 1 illustrates this.
The idea behind using an ‘in’ table and ‘out’ tablie structure, is that a
search can be conducted on an ‘in’ table, a search table for example, and the
results of that search can be based on an ‘out’ table, an entry table for example.

30 In Figure 1, lets say a search for Rick is calied for. A search will find that Rick is
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25 design of sonme directory systens utilize a table structure which
I ncludes, in effect, '"in tables and 'out' tables. Figure 1 illustrates
this. Thewodga9¥eéhi nd using an 'in' tagle and 'out' table HATUSOMGRE] S
that a search can be conducted on an "in' table, a search table for

exanmple, and the _results of that search can be based on an 'out' table, an
entry talfili 0P dXdnic thespthenrgsulfuirem the eptry dablea is sead Hirdrorermiyc k238 s

called f | f i ck_. . STIL TUTE SHEET (RULE 26) WO
01/ 3904499%@,??@@@3?%%@@ ‘@@?’Péﬁﬁi?%ﬁatgﬁwﬁﬁ@ﬁ-{?ﬂ result, fromthe
entry tabl e, ilsforeadohniomes tapick2day RIpichRiedby BddiRg r%mrt%dthbrééé[reﬁtion
associated with that entry. Information in these tables may be included by

addi ng rdaBlet & threestrrtable antbiceothes setrstehtahjes.aflhe afarmaiont ey &b ect ed
t abl es, e.information na so be stored in a raw form and/or a

nor mali z-elé ?tSFer%O ml%{;%vylggr,m %?S}Bé?d}‘)é"iaﬁée?f%gbs@ow@f/ eLfdheigre BigsProgess

compl et edyr RdirRpOWS | l; | ' | ' added
to the entry tlrg“ﬁl e %ﬁ?gﬁ%qeéf?gt ﬁﬁtﬁgg I%) cgﬁgﬁeﬁﬁd{%&w f?‘{éhfg I'n éot?)r?aﬁﬁgﬁg had
yet been teiupddddhis the entratable wafie beedturacdabegatipanot all teatinfprraatiesd
effect’ _and it manif scis [tself in that some (not all) of the added

i nf or mat iGA YR\PegHpRIFed o This isehatis reflerredrieaa al'partin gntsy oradd effect ead

i nformati | : pal tid al rsely,. there is also what is
cal l ed aa%ga¢ tﬁql 2l }étr?t '?%/et'fo'ﬁ tb étrrgé%ézﬁ %’te%lg)%q\}ﬁ\ge%ozje%dﬂiqr}ﬁﬁﬁ'gnr@ﬁ%\?@pgﬁér ation

i n which in evsuliaref Heeagd. netmy edclinOmd AbdE mfoMati@RIConly SdrasioEsREcbef or e
this renmoval operation is conplete. The information returned fromthe

sear ch n&pPnyersainchatre is alserwhati iscalledta hasiseatryden eeradve @ffets, ivieos nat i on
that will del et ed ver hortly after the search). Siml.arl ere is
what 1's SuacE JEniRey PRbralR I B dres Gt Beno (amered Jram eblesere a
conbi nat iseBrcdf is RGbraRe FEBRY i RSGhETAl atri@oarglét édrﬂﬁ@(tjéabc”f’ﬁe iBEhStdH t her

attributes of a particular entry in a e are added or renoved. Wat
i s descr r¢tetheabtiom thessearcbfrhag tnot fratludemfotrhation Seatbms béen detbted (85 20

o0 o B S BLENL BD, 90 BRIl STy bl om Thers |5 Yely apetiie
;?PL;E?EW%& g@{eﬁjgl éﬂ%ﬂriél g{zr\ﬁ@f bh #ho&iflf EedteRhichaL iR RBECR! SMiSh G, bf om the
add and remove operations as outlined above, where either attributes of a
particular entry in a database are added or removed.
What is described above, is an effect that can otherwise be referred to as
20 an ‘update’ problem, or a partial entry problem. There is yet another problem in
the prior art, in what may be called a partial entry replication problem. This
partial entry replication problem stems from the situation where there are two
independent systems that are being replicated using a database replication
technique. In such a replication environment, it is desirable to replicate anything
25 that happens on a ‘master’ database system on one or more ‘slave’ database
systems. So when an entry which has been added, deleted or modified on the
master database system it is desirable to also replicate any add, remove or
modify operations on the slave database systems.
One reason this partial entry replication is considered a problem, is that an
30 update may be fast on the ‘master’ database system, but is typically considerably

slower when replicating on the slave database systems. Thus, instead of taking
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i ndependent systens that are being replicated using a database replication
technique. In such a replication environnent, it is desirable to replicate
anyt hi ng w6 o1/B@4 happens on a 'master' Sdat abase syst em on PETAISO0/3210F e

‘sl ave' database systens. So when an entry which has been added, del eted

or modi firgifiseBohdethidMstiRbLIRTRRABRKeSILARL | éﬁ&oﬂ'ﬁhé%tgegg’t atfieland

replicate any add, renove or nodify operations o . \ at abase
syst ens. ti@meysteas oonfiguratipmr WWih sech dglayepthiecpartianentsy cepiriaten gdobliepi obl em
is that an 30 update may be fast on the 'nmaster’' database system but is

typi cal | FaBoRRIUBE Bile nalicRable Jheh upehpl i/‘(%ﬂﬂyn*@eowopiﬁsstiBgﬁg@C%b%?/ﬁsiSOM :
) e I T SHEE
s soo P 1P AR bERE b8ind @5 fan Ut APt They beke @sth o dbisihai ng

on netwoldgerdfihbgseand the system configuration. Wth such del ays, the
partial entry replication problem can becone quite noticeable to a user.
Agai n, tI%JMK/kAR‘ém is exacerbated if nmany updates are being done
concurrently, ich may be.the case in a rel ativehﬁ 5 | arge dat apase.
SUMVARY The a”r”més%fﬁ?ea%ﬁPP'Egﬁ'ParPrBY'{J@?dagPefgoﬁefph PRYING Hi BPPIRSIONR

oper at i opaforfghESTdTBACEatabade q8t t?as(eo_rsx%&ﬂbaﬁﬁ S EModikerP e
enbodi nent, the nethod i1 ncludes determning et her an 1 nstruction or
oper at i omattds lfcludér datermming ohetlarovas instractiert | on bperatidme gédsabase.

For an add operation, information is first added to_an "out' table used to
ret riléve MBBJrB]YQN IQPT BBPPYES INfomaatineremeha database. | Eonanwdd grerstianed. For

; [ 0on, qlnf ' is, wfiLrst n ' ipn table used
fo find SEPEAIOTE: ALl IRl an Bur dabBLub ™ Bk P s B LRy
oper at i obefdrbenhé nbaibmle i8mdisalgddrrhté® the a rémova@bberafdeinfohfaidsdn is
information is added to the '"out' table. Preferably, for a renove

oper at i ofirst FeMPYPAEEIIBIRN 40 rtakieviesed tofind lnbjectai(or enibe) if ther databasen’
L0} o, ASRBLAND, 50 N5 SRR ARELNEPARRY, U ERAD RE T ABFIE L0 '
out 15t ?Piéﬁsr?ast%gsntéggggg ﬂf élhé‘f‘@ﬂt"f%bl%n IsreR@hbly! SR réfblbabpdratibhe
information is removed from the ‘out’ table after the ‘in’ table.
According to the present application, when an add entry operation is
performed, information is added to the entry table first, that is to the ‘out’ table,
such that the information is not visible initially. The information is then added to
20 the search table, that is the 'in’ table, such that the information is visible and
searchable so that all corresponding information can be retrieved. Thus,
according to this embodiment of the present application, information to be added
to a database is first prebuilt in a non-visible table before the information is made
visible. As a result, if the information is searched prior to both ‘in’ and ‘out’ tables
25 being completed, the ‘in’ table will not be active and the search returns a partially
updated result. In other words, as rows are added to the ‘in’ table, the entry
gradually becomes visible, and any search (on an ‘in’ table attribute) if found for a
partially visible entry, the complete entry will be read.
The converse is true for a remove entry operation. For a remove entry
30 operation information is removed from the ‘in’ table first and then the ‘out’ table.

Thus the visibility is first removed and then the contents are removed.

SUBSTITUTE SHEET (RULE 26)



20 the search table, that is the "in' table, such that the information is
visible and searchable so that all corresponding information can be

retri evedwoOlnmsg44 according to this enfodi ment of the preskrwuUsgopsi2¢at i on,
information to be added to a database is first prebuilt in a non-visible

tabl e before the |pf tign is de . visible. aresult, if the

i nformation id" sa@agcﬁgiggglﬁ?ﬁfﬁy ?%Sq%%‘t [ireciory é@{ms%tserylggqs 49" oBertions)
conpl et edyret Bgiled N i ch ol [ n S h <L et
partially reupdaet e(rjbdrdegﬂtﬁ/. VY:fdnr oa{aﬁ‘enré)ag??sl,aﬁggﬁr gev\ré&ger e aééegéfodglﬁgnéﬂi n'
tabl e, thefognatign), gnadoedifyyertgcdoemodifgnglitforraagbrgny search (on an “in'

table attri buﬁe if found for a partially visible entry, the conplete
entry will be 'l &3 NSigCEBhe deRliCationangsatics): the peeasns appliegtioptaraerdsm. For
are e : Lon | r ' i S.[I ved_fromthe 'in' table
fi rSﬂnﬁhﬁe%ctaﬁgn9@@?&%{[@@';%%8%’%@ ?Edeérvgilss?ﬁﬁe%t?/rei §dq?$srte”?%v 88 and

t hen t he nosifientss descritpybove SUBSE! T HTRaStdFER4RAdEs 2iemAOiRL{3044 b
PCT/ USOQ' 32121 In an X. 500 directory system directory terns for services

(or oper dfStowedatad e thoal Updptaduag rga yntof arrepticitian igukoensa itba) the estmxee entry
f del et | i nf ti , d di f t f i fyi i nf ti .
' the | Reles SRt BraePbipBRenaheciam? ok aSdhe tigpir citroase

forwardssy§tehfie replication information in the sane order as entries are
added, renoved or nodified, as described above. Thus if a naster database
systefls 'in' A Kloddy ientryf operatiop datechmbinatonpdaidel amy rg@ole! oA anodify
replication queue so that the slave database systemcan be replicated in
t he sarreeBFﬁe‘Pp%@“Pﬂe'snﬁsP@'tjecd'é’ﬂaﬁés@daé%t%lﬁ ig oenevBll 3 sefuepcepet ati on

col Focti Sr i Griare 2 and TeEIR AT o BRI or AR SPRISHERR VAL cBianas ¢ e

addi ti onatfib@e et tvaidrit eSer inveldieaser oft Radiymauabuls ap vaiidd,i SNt @uer
value. So in the case of adding attributes or values, an "out" table/"in"

tabl e t ethif/gle !3e ledmianRiiswrad anewhensyeigmaying atitsgesor valugesihet he 15
SRR o RIS ubaE TR R BB e
a attribute, add value, remove attribute and / or remove value operations in a
modify entry operation.
BRIEF DESCRIPTION OF THE DRAWINGS
The present embodiments will now be described with reference to the
20 accompanying drawings in which:
Figure 1 illustrates ‘in’ / ‘out’ table structure,
Figure 2 illustrates an add, remove or modify entry operation in schematic
form in accordance with an embodiment of the present application, and
Figure 3 illustrates a replication sequence in schematic form in accordance
25 with the present invention.
DETAILED DESCRIPTION
In order to help illustrate an embodiment of the present application,
reference is made to the disclosure of PCT/AU95/00560 (US serial number
08/793,575 filed May 22, 1997), both of which are herein incorporated by
30 reference, which provide a more detailed description of the ‘add entry’, ‘remove

entry’ and ‘modify entry’ operations for an X.500 directory system. It should be
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nmodi fy entry operation. BRI EF DESCRI PTI ON OF THE DRAW NGS The present

enbodi nents will now be described with reference to the 20 acconpanying
drawi ngs wo omvodh: Figure 1 illustrates "in' / “out' tabl @CVUSNS22E,
Figure 2 illustrates an add, renove or nodify entry operation in schematic

formin acgordance with an enbodi nent qf the present | ication nd
Foure 3 TaFeir . it & PRERRNAPBlerloRcS Nk IERRBrRARE HEpiAT BYalelor dance
25 wi th t&?@ol@éé‘é%ﬂﬁcww@é/?@@go Rﬁ%@e‘ri’éPn%%@Pb%b%?‘fﬁfne{j%éy b9, ﬁ‘@é@é
illustrate an enbodi nent of the present application, reference is de to
t he di sclaslucan afe PEEd AIBGN0A6HEh Wil sey databagetsysterd3H iRy arSif i/l'edt’ May
22, 1997), both of which are herein incorporated by 30 reference, which
provi de dokisreeS@-ai | ed descri ption of the "add entry', "renpbve entry' and

‘nodi fy entry’ [ r . ' :

SUBSTITUTE SHEED! ?ﬂﬁ%@%ﬁ‘%ﬁ?@égﬁﬁe%@ﬁ%@%@é%@ dﬁ%ﬁﬁ%ﬁkgb\e&@er,
that the qpeestilis @pntificchhbOVe Wil BOlséd MHoAGVES, it WR sd eetappreSitdEiRat

di scl osed in PCT/ AUQ5/ 00560 (US serial nunber 08/793,575 filed May 22,
1997), dhe sdyedemated of ihe anpsenit applioation cany bdatstshie coppinstiohawitihg an
“in / 'out' . table design. 5 In order to exenplify the present

enbodi mer?tflg?r 'Pﬁ@“%!%cﬁ’agPéEﬁ'BP?) %ﬁgérﬂbaéﬁéﬁfg%%s i dentified above will
be used. Howevgld EhiryWbbribao be appreciated that the subject matter of
the .present application can be used in conjunction with other

instructi ons (AT Adpdtraty opesptiands dsg¢chbmaed aylstkentry feld., Ent objeCpentay ioon 10
An Add Entry operation is _used to add a | eaf entr_ré (e.%., an object entry
or an aldaglidgntgPY)tle a Bireelervrpformedenatiesn(Flee (BPH Il Palave i51ambel ow

is an e@(gmpe;e af aﬁ@(.%é%fimfohmégcﬂﬂtigﬁscri ption. Argunent Description

Argument Description
Object The Distinguished Name of the entry to be added
Entry A set of attributes to add
Common Arguments An optional set of controls to add
Result Description
NULL NULL
Table Il
15 Generally, the steps of the Add Entry operation are as follows:

Using the DIT table, tree walk to the parent of the entry to be added
(Parent EID).
Using the DIT table, check if the entry exists (e.g., check for RDN = new
RDN and PARENT = Parent EID).

20 - If the entry does not exist, allocate a new Entry Identifier (EID) and add
the entry. Insert information into the DIT Table, the Name Table, the Tree
Table, the Search Table, the Entry Table and, if it is an alias entry, the
Alias Table.
An example of the process according to the present application for the

25
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bj ect The Distingui shed Nane of the entry to be added Entry A set of
attributes to add Conmmon Argunents An optional set of controls to add

Resul t DegploiBégs®n NULL NULL Table Il 15 Generally, the sicafssophibhe Add
Entry operation are as follows: UsingSthe DIT tabie, tree walk to the

parent of the entry to be added (Parent EID). Using the DT table, check
i f the em{ddyEeky sperdtengs outimeckbdiow. RDN = new RDN and PARENT = Par ent

EID). 20 !f the entry does not exist, allocate a new Entry ldentifier (EID)
and add try. Insert information into the DIT Table, the Nane Tabl e,

entry. the ATEs TESGC o A REImPRT i R i 2l OB vl b R Gr oo

appl i cat izethiblitys ahevaldes SHBET A YblecbiiRTa (ith&uidhed WENREL(IRP4A S
PCT/ US00/ 32121 Add Entry operation is outlined bel ow Exanple The

obj ecty veDetaarafit 6 Marketn®E. is to add an object with the foll ow ng
attributes and val ues under ﬁl% '%&t] with a distinguished nanme (DN) of 5
"Dat acraft / ﬁHFnKaéP?ng". suri[a ?‘{J ahunty] comonNane [Mary] title

[ Mar ket i ng I\/ala@g,ﬁmmNgﬁlleephogmgl er [(03) 727-9523] 10 To achieve this
objective, first obtain the EID for the base object DN using a TreeWl k.
The EI D of thétlbase object i $Maik&ting Manager]

telephoneNumber [(03) 727-9523]
10 To achieve this objective, first obtain the EID for the base object DN using
a TreeWalk. The EID of the base object is "12".
Using the DIT Tabile, look for a duplicate entry, i.e., PARENT = 12 and
RDN ="MARY DELAHUNTY". In this example, no duplicates exist.

Add the following rows to the tables shown.

15 DIT
EID PARENT ALIAS RDN
33 11 0 MARY DELAHUNTY
NAME
EID RAW
33 {[Mary Delahunty]
TREE
EID PATH
33 1.12.21.
20
SEARCH
EID AID VID DISTING , NORM
33 0 0 0 256.7
33 3 0 1 DELAHUNTY
33 4 0 1 MARY
33 12 0 0 MARKETING MANAGER
33 20 0 0 03 727 9523
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Using the DIT Table, ook for a duplicate entry, i.e., PARENT = 12 and RDN
= "MARY DELAHUNTY". In this exanple, no duplicates exist. Add the foll ow ng
rows to t s shown. 15 DIT EI D PARENT ALI AS RDN 33
DELAHUI\I'I'\?QSIQX?/@“EI D RAW 33 [Mary Del ghunty] TREE EID PA#@M%BE 21.

20 SEARCH EID AID VID DISTING NORM 33 0 0 0 2.5.6.7 33 3 0 1 DELAHUNTY

33 4 0 1EMARY 33 12 0 O MARKETI NG MANAGER 33 20 0 0 03 727 9523
SUBSTI TUTE_SHEET (RULE 26) WO 01/39044 9 PCT/US00/32121 ENTRY EID AID VID

RAW 33 0 QEIP2.5.6.7]/AB3 3 0 [[MPahunty] 33/RAW [Mary] 33 12 0
[ Mar keti ng. ¥anager] 3B 20 0 [(1®3) 727-9523] Med&ing to the present
applicationd3 and refer¥ing to Fi%ure 2, an [Delahunty]

33 4 0 [Mary]

33 12 0 [Marketing Manager]

33 20 0 [(03) 727-9523]

According to the present application, and referring to Figure 2, an

instruction (step 21) would—' first be checked as to whether it added or removed

5 information (step 22). In this case, it would add information, and thus information

would be added to ‘out’ table first (step 23), and thereafter added to the ‘in’ table

(step 24). It can be thus seen that for an ‘add entry’ operation, ‘out’ tables are

added to first, then ‘in’ tables. Thus, with reference to the above example,

information would be added to the ENTRY and NAME tables first (which are ‘out’

10 tables) and thereafter added to the SEARCH, DIT and TREE tables (which are
‘in’ tables).

Remove Entry Operation

A Remove Entry operation is used to remove a leaf entry (either an object
entry or an alias entry) from the Directory Information Tree (DIT). Table Il below

15 is an example of an X.500 Definition description.

Argument Description
Object The Distinguished Name of the entry to be deleted
Common Arguments An optional set of controls to add
Resuit Description
NULL NULL
Table Il
Generally, the steps of the Remove Entry operation are as follows:
. Perform a tree walk using the DIT table, to obtain the EID of the base
20 object
. If the entry exists, and it is a leaf entry, then for the condition EID = EID of

the selected object, delete information from the DIT Table, the Name
Table, the Tree Table, the Search Table, the Entry Table and, if it is an
alias entry, the Alias Table.
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instruction (step 21) would first be checked as to whether it added or
renmoved 5 information (step 22). In this case, it would add information,

and t hus (nf ion would be added to 'out' table first ( ., and

t her eafte‘&ag%%%sto the "in'" table (siep 24). It can be t"sﬁfﬁ&%"@ﬂ hat for
an 'add entry' operation, 'out' tables are added to first, then '|Pa o
tabl es. Thus, aw e e exanmml i.nf ormat.l on .wo e
added to the é\I@TéRga@E% Rﬁl@&éetp g@?éestsg ??&ggﬁ?mﬁl C §Fees e.ng&pplli%thrhﬁr.eﬁ}e and

t her eaf t Rensuldefintrg obbeatBRARGEscibdd BeIBwIREE t abl es (which are 'in'

tabl es). Remove Entry Operation A Renbve Entry operation is used to renove
a | eaf eBXAJD®ither an object entry or an alias entry) fromthe Directory

f ion T e 111 helow 15 i | e of . an X.500
et i i 11 on deadi fOrEle A QS herBaE o113 e Vet R e Aot R Name
of the epfstigtienbe r@ﬂh@(%ﬂ_oﬁ%@?ﬁ' &aﬁr/Q\HéTﬁ%ﬁg'f‘ﬂﬂégfgeﬁ’{;)%qt et of controls to

add Result Description L NULL Table 1117 Gen , e steps of the
Renove Entry épeachieon thiseobjsct obtainsthe BE ffor thea biaseeotjebk DS iusing e DI T

bl e, ' f .the b . 20 object If the entry exists, and
(115" TEER 7% FUY e sk Sl ion T resiton roretess donet

bj ect, | i ' | 185 I ree
Tabi 6, "t he el ch TabP et e B 3o e AR, TR ME Al Tttt} ™ e

Alias Tabtee TSbBSThd SeareiBEDid Bhti EhaintWOTabI3Qerk4 tdARECH aapl  An
exanple of the process according to the present application for the Renobve
Ent r yOopabaYg)onwere EIEsT ilbed bel ow. Exanpl e

According to the present application, and referring again to Figure 2 an
instruction (step 21) would first be checked as to whether it added or removed
information (step 22). In this case, it would remove information, and thus
information would be removed from the 'in’ table first (step 25), and thereafter

15 removed from the ‘out’ table (step 26). It can be thus seen that for a ‘remove
entry’ operation, ‘'in’ tables are removed from first, then ‘out’ tables. Thus, with
reference to the above example, information would be deleted from SEARCH,
DIT and TREE tables (which are ‘in’ tables) first and thereafter deleted from the
ENTRY and NAME tables (which are ‘out’ tables).

20 Modify Entry Operation

A Modify Entry operation is used to perform one or more of the following
modifications to a single entry in the database. Table IV below is an example of

an X.500 Definition description.

Argument Description
Object The Distinguished Name of the entry to be modified
Changes A list of modifications
Common Arguments An optional set of-controls to add
Result Description
NULL NULL
25 Table IV
Generally, the steps of the Modify Entry operation are as follows:
. Perform a tree walk using the DIT tabie, to obtain the EID of the selected
object.
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The objective of this exanple is to renove (or delete) an object with a 5
di stingui shed nane (DN) of "Datacraft / Marketing / Mary Del ahunty." To

achi eve thi ject obtain the EID for the base object DN _uysi

Tr eel k.‘;’}?ﬁ’é@%“% of the base object ii$ "21". Check that ﬁﬁ%?&%l have
PARENT = 21. Delete all rows added to the DIT Table, the Nanme Table, the
Tree Table, t n | Nty
exanple 10 a g(/gféa g?{e&%%e& giﬁgﬁac%d&nﬁggo&tﬁ%q%ﬁéevg@ ﬁgg’éﬁ @é’%él on,
and ref erringvaga, DeieteFVgue eAGd AttribLTes Daketel AttrikLaé apadddrdanué dvifH fhst be
checked as to whether it added or renoved information (step 22). In this
case, it woul detkeerbobthendresaat armicatienl desered alfeyienat i on woul d be renoved

fromthe first and t eafter 15 renoved fromthe

' out ' taﬁ’%%gf% n%Gr)equulredi n%e‘? 9o AE&Y f’ﬁu% Sf or a 'renove entry’
operagi on, 'iAddhaes are renoved fromfirst, then 'out' tables. Thus,
wth reference to the above exanple, information would be deleted from
SEARCH, * DI T Hribe EREbDuteleixists, (add the salee' tonthet féjbﬂryeé’)abie Ifix§tt aad thaeirdaf t er
deleted fromgh ENTYan NAME t abl es (which t abl es 20 Modify
Entry Oper atlm?‘?\ W%I §reRHer Yo perEh i—ﬁ&es l§se etcP ert?tEJPm 6n@2%ﬁk fore of
the follow ng t e |V
bel ow i s an eyg%?ﬂe 0 Hgﬁ%)s( @%8%@ ?géltﬁbglrrflg dée/s'nlglj%)'? ?%%@ gﬁﬁ%vgﬂ%
Descri pti on Gorectexiftindvsite ngfuhetibeas mbititveuentroheick foea mugiitated
Changes A list of nodifications Conmon Argunents An optional set of
contiBl s to awlueredhgn maskser if g deplicapuralurie found, thpn dhe \ptidbute ¥alug, t he
steps of the %f dléptry operation are as follows: Performa tree walk
using the DI Tt 0 obtain the EID of the selected object.

Delete Value

If the value exists, the value is deleted from the Search Table (e.g., the

“out” table) first, and thereafter deleted from the Entry Table (e.g., the “in”

15 table). Preferably, a Distinguished Name value is not deleted.
Add Attribute
. If the attribute does not exist, add the Attribute Values to the Entry Table
(e.g., the “in” table) first and thereafter to the Search Table (e.g., the “out”
table).
20 Delete Attribute
. For the Entry Tabie and the Search Table, if the attribute exists, delete it

from the Search table first, and thereafter delete it from the Entry table.
Preferably, values with AID = attr and EID = base object are deleted, and
Naming attributes are not deleted.
25 Example
An example of the Modify operation is described below:
The objective of this example is to modify the entry "Datacraft / Sales /
Network Products / Chris Masters" with the following changes:
. Delete Attribute and Value telephoneNumber 018 - 042 671
30 - Modify Attribute and Value title Sales Assistant
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SUBSTI TUTE SHEET (RULE 26) WO 01/39044 1 1 PCT/ USQ0/ 32121 For the

sel ected object, performone or nore of the follow ng actions: Add Val ue,
Del ete Vi Attribute, Delete Attribute in accordan |

met hod o%l'#ﬁwﬁ?‘gsent appl i cati on desclkd bed above. The op%?gmségas{l?]gqui red
for each action are as follows: 5 Add Value |If the attribute exists, add

the val uerHOSEARNEMNT EniFprbs|ds! Bedbw réﬂ&:t thé BBand

t he Search

whet her tSRABREH i bute i s single val ued or rrul ti-val ued

tabl e, and thereafter
made to determ ne
for an existing

Table, i.e., the "out" tab chec |s

h for| 1l fl \lQlI

val ue. If
t hen made.

3

D

or _a_duplicate 10 value is
NORM . | | ! .

0 $ not

Do i s fIRIRENG: hen 1|

la

added. Del

0 QIQ' ue—exi &éq7c deleted fromt

ne

Search Tab

ts, the val

Ve oS

£
30 R ] om

the Entry
Nane val ue

L og-

SITERSS, D st nauish

, g 2d
LES ARPSTANLS not e

Xi st ,

DrgL&M
Pﬂlfe Lf The§lA

0 15
Add At tri

t'abl )

g7 the

add the At

; i d
PP bute X.tg?qmlee to

th Ent r\p Tabhl e {p qQ 03 T2H2456; Nt ap| p) first

and thereafter to the Search Table (e g.,

?e’]l ete

Attri but
exi sts,

table). 20 Del ete
Ry the Entry Table and the Search Table, if the attribute
it fromthe Search table first, and thereafter delete it

t he "out"

fromthe E

Emmy table. | alreferabljyipval ues W[RAWAID = atfr and EID = base

obj ect are

el eted, and Namng [adtributes afeseof deleted. 25 Exanpl e An

exanpl e of

Bhe Modi Ty| operation i described(@ekpw. The objective of ‘hi S

exanple is

Bo nodify fthe entry "|Bafacraft 7 [Padsass)y/ Network Products]/

Chris Mast

egs” W th the ol ow ng changes: [Sales Assistant]

30 20 0 [(03) 727-9456]

g

In accordance with one embodiment of the method of the present

application, the Modify Entry operation would be performed as follows:

10

15

20

adding a new attribute: add attribute to an ‘out’ table, such as the ENTRY
table first, then add to ‘in’ tables, such as the SEARCH table. This would

be accomplished in accordance with the sequence illustrated above with
reference to Figure 2 relating to ‘add entry’. The process as represented
in Figure 2, would then determine if the instruction is a part of a ‘modify’
instruction (step 27), and as this is the case, would further determine if the
instruction is complete (step 28), which at this stage it is not, and thus
return to 22 for the next part of the sequence.

removing an attribute : remove an attribute from ‘in’ tables, such as the

SEARCH table, first and then remove the attribute from the ‘out’ tables,
such as ENTRY and NAME tables.

are completed, a determination is made of whether an instruction is part of

Once the add or remove operations

a modify instruction (step 27) and if “yes” the process returns to step 22 to
perform the next add or remove entry operation.

adding attribute values : add attribute values to an ‘out’ table, such as the
ENTRY table, first and then add the attribute value to the ‘in’ tables, such
as the SEARCH table.

Once the attribute values are added, a
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Del ete Attribute and Val ue tel ephoneNunber 018 - 042 671 30 Modify
Attribute and Value title Sal es Assistant SUBSTI TUTE SHEET (RULE 26) WO
01/ 39044 Ww&bAs94dY 32121 The Search a&gREntry Tabl es bel owchiafsh@$iizt he
changes. SEARCH EID AID VID DI STI NG M 30 000 2.5.6.7 30301CHRS
30 4 0 1 VASTERS 30 12 0 O SALES ASSI STANT 30 20 0 O 03 727 9456 ENTRY
El D Al D VI D RAgiergon@ian [i9.sade 79f ws@tteroapCinsirgftiorsds 4part [ vhst enadify 30 12

0 [Sal es Assistant]. 0 2 03). 727-9456] |In accordance wi th ope
erbodi ment of TSULCHRR RSEPA RS B e D PRsasscaRion 1 SHeb RedPrRFTEREY y
oper ati on woukkk Rexisid Q,r,%qo@serf,@ bg&%ﬁon.addi ng a new attribute: add
attribute to an 'out' table, such as the ENTRY table first, then add to

"in' tabkes, sambviag athribuBEARCIst aldreovel hitsbuieulalued Grdme ‘iat cabips,i sbkd i n
accordance with the se}%uence il lustrated above with reference to Figure 2

rel ationg to ' aadhemEARCHMRIg feleard ey epp@wHiceatiribyiepapseirom fsul d
oaty  add . roees t SRR v
(Step 57y andicebiy SR ACHEOEN TR | aoBomTRibYS adefl? Hiath 6P"

instruction i syhewigr &t enétfi@Bn2i8) parMiif Gh naddityhinstrat@re (stepi 37 Notat tard t hus
15 return to 22 for the next part of the sequence. renobving an attribute :
renove an att Fiage @ MeoRetarminatign ssmadecmndather prwcess ends (steps 31 and

33 in Figure 3).

10 Some directory protocols define an attribute ‘replace’ operation. This can
be performed by a sequence of a delete and an add operation. It is also to be
noted that the present application has general application, and the embodiments
described are illustrative only and not the only forms of implementing the present
invention.

15 Database System Replication

In the case of replication from master database system to one or more
slave database systems, the present application calls for a sequence of
operations, e.g., add entry, remove entry and/or modify entry, to be executed in
the slave database systems in the same sequence as they were executed to

20 update the master database system. Thus, referring to Figure 3, whether a
replication procedure is required is determined at step 31, and if it is, the
replication is executed (step 32) in accordance with the master database records,
or records of the master database sequence (if not stored on the master
database). Accordingly, the records of the master database sequence of

25 operations is obtained or accessed and the replication is performed. This
information is passed on to the siave database systems and executed in the
slave database systems during a replication procedure. At the end of the
replication sequence, the procedure ends (step 33).

While there are a number of examples given in this specification, it is to be

30 noted that the system and method of the present application should not be

limited to only those operations as exemplified. The present application can be
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SEARCH table, first and then renpve the attribute fromthe 'out' tables,
such as ENTRY and NAME tables. Once the add or renpbve operations are
conpl ete termnation is made of whether an instruction rt of 20
a nndifyqyﬂgygﬁ%flon (step 27) and ifl#yes" the process ré?ﬂﬂ#@wgg2£tep 22
to perforn1the next add or renove entry operation. adding attribute

val ues d@(dtédatd upErOuY BbREREtIGRs @R inSklictidndPbgsed WRNtHs dubtn JeNRdUL abl e,
first an hen add the attribute value to the 'in' tables, such as the
SEARCH tigsheiquerasedisbiesad ebpbeit e val ues are added a SUBSTITUTE SHEET
(RULE 26) WD 01/39044 13 PCI/ US00Q/ 3212 de e tlon ether
an instructio qv%ﬁbjP?Fﬁ?ﬁgﬁ %F9“ déY Cﬂ ?%d”i?%“gﬁg ?t39 t he
process étﬁﬁdfﬁr%’saé_Qji§él8§ed2%LWTQQUQ%VGBSM"QJ@%@?% or ' GETPYS 575 filkq
operation. renpbving attribute values : nove attribute values from'in'
tabl e§, NKagh2, a%g)ﬁéleqﬁﬁmmltcmbleeto any $ypeaoitables stroetomy ehdthsepairbdtasbut e
values fromthe ' ' table such as the ENTRY table. A determnpation is

agai n made éfaarqm@@{%@?t”%teishé’f%c@'t”or"rif%miﬁépﬂ“ Hﬁté%dﬁfﬁﬁt”?\‘ﬁq uctlNén (step
27
21 A B B30 o350 SN O TR GBS LI BERSARR L

attributgperbgph@cer wresalitfe Updrs wiith e peetationed obyindtraetvencareof a
del ete and an add operation. It is also to be noted that the present

appl i cat@@eutes general application, and the enbodi nents described are
illustrative only and not the only forns of inplenenting the present

i nvention. 15 Database System Replication In the case of replication from
mast er dat abase systemto one or nore slave database systens, the present
application calls for a sequence of operations, e.g., add entry, renove
entry and/or nodify entry, to be executed in the slave database systens in
t he sanme sequence as they were executed to 20 update the master database
system Thus, referring to Figure 3, whether a
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replication procedure is required is determned at step 31, and if it is,
the replication is executed (step 32) in accordance with the naster

dat abase ,§6P5dd%4 ©OF records of the ppster database sequepgrisosi2ipot
stored on the naster database). Accordingly, the records of the naster
dat abase sequence of 25 operations is obtained or accessed and the
replicatiGhAIM perfornmed. This information is passed on to the slave
dat abase systens and executed in the slave database systens during a
replication procedure. At the end of the replication sequence, the

procedur g endz (edifRy Bk infiltblfig" B ofBidhdl ipBRS mPdn X AP eaainigl | 1

this specification, isto at the system and nethod of the

present aypémcétd ortisdobdmprishgbe linmited to only those operations as
exenplified. The present application can be SUBSTI TUTE SHEET (RULE 26) WO
01/ 39044 14 pPeateusmrs2wbathenppn i ivgtruetianumsr 8a8rabiger FAdenieiMatidt (Uct i ons

R R LT

present appliicati (0] descri n relation structure

as di scl peethform&a APRKEDCRRRIRd( WS serbat tabrbednd8IH&3irb Tor fd Irechove May
22, 1997) is equally applicable to any type of table structure that

separ at egperation (hednishaistien i finst rrmewdd freenan duttablei nf or mati on that can be
retrieved). The present invention relates to_ the nethod/ apparatus used to
execute instructions or operations, or the structure upon which the

operati 0fS or ThAShbiHId SN8lafh&d P8k Ue hheriBRHE MBAEHT Adddd2he WO
01/ 39044 15 PCT/ US00/ 32121 | CLAIM1. A nethod for inproving the

oper at i ondltatperdfier menmrpaddechtodthedbats ableyst em the met hod conpri si ng:
determ ni ng whether an instruction or operation adds information or

renoves information fromthe database system wherein for an add operation,

the i nf og MRt i . i fefhohiShs AMIARA R B3imOH WhbARh Ghe HBrHEEERIE ERovad eTove

from the ‘out’ tabie after being removed from the ‘in’ table.

4. A method as claimed in claim 1, further comprising determining whether
the instruction modifies information, and if so, performing both the add and

remove operations.

5. The method as claimed in claim 1, wherein the instructions are

implemented via a directory system such as X.500 or LDAP.

6. A method of replicating data from a master database to a slave database,
each database having information organized in ‘in’ tables and ‘out’ tables, the
method comprising:

updating the master database by determining whether an instruction or
operation adds information or removes information from the database, wherein
for an add operation, the information is first added to the ‘out’ table, and wherein
for a remove operation, the information is first removed from the ‘in’ table, and

updating the slave database in accordance with the same method as

applied to the master database.
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operation, the information is first renoved froman 'in' table. 2. The
nmethod as clainmed in claiml, wherein the information is added to the
table aft i added to the 'out' table. 3. The nethod

claim1l, \%’é’?@ SJt he information is resoved fromthe ' outlﬁcsr{'g%)ﬁ}éﬁggt
being renoved fromthe '"in' table. 4. A nethod as clainmed in claima1,
further conprising determning whether the instruction nodifies
information, and if so, performng both the add and renbve operations. 5.
The met hod asThéametitbd rasclcrimed, inwokiiei 6, téereins thuapiatisg girecesgmisement ed
via a directory systemsuch as X. 500 or LDAP. 6. A nethod of replicating
dat a fro?rﬁ)@'%{q dhe qaasipnsatabass I§|@e@edm aoepbicatian Eiyeysgt RIS R&ifong

i nformat | i bles and 'out' tables, the nethod

conpri si hg& %ﬂtgltﬁg%%%% %@P%%gdat abase by determ ning whet her an
instruction or operation adds information or renoves information fromthe
dat abase, wherein for an add operation, the information is first added to
the 'out8. t abfee aathoghes eilaimefdoin alairen@vwhep':énanfomm,atit)heusi)dﬁtedrﬁat fhen is
first renoved the t.abl e, .and u datin ave dat abase, in
hccor danBBSIH A ARESS ShalaRetiing Eoicai Bude Bohtd hRtiepatsdpaGete
SUBSTI TLgEV@HgEa'Iba(S@ULE 26) WD 01/39044 1 () PCT/US00/32121 7. The nethod
as clainmed in claim®6, wherein an updating process as applied to the
mast er dat abase is pl aced in a replication queue prl or to being passed
onto the sl ave dat abase .. The nmethod as clained in claim6, wherein

i nf or mat Yon uplareRfhPd acsn@a'”ﬂ%tfb?'atﬂ%@a%‘@ée'ﬂéh%ISéﬁf’@ddfr’tﬁbéS?éi)PPéa’fqdon
queue priqpe s%npcfégélu S5An tﬂﬁ Qidn3%r oHlefH n‘laésatth%sr’ﬁa g% gE‘P { hod as
claimed in claim erein F5vE G ADASE T & update in the sane
sequence of instructions or operatl ons as the naster database. 10. The

method as claimed in claim6, wherein the instructions are '
10. The method as claimed in claim 6, wherein the instructions are

in

implemented via a directory system such as X.500 or LDAP.

11. A directory service arrangement including:

a database using a plurality of tables, each tabie having a plurality of rows
and columns, and storing arbitrary data, and

means for processing an instruction or operation by determining whether
the instruction or operation adds information or removes information from the
database, wherein for an add operation, the information is first added to the ‘out’
table, and wherein for a remove operation, the information is first removed from

the ‘in’ table.

12.  The arrangement as claimed in claim 11 being a directory services system
such as X.500 or LDAP.

13.  Adirectory service arrangement including:
a master database using a plurality of tables, each table having a piurality

of rows and columns, and storing arbitrary data,
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i npl enented via a directory system such as X. 500 or LDAP. 11. A directory
servi ce arrangenent including: a database using a plurality of tables, each
t abl e havj lurality of rows and columms, and storin i dat a,
and neans{vg’g’rl%&%cessi ng an instructioh/ or operation by dgq%(’hkgfgﬂv\het her
the instruction or operation adds information or renpves information from
the database,a yaeoeeiatalise ¥in@adhiORANAGT 1BBlest BScH LM F@Wn%rh bﬁ:réﬁt@ _added
to the '"out' table, and wherein for a renove operation, the Informtion is

first rerfowsdnc eptimMnseand storingtarbitrarg datha@ndr r angenent as claimed in claim

11 being a directory services tem such as X 500 ,or LDAP. 13. A

directory ser \W%%nsd?[?ra%)é) 9 Eé@?"?ﬁﬂ H&S?%( ?I%IS@rved%@téBQ%‘aesvu‘g%ﬁ@'%the

pl urali t ynadtet abtRsaseeRChhdABY &\ NdULRA ?J't rf%{t igams,

and storing arbitrary datéba, SUB%‘T’%BT%‘”@I%‘I’E@% I%Léén I26 ru{c&%&‘@ﬁ%ej%@@“

PCT/ USO0/3Ris2thforanagibaver etataleasefonsiatign drquh Unaldatabase, tdidrein, foeamhadd@bl e

having a plurality o rows and_columms, and stori ngl arbitrary data, and
&

f nd_
means f orPPEEHIQN: aen i ferERationn Isnfitst eaddgel ta 1the eodhtablgs end whereinnforhe
O at ™ & t C
opor at | o B OATatRINE B AR T thalRARSR AR bl ® L O ace,

wherein for amnad@herpertiad iskive ddtabasd o Dpdated ihsaddorddncRdWRH the ddmge  out’
tabl e, and wherein for a renove operation, the information is first

removed fReRPdIRs appiteditathe master ddtabaser t he sl ave database is updated in
accordance wth the same nethod as applied to the nmaster database. 14. The
arrangenent as clainmed in claim 13 being a directory services system such

as X. 500 1qr LONS arehRseihdhTas SEfRdd iRk 48 being a directory services system
such as X.500 or LDAP.
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