; YZe3e\ Y\ x6BT; ?Initialization of a chip card [0001] This invention rel ates
to the technical field of initialization of a chip card and in particul ar
to the conpilation and processing of a record that is reagyy chip
card in an initialization step. [0002] Chip cards are wel mmwwmrwm@’mwﬁny
enbodi nents. They are used folnigxhsnleh 604 cki®aasd contr ol t

transactions and normally have a sem conductor chip with a nm@P&8ontroller
and at | east one nenory. Besides the usual designs in checkcard size or as

|1 d .g. S - bscri i ' dul i n nobi |
phones) [OUHT,  chtfaimiandion e biss todhe s e e i Obwu N ghE. o2 GiPay

dant . L nbadi . t f t. " ¢hi
Denan n@in A3k fihe BOBHRRBERIFL BN Ao pRy el BT g B Bl P
initial ibz@Rf inoh ingtidiDAGRtsAGH step by which, after conpletion and successful
testing of the chip card hardware, those prograns andl or data are inported

into the chip card that are identical for a relatively |arge nunber of chip

cards. T0002ub<chjpeatdssirepvell khoadiinmasranbadimentsli Theyuat wded #ort sxanef err ed
to as personalization. [0004] The separation of these two steps is effected
for reaplnoraccensspneol onirepaymerttrangaciions andmomrnalehaemasemicoplug®ra t o

be transferred individual into individual chip cards. In_sone cases of
appl | cachigrwiit ol BrbRomBIaE Aot leass D¢ MOy BRSERs Soe BUICENERG ot eps of
initiali j l i i O i addi L. . / or
ot & ar SHEKCERLERE P86 SAAR dafdbiqhtes i SIER ERUPHERF 10 BABL MBI AP

of t hesendbiRMHINeS)) chifPParda e ﬁlb@bfodiﬁ:bﬂrihbﬂiér%sigilsf(@.lgnﬁs kBy PeARARS o 0. 4
(pages 584 to 592) of the book "Handbuch der Chi pkarten' by | f gang Rankl
and Wl figgs Adl thesg enthodimdntsi ave td BO eefefréA@s hs Ackipradirdsy’ inchepresent texst
internal prioi art of the applicant, chip cards for the GSM nobil e phone

systemcoptain._a 32-byte rel ease, key in a. nask-progra d ROM of the chip
card. T (ﬂlﬁrt Ryyeng piadugtion of ichip girde,daializatien iy, STBCTHRONEM Y tH1ECh e ense
key nust.be transferred to t chip card with sui,tabl e command (e. g.

VER P PR TP BRoR s ess i Stk PR P Card b AR, TnGRRPRr R D

rel ease red: 22 - i ggq\ga : t -
access ng&ﬁrég Iaé%sﬁg 1¥1gogtre] d é%%&ggﬂcgpﬁ%ﬁg t@%‘%gé g%r a%l g&aﬁﬁa@ﬁ%yc agg n(ci:l?}11 mmands
r equi r eteif of chipicards. Hllatsiubm%deﬁﬂﬂéb oBlbsitagy poisonaR dndigidiial idatd is abfer@di on
data into the chip card can be done ei ther openly or encrypted with a | oad

key. Enta§pperdonaliadition. ensures that the privacy of the encrypted
initialization data is retained in case of unauthorized access. [0007]

Ho [ t il | t he, bl that th | > key . t
b novPUOBT: n FHEERBRHO Y S oISt SaraRBs Rt QL PP AT y
requi T efodial (g lniflay Gl of B BYRLARKUER! idiSRhALD thioThaR ST na

partners (e.g. nD phone network operators) rnitiralize chip cards on
their oghip dandd. ThSofiscasthef gpplicatiofantpeslled pédrdnitriligagdon kepnsbeed despi ed
out during transfer to the external partner or when it is read into the
chi p catweemthestenstaf isitiadizatidn pad parsonabzaticee pynyhichedditiered eregypmst ri ct | y

) 00 If th | d i bl hori zed
EEE% 3&2 gk dbie aMTest Hip AGBlBYED s&ﬁalgﬁa%_tb%%%ﬁ ki «ﬁe%}_%i RSFBRRY, :Ct .
u K £ . |
o oh cHieeE pEE AR Stk R Beb UeRATER DN (Ul EndaRy 109 \egkEnEe 1

sof t war §92Y6f thetioR! "Harldbueh dép EHigkaried e Byt WolfgaRe FeRik] KR@WRolfbang BFease
key he can | oad his own programcode into"the chip card and thus spy out

t he codfing) Brelatlitiond898d i n t he mask- programmed ROM [0009] Gernan

| ai d-open print DE 196 33 466 A 1 discloses a nethod for postinitialization

e L TS ARS8 AL B s, o
i i . i d- i 722
N )

bet weenofHr s eatdI T oSta itﬁé‘ixﬁﬂﬂi&ti%hieﬁ}o%’sfs% dh ivﬁhle%ﬁic%"n% frRNefeke of the
initial value in plaintext. [0011] The problemof the invention is to at

| east pkey musabeitrntfeeredttattrel chipadard wattamduitablpconimand(egyVERIFNI INIal i ze
chip cards that is suitable in %ti cular for initialization perfornmed by

ext er nalIARIZALION Kl Y )e Thefteansiayradevalve isweompparsdpvith therclegse ey stared| n
particular the risk is to be reduced of an unauthorized person gai ning

weeess Lo the pro | AR

*GO0002* -




-3 tected initialization commands and/or of unauthorized | oadi ng of program
codes into the chip card. [0012) To sobve this problem nethods and

appar atuses having the features of the independent clains are provided
according to the invention. The dependent clains define preferred

enbodi Nt chip tdrd RO¥EMni ABe of @@d@Lh Aoress it rdrbibdib® AMEEPRDM ektheut ed by
the chip card Wnen reading in the initialization record. Caimb5 relates to
a chi p cepdadéandaldhipcard>commands mqudeétfepmltlihlmtlm% defi nes the nethod
executed by the chip card manufacturer to obtain a suitable record for

executing the inventive chip card.inpitialjzatio aim 10 tes to a
conput ¢ é&dal&uBS%’@&t @ﬂﬁ&ofﬁww&aéleer&aéﬁ F\i‘égtr‘fdgn@cé‘i“?lnc %lelog{a(?s to the

v 1 or Hek QEEE e SRERER VT R Rl ERG R IpRERRSRS: Bloe MCRAy of
eval uat lHéQedckye%}Eﬁ’%ﬁhh Zilforl S48 thfinkd iRBARLAhAufor AfFacRbsd1el Lher making

t he rel ease accessl e external partner in plaintext nor
transfernng it to the chip card in plaintext. Rather, the rel ease key
(opt i onfg0i0y] t ogRsverer hissyisterh Rl inndloesrtic proplem thatche peleadeckksi must b
aut hentication value, and the authentication value is transferred
excl usi kedwnite tma@h@ﬂ%p@ﬁomgenmﬂbﬁﬁ‘ﬂ% Irigniceeasingdy reqiuresthatnet nal
partner and fromth r nal [0Cess| station.tp the chip
Card. [ 00Y }wrﬁrzp SHGaRER HC‘HF?féFs? A AR A nb(tPéPet%h%"ﬁe f act
t hat th r r or
ﬁ?’n i g%ﬁgreﬁﬁ%b rﬁtlg %ﬁlgrbé}&g 6§ thet 6\% I Ghiid Ef‘see&‘léﬁ:r 1E {’BP

to the . ai n I's al'so I naccessi ernal

par t ner theicasé ﬁé%%emcg s}\i&i Qﬁt heRdfeetd m@@a&&napparhermlwmr it #@tdadn
commands of the c a (0016 he security of the total ChIF card

syst em inthitledchip cat@,corbﬁ&hd emtremzﬂ pastatensekeepayg tife release kegstradtlyssacnatt ur es
and internal programmng of the chip card, is thus i ncreased V\/nl | e

externalqﬁ)ﬁrt ners are sinultaneously gi Vgﬁ@t he si bi to e ute
i ni ti al 100981 on Ihthedelease key, were mads\agCess é%sm PHZp BF Qsléé”’t'

br 0adenpiiare BREIGH iRe SRies BYRURTEE, Ghmloblag Mol s rEREEEKEY P2
whi ch eﬁ?ﬁsr%g&s' '&Wéljsé %§§1b(&ﬁ S&@mﬁﬁﬁn&ﬂ%r& WRIH dat iheHr b&ds&d fetaplimb! e

-4 [0017/ order In which steps are listed in the clains is no int ended

to be regtthewhip vard'sRatrbware simbsuftwaret Fopéxdrhplei ifantnanhaerizedthind piae i n
whi ch said steps are exe cuted in a different order or parallel or

quasi - psemaknews (hanededse kewde. capdoada]usmwn pregresy codssiaim the ehip £arhand er
t he sen e used here i |nten ed tg r}tclud not OHFé rial data: carrrers
such ast éﬁ@tquéﬂ%ﬁ' ‘EFf?t‘?E%ﬂdy peted n t P[,Qﬁfa erial data

carriers, such as voltage signals or opti cal signals with data in formation
modul at ﬁﬂ)zalj'er Eidifiin ILQP%;? n ﬂn@nltIPE Wﬁ A66 A1 §13610RELE AMthd&¥br pddie term

"initia ion" Is to refer preferably to the abovenenti oned transfer of

pr ogr anmjaslizalidnaoftchip carlsaThisahythod| I;Ee rhmibmcedlirecdesmb@d disovd i in axinnec-
enbodi nents of the invention, however, the term"initialization" is to be

under st tionl with initializadion, usescl kel tegrelense eartgin ganamands af therchip cerdkopairt-oner
sense but al so post-initialization and/ or personalization. In the present

text, "MEYSEMzation data" refers not only to data in the narrower sense,
but aI so to program; program fragnents and commands. [0020] According to

the inv BLG - i : a

ol caselunoTe; SafRlyiiid: Soa RACORRATE 2T A LUNER HBIGERBnICICARY
prefer aﬂirYexTcﬁahgiﬁgtd Mr&ﬁnﬁﬂ'ﬁ?vél\ﬁ@ beolhease gl‘@eSsmg Rtpidheandeabhip ceds s of the
i nvention, however; another relation can be required between the two

rel easewlheglsavdﬁds transfee of the mmzdrva(@kylplahmxtt he two rel ease keys are
conplenmentary) is referred to as a "match" in these enbodi rrents If the

oref or a0y i denb i af Hsopaton s Rawernaatly 1oitig SARLSoRIAR o
of the |py gd‘hfcgﬁde Mydfto%ﬁi’dl%g%h aé]@ﬁrdg N el ﬁ?})hﬂﬁuﬁjﬁtﬁr ?ﬁlﬁallza-

transferre nte rypted rnitialirzation data.

i nf or majbg 'befi%@lﬁh'eﬂ%@' éxQérndPﬁirYrEErs OWhilé offefingifescr nb powitsilitiee of amk dn

val ue or derivable therefrom This information can be in particular a | oad
key f or paeicujarithegisk fietebe reduced of an tinabilwaized pecknsgaimngragoessdotthapsder of
the initialization data has the advantage that the chip card manufacturer's
trade secrets contained in said initialization data are safely guarded.

Mor eover, purposeful falsification of the initialization data is inpeded
even further.

D]



-5 [0022] In preferred enbodi ments of the invention, one or nore
initialization paraneters contained in3he authentication value influence
the loading of the initialization data (e.g. by one of several practicable
encryption nmethods being set). Alternatively or additionally it is provided
i n furt kesteemboalizeiohscooimbhds and/endf onadthetizédbaditig dfpiogearmaodpaimoret er s

I nfl uence the further run of initialization and/or the later functionality
of the Hﬁﬂﬁnééﬂﬂi For exanple, the initialization paranmeters can nake a

sel ection between several algorithns |ocated in the mask-programed ROM of

th hi df in_|at f ' f th hi d. Thi di t

once. agB 0N RSk ProflbRt stethis Sifartoct ¥6ee Pafin Ba foohees b Bt on.
0023] to14; ' L on-: f: ' l;pul ation,

ci'thot PRSPEAISRLAHR Y p SR LR e ih AR B D FRTERIRR, N "

r el easedkfiye prefeged ehtbddpadntseyf thetHvehtibhe i nitialization parameters) are
secured by a cryptographic check sum-in preferred enbodi nents of the

i nventi on. 3'50024] In (i)ﬂrfeferred enbodi ments of the inventive nmethods as wel |
as of tH¥0I3vellaimd dafines dhe stepndxdanbexhby vee clipaacdhmwheargadingse theaing-

feat ures gorrespondj ragi to the fea tures described_ above or those defined in
the depliabeatio eﬁPﬁJB. im0 29Elates toreship €3t d designest Eeaxeradng piidstRRsnt ages of

t he i nveat. - sulf fromthe.follown escription of ,an._enbodi nent
and sovErant8 Ebings FRVEC oA TARR LY e e R B B Bl o B B8 o,
1 showsaBle rBY@Hdol Wx&dutinpethe GARARRRLhiF B il iBal A .nCEﬁﬁf m'reaaﬁeg%o hnvol ved
i.n the overall nethod, [0027] Fig. 2 shows a data flowchart of the nethod
for creepmpyterireadabioddtauseder lavieg syucicaretordi Clagini Fatelaes taie in02@ye Fi 9.
3 shows a data flowchart of the nethod executed by the chip card dur ing
i ni tial pyerellonethpdogurh is spbstansiadliyscomprsed of ¢l fwo rminpednvertad” poationn 10,
pr ocessi station 12.and chip card 14. nuf acturer station 10 is disposed
with thgpgﬁf}ﬁﬁ?%g ﬂ]‘ee‘mmtb?q”@HPBrE%ﬂrg ang eVyatidgdl-ocessi ng station 12 and chip
card 14 are |ocated with an external part )

[0014] The invention is based on the idea of neither making the release key accessi-

ble to the external partner in plaintext nor transferring it to the chip card in plaintext.

Rather, the release key (optionally together with further information) is incorporated

into an authentication value, and the authentication value is transferred exclusively in
* an encrypted state from the manufacturer to the external partner and from the external

partner's processing station to the chip card.

[0015] The invention offers considerable advantages due to the fact that the release
key is not transferred either to the external partner or to the chip card in plaintext and
is also inaccessible to the external partner. This reliably avoids unauthorized access to

the initialization commands of the chip card.

[0016] The security of the total chip card system, which is also based on the safe se-
crecy of the internal structures and internal programming of the chip card, is thus in-
creased, while external partners are simultaneously given the possibility to execute
initialization processes on their own premises. This increases the acceptance of the
chip card system e.g. with GSM network operators, and broadens the possible applica-
tion range of chip cards to areas of use in which external initialization of the chip card

is required or desirable.



-6 ner of the chip card manufacturer. Between nmanufacturer station 10 and
processing station 12 there is data trgnsm ssion path 16, which can be
realized for exanple as an el ectronic comrunication path via a tel ephone
line or by the exchange of data carriers. Chip card 14 is connected to

pr ocessf00d 73t afliherorder i whishrstepsaara distddon the cldifB 39 hoCompmdeehtosheofestrit-p
card 14 are sem conductor chip 20 and contact bank 22 whqose contacts are
connect bye.tRather, emthadimentsoof tﬁs.m\smmoacaﬁ@ pE@Ueed i phich srid steps areexgmy
known in the arc{i i nterface cirﬁﬁiit 24,. m'ci'}glc ntroller 26, read-wite
menory S@ed hmditferand orderarpasaltal o5 apesi-prAlel GRterleayihor y 30 and

mask- programmed read-only nenory 32 (ROM. Nonvol atile nmenory 30 is

desi gneghgirit he p { i -1 cLri ~only
remory Bk PP Eer PRI, B R B nEe s AR RalgREET L ¢
i nt er coglnge ndt oRly Midteridd daland@fiERCSudh dcmapnetic dsoptital ANgls cﬁqag&cbad to
contact bank 22. [0031] The hitherto described enbodi nent of chip card 14

i s knowalso nminteserial data cairers,isuehias ¥okagewsignakstorrapsigabsigpalsewith daB2inkhas
given rel ease key ENK . Chip card 14 showmn in Fig. 1 differs fromthe prior
art, ho&«‘évwlpnifﬁog‘hl&fedcqli‘é@lp@ﬂm key CSK' and authentication value key AWK
are al so provided in mask-programed read-only nenory 32 of chip card 14.

‘Aut hent } pon.val ue k AVKS serves ecrypi. .hent i ' lue to
pe. descl TR B Bt Sof Bl he REHE ehE RS B UafHhoR s 3bI s o
checki n i i : i i | er

ct at 1 on o Upis. e ol Blio R o B & R oL
bot h prbgrefetiipsurdscin otrr eftbodirhenty df wles invieatibr, hewesdre theerind'inibiafizaar d
14 in the initialization process. Further, manufacturer station 10 has one
or nor etipm] isitalheindesstopd marethspadly Nmchyking not eielytintiadizapn éi the Bt par t ner
EXT. Finally, mapufacturer. statian 10 ,al so has,.data l.ues for rel ease key
ENK, ChEOICTSERMS, Byt A pastiniialivaiion andles pepshilization ARhe pressat teityd g
and AVK.at.e i denfi.c . ' ' ' . card 14.
[ 0033] KR}\ﬁiéfnladé%rr@{)%t Tlli ﬁééfe’ﬁsg‘c"\@h BE@’ ‘?%%H? F@%(?‘D?rnﬁ%t i al k?&zt%{lfdcj)‘rﬁ* &r(r)ggfgﬁséict urer

st at i onpfdrengpasfentd aRBIicoRMARRL IS shown in Fig. 2 and will be described
nore precisely be low The result of this nethod is that record DS has
encrypted initialization data EIND _7_ and encrypted authentication val ue
EAV. Reld®20] DSAcsotding 46 the mxventomraomatehi isghscked between armdceived eelease her e.
Upon injtializatjon of chip card 14, pr ssing, station 12 transfers record
DS to cksharda delgase kesestoraden fecdih sardichie e BRAPhFeEerspTe REStHbRb

H U n Fi o : o . o . 0034
The et fodelipaot o R sekat K8 IR B3 SRRk R E b PG ory BpWen o
starts siithér REtHN/Gh bétdquirtetZRtwesh gRlivd RiRasE ke . SPHId offrdeRfidni(8g.

identifier of external partner EXT, |oad key LDK iS5 generated in step 40.

I n the éhabtid twenteletss kelybark t@nplenemtatylk éy/refféded o as a dnrhoch'vialthesetdrat i s
new y generated for each pair of values IND, EXT. In alternative

enbodi neediments A6 theagratobihas hsenidetectnd, dhe mitializagionydaim arenwritigatia 3dNER- st ep
40. [0035J Lagad, ke orms._sever.al fiunctions. It firstly serves to
encr yptoﬁYnPfﬁgﬁbi%gPﬁi’dg@y PNE)“PH@@EEC th\qo obtai n encrypt ed
initialization data EIND. Secondly, l|oad key LDK is a conponent of

aut hentjiggag] onfy ?%éf&rré& enfbdditieats OTTRORhEOA it ?f%ﬂﬁ«'i‘&éc?ﬁia‘t e MfialezahV are
one or nore initialization paranmeters INP and rel ease key ENK. [0036] In

t he enbtich detatard eansfeped et plaingert bar aspdrictypted dhitmlica@aiddat. The tikor-

calculated fromthe stated three values LDK, |NP and ENK in step 44, using
check smaiiRpyeqsrehforalegeyptionts canginad innthe authengicator yrlugon degivableat i on in
t he present. enbadi nept is. a MAC (.message authenticatipn code; see Chapter
a6 i CReREEoD s umalist dnbe e nc s d ke R iR AT ho - ar
accordi . i | [ ON - F r [ in

al ternatt ege%elrbg?c]?lﬁég SCME 3@6&}8%8&%@% hggigféﬁ@%ggn%ﬁggg ﬁéeﬂﬁ%{] egrity
of the dgtahaahé ahipeshri matifieatdreatddensey@itd/Com¥inelGR3IZ]d initidlleatiefttadi ment
descri bed here, authentication value AV is the concatenation of val ues LDK,
| NP, ENkeasately iguprdegr dporieoverhpukposeinl €USificatiohefithe atitieliratian/datenbvdi ment s
ot her nethods are used for determ ning authentication value AV and

aut hent® iQYﬁn\fHthér-AV can contain further and/or different and/or fewer
data. [0038] In further encryption step 46, authentication value AV is
encrypted with authentication value key AVK to obtain encrypted

aut henti cation val ue EAV. The en cryption nethod used in step 46 can be for
exanpl e one of the DES or TRIPLE DES -g_ nethods known in the art (DES =
data encryption standard; see Chapter 4.6.1 of "t he above-cited book -
"Handbuch der Chipkarten"), preferably in the CBC node (cipher bl ock

o o o " = " e o o o N o - e




[0040] Fig. 3 relates to the reception and processing of record DS (Fig. 1
) by'chip card 14. In step 60, chip carq 14 first receives encrypted

aut henti cati on val ue EAV, which originally cones from nmanufacturer station
10 and was transferred to processing station 12. Encrypted authentication
val ue EfN022 ddarprpfeertdvrhboditticnendf thatihentionl, vae loe nd¥¥¢knitkilieh86n ph-
read-only menmory 32 of chip card 14 in step 62 to obtain authentication

val ue AVAMEERs e@rpiednndhe mrhentatioBNKlan thfliepce The kiadpig 6f theheitplizaent
description it will be assuned that fal sification of record DS has taken

pl a(r:]e sHoprlata (.8 Rnene of seuer aqrﬂl@%g?ec%%kipté@’é&lqmo@%@%EBES)SAM&M cal
it . i i: \ i Fig. .2.,.10041
ool cut arn ey SR AORHER, 15 ploy AR fobtet SonpRiiane S 2F 465 YRR BT BS  aphi
check sHRifiztidn PAFafRIRe MfMchck He fdrh‘fér?’PH OEN@tiHﬁkﬂ%rFQE&/gr ﬁ’rﬂfake‘?WufﬁS—K'
ue A ed as fTaulty and

stored in chip card 14. Authentication va I'S reject

t he net hodalityasftthd chip eardeFométamplef thedhitislizhten ?bﬁa@ﬁetétsmaﬁqﬁhké a@Blegheck
sum CCS contained in decrypted authentication value AV is detected in step

66. [ 0049N betwesnesgveralralgeritbmsdoratad ia thesmeskpségrammed QM dadethe Ehip

contai ned in decrypted _authenticati on val AV is conpared in further step
68 Wit hC?réﬁféagg%ﬂ aunsisaf the, chipgard, Dyis sRadimeationes §g3ia ¢ersids2 of
chip ca e i . S jtive, the further |oading of

t he i ni téggh lzné:#%aosﬁg?% Wégg?%oé%%%gggpﬁig pr oc -9 ess is aborted. In
al ternative embodi nents, steps 66 and 68 can be performed in a dif ferent
order. [00233] Mo grogect Bhd athbddation VUGS frden hitatROfibd Rfkairfllaorf dithel 4
receives encrypted initialization data FIND in step 70. Sal ata are

decr ypt the¢ total stthentizations valyelovandivedual pirtotheradfothateldaselkdyentd/eathicon val ue

AV for decryptiop. The decryption nethod applied in step 72 can further
depend g)ﬁd %ﬂdyﬁ’ﬁﬂzé 1gitiafiZatomPArAREtYR) prergRBledr by & RP/PtogTaphiPhscE, et her

DES or P n .be.use endi ng. on the paraneter value. The
decryptlértcl?%ll lﬁf%g'eﬁ%n&ogbmﬁg@ebqve&%gpse mat ch the nethod used for
encryption in step 42 (Fig. 2). As the result of decryption step 72, chip
card 14/0p2URi N$n bRifthal ieANodMReARI0R th Y ! t gtile
mem)ry4[30 i]; steg 74. [0044] TS Si ml%\@yepﬂeghﬁrpggﬁ%%ﬁghﬁ ‘E‘g?@yé‘hom

st eps 70ve chipkaséqne mmveative, dawhédreiet,these Indvefeanires ¢ortespoaditgdto the foe

enbodi ment descri bed here, in order to conply with the [imted nenory space
condi t | BKes dascribesd abayeon those defisgd it therdependentidlaims.on data | ND are | oaded
into nonvolatile nmenory 30, a further integrity check is effected in step
76 by- of @ _further cryptographic,check s in the way.known in the
ares ) TTOPRBLC R fehBleg ntBhetER By Agtarfees oine Javerdion wilk BilkaeGm [
step 78nhelfBlIbWen H&%ﬁgg% t ' | Bibbaih&ati g
par ametefs | NP agrQe us P oorfql?' féé‘g‘?@&ﬁg?gﬁ%?@%?%%&&ﬁ%@% %;nt%lba ﬂﬂé@%'ilgln. For
exanpl etheisthematibdrawimgsded that initialization parameters | NP make a

sel ection anong several algorithns |ocated in read-only nmenmory 32 for
authentication_in the GSM system - 10 daimA nethod for reading

i ni tiall0986] onFigatlshomemn ovarsies efiths coarppnentyiand dataiosnmunicatieppathsecut ed
by the .chi ar 14) of . .receiving an encrypted authentication val ue
(EAV), 1ﬁv8@8ﬁ95&1‘§18v?9ﬁg %ﬁ@?épt ed authentication value (EAV) to obtain at

| east one rel ease key (ENK), - checking whether the obtained rel ease key
(ENGO Tobafies Bid olshess d<gita (RN ' d fo the
rel easg[0 ke?/qg (Ellgﬁr(, EN??%) mau?:1 ch, r%ﬁiéfepﬁgnéa%ﬁ%a\?ﬁ ﬁa?]‘g“g E“eéjll-e%g){l %ﬁdzgoiri on
dat a (IddD) cam imithdivacibaj ande nmenory (30) of the chip card (14). 2. A nethod
according to claim1,

[0028] Fig. 3 shows a data flowchart of the method executed by the chip card dur-

ing initialization.

[0029]  Fig. 1 shows schematically manufacturer station 10, processing station 12
and chip card 14. Manufacturer station 10 is disposed with the manufacturer of chip

card 14, while processing station 12 and chip card 14 are located with an external part-
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[0031] The hitherto described embodiment of chip card 14 is known in the art. It’is
likewise known that read-only memory 32 has given release key ENK'. Chip card 14
shown in Fig. 1 differs from the prior art, however, in that check sum key CSK' and
authentication value key AVK' are also provided in mask-programmed read-only
- memory 32 of chip card 14. Authentication value key AVK' serves to decrypt an au-
thentication value to be described in detail below, while check sum key CSK'is pro-

vided for checking the integrity of said authentication value.

[0032] Manufacturer station 10 has access to initialization data IND, which nor-
mally contain both program instructions and data values, to be transferred to chip card
14 in the initialization process. Further, manufacturer station 10 has one or more ini-
tialization parameters INP and an identifier of external partner EXT. Finally, manufac-
turer station 10 also has data values for release key ENK, check sum key CSK and au-
thentication value key AVK. Values ENK, CSK and AVK are identical to values
ENK', CSK' and AVK' stored in chip card 14.

[0033] When compiling record DS required for initialization, manufacturer station
10 executes a method that is shown in Fig. 2 and will be described more precisely be-

low. The result of this method is that record DS has encrypted initialization data EIND
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load key LDK is a component of authentication value AV. Further components of au-

thentication value AV are one or more initialization parameters INP and release key
ENK.

[0036] In the embodiment described here, cryptographic check sum CCS is further

* calculated from the stated three values LDK, INP and ENK in step 44, using check
sum key CSK as a key. The algorithm used for check sum calculation in the present
embodiment is a MAC (message authentication code; see Chapter 4.6.4 of the above-
cited book "Handbuch der Chipkarten") known in the art according to ISO 9797, while
other calculation methods are provided in alternative embodiments. Cryptographic

check sum CCS ensures the integrity of the data contained in authentication value AV.

[0037] In the embodiment described here, authentication value AV is the concatena-
tion of values LDK, INP, ENK and cryptographic check sum CCS, while in alternative
embodiments other methods are used for determining authentication value AV and

authentication value AV can contain further and/or different and/or fewer data.

[0038]  In further encryption step 46, authentication value AV is encrypted with au-
thentication value key AVK to obtain encrypted authentication value EAV. The en-

cryption method used in step 46 can be for example one of the DES or TRIPLE DES
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[0039] In two final method steps 48 and 50, first encrypted authentication value
EAYV and then encrypted initialization data EIND are sent to processing station 12 to
be buffered there and finally passed to chip card 14. Said encrypted data EAV and
EIND together form record DS shown in Fig. 1, which can contain further components

in alternative embodiments.

[0040] Fig. 3 relates to the reception and processing of record DS (Fig_. 1) by chip
card_ 14. In step 60, chip card 14 first receives encrypted authentication value EAV,
which originally comes from manufacturer station 10 and was transferred to process-
ing station 12. Encrypted authentication value EAV is decrypted with authentication
value key AVK' stored in read-only memory 32 of chip card 14 in step 62 to obtain
authentication value AV with components LDK, INP, ENK and CCS. To simplify the

~ present description it will be assumed that no falsification of record DS has taken place
so that authentication value AV calculated in step 62 is identical with autheritiéation

value AV shown in Fig. 2.

[0041] A check sum calculation is again effected (step 64), thereby determining
cryptographic check sum CCS' from components LDK, INP and ENK using check
sum key CSK' stored in chip card 14. Authentication value AV is rejected as faulty
and the method aborted if a deviation of calculated check sum CCS' from check sum

CCS contained in decrypted authentication value AV is detected in step 66.

[0042]  If check sum calculation was successful, release key ENK contained in de-
crypted authentication value AV is compared in further step 68 with release key ENK'
stored in mask-programmed read-only memory 32 of chip card 14. If said comparison

is also positive, the further loading of the initialization is released; otherwise the proc-
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tialization data EIND in step 70. Said data are decrypted in step 72, using load key
LDK of calculated authentication value AV for decryption. The decryption method
applied in step 72 can further depend on one or more of initialization parameters INP;
for example, either DES or TRIPLE DES can be used depending on the parameter
value. The decryption method in step 72 must of course match the method used for
encryption in step 42 (Fig. 2). As the result of decryption step 72, chip card 14 obtains

initialization data IND, which are written to nonvolatile memory 30 in step 74.

[0044]  To simplify the representation Fig. 3 shows steps 70 to 74 sequ_entially,
while these steps are interleaved in the embodiment described here, in order to comply

with the limited memory space conditions of chip card 14.

[0045] After initialization data IND aré loaded into nonvolatile memory 30, a fur-
ther integrity check is effected in step 76 by means of a further cryptographic check
sum in the way known in the art. If this integrity check is positive, initialization is ac-
~ tivated in step 78. In the embodiment described here, one or more initialization pa-
rameters INP are used for finally parameterizing the initialization. For example, it can
be provided that initialization parameters INP make a selection among several algo-

rithms located in read-only memory 32 for authentication in the GSM system.
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1. A method for reading initialization data (IND) into a chip card (14), having the
steps executed by the chip card (14) of:
- receiving an encrypted authentication value (EAV),
- decrypting the encrypted authentication value (EAV) to obtain at least one
release key (ENK),
- checking whether the obtained release key (ENK) matches a release key
(ENK") stored on the chip card (14),
- if the release keys (ENK, ENK') match, receiving and writing the initializa-

tion data (IND) to a nonvolatile memory (30) of the chip card (14).

2. A method according to claim 1,

" wherein the decryption of the encrypted authentication value (EAV) further ob-
tains at least one load key (LLDK), and wherein the initialization data (IND) are
received by the chip card (14) as encrypted initialization data (EIND) and de-
crypted there with the load key (LDK).

- 3. A method according to claim 1 or claim 2, _
wherein the decryption of the encrypted authentication value (EAV) further ob-
tains at least one initialization parameter (INP) which influences the further read-

in and/or initialization process and/or the later functionality of the chip card (14).

4. A method according to claims 1, 2 and 3,
wherein the release key (ENK) and/or the load key (ILDK) and/or the at least one
initialization parameter (INP) are secured by a cryptographic check sum (CCS),
the cryptographic check sum (CCS) being derivable from the authentication
value (AV).

5. A chip card having a microcontroller (26), a read-only memory (32) and a non-
volatile memory (30) and set up to execute a method according to any of claims 1

to 4 under the control of the microcontroller (26).
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10.

11.

A method for generating a record (DS) for initializing a chip card (14), having

the steps of:

- generating an authentication value (AV) from which at least one release key
(ENK) is derivable,

- encrypting the authentication value (AV) with an authentication value key
(AVK) to obtain an encrypted authentication value (EAV),

- incorporating the encrypted authentication value (EAV) into the record
(DS), and

- incorporating unencrypted or encrypted initialization data (IND, EIND) into
the record (DS).

A method according to claim 6,

wherein a load key (LDK) is generated, and wherein the initialization data (IND)

" is encrypted with the load key (LDK) and incorporated into the record (DS) as

encrypted initialization data (EIND).

A method according to claim 6 or claim 7,

wherein the authentication value (AV) is generated so that at least one initializa-
tion parameter (INP) is further derivable therefrom which influences the !_a_ter N
read-in and/or initialization process and/or the later functionality of the éhip cérd

(14).

A method according to claims 6, 7 and 8,

wherein the release key (ENK) and/or the load key (LDK) and/or the initializa-
tion parameter (INP) are secured in the authentication value (AV) by a crypto-
graphic check sum (CCS), the authentication value (AV) being generated so that
the cryptographic check sum (CCS) is derivable therefrom.

A computer-readable data carrier having a record (DE) which can be, or has

been, generated by a method according to any of claims 6 to 9.

A method for initializing a chip card (14), having the steps of:
- generating a record by a method according to any of claims 6 to 9 in a

manufacturer station (10),
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