s ede@<=D>(?*. @d@ @mMLAPPARATUS, AND ASSOCI ATED METHOD, FOR FACI LI TATI NG
DETERM NATI ON OF SYNCHRONI ZATI ON STATUS OF DATABASE COPI ES CONNECTED BY WAY
OF A RADI O Al R | NTERFACE OF A RADI O COMMUNI CATI ON SYSTEM The present
invention relates generally to a manner by which to synchronize
asynchronousl y updat eabl e dat abase copi es nmai ntained at a network part and
at a nobile node of a radio comunication system WNbre particularly, the
present invention relates to apparatus, and an associ ated net hod, by which
to conpare the database copies to 10 determ ne whet her the database copies
are in match with one another. Signali nlg i s exchanged between the nobile
node and the network part to permt the determnation to be nade. A group
hash, represemMBRARATIIS, ANDeSSOCRATEDUMEIH@B ROREACIEITATINGst f or ned
and used to GREERMINATIONNEOTF SYNCHRODIZATION 8FTAIUS OF DATABASE h one
another. |f a dEOPIESGONNECEDDBY vedy Ohal RATAO AR INTEHIBS€EECOpPi es are

in 15 match with one angtherAPISSEHOMPMANRNLTYSNSYETEME group hash val ue,
no additional information is comunicated over the radio air interface for

synchroni zati on anal ysis. The bandw dth required to conmuni cate the group
hash val ue overThehpeeseridineengion rélatee gérmcalyite asmainkr, bynebieb $¢ tyakchmgizenl y a

correspondi ng,smal l. a nt .of radio .resources.to be allocated for .
synchr oni Z3YTBIPISRLY é{gﬁ&)ﬁg??tsb.le %%ﬂﬁé@ﬁﬁ%n@eﬁﬁlﬁa PW@H%’PW"\%E 2Rt yat i on
of comunigat bPNraARS MneREnibMioMYsteh. M@%tlb@h&ataiﬂ%fhefpré“s'aﬁtqni@tian RRgessary

aspect of nodern society. Comuni cation systens of nmany varied types and
const r uct it@ ARPANH VS apé e agseviated peatheh 8y sdpihay edmparsdhe daiakese sopemtouni cat ed

to ef f,ect i cation services of such conmmuni cati on
syst erlrg g%{egg&ntlég% enaog F o&gﬁl cgagefbased(\;/oé’hecseaﬁ%ﬁt%Bép(%%%tofw iarr"r?L)%f‘%r\’/errent s to existing

comuni cati on KigiaHAp isa@hpee be@ien BRWMbdRaRHdehnd ERLRLG&tpatiio pyatiens are
devel oped and depl oyed. Cenerally, inprovenments to existing conmuni cation
syst ens ante HFMFoe tobe areau i &aum bishsirptessriatperativeluenef @ B9er chfBant s of
data to b I il g f 11 i i nners
and bet wegﬁ&g%gqgowglﬁt% %’%geg t altltg éc\ﬁg%ge&% %%%?e?ﬂﬁ%%a@%ﬁ%éﬁ?% ‘kgt\(/"gﬁcerrents
i n technolvayi es dnbtter. hHvelchemmatiop kaneninedt ihat et ditebdse eopisy sicéms i ncl ude
digital co ni cation techni gues. The use of digital conmunication
technﬁau_egn%t %(lt%ﬁﬁﬁ?ﬁtb%ﬂ bissd it Mbﬁ}%ﬁiﬂgﬁegrm Pethisradtfy BN E4YES™ nel udi ng
the abi | i tiyohQaiioN cH@n MRERUGHLCOTTIRS SR ORR @lﬁﬁhﬁﬁtibrpaﬁaﬂ%i& L
comuni cation systemin which 5 the comunication techniques are utilized.
Dat a t hat Ths bandwelttcsqnued matostneicdtathe gpapdtaso maloé ovdreahe ouai cat i on

system once digitized, can co ni cated durin iscrete iptervals.

e cat eq TgRaF SAC o el GR b ESirperitie Salnapet fsado Fispe o

al | ocat ed yeuigtdt@riod aRhreHoH Bh&atidan service; rather, only shared
channel s, such as packet-swi tched channels, are needed to permt the
comuni cation of data and 10 correspondi ng effectuati on of the
comunrfcation service. AB%@KGB@M?BPI%T NYENIHON an exenpl ary type of
comuni cation system Data is communi cated between communi cation stations
of a radio co ictlgeuatiosyisrommupeniion adivises byrmvatiof atnonmnishtieinef data Fhe

di ' | f d_of. ' h | [
Cpect rum HRFeapy e ARGy 50el” Oty B b BB Sl Bl ATl ™" ©

conmuni catandrofysiceons Hadbeercavolwped aid duplExa! BNE, GitSR RhenGOaséd lect ed to
utilize digjital conmunication techniques. Due to the bandwidth limtations
regul arl y SASsyaiedheepinppcatal ST ey avafiseeh eopamppisatiqtheysiemsr oved
conmuniscat i on Il J: ] ~ (i gital
comm%iscati on ?gc en| ql@sﬁ%?%g%%g?%ﬂl@ a Sg%ﬁ%]gggouglaﬁ used in a radio
conmuni catdoomugystiemsy2énCaeanatie} @it nowi typed dfeoathvanesivn3ysemnadi gi t al
conmmruni catj on techni ques are al so advancenents i.n, data praqcessin

t echni ques™®Y P@@%&%@@F‘ig&%ﬂﬁlﬂé IR VEREE MRS C&Fnrﬁ'bf&%%twnsséig‘@éﬁy. Dat a
Pr ocessi Nginii heRQYFRIIBIMHRARLHE §/sEATPLRLA R GG sEY hinBENOBEIAL kPP Of 2

communi cati on system Advancenent’s in data processing techniques have al so
been i npl ewemiwdcadted indesseredomaduots ofyisne senetibesHomamstsamd detvossmmmuni cat i on
systeng are -rti%gsubj[%{l %/r useoll 111:) whi chb o transport data that is to be stored
or proces ea- CPortaBre Piate %Ii‘aé’a]éa fid processi ng devices are exenpl ary
data processing devices that are regularly utilized. Some of such portable
data storage and processing devices are referred to as personal digital
assistants (PDAs). A personal digital assistant 30 includes storage

el ements at which databases are created and nai ntained. Data stored at a
dat abase is selectably retrievable by a user of the personal digital
assistant. The data is typically fornmatted as a series of data records in
whi ch each data record contains one or nore fields. Upon selection of the

. oy o [ Y
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up of the data stored. at the data bases at personal conputers or other
conputing stations. To effectuate the back up of the data, a fixed
connection is formed between the personal digital assistant and the back up
| ocation, e.g., a personal conputer. Wen the data is backed up, thereby to
be stored at both the personal digital 15 assistant and at the back up

| ocation, the data base copies are true copies of one another, i.e., are in
conpl ete correspondence with one another. However, if either of the

dat abases i s asynchronously updat eabl e, upon subsequent update of one, but
not anot her, of the database pairs, thézrespective dat abases are no | onger
in conplete correspondence with one another. 20 To pl ace the dat abases back
in conpl ete corhézpomtca teghnhlogies thatbavebeen smblegutedtin symuotluntsaiiomt | on of

n | todheRlogi® teetbetpeon ubisalen somORSA
per 1 or noa o RORATIER hibul RaB Ll es 25 WOt BB R RRE AR St e

contents aqéctinftfies &sPesHhmvsicatadPdasasprotidt herislatabassnadaling heebilpared to
one anot her. 25 Some portabl e devices provide for back up of the stored
data to a ‘e&FYUdS mypreyescosyHeatiop sl densicstim tefepgsation sysem an phiekd
wreline i : : o] I r er f. way of a
radio o r Topanirhftad Bl ERe ARANIR0 RELANGER ¥ SoRLleLIRaRE 1O, %L
devi ce. Baupkratipn afithepnunrricutina tsyaem opee diditied, ¢dnsdomanemigesd duringd by way of
a radio ahﬁ interface Z%gd hgmever nore problenmatical due to 30 bandw dth
i mitati orfiSHHSINtEValsyisdicaied Phapnslse such@g CikFH hswikehied ChymTinT.ee4mob e sy st ens.
4 Manners gpyedtd ghahlak é:’édllllﬂnﬁﬁgatﬁﬁl MVIED ki QerDAGY R AOLINEGNERN ze data
at the respective databases of the database pairs are, generally,

prohi bi t i vekkst-shatebied dtahndsrsemgtied ® pdringithé crgnimheicatiosefdatavasls i n radi o

commu bcation S ten§f1ﬁ mann b¥ whi ch better to naintain the databases
of the dat RBETEHAESF mgnk%ﬁ%?é]BEEBPF@gb%ﬁﬂﬁﬁcg with one another by way
of a radio air Apd®s Eﬁﬁﬁuhﬁaﬁ&ﬂ@sfeﬁﬂig aMeﬂérHFllar}fl?Qébe&%%ﬁhﬁigﬁﬁmas@ﬂem.

a

avai | abl e, and any such manner nust be inplenmentable through thé use of
only mi ni niddta ppepingnymieaied eweer eommunigatiangitations of wieslibewgroigaitbn nf or mat i on

related to synchr.oni zation..of .dat abases way of. a.radio air interface
hat the Svesr ROTAS b Bl bRl SRR ARe T lle e rindid e cvol vea
SUMVARY  OHotirtikd & NG s tHd eledqifopsapibtid dpeeiirh Giht aRCEREAEDE, i oddMARS ageousl y
provi des apparatus, and an associ ated net hod, by which to synchronize

asynchrondisst Py.dpesdingnnamumedipacsysiedp fadineammbnistiipnaysiema alspdrk part and
at a nobilg, s ' DO ' eration of
an enbodinegt 0 m?%éﬁ%%ggfn?ﬁghveﬁ??%%#qgj%%ﬁﬁggbpééﬂigbg e d y which to
conpar e t Hendatcabaspmlapisssidtal dWih eddid oenmheichiesn dybengdathabagsvedpi es are in
match with one anot her,. .Determ nati on of mhethgﬁ,the dat abase copies are in

mat ch wi t FOSHBUHreRETiiencissperpitied tyrugihibe yen ek digita woBmEiGHani ng bet ween
t he nnbilq;aggﬁwgg r; By Sinf Q¥ t he
mobi | e nodg. The gggﬁg%ﬁggﬁmgg$g§ P@ggﬁg%ﬁ$%éﬁg mgg?ues o%%gggg%ﬁ%nof dat a
recor @ of the Gatcatniset wigh Hicaidmad eaients e digithi doenmodeatichiechyiqepalzash i s
formed at Hhe(gnbile ade _and connupi ated to the networg_gart f the radio
communi cat? ShASFBIPBYLWAY PEPCTHRS F5H8USs P aHPIeresIs.1s alsk 87 FeEHBhdi ng
group hashpavidfifodesn dcsddy.f DhfiRflo@ksiAdIR RALARAPS ML AL ALASH d@tnd he
network part of the radio 25 conmmunication system Conparisons are nade to
det er m ne <iseationof plsemgruminstivasystanal Hdsancempais it ddty prmkssingitdmiquest he
nobi |l e no n Kk rt upqon the respective database copi es of
A 8o Bhed D PRNEY K R by B s

t he dat abase parrs ar If the group hashes are
of idestical vafdtesstaicbecogipuitatidh statms bRGes s MiRd dsthatish Rethdsporpe in
match with one another, viz., the data records of the group are in conplete
cor r espond&ieBatfste b Hered s PrSessAid t he data records of the group are

i dentical copi (o) I . .sj nal e ative of
an entire gr ou‘ps)lsoor?ifb1 a(%ga ?@%%?g@d ?I?%%Sglglg)a? glcgée%}glg %@1@3&%&5& }tgr[(])ggsggl a records
of the entdaveegtimipreasgularty wittzet. Rbtb oéswhrposaplenidiangoragd mor frocspyigof t he
sanme group,of data records, the amount of radio 5 resources. required to
Communi cat g HeAEKTER IR IREl BRI HERS UANAS Hb PREPtie Bhre it

m ni Mo |ichBes uard clbidits 3t SRIRIMPALL OR drsudBER ﬁlélﬁfaiﬁeﬁe,mw%@reﬁaﬁhes
are not of identical values, individual record hashes associated wt

i ndi vi dual data records of the group of data records are communi cat ed by
the nobile node to the network part. 10 Correspondi ng individual record
hash val ues forned at the network part representative of the correspondi ng
i ndi vi dual data records of the group at the network part are conpared there
together. Determ nations are made, on an individual data record basis,

whet her the pairs of individual data records are in match wth one another.
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I n anot her aspect of the present invention, an identifier is associated
with the group hash that is conmuni cated between the nobile node and the
network part of the conmunication system The identifier forms, for

i nstance, a nunber of a data record of 30 the group of data records with
whi ch the group hash is associ ated. Anal ogously, also, 6 when i ndi vi dual
record hashes are communi cated by the nobile node to the network part,
identifiers are al so comruni cated therewith. The identifiers again, for
instance, formrecord nunber identifiers of the individual data records.
Ther eby, the hashes are easily i dentified at the network part, thereafter
to be conpared agai nst correspondi ng val ues of the hashes formed of the
dat a r ecoradataifase ecldetpblyacieicrahhybyrabiser af hegeeonallibeite psetatdnt pFhe data is

Synchr oni | [atd ons. . in i ch the database.contents are.conpared to
det er m neZt%%@ﬁ’efr%prﬁ?ﬁ%daagtaasgggse%dgfaeref?ﬁﬁﬁlt%ﬁicane?’cl}il c@ ereﬁ?@tcﬂ%ﬁamﬁro Phiti at ed
ei ther at mée flali [WonceRctidn @ltthé Deer RAVR ririBRddt fronl ARIaGY A Rispalye®N | S
triggered, for instance, by a 10 synchronization initiation nessage

gener at ed % UstdnisERGirithe personsh diciahassiniaiat Sing a8 Well #pBihee DRSS way of
the radi o al.l. f i J r d LS 1Aitjhated at
t he m)gi I ecﬂ)lr?%)aélg?g ﬁeisg%g[?l%l ,aisfo %&oﬁ%&%ﬂ%@%%ﬁﬁi&%thre?hag%e&%ﬁagoakﬁ%de db{hg change
listing thdtadtosti gt thhangbssck arcahynghable, e oaddicatle aodatgbad ®, af ddlkre, nobi | e
node. Upon triggeri of the synchronization process, the groups of the

dat a recortggd@ggﬁoﬁ@nzgélﬁ%%%s% are defined, and hashes for each of the
data records arerl@iiEhacksBesicob hbRakbtbyhdlndah o woRs ko form a
group of data records are aggregated together to 1?orma group hash. And,

t he group tamter by wheintomécoatratie sipomd dabeeinrtbelévenaihnt thatletbaeeotentshee net wor k

t. | td f d th t K t t
ot er onac P ed SFIRE S s FuflBnaaf Berub et aroeergroune o 24 ichat ch
Wi th one 2¢) #MR AR stoldieit BRYdatfbFBORYerdoRalRoMpLEedo L Moathulif SHRGRN oni ze

dat abase pairs enbodied at a nobile node and at a network part of a radio
communi cat Tosffesjuntetie bdcauekthh dalhes fingdconpentioniic formdd betweer thet reesonalbi | e

node and the. [ t,,. radi resources requjred to be allocated for the
synchroni z(g th%%gs\ésﬁaolﬁeaga;%héerbeac uﬂ??’?&ﬁ(.m’ftﬁ"tan%eiw i‘fﬂnf"}:?ul]’r‘?rzati on is provided by

t he use of groughbagkeRtadibahckReufl theBy & b aCHHh FRPRASLACH gital

determ nations to be on a group basis, obviating, at tines, even the
comuridc at3s8atapt ane ¢ Hisdaek Fp dareRon dhedgte basegopicharcBS €opisd obeneanotsbect s,

t heref ore,; i d oy i: r a radio
conmuni catliﬁﬁgﬁoﬁletgﬁ%%ggﬁ%%g%%%gggﬁ%‘%’ slg[/ds"feg%’?%%ﬁﬁggfs&go a network
part havi niptabiasdsessdynehrbhasty wehwabl, qopyubaiahaspdsmbnbed, bedndther eat and a
nobi | e node ﬂ%vi ggha corresponding at least a first nobile co‘%gj dat abase
mai nt ai nedPHIF-&4The dalabaspaifsyberespestiveetaiabates anplp leaeainsemalete the first
mobi | e copyrdaiphase wiolduddRleeh Wi th one another when data of each data
record of the first network copy database is in conplete correspondence

wi t h &ér r espondlnplackatha defabasss hadkan aompkor chrabpdmdeie With she amdthidre copy

dat abase. aratus faci.litat det er m natiion of. whether .the first network
copy dat absglgge%ugntis %?%ﬂatwltoﬁ%ﬁarfgsmcglg"t gar‘r?ﬁ??‘? paipsgp{eydedbase. A group hash

gener at or $yhcRibARdiieklofdratidi® 2FDRIrfPmBOUE: ABEndeS dadaPh@deduRnl BERLYE

i ndi cations of at |east selected fport| ons of at least selected data records
of the at InsEdions Hewhich ghe qppksiniscofdbpiesperhiue databasehelshe dankasapeirs sel ect abl y
forms a gr h I formed of aggregated 10 hash val ues. The

aggr egat edp%ﬁgéaﬁﬁagloégéﬁﬁeeﬂ aggregated fromindi vidual record hashes, and

the aggregat ed Sashporalbliedevides pfideeBEBickiupWe thY stafed ldamsth adofpisihg Sel ect ed
group of the selected data records. The I‘QUE hash val ues are for
Be

comuni cat SiPntatioRuiatrsiippeed e wse o adixed wiichee apeepern. tinetcd, baek et wor k
copy dat abggze,Rpd alteg)%rff)*rﬁ&f bmg# b GARY, ail(j§1$e?‘ az gxt@ﬁcﬁn% Pe%%ﬁ h}&vﬂotrﬂb@n €
onp ap prese

anot her. 15 A nore ete eciation o e i nventi-on and t he
scope t heragicecad thxebaobvpidaeide f Back tghadasadnpanstiongppdraions gat tleat ar e

briefly su riz bel ow, the follqw n etail ed description of the
pr esen%ll y-%@f‘@?‘fgﬁ“’éﬁﬁgﬂﬁ%ﬁ% HE‘Fr?acCﬁé_geb ﬂ()‘@ﬁ‘fqr_dﬁ?reé’ﬁﬂblﬂ%é“%SE?IH’epI cl ai ns.
20 BRIggF Da@Ridel liMNafhnsTi AROMNNES Ei@uh& with Hﬁ&%@gﬁm@%@%ﬁ%&ﬂa'

bl ock di agram of a radi o conmuni cati'on systemin I nment of the
present invention is operable. Figure 2 illustrates a functional bl ock
di agram of portions of the radi o comunication system shown in Figure 1. 25
Figure 3 illustrates a nessage sequence di agram show ng signaling generated
during operation of the radi o conmunication systemshown in Figures |-2
pursuant to an enbodi nent of the present invention. Figure 4 illustrates a

nmet hod flow diagramlisting the method steps of the nethod of operation of
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DETAI LED DESCRI PTI ON Referring first to Figure 1, a radi o comrunication
system shown generally at 10, provides for radi o communi cati ons between a
network part of the conmunication systemand a nobil e node, represented by
the nobil e node 12. During operation of the comrunication system

comuni cations are effectuated by way of the radio air interface between
the nobil e node and the network part of the communication system For

i nstance, data that is originated at the nobile node is comruni cated upon
radi o uplink channels defined upon the radio air interface to the network
part of the communication system And, Yata originated at the network part
of the communication 10 systemis sel ectably communi cated upon radio

downl i nk cYames @ndeftiomeldy utploredtbyevirgltiodhagk up iand eyrchoeizealatahe theobi | e node.

The arrow 14 is representati of a.radio downlink.upo i ch. downl i nk
channel o rietityd GRS e diufre Rt Sof Sl ebty T de e dldo Upt i nk
upon whi chyolmtkeChaRRR (BeiriRidRlds I thdiVaihBUS Al RMERESsOf the network
part of the communication systemare 15 functionally'represented in the

Fi gure. A singlénsase byrvaisl bettes to pattdin theld®itabasas of Srerdatabascaptiits in
conmunizcatj I bl f transgeiving dat.a wi.th the nobile node.
The bade. SeRSn i ufeEcHfn Bue adha STt ardiR el indg e R b | o
node, suctMasmhhadisabiducesatteaviidablé, Sinf @by bichneshnet fbiinelitplamneibdge area
defined by the cell, conmunications between the nobile node and the base
station arBroysheiedise of enly supimg radio )esoreapbi | e node, as its nane i ndicates,
Is perm tted mgpjlij tﬁéht ﬁ%ﬁi@b%éﬂgp&nhnﬁfoqﬁQﬁaAnerepﬁééletoﬁHeC§/%§ﬁr'o}{%leﬂoﬁ & be
positioned in succesSive cells,” associ ated Wi successive base Stations of
t he comuniathbses by syeytodmradio mirputetfasaiatahe sipnificitiitngrovemleytsaf Siegtenbase
stati mnd its associated cell is shown in the Figure. The network part of
the c AP eS80 s shown al so to include a relay 25 device 22,
here form ng a BlackBerry TM Enterprise Server relay, and a synchroni zation
(sync) server 24. Wile shg\MMMAﬁqéﬁqq{@t[ﬁvaNﬁ%pnal el ements, the relay
and server, in the exenplary inplenentation are enbodi ed upon the sane
device, or platform The network part of the communication system al so

i ncl udes an adrilifinsescat inpentioadedcaydingy, ndvamtgzeohely piayidssuppaetus.antibe sync

24. LA st j 30 id dm ni ' f ti
and servi R PARREALT A O St il o ST LB Gk o

i nstance, rhainpirediadedetoyrit fat ashatn Beilkeiodeveh rddi® caeniRel Mtsystefle sync
server, 24 is cqupled to a database server 28 at which databases are created
and méPnt ai ned. THHE OReFtoR of R fipbadiyneahetibe sresent daitcatiag amamer 52, and 34

are enbodiggdyialy ﬁﬁ%hféﬁtt@?%?ﬁag? tﬁ{evcﬁﬁabaé@c Ne (& )&?t%méﬁ%’hk:fﬂé% an{a%ggeon’ the

dat abases "are of "a tex here an extens guage (XM.)
format . Ea.'@pieeﬁretihmmlatwhhgﬁsaﬂﬂherSZ, and 34 is fornmed of a series of data

records, each formed into one or nore data fields. In the exenplary
i npl enent at i on,]ﬁ)fftﬂ"émﬂ%ﬂoél Cffl cther QFé_{aFaé’%er‘ioé’éfstaEF BMMPeh wehosg gretbeiiEl ds in
whi ch somangfe thi@gh Bkfcleratih Q?siﬁ%li&@%e%@sénftﬁeerhgﬁle r}leeEgﬁ ﬁl%aﬁ%%ﬁﬁg?’o 32,

and 34 are copies of correspondihg databases 40, 42, an e ed at the
mobi | €Mnode g1p hasthisrioneadad dwampbitnubdeo Jihe graupdrastofs, repregensatiak ofjoaistsy al so

created and _nmintai ned at both the nobil.e node 12 and the data server, or
el sewher e Ogta Fhe %e#\%oﬁpﬁorﬂ%ﬁtthiaEah%Seé%ar’rﬂtﬁme&ﬁt( 'ijﬁﬁﬁ“‘g&%%tn@ - ARggroup

anal ogousIhush fabahase shdRobllehdiRGnaoMhhiicall) i NOFEk MHAVET (EORKRS t her eof
al so enbodi ed at the 15 database server, or other network part of the

comuni catSoBHNEeAtiemsy N by wayeo ! thespdistdiniotedacabAserrespondimgfzorup Ingh dat abase
A S L e
25  communication system. Comparisons are made to determine whether the group hash
values, separately calculated at the mobile node and at the network part upon the
respective database copies of the database pairs are in match with one another. If the
group hashes are of identical values, the groups of data records are determined to be in

match with one another, viz., the data records of the group are in complete



asymmetrically, updateable. Wen a change is nade to one of the databases
of a pair of database copies, the respective databases are no |longer in
conplete conformty with one 20 another. That is to say, a database copy is
formed pursuant, e.g., a back-up procedure, in which the data contents of

t he database are copied to formthe pair of database copies. The data
fields of each data record of the respective databases are copies of one
anot her such that the databases are in-match, i.e., duplicate copies of,
one anot her. However, if 25 an asynchronous change is nade to one, but not
anot her, of the databases of the database copy pairs, the databases are no
| onger in-match with one another. That is to say, the database copies are
no | onger cdupipondéres wath miranathot il theldsta rerotdiefasymoty ardidstichiang’s made to
one of the databaﬁes of he,pg%&@FThe dat abases of the database pair remain

out of matdRNGPRHRGNES her b TRIFCREENT obin W%E@Pﬁpféﬁ% regpids

per f or med,is Rledlih BedfndatiaPass | T @Y pl aced back
in match vlvistﬁ3 one_eanolt her . fgaq%ﬁ?%?gﬁe%gﬁéﬁé@fmgﬁtﬁggﬁﬁg‘gﬁ copi es
requi res, chowspesdinggictyroak copy ¢fchdeamegiop wédata ponrdshide radiuot diredibnt er f ace
to determ ne whether e dat abase cqpies are jn tch with gne another. To
facilitat éresr%uﬁ‘ieﬁf%rﬁ‘%& WTWHC?tS&}%PaF%BWP%Q‘e% 165‘;"36?‘% CHERY Y carry
out the defafrgvadhiapn of whether the databases are in match with one

anot her, the nobile node includes apparatus 50 of an enbodi nent of the
present i nvent ilBfhe chgat thetamstdempeationas meds thet thd geouadashdsanahotafpar at us 50

ent ..nvention,

of an enbaqdi t t.he pre i I.n_t.he ex l.ary 1 npl ntation,
Che netvonforiar vefes, HERISERE IR ah it R ER iR Fes BB
server. | nproiphefdalael&de ieabirdmmicakdiiehy Bt WbKe B8dd toQhe heiRoaOpar at us is
enbodi ed el sewhere, or distributed throughout nore 10 than one entity of

t he neéPworderfsspendingrigdiyiat seord Iooh vuesaioased # the ety parbigpresedativet at es
det er m nat - g Les e i L are in
conmpl ete cdggl%e%fgg%%ﬁc l\l}\n&? ﬁlugﬂ&eﬁ%ﬁegﬁqg?ﬂlﬁa%r gdrpe%ﬁ]? eﬁtéeg&ﬁé( s%ﬁéeré amount s of
radi o banawmgptteddhdre taiethen sDtteaninatonsand madd lonrmmaindrisiulingita @t@dWakik] zed to
make such qeter 1 nati ons. .lg Figure 2 illustrates portions of the radio
conmuni catl i S yET RS P ,mdi“_ﬁ W&ﬁﬁg@@r%ﬁﬂ%mﬂchm@ HUPFEPHENISAS0 of an
enbodi MentdeRmidBoR ISR thhi VS dQRdiviRg! &t .&Id%ogires E&%%%Qé}{ RltHondr €
functionally represented and are inplenented 1n any desired nanner, such as
by al déri tahoteewbouthabhmepyf the cegmsiivgindividual tecyrd hbklgesiard osdqual edugsor t i ons

of the co ni cation system agajn show the sync, server, 20 .24 and the nobile
node 12, BT RS AT TRETe (el R Bol et REords i i1 ARCEWER Ll 1 ks
upon whi chyndamsthértasathdaloiRkponiaiRIr thAhSiviiRhi RRHePsSo@gal Righown and
formthe conmuni cati on paths that interconnect the nobile node and the

net wor k pdgspectaieglisd icperdsehibie deedeenrd phiss, wobyiihdividoderceord hasheshee net wor k

R O e R

t her el2ét waashes Taginenly ©mhetglldcaGonsdT DahdvARECHE WRIr @hiriHitdidon UPBH he
represented by a receive part 52 and a transmt part 54. The receive part

recei ves datiaaEdnsifase dedunitpsiossarersnnilable weartheradinedir meerfaspere t he radio

downl i nk : [@{% 1 14 S | i nk channel s
defi ned u:)cg%mt@rﬂgr ‘&gﬁf%ﬁ 1 %ﬁgﬁ%l%%rgéaﬁo&gﬂ%@ #QIV%%ﬁd#gg%Pe "both to the
recei ve and trdfismomppaohsf 82 iadididndl reddrd hagheanath Psir bSindividhe dataoupl ed to
t he databases. 40, .42, and.44. The apparatus i ncludes. an individual hash
gener at or 'S®T{§%iths gloupmticats e grurmatdo beitesany, aldiiopel wmehogyaionppl i ed
therebg onpthfiohd &€ ; i o
contents ofp i ndi vi dgg% mé%iagg?gﬂgg?gls%%%%g%ggggggggnﬁﬁ%%d %)ﬁpl%fz.tﬂé?'he hash
val ues ar elafageerds bithpdethoeaprdgainbarksh niawicvitonneipanthat | east sel ect ed

fields of the indi vt'hdual gatﬁlgrecords. r‘b[he i ndi vi dual hash gen rator forns
i ndi vi dual has P JBPHE SR SE e Lol PHerdiof g dpriEicy & %?S?Cé%tﬁ H’ét _t Uch as
adj acent gasud KRR &A% cotfm@hi SRt EEd e dertRb ARATIE noddshdPme VAR K {pﬁ'@ beadei ons of
the values both to a buffer 64 and to a %éroup hash 10 generator 66. The

i ndi vi dualcomaaRicaionsxstem e TheideatiBer farms, er ibsifiosr 2 namber oflal datd eordwlfs equent
retrigyal y,d éroﬁﬁ 8884, records with which the group hash is associated. Analogously, also,




The group hash generator is selectably operable, here triggered by a
trigger applied thereto on the line 67, to form group hash val ues
representative of a group of data records, such as a set of successive data
records of a database. The group hash 15 generator, for instance,
aggregat es val ues of the individual hashes generated by the individual hash.
generator pursuant to a cunulative or additive process. G oup hash val ues
formed by the group hash generator are provided on the line 72 that extends
to the transmt part 54. The apparatus further includes a group identifier
76 selectably operable to 20 generate droup identifiers identifying the
group for which the group hash generator forns the group hash. The group
identity foramaddibidubhecgdduaghes dendonfr@ficdtal oy the mybike indéeltol the hibtevoklt ansm t
part 54. The val ues buffered at the buffer 64 are further selectably

provi ded tR§Th mﬂ&%ﬁ%‘ﬁi alsofopmurfested 'i?‘ﬁ’if?iwé@t dde pdenfifgrs|agpie, gzmsﬁfﬁ‘éesappar at us
further | nehk@rendhss M GeRN AOhaftnAPRIARLEds O ThOLH, AncRalBenpge for
communi cat i on upon an uplink channel to the network part-’pursuant to

synchr oni zasilyodenipeadat ttenetwdiigparetsrgéerge he campare8 4gfinsteofrespehdinper at es

pursuant to,the chroni zat.i cedures_to send an indication of a group
hash val ue a5 G EHy R dOGIEaR oA Ganes af te REGerRSPY HRATAECGR R
identifiemepssR@apted with the group of data records from which the group
hash is derived to the network part. Subsequently, if 12 needed, the

message gener atonchignizhion esedtimne & whichshndatdesagedentont gbmpagd ashes

associ ate Lt h indivi.dua ata records, of..the group. The a r at 50
enbodi ed at #1121 en‘gl?é\}\%érr%ﬁjep%art%aigeﬁcﬁr%@e?mﬁh Wé@eoé]te &ﬁoggpacrﬁ 3’[1%‘6[5‘2 E@?eééyﬁ% det ect
t he nessagasbikafidaioninge hiweoRapiit.i TheyRBlroMRatid 8 MSFHctdde tortifstdrte, By Het wor k
part bé t he nobi |l e node. Indications of the detected nessages are provided
to a donpavathsenipgionipitiatiompessese gencrried ddbenetwarkgart and cosmewtientedsiot h
correspon ne. . r : Lor is
coupt oa_t ahgfholfi Hos AERCE AL i PRNARE BB he slfEbRuylllen BERBRLRLL o
gener at or if2iagg anvdelmetsile roldsarigt@ed fooinktasqowiemg changh &y m3de tothhanger at i on

of the ha h.gegﬁé?torﬁ 90 and 92 corresgond to 10 operation of the hash
gener at or s°68¢2 138 changas to 1y dairscast of & dalabase at the mnbile@edo4Useh r esponds

to the datigebiHeres: aT= a1 . r ljasks et ect ed
val ues dete%?gggby tH%h%e?eg?g%ﬁﬁ?Fﬁéégggggggﬁﬂﬁﬁg&%é?ﬁgs tﬁ%%dgggwgocally
gener dbed.ar¢ defirted, avnpahdsfoneachdf tatdet: racardnpledoenatntidshest dfehelat a cont ai ned
in the dat.a,reco and .of ich the hashes are representative 15 are

det er i ned Rl e f5R ol e & ARl Bttt e Bow b [ Bt 1 o0
synchroni Zaagrb?hasﬁu thdatheRYoupMekMid ddniBurdladidd upon tHOtadi SAY ift&hce kb tHehe
conparison 1 ndicates a m snmatch, additional synchronization operations are
required tSHWerdinedt dmalngons eprsatioins areperoriped ftdhemawerlnpirt,iand teunct i ons, as

, . d K i I ith
another. 25 SRR AR PAARIAREA T i o7 D ehEmErh BRIV R 1 e "

hasheg0ar enbtherred at the nobil e node, buffered at the buffer 64, and a
group hash assqciated with a grogﬁ of data records is formed by the group
hash generat or BEEOYhemgReRIAs Pgsite by avhi¢hfersynehirenize ¢rsabpsonpirsmnebedigsi ch t he
group hash, s, #3896HE i GSRSnA e ge
generatornﬁn icative %?g?ﬁgﬁg¥%§gﬁﬁ§§%§$§ e egﬁgggégéncggﬁggaing the 25
gr oup hasthaslalsues ¢anmentattdbétheesn ticwnstilepaié andliticeetvadk byt fagiodet ect or 86

and conpared at the.c rat or wi th a corresponding, |ocally generated
gr oup hasHe%%¥ﬁ§?mﬁ¥mgﬁgg%%#ﬁgﬁﬁgﬁﬁh?ﬁﬂ?@%?&@hﬁ%aﬁm?ﬁéﬂ%ﬁ%mﬂV%Iﬁ@?wére in
corresgo n%ﬁ‘lﬁﬁizaﬁ&?isgﬁ&ﬁd&f by A u%%r?%?%{sﬁés %tf)ﬂrrkprﬁmg'cﬁﬂ B8 q9r oup hash

val ues are associ ated are dé€term ne einc te correspondence. |f,
however, tdegegpondendealstermaatiens tdibfoara, gromebasis, mbvietingnhatiBes, ceaothds of t he

group of data records . with i C he group hash value is associated is 13
det er i necfo%)ng?%nﬁ?al?lgp!ogw?%‘e%ﬁ(@c%@ %’fta ‘F?g?]%h Addi tional information is
required. A redquesdschid Qﬁ@leis?écﬂﬂ, thtefobs apSir¥s, kin@ah bsdoBfatddlRstRod1as h val ues
of individual data records of the group. Responsive to receipt of the

request atPTe¥idehiniaredip sgamunivatipmelisiany uBhe dicsronvreriersioarsystemtingladasd f r om
t he buffer r - Lndi vi.dual hash 5 nerator, and a
nessagg i§¢§§ﬁ%%&P§§“g?@§%g%gggigﬁgggg%ggngﬁang“%%% gFﬁ%ﬁaagﬁ%éFndividual
data records, or successive nessages containing one or nore of the

i ndi vi dual record hash val ues. The nmessage, or nessages, containing the

val ues of the individual hashes are detected by the detector and conpared
wi th correspondi ng, locally generated values of the individual hashes. I|f

t he conparison indicates the values to be in 10 correspondence, the data
contained in the associated individual data records are correspondi ngly
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Accordingly, as indicated by the blocks 104, individual hashes of

i ndi vidual data records are forned. And, as indicated by the bl ocks 106,
group hash val ues are 30 determ ned, such as by aggregating val ues of

i ndi vi dual hashes. A nessage contai ni ng 14 the value of the group hash is
fornmed, and the nessage is sent, indicated by the segnment 112, by the
nobi |l e node to the network part. The nessage is detected, as indicated by
the bl ock 114, and conparisons are perforned, as indicated by the bl ock
116, between the locally generated val ue of the group hash and the val ue
contained in the message 5 sent by the fhobile node. A determination is
made, as indicated by the decision block 118, as to whether the values are
i n conpl etreolpbrmods pevide acerredpbhdiop et kaitaHest. motilesopy tiebase snartained i s t aken

to the end, bl ock |22 herw se, the, ng branch i.s taken, an request is
gener at ed, Df5d Eﬁ%ﬂf%gﬁfﬁié‘ewo&WWﬂta Berangotg? ﬁf%ﬁﬁ’lﬁgﬁF ﬁ?@?%ﬁ%aﬁeﬂ, ®i.e.,
val ues of jhngiiMi #HRbndASIIES vgfenidﬁﬁidfiegél‘?&atéj%&drcﬁ%’éﬁlét RtwbfEcapiyoup. The

request is sent, 10 indicated by the segnent 126, and delivered'to the

nmobi | e nodtabRessip dnetmelctererresponderve with wpessphdingalataaficattddath rdvashes, such

as those ffered,at a buffer re collected and forned_.intg a sage,

i ndi cat%edb[ﬁ?/ Eﬁ% Bty by Ssebass, il lwafﬁ%?ﬁé% SRR Whither Eﬁg&fﬁ“bg t he
segment  13&iwél@ cope dnebase ikinpadtéh whHghd ﬁ@ﬂ@bbi@@@ﬂr@@rdaﬁagﬁ&. a0 groﬁi?‘hﬁélqm' nations
are made, indicated by the blocks 132 and |34. If, responsive to

det er m nat§eBagtaraembdiabatithempbiderodezud inadaptedde edscivs tdications ptiatdessed,

addi ti onal rani I i iLndi cat e ener al | t he bl ock
138, commssEeRE AR RE LR FRALAL B2 eGP IARARE A fioptE el o
Because grThyprb@shes gan@athl sdéctalge tbring aded g iish eabetonaed bhesidhaldase

copi es _are synchronjzation with_one another, onld%/ m nimal radi o resources
O

are redui riEdh velupsakkhesgeegeind datheralics atg angsesaigd dlone ydiyidyne recard hashes, al |
det er m natj i i t i: ch with
one anot nera e R GAl ALl 6o A B R e Rl Ao T ABRP Oy Ml oL T 1
only m ni melecteddliat reesdsir Elesgrbay hasheialues arerfund aaninninatidni tg Witeenedwbikl pastt r at es

a nethod fl ow di agr sho ener al | t 152, representative of the nethod
of oper at it8ﬁleti§fmg‘% @%ﬁ&?%ﬁ‘gﬁ“@%@éy ggté SCiap gmfffatﬁm% CPRE dﬁ@b?’?@d
facilitat ege deheicAVAM dRn8fhemhet her a first network copy database is in
match with a first nobile copy database. First, and as indicated by the

bl ock 1054, i ndiAimuakompletsrappteastien obfheipmetiend idvaltiod and theecopdbheabf an | east
a first s Iqﬁﬁgd(p oughof dat a necggds of, a first dat abase are

bi | e.
aggr egat ed’t Oget ner T S M 8- gr o e H RS t%laEFet?neﬂy%gn{W@ﬁ,%g%lawa i ndi cat ed

by the bl aekodb,detdied gegﬁpti&asﬂhu@kds@atgsp@%%dteﬁlbbhﬁqdﬁ@stcyméﬁrﬂeﬁﬁon, Once
received at the network part, and as indicated by the block |58, the group
hash val uetnddht arpsndeseelyimswor k part is conpared with a corresponding
networ k generated value. And, as indicated by the block 162, a

determ nation is made whether 5 the group hash val ue corresponds in val ue
wi th tde correspondi ng BRIEODESGRIFTIONIOFAl HE. DRASVINESYr oup hashes are
first conmunicated qver the radio air interface to determ ne whether groups
of data records 8freddiEnde ac‘%ﬁ*?té%labbledf plaggrptict ediosemsmni¢afionisyHicsne
anot her, r; b SUTESQUH ' : entional methods of such
10 deter mlﬁﬁ%ﬁgﬁ?ﬁgg%%%qui ré%%%?gyggyﬁolm%ﬁ%?@%ti on efficiency results,
facilitating inpepoeedlisststam fpecticmnhilncediaghe @ieviiosofdesadiopt i ons are of

preferred exanpl.es. for inplenenting the invention, and the scope of the

i nventi on Cé’ﬁgg%(’%{?fl Sﬁ%@@gbg\‘f{l@#‘@gfﬂ-m ted by this description. The scope
of thespresent FiBvRMLIORrd&S A8EdsAgkeBNerlcBRiasPint NYWIHg SloRIR generhfedl N the
claims: 1. In a radio conmunication system conprising a network parthaving
at | east alwingopentonof thecedy contmabisstomsgistamihved inflegwes 1-&ruiravantsbi | e node

having a cgQr ndi.ng.at least a.first nobile copy database naintained
thereat, da éﬁ)@%{l?}% iﬂll'esqre%en Y REIR- copy dat abase and the first nobile

copy database iFigiretiCiilunidids OnethadabhaniagManistad thethetBaliicsiadfang ecord of
the first network copy database is in _conplete correspondence with

cor r espondifigodiaf epcsttionpdan gabadymssd phthe praspet inyendienyobi | e copy dat abase,
an i nggovenent of apparatus for facilitating determ nation of whether the
first network copy database is in nmatch with the first nobile copy

dat abase, said apparatus 10 conprising: a group hash generator enbodi ed at
t he nobil e node and adapted to receive indications of at |east selected
portions of at |east selected data records of the at least the first nobile
copy, said group hash generator selectably for form ng a group hash val ue
formed of aggregated hash val ues aggregated fromindividual record hashes
15 representative of at least a first selected group of the selected data

o r o o - b o N oy




generating the individual record hashes that are aggregated to form by
sai d group hash generator, the group hash value, the individual record
hashes responsive to values of at |east portions of the selected data
records. 25 3. The apparatus of claim2 further conprising an individual
record hash buffer adapted to receive values representative of the

i ndi vidual record hashes forned by said individual record hash generat or
said individual record hash buffer for buffering thereat the val ues
representative of the individual record hashes. 17 4. The apparatus of
claim 2 wherein the individual record Hashes formed by said individual
record hash generator are further selectably for conmunication to the
network part to determ ne wheDRFAILE® DESSRIPFION k copy dat abase and the
first nobile c dat abase_are jn tch with one another. 5. The apparatus

of claim4 wher®FIPRETFAAFIEEIRIE FEOSPHIHALREE FSRREDRY N SERF20NI vi dual
record hasfpy gRR&IEEradb@oSR BTy ERBIMGRbAD A IRE AR Aidar T
subsequent {0 communication of the group hash val'ue to the network part. 6.
The appar aysismaind @lradtmesodhereptiesentdidbyi theimobdeabde Ex dpdtitmpefeegionmfnied by 10

sai d individual .record hash generator are.co nicated.to the.network part
Coon poal Ry R PR BT HaoR Al Sr oA B SRy M Bl R ey T he ©
nobi | e copytestathRs Ecrdths nbile 8bddBidche %ﬁﬂ%ﬂ@ﬁﬁt ﬁﬂh@@émﬁﬁaﬁf&@ﬁ&ﬂ tebP

sh v

anal ysis, at the network part, of the group he alue. 15 7. The apparatus
of clai m6 wherl®iristanee,slatd thati in arigindiet ef thiemanbiilomoils isperfraumenedaponhe

Kk . ' ' { f. h ' t f
det oot | ng Tacbart OREERR R BRRHAAR bl dRhs KOTPbHO Rl B8 B et wor

part. 8. Temappeatiahuygstah. @nd datd ofipinhide bt @ WPRiosk Pt aNthie REvhshkAtiof ecor d
hash 20 buffer adapted to receive values representative of the individual
r ecor d “hashiiemrisseipcialy cammynicag wperuEadie deswrlinkirharneledriingd gpon tai d

i ndi vi dual,§;8c61; ; f.erl :

opr esent T pa apteRE ot BB Ao e e R bR XE B centati ve
of the i ndiovindinklpoeedbich doasiiek cseinektaadbdsfined! anideveardw disapeestudfthver f or

comuni cation t.0 the network part. 25 9. The apparatus of claim1l wherein
each groudjf&fra‘tslﬂé‘pﬂ’ﬁ’kPE%WB‘PRE‘IDQ?J?%I@“Q@F@&@@HQEOW is identified by a

group i denti fi eyaridul @1cBfcAtib iRt biarf &fth&éﬁmﬂgﬁﬁiggﬁd O%rstteﬁl dpe network
part together with the group hash val'ue fornmed by sal é1 roup hash
gener dtor .fuggionallg replesethé irathp igire: sA singdd asertBndesivehsati@olfpthasiongs a

message geiﬂg‘%%%%%rmu%cll(%%%g %Itation capable of transceiving data with the mobile node. The

base station 18 defines a coverage area, or cell, 20. When a mobile node, such as the
mobile node 12, is positioned within the coverage area defined by the cell,
communications between the mobile node and the base station are generally effectuable.
20 A mobile node, as its name indicates, is permitted mobility, permitting the
mobile node successively to be positioned in successive cells, associated with
successive base stations of the communication system. For purposes of simplicity, only
a single base station and its associated cell is shown in the Figure.
The network part of the communication system is shown also to include a relay
25 device 22, here forming a BlackBerry "™ Enterprise Server relay, and a synchronization
{sync) server 24. While shown to be separate functional elements, the relay and server,
in the exemplary implementation are embodied upon the same device, or platform.
The network part of the communication system also includes an administration
{(admin) server 26 that is coupled to the sync server 24, The administration server

30 provides administrative functions and services to the communication system.




to receive indications of the group hash value and the group identifier
associ ated therewth, said nessage generator for form ng a nessage
formatted to include both the group hash value and the group identifier.
11. In the radio comuni cation systemof claim1, a further inprovenent of
apparatus for the network part, also for facilitating determ nation of
whet her the first network copy database is in match with the first nobile
copy dat abase, said apparatus conprising: 10 a determ ner adapted to
recei ve values of the group hash forned by said group hash generator and
comuni cated to the network part by the nobile node, said determ ner for
determ ni ng whet her val ues of the group hash correspond with network
gener at ed Adhliésratitdcddrol, TOEnSRAG, Bl pisviatd BY BleMihln Whiedr@iver disghoappar at us
further conprises a requester coupl ed to sald determner to receive

i ndi cati o§T'G6F det erminati ons nade thereat, said requestor selectable for
requesti ng addi Q e first
nobi | e copy datf%%gﬁ\l' Séfgé %éq?%@%éﬁézdr% a%é?eo We# B? %@Eﬁb\ﬁg@gﬁ% H}ne

addi ti onalcreaué(bzmdahammuﬁaél elzrqltirye cemmst adiabyses, aiathba&qaeﬂzgran@enrpfei ses
val ues _of t i vidual record hashes that are aggregated to formthe
group Rasif dEnga Afij atapgse Sepshr Bt §66?mlélﬁla”ﬁﬁpi%n 108; the dafagasge i ner
further a I chashes

sel ect abl ﬁ{(ﬁ?ﬁe@ %‘%?n%ﬁ%?ﬂggﬁ%%{l%ﬁ? e?%b?ﬁ‘q%)grbt %l B fei(e)rrfm il e node,
sai d det erdutabesesf3ly 3hend Béis Dened of znsemigs whddti eaconda) cmeh f@’meﬂhetomndlor/l dual

record hashes r ng with corr pond| n et wor ener aj ed  val ues 19
15. In a r@?rﬁéﬁ% e?(ispﬁﬂg}?ﬁ pﬂp Smre’étﬂf“g“ Mﬁ&’gﬁ ?’E?ﬁeff?ggéqﬁsconprl si ng
a net wor k Raid reberd ifRflisah \&Jh%ss%nﬁ dithSlec R NMIskicEAR¥ePAEI@Rase mai ntai ned
thereat and a nobile node having a corresponding at least a first nobile

copy d&t abase niiertatabasas 30h33. ead 34 dertcapisk of harrdspoutingidatalnsks 4b gy, ddlt abase

and the fiJfs cO t n th on t her when data of
and the {1l bl £ GOR%R: 4739255, S A BB Ll
cor r espondgagowdly hls€ orcaRs RaA diangaidat 2 wih @sakbbhiirinads e andiheldataherkt r st

nobi | e copy dat abase, an inprovenent of a nethod for facilitating

det er mi natqréﬁeﬁfleﬂﬁﬁémﬁ’é}f’t‘fﬁ Peft of therremprkcatiopyydem abadeatadogonslimt ch wit h
the first ting
together in IVI ﬁ%iggg%g&ﬁg@ﬁdﬁ%% n%i%agfémc‘fa Oafggggg)h?) ﬁ%ﬁ gi% | east a
first 1$el eiataé)dsegsemqn, mfotltbahammelcpmdsf thfe cbﬂnmmicaheﬁststdrﬂﬂemﬂléshe nobi | e copy
to forma grou val ue; fsendl ng group. hash_ val ue forned during said
oper at i on T6¥PeEYYt TS Pﬂ’é‘nﬁélf‘\%?sl? PE&S Bt thﬁglot?éﬁﬁaﬁiﬁiﬁ@%tﬁ@ T&F‘ﬁﬁfﬁf hash

val ue sentpqbut B@pl&eémg SRt uoh s GREIRbIRA ARl LD 2

corresponci3 i ng network generat éd va eterm ni ng

hash val ueasgomessptndpdatcablal Béreniatdhatgdees cmde ﬁsmm‘nﬁthgdartelﬁawdxf gemesfat ed
val ue. od of cl 15 further conprising t i on of
e ud: ng PRSP ervaoree o ASUONes T B S Do e Y e Hob | e
copy oat ab@sgletf the group hash value is determ ned during said operation
of determining to correspond in value with the correspondi ng network
gener at ed val uelhap’ to pay, Fietaheserrody &f forhed pargBint,erg. heebackomprrpsidngg, ithe

cpere | on it SR4E3LLARSAENH BRalel DLOGIR Phek o B SEBIRBRRRIYEL Ve 1 .
with the criterdaspsldi i0cank e Hicogtafhat@fedtivk databases are copies of one another

such that the databases are in-match, i.e., duplicate copies of, one another. However, if

25  an asynchronous change is made to one, but not another, of the databases of the database

copy pairs, the databases are no longer in-match with one another. That is to say, the

database copies are no longer duplicates of one another due to the asynchronous changes

made to one of the databases of the pair. The databases of the database pair remain out

of match with one another until synchronization operations arc performed, or the

30  database copies are otherwise caused to be placed back in match with one another.




20 18. The method of claim 17 wherein the additional information requested
during said operation of requesting conprises values of the individual
record hashes that are aggregated together to formthe group hash val ue.

19. The method of claim 18 further conprising the operation of sending the
val ues of the individual record hashes to the network part. 20. The net hod
of claim19 further conprising the operation of conparing the individual
record hashes, once delivered to the network part, with corresponding 10
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network part of the apparatus is embodied elsewhere, or distributed throughout more

10 than one entity of the network part. The apparatus 50 operates in a manner that
facilitates determination of whether the database copies of a database pair are in
complete correspondence with one another that requires lessened amounts of radio
bandwidth allocations than conventional manners that are utilized to make such
determinations.

15 Figure 2 illustrates portions of the radio communication system 10, including
elements of the apparatus 50 of an embodiment of the present invention. The elements
of the apparatus are functionally represented and are implemented in any desired
manner, such as by algorithms executable by processing circuitry.

The illustrated portions of the communication system again show the sync server

20 24 and the mobile node 12. The arrows 14 and 16, representative of the downlinks and
uplinks upon which downlink and uplink channels are defined are again shown and form
the communication paths that interconnect the mobile node and the network part.
Signaling generated at the mobile node and at the network part of the communication
system are communicated by way of the downlink and uplink channels defined upon the

25  radio links that extend therebetween.

The mobile node includes transceiver circuitry, here represented by a receive
part 52 and a transmit part 54. The receive part receives data communicated upon a
downlink channel defined upon the radio downlink 14, and the transmit part 54
transmits data upon uplink channels defined upon the uplink 16. The apparatus 50 is
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coupled both to the receive and transmit parts 52 and 54. The apparatus is further
coupled to the databases 40, 42, and 44,

The apparatus includes an individual hash generator 58 that is selectably

operable, here by way of a trigger applied thereto on the line 62, to form hash values

5  representative of the contents of individual data records of a database 40, 42, or 44. The
hash values are formed by performing a hash function upon at least selected fields of the
individual data records. The individual hash generator forms individual hash values
associated with successive data records, such as adjacent data records, of a selected
database, and provides indications of the values both to a buffer 64 and to a group hash

10 generator 66. The individual hash values are buffered at the buffer, available for

subsequent retrieval, if needed.

The group hash generator is selectably operable, here triggered by a trigger
épplied thereto on the hne 67, to form group hash values representative of a group of
data records, such as a set of successive data records of a database. The group hash

15 generator, for instance, aggregates values of the individual hashes generated by the
individual hash generator pursuant to a cumulative or additive process. Group hash
values formed by the group hash generator are provided on the line 72 that extends to
the transmit part 54.

The apparatus further includes a group identifier 76 selectably operable to

20 generate group identifiers identifying the group for which the group hash generator
forms the group hash. The group identity formed by the group identifier is also
provided to the transmit part 54. The values buffered at the buffer 64 are further
selectably provided to the transmit part, here indicated by the line 82.

The apparatus further includes a message generator 84 operable to form a

25  message for communication upon an uplink channel to the network part pursuant to
synchronization operations. The message generator 84 here first operates pursuant to
the synchronization procedures to send an indication of a group hash value formed by
the group hash generator together with a group identifier associated with the group of
data records from which the group hash is derived to the network part. Subsequently, if

108
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needed, the message generator further operates to form messages containing hashes

associated with individual data records of the group.

The apparatus 50 embodied at the network part includes a detector 86 that
operates to detect the messages containing the hash information, transmitted to the

5  network part by the mobile node. Indications of the detected messages are provided to a
comparator 88 that compares values detected by the detector with corresponding values
formed at the network part. Here, the comparator is coupled to a corresponding
individual hash generator 90 and a group hash generator 92 as well as, also, to a
corresponding buffer 94, The operation of the hash generators 90 and 92 correspond to

10 operation of the hash generators 58 and 66. And, the data buffered at the buffer 94
corresponds to the data buffered at the buffer 64.

The comparator compares the detected values detected by the detector with
corresponding values that are locally generated. If the comparison indicates a complete
match, the data contained in the data records and of which the hashes are representative

15 are determined to be in complete match, and subsequent actions with respect to
synchronization, such as by overwriting data, is not reQuired. If the comparison
indicates a mismatch, additional synchronization operations are required to indicate the
mismatch and to perform overwriting functions, as necessary, to place the databases
back in complete correspondence with one another.

20 During operation of an exemplary implementation, individual hashes are formed

| at the mobile node, buffered at the buffer 64, and a group hash associated with a group
of data records is formed by the group hash generator 66. The group identifier identifies
the group with which the group hash is associated, and a message is generated by the
message generator indicative of the group hash value. The message containing the

25  group hash value is sent to the network part, detected by the detector 86, and compared
at the comparator 88 with a corresponding, locally generated group hash value. If the
comparison indicates that the hash values are in correspondence, the data of the data
records with which the group hash values are associated are determined to be in
complete correspondence. I, however, the group hash values differ, one or more data

30 records of the group of data records with which the group hash value is associated is
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determined potentially to be out of match. Additional information is required. A
request is generated by the network part for group hash values of individual data records
of the group. Responsive to receipt of the request at the mobile node, the individual
data records are retrieved from the buffer 64, or re-generated at the individual hash
5  generator, and a message is generated at the message generator 84, containing the
individual data records, or successive messages containing one or more of the individual
record hash values. The message, or messages, containing the values of the individual
hashes are detected by the detector and compared with corresponding, locally generated
values of the individual hashes. If the comparison indicates the values to be in
10 correspondence, the data contained in the associated individual data records are
correspondingly also determined to be in complete match with one another. If the
comparison indicates that the values of a pair of individual hashes to be out of
correspondence with one another, additional synchronization operations are required.
Transfer of the values of the one or more fields of the data records are then compared.
15  Because, however, hash values are communicated for the individual data records for all
but the data records for which data correspondence cannot be confirmed, the amount of
radio resources required pursuant to the synchronization operations remain minimal.
Figure 3 illustrates a message sequence diagram, shown generally at 102,
representative of signaling generated during operation of an embodiment of the present
20  invention. The signaling is generated to determine whether database copies embodied at
a mobile node 12 and the network part of the communication system are in
correspondence with one another. Operations are performed at the mobile node and at
the network part, and the results of such operations are compared. If a determination
can be made that the databases are in match with one another, additional
25  synchronization operations arc obviated. And, when such determination cannot be
made, additional signaling generated to determine whether the data records of the
database copies are in match with one another.
Accordingly, as indicated by the blocks 104, individual hashes of individual data

records are formed. And, as indicated by the blocks 106, group hash values are

30 determined, such as by aggregating values of individual hashes. A message containing
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the value of the group hash is formed, and the message is sent, indicated by the segment
112, by the mobile node to the network part. The message is detected, as indicated by
the block 114, and comparisons are performed, as indicated by the block 116, between
the locally generated value of the group hash and the value contained in the message
sent by the mobile node. A determination is made, as indicated by the decision block
118, as to whether the values are in complete correspondence with one another. If so,
the yes branch is taken to the end block 122. Otherwise, the no branch is taken, and a
request is generated, indicated by the block 124, for additional information, i.e., values
of individual hashes of individual data records of the group. The request is sent,
indicated by the segment 126, and delivered to the mobile node. Responsive thereto, the
values of the individual hashes, such as those buffered at a buffer, are collected and
formed into a message, indicated by the block 128, and values thercof are sent, indicated
by the segment 128, to the network part. Additional comparisons and determinations
are made, indicated by the blocks 132 and 134. Tf, responsive to determinations made at
the block 134, a mismatch is still indicated, additional synchronization operations,
indicated generally, by the block 138, commence. Otherwise, the yes branch is taken to
the end block 140.

Because group hashes are first used to determine whether the database copies are
synchronization with one another, only minimal radio resources are required to make
such determinations. And, even when an initial determination indicates the database
copies perhaps to be out of match with one another, hashes of individual data records
are used, further requiring only minimal radio resources for their communication.

Figure 4 illustrates a method flow diagram, shown generally at 152,
representative of the method of operation of an embodiment of the present invention.
The method facilitates determination of whether a first network copy database is in
match with a first mobile copy database.

First, and as indicated by the block 154, individual record hashes of individual
data records of at least a first selected group of data records of a first mobile copy

database are aggregated together to form a group hash value.
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Then, and as indicated by the block 156, the group hash value is sent to the
network part. Once received at the network part, and as indicated by the block 158, the
group hash value sent to the network part is compared with a corresponding network
generated value. And, as indicated by the block 162, a determination is made whether
the group hash value corresponds in value with the corresponding network generated
value.

Because group hashes are first commiunicated over the radio air interface to
determine whether groups of data records of database copies are in complete conformity
with one another, reduced radio resources, relative to conventional methods of such
determination, are required. Improved communication efficiency results, facilitating
improved system performance.

The previous descriptions are of preferred examples for implementing the
invention, and the scope of the invention should not necessarily be limited by this

description. The scope of the present invention is defined by the following claims:
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1. In a radio communication system comprising a network parthaving at

least a first network copy database maintained thereat and a mobile node having a
corresponding at least a first mobile copy database maintained thereat, data of the first

5 network copy database and the first mobile copy database in match with one another
when data of each data record of the first network copy database is in complete
correspondence with corresponding data of each data record of the first mobile copy
database, an improvement of apparatus for facilitating determination of whether the first
network copy database is in match with the first mobile copy database, said apparatus

10 comprising:

a group hash generator embodied at the mobile node and adapted to receive
indications of at least selected portions of at least selected data records of the at least the
first mobile copy, said group hash generator selectably for forming a group hash value
formed of aggregated hash values aggregated from individual record hashes

15 representative of at least a first selected group of the selected data records, the group
hash values for communication to the network part to determine whether the first

network copy database and the first mobile copy database are in match with one another.

2. The apparatus of claim 1 further comprising an individual record hash
20 generator embodied at the mobile node, said individual record hash generator for
gencrating the individual record hashes that are aggregated to form, by said group hash
generator, the group hash value, the individual record hashes responsive to values of at

least portions of the selected data records.

25 3. The apparatus of claim 2 further comprising an individual record hash
buffer adapted to receive values representative of the individual record hashes formed
by said individual record hash generator, said individual record hash buffer for buffering

-thereat the values representative of the individual record hashes.
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4. The apparatus of claim 2 wherein the individual record hashes formed by
said individual record hash generator are further selectably for communication to the
network part to determine whether the first network copy database and the first mobile
copy database are in match with one another.

5 5. The apparatus of claim 4 wherein the individual record hashes formed by
said individual record hash generator are selectably communicated to the network part

subsequent to communication of the group hash value to the network part.

6. The apparatus of claim 5 wherein the individual record hashes formed by
10  said individual record hash generator are communicated to the network part upen
preliminary determination that the network copy database and the mobile copy database
are out of match with one anther responsive to analysis, at the network part, of the group

hash value.

15 7. The apparatus of claim 6 wherein the preliminary determination is
performed at the network part and wherein said apparatus further comprises a detector

for detecting indications of the preliminary determination made at the network part.

8. The apparatus of claim 7 further comprising an individual record hash
20 buffer adapted to receive values representative of the individual record hashes formed
by said individual record hash generator, said individual record hash buffer for buffering
thereat the values representative of the individual record hashes, the values
representative of the individual record hashes selectably retrieved from said buffer for
communication to the network part,
25
9. The apparatus of claim 1 wherein each group of the at least the first
selected group is identified by a group identifier, the group identifier for communication
to the network part together with the group hash value formed by said group hash
generator.

30
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10.  The apparatus of claim 9 further comprising a message generator adapted
to receive indications of the group hash value and the group identifier associated
therewith, said message generator for forming a message formatted to include both the

group hash value and the group identifier.

11.  In the radio communication system of claim 1, a further improvement of
apparatus for the network part, also for facilitating determination of whether the first
network copy database is in match with the first mobile copy database, said apparatus
comprising:

10 a determiner adapted to receive values of the group hash formed by said group
hash generator and communicated to the network part by the mobile node, said
determiner for determining whether values of the group hash correspond with network

generated values.

15 12. The apparatus of claim 11 wherein said apparatus further comprises a
requester coupled to said determiner to receive indications of determinations made
thereat, said requestor selectable for requesting additional information associated with

the at least the first mobile copy database.

20 13, The apparatus of claim 12 wherein the additional information selectably
requested by said requestor comprises values of the individual record hashes that are

aggregated to form the group hash values.

14, The apparatus of claim 13 wherein said determiner is further adapted to
25 receive values of the individual record hashes selectably further communicated to the
network part by the mobile node, said determiner further for determining whether values

of the individual record hashes correspond with corresponding network generated

values.
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15. In a method of communicating in a radio communication system
comprising a network part having at least a first network copy database maintained
thereat and a mobile node having a corresponding at least a first mobile copy database -
maintained thereat, data of the first network copy database and the first mobile copy

5  database in match with one another when data of cach data record of the first network
.copy database is in complete correspondence with corresponding data of each data
record of the first mobile copy database, an improvement of a method for facilitating
determination of whether the first network copy database is in match with the first
mobile copy database, said method comprising:

10 aggregating together individual record hashes of individual data records of at
least a first selected group of data records of the at least the first mobile copy to form a
group hash value;

sending the group hash value formed during said operation of aggregating to the
network part;

15 comparing the group hash value sent to the network part during said operation of
sending with a corresponding network generated value; and .

determining whether the group hash value corresponds in value with the

corresponding network generated value.

20 16.  The method of claim 15 further comprising the operation of concluding
the first network copy database to be in match with the mobile copy database if the
group hash value is determined during said operation of determining to correspond in

value with the corresponding network generated value.

25 17.  The method of claim 15 further comprising the operation of requesting
additional information if the group hash value is determined during said operation of

determining not to correspond in value with the corresponding network generated value.
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5 19.  The method of claim 18 further comprising the operation of sending the
values of the individual record hashes to the network part.

20.  The method of claim 19 further comprising the operation of comparing
the individual record hashes, once delivered to the network part, with corresponding

10 locally generated values.



