21 March 2007 - 1 DESCRIPTION DATA MANAGEMENT SYSTENIA%*éé%ﬁﬁ?qggNAGENENT
METHOD, VI RTUAL MEMORY DEVI CE AND METHOD OF CONTROLLI NG MORY, 5
READER/ WRI TER APPARATUS, AND | C- MODULE ACCESSI NG DEVI CE AND METHOD OF
CONTROLLI NG ACCESS TO | C MODULE Technical Field 10 The present invention
relates to I C nodul es having a nenory function for holding data and to
dat a nmanagenent systens for accessing the |IC nodules. Particularly, the
present invention relates to a data {ranagenent systemfor expanding a
menory area associated with an I C nodul e. 15 Background Art Vari ous

appar atuses that use identification nunbers or passwords for personal
identification or authentication have 20 been devel oped and are bei ng used
in practice. For exanple, when DBPERIEBEPNcards or credit cards at banks or
other financial agencies, a user is pronpted to enter an identification
nunber or a password for personal .identification on a cash di spenser or
other financial 25 termnals, and operation for transferring noney is

executeBAEA-MBNAGEMEN&-SYf?ENhﬁ@P 2537 MANAGRMENT SEFEHAR Y 1IEAEE e correct

identifi i or
GREMSHY BEPE E %D METHOD OF CONTROLLING VIRTUAL MEMORY,
5  READER/WRITER APPARATUS, AND IC-MODULE ACCESSING DEVICE AND

METHOD OF CONTROLLING ACCESS TQO IC MODULE
Technical Field

10 The present invention relates to IC modules having a
memory function for holding data and to data management
systems for accessing the IC modules. Particularly, the
present invention relates to a data management system for
expanding a memory area associatéd with an IC module.

15

Background Art

Various apparatuses that use identification numbers or
passwords for personal identification or authentication have
20 been developed and are being used in practice. For example,
when using cash cards or credit cards at banks or other
financial agenciés, a user is prompted to enter an

identification number or a password for personal

~.ldentification on a cash dispenser or other financial

25 terminals, and operation for transferring money is executed




password has been entered by the user. In a storage nEdIL%F#4% %ggg ina
cash . card, such as a nmgnetic stripe, only a storage are be used
at the 5 specific bank is provided. Thus, the input of an identification
nunber or password described above is only an access to the single storage
area, so that protection against forgery or stealing is far from
sufficient. |In order to serve purposes of preventing forgery or the 10

| i ke, nodul es having an IC function in a cash card or a credit card, such
as a contact |1C card having an el ectgical contact or a contactless |IC card
for reading or. witing data in a contactless manner by way of wireless
data (hereinafter also referred to as "IC nodul es") are being nore

commonly 15 used. For exanp an | C card reader/witer disposed at a cash
dispen%é?eraﬁoéﬁﬁF@heglEQ?F 8f08r68ﬁ5e%@eﬁéﬁﬁlcéﬁlgn PHEREF Gate of a
station is caﬁagle of acce55|na h% |C card placed thereover by a user. The
user eRPEPER 88nPFERCEPEGRCHURKer o USRE I C card 20 reader, and the
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An “exa e appli tation the |
identification number or password described above is only an

access to the single storage area, so that protection
against -forgery or stealing is far from sufficient.
In order to serve purposes of preventing forgery or the
10 like, modules having an IC function in a cash card or a
credit card, such as a contact IC card having an electrical
contact or a contactless IC card for reading or writing data
1in a contactless manner by way of wiréless data (hereinafter
also referred to as "IC modules™) are being more commonly
15 ﬁsed. For example, an IC card reader/writer disposed at a
cash dispenser, an entrance/exit of a concert hall, or a
ticket gate of a station is capable of accessing in IC card
placed thereover by a user. |
The user enters an identification number to the IC card

20 reader, and the identification number entered is compared

against an identification number stored on the IC card,

thereby executing personal identification or authentication

between the IC card and the IC card reader/writer. When the
petsonal identification or authentication'has succeeded, for

25 example, use of an application stored in the IC card is




is value informati on such as el ectronic noney or el ectroni i . (An
identification nunber that is used to access an |C card ?gk%%gfﬁﬁﬁlarly
referred to as a personal 5 identification nunmber (PIN)). Fig. 22
schematically shows an exanple configuration of a systemusing an IC
nodule (related art). As shown in the figure, the systemincludes an IC
nodul e that is carried by a user and that securely holds particul ar data,
and a 10 reader/witer for accessing a nenory space of the IC nodule to
read or wite data. The |IC nodul e isspackaged, for exanple, in the form of
a card, and it includes a data storage unit, a card comunication
controller for communicating wwth the 15 reader/witer, and a card
encryption controller for controllin%_encnyption of data exchanged W th
“the reddevedrit 8n. eXhBPleadér Hipri eePliRErd@BshalfeaBetPar [FeFar
comuni cation controller for comunicating with the IC 20 nodule, and a
r eader +Gr VR&HCeAREQBIRBAOROAUFBI R&r oL 6FLEBRLFOIPPRY BRcPYBELEASF dat a
exchanged with the L% nodul.e. .The re pect%v% connunhc tion controllers of
the | CC1FKBGre 4AB LABDFEAHERTHPPL BFMOEANEER Tt 65eHER%tReRCEEF 2Bxanypl e,
in a contactl ess nanger EaSEd on_t he @rinci l es_of 25.el ectromagnetic
!nductFSn?a§? REr BRT266913L 1Y T9AETFERALP/ AFi EePSESARTAI cation control | er
-Is§yesigentification number {(PIN)}.
Fig. 22 schematically shows an example configuration of
a system using an IC module (related art). As shown in the
figure, the system includes an IC module that is carried by
a user and that securely holds particular data, and a
10 reader/writer for accessing a memory space of the IC module
~to read or write data.
The IC module is packaged, for example, in the form of
a card, and it includes a data storage unit, a card
communication controller for communicating with the
15  reader/writer, and a card encryption controller for
contrelling encryption of data exchanged with the
reader/writer.
The reader/writer includes a reader/writer
communication controller for communicating with the IC
20 - module, and a reader/writer encryption controller for
controlling encryption of data exchanged with the IC module.
The respective communication controllers of the IC
module and the reader writer connect to each other, for

example, in a contactless manner. based on the principles of

25 electromagnetic induction.




command, and the I C nodul e receives the command by the caﬁf ééﬂgqggication
controll er and executes processing such as decryption in ﬁ% car
encryption processor, accessing data 5 stored in the data storage unit.
Furthernore, the 1 C nodule generates a response in the card encryption
processor, and returns the response to the reader/witer. Transactions are
conpl eted by repeatedly executing the sequence. Recently, with the

i nprovenent in mniaturization 10 technol ogies, |1C nodul es including data
storage units having relatively |large-capacities have been devel oped and
are comng to be used nore conmmonly. A conventional cash card or the like
has only a single storage area, that is, single application. Thus, a

a
plurality of | C ca s for 15 respective. a pllcatlo S_Oor purposes mnust be
carried. | NPt/ VEREE PR G %ﬁ?ﬁ %ga a large

28 noFbnfen a"@ﬁ?aﬁéliﬁﬁ BorhsBadhdr &Y %ﬁv?gpﬁbéa%%%ﬁ%aﬁ. J HARCER exanpi .
20 I h

ol ect r GAECRARE] LPBr CBNbersbare>0a: bl ehake aRdogrE %98n§%8§[ faet for

{ranspaCLaLkonoRr ANLEL! BE-8 SRESULLERONEEEL SRl | ac8Osklay hheasingle IC

card can USG or varl ous catio s have

be%p d%%s&@aegnf9ﬁg}9§t9u598§§ggluN§ECh 200¢nermdre0f tRECHE ChYaGBE T Vi NG

nodul e 1s dasually
generates a response in the card encryption processor, and

returns the response to the reader/writer. Transactions are
completed by repeatedly executing the sedquence.
Recently, with the improvement in miniaturization
10 technologies, IC modules including data storage units having
- relatively large capécities have been developed and are
coming to be used more commonly. A conventional cash card
or the like has only a single storage area, that is, a
‘single application._ Thus, a plurality of IC cards for
‘15 respective applications or pﬁrposes must be carried. In
contrast, an IC module including a memory having a large
capacity allows storing a plurality of applications
simultaneously. Thus, a single IC card can be used for a
plurality of applications. For example, two or more
20_, applications can be stored on a single IC card, such as
electronic money for electronic settlement and electronic
ticket for transportation or entering a épecific concert
hall, so that thé single IC card can be used for -various
~applications.

25 . _. However, IC modules have been develoged for the purpose




i nplenented in the formof a card, or is inplenmented in t?? aﬁ%i@}f a chip
and is included in a small device such as a cellular phone or A. That
is, an IC nodul e often has 5 hardware restrictions, so that the nenory size
of a data storage unit has an upper limt despite of the increase in
capacity. For exanple, the inventors have devel oped a nethod of providing
a virtual nenory nodule externally to an I C nodule 10 (e.g., on a network)
in order to virtually expand a nenory area of a data storage unit in the IC
nodul e, which is limted in terns_of hardware. The virtual nmenory nodul e
itself is not carried for use by a user, so that it does not have hardware
restrictions 15 such as a card shape. Thus, the data storage unit of the

virtual nenory nodule is inplenented using a Iarg&-ﬁ%pacit% i orage devi ce
such a@fasﬁﬁFHeHYsﬁaréﬁangtd%E%raF%st%%t Dyirt BEFU B bt y- ‘ﬁ% of the data
storage unit of th ngdul The virtua Ienented

Y
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storage unit has an upper limit despite of the increase in
.capacity.
| For example, the inventors have developed a method of
providing a virtual memory module externally to an IC module
10 (e.g., on a network) in order to virtually expand a memory
area of a data storage unit in the IC module, which is
limited in terms of hardware.
The virtual memory module itself is not carried for use
by a user, so that it does not have hardware restrictions
15 such as a card shape. Thus, the data storage unit of the
virtual memory module is implemented using a large-capacity
storage device such as a hard disk, and 1t operates as a
.virtual memory space of the data sforage unit of the IC
module. The virtual memory module is implemented, for
20. example, by a server machine provided on a broadband network.
| In this case, by executing virtual transactions with
the virtual memory module, the memory area in the IC module,
which is limited in terms of hardware, is virtually expanded.
‘Thus, the maximum memory capacity of the IC module becomes

25 essentially unlimited.




that is connected via the network, a response tine could erably
| ong dependi ng on the bandw dth of t he network. For exan%fhmgqpﬁkﬁ
application for using electronic ticket for transportation, an inmediate
response is expected. Thus, it isgifficult to sinply use the virtua
menory nodul e. Furthernore, by inplenenting functions of |IC nodul e and
reader/witer simultaneously on a single termnal, the termnal is allowed
to both send and receive data. In that case, in order to securely exchange
data between two terminals or with term nals of other types, the term nals
must each include a secure data storage unit having a |arge capacity and

exchange d%ﬁ Det wegh c{ hc% H\%‘r E‘ép%é d N Ji0GULS h?ﬁgi?'xﬁé’d’ﬂ g probl ens.

(1) I'n order F0 tonnec 685 Conmuni cat i ion, connecti on nust be

mai nt ghped; éoéorﬁqéccﬂégi tvllgethé ﬁ@&naﬂé urgere%}oﬂgéatme la50e) el ative to the
rate of wireless conmunication. he termnal s nust 1 nclude secure
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| nventi on Exanpl e enbodi nents nay provide a 21 March 2007 7 favorable

dat a FBRaggERPleSYySheant Agpldldaewsnexpandigighe e IRIBOh iar @d gkesoci ated with
an | C nodul e. Exanpl e enbodi nents nmay provide a favorable data nmanagenent
syst efotrhatraakpowsatsinrt,alny iohaddahg tdspomersiion expected. Thus,

it is difficult to simply use the virtual memory module.

Furthermore, by implementing functicns of IC module and

reader/writer simultaneously on a single terminal, the

terminal is allowed to both send and receive data. In that

case, in order to securely exchange data between two

terminals or with terminals of other types, the terminals

must each include a secure data storage unit having a large

capacity and exchange data between the terminals. This

incurs the following problems.

(1) In order to connect by wireless communication, the
connection must be méintained for a long time if the volume
of data is large relative to the rate of wireless
communication.

(2} The terminals must include secure memory having large

capacities, so that cost is high.

Disclosure of Invention

Example embodiments may provide &




of a program for executing a transaction between an IC a
reader/witer. Exanple enbodi nents may provide a favorabrgpggat?%laé@gnagenent
system reader/witer apparatus, and virtual nmenory device that allow
expanding a nmenory area associatedy with an | C nodul e by using a virtual
menory nodul e connected via a network or the |ike. Exanple enbodi nents may
provide a favorable data managenent system reader/witer apparatus, and
virtual nenory device with which an enhanced speed of data access is

achi eved when a nenory area associated with an I1C nodule is expanded using
a vi riararaiifordp tRodgneJeBRRECEEatoRathat nat hwrk SPAHEIN] . Exanpl e

enboqtllerrn?#%; a@a parsosz/olchLea&aé W rhatgilne lc&atm%%ﬂaér]agenent nmet hod that all ows
val uée i nformation storea on a server to bé exchanged securely between two

term nal s.p:E¢aR eriiRpMSRY malRpiadde &havenal eidat a mnagenent
met hod that allows a |arge volune of data to be exchanged securely, in a

shor tmarnagenpsttwesyrs ttamw thartrialal evs 2Zuibalely 2003hgighg BExXenplersidodi nent s nmay
provi de a favorable data managenent method that all ows secure exchange

bet weth & itF OHé i Il SHETHORT ol tdi AP 3 SR TGRSy Whali ng a | arge

capagid¥iid npecor Q:Mrtﬂear first aspect of the present invention,
theré 1s provided a data nmanagenent system for

Example embodiments may provide a favorable data
management system, reader/writer apparatus, and virtual
memory device that aliow expanding a memory area associated
with an IC module by using a virtual memory module connected
via a network or the like.

Example embodiments may provide a favorable data
management system, reader/writer apparatus, and virtual
memery device with which an enhanced speed of data access is
achlieved when a memory area associated with an IC module is
expanded using a virtual memory module connected via a
network or the iike.

Example embodiments may provide a favorable data
management method that allows value information stored on a

- server to be exchanged securely between two terminals.

Example embodiments may provide a favorable data

management method that allows a large volume of data to be

exchanged securely, in a short time between two terminals.




expanding a nenory area associated with an I C nodul e, the Igﬂﬁa%ﬂﬁﬁagenent
system conprising: a virtual nenory nodule conprising a %a a storage unit
for storing data that is used on the IC nodule and a card encryption
function controller for controlligg_encryption of comunication data, the
C nodule storing an ID linked to data on the virtual nmenory nodule; and
a reader/witer conprising a reader/witer comunication controller for
accessing the nenory area of the IC nodule, a reader/witer encryption
function controller for controlling encryption of comunication data
exchanged Banpltehenb@dihltes mad pravédsorek feomnatilcatdad® control ler for
connecting to the virtual nenory nodule via a network; a version
manadeeegHu e sl i et onl k91es i sibrk exABRIR BRieRan fg'@n upgr adi ng
program or upgradin rograns for the reader/witer encryption function
cont rgtiEn ks twhq%ggd”é? We & SHIHST RO TYarFeRer VptieSHSf unct i on

contrOIIerw:of the virtual nenory nodule and for transferring the program
or programs 4o the reader/witer and/or the virtual nenory nodul e; wherein

the reader/witer accesses the 21 March 2007 - 8a virtual menory nodul e
to obtain data that is to be used on the IC nodule when the data is not

present. oy e, il &1 1 MEGH-2007 R oA “auStemLperein refers to a

| ogi cal conbination of a Ity of "apparatuses for functional nodul es
for invention, there is provided a data management system for

expanding a memory area associated with an IC module, the
data management system comprising: a virtual memory medule
comprising a data storage unit for storing data that is used
on the IC module and a card encryption function controller
for controlling encryption of communication data, the IC
module storing an ID linked to data on the virtual memory
module; and a reader/writer comprising a reader/writer
communication controller for accessing the memory area of
the IC module, a reader/writer encryption function
controller for controlling encryption of communication data
exchanged with the IC module, and a network communication
controller for connecting to the virtual memory module via a
network; a version management module provided on the network
and for preparing an upgrading program or upgrading programs
for the reader/writer encryption function controller of the
reader/writer and/or the card encryption function controller
of the virtual memory module and for transferring the
—program-or-programs to—the-reader/writer and/or the-virtual-—

memory module; wherein the reader/writer accesses the




achieving specific functions), wthout regard to whet her 22@@“ (ﬁhatuses
or functional nodules reside within a single case. (The gﬁ% I'es

herei nafter.) In exanple enbodi nents, the virtual menory nodule is used to
virtually expand the nenory area of the data storage wunit in the IC
nmodul e, which is Iimted in ternms of hardware. The virtual nenory nodul e
itself is not carried for use by g@zuser, so that it does not have hardware
restrictions such as a card shape. Thus, the data storage wunit of the
virtual mermory nodule is inplenented using a |arge-capacity storage device
such &kt idhamene sk mediddl ¢ tto opdratreglads dhatly timltordroragespace of the data
storage unit of the | C nodule. Thus, the nmaxi mum nmenory capacity of the

| C elhetestese eduhtting 19 disrinadd prasens udlhendfompdudsdul e i s

i npl emented, for exanple, by a server machine provided on a broadband

net wor k. However, the virtual nmenory nodule may be inplenented by an
external storage device such as a hard disk, a nenory nodule, or the Ilike,
provided for a PC on the user side, and the capability of network

comuni cation is not necessarily required. When an ID or the like is
transmtted in communications between the |IC nodule and the reader/witer,
encrypted communications based on an ex -sting -sequence--of |C nodule 21
March 2007 10 comunications are carried out. Furthernore, the
reader/witer accesses the virtual nmenory nodul e on behal f




of the I C nodul e, accessing relevant data. The virtual nBﬂHle IS
accessed by encrypted comuni cation based 5 on an existing sequence of

net wor k communi cati ons, such as TCP/IP protocols. In order to allow
comuni cati ons between a card including the I C nodule and the virtual
menory nodule, the virtual menory nodule and the |IC nodul e nust

comuni cate w th each other under ot he sane protocols. This is achieved, 10
for exanple, transmtting conmand packets between the card and the
reader/witer over TCP/IP. After an |ID has been exchanged with the IC
nodul e, tlfe "syeader' Wertedin aedfessescam deigialaldavabentittipni ot Be virtua
menory nodul e by communi cati ons between hi gh-end servers 15 connected to
each potusrl tiva f lyopedisdand eset{ivwar Kurfiionalt mensdesi 6rg end in a very short
time. The data storage unit of the IC nodule stores an ID for _identifying
a datEhsigatiapfsnard fhsdfvactdeasd /| Wik hogtdgegardn tehehgahgrstbfage unit of
the 1C nodule is forned based on 20 the ID. Furthernore, in the data

st or &P AR TS PedWicd LorEle TOGUESUFE Sigler Hriifddn and18AL6pper 1init

val ue thereo i s set. The upper Liqh% value is linked to a file structure
in tFESFa U6 aGEUARP $ﬁber\ﬁ:'ﬂ fi®véory nodul e. When communi cati ng

with the | nn%&%ﬁb %%ngi%%ékgy g%agéggt%%l%&g&%g%%&¥£h$%g%%a storage unit

of the | C module5s A rch pres n C nodul e, the
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desire
unit in the IC module, which 1s limited in terms of

hardware. The virtual memory module itself is not carried
for use by a user, so that it does not have hardware
restrictions such as a card shape. Thus, the data storage
unit of the virtual memory module is implemented using a
large-capacity storage device such as a hard disk, and it
operates as a virtual memory space of the data storage unit
of the IC module. Thus, the maximum memory capacity of the
IC module becomes essentially unlimited. The virtual memory
module is implementéd, for example, by a server machine
~provided on a broadband network. However, the virtual memory
module may be implemented by an external storage device such
‘as a hard disk, a memory module, or the like, provided for a
PC on the user side, and the capability of network
communication is not necessarily required.
When an ID or the like is transmitted in communications
between the IC module and the reader/writer, encrypted

—eeecommunications-based onanexisting sequenceof IC module




Furthernore, a server-side reader/witer nodule that is cop ;ﬁ&ﬁﬂxﬁia t he
network, including a reader/witer 5 encryption processor for controlling
encryption of comrunication data exchanged with the |1 C nodule, may be
provided. In that case, the reader/witer receives a response received
fromthe 1C nodule, and transfers encrypted 10 response data as it is to
the server-side reader/witer nodule via the network, and the response
data is processed in the server-side reader/witer nodule. The server-side
reader/witer nodule is inplenmented,;s for exanple, by a server machine that
is provided on a 15 broadband network and that is capable of accessing the
virtual nmenory nodul e. When obtaining data held in the IC nodule, if an
entity of data stored in the data storage unit of the IC nodule is present
i n t heCPEM#BdGRELIOPReasEr FRrT18AdRUFeadEBRFHPPEBPTADAERE accesses the IC
modul e via the 20 reader/witer to,obtain the entity of data fromthe data
st or ag&SGAPE/ ¥FLERE Pépﬁﬁﬁﬁﬁeﬁhéhvﬂﬁégaétﬂ@?cﬁﬁnﬁ?dﬁ#eaﬂn %F?i of data
stored i.n the_data storage unit of the IC ule s not present in the IC
rodul 605 FSsatvBPIElde SPERASI M FEQE RTHUS BocelBBo LREUSEr tual |menory

dul e_via 25 Kk inth f data, f he ,data 2
ver oh 296579 mbo8 18T oREhR B8 B RhCEyPPh Lrlinf S tRbebR b AR er an 10
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TCP/IP protocols. In order to allow communications between

a card including the IC module and the virtual memory module,

the virtual memory module and the IC module must communicate

with each other under the same protocols. This is achieved,
10 for example, transmitting command packets between the card

and the reader/writer over TCP/IP.

After an ID has been exchanged with the IC module, the
reader/writer accesses an actual data entity in the virtual
memory module by communications between high-end servers

- 15 c¢onnected to each other via a breadband network. Thus,
‘transactions end in a very short time. |

The data storage unit of the IC module stores an ID for
identifying a data space of the module, and a link to data
in the data storage unit of the IC module is formed baséd on

20 the ID. Furthermore, in the data storage unit, a'specific
. file structure is formed, and an upper limiﬁ value thereof
is set. The upper limit wvalue is linked to a file structure
in the data storage unit of the virtual memory module. When
communicating with the IC module, if ‘an entity of data

25 -stored in the data storage unit of the IC module is not




the virtual menory nodule is accessed by conmuni cations Qﬁ%ﬁg@pmﬂhgh-end
servers connected to each other via a 5 broadband networ k. us,
transactions end in a very short tine. Furthernore, a version nmanagenent
- nmodul e may be provided on the network, the version nanagenent nodul e
preparing an upgradi ng program or upgradi ng prograns for the 10
reader/witer encryption processor of the reader/witer and/or the card
encryption processor of the virtual nenory nodule and transferring the
upgradi ng program or upgrading prograns to the reader/witer and/or the
virtual nmenory nodule. 15 Virtual transactions with the virtual nenory
nodul e are executed by cooperative operations of the reader/witer
encryption function control| in the reader/witer (or the  reader/witer

encrprF&ﬁePGn&PiGHecgﬁtW8ﬁP§%'iﬁhﬁhéeégﬁﬁéwﬁi§ﬁaeaFéﬁﬁ@??mFP?er nodul e)
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communication data exchénged with the IC module, may be
provided.
In that case, the reader/writer receives a response

:eceived from the IC module, and transfers encrypted

10 response data as it is to the server-side reader/writer
‘module via the network, and the response data is processed
in the server-side reader/writer module.
| The server—éide reader/writer module is implemented,
.for example, by a server machine that is provided on a

15 broadband network and that is capable of accessing the
virtual memory module. When obtaining data held in the IC
module, if an entity of data stored in the data storage unit
of the IC module is present in the IC module, the server-
side reader/writer module accesses the IC module via the

‘20 reader/writer to obtain the entity of data from the data
storage unit of the IC module. On the other hand, if an
entity of data stored in the data storage'unit of the IC
module is not present in the IC mecdule, the server-side
‘reader/writer module accesses the virtual memory module via

25 the network to obtain the entity of data from the data




virtual nenory nodule, transactions are executed based on,pRs, Sxscpded
sequence usi ng upgraded prograns. That is, by upgrading t%eﬂqransaction
-executing prograns by the version nanagenent nodule, a fixed program of
the 1 C nodul e can be virtually extended. Furthernore, processing with a

| arge | oad that cannot be handl ed by the performance of the |IC nodul e can
be executed by a server. Furthernore, when a service entity wshes to
extend a function of the I1C nodule only for the sake of its own service,
a uni que service can be inplenented gt a |ow cost by using the existing IC
nodule as it is and upgrading the version of a programof the virtual
menory nodule. Al so disclosed is a virtual nmenory for expanding a nenory

area associated with an I C nodule, or a method of _controlling. the virtual
menor y S tOEREEI FPAG: & HﬁﬁavéFépééem@NQ¥YfHPdH#ea d&t&eSt 6 dg $88p of

cont 1 OBFER. PHCTGRIESHLAN EHEr Jt FERORNC PO CHRLr PFPRGTGheY o
control . _encryption o nlcatlon data. 21 MNarch 007 - 14 In
_exanpl@ ﬁ%&&lﬁé&t em?ﬁ¥ WP&PgnulﬁeﬁﬁF? ﬁﬁ%ugg CP?@PPlca K8 carried for
Uoe PYRBAHER PSRt by 083 Pihytia Y BUBSCLARLT Vil e such o0 2

'”Q%GWBQESQband network. Thus, transactlons end in a very short
time.
Furthermore, a version management module may be
provided on the network, the version management module
preparing an upgrading program or upgrading programs for the

10 reader/writer encryption processor of the reader/writer
and/or the card encryption processor of the virtual memory
modﬁle and transferring the upgrading program or upgrading
programs to the reader/writer and/or the virtual memory
module.

15 - Virtual transactions with the virtual memory module are
‘execﬁted by cooperative operations of the reader/writer
encryption function controller in the reader/writer (or the
reader/writer encryption function controller in the server-

. side reader/writer module) and the card encryption

20 controller in the virtual memory module. The cbOperative

| operations for executing virtual transactions are usually"
implemented in the form of transaction executing programs

executed by the respective modules.
The IC module and the reader/writer communicate with

25 each other by a sequence_uéing.eXisting9programs




using a large-capacity storage device such as a hard disk21¥§¥gﬁéfb oper at es
as a virtual nenory space of the data storage unit of the no u?e. Thus,
t he maxi num nmenory capacity of the I C nodul e becones essentially
unlimted. The virtual nmenory nodule is inplenmented, for exanple, by a
server machi ne provi ded on a broadband network. After an |ID has been
exchanged with the I1C nodule, the 1xeader/witer accesses an actual data
entity in the virtual nenory nodul e by comuni cations between hi gh-end
servers connected to each other via a broadband network. Thus,
transaotyonspending dover haskimhia ke nieor Themmat acstoprage udit of the IC
nodul e stores an ID for identifying a data space of the nodule, and a link
t o datubsegrarie CATANSICAtAGE sumsttvsent ke Ceasl@yl/wriisefropmdd thgdsed on the
ID. Furthernore, in the data storage unit, a specific file structure is
fornéﬁﬁ”éﬁﬂ—ﬂﬁmEH§EWQQW%Qr\EﬂQR§Qé£%Q@§farﬁse§€FPt?ﬁebé§§§r°PiﬁPt value is
linked to ile structure in the data storage unit of the virtual nenory

nmodul &t SESHRNGEC ASMG MRS ades PESPEENPe, if an entity of data
stored in.the data.storage unit of the |C dul e .i s _not resent

St he- | Y E - tve Ak, thes T EamsAcoe eteong 2007 - 15
virt I j h t tai n_desired In
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provigted ran AcCrppluke ca6CBEskAg g ¢eekPbnqagcessing an | C modul e having a
menory area expanded by a
Furthermore, processing with a large load that cannot
be handled by the performance of the IC module can be
éxecuted by a server.
Furthermore, when a service entity wishes to extend a
function of the IC module only for the sake of its own
service, a unique service can be implemented at a low cost

by using the existing IC module as it is and upgrading the

version of a program of the virtual memory module.

Also disclosed is a virtual memory for expanding a
memory area assocliated with an IC module, or a method of
controlling the virtual memory, comprising:

a data storage unit for or a data storing step of
storing data that is used on the.IC module; and

a card encryption function controller for or a card
encryption function controlling step of controlling

encryption of communication data.




virtual nenory nodule on a network, the IC nodule aCCGSSiEENhﬂﬁﬁkﬁ$
conprising a reader/witer communication controller for accessi’ng the
menory area of the 1C nodule storing an ID linked to data on the virtual
menory nodul e, a reader/witer encryption function controller for
controlling encryption of communication data exchanged with the |IC nodul e,
and a network conmunication contrpjler for connecting to the virtual
menory nodul e via the network, wherein the | C nodul e accessing device
accesses the virtual menory nodule to obtain data that is to be used on
the | C nmuulexanpdr temboddin@nits, naheprésensl ometbey | iHdmdcl g sedifd  wherein
a programof the reader/witer encryption function controller is upgraded
by a Mersmttorarariagerdent usedblye aprseirdedo bhathétndbwmer kot2ia®arch 2007 -
15a In exanple enbodi ments, the virtual nmenory nodule itself is not

car r iterdraigerictisers swh v 3§ cagseshage -havdushatRadétiest ri cti ons
such as a card shape. Thus, the data storage unit of the virtual nenory

modul 9@ 9Spierteftled- st B agerca gt StSordlpd SFENtEE such as a har d
0 i A PGP R VY PR 00 W ok ot orage
{he, Lo Sy S G LALLM AT et The plg Lyl romory modl e 1

storage unit of the IC module. Thus, the maximum memory

capacity of the IC module becomes essentially unlimited.

The virtual memory module is implemented, for example, by a

server machine provided on a broadband network.

After an ID has been exchanged with the IC module, the

reader/writer accesses an actual data entity in the virtual

memory module by communications between high-end servers

connected to each other via a broadband network. Thus,

transactions end in a very short time.

The data storage unit of the IC module stores an ID for

identifying a data épace of the module, and a link to data

in the data storage unit of the IC module is formed based on

the ID. Furthermore, in the data storage unit, a specific

file structure is formed, and an upper limit value thereof

is set. The upper limit value is linked to a file structure

in the data storage unit of the virtual memory module. When

communicating with the IC module, if an entity of data

stored in the data storage unit of the IC module is not

~———present-in—theI€¢ module;-the reader/writer—accesses the—




broadband network. After an |ID has been exchanged with the, | qpshehe, the
reader/witer accesses an actual data entity in the virtua nenory nodul e
by conmuni cati ons between hi gh-end servers connected to each other via a
br oadband network. Thus, transactions end in a very short time. The data
storage unit of the IC nodule stores an ID for identifying a data space of
the nodule, and a link to data 4 nHhe data storage unit of the |IC nodul e
is formed based on the ID. Furthernore, in the data storage unit, a
specific file structure is formed, and an upper limt value thereof is
set . vilmguappmembiryi nodal eevias Hhenkedwoakathi bbtsinudtsieed iduttshe data
storage unit of the virtual nmenory nodule. Wien comrunicating with the IC
nodule, if an entity of data stored in the data storage unit of the IC
nodul e is not present in the I1C npdule, the reader/witer accesses the
vi rtual rngﬁoﬁycﬁﬁﬁﬁm%ﬁ\ﬂ%¥h:ﬁeSﬁ@?%%r@?ﬁ??ﬁa@@é?ﬁed%§¢?%ﬁ¥ data. In accordance
with a third aspect of the present |nv%a@|on there is provided a nethod
of cdAPoHt PRy e o proghe %%&9 s ﬁnacae%¢e§?8% Yoanded by a
t he net od ng, a reader/writer

LommitreaeiBh Aot Rl s e me R R e R bR % ot O5 1 har oh
2007v& for Lin S, TRlhE BRI S SLoneS Al Bl halkerl Lo dabguon the virtual

menory devi ce; wri'ter encryption function contro step of
acceggii Qetggmﬁgﬁgﬁﬁb'%r%@aeéry&EiﬂéE MR8 1 ¥R €8 controller for
-accessing the memory area of the IC module storing an ID linked
to data on the virtual memory module, a reader/writer encryption
function controller for controlling encryption of communication
data exchanged with the IC module, and a network communication
controller for connecting to the virtual memory module via the
network, wherein the IC module accessing device accesses the
virtual memory module to cobtain data that is to be used on the
IC module when the data is not present on the IC module, and
wherein a program of the reader/writer encryption function

controller is upgraded by a version management module provided

on the network.




stores an ID linked to the data on the virtual nmenory devjgce;
reader/witer encryption function controlling step of co%fg@lr‘f}\a%oy
encryption of conmuni cati on data exchanged with the IC nodule; a network
comuni cation controlling step of connecting to the virtual nenory nodul e
via the network; and a version upgradi ng step of upgrading a program of
the reader/witer encryption fungtion controller via the network, wherein
the virtual nmenory nodule is accessed to obtain data that is to be used on
the 1 C nodul e when the data is not present on the |IC nodule. |In accordance
wth a fourd kaspeet eAbotiiept €settie vivantll a@mothenedisepioyéried a data
managenent systemfor expanding a nenory area associated with an IC
noduliss ridte cdatrdedminagesenbysystierrgonpr thangitadeest nalit mewvery nodul e
conprising a data storage unit for storing data that is used by a user of
t he ardiarte mstalchreherugptivn comd ogihiage . f dhwonttlst Idatg encryption
of communi cation data, wherein the virtual nmenory nmodul e includes a cache
r ef | eiradoridwak ithe vderedp sy dadilien ishdmpderedttcihge unit in
response to the request, for reflecting cache; a reader/wjter conprising:
a réBdetd i i tHITSARAG AL iR IEHR (BT f%%c}’a@@e%%’?g‘q ﬁ;els nory area of
t he ICC{m. ule,--whe-rein the- r -ade-r-/writer-fid% Son i@alljred to request
the ATY ddi FRSHGYSP Smédul®e Yid T8 SO MRASHE Sto7he | cache in response
to rewiting of. c on the 1C nodule; a reader/witer encryption
Wdade bR i i " ,

contro or co




encryption of conmmunication data exchanged with the IC "ﬁgﬁﬁﬁic et wor k
communi cation controller for connecting to the virtual § le via a
network; and a cache witer for witing data that is used on the |IC nodul e
nore frequently than a predeterm ned frequency to the |IC nodul e; a server
side reader/witer nodule connected via the network, the server side
reader/witer including a readerfwigter encryption processor for
controlling encryption of comruni cation data exchanged with the I C nodul e
and a cache witer for witing data that is used on the IC nodule nore

f r equepdle ¢ hathus, prlesl ehast e dndnasgu errBRaic ¥ e Itheddumedudiger ei n at

| east one of the reader/w.iter, the virtual nenory nodule, and the IC
modul RECIIDT | e idclhie Weligitiesy udde MiATENPAcBeROE YalPEilAgisa user to
speci f ata to be_ cached, and wherein the cache witer ites the data
agattini SRsh cHche SRRty ot Y HHIODG FFAERE I dal  renry

nodul.e to,the; 1 C nod and wherein the reader/witer receives a response
receﬂ@%dﬁqgaﬂ% N&E© F nDduIe and transfers encrypted response data as it

s to thgafﬁgy%&151ﬁeh£§ggséﬁ k&ﬁén@%&“&fﬁﬂ'@héh c”ﬁ%ﬁ?@ the

response data Is processe e ser r-Si rea ITD ule. In

accordaneer Wit & Tddddy 23Pes! dubhe d@rt%S%ﬂ‘clt%éﬁmthgnv;}@éé@ I's provided

a reader/witer apparatus for accessing an ul e having an expanded

MeNDIyerdd B mddifl 2 b M ainA0Uat ikhs HR3ERN WildrelerRPRANA{4s CcONprising: a

reader/witer

connected to each other wvia a broadband network. Thus,
transactions end in a very short time.

The data storage unit of the IC module stores an ID for
identifying a data space of the module, and a link to data
in the data storage unit of the IC module is formed based on
the ID. Furthermore, in the data storage unit, a specific
file structure is formed, and an upper limit wvalue thereof
is set. The upper limit wvalue is linked to a file structure
in the data storage unit of the virtual memory module. When
communicating with the IC module, if an entity of data
stored in the data storage unit of the IC module is not
present in the IC module, the reader/writer accesses the

virtual memory module via the network to obtain desired data.

In accordance with a third aspect of the present
invention, there is provided a method of controlling access to

an IC module having a memory area expanded by a virtual memory

-———module on—-a network, themethod-comprising:—a—reader/writer-——-

communication controlling step of accessing the memory area of




communi cation controller for accessing the nenory area of P@ Igyﬁndule a
reader/witer encryption controller for controlling encryp oh 0

comuni cati on data exchanged with the I C nodule; a network conmuni cation
controller for connecting via a network to a virtual nmenory nodul e for
expanding the nenory area of the I C nodule; and a cache witer for witing
data that is used on the IC nod edaare frequently than a predeterm ned
frequency to the IC nodul e; a cache selecting user interface for allow ng
a user to specify data to be cached, wherein a request for reflecting
cacheths G anstiler hikk erpreal ameryinimillte datresporBe Yortwwkiting of
cached data on the I C nodule by the cache witer, wherein the A cache witer
wr i t SRR Y, ISd1iSEr e @ %Pad?ﬁéWEa%%ﬂé AUBRGLING FSBFTIPRt EPRRERL ¥ t he

t du th C dul I d th t
of "L S CUeRE RARaR FBR, MERRTE T hiith e 15 JPRPLE) Mrerbry devi ce for
Ganr e AT 3 2icEE 833050 A M Rl Vil heo bl e ddt ena on
the |.C.mgior,.a ccar gnsgggw&h%n&@{grr Rl h91nGOBL L1 Ling encrypLion of

conmuni cat | on cache reflector ati'ng content  of
Corr s angdéih@rﬁfﬁtﬁgﬁ YA Gorh A8 1N Hal't@. %%éHQH?@dt\&MPdat' ng of

data used on the IC nodule; a cache selecting user nterface for allow ng
a usethd acspeeiuiiy;dat aetRobe ot cadl MIeht280Tind7stéph exanpl e

enbodi nents, the vi rt ual menory nodule is
connecting to the virtual memory module via the network; and a
version upgrading step of upgrading a program of the
reader/writer encryption function controller via the network,
wherein the virtual memory module is accessed to obtain data
that is to be used on the IC module when the data is not
present on the IC module.

In accordance with a fourth aspect of the present
invention, there is‘provided a data management system for
expanding a memory area associated with an IC module, the data
management system comprising: a virtual memory module
comprising a data storage unit for storing data that is used
by a user of the IC module and a card encryption controller
for controlling encryption of communication data, wherein the
virtual memory module includes a cache reflector for rewriting
corresponding data in the data storage unit in response to the
reguest for reflecting éache; a reader/writer comprising: a

reader/writer communication controller for accessing the

———ememory--area—of-the IC module, wherein the-reader/writer -is-— —

configured to request the virtual memory module to reflect




used to virtually expand the nenory area of the data storgﬁﬁqnanhb7in t he
| C nodule, which is limted in ternms of hardware. The vittual nenory
nodule itself is not carried for use by a user, so that it does not have
hardware restrictions such as a card shape. Thus, the data storage wunit

of the virtual nmenory nodule is inplenmented using a |arge-capacity storage
device such as a hard di sk, and-it.époperates as a virtual nenory space of
the data storage unit of the IC nodul e. Thus, the maxi mum nmenory capacity
of the |C nodule becones essentially unlimted. The virtual nmenory nodule
i s i Echrednedesbonsexaapreyriying sur vierttamgekhad oprove d€d on a broadband
network. 21 March 2007 18 Wen an ID or the like is transmtted in
commEIBEE 0ds FeBEEREBRLERR ST TRIUIGh fedtere lesader/ owhierlligKtr ypt ed

comuni cati gns based on an existing sequence of | C npdul e co%gynications
are ETHYEF O T FGPTRERhR LR Rt @&%@Ppﬂﬁﬁt ¥ithcthe sks M A t val

dul behal f_,of the | d : i I t data. Th
Vi re GGG §ORBAG 6+ Lh Ut B G SBPBRCEONALNT Y on based on an
exi Sk}ﬂQu%EquL%ﬁ%? of; Hgié‘%ﬁa CONIGAL O3y asggghgswri-r%lf protocol s.
Furthérnorée, 1n He_%a a managenent systemin éxanpl € ~enbodihents, when a

rccedaet T8 SrSTodTh Bn SaRhe ™ i FRes TR TRae o ac
g |1C nodule. us, t speed of access to
desi redndat rbRatermined frequency to the IC module; a server side
reader/writer module connected via the network, the server
side reader/writer including a reader/writer encryption
processor for contrelling encryption of commuhication data
exchanged with the IC module and a cache writer for writing
data that is used on the IC module more freguently than a
predetermined frequency to the IC module; wherein at least one
of the reader/writer, the virtual memory module, and the IC
module comprises a cache selecting user interface for allowing
a user to specify data to be cached, and wherein the cache

writer writes the data selected via the cache selecting user

interface from the virtual memory module to the IC module, and

wherein the reader/writer receives a response receilved from

the IC module, and transfers encrypted response data as it is

to the server-side reader/writer module via the network, and
the response data is processed in the server-side
reader/writer module.
In accordance with a fifth aspect of the present
~-invention,;—there—-is provided a reader/writer apparatus—-for——--

accessing an IC module having an expanded memory area, the




has been cached is inproved. The reader/witer may reques R@zlYQﬁhual
menory nodule to reflect cache in response to rewiting } cached on
the I C nodule. Furthernore, the virtual nmenory nodule may further conprise
a cache reflector for rewiting corresponding data in the data storage
unit in response to the request for reflecting cache. In that case, upon
confirmng that data in the 1C 1mdd e has been updated, the reader/witer
starts accessing the virtual nmenory nodule, and reflects an updated state
in the IC nodule to corresponding data in the virtual nenory --nodul e,

t her etgadrai /mrditeirngrpenst s eneyrois tarhe daeslerZ¥ribech 2007 19
Furthernore, at |east one of the reader/witer, the virtual nenory nodul e,
and t¢RTUDiredds raptEokber ston acerdring thet PegongerrEat of fHe for
allomnng a user to specify data to be cached. I n that case, the cache

ar i £ oFC Siagiiliecs 2 REABSE AvELT 8F L SaCTRE Kb OREKEL4EFeEPFNg user interface
fromthe virtual nenor %énndule to the r of the I C nodule

i s al fBHEP UG FEEL YBRERT f PE QW%%%&%H ?ﬁ&?‘apge r&unt Iy used,

such ectyr nlc non | ectroni.c tlcke t@ hold the value 10
infofé%ﬁl(m1mﬁg Yrfvé ?CP%D%U C??mu?*FaEﬁﬁﬁ' r%&eiﬂgac Pﬁg of frequently

used dah.cided] ad dahacapy D, Usegh 1oy YorBRYNEELLAG EQrthe Virtual

menory no at qU|C transactions are-achieve
expanding the memory area of the IC module; and a cache writer

for writing data that is used on the IC module more frequently
than a predetermined frequency to the IC module; a cache
sélecting user interface for allowing a user to specify data
to be cached, wherein a regquest for reflecting cache is issued
to the virtual memory module in response to rewriting of
cached data on the IC module by the cache writer, wherein the
cache writer writes data selected via the cache selecting user
interface from the virtual memory module to the IC module.

In accerdance with a sixth aspect of the present
invention, there is provided a virtual memory device for
expanding a memory area assoclated with an IC module, the
virtual memory device comprising: a data storage unit for
storing data that is used on the IC module; a card encryption
controller for controlling encryption of communication data;
and a cache reflector for updating content of corresponding
data in the data storage unit in response to updating of data
used on the IC module; a cache selecting user interface for

~————gllowing a-user to specify-data-to-be cached. ———-




Furthernore, a server-side reader/witer nodule that is %ggéoqgﬁ ed via
the network, and a cache witer for witing data that is SO he I C
nodul e nore frequently than a predeterm ned frequency to the |IC nodul e,
may be provided, the server-side reader/witer nodule conprising a
reader/writer encryption processor for controlling 20 encryption of

communi cation data exchanged with §fe-1C nodule. In that case, the
reader/witer receives a response received fromthe IC nodule, and
transfers encrypted response data as it is to the server-side
reader/witer 25 nodule via the network, and the response data is processed
21 March 2007 20 in the server-side reader/witer nodule. The server-side

- reader/ writrerexmdul e drsbddiplamtent ddhe forr tuwdampingr ybyecaduder vigr machi ne t hat

is provided on a broadband network and that is capable of accessing the
Vi rt uaeGrerorsi Xl e e RS ottty Waazehed fd he tdrtg Ghmtade, if an
entity of data stored in the data storage unit of the IC nodul e has been
cachéthih ¥heFhe HodiP@dile ek ek s sl Heltedatfer FoF™E e?f nodul e accesses the

| C mpdul e via t reader/witer to obtain the entity of data fromthe data
CCor SRS of e T Coth RSy b That L RaRE 1 e cantfed ot a

stored in thgo}}:lata storage ,&rlue% ﬂ! éhe | C rpl)dul ha& anroé[ been cached in

the 1'C hodul the' Setvere si Feader T V&?% er® hrodii&'5tcesses the virt ual

ﬁEﬂDrggggygggaaﬂgisuch as a card shape. Thus, the data storage
unit of the virtual memory module is implemented using a
large-capacity storage device such as a hard disk, and it
operates as a virtual memory space of the data storage unit
0of the IC module. Thus, the maximum memory capacity of the
IC module becomes essentially unlimited. The virtual memory
module is implemented, for example, by a server machine

provided on a broadband network.




the network to obtain the entity of data fromthe data S%ﬁ[\f“ﬁ&@t of the
virtual nmenory nodule. After an ID has been exchanged w e nodul e,
an actual data entity in the virtual nmenory nodule is accessed by
comuni cati ons between high-end servers connected to each other via a
br oadband network. Thus, transactions end in a very short tinme. Al so
di scl osed is a data nmanagenent netfhwd-for managi ng data associated with IC
nodul es between a first termnal and a second term nal each having an IC
nodul e node for securely storing data and a 21 March 2007 21
reader/ w ittem roddf or seéeuléky ascessnagitnedhen d@modidag,ionsherein data
that is used on the I C nodule of each of the termnals is associated with
uni quree Gkt i fhe alG o diale,and Hed degrddy catitor datrcagsord ated with data
on the IC nodul e bei ng managed on a dat abase, and wherein when data is
t r ansTEF EH G oA HhFTFE ON (38} fi*Had t 10 (IRAVVEGh P T FmitrduLq i r st
identificatjon data (IDl) of data to be transferred is obtained fromthe
firstCOBRIEALIYEHHE I FEHETS CAG-on FYHTASEMSFE f dPCassoci ating the data
to be tngns errgd ig qgtaine fromthe seggnd tergigal : ggg %Qe dat a
assodit %Fvﬁﬁ*l?fﬂ.?%_??%%s? ?r%ﬂFY%a}Eﬁ OhYt AR YAt aBRsB " Fdént i fi cat i on
datao'l‘ert%‘len lr('?fmec{dﬁ.l]:[eo, Iaryc%rsrg%_tdgoqfefl%rvant data. The wvirtual
memory module is accessed by encrypted communication based
on an existing sequence of network communications, such as
TCP/IP protocols.
Furthermore, in the data management system in example
embodiments, when a virtual memcry module that operates as a
server 1ls used, a cache of accesses is stored in an existing
IC module. Thus, the speed of access to desired data that
has been cached is improved.
The reader/writer may request the virtual memory
module to reflect cache in response to rewriting of data
cached on the IC module. Furthermore, the virtual memory
module may further comprise a cache reflector for rewriting
corresponding data in the data storage unit in response to
the request for reflecting cache.
In that case, upon confirming that data in the IC
module has been updated, the reader/writer starts accessing
the virtual memory module, and reflects an updated state in

the IC module to corresponding data in the virtual memory

—module, the'reb‘y"'"ma‘j:n-taining—-----cons ist ency- of cache data.—




identifying an individual. The identification data may be I nsi sting
of several bytes of data assigned to the individual, bio%%?ﬁ?%f$ﬁﬁornation
uni.quely owned by the individual, such as a fingerprint, ox the like. In
exanpl e enbodi ments, when data is transferred from the first termnal to
the second termnal, the first termnal operates in the reader/witer node
and the second termnal operates in the I C nodul e node, and second
identification data for associating the data to be transferred is read
fromthe second termnal using a reader/witer function of the
first-termnal. 21 March 2007 22 Furthernore, upon conpletion of data
transfer on the database, the first termnal is notified of conpletion of
data transfer, and the second termnal _is notified, via the . first

termnal, of“EbRprEeien df HaRalttPARsPEr thenteadss (Wt ket dat B managenent

met hod i n exingle enboaigents, sggur excaag e is all owed between two

t er mi nXFSTHALhBERCORY| BPAYLS - sBBHr E fekbr PORMENG2Y FAPGE1SEafaci ty.
Furthernore, in the data nmanagenent t hod.in exampl e en%odinents, when
data | SAEPENEPAPFEATFr BRCENGTFET SECCL 6P AAIOVSTENE SEEENA term nal , a
pri.ce for the o] t sfer._s i.C y charged | east one
of theSp?F%gy géﬁﬁiﬁglg%nga%hgaéecgﬁd%békngﬁa ! ﬁ?tggFﬁgrg%gF%%the dat a

WBQQQeQ§9£egE£H8dd5@aeégﬁBE@ed via the cache selecting user

interface from the virtual memory module to the IC module.
| The user of the IC module is_allowed to select specific
value information that is frequently used, such as
electronic money or electronic ticket, and to hold the wvalue
10 - information on the IC module. By ‘the user-driven caching of
frequently used data, desired data can be used without
.cdnnecting to the virtual memory module, so that quick
transactions are achieved.
| Furthermore, a server-side reader/writer module that is
15 connected via the network, and a cache writer for writing
data that is used on the IC moaule more frequently than a
predetermined frequency to the IC module, may be provided,
the server-side %eader/writer-module.comprising a
reader/writer encryption‘processor.for controlling
20 - encryption of coﬁmunication déta'exchanged with the IC
module.
In that case, the reader/writer receives a response
- received from the IC module, and transfers encrypted
response data as it is to the server-side reader/writer

- 25 module via the network, and the response data is processed




- enbodi nents, when data is transferred fromthe first ferngﬁgjl t%@khe
second termnal, electronic noney data stored in the sec ?{f%}} al may
be decreased by a sum added by the data transfer and/or el ectronic noney
data stored in the first termnal may be increased, thereby settling a
transaction of data transfer by electronic noney. O her objects, features,
and advant ages of exanple enbodinemts wll becone apparent fromthe
following detailed 21 March 2007 - 23 description of enbodi nents of the
present invention with reference to the acconpanying draw ngs. Brief
Descriirptiiten sefrvelre shdawirrgderawEi ger Impdule schemat i ¢ di agr am showi ng t he
basic configuration of a data managenent system according to a first
enmbodi nentThef s@egredaist readentvoater godplesia smplemeetedagfain showi ng a
procedure of 10 operation for accessing an entity of data stored in an IC
nodul &I §n hé Gy Shafdgefest thpst ém aEevideAgoRo t HECadhaRd enbodi ment
of the present C{a\n entioon. Fig. 3 is a flowhart shqw ng a procedure of
operaﬁt@wr GG A £RERTET Afr BEEF260% M8 dess A BRIPEY of data 15
stored j theVJfC m)gyle 100. A;i . 40s .a hem i-agram show ng a
nodi fl}ocd_al{rlied_n PR R Ucc?a]’[namrgan ag‘%nélnetléﬁ} 2@1% ?Cﬂu]lf‘ig'g.l?l.anFi g. 5is a
SChe@ltﬂiCcyd'o%g'b%@aS%%\@x%% "?anE%'ef 'd%%%' %[Eogcfage unit of the IC

module has been cached in the IC module, the server-side

reader/writer module accesses the IC module via the

reader/writer to obtain the entity of data from the data

storage unit of the IC module. On the other hand, if an

entity of data stored in the data storage unit of the IC

module has not been cached in the IC module, the server-side

reader/writer module accesses the virtual memory module wvia

the network to obtain the entity of data from the data

storage unit of the virtual memory module. After an ID has

been exchanged with the IC module, an actual data entity in

the virtual memory module is accessed by communications

between high-end servers connected to each other via a

broadband network. Thus, transactions end in a very short

time.

Also disclosed is a data management method for managing
data associated with IC modules between a first terminal and
a second terminal each having an IC module mode for securely

““storing data anda -




t he data managenent system shown in Fig. 1. 20 Fig. 6 is 3{ hqh I.C

di agram showi ng a nodi fication of the data managenent sysS e showh i n Fig.

4. Fig. 7 is a schematic diagram showi ng the basic configuration of a data
managenent system according to a second enbodi nent of the present
invention. 25 Fig. 8 is a flowhart show ng a procedure of processing 21
March 2007 24 for allowing the-repder/witer 200 to achi eve quick
transactions using data cached on the I1C nodule 100. Fig. 9 is a flowhart
showi ng a procedure of processing for reflecting an updated state in the
| C nuchdde r/6Q itte 5 modker €spondinge tiat actass heg vandited r MEhoroduiedul e 300.
Fig. 10 is a diagram show ng a sequence of operation that is executed
anong t he Whemedduldate0Ghatthe sr eagdr bw ither IC200duaadefheadhrefial nmenory
modul e 300 for achieving quick transactions by caching data in a data

st or g FRningal Sofis pgsOrdarednidheunoguerigentificablion agrem showi ng a
sequence of operation that is executed anong the |IC nodule 100, the

r eaddt¥Snidedyt 1 B tighy daté FSPOFaR tRshotiytnddiie ©30&Pfol Cachi evi ng qui ck

- by cachj ata in the data sto unit 101 of the IC 15 nodul e 100. Fig.
12 i?oéiug%ngﬁiﬁ% RAH %&M%‘?%%ge of using the IC nodule 100 to
.cache dat%ﬂkﬁ%%gf%ikr%ﬂ%%n&g¥a fgegrggéféf§ég'from the first

terminal to the second terminal,

first identification data (ID1) of data to be
transferred is obtained from the first terminal,

second identification data (ID2) for assocciating the
ddata to be transferred i1s obtained from the second terminal,

and the data asscciated with ID! is transferred to 1ID2
on the database.

Identification data herein refers to information for
identifying an individual. The identification data may be
an ID consisting of several bytes of data assigned to the
individual, biometric information uniquely owned by the .
individual, such as a fingerprint, ox the like.

In example embodiments, when data is transferred from
the first terminal to the second terminal, the first

_ terminal operates in the reader/writer mode and the second

~ terminal operates in the IC ﬁodule mode, and second
identification data for associating the data to be
transferred is read from the second terminal using a

em——peader/writer function of the- first-terminal. - S




Fig. 13 is a schematic diagram show ng a nodification ZOZPI\/IatrctheIZ(fbalt a
managenent system shown in Fig. 7. Fig. 14 is a schematic™diagramshow ng a
nodi fication of the data nmanagenent system shown in Fig. 7. Fig. 15 is a
schemati c di agram showi ng a nodification of the data nmanagenent system
shown in Fig. 14. 25 Fig. 16 is a schematic di agram showi ng the 21 March
2007 25 configuration of a data gmnagenment system according to a third
enbodi ment of the present invention. Fig. 17 is a schematic di agram show ng
the configuration of the data managenent systemin which a 5 termnal 100
i s oper at i Mgrtihemnaregdendon idoepinden kifgdat8 ikgaasfeheont thedi agram

showi ng the <configuration of a data nanagenent systemin which a term nal
100A diperttes, itthea frieaderfammiiter]l nodencnd ied toer wiomgllefOB oderates in a
card node. 10 Fig. 19 is a diagramshowi ng a sequence of operation for

t r anstadyd i epralies f oW tthe tS@IQWﬁalterOﬁAagpéﬁaﬂphéfiﬁdr t idar eagler / writ er
node to the term nal 100B o&erati ng in the card node. Fig. 20 is a diagram

showifigr st SypsmEmeflor odolrrBRlpRgor Cfsdahar eaRdket ransferring data when
data is transferred from, the termnal 100A tq the termnal 100B. Fig. 21
is a schenﬁ‘ﬁ‘st! d‘i%g} dhes F5vien §aR a9 TEDh PEFNoget Pl PRG™RLBr ansact i on usi ng

elec%&ﬁﬁ&ﬁb&ﬁﬂﬁx %@%%I%a%%ch%nge is allowed between two
terminals without holding a secure memory having a large
capacity.

Furthermore, in the data management method in example
embodiments, when data is transferred from the first
terminal to the second terminal, a price for the use of
data transfer service may be charged to at least one of the
first terminal and the second terminal.

Furthermore, in the data management method in example
emmbodiments, when data is transferred from the first terminal
to the second terminal, electronic money data stored in the
second terminal mayrbe decreased by a sum added by the data
transfer and/or electronic money data stored in the first
terminal may be increased, thereby settling a transaction of

data transfer by electronic money.

Other objects, features, and advantages of example

embodiments will become apparent from the following detailed




transferred fromthe termnal 100A to the term nal 100B. égéfi%§%§6 is a
schemati ¢ di agram showi ng an exanple configuration of a S I'ng an I C
nodul e (related art). Best Mdde for Carrying Qut the Invention 25 Now,
enbodi ments of the present invention will be 21 March 2007 26 descri bed
in detail with reference to the drawings. A First Enbodinent A first
enbodi ment of the present invention is a system 5 for securely managi ng
user's data using an I C nodule. According to the first enbodi nent, a
menory area that is limted in tergg of hardware is virtually expanded so
that the maxi mum nmenory capacity of the I C nodul e becones essentially
unlimted. 10 A-1. Enbodinent 1-1 Fig. 1 schenmatically shows the basic
configuration of a data managenent system according tq the fjrst

enbodi AERETePLLPReCHr BERALIMANERL PEntD RS PERSRA LI ATFREMPGUFE Nt he data 15
managenent systemingcludes an I C nodyl e 100 that is carried by a user and
that s&E&PEFPCRoFasthar BFEAMRANYARY E¥AFEBISinf or mation or the like), a
reader/witer 200 for accessing a nenory space of the IC nodule 100 to
read or wite data, and a virtual nmenory nodule 300 that is connected to

the 20 r ade%/ ggeg %anvg% %hgeb%g%gh ghe | C nobdul e 100 i ncludes a data
storage GAFET10%°C5P 9

5
Fig. 1 is a schematic diagram showing the basic
configuration of a data management system according to a
first embodiment of the present invention.
Fig. 2 is a sequence diagram showing a procedure of
10 operation for accessing an entity of data stored in an iIC
module 100 in the data management system according to the
first embodiment of the present invention.
Fig. 3 is a flowchart showing a procedure of operation
for allowing a reader/writer 200 to access an entity of data
15 stored in the IC module 100.
Fig. 4 is a schematic diagram showing a modification of
the data management system shown in Fig. 1.
| Fig. 5 is a schematic diagram showing a modification of
the data management system shown in Fig. 1.
. 20 Fig. 6 is a schematic diagram shoﬁing a modification of
. the data management system shown in Fig. 4.
Fig. 7 is a schematic diagram showing the basic
configuration of a data management systém according to a
second embodiment of the present invention.

25 Fig. 8 is a flchhart-showing a procedure of processing




card communi cation controller 102 for conmunicating with pgﬁily%ﬂﬁr/mmlter
200, and a card encryption controller 103 for controlling Cf 1"on of
data exchanged with the 25 reader/witer 200. 21 March 2007 - 27 The IC
nodul e 100 is inplenmented, for exanple, in the formof a card, or is

i npl emented in the formof a chip and is included in a small device such
as a cellular phone or a PDA The data storage unit 101 is a sem conductor
menory, 5 and the storage capacity thereof has an upper limt. The
reader/witer 200 includes a reader/aariter conmmunication controller 201
for communicating with the I1C nodule 100, a reader/witer encryption

controller 202 for controlling encryption of data exchanged with the IC
nodul e,

d t k i t trol 203 f, t
ool o2 10 890, 2, oL k SO CBL LoDt OLLr, 209, Lot carryi g o
der/writ 200 i nt ed, hi t hat
eader UL LSL200.) 5 oh P SR, R RO S, By sgEYer Techine Lhat i

nodul e 100._15 T@e egpff mwﬁpgﬁggg@&lgn ggp&égkéegﬁ &9€%@Q91$§% of the

| C nodul e 1%b and % rea conne 0 eac

exa”p'%Or'9e?1889&§§ctﬁsﬁ H%%%%rs?%%%dlﬁnthﬁeicpwo@%ﬂe'§§0°Eo

el ectromagnetic in ion he car comuni cation controller 103

 comuniGates uhhnbhastd §Rdse/ vilkes 1200k chaRaiaosons | 0ad bet veen

ant ennas sho based on a response -signal to a query signal fromthe
' Flg. 10 is a diagram showing a sequence of operation

that is executed among the IC module 100, the reader/writer

200, and the virtual memory module 300 for achieving gquick

transactions by caching data in a data storage unit 101 of
10 the IC module 100.

Fig. 11 is a diagram showing a sequence of operation
that is executed among the IC module 100, the reader/writer
200, and the virtual memory module 300 for achieving quick
by caching data in the data storage unit 101 of the IC

15 module 100. |

Fig. 12 is a schematic diagram showing an‘image-of
using the IC module 100 to cache data that is frequently
uSed by a user.

Fig. 13 is a schematic diagram showing a modification

20 of the data management system shown in Fig. 7.

Fig. 14 is a schematic diagram showing a modification
of the data management system shown in Fig. 7.

Fig. 15 is a schematic diagram showing a modification

of the data maﬁagement system shown in Fig. 14.

25 . Fig. 16 is a schematic diagram showing the 7




reader/writer 200 to anplitude-nodul ate a signal that ap )
receiver circuit of the reader/witer 200. Cbviously, congﬁg@¥%hﬂggtmeen

the 1 C nodul e 100 and the 25 reader/witer 200 is not limted to a
contactl ess connection, 21 March 2007 28 and a connection nay be forned
by inserting the 1C nodule 100 in a card slot of the reader/witer 200.
The virtual nmenory nodul e 300 includes a data storage wunit 301 for
providing a virtual nenory space for the 1C 5 nodule, a network

comruni cation controller for communigating wth the reader/witer 200, and
a card encryption controller 303 for controlling encryption of data
exchanged with the reader/witer 200. The respective network communi cation
controllers 302 10 and 201 of the virtual nenory nodule 300 and the

reader FRREEEPT268°PoPin & ABERORRNEEANEEEI SHSbaBedCOATIpPREdEPef i ned

comunj cation pratocols, for exanple, TCP/IP., The virtual nenory nodul e 300
i s usedtgdvF BaFmﬁnteQSaﬁHeapﬁﬁﬁﬁP§ 3P¥52FR°Rhe data storage unit 101 of

the I1C 15 dulg7100, which is limted in ﬁerns of, hardware. The virtua
menory nmodui €9 3007 i t3eF SFEMRt CattFRER oF RUSE BY-BE user, so that it does

R L o e T AR TP
e FORRRES QT LT R BN SV 8RB DL shol 11 operates s
Fig. 18 is a schematic diagram showing the
configuration of a data management system in which a
terminal 100A operates in a reader/writer mode and a
terminal 100B operates in a card mode.
10 - - Fig. 19 is a diagram showing a sequence of operation
for transferring data from the terminal 100A operating in
the reader/writer mode to the tefminal 100B operating in the
card mode.
Fig. 20 is a diagram showing a system for collecting a
15 charge for transferrin§ data when data is transferred from.
the terminal 100A to the terminal 100B. |
Fig. 21 is a schematic diagram showing a system for
settling a transaction using electronic money when data is
transferred from the terminal 100A to the terminal 100B.

20 Fig. 22 is a schematic diagram showing an example

_-configuratioh of a system using an IC module (related art).

Best Mode for Carrying Out the Invention

25 Now, embodiments of the present invention will be.




the I C nodul e 100. Thus, -the maxi mum nmenory capacity of t I ul e 100
becones essentially unlinmted. The virtual nenory nnduleagaﬁuggﬂﬂﬂ
i npl enented, for exanple, by a server 25 machi ne provided on a broadband
network. 21 March 2007 29 The data storage unit 101 of the I C nodule 100
stores an ID for identifying a data space of the nodule, and a link to
data in the data storage unit of the virtual nmenory nodule 300 is forned
based on the ID. Furthernmore, in the 5 data storage unit 101, a specific
file structure is fornmed, and an u r limt value thereof is set. The
upper limt value of the data storage unit 101 is linked to a file
structure of the data storage unit 301 in the virtual nmenory nodule 300.
10 When communicating with the IC nodule 100, if an entity of data stored
in thedééﬂélbﬁdra@edaﬁﬁﬂlleltbfrﬁﬁ@IB@Cﬁnéel§h61d@awsng§t present in the IC
nmodul e 100, the reader/witer 200 accesses the virtual nmenory nodul e 300
via the network to obtain the entity of data fromthe data storage unit
301 15 of the virtual nenory nodul e 300. One virtual nenory nodul e may be
prOV|déd—ﬁéﬁwéagﬂéﬂéimﬁﬁaule Alternatively, a virtual nenory nDduIe may
rovide vi menory  spaces taneously for a uralit | C
gndules Cbé'ghEFE e%?%d Rbdg nﬁﬁypﬁ%%%n9l+?ﬁ%?thgﬁn+§ Z%Y HWites in a
O%{ZngésOf %E% gamaggglné g%gglesdatagus%n%hgﬁsla Rogﬁiggre of operation

According to the first embodiment, a memory area that is
limited in terms of hardware is virtually expanded so that
the maximum memory capacity of the IC medule becomes
essentially unlimited.

10

A-1. Embodiment 1-1

Fig. 1 schematically shows the basic configuraticn of a
data managemént system according to the first embodiment of
the present invention. As shown in the figure, the data
15 management system includes an IC module 100 that is carried
by a user and that securely holds particﬁlar data (value
information or the like), a reader/writer 200 for accessing
a memory space of the IC module 100 to read or write data,
and a virtual memory module 300 that is connected to the
20 reader/writer 200 via a network.
| The IC module 100 inéludes-a data storagé unit.101, a
card communication controller 102 for communicating with the
: reader/writef 200, and a card ehcryption controller 103 for
controiling encryption of data exchanged with the

25 reader/writer 200.




entity of data stored in the IC nodule 100 in the data e system
The comruni cationcontroller 201 of the reader/witer ZSnQBSg%%ﬁgigntly
polls the I C nodule 100. 21 March 2007 30 Wen the IC nmodule 100 is
placed in sufficient proximty to the reader/witer 200, the card

communi cation controller 102 is activated to all ow connection based on

el ectromagnetic induction. Then, the I C nodule 100 5 generates a response
in the card encryption controller 103, and returns the response to the
reader/witer 200. Then, the IC nod 100 and the reader/witer 200
execut e procedures of mutual authenti'cation and response at |east once to
establish nmutual authentication and to share 10 an encryption key, whereby
secure data conmuni cations using encryption are allowed. Furthernore, the
reader/ wri tene 200 meddseah00 Dl ¢ Reapd] ®)ensedr eflor nexdmep bat aistidraage unit 101
in the IC nodule 100, obtaining link information to a file structure in

t he dafarmsodt ar ageduncr 361 implementedt aal thendeymnodubecBOD. ak@d the data
storage unit 101, a specific file structure is forned, and an upper linit
val ue tRefBgfufsdsén. aTgBaldppevirenstichapgeaoretlhsladt RhSE6rageunit 101
is linked to a file structure in the data storage unit 301 in the virtual
20 nembPé-nodliPedsts. skPragcenpity 181 48t 8 SEBAEQNPHCEAE BWEPET¥Et or age unit

5 and the storage capacity thereof has an upper limit.

The reader/writer 200 includes a reader/writer
communication controller 201 for communicating with the IC
module 100, a reader/writer encryption contreller 202 for
controlling encryption of data exchanged with the IC module,

10 and a network communication controller 203 for carrying out
data communications via a network such as a TCP/IP network.
The reader/writef'200 is implenented, for example, bj a
server‘machine that is provided on a broadband network and
that is capable of accessing the IC module 100.

15 The respective communication controllers 102 and 201 of
the IC module 100 and the reader/writer 200 connect to each
other, for example, in a contactless manner based cn the
principles of electromagnetic induction. The card

communication controller 103 communicates with the

20 reader/writer 200 by changing its load between antennas (not
shown} based on é responsé'signal to a query signal from the
reader/writer 200 to amplitude-modulate a signal that
appears in a receiver circuit of the reader/writer 200.

Obviously, connection between the IC module 100 and the

25 reader/writer 200 is not limited to a contactless connection,




101 of the 1C nodule 100 is not present in the I C nodul e %883“ t%ﬁ
reader/witer 200 accesses the virtual nenory nodul e 300 gh Rétmork
to obtain the entity of data fromthe data 25 storage unit 301 of the
virtual nenory nodul e 300. 21 March 2007 31 More specifically, the
reader/witer 200 polls the virtual nenory nodul e 300 via the network
using the ID obtained fromthe |IC nodule 100. In response, the virtual
menory nodul e 300 generates a 5 response in the card encryption controller
303, and returns the response to t reader/witer 200. Procedures of
mut ual aut hentication and response e executed at | east once to
establish nmutual authentication and to share an encryption key, whereby
secure data conmuni cations using encryption are 10 allowed. Then, the
vi rt uabknperpcypnmediion3@@yahe fhemedebdgerihweirtteng20beeXEcmbduprocedur es of
mutual authentication and response at |east once to establish mutual
aut heniP@atiiion gagdt 61oRaré iheenepypri/vrikey, 2085 whereby secure data
conmmuni cations using encryption are allowed. In order to obtain an entity
of desired Hagavirheal rpedery wedete2000i snglrdardatdrtepeb®rpgocedur es of
Read or 'Wite access and response thereto wth the virtual nenory nodule
300 asUYfdhy Pilnd8TrabrA¥édéngd 2oviErguad pemery| skeRsr £osnbeEngCa procedure
of operation for allown the,re%der/mwiter %00 to access an entity of
- 5" module, a network communication controller for communicating
with the reader/writér 200, and a card encryption controller
303 for controlling encryption of data exchanged with the
reader/writer 200.
The respective network communication controllers 302
10 and 201 of the virtual memory module 300 and the
readexr/writer 200 form a network connéction based on
predetermined communication protocols, for example, TCP/IP.
The virtual memory module 300 is used to virtually
expand a memory area in the data storage unit 101 of the IC
15 module 100, which is limited in terms of hardware. The
virtual memory module 300 itself is not carried for use by a
user, so that it does not have hardware restrictions such as
& card shape. Thus, the data storage unit 301 of the
virtual memory module 300 is implemented using a large-
- 20 capacity storage device such as a hard disk, and it operates
as a virtual memory space of the data storage unit 101 of
the IC module 100. Thus, the maximum memory capacity of the
IC module 100 becomes essentially unlimited. The virtual

memory module 300 is implemented, for example, by a server

25 machine provided on a broadband network.




data stored in the I C nodul e 100. Wen the | C nodul e 100 5?Q?quﬁ8)over t he
reader/witer 200, the card communication controller 102%f & A¢t 1 gted, 25
whereby a contactl ess connection based on el ectromagnetic 21 March 2007 32
i nduction is established (step S1). The IC nodule 100 generates a response
in the card encryption controller 103, and returns the response to the
reader/witer 200. Then, the IC nodule 100 and the reader/witer 200 5
- execute procedures of nutual authentication and response at |east once to
establish nutual authentication and §9 share an encryption key (step S2),
wher eby secure data communications using encryption are all owed.
Furthernore, the reader/witer 200 reads an ID (ReadlD) 10 stored in the
data storage unit 101 in the I C nodul e 100, obtaining link information to
a file struth@réata eherageaunitodfgeclinthe3ds maduhe PPt @BPTLEBNDry nodul e
300 (step_S3). Then, it is determ ned whether value information_  (value)
such agPeldctiodnitdensidying & daitPomPacs Slettheomodin ept R dediiféd dat a,
is present,in the ggt torage unit 101 i %ge I.C nmodul e 100 (step $S4). |If
desi r edd§PES $opf eﬁ? ansﬁﬁéa&§t§n§FoF§gé nWﬂrf@fq MFMO% | C nodul e 100,
the reader/ witer .20Q repeats procedures of Read.or Wite acgcess and
respond& u&&ré@? Wit Ofgeﬁhgaﬁédnﬁﬁu% el%@'as et eFFﬁE?'aénnggﬁed to
'Obt§1nd5Q% SQ%&%B%duggkalﬁﬁae% %%Ebific file structure is formed,

and an upper limit value thereof is set. The upper limit

value of the data storage unit 101 is linked to a file

structure of the data storage unit 301 in the virtual memory

module 300.
10 When communicating with the IC module 100, if an entity

of data stored in the data storage unit 101 of the IC module

100 is not present in the IC module 100, the reader/writer

200 accesses the virtual memory module 300 via the network

to obtain the entity of data from the data storage unit 301
15 of the virtual memory module 300.

One virtual memory module may be provided for each IC

module. Alternatively, a virtual memory module may provide

virtual memory spaces simultaneously for a plurality of IC

modules. Obviously, one IC module may have virtual memory
20 spaces in a plurality of virtual memory modules.

‘Fig. 2 shows a procedure of operation for accéessing an
entity of data stored in the IC module 100 in the data
management system.

The communication controller 201 of the reader/writer

25 © 200 constantly polls the IC module 100.




In the data storage unit 101, a specific data structure %?L%orngﬂn and an
upper limt value thereof is set. The wupper limt value Wﬁp at'a
storage unit 101 is linked to 25 a file structure in the data storage unit
301 in-the virtual 21 March 2007 33 nenory nodul e 300. Thus, if desired
data is not present in the data storage unit 101 in the I C nodule 100, the
reader/witer 200 connects to the virtual nenory nodul e 300 by the network
5 communi cation controller 203 via the network (step S6), and executes
procedures of nutual authenticatian gnd response at |east once to
establ i sh nutual authentication and to share an encryption key (step S7).
Then, the reader/witer 200 repeats procedures of Read 10 or Wite access

and response thereto_with the yirtual nmenory, nodule 300 as nmany tines as
needed usin@h?ﬁeE?f)BﬁiﬁPﬁﬁge ibén%?h@lﬁﬁﬁﬁnaﬁléuféé?l%ﬁFaining t he desired

data fromthe. data_ st it.301 qf the. virtual dul e 300 (st

Sa) - 15T REY BRobAeERe el Lt BOBF ThE FPkE COTTERYREREDed in
i cati the l.C le 1 d__the_ reader/writer 200,

Gnory ol NG (LTI OF A CCTPPREd oot 1640 A" BRI eRPSFEng sequence of

IC mdgh@ctggemgggiyeﬁ%i ABuchohher TRER. Lhe heafder L hgp 200 accesses 20

- the virtual nodu on h [([ée”"100 to access

relgvagendabaesThe resbbnak oMLy maddl 8,390 kS on controller 103,
and returns the response to the reader/writer 200.

Then, the IC module 100 and the reader/writer 200
execute procedures of mutual authentication and response at
least once to establish mutual authentication and to share

10 an encryption key, whereby secure data communications using
encryption are allowed.

Furthermore, the reader/writer 200 reads an ID (ReadID)
stored in the data storage unit 101 in the IC module 100,
obtaining link information to a file structure in the data

15 stbrage unit 301 in the virtual memory module 300.
In the data storage unit 101, a specific file structure
~is formed, and an upper limit value thereof is set. The
upper limit value of the data storage unit 101 is linked to
| a file structure in the data storage unit 301 in the virtual
.'20 memory module 300.

If an entity of data stored in the data storage unit
101 of the IC module 100 is not present in the IC module 100,
the reader/writexr 200 accesses the virtual memdry module 300
via the network to obtain the entity of data from the data

25 storage unit 301 of the virtual memory module 300.




accessed by encrypted communi cati on based on an existing u of
net wor k comruni cati ons, such as TCP/IP protocols. After a%PsﬁFﬁQ%ﬁgeen
comruni cated with the IC nodul e 25 100, the reader/witer 200 accesses an
actual data entity in 21 March 2007 34 the virtual menory nodul e 300 by
communi cati ons between high-end servers connected to each other via a
broadband network, so that transactions end in a very short tine. (On the
ot her ‘hand, a conmmuni cation environment where a common 5 I C nodul e is used
is restricted by the operating speedqof an 8-bit CPU of the |IC nodule, so
that the bandwi dth of comunications with a reader/witer is on the order
of 200 Kbps.) 10 A-2. Enbodinent 1-2: Fig. 4 schematically shows a

modi fication of the data management systemshown in Fig. 1. In the

enbodi ment Meeanspeal Herlhy, thee recaer (rrieer 2000 that 15 stepabl e of
accessing an_I C nodul e al so supports networking so that the 15

reader VFreaetl Q@@°6§nm8ﬁ§éea§985§1?héhﬁiP?EHPr%EHBF9gnBBﬁIED 300. In
contrast, in the enboginent sgoim in Fig. 4, a reader/witer 200 does not
suppor?bhéﬁﬁﬁﬁkﬁﬁﬁw SR8 the™rBa8erPRriter 200 accesses data that is held

0,20 1C ol e 400, uner, e, sonty ool REIVEL AR RBMASE O 2,
netgnor K, - £3,300 LReFLgratentiG E2La MBRRASHRAL SYS!eOhLNELYdeRs
the response to the reader/writer 200. Procedures of mutual
authentication and response are executed at least once to
establish mutual authentication and to share an encryption
key, whereby secure data communications using encryption are
10 allowed.
Then, the virtual memory module 300 and the
reader/writer 200 execute procedures of mutual
- authentication and response at least once to establish
mutual authentication and to share an encryption key,

15 whereby secure data communications using encryption are
allowed. In order to obtain an entity of desired data, the
reader/writer 200 is allowed to repeat procedures of Read or
Write access and response thereto with the virtual memory

module 300 as many times as needed.

20 Fig. 3 is a flowchart showing a procedure of operation
for allowing the reader/writer 200 to access an entity of
:data storea in tﬁe IC module 100.
When the IC module 100 is placed over the reader/writer
'200, the card communication coﬁtroller 102 is activated,

. 25 whereby a contactless connection based on electromagnetic




an | C nodul e 100 that is carried by a user and that securgL¥4%§H%q§?
particul ar data (value information or the like), a 25 rea 200 for

.accessing a nenory space of the I1C 21 March 2007 35 nodule 100 to read or
wite data, a virtual nenory nodule 300 that is connected via a network,
and a server-side reader/witer nodule 400 that is capabl e of
comunicating wth the reader/witer 200 and that accesses a nenbry space
5 of the virtual nmenory nodule 300 to read or wite data. The |IC nodul e
100 includes a data storage unit 103, a card conmunication controller 102
for communicating with the reader/witer 200, and a card encryption
~controller 103 for <controlling encryption of data exchanged with the 10
reader/writer 200. The | C npdule 100 is inplenented, for exanple, in the
form of- PAUCEHEN &F ESTRRALERERL dGLER BHe -f orRFofCameArpeardl is included in

|| devi h . ul h PDA. The d it
Jo1 s9RREERTEonduCEOPonaory, ChesCaR PRETIPGIAgeCARECLIS T Adre0r has an

Limt. . Th der/writ Q0_.incl ud der Lyt icati
ST B s RSO Bh, SOOI S L oot

reader/mwit@ﬂﬁgFﬁ%M$Ei@2%gggiéoibggﬁégzthé0£ ggg}y@%%%%gcgﬁﬁryption of data

exchanged wt nodul e. r especiive co on controllers

103 angd, 204+ prbReqkCeargy! £,10Q120d: hhe ek paderinhler2886an0ect to each

least once to establish mutual authentication and to share
an encryption key (step 52), whereby secure data
communications using encryption are allowed.

Furthermore, the reader/writer 200 reads an ID (ReadID)

10 stored in the data storage unit 101 in the IC module 100,

obtaining link information to a file structure in the data
storage unit 301 in the virtual memory module 300 (step S53).

Then, it is determined whether wvalue information
{value} such as electronic money or electronic ticket, or

15 other desired data, is present in the data storage unit 101

in the IC module 100 (step S4).

If desired data is present in the data storage unit 101
in the IC module 100, the reader/writer 200 repeats

procedures of Read or Write access and response thereto with

‘20 the IC module 100 as many times as needed to obtain the
desired data (step 85). ‘
In the data storage unit 101, a specific aata structure
is formed, and an upper limit value theréof is set. The
upper limif value of the data storage unit 101 is linked to

25 a file structure in the data storage unit 301 in the virtual




other, for exanple, in a contactless manner based on the 'ruﬁ%y s of
el ectromagneti c i nduction. The card 25 conmuni cati on cont%gp%%ﬁ 8

comuni cates with the 21 March 2007 36 reader/witer 200 by changing its
| oad between antennas (not shown) based on a response signal to a query
signal fromthe reader/witer 200 to anplitude-nodul ate a signal that
appears in a receiver circuit of the reader/witer 200. 5 Cbviously,
connection between the I C nodule 100 and the reader/witer 200 is not
limted to a contactl ess connection,,.and a connection nmay be forned by

inserting the I1C nodule 100 in a card slot of the reader/writer 200. The
virtual nmenory nodule 300 includes a data storage 10 unit 301 for
providing a virtual nenory space for the 1C nodule, a network
comunmeabirgnmodnfieoBler. 302 for conmmunicating with the reader/witer 200,
and a card encryption controller for controlling encryption of data
exchanged wWithst hef réadéeredr doba 260notSpTasentrinathaed®fy nodule 300 is
used to virtually expand a nenory area in the data storage unit 101 of the
| C nodtibeageounaki ¢Rli 41 ithict 4§ medrdend 08F KaedwareertHeiterr €491 nmenory
modul e 300 itself is not carried for use by a user, so that it does not
have h&PBWEEESr £8t Fhet VaAsugdc Reaeryomeduded 39Rapy. thRuget¥REXdat a st or age

~unit 301 of the . virtual nenory dul.e 300. is inplenente sing a | arge-
caﬁhciF9m§P8#§@§188VF8€t§@&Heészgghgﬂé &i kFe§H@gﬁt(8 §Pagé§' atla

executes procedures of mutual authentication and response at
least once to establish mutual authentication and to share
an encryption key ({step S87).
Then, the reader/writer 200 repeats.procedures of Read
10 or Write access and response thereto with the virtual memory
module 300 as many times as needed using the ID obtained
from the IC module 100, obtaining the desired data from the
data storage unit 301 of the virtual memory module 300 (step
s8) .
15 In this embodiment, when an ID or the like is
- transmitted in communications befween the IC module 100 and
the reader/writer 200, encrypted communication is carried
out based on an existing seéuence éf IC module
communications. Furthermore, the reader/writer 200 accesses
20 ‘the virtual memory module 300 on behalf of the IC module 100
to access relevant data. The virtual memory moduie 300 is
accessed by encrypted communication based on an existing
- sequence of network communications, such as TCP/IP protocols.
| After an ID has béen communicated with the IC module

25 100, the reader/writer 200 accesses an actual data entity in




as a virtual mermory space of the data storage unit 101 of %@g Ogndule
100. Thus, the maxi mum nenory capacity of the 25 IC nodule I]becomas
essentially unlimted. The virtual 21 March 2007 - 37 nenory nodul e 300 -
is inplenented, for exanple, by a server nmachine provided on a broadband
network. The server-side reader/witer nmodule 400 includes a reader/witer
encryption controller 401 for carrying out 5 encrypted comunications with
the reader/witer, and a network comruni cation controller 402 for carrying
out data communications via a netwak _such as a TCP/IP network. The
server-side reader/witer nodule 400 is inplenented, for exanple, by a
server nmachine that is provided on a broadband 10 network and that is
capabl e of accessing the virtual _nenory nodule 300. The respective network
connuh?%%t?bﬁtﬁé%tm@mPéYsmgéﬁlea%@O4©2 BPMRHBIGRE L ORF 9%%%??nnndule 300 and
the server-side reader/witer gntg e 400 forn1a net onnection based

r
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8-bit CPU of the IC module, so that the bandwidth of

communications with a reader/writer is on the order of 200

Kbps.)

10 A-2. Embodiment 1-2:

Fig. 4 schematically shows a modification of the data
management system shown in Fig. 1. In the embodiment shown
in Fig. 1, the reader/writer 200 that is capable of
accessing an IC mecdule also suppeoris networking so that the

15 reader/writer 200 can also access the virtual memory module
300. in contrast, in the embodiment shown in Fig. 4, a
reader/writer 200 does not support networking, and the

reader/writer 200 accesses data that is held in an IC module

100 under the control of a server 400 provided on a network.

20. A memory module 300 is accessed by the server 400 via the
| network.
As shown in Fig. 4, the daté management_system includes
an IC module 100 that is carried by a user and that securely
"holds particular data (value infermation or the like), a

25 reader/writer 200 for accessihg a memory space of the IC




structure in the data storage unit 301 in the virtual ne e 300.
25 When obtaining data held in the IC nodule 100, if an ggf%gpgﬁﬂ%307 38
entity of data stored in the data storage unit 101 of the IC nodule 100 is
present in the I C nodule 100, the server-side reader/witer nodule 400
accesses the 1C nodule 100 via the reader/witer 200 to obtain the entity
of data fromthe data 5 storage unit 101 of the |IC nodule 100. On the other
~hand, if an entity of data stored in the data storage unit 101 of the IC
nodul e 100 is not present in the ICﬁ%pdule 100, the server-side

€

reader/witer nodul e 400 accesses t virtual menory nodul e 300 via the

network to obtain the entity of 10 data fromthe data storage unit 301 of
the virtual nmenory nodule 300. A-3. Enmbodi nent 1-3: According to the
presenmoﬂnWenﬂDOntovreadabr1Brﬂtandataioasvmtthaih@emDIYUdeﬁgﬁDry nmodul e
300 are executed so that a nenory area in the |IC nodule 100, which is

| i m t e@00i khaér rs obnhactedr giai 8 pPEVaakl yasspandedverThude the maxi mum
menory capacity of the I C nodule 100 becones. essentially unlimted. 20 The
vi rt uareafgnducttensnafuhet ABOvERRGaE sSnEABRY 1 RDAGI €oMBBDigREIBYecut ed by
cooperative operations of the reader/witer encryption controller 202 in

the reddbh/ WPt 82doDOVTdECEhE0PedREr FRALt BFCERABEY PRI BRTEHHXt PBRFEr 401 in
_ﬁh% of the virtual memory modulé 300 to read or.write data.

The IC module 100 includes a data storage unit 101, a
card communication controller 102 for communicating with the
reader/writer 200, and a card encryption controller 103 for
controlling encryption of data exchanged with the

- 10 reader/writer 200.
The IC module 100 is implemented, for example, in the
'  form of a card, or is implemented in the form of a chip and
is included in a small device such as a cellular phone or a
PDA. The data storage unit 101 is a semiconductor memory,
15 = and the storage capacity theréof has an upper limit.

The reader/writer 200 includes a reader/writer
communication controller 201 for communicating with the IC
module 100, and a reader/writer encryption controller 202

' -ifor controlling encryption of data exchanged with the IC
20 module.

The reépective communication controllers 102 and 201 of
the IC module 100 and the reader/writer 200 connect to each
.other, for éxample, in a contactless manner based on the

principles of electromagnetic induction. The card

25 - communication controller 103 communicates with the




server-side reader/witer nodul e 400) and the card 25 enc%ﬁgiiggmgﬁntroller
303 in the virtual nenory nodule 300. 21 March 2007 39 e perative
operations for executing virtual transactions are usually inplenmented in
the formof transaction executing prograns executed by the respective
modul es. It is possible to virtually extend fixed prograns 5 of the IC
nodul e 100 if the transaction executing prograns can be upgraded. Fig. 5
schematically shows a nodification of the data managenent system shown in
Fig. 1. In the enbodi ment shown Ln_%pg figure, a version managenent nodul e
500 manages 10 virtual -transaction 3 ecuting prograns executed by a
reader/writer encryption controller 202 of a reader/witer encryption
controller 202 and a card encryption controller 303 of a virtual nmenory
nmodul er888erAsrshewn20f BiygchBngihg dasalradabgeheaensgstemianacloges 15 an
| C nodul e 100 that is carried by a user and that securel hol ds parti cul ar
data (shbue)ibhésedatinon vesphaski Répnag t@eadéﬁﬁﬁﬁiﬁégnééof¥@$ Beeessing a
menory space of the IC nodule 100 to read or wite data, a virtual nenory

modul eredder{waites 28Antet aupYihudensedBlrteandsagvalstbat2o mnagenent

modul e 500 for managing virtual -transaction execzting grgg ans for the
Vi rt uaRPREABEY1RpAUFBCSBPEr TRETFEIoaHI ERE0BCRABFIHESTE dal ] st or age unit

| 101, a card communication controller 102 for c i.cati,ng. wth the
' 5 Obviously, connectgonrbetween the el QhaS20Mypheatng, ¥

reader/writer 200 is not limited to a contactless connectiqn,
and a connection may be formed by inserting the IC module
100 in a card slot of the reader/writer 200.
| The virtual memory module 300 includes a data storage
10 unit 301 for providing a virtual memory space for the IC
module, a network communication controller 302 for
communicating with the réader/writer 200, and a card
encryption controller for controlling encryption of data
exchanged with the reader/writer 200.
15 | The virtual memory module 300 is used to virtually
- expand é memory area in the data storage unit 101 of the IC
module 100, which is limited in terms of hardware. The
vittual memory module 300 itself is not.carried for use by a
user, so that it does not have hardware restrictions such as
20 a card shape. Thus, the data storage unit 301 of the
| ﬁirtual memory module 300 is implémented using a large-
- capacity storage device such as a hard disk, and it operates
as a virtual memory space of the data storage unit 101 of
the IC module 100. Thus, the maximum memory capacity of the

..25 iC module 100 becomes essentially unlimited. The virtual




reader/witer 200, and a card encryption controller 103 fgg 2%} trolling

encryption of data exchanged with the 21 March 2007 40 gﬁﬁ? I'ter 200.
The IC nodule 100 is inplenented, for exanple, in the formof a card, or
is inplemented in the formof a chip and is included in a small device
such as a cellular phone or a 5 PDA. The data storage unit 101 is a
sem conduct or nenory, and the storage capacity thereof has an upper limt.
The reader/witer 200 includes a reader/witer conmunication controller
201 for comrunicating with the I1C ule 100, a reader/witer encryption
controller 202 for 10 controlling encryption of data exchanged with the IC
nodul e, and a network comruni cation controller 203 for carrying out data
communi cations via a network such as a TCP/IP network. The reader/witer
200 i smemprgmentede B30 ésadppéembytad,sdorerexmmpiienebyhat sesvprovi ded on a
br oadband network and 15 that is capable of accessing the I C nodul e 100.
The r empebt.heepromidkidc ani anbeoatbenbernst¥@2kand 201 of the | C nodul e 100
and the reader/witer 200 connect to each other, for exanple, in a
cont act | essThanservhaseddenrenderpvrhtepl BgdulecetBt toahgd@si @ i nducti on.
The card 20 encryption controller 103 comunicates with the reader/witer
200 byrerargi/ngites cosdyBéinterorttondas GHdt foThGRAEFYBRSe@YSN a response

signal to a query signal fromthe reader/wjter 200 to agplitude-nndulate
a gngpcgﬁgped communications with the reader/writer, and a

network communication controller 402 for carrying out data
communications via a network such as a TCP/IP network. The
server-side reader/writer module 400 is implemented, for
example, by a server machine that is provided on a brecadband

10 network and that is capable of accessing the virtual memory
module 300.

The respective network communication controllers 302
and 402 of the virtual memory module 300 and the server-side
reader/writer modulé 400 form a network connection based on

 15 predetermined communication protocols, for example, TCP/IP.

The data storage unit 101 of the IC module 100 stores

- an ID for ldentifying a data space of the module, and a link
to data in the data storage unit of the virtual memory
module 300 is formed based on the ID. Furthermore, in the

20 data storage unit 101, a specific file structure is formed,
and an upper 1imi£ value thereof is set. The upper limit
value of theﬂdata storage unit 101 is linked to a file
 structure in the data storage unit 3017in the virtual memory
module 300. |

25 3 _When'obtaining data held in the IC module 100, if an




appears in a receiver circuit of the reader/witer 200. 22 Kfe %&%ual
menory nodul e 300 includes a data storage 21 March 2007 i zﬂn 01 for
~providing a virtual nenory space for the IC nopdule, a network
- conmuni cation controller 302 for comunicating with the reader/witer 200,
and a card encryption controller for controlling encryption of data 5
exchanged with the reader/witer 200. The respective network conmunication
controllers 302 and 201 of the virtual nmenory nodule 300 and the
reader/witer 200 forma network quﬂﬁqlion based on predetermnm ned
comuni cation protocols, for exanple, TCP/IP. 10 The virtual nenory nodul e
300 is used to virtually expand a nenory area in the data storage unit 101
of the IC nodule 100, which is limted in terns of hardware. The virtual
menor y eRbditle c300atesetpred abt thgr dega dorage bpid llddeef $betBR&t it does
not have hardware restrictions such as 15 a card shape. Thus, the data
st or agBOdAiLe 309 &F PrESeUtr ihalthRedsr Jodsdel d0800the SREVEFESLEE using a
| ar ge- capacity  storage deV|§§ such as a hard disk, _and it qgperates as a

t

vi rt uaFSRERGY YT dpaLe MR e 4 §C§F§F§&et@ﬁlﬁclﬁfd8ﬂe tRE FE2nb8El e 100.
ZQSZm r%%ﬁ%aéh?i?e?ﬁ%% e BPERal hRe oy odsl 8500 576N Arefented, for
?*Egstun. 62 36 pReBt PR abFe e %&‘%?@P@Jrf%ad?ﬁ”d ORLCRna]e 023
if an entity of data stored in the data storage unit 101 of

the IC module 100 is not present in the IC module 100, the
- server-side reader/writer module 400 accesses the virtual
memory moedule 300 via the network to obtain the entity of
10 data from the data storage unit 301 of the virtual memory

module 300.

A-3. Embodiment 1-3:

According to the present invention, virtual
15 +tramsactions with the virtual mémory module 300 are executed}
so that a memory area in the IC module 100, which is limited
in terms of hardware, is virtually expanded. Thus, the
maiimum memory capacity of the IC module 100 becomes
essentially unlimited.
20 ' The virtual transactions with the virtual memory module

300 are executed by cooperative operations of the

reader/writer encryption controller 202 in the reader/writer
200 (or the reader/writer encryption controller 401 in the
server-side reader/writer module 400) and thé card

25 encryption controller 303 in the virtual memory module 300.




an ID for identifying a data space of the nodule, and a |i Lth data
in the data storage unit of the virtual nenory 21 March 268§m@ﬁ?dﬂndule
300 is forned based on the ID. Furthernore, in the data storage unit 101,
a specific file structure is forned, and an upper limt value thereof is
set. The upper limt value of the data storage unit 101 is linked to a
file 5 structure in the data storage unit 301 in the virtual nmenory nodule
300. When comunicating with the 1C nodule 100, if an entity of data _
stored in the data storage unit 101 g; the 1C nodule 100 is not present in

the IC nodul e 100, the reader/witer 10 200 accesses the virt ual menory

nodul e 300 via the network to obtain the entity of data fromthe data
storage unit 301 of the virtual nmenory nodul e 300. The version managenent
nmodul e 500 Theel wulgse e neteworergohonsi tat i oxeconingl Yertd@l f or connecti ng
to the 15 reader/witer 200 via a network, a reader/witer encryption

cont r okrensantiens eatdedupnaglamigehemgnbedsdnr £be foeomt P8l 1 ing encrypted
conmuni cations with the reader/witer 200 and for generating an extended
progr affensachierudkecut dRgaptPanaBReEHEFHGSPr BYr BhFf PSPRETLEAder /Wi teer

200, a 20 network conmuni cation controller 503 for connecting to the
vi rt ualCHEABFy mbHul® BOBSHPaSatAeVwbFRalAHdCEEGRAL GaFSInBREBEYERBdUl e

engrypLion,controller andextended, program generator 804 1or _gontrolling

can be upgraded.

Fig. 5 schematically shows a modification of the data
management system shown in Fig. 1. In the embodiment shown
in the figure, é version management module 500 manages

10 wvirtual-transaction executing programs executed by a
reader/writer encryption controller 202 of a reader/writer
encryption controller 202 and a card encryption controller
303 of a virtual memory module 300.

As shown in Fig. 5, the data management system includes

15 an IC module 100 that is carried by a user and that securely

- holds particular data (value information or the like), a

. reader/writer 200 for accessing a memory space of the IC
meodule 100 to read or write data, a virtual memoryfmodule
300 that is connected via a network, and a version

20 management module 500 for managing virtual—transaétion
executing programs for the virtual memory module 300.

The IC module 100 inciudes a data storage unit 101, a
card communication controller 102 for communicating with the
reader/writer 200, and a card encryption controller 103 for.

25 controlliing encryption of data exchanged with the




the virtual nmenory nodul e 300 and for generating an exten 2 ram of
a virtual -transacti on executing programfor the 21 Mrch ggg%néﬁgkﬁgirtual
menory nodul e 300. The versi on nanagenent nodul e descri bed above is

provi ded on a network, and respective upgrading progranms for the
reader/witer encryption controller 202 and the card 5 encryption
controller 303 are generated and stored, and are transferred to the
reader/witer 200 and the virtual nmenmory nodule 300 at an appropriate
timng. The IC nodule 100 and the reader/witer 200 comunicate wth each
ot her by a sequence using existing ogranms 10 (corresponding to a
handshake for comrunication). In subsequent communi cati ons between the
reader/witer 200 and the virtual nenory nodul e 300, transactions are
execut edadbadedi barahOext ended sequence usi ng upgraded prograns. Thus,

w t hout changing the version of the I C nodule 100, 15 in comuni cations
bet ween t helhreealde riiavikerl @Ol aindup reme vt ed uafonesmae Fodulie OO after an

| D has been obtained from the IC nodul e 100, an extended sequence can be
execut Berm Fhae £ardi hereifetrpicemessedt ial et Rergaff asChiPa2llse where
~a programof_the I C nodule 100 is upgraded. 20 Furthernore, processing wth
a | arges| bh@lvdad éBnpofmabé HAKUFBASBYNt A8 PeFPbIHAREEPRPRENRTI® nodule

100 can_be executed b¥ a server, FHithernDre,,mheg a service entity w shes
t 0 Jext BRY- g The data storage unit 1 is a semiconductor memory,

and the storage‘capadity thereof has an upper limit.

The reader/wri£er 200 includes a reader/writer
communication controller 201 for communicating with the IC
module 100, a reader/writer encryption controller 202 for

10 controlling encryption of data exchanged with the IC module,
and a network communication controller 203 for carrying out
data communicafions via a network such as a TCP/IP network.
The reader/writer 200 is implemented, for example, by a
server machine that is provided on a broadband network and

15 that is capable of accessing the IC module 100.

The respective communication controllers 102 and 201 of
the IC module 100 and the reader/writer 200 connect to each
lother, for example, in a cbntébtless manner based on tﬁe
principles of electromagnetic induction. The card |

20 encryption controller 103 communicates with the
reader/writer 200 by changing its load between antennas (not

shown) based on a response signal to a qﬁery signal from the

'reader/writer 200 to amplitude-modulate a signal that

appears in a receiver circuit of the reader/writer 200.

.25 _ The virtual memory module 300 includes a data storage




function of the 1C nodule 100 only for the sake of its owg, 5]§ﬁkﬁice, a
uni que service can be inplenented at a low cost - -------%== arc
--------------- 21 March 2007 - 44 by using the existing I C nodule 100 as
it.is and upgrading the version of a programof the virtual menory nodul e.
In contrast, it incurs a very high cost to develop a proprietary IC
nodul e. 5 A-4. Enbodi nent 1-4: Cooperative operations for executing virtual
transactions with a virtual nenory nodule are usually inplenmented in the
formof transaction executing progrgnes 10 executed by respective nodules. A
fixed programof an IC nodule 100 can be virtually extended if the
transaction executing prograns can be upgraded. Fig. 6 schematically shows
a nodification of the data managenment system shown in Fig. 4. In the

enbodi HeAt SAWACT1BrPHifhaIf pgUREtualr BgBEEYWSPREE 200 ag@slﬁot support
networ ki ng, and it accesses data held in the_|C npdul e 100 under the

cont r oMO8RLg, sar PEEVRDE GATHURAEAGLRD geAtaOlyPrt dAF A@Fory nodul e 300 is

accessed by the server 400 via the network. Furthernore, a version
managefBRPURDEGF&NG0N15D HRRageadety Moot 4A%acREnaeke&tti ng progr ans

oo Bl BleL M (LT cencLUpl o0, coni Lol Ler 202 L Lie,r eader/wri e
5 exchanged with the reader/writer 200.

The respective network communication controllers 302
and 201 of the virtual memory mcdule 300 and the
reader/writer 200 form a network connection based on
predetermined communication protocols, for example, TCP/IP.

10 The virtual memory module 300 is used to virtually
expand a memory area in the data storage unit 101 of the IC
module 100, which is limited in terms of hardware. The
virtual memory module 300 itself is not carried for use by a
user, so that it does not have hardware restrictions such as

15 a card shape. Thus, the data stérage unit 301 cf the
virtual memory module 300 is implemented using a large-
capacity storage device such as a hard disk, and it operates
as a virtual memory space of the data storage unit 101 of
the IC module 100. Thus, the maximum memory capacity of the

20 IC module 100 becomes essentially unlimited. The virtual
memoxry module 300 is implementéd, for example, by a server
machine provided on a broadband network.

The data storage unit 101 of the IC module 100 stores
an ID for idehtifying a data space of the module, and a link

25 with data in the data storage unit of the virtual memory




menory nodul e 300. As shown in Fig. 4, the data nanagenené jésgﬁg%hncludes
25 an 1 C nodul e 100 that is carried by a user and that se & T& Mar ch
2007 45 . holds particular data (value information or the like), a
reader/witer 200 for accessing a nenory space of the IC nodule 100 to
read or wite data, a virtual nenory nodule 300 that is connected via a
network, a server-side 5 reader/witer nodule 400 that is capabl e of
comuni-cating with the reader/witer 200 and that accesses a nenory space
of the virtual nmenory nodule 300 to Eag or wite data, and a version
managenment nodul e 500 for managi ng virtual - transaction executing prograns
for the virtual nmenory nodule 10 300. The I C nodul e 100 includes a data
storage unit 101, a card conmunication controller 102 for communicating
with t keduleaddll we tferrn@gd bagatl orartte elfer ypglumrheomyrel 1igr eS8 f or
controlling encryption of data exchanged with the 15 reader/witer 200. The
| C nodfatal GO-qradenpirdifent®ly, & cypesdiist il sthauctwreniof fommad, or is
inmplenented in the formof a chip and is included in a smal] device such
as a ceélfdiladr YRsie lomid eEhae Hhexgah St ditdge diie ey stidtifeni conduct or

menory, 20 and the storgg? capacity thereof has an upper_|imt. The

r eader Mali4err2dd s fAtf e araadititwiderts ot et idrnfdhtrol ler 201

for500@@¥3é¥§géu{ﬁMéﬁé1&5%4(%torage unit 301 in the wvirtual memory
module 300.
When communicating with the IC module 100, if an entity
of data stored in the data storage unit 101 of the IC module
100 is not present in the IC module 100, the reader/writer
10 200 accesses the virtual memory module 300 via the network
to obtain the entity of data from the data storage unit 301
of the virtual memory module 300.
The version management module 500 includes a network
communication controller 501 for connecting to the
15 reader/writer 200 via a network, a reader/writer encryption
| controller and extended program generator 502 for
controlling encrypted communicatidns with the reader/writer

200 and for generating an extended program of a virtual-

transaction executing program for the reader/writer 200, a
20 network communication controller 503 for connecting to the

virtual memory module 300 via a network, and a virtual-

memory-module encryption controller and extended program
generator 504 for controlling encrypted communications with
the virtual memory medule 300 and for generating an extended

25 program of a virtual-transaction executing program for the




nodul e 100, and a reader/witer encryption controller 202 [ .C rollin
encryption of data exchanged with the IC 25 nodule. 21 N%¥§ﬁ“§b%gh 46 Tge
respective conmuni cation controllers 102 and 201 of the IC nodule 100 and
the reader/witer 200 connect to each other, for exanple, in a contactless
manner based on the principles of electromagnetic induction. The card 5
encryption controller 103 communi cates with the reader/witer 200 by
changing .its | oad between antennas (not shown) based on a response signal
to a query signal fromthe reader/wy-ter 200 to anplitude-nodul ate a
signal that appears in a receiver circuit of the reader/witer 200. 10 The
virtual nmenory nodule 300 includes a data storage wunit 301 for providing a
virtual nenory space for the 1C nodule, a network comunication controller
302 fovirgvahuRERAryNGoRHE PRE-reader/witer 200, and a card encryption
controller 303 for controlling encryption of data 15 exchanged wth the
reader / wri tEpe 200rsipe HrRegareneBPYuABddrecobefsahe®d 1 virtually

expand a nmenory area in thg dat storagg,unit 101 of the IC no%ule 100,
whi ch PEOFLAPHeAT A PEEMSLSr RAPIWESBECTAYE WPRLAAr"ReRbPITABIUFET300

itself hg not carried for use géog %gngser oes _nat have
a

so. that it

har dwaf&8Sr BERPPEL FEAS S uERCEYP HQ&&?ITﬁhg,aPﬁetggtgag orage unit

3015 of },0e,p¥ LhUBLATREDY L. Ma8Y! €300 h8 LIRLLIRA &Y oYaHNIaRd! LS
transferred to the reader/writer 200 and the virtual memory
module 300 at an appropriate timing.

The IC module 100 and the reader/writer 200 communicate
with each other by a sequence using existing programs

‘10 (corresponding to a handshake for communication). In
subsequent communications between the reader/writer 200 and

- the virtual memory module 300, transactions are executed
based on an extended sequence using upgraded programs.

Thus, without changing the version of the IC module 100,
15 in communications between the reader/writer 200 and the

virtual memory module 300 after an ID has been obtained from
the IC module 100, an extended seqguence can be executed.
That is, the effect is essentially the same as in a case
where a program of the IC module 100 is upgraded.

20 Furthermore, processing with a large load that cannot
be handléd by the performance of the IC module 100 can be
executed by a server.

| Furthermore, when a service entity wishes to extend a
function of the IC module 100 iny for the sake of its own

25 service, a unique service can be implemented at a low cost




capacity storage device such as a hard disk, and it operag?ﬁmH%g(%7virtua
menory space of the data storage unit 101 of 25 the |IC nodule %. Thus,

t he maxi num nenory capacity of the 21 March 2007 47 1C nodule 100 becones
essentially unlimted. The virtual nenory nodule 300 is inplenented, for
exanple, by a server nmachine provided on a broadband network. The
server-side reader/witer 400 includes a 5 reader/witer encryption
controller 401 for carrying out encrypted conmunications with the
reader/witer, and a network connyn}fq;ion controller 402 for carrying out
data communications via a network such as a TCP/I P network. The
reader/witer 200 is inplenented, for exanple, by a server 10 machi ne

provi ded on a broadband network and that is capable of accessing the

vi rt uabynesing wbeukai3@OngTRE mesipéet i1V ret vidr K sc emdubpgakiddmdcont rol | ers
302 and 402 of the virtual nmenory nodul e 300 and the server-side

r eader tWei wers400 bér m Rragraor kicsheestirdnalagedosy 1edyledet éfmi ned
conmmuni cation protocols, for exanple, TCP/IP. The _data storage unit 101 of
t he | CCRpdEREtI00tsidCEass anVEDYF i dind €95t Fongeded&Padspace of the nodul e,
and a link to data in the data storage unit of the virtual nenory nodule
300 i sPrePFE&tE&YedCoRoAM&S-D. Furthernore, in the 20 data storage unit
101, a specific file structure is forned, and an upper limt val ue thereof
is Seta The upper limt value of the data storage unit 101 is linked to a

file o 4. Embodiment 1-4:

Cooperative operations for executing virtual
transactions with a virtual memory module are usually
implemented in the form of transaction executing programs

10 executed by respective modules. A fixed program of an IC
module 100 can be virtually extended if the transaction
executing programs can be upgraded.

Fig. 6 schematically shows a modification of the data

- management system shown in Fig. 4. In the embodiment shown
15 in the figure, a.reader/writer 200 does not support
networking, and it accesses data held in the IC module 100
.‘under the control of a server 400 on a network, and a
virtual memory module 300 is accessed byjthe server 400 via
the network. Furthermore, a version mahagement.module.SOO
. 20 manages virtual-transaction executing programs executed by a
readef/ﬁriter encryption Controllér 202 in the reader/writer
200 and a card encryption controlier 303 in the virtual
memnory module.300.
‘As shown in Fig. 4, the data managemgnt system includes

25  an IC module 100 that is carried by a user and that securely




structure in the data storage unit 301 in the virtual ne e 300.
25 When obtaining data held in the IC nodule 100, if an 2§f§g¥%ﬁ99807 48
entity of data stored in the data storage unit 101 of the IC nodule 100 is
present in the I C nodule 100, the server-side reader/witer nodule 400
accesses the 1C nodule 100 via the reader/witer 200 to obtain the entity
of data fromthe data 5 storage unit 101 of the |IC nodule 100. On the other
hand, if an entity of data stored in the data storage unit 101 of the IC
nmodul e 100 is not present in the |.C module 100, the server-side
reader/writer nodul e 400 accesses the virtual nenory nodul e 300 via the
network to obtain the entity of 10 data fromthe data storage unit 301 of
the virtual nmenory nodul e 300. The version managenent nodul e 500 incl udes
a net wopkdscpambhcvaerodatentvelher iB0orinet ioonpecthaglibel hea
reader/witer 200 via a network, a reader/witer encryption 15 controller
and exteaded/progeantfBnépat 6FCE8621nEr 2 BEHPETH| BPAGSeRéEr FPeedC

conmuni cations with the reader/witer 200 and for generating_an extended
progr afPeBlg PPt el repfaftartibR BREaut AnylptyglaRereryt Redrdgder /wri t er
200, a_ _network conmuni cation controller 503 for connecting to the 20

vi rt uaPORefBry ABdGPRNSEHSHi ¥18 AehGbFRIXand &S¥VPLGSLSenenory- modul e

YO R oL el A0 A b IR PE QULAN. 9EN e AL L B0 LR pgont ol i ng
with the reader/writer 200 and that accesses a memory space
lof the virtual memory module 300 to read or write data, and
a version management module 500 for managing virtual-
transaction executing progfams for the virtual memory module

10 300.

The IC module 100 includes a data storage unit 101, a
" card communication controller 102 for communicating with the
reader/writer 200, ‘and a card encryption controller 103 for
controlling encryption of data exchanged with the

15 reader/writer 200.

The IC module 100 is implemented, for example, in the
form of a.card, or is implemented in the form of a chip and
is included in a small device such as a cellular phone or a
PDA. The data storage unit 101 is a semiconductor memory,

20 and the storage capacity thereof has an upper limit.

The :eader/writer 200 includes a readér/writer
communication éontroller 201 for communicating with the IC
module 100, and a reader/writer. encryption controller 202
'for‘controlling'encryption of data exchanged with the IC

25  module.




the virtual menory nodul e 300 and for generating an exten r m of a
virtual -transacti on executing programfor the 25 virtualgﬁgﬁgg§a%§gule
300. 21 March 2007 49 The version nanagenent nodul e descri bed above is
provi ded on a network, and respective upgrading progranms for the
reader/witer encryption controller 202 and the card encryption controller
303 are generated and stored, and 5 transferred to the reader/witer 200
and the virtual nenory nodule 300 at an appropriate timng. The | C nodul e
100 and the reader/witer 200 cormunjcate w th each other by a sequence
usi ng existing progranms (corresponding to a handshake for comuni cation).
In 10 subsequent communi cations between the reader/witer 200 and the
virtual nenory nodul e 300, transactions are executed bg an ext ended
sequence ac&bedragreotipgr adenupicgtrans. cPhatisolherRobP2chBAgEAg PRe version
of the | C nodule 100, in communications between the reader/witer 200 and
t he 15 tier fiGamogidsr y Ofp@ide thE0 repcer /& iig th 2 b eemrssitaitfe 3 om the 1C
nodul e 100, an extended sequence can be executed. That is, the effect is
essent OGNSy 1t A&Ts &HETRY Sirn 18 GaSONLRIEAESE FASGIEEMPEEhen ENfodul e 100 i's
upgraded., Fyrthernore, processing with a |large |gad that, cannot 20 be
handle@rﬁﬁcﬁﬁ@eﬁePﬁoF&§HE§Q%aQﬂ%§HqCHﬁ§ﬂ9Q% 00 %&ﬁ & %xecut ed by a

seryer o PR Ione, when 3 SEVIGEGRNLE Y g, tpeextend a

reader/writer 200 by changing its load between antennas (not
shown) based on a response signal to a query signal from the
reader/writer 200 to amplitude-modulate a signal that
appears in a receiver circuit of the reader/writer 200.

10 The virtual memory module 300 includes a data storage
unit 301 for providing a virtual memory space for the IC
module, a network communication controller 302 for
communicating with the reader/writer 200, and a card
encryption controller 303 for controlling encryption of data

15 exchanged with the reader/writer 200.

The virtual memory module 300 is used to virtually
expand a memory area in the data storage unit 101 of the IC
module 100, which is limited in terms of hardware. The
virtual memory module 300 itself is not carried for use by a

20 user, so that it does not have hardware restrictions such as .

a card shape. Thus, the data storage unit 301 of the

virtual memory module 300 is implemented using a large-
‘capacity storage device such as a hard disk, and it operates
as a virtual memory space of the data storage unit 101 of

25 the IC module 100. Thus, the maximum memory capacity of the




function of the I1C nodule 100 only for the sake of its o Vi e, a

uni que service can be inplenented at a | ow cost 25 by usrgéhﬁﬁgiggﬁsting I C
nodul e 100 as it is and upgrading 21 March 2007 50 the version of a
program of the-virtual nmenory nodule. B. Second Enbodi nent According to a
second enbodi nent of the present 5 invention, in order to virtually expand
a nenory area in a data storage unit of an IC nodule, which is limted in
terms of hardware, a virtual nenory nodule is provided externally to the
| C nodule (e.g., on a network). The s rtual nenory nodule itself is not
carried-for use 10 by a user, and it does not have hardware restrictions
such as a card shape. Thus, the data storage unit thereof is inplenented
using a lar e-capg&ity Stora%e devi.ce such_as .a hard disk, and it operates

as a vitFt BEPUHENSCY SFLC8SSt CPRENtdatd YsPoragd taRi-t dhet N fite€adpdul e. The

irtual nenor 5._modul.e.is.i mpl enented, for exanple, by a server nmachine
vt ABE TGP S P ST RE0 b o SEATING v PV Ba S H s nat 1 bne

with the vi.rtual nenpory nodul e nmenpry . are in the I C nodule, which is
i miteder lpgrﬁgogﬁg% raﬁa?e,rpg%b§Pg?8éFW§r panded. Thus, the maxi mum

TeTDrY CapagiLya0ly20 Lhg.! fIdy)e.becomesoessertlally unl i ted

- Furthernore;, "accordin € SEéco I men present invention

when a uipbyal, TR ¥ npodil ¢ ohnaby +aReN2LeS 03S R rSeLYeLihy Bigd. by caching

data in an existing
encrypted communications with the reader/writer, and a
network communication controller 402 for carrying out data
communications via a network such as a TCP/IP network. The
reader/writer 200 is implemented, for example, by a éerver

10 machine provided on a broadband network and that is capable

of accessing the virtual memory module 300.

The respective network communication controllers 302
and 402 of the virtual memory module 300 and the server-side
reader/writer 400 form a network connection based on

15 predetermined communication protocols, for example, TCP/IP.

The data storage unit 101 of the IC module 100 stores
an ID for identifying a data space of the module, and a link
to data in_the dafa stotage unit of the virtual memory
module 300 is formed based on the ID. Furthérmore, in the

20 data storage unit 101, a specifié file structure is formed,
and an upper limit value thereof is set. The upper limit
value of the data storage unit 101 is linked to a file
structure in the data storage unit 301 in thé virtual memory
‘module 300.

25 When obtaining data held in the IC medule 100, if an




| C nodul e, desired data that has been cached can be acces ﬁl(ﬁchkly
21 March 2007 51 B-I. Enbodinent 2-1:. Fig. 7 schenatica oWs t he
basic configuration of a data nanagenent system according to an enbodi nment
of the 5 present invention. As shown in the figure, the data management
systemincludes an I C nodule 100 that is carried by a user and that
securely holds particular data (value information or the like), a
reader/witer 200 for accessing a nenory space of the IC nodule 100 to
read or wite data, 10 and a virtualygrenory nodule 300 that is connected to
the reader/witer 200 via a network. The I C nodule 100 includes a data
storage unit 101, a card comunication controller 102 for comuni cating
with the reader/witer 200, and a card encryption controller 103 for 15
cont r olRitAg YeREr datroAteredata éf@@héﬁ@édS\Rpﬁﬁgﬁh@nﬁéaa@ﬂ/ wi €8f 260. The IC
nmodul e 100 i s _inplenented, for exa inthe formof a card, or is
|nplen@ﬁ@é&elHophéSfBFﬁﬁﬁﬂtaléhFBegEE mPQ“ﬂﬁcﬁQ@edtPﬁ gegweirSde¢i ce such

as a cellular, phone or PDA. The dat a_ st 1i.s
seni coR&acEt G/WﬁéﬁﬁFyWOd&ﬁﬁ ﬁﬁg §F8?5§§5c583c& ﬂ% aglgn%ﬁﬁper limt.
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freguent!y a6cessed o1 of the IC module 100. On the other hand,
if an entity of data stored in the data storage unit 101 of
the IC module 100 is not present in the IC module 100, the
server-side reader/writer module 400 accesses the virtual
memory module 300 via the network to obtain the entity of

10 data from the data storage unit 301 of the virtual memory

module 300.

The version management module 500 includes a network
communication controller 501 for connecting to the
reader/writer 200 via a network, a readér/writer encryption

15 controller and extended program generator 502 for
controlling encrypted communications with the reader/writer
200 and for generating an extended program of a virtual-
transaction executing program for the reader/writer 200, a
network communication controller 503 for connecting to the

20 wvirtual memory module 300 via a network, and a virtual-
memory-module encryption centroller and extended program
generator 504 for controlling encrypted communication with
the virtual memory module 300 aﬁd for genetating an extended
program of a.virtual—traﬁsactipn executing program for the

25 virtual memory module 300.




25 The reader/witer 200 includes a reader/witer 21 Marc
communi cation controller 201 for communicating with the |?9%%%§b?@%ﬁoo,
reader/witer encryption controller 202 for controlling encryption of data
exchanged with the 1 C nodule, a network conmmunication controller 203 for
carrying out data 5 communi cations via a network such as a TCP/I P network,
and a cache witer 204 for witing data to be cached to the data storage
unit 101 in the IC nodul e 100. The reader/witer 100 is inplenented, for
exanple, by a server nachine that._if9 provided on a broadband network and
that is capable of 10 accessing the I C nodul e 100. The respective

comuni cation controllers 102 and 201 of the I C nodule 100 and the
reader/writer 200 connect to each other, for exanple, in a contactless
manner based&b&nVEKE1CPr MABREEBENSf MeHEder drEgRébiee PREUEt i6n. The card 15
encryption controller 103 comunjcates with the reader/witer 200 by
changi RFAES9DLR Fetadei? Tt Sithd ERACT SIFoWNIHEs Y S B 138$pdide si gnal

to a query sigpal, fromthe reader/witer 200 to anpljtude-nodul ate a
51 gnall I SR ST SIS T RO 10T 1D @it e 1 200, 20
Qovi ous| cqonnection between the |IC nodule 100 and the ., reader/witer 200
i s not Eir%/qﬁytpgcd‘qfno Cémgcdrr‘fﬁ;c?ﬁ 23&3 Coin & TR LR SEsHeEet i3 may be f or med
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module 300 at an appropriate timing.

The IC module 100 and the reader/writer 200 communicate
with each cother by a sequence using existing programs
(corresponding to a handshake for communication). In

10 subsequent communications between the reader/writer 200 and
the virtual memory module 300, transactions are executed by
an extended sequence according to upgraded programs.

Thus, witﬁout changing the version of the IC module 100,
in communications between the reader/writer 200 and the

15 virtual memcry module 300 after an ID has been obtained from
the IC module 100, an exfended sequence can be executed.
That is, the effect is essentially the same as in a case
where a program of the IC module 100 is upgraded.

Furthermore, processing with a large load that cannot

_20 be handled by the performance of the IC module 100 can be
executed by a server.

Furthermore, when a service entity wishes to extend a

- function of the IC module 100 only for the sake of ifs own
service,‘a unique service can be implemented at a low cost

25 by using the existing IC module 100 as it is and upgrading




25 unit 301 for providing a virtual nenory space for the bfiﬁ%dl (ﬁh 2007
53 nodul e; a network comruni cation controller 302 for conmunicating with
the reader/witer 200, a card encryption controller 303 for controlling
encryption of data exchanged wth the reader/witer 200, and a cache
reflector 304 for 5 reflecting an updated state of cache data in the data
storage-unit 101 in the 1C nodule 100 to corresponding data in the data
storage unit 301. The respective network comruni cation controllers 302 and
201 of the virtual nmenory nodule 30Q.,and the 10 reader/witer 200 forma
net wor k connection based on predetéerm ned communi cation protocols, for
exanple, TCP/IP. The virtual nmenory nodule 300 is used to virtually expand
a nenory area for holding data (value information such as el ectronic noney
or el eehponeesipeket) ai preasapceL1shapdiyreuadoremprghmedulenited in terms
of hardware. The virtual nenory nodule 300 itself is not carried for use by
a user, so that it does not have hardware restrictions such as a card
shape. Thus, the _data storage unit 303 thereof is inplenented using a

| ar ge- Sapaf ppds Epbagam@Bi ce such as a 20 hard disk, and it operates as a

virtual mempry s a e of the data torage uni 01 of the termnal 100 as
an IC rmdul%‘?go‘-‘r‘ﬁh%g thet rﬁ%m%‘??&%‘ba‘%‘%t DFPIFETE nodul e becones
~essentially unlimted. .The_ virtual nory nmodul e 300 is__inplenented, for
cxapl BEVEY Ao er Vb ORAERI KE. B boPABRYoRRaRd @ néROr) SartAPLETE

data storage unit of an IC module, which is limited in terms

of hardware, a virtual memory module is provided externally
to the IC module (e.g., on a network).

The virtual memory module itselfris not carried for use

10 by a user, and it does not have hardware restrictions such
as a card shape. Thus, the data storage unit thereof is
implemented using a large-capacity storage device such as a
hard disk, and it operates as a virtual memory space of the
data storage unit of the IC module. The virtual memory

15 module is implemented, for example, by a server machine
provided on a broadband network. Thus, by executing virtual
. transactions with the virtual memory module, a memory area
in the IC module, which is limited in terms of hardware, is
virtﬁally expanded. Thus, the maximum memory capacity of

20 the IC module becomes essentially unlimited.

Furthermore, according to the second embodiment of_tﬁe
present invention, when a virtual memory module that
operates as a server is used, by caching data in an existing
IC module, desired data that has been cached can be accessed

25 ‘quickly.




- 25 broadband network. 21 March 2007 54 The data storage ?ﬂbﬁn%. o9f the IC
nodul e 100 stores an ID for identifying a data space of e ul'e, and a
link wth data in the data storage unit of the virtual nenmory nodule 300
is formed based on the ID. Furthernore, in the 5 data storage unit 101, a
specific file structure is forned, and an upper limt value thereof is
set. The upper limt value of the data storage unit 101 is linked to a
file structure in the data storage unit 301 in the virtual nmenory nodule
300. 10 When conmunicating with the5hc_nndule 100, if an entity of data
stored in the data storage unit 101 of the IC nodule 100 is not cached in
the 1 C nodul e 100, the reader/witer 200 accesses the virtual nenory
nodul e 300 via the network to obtain the entity of data fromthe data
storage unit 301 15 of the virtual nenory nodul e 300. One virtual nmenory
nmodul e may be provided for each IC nodule. Alternatively, a single virtua
menor y 5 me i virtual nenory spaces sinmultaneously for a
plurality of 1C nodules. Qobviously, a single |IC nodule, np hage 20
virtual nenbty- spateRemat HCH] LY aFReYS of P%i b3 R ?@Péﬁ%”rﬁ%ﬂ%We% fhen t he
data storage unit 101 in the 1C nodule 100 is sed as,a cache, the cache
Wi ter 9364 GRTGRENFARSTPHET BFCO308PEnEOKED S HEROLeabats FRS he | C. modul e

10Q§ a%%e%g%%lgﬁvention. As shown in the figure, the data

management system includes.an IC module 100 that is carried
by a user and that securely holds particular déta (value
information or the like), a reader/writer 200 for accessing
a memory space of the IC module 100 to read or write data,

10 and a virtual memory module 300 that is connected to the
reader/writer 200 via a network.

The IC module 100 includes a data storage unit 101, a
card communication controller 102 for communicating with the
reader/writer 200, and a card encryption controller 103 for

15 controlling encryption of data exchanged with the
reader/writer 200.

The IC module 100 is implemented, for example, in the
form of a card, or is implemented in the form of a chip and
is included in a small device such as a cellular phone or a

20 PDA. The data storage unit 101 is a semiconductor memory,
and the étorage capacity thereof has an upper limit. In
this embodiment, the data storage unit 101 is used as a
cache for temporarily storing data (value information or the
likej that is frequently accessed.

25 The reader/writer 200 includes a reader/writer




25 an ID thereof if a capacity that allows caching data rgfrgiagal. 0%17 Mar ch
2007 55 Then, the cache witer 204 obtains data correspondi ng %o the ID
fromthe virtual nenory nodul e anong data to be cached, and stores the
data in the data storage unit 101 in the IC nodule 100. 5 Furthernore, a
cache sel ecting user interface (not shown) for allowing a user to specify
data to be cached may be provided. This allows the user to select specific
value information that is frequently used, such as electronic noney or

el ectronic ticket, and to hold the value 10 information in the |IC nodul e
100. In that case, by user- driven caching of data that is frequently used,
desired data can be used w thout connecting to the virtual nenory nodul e
300, so that quick transactions are achieved. No particular limtation

exi st scasmboiwheient hentachéeselBtt fag gsemunrscphiBgf Wébhi 8her 6¢i ded, and

t he cache selecting user interface may be provided in, for exanple, the IC
nodul emedole #A8,r eaderfar/VeiteDOSNEFYPRECH FONAFOheRHBr 0 A08BFe 300. Fig.
8 is a flowhart show ng a procedure of grocessin for a hiegiﬂ qui ck

t r ansa€Pnbne1bynehenceabiPir Pfefladpoczona80RE Héga Eﬁﬁhéﬁ BRAt %’IC modul e
100. When the 1 C nodul e 100 is pl aced_over %Qﬁ reader/witer éoga the card
communPcAEEBATEORPRBIN&FaERoN| SOREFPVAEE]203nhareh§TaY ¢BHt 88t &8 |

conpecter, based on el ect rormanet o, Ladyst LoRchs 1851 8plbERedaha g 1.

cache writer 204 for writing data to be cached to the data
storage unit 101 in the IC module 100. The reader/writer
100 is implemented, for example, by a server machine that. is
provided on a broadband network and that is capable of

10 accessing the IC module 100.

The respective communication:controllers 102 and 201 of
the IC module 100 and the reader/writer 200 connect to each
other, for example, in a contactless manner based on the
principles of electromagnetic induction. The card

15 encryption controller 103 communicates with the
reader/writer 200 by changing its load between antennas (not
shown) based on a response signal to a gquery signal from the
reader/writer 200 to amplitude-modulate a signal that
“appears in a receiver circuit of the reader/writer 200.

20 Obﬁiously, connection between-the IC module 100 and the
 reader/writer 200 is not limited to a contactless connection,
and a connection may be formed by inserting the IC quule
100 in a card slot of the reader/writer 200.

The virtual memory module 300 includes.a data storage

25 unit 301 for providing a virtual memory space for the IC




25 generates a response in the card encryption controller rch
2007 56 and returns the response to the reader/witer 2 %Rﬁﬁqﬁéﬁwhthe | C
nodul e 100 and the reader/witer 200 execute procedures of nutual

aut henti cati on and response at |east once to establish nutual

aut hentication and to share 5 an encryption key (step S12), whereby secure
data conmmuni cations using encryption are allowed. Wien the data storage
unit 101 in the IC nodule 100 is wused as a cache, the cache witer 204 of
the reader/witer 200 checks a menmyy space in the | C nodule 100 (step
S13). 10 If a cache already exists in the data storage unit 101 in the IC
nodul e 100, the cache witer 204 directly wites to the cache (step S14).
Thus, data can be updated wi thout _connecting.to the virtual nenory nodul e
300 onTERdElfet Romjetwogk Fﬁ@@uﬁapéﬁlPPaﬁ§§6ﬁpg%§ra?82agﬁFeved. 15 When dat a
cached in the | C nodul.e 10%@Pas been update% in the nner dﬁscribed
above, COMBRNIZatAORe Widh &be K§adeediEdtars 400z u8d “f5% RBCEYPRE OPef | ect or
304 of the virtual ry dul.e .300 to ensure cansistency,of cache data
(step CSIEFOLLEF (RS Gilated <Palils A ERTErEoRodtl 82100 TE eBAEY 0 20 t he
cache reflectaor 304, as, cache i,nf.ormatiaon (step S16). . W usi data that
has bedn "CadfiEd 5o7 9™, %ﬁgrZ%Sésgpﬁbgdc%ﬁ%&efe%gécﬁggrggﬁaggggthe | C

ook KR U6 (LRI WL RSl Rt oS
"storage unit 101 in the IC module 100 to corresponding data
in the data storage unit 301.
The respective network communication controllers 302
and 201 of the virtual memory mocdule 300 and the
10 reader/writer 200 form a network connection based on
predetermined communication protocols, for example, TCP/IP.
The virtual memory module 300 is used to virtually
expand a memory area for holding data (value information
such as electronic money or electronic ticket) in the IC
15 module 100, which is limited in terms of hardware. The
virtual memory module 300 itself is not cafried for use by a
user, so that it does not have hardware restrictions such as
a card shape. Thus, the data storage unit 303 thereof is
implemented using a large-capacity sﬁorage device such as a
20 hard disk, and it operates as a virtual memory space of the
data storage unit 101 of the.terminal 100 as an IC module.
Thus, the maximum memory capacity of the IC module becomes
essentially unlimited. The virtual memory module 300 is
implemented, for example, by a server machine provided on a.

25 broadband network.




25 present in the data storage unit 101, and executes 21 ng%%
transactions if the presence of the data has been conflrned at'i ng the
data in the data storage unit 101. Furthernore, upon conflrnlng that the
data in the IC nodule 100 has been updated, the reader/witer 200 starts
5 accessing the virtual nenory nodul e 300, and reflects the updated status
in the IC nodule 100 to corresponding data in the virtual nmenory nodul e
300, thereby ensuring consistency of cache data. Fig. 9 is a flowhart
showi ng a procedure of processing_ X} for reflecting an updated state in
the IC nodule 100 to corresponding data in the virtual menory nodul e 300.
When a cache reflecting request is received fromthe cache witer 204 of
the reader/witer 200 (step 8214 t hen an updated state in the I C nodule
100 is receT@%dd%Eac%E%%aQQSHQ% oF vkt OBt @%ﬁ51911Q9L5?QE§%ache

refl ector 304 checks mgether g ugd at ed % Eﬁe of t e cac in. Ee I C
modul e2R06 h&8 RNt EEV BBt BdORb3CcBPREEPBhIFRG ﬁ%@% St ofB ?n thé data

st orage nit 301 i irtual _nmenp u S23 20 If the
updat Sl -EMaPBtar TnEhEARAEAng OHSEeyBPXBe8£ tBerPect BT BSERHYespondi ng

Uhe. calREUs ORE SAafCUBHr BISctnsl 583 (R ep: SoMC CHECtakhe Pol locting

Opggathggai§tg§§%8tﬁglt 101, a specific file structure is formed,
and an upper limit value thereof is set. The upper limit
value of the data storage unit }Ol is linked to a file

“structure in the data storage unit 301 in the virtual memory
module 300.

10 - When communicating with the IC module 100, if an entity
of data stored in the data étorage unit 101 of the IC module
100 is not cached in the IC module 100, the reader/writer
200 accesses the virtual memory module 300 via the network
to obtain the entity of data from the data storage unit 301

15 of the virtual memory module 300.

One virtual memory module may be provided for each IC
module. Alternatively, a single virtual memory module may
provide virtual memory spaces,simultaneously for a plurality
of IC modules. Obviously, a single IC module may have

20  virtual memory spaces in a plurality of virtual memory
modules.

When the data storage unit 101 in the IC module 100 is
used as a cache, the cache writer 204 of the reader/writer.
20070hecks a memory space in the ic moduie 100, and obtains

25 an ID thereof if a capacity that allows caching data remains.




25 independently from processi ng executed when the user rch
2007 - 58 the IC nodule 100 over the reader/witer 200 %ggﬁgggégﬁﬁe

data, so that the speed of transactions is not conprom sed. Figs. 10 and
11 show sequences of operation executed anmong the |IC nodul e 100, the
reader/witer 200, and the 5 virtual nenory nodul e 300 for achieving quick
transactions by caching data in the data storage unit 101 of the IC
nodul e 100. Fig. 10 shows a cache storing sequence, and Fig. 11 shows a
cache reflecting sequence. In the _caghe storing sequence, the comunication
10 controller 201 of the reader/witer 200 constantly polls the 1C nodule
100. When the I C nodul e 100 is placed in sufficient proximty to the
reader/ﬁglter 200, the card communpication controller 102 is _act]jvated,

wher eby g7 c bhReCEFBR Hé%éﬁroﬁoélQPFﬁéﬁﬁgﬁéF?ccPﬁHEEPPBﬁng 5P bWed. 15 The

| C nod 100 t th d | 103,
and T ot AE0Pn “Feshonle %l%fsn%?sﬁgéﬁéﬁ/%pﬁﬁérdag TEYR SRRESR C modul o 100

and the_reader/wri rocedures of . m cation and
" respon&d? atgoﬁﬁslgé d8%8elpo §BEFsﬁ%ﬁﬁ?gSIuﬁﬁguiﬁ?iéatﬁg ggd to share

an enc&gg% Qnq b@y, wher eby secure data communi cations using encryption are
al | owed. % readerIMW|ter 200 reads an ID (Readl D) stored in the data

stqgage un'fuﬂ£ﬂe£ﬂbf@? éCEQPﬁ@|§%ﬂéEE1£@té%éErEhterface {not

shown) for‘allowing a user to specify data to be cached may
be provided. This allows the user to select specific value
information that is frequently used, such as electronic
money or electronic ticket, and to hold the wvalue

10 information in the IC module 100. In that case, by usex-
driven caching of data that is frequently used, desired data
can be used without connecting to the virtual memory module
300, so that quick transactions are achieved. ©No particular
limitation exists as to where the cache selecting user

15 interface is provided, and the cache selecting user
interface_may be provided in, for example, the IC module 100,

" the reader/writer 200, or the virtual memory module 300.

Fig. 8 is a flowchart showing a procedure of processing

for achieving guick transactions by the reader/writer 200

20 using data cached on the IC module 100.

When the IC module 100 is placed over the reader/writer
200, the card communication controller 102 is activated, |
whereby a contactless connection based on electromagnetic
~induction is established (step S11).° The IC module lOQ

25 generates a response in the card encryption controller 103,




25 link information to a file structure in the data stora h 2007

- 59 wunit 301 in the virtual nmenory nodule 300. In the dgfgéé?%ggge uni t
101, a specific file structure 1is formed, and an upper limt val ue thereof
is set. The "upper limt value of the data storage unit 101 is linked to 5
a file structure in the data storage unit 301 in the virtual nmenory nodul e
300. If an entity of data stored in the data storage unit 101 of the IC
nodul e 100 is not present in the |IC nodule 100, the reader/witer 200
accesses the virtual menory nodul e _ 10 via the network to obtain the
entity of data fromthe data storage unit 301 of the virtual nenory nodul e
300. - More specifically, the reader/witer 200 polls the virtual nmenory
nodul e 300 via the network, using an ID obtained fromthe |IC nodul e 100.
15 | n redporsarnshéhei resabnsentey thedupadsodvwgéheratl8-a response in the
card encryption controller 303, and returns the response to the

reader/wr i t BrenpotheylexeeduiaglpP oerduklee Brades (BT1%RE et i cati on and
response at |east once, nmutual authentication,is established-and an

~encr ypERERUtZOPTREFINE e8hafe Bl titRdr 8HYNEBELFET4aPa2RENHERPRAEF RS usi ng

encryption are allowed. Then, the virtua nor y ., nodul 00 and the
r eader MRPSEe PSSO tox ESGER AP BHGHEL GFthﬁP éFa¥éBPh3ﬂgi€8tF§ﬁr§nd response

at gea§% %g%%y%%i%%tig§|%gtep S12), whereby secure data

communications using encryption are allowed.
When the data storage unit 101 in the IC module 100 is
used as a cache, the cache writer 204 of the reader/writer
200 checks a memory space in the IC module 100 (step S13).
10 If a cache already exists in the data storage unit 101
in the IC module 100, the cache writer 204 directly writes
to the cache (step S14). Thus, data can be updated without
connecting to the virtual memory module 300 on the network,
so that quick transactions are achieved.
.15_ ‘When data cached in the IC module 100 has been updated
| in the manner described above, then, a cache reflecting
request is issued to the cache reflector 304 of the_virtual
memory module 300 to ensure consistency of cache data (step
S§15), and the updated status in the IC module 100 is sent to
20 - the cache reflector 304 és cache information {step S516}.
When using data that has been cached in the manher
 described above, the user‘places.the IC module 100 over the-
reader/writer 200 to establish a contactless connection.
Then, the reader/writer 200 checks whether the data is

25 present in the data storage unit 101, and executes




. 25 mutual authentication and to share an encryption key, 3?Pﬂﬁ&fﬂﬂ%007 60
- whereby secure data comruni cations using encryption are al['owed he
reader/witer 200 repeats procedures of Wite access and response thereto
with the virtual nmenory nodule 300 as nmany tines as needed to obtain an
entity of desired 5 data. Then, the I C nodule 100 is placed in sufficient
proximty to. the reader/witer 200. The communi cation controller 201 of
the reader/witer 200 constantly polls the |1C nodule 100. The card
conmmuni cation controller 102 is 1Q agtivated, whereby a connection based on
el ectromagnetic induction is allowed. The I C nodul e 100 generates a
response in the card encryption controller 103, and returns the response
to the reader/writer 2%%; Then, the I.C nodul e 100 and the reader/witer 200
15 exeldPESFCECORS éd SenBEGIEN&6t RéntPCalfréA BA8 PBSBoRSBLAEMefeast once
to establish nutual authentication and to share n.encryption key, whereby

“secur e &S %&%ﬂﬁ%ﬁ E&tPonl Ggﬁn&aténé PHELEN VL& ipﬂomed. Then, the cache
witer 204 E%Egrmdgsiredodata Lo t he dgéa S%ora e unjt %%1. 0 In the
cache refl ectthg- SBGLEACEPOR| FRPIIENLEY tRRaF ebl] dYEF a1 ot B% Tached, using
a cach l,ectinng er._interf on he reader/wite 00 te, however,
t hat n@oggggiégpapgélﬁﬁf a?’gﬁgggfsgggageegeﬁngg%FﬁeEgécﬁga%gﬁecting user

i nter f 3cels$ iRGOYhaed; raRd 1t RBmoF3ChE a88LeSbbNI UG e flects the
updated status in the IC module 100 to corresponding data in
the virtual memory module 300, thereby ensuring consistency
of cache data.

Fig. 9 is a flowchart showing a procedure of processing

10 for reflecting an updated state in the IC module 100 to
corresponding data in the virtual memory module 300.

When a cache reflecting request is received from the
cache writer 204 of the reader/writer 200 (step S21), then,
an updated state in the IC module 100 is received as cache

15 information (step S$S22).

- Then, the cache reflector 304 checks whether the
updated state of the cache in the IC module 100 has been
. reflected to corresponding data stored in the data storage
unit 301 in the virtual memory module 300 (step S$23).

20 If the updated state of the cache has not yet been
reflected to corresponding data stored in the data storage
unit 301, the cache reflector 304 reflects the caghe to the

- data storage unit 301 (step S$24).
The cache reflecting operation is executed

25 independently from processing executed when the user places




25 interface may be provided in the I C nodule 100 or the [,C 007 61

virtual nmenory nodule 300 instead of the reader/witer Zogihkgﬁ%QX%

comuni cation controller 201 the reader/witer 200 constantly polls the IC

nodul e 100. When the 1 C nodule 100 is placed in sufficient 5 proximty to

the reader/witer 200, the card conmunication controller 102 is activated,

wher eby a connection based on electromagnetic induction is allowed. Then,

“the IC nodule 100 generates a response in the card encryption controller
103, and returns the response to thﬁgegder/mwiter 200. 10 Then, the IC

nodul e 100 and the reader/witer 20 execut e procedures of mnutual

aut hentication and response at |east once to establish nutual

aut hentication and to share an encryption key, whereby secure data

communitbat T€nsodsilrg 108noryept tbe aeadairl/owder1i80Then, ushecaabhe witer 204

checks a nenory space in the |C nodule 100. If a cache already exists in

t he datiatast Grageafnithelgpest the trengagtieons00s PRE caBRECHLFEEr 204

directly wites to the cache. Furthernore, the reader/witer 200 reads an

| D (Readl D) F1g8- siBre@di hlt HeodataduenBragectinPPediion ¢xecyeedodul e 100,

obtaining an | D that serves as link information tg a file structure in the

dat a sBBPRGe th&i £C3821 ket A8V FhGalreREREY YT 1k68ur80308ATHER, t he

re er@%&%&%& %%%o@glkédﬂT% %b%t%%E g%ﬁ?%%ing guick transactions

by caching data in the data storage unit 101 of the IC
module 100. Fig. 10 shows a cache storing sequence, and Fig.
11 shows a cache reflecting sequence.
In the cache storing sequence, the communication
10 controller 201 of the reader/writer 200 constantly polls the
IC module 100. When the IC module 100 is placed in
sufficient proximity to the reader/writer 200, the card
communication controller 102 is activated, whereby a
connection based on electromagnetic induction is allowed.
15 The IC module 100 generates a respcnse in the card
"encryption controller 103, and returns the response fo the
reader/writer 200.
| Then, the IC module 100 and the reader/writer 200
'execute procedures of mutual authentication and response at .
20 1least once to establish mutual authentication and to share
an encryption key, whereby secure data communications using
éncryption are allowed.
The reader/writer 200 reads an ID (ReadlIb) stored in
" the data storage unit 161 in the IC module 100, obtaining

25 1ink information to a file structure in the data storage




25 nodul e 300 via the network, using the ID obtained fro rch 2007
62 | C nodule 100. In response to the polling, the virtug?fggﬁ%¢§wﬁndule
300 generates a response in the card encryption controller 303, and
returns the response to the reader/witer 200. By 5 executing procedures of
mut ual authentication and response at |east once, nmutual authentication is
establi shed and an encryption key is shared, whereby secure data

communi cations using encryption are allowed. In order to ensure

consi stency of cache data, the cach 10 witer 204 of the reader/witer
200 issues a cache reflecting request to the cache reflector 304 of the
virtual nmenory nodul e 300, and sends an updated state in the IC nodule
100 to the cache reflector 304 as cache information. The cache refl ector
304 chaokts #Adt her thheviptdusedmempey meduiet heCecache in the | C nodul e 100
has been reflected to corresponding data stored in the data storage unit
301 of thelwithaadamendbyrage el Bo0L, fa t9ReGblR il iR deWituife cache
has not been reflected to corresponding data stored in the data storage
unit 30%, ToRBedachBdr 8P| BEPEE 38RiFeVREEEsTDBIEAE tacRBEto TA® data storage
unit 301. As_descri bed above, according to this e di ment,. whe a virtual
menor yURBAG| &1RhEt VBhBFaPEs thE a§3r§58r?§eu§%aF gg?chﬁh l%¥e%c€%sses is

stqed,iB;20 gxiStinde! GPAY! 8ara2LE8YhOg GHiEKsBECETSAE GRENGH, data.
memory module 300.
If an entity of data stored in the data storage unit
101 of the IC module 100 is not present in the IC module 100,
the reader/writer 200 accesses the virtual memory module 300
10 fia the network to obtain the entity of data from the data
storage unit 301 of the virtual memory module 300.
More specifically, the reader/writer 200 polls the
virtual memory module 300 via the network, using an ID
obtained from the IC module 100. |
15 .In response, the virtual memory module 300 generates a
fesponse in the card encryption ceontroller 303, and returns
the response to the reader/writer 200. By executing
procedures of mutual authentication and response at least
once, mutual authentication is established,énd an encryption
20 key is shared, whereby secure data communications using
_encrthion-are allowed.
Then, the virtual memory module 300 and the
reader/writer 200 execute procedures of mutual
éuthentication and response at least once to establish

25 mutual authentication and to share an encryption key,




25 Fig. 12 schematically shows an i mage of usage of the Ifi &@% 2007

63 nodule 100 as a place for tenporarily storing data th requently.
used by a user, i.e., as a cache. In the exanple shown in the figure, data
A data B, and data C, such as value information belonging to a user of
the 5 1C nodule 100, are managed on the virtual nmenory nodul e 300 that
operates as a server on the network. O the data A, B, and C, if the user
frequently uses the data B, the data Bis witten to the IC nodule 100 via
the reader/witer 200. After that,. when a connection is established between
10 the reader/witer 200 and the |IC nodule 100 and the data B is used, the
| C nodule 100 is directly read or witten, so that quick transactions are
achi eved. Then, the reader/witer 200 wites an updated state of the cache
to coWP@§68Hdﬁﬁ§U&§t§atﬁ FREMGPLECRER ORENBFY RADBTIFEYBDOOYi aT8he 15

networ k, _t hereby nmai nt aini cache nsi st ency CbV|ousI t he frequency of
use by &lﬁggp -of ?ﬁefeﬁﬁ r9g§ﬂ§eFt@ﬁ§ 9e€ﬁ§n8§°8§ P e Bgs@5§ €For

exanple, if the uentI n the data B
Sroor eggent A tr.eﬁgontsﬁe%asf%%e %gﬁbﬁﬁ SR Eed ST YoRiRE | & rodute
100 mhl % swapping.i.n the datad 4 + C nndulg %00b gsed on a user's

-selectlon 81 auty n&ﬁpgglﬁﬁ RERYS EﬁnglﬁéHtaE-ﬁn %l& E3 sthe tically
ggdlflcatlon of the data 25 nanagenment system shown in Fig. 7. In
the embodi nrent shown

Then, the IC module 100 is placed in sufficient
preximity to the reader/writer 200. The communication
controller 201 of the reader/writer 200 constantly polls the
IC module 100. The card communication controller 102 is

10 activated, whereby a connection based on electromagnetic
induction is allowed. The IC module 100 generates a
response in the card encryption controller 103, and returns
the response to the reader/writer 200.

Then, the IC module 100 and the reader/writer 200

15 _execute procedures of mutual authentication and response at
least once to establish mutual authentication and to share
an encryption key, whereby secure data communications using
encryption are allowed. Then, the cache writer 204 writes

- desired data to the data storage unit 101.

20 In the cache reflecting sequence, first, a user selects

data to be cached, using a cache selecting user interface on

the reader/writer 200. Note, however, that no particular

limitation exists as to where the cache selecting user
interface is provided, and the cache selecting user

25  interface may be provided in the IC module 100 or the




e [ 21 March 2007 - 64 in Fig. 7, r/iwriter
200 that is capable of accessing an |IC nodul e supports n%#&%?%f%@? so that

the reader/witer 200 is allowed to also access the virtual nenory nodul e
300. In contrast, in the enbodi nent shown in 5 Fig. 13, a reader/witer 200
does not support networking, and it accesses data held in an I C nodule 100
under the control of a server 400 on a network. A virtual nmenory nodul e
300 is accessed by the server 400 via the network. As shown in Fig. 13, the
dat a managenent system 10 incl udes %qlLC nodul e 100 that is carried by a
user and that securely holds particular data (value information or the
like), a reader/witer 200 for accessing a nenory space of the |IC nodule
100 to read or wite data, a virtual nmenory nodule 300 that is connected
via a mérwoek, mendry seduée 380sidetesddef/ bhit ceadediveinen 2h&t is
capabl e of comunicating wth the reader/witer 200 and that accesses a
nmenory spacBhefcempunieaubdn neemwtyo hbeu| 20 Bothe oreadrk ofrit@y t40%at a. The

| C nodul e 100 i ncludes a data storage unit 101, a 20 card conmuni cation
cont r oFPeptapslyopoddmmiiRecafi B§IWLEn1PAe reader/witer 200, and a card
encryption controller 103 for _controlling_encr E%ion_of dat a exchanged

with the rEaeRrFieifernogple THY |5 ptrfed 190 $etiimpteent ed, for exanpl e,

irlgheproximity to the reader/writer 200, the card communication
controller 102 is activated, whereby a connection based on
electromagnetic induction is allowed. Then, the IC module
100 generates a response in the card encryption controller
103, and returns the response to the reader/writer 200.

10 Then, the IC module 100 and the reader/writer 200
execute procedures of mutual authentication and response at
least once to establish mutual authentication and to share
an encryption key, whereby secure data communications using
éncryption are allowed.

15 Then, the cache writer 204 checks a memory space in the
IC module 100. If a éache already exists in the data
storage uﬁit 101 of the IC module 100, the cache writer 204
directly writes to the cache.

Furthermore, the reader/writer 200 reads an ID (ReédID)
.20 stored in the data storage'unit 101 of the IC module 100,
obtaining an ID that serves as link information to a file
structure in the data storage unit 301 in the virtual memory
module 300.
‘Then, the reader/writer 200 polls the virtual memory

25 module 300 via the network, using the ID obtained from the




25 formof a card, or is inplenented in the formof a chi rch
2007 65 is included in a small device such as a ceIIuIa?lgggﬁéigyha PDA
The data storage unit 101 is a sem conductor chip, and the storage
capacity thereof has an upper limt. In this enbodinent, the data storage
unit 101 is used as a cache for 5 tenporarily storing data (val ue
information or the like) that is frequently accessed. The reader/witer
200 includes a reader/witer conmmunication controller 201 for

communi cating with the IC nodule 108 _and a network communi cation
controller 203 for 10 transmtting data via a network. The respective
comuni cation controllers 102 and 201 of the I C nodule 100 and the
reader/witer 200 connect to each other, for exanple, in a contactless
manner t6a8@dU8f £A8- principles of el ectromagnetic induction. The card 15
encryption controller 103 comunjcates with the reader/witer 200 by
changi ng it 51 b&TPPRE ek EB?eﬂﬂ%%l?ﬂotth%hﬁhﬁﬁu%ﬁ§@ﬁn%ﬁydegéh%nse si gna

Si gnall DRAPCRRREPS PraoPaoaryer EPFBRFdoPIERaTt eBBeFPREFPOIS300. 20
s not SPeii E08 £5 T4 BanE et FESEOBSRRSEL TOR. TARA°L CBARGEL FBR" ma§Ybe 1 or mod
by 3 Do BERLIN e G IO S 0B SREAgRLalplohhgepdep L or 200
at least once, mutual authentication is established and an
encryption key is shared, whereby secure data communications
'.using'encryption are allowed.
In order to ensure consistency of cache data, the cache
10 - writer 204 of the reader/writer 200 issues a cache
reflecting request to the cache reflector 304 of the virtual
memory module 300, and sends an updated state in the IC
module 100 to the cache reflector 304 as cache information.
The cache reflector 304 checks whether the updated sate
15 of the cache in the IC module 100 has been reflected to
correspeonding data stored in the data storage unit 301 of
the virtual memory module 300. If the updated state of the
,céche has not been reflected to corresponding data stored in
the data storage unit 301, the cache reflector 304 reflects
20  the cache to the data storage unit 301.
As described above, acchding to this embodiment; when
a virtual memory module that operates as a server is used, a
cache of accesses is stored in an existing IC module,

allowing quick access to cached data.

25 Fig. 12 échematically shows an image of usage of the IC




25 unit 301 for providing a virtual nenory space for the R
21 March 2007 66 nodule, a network communi cati on contro#Fan§5§K?or

communi cating with the reader/witer 200, a card encryption controller 303
for controlling encryption of data exchanged wth the reader/witer 200,
and a cache reflector for 5 reflecting an updated state of cache data in
the data storage unit 101 to corresponding data in the data storage unit
301. The virtual nenory nodule 300 is used to virtually expand a nenory
area in the data storage unit 101 of..the IC 10 nodule 100, which is

limted in ternms of hardware. Theﬂnq%dél menory nodule 300 itself is not

carried for use by a wuser, so that it does not have hardware restrictions
such as a card shape. Thus, the data storage unit 301 of the virtual

menor ymoodiike 1800aks ai ppherefibedtespngaailar géoringapgatit {hatordge devi ce
such as a hard disk, and it operates as a virtual nenory space of the data
st or agérequent0y obedt by BCusedul é-.£00. aFhas Cacheé-maxi mum menory capacity
of the 1C nodule 100 becones ‘essentially unlim ted. The virtual nenory
modul e 300 I® thel exenpéd, shovnekanphe, fbgukesedde? 20 Aakhihe FOvi ded on
a broadband network. The _server-side reader/witer nodul e 400 ig | udes a
reader Aakat 6 6HEPyFEI G lEEnEREPFBRTAOD PELoRGARENtCati HGSTWPEh Eﬁe

reader/writer, a network conmuni.cati control lLer
5  IC module 100, are managed on %ge virtnal memory module 300

that operates as a server on the network. Of the data A, B,
and C, if the user frequently uses the data B, the data B is
written to the IC module 100 via the reader/writer 200.
After that, when a connection is established between
10 the reader/writer 200 and the IC module 100 and the data B
is used, the IC module 100 is directly read or written, so
that quick transactions are achieved. Then, the
reader/writer 200 writes an updated state of the cache to
corresponding data in the virtual memory module 300 via the
.15 network, thereby maintaining cache consistency.
Obviously, the frequency of use by a user of Specific
'~ data items may change as time passes. For example; if the
data C has come to be used more frequently than the data B
after a point in timé, the data B may be swapped out from
20 the IC module 100 while swapping in the data C to the IC

module 100, based on a user's selection or automatically.

B-2. Embodiment 2-2:

Fig. 13 schematically shows a modification of the data

25  management system shown in Fig. 7. In the embodiment shown




402 for carrying out data comuni cations via a network suEgBégjﬂgpe TCP/ I P
network, and a cache witer 403 for witing data 21 March to be
cached to the data storage unit 101 in the IC nodule 100. The
reader/writer 200 is inplenmented, for exanple, by a server machine that is
provi ded on a broadband network and that is capable of accessing the
~virtual nmenory nodule 300. 5 The respective network conmuni cation
controllers 302 and 402 of the virtual nmenory nodul e 300 and the
server-side reader/witer nodule_4QQ f.orma network connection based on
predet er mi ned conmuni cati on protocols, for exanple, TCP/IP. The data
storage unit 101 of the I C nodule 100 stores 10 an ID for identifying a
data space of the nodule, and a link to data in the data storage unit of
the vi #RuBL9medor fhenbaaferdopiterf dPRelnphséd 6APRRAESI®E Furthermore, in
the data storage unit 101, a specific file structure js fornmed, and an
upper PPREFSYRPUANt herBBAULE SBPPOTHE BEpEPTKEAFL 38 TRRLeTBF the data

Shor et ML OFLe Lhpked Lpya. Ll g, Slouctute i hey dejs plorage unit
roouledge ) hofliacghbLY b SEMERRhRL Ve bl Eatalinel£LagBimA 101 ©
e by L85, RO 00 BEEEST0p! ek CUPOULECARE KumAle Rt e
nDdu'eaﬁgoitCQcEggsgghﬁétgaﬂgld in an IC module 100 under the

control of a server 400 on a network. A virtual memory

module.SOO is accessed by the server 400 via the network.

As shown in Fig. 13, the data management system
10 _inciudes an IC module 100 that is carried by a user and that

securely holds particular data (value information or the

like), a reader/writer 200 for accessing a memory space of

the IC module 100 to read or write data, a virtual memory

module 300 that is connected via a network, and a server-
‘15 side reader/writer module 400 that is capable of

communicating with the reader/writer 200 and that accesses a

memory space of the virtual memory module 300 to read or

write data.

The IC module 100 includes a data storage unit 101, a

20 card communication controller 102 for communicating with the

reader/writer 200, and a card encryption controller 103 for
controlling encryption of data exchanged with the
reader/writer 200. |

The Ic module 100 is implemented, for example, in the

25 form of a card, or is implemented in the form of a chip and .




if an entity of data sfored in the data storage unit 101 Etﬂﬁ I C
nodul e 100 is not cached in the I C nodule 100, the 21 Nhrthég %8

server-side reader/witer nodul e 400 accesses the virtual nenory nodul e
300 via the network to obtain the entity of data fromthe data storage
unit 301 of the virtual nmenory nodule 300. 5 Furthernore, when the data
storage unit 101 of the IC nodule 100 is used as a cache, the cache witer
403 checks a nenory space in the |1 C nodul e 100, and obtains an |ID thereof
if a capacity that allows caching_fyrther data remains. Then, the cache
witer 403 obtains data corresponding to the 10 ID fromthe virtual nenory
nodul e anong data to be cached, and stores the data in the data storage
unit 101 in the IC nodule 100. Furthernore, a cache sel ecting user
i nt er fageitnbededhbnng $®2lhl foVing auoBersStd SpbERIFT dRRA? °be? cached may
15 be provided. This allows the user to select, specific value information
that iBDRfeqlient fgtaseboragenunitelBet +8nfcSChbReYISrLer etttni T¢i cket ,
and to hold the value informtion on the |IC nodyle. 100._1n_that case, by
user - BRPVEROEAER ﬁ@P%?l‘FYeE}a%ﬁ?Pg D8&d2DatBPeE et bt a B b Tised 20
wi t hout connpecting to the viytual nmenory dul e 300,  so_that i ck
ltransa@??%ﬂ%@%PE'aEﬂ?gé%H? Oﬁﬁ??i&ﬂ?érlﬁ?n%?aF?% a%x?s?%c%%qﬁ%gmhere t he
e BSuBky PRy SEok ThETE2EE 19a1BEOYh BB  BE ERENEIRE) CCTI NG User
that 1s frequently accessed.
The reader/writer 200 includes a reader/writer
communication controller 201 for communicating with the IC
module 100, and a network communication controller 203 for
10 transmitting data via a netwoﬁk.
The respective communication contrellers 102 and 201 of
" the IC module 100 and the reader/writer 200 connect to each
bther, for example, in a contactless manner based on the
principles of electromagnetic induction. The card
15 encryption controller 103 communicates with the
. reader/writer 200 by changing its load between antennas (not
shown) based on a response signal to a gquery signal from the
reader/writer 200 to amplitude-modulate a signal that
appears in a receiver circuit of the reader/writer 200.
20 Obviously, connection between the IC module 100 and the
reader/writer 200 is not limited to a COhtactless connection,
and a connection may be formed by inserting the IC module
100 in a card slot of the reader/writer 200.

The virtual memory module'SOQ includes a data storage

25 unit 301 for providing a virtual memory space for the IC




provi ded, for exanple, in the IC nodule 100, the 25 reade i 00, the
virtual nmenory nodul e 300, or the 21 March 2007 69 servgiﬁ%?%ﬁ?OG%
~reader/witer nodul e 400.. Wen using data cached in the nmanner described
above, - the user places the IC nodule 100 over the reader/witer 200 to
establish a contactl ess connection. At this tine, the 5 server-side
reader/witer nodul e 400 checks whether data is present in the |IC nodule
100 via the reader/witer 200. If the presence of the data in the data
storage unit 101 is confirned, the gerver-side reader/witer nodule 400
executes transactions to update the data in the data storage unit 101. 10
Furthernore, upon confirmng that the data in the I1C nodule 100 has been
updat ed, the server-side reader/witer nodule 400 starts accessing the
Vi rt ualoREABr y 2anBEENe r¥0GomuERd cCASAPac EONAKCUPBEAL 82sEPE€ in the | C nodul e
100 to corresponding data in the virtual nenory nodul e 300, thereby 15
mai nt aFRTAYNEGASLELeHaf ot headRadgay uriBes. 2Bhodi FEAE SNSTYRFEOR14
schenaticall{ sho anot her nDdiELcation of the at a nanaggnent system
shown FROEFGLILIPT 3§3aL OdeSOPTELE LARRI FRFIYPLLERDBI RS SEF ERB®Pr esent
inventign g@en a virtual, memry nmodul e that operates as_a_ server is used,
a cach¥i5f 8e§§896F§W595F§gBPﬁ'aﬁ?éx?s?ﬁﬁ € F&fiﬁagpé,nglomﬁng qui ck
2gﬁgif%ﬁgl%%%9%g g%t%pd%@e%h%t%qgogkn%QEh%hagga'EnFE%e éétaa cache
storage unit 101 to corresponding data in the data storage
unit 301.
The virtual memory module 300 is used to virtually
expand a memory area in the data storage unit 101 of the IC
10 module 100, which is limited in terms of hardware. The
virtual memory module 300 itself is not carried for use by a
user, so that it does not have hardware restrictions such as
a card shape. Thus, the data storage unit 301 of the
virtual memory module 300 is implemented using a large-
15 capacity storage device such as a hard disk, and it operates
as a virtual memory space of the data storage unit 101 of
the IC module 100. Thus, the maximum memory capacity of the
IC meodule 100 becomes essentially unlimited. The virtual
memory module 300 is implemented, for example, by a server
 20 machine provided on a broadband network.
The server-side reader/writer module 400 includes a
rreader/writer encryption controllér 401 for communicating
with the reader/writer, a network communication controller '

402 for carrying out data communications via a network such

25 as a TCP/IP network, and a cache writer 403 for writing data




25 user interface 205 for allowi ng auser to specify data ghPelgixﬁhrch
2007 - 70 <cached is provided in a reader/witer 200. Th fe“Uder is
allowed to select specific value information that is frequently used, such
as electronic noney or electronic ticket, and to hold the val ue
information in the 1C nodule 5 100. In this case, by user-driven caching of
frequently wused data, the data can be used w thout connecting to the
virtual nenory nodul e 300, so that quick transactions are achieved. As
shown in Fig. 14, the data nanagenerg; system 10 includes an |1 C nodul e 100
that is carried by a user and that securely holds particular data (val ue
information or the 1like), a reader/witer 200 for accessing a nenory space
in the IC nodule 100 to read or wite data, and a virtual nenory nodul e

t hat i §ocbRn€erEed &0t k&er dader pherege 2060tvitd1l 15 &hgefkoPRIUTRe | C nodul e
100 includes a data storage unit 101, a _card conmunication_controller 102
for comffini catendoRCER /tike teredd8r Awr ilerl exentegnd TR Tc &X@TBAEr yBYi on
controller 103 for .controlling encryption of data exchanged with the 20

r eader PWPRESLT2BECIHRE Iti‘}affrodﬁl Bregaded i0ﬁp|aeﬂ?§ﬁ@g&§nfiope ¥8%51 %9 n the

oL O e ofphs, WP EIRRLe | LS Lo o 5 Chl Reande gl neluded I
10]5is a Seﬁgogg%&%i@g”}?&\fvmrk communication controllers 302
and 402 of the virtual memory module 300 and the server-side
reader/writer module 400 form a network connection based on
predetermined communication protocols, for example, TCP/IP.
The data storage unit 101 of the IC module 100 stores
10 an ID for identifying a data space of the modﬁle, and a link
| to data in the data storage unit of the wvirtual memory
module 300 is formed based on the ID. Furthermore, in the
data storage unit 101, a specific file structure is formed,
and an upper limit value thereof is set. The upper limit
15 wvalue of the data storage unit 101 is linked to a file
structure in the data storage unit 301 in the virtual memory
module 300.
When obtaining data held in the IC module 100, if an
entity of data stored in the data storage unit 101 ofi the IC
20 module 100 is cached in the IC module 100, the server-side
reader/writer module 400 accesses the IC module 100 via the
reader/writer 200 to obtain the entity of data from the data
.storage unit 101 of the iC module 100. On the other hand,
,if an entity of data stored in the data storage unit 101 of

25 the IC module 100 is not cached in the IC module 100, the




25 and the storage capacity thereof has an upper limt., 1 h 2007
71 this enbodinent, the data storage unit 101 is used ashghé%ggﬁgﬁfor
tenporarily storing data (value information or the |like) that is
frequently accessed. The reader/witer 200 includes a reader/witer 5
comuni cation controller 201 for comunicating with the IC nodule 100, a
reader/witer encryption controller 202 for <controlling encryption of data
exchanged with the IC nodule, a network conmmunication controller 203 for
carrying out data communications vigy a network such as a TCP/IP network, a
10 cache witer 204 for witing data to be cached to the data storage unit
101 in the I C nodul e 100, and a cache selecting wuser interface 205 for
allowing a user to specify data to be cached. The reader/witer 200 is

i mpl enBArEEr-Pdfeexanpre/Wrpyes Bedyée AHEhRRESEREE FRepF&yTHRY on a

br oadband network_ 15 and that is capable of ac¢essing the | C nodul e 100.
The r e¥BBELYVECEBRAUAPEaViBntBENRREIPEKs t209PEREN2B92 0 EERE PE nodul e 100
and the reader/wjter 200 connect tqQ e ther, for exanple, in a

cont actPbSs RaMERebdata BROTAGS BPihcanesTof TG BLEFBRMGRBEREY! nducti on.
The card 2 cgggunication controller 103 comuni cates with the

_reader?ﬂﬁ? &r 0 by changing its | oad between antennas (not shown) based

O TG PLOAR L0 B UBEL LS s A0,
readerﬁ%ﬁhﬁgrlggois used as a cache, the cache writer 403 checks a
memory space in the IC module 100, and obtains an ID thereof
if a capacity that allows caching further data remains.
rThen, the cache writer 403 obtains data corresponding to the
10 ID from the virtual memory module among data to be cached,
and stores the data in the data storage unit 101 in the IC
mbdule 100.
| Furthermore, a cache selecting user interface (not
shown) for allowing a user to specify data to be cached may
15- ‘be provided. This allows the user to select specific wvalue
information that is frequently used, such as electionic
.money or electronic ticket, and to hold the value
information on the IC module 100. In that case, by user-
driven caching of frequently used data, the data can be used
20 without connecting to the virtual meméry module 300, so that
guick transactions are achieved. ©No particular limitation
exists as to where the cache selecting user interface is
provided, and the cache selecting user interface may be
providéd, for example, in the IC module 100, the

25 feader[writer 200, the virtual memory module 300, or the




- 25 Qoviously, connection between the IC nodule 100 and th 2007
72 reader/awiter 200 is not limted to a contactl ess congggé?%ﬁgﬁyand a
connection may be forned by inserting the 1C nodule 100 in a card sl ot of
the reader/witer 200. The virtual nenory nodul e 300 includes a data
storage 5 unit 301 for providing a virtual nmenory space for the IC
nodul e, a network communi cation controller 302 for conmunicating with the
reader/writer 200, a card encryption controller 303 for controlling
encryption of data exchanged wth tgee reader/witer 200, and a cache
reflector 304 for 10 reflecting an updated state of cache data in the data
storage unit 101 of the 1 C nodule 100 to corresponding data in the data
storage unit 301. The resgective n tfork omruni cati on controllers 302 and
201 of SERE¥eYTFLHal CRBABFY VHBUGFe™S68 Snﬁoﬁhe 15 reader/witer 200 forma
net wor k connecti on, based_on grqﬂgter i ned conmruni catj.on.protocols, for
Moty

exanpl e, TCBI§P UsHHE (RTEUGH YU B 985 TeEFE? N7 ¥ual |y expand
' . f hol dij t | il nf i h . el i

or el eEbPoRFeT. Pirars FRY A Redids TeburEtooh e rrEHer i frEeln torm.
of harggaégt?ﬁﬁﬁsxlétthtgggergsnggﬂh§c§98nttSgkftbisngkmgarEhgd for use by
a user, So6 that It does not have hardwaré festrictions suth as a card

shape. <Ibysr LhAdaLauatonagectnhbai®d Shot Beckb! kHBLnBEMBEYaMRAUI € 300 i

i npl ement ed usi ng _
present in the IC module 100 via the reader/writer 200. If

the presence of the data in the data storage unit 101 is
confirmed, the server-side reader/writer module 400 executes
transactions to update the data in the data storage unit 101.
10 Furthermore, upon confirming that the data in the IC
module 100 has been updated, the server-side reader/writer
modulé 400 starts accessing the virtual memory module 300,
-and reflects an updated sate in the IC module 100 to
corresponding data in the virtual memory module 300, thereby

15 maintaining consistency of cache data.

.B-3. Embodiment 2-3:

Fig. 14 schematically shows-another-modificatioﬁ cf the
déta,management system shown in Fig. 7.

:20 | As described earlier, in embodiments of the present
invention, when a virtual memory module that operates as a
server is used, a cache of accesses is stored in an existing
:IC module, allowing quick access to cached data.

In £he embodiment shown in Fig. 14, a cache selecting

25 ~user interface 205 for allowing a user to specify data to be




. to data in the data storage unit af fde virtual menory nodule 300 is

25 capacity storage device such as a hard disk, and it op ---
----------- --- 21 March 2007 - 73 as a virtual nenory 2E§%§§% que dat a
storage unit 101 of the IC nodule 100. Thus, the maxi mum nenory capacity
of the I C nodule 100 becones essentially unlimted. The virtual menory
nodul e 300 is inplenmented, for exanple, by a server 5 machine that is

provi ded on a broadband network. The data storage unit 101 of the |IC nodul e
100 stores an ID for identifying a data space of the nodule, and a |ink

fornmed based on the ID. Furthernore, in the 10 data storage unit 101, a

specific file structure is fornmed, and an upper |limt value thereof is

set. The upper, limt  valye of the d ta_stora%F unit 101 is linked to a
file e BYHESTatd S 6rEGETuMitd tea1 499 -t ndWiSrt &€ BE8fdry nodul e

300. 15 Wh [ i ith .t | C.nmodul e, 100, .if tit f dat
stored1§naﬁﬁég%%?§2%%%$%%%-g%ﬁFl d% Bﬁlg%e%P%Qﬁﬂﬁﬁign %%@%?§gngt gresgn? in
the IC %%%%tﬁoo’s%gf rea%eg{wwi%p% 200 accesses the ékrtual menory
modul e “300° Vi a the Sherwsrk 6§ SOESTHOPRE BRaS Ot Sd&e PPoMm the data
storage ;Wb 3%%d.%% %%#%P%HQ'@Qﬁ@e T%g%&¥m%ﬁ%%!%n3Q%e Eﬁemgbhhgal memory
modul e ey bé provi de or each 1 nodule. ternatively, "a single virtual

-gﬁg§;yﬁp3dul@nn%xisp%%%@qebv el JTBIRLY SSRGS Slempaneaysly for a
- used data, the data can be used without connecting to the
virtual memory module 300, so that gquick transactions are
achieved.
As shown in Fig. 14, the data management system
10 includes an IC module 100 that is carried by a user and that
securely holds particular data (value information or the
like), a reader/writer 200 for accessing a memory space in
the IC module 100 to read or write data, and a virtual
' memory module that is connected to the reader/writer 200 via
15 a network.

The IC module 100 includes a data storage unit 101, a

card communication controller 102 for communicating with the

reader/writer 200, and a card encryption controller 103 for

controlling encryption of data exchanged with the
20 reader/writer 200.
The IC module 100 is implemented, for example, in the
form of a card, or is implemented in the form of a chip and
is included in a small device such as a cellular phone or a
PDA. The data storage unit 101 is a semiconductor memory,

‘25 ‘and the storage capacity thereof has an'upper limit. In




of 1 C nodules. Cbviously, a single |IC nodul e may have 25 ;Lakﬁgh nDry
spaces in a plurality of virtual nmenory 21 March 2007
Furt hernore, when the data storage unit 101 of the IC nodule 100 |s used
as a cache, first, a user is pronpted to select data to be cached via the
cache selecting user 5 interface 205 on the reader/witer 200. Then, the
cache witer 204 of the reader/witer 200 checks a nmenory space in the IC
nodul e 100, and obtains an ID thereof if a capacity that allows caching
the data sel ected by the user renaings. _The cache witer 204 obtains data
corresponding to the ID 10 fromthe virtual nmenory nodul e anong data to be
cached, and stores the data in the data storage unit 101 of the IC nodul e
100. This allows the user to select specific value information that is
frequehbhly g8bediggek,ashel datrofiterags wpasy 181 éBeBERENRE Ricket, and to
hold the value information on the 1 C nodule 100. In this case, by user
drlvencéﬁéﬁlﬁ@roFeﬂPQﬁééﬁﬂVy5E§é&nﬁa@étatH@a&&?alegﬁrﬁétﬁgédormF Rout
connech_gg to the virtual gn nmodul e 300, so that quick transactions
are achié¥edthsy WwWiedrqePRgt Xcﬁéﬁeééﬁgf t he user pl aces the | C nodul e
100 over thﬁ readerIMW|te% 202 éo.ea%ag ish a ctless connection.
Then, the r&adef FAPTEVE5ED L KEEHAE ﬁ@radﬁ?% FE"Dh1eS8nt in the IC
aner %ggunlcaEg%an%% Elgg 96&afb% communicating with the IC
module 100, a reader/writer encryption controller 202 for
bontrolling encryption of data exchanged with the IC module,
a network communication controller 203 for carrying out data
communications via a network such as a TCP/IP network, a
10 cache writer 204 for writing data to be cached to the data
storage unit 101 in the IC module 100, and a cache selecting
‘user interface 205 for allowing a user to specify data to be
-cadhed. The reader/writer 200 is implemented, for example,
by a server machine that is provided on a broadband network
15 and that is capable of accessing the IC module 100.
| The respective communication controllers 102 and 202 of
the IC module 100 and the reader/writer 200 connect to each
other, for example, in a contactless manner based on the
principles of electromagnetic induction. The card
20 communication controller 103 communicates with the
,réader/writer 200 by changing its load between antennas {not
shown) based on a response signal to a query signal form the
reader/writer 200 to amplitude-modulate a signal that

appears in a receiver circuit of the reader/writer 200.

; 25 . - 'Obviously, connection between the IC.mddule 100 and the




the data storage unit 101 of the I1C nodule 100 is confir 2
reader/witer 200 executes transactions to update the - ?3?34@gh§6&% ------
21 March 2007 75 data in the data storage unit 101. Furthernore, upon
confirmng that the data in the 1C nodule 100 has been updated, the
reader/witer 200 starts accessing the virtual nmenory nodul e 300, and
reflects an 5 updated state in the IC nodule 100 to correspondi ng data in
the virtual nmenory nodul e 300, thereby naintaining consistency of cache
data. B-4. Enbodinment 2-4: 10 Fig._ 1p schematically shows another

nodi fication of the data nmanagenment system shown in Fig. 14. In the

enbodi nent shown in Fig. 14, a cache selecting user interface is

i mpl emented on the reader/witer. 200. In contrast, in the enbodinment shown
in Fi gregger{weasre 280edts Mptusemit®ed merd seeniact hpfenepeec oot he
virtual nmenory nodule 300. _As shown in Fig. 15 the data managenent system
i ncl ud88% A FERASELELEn1BAY: kst TrsTesr PYed BFrainget PendCt Fgf W 18ecurel y

ol ds BEGLLRULAT 98l & byal e LAl TR 90 OF cbheg K)o Teader i ter, 200
a0 3 Vi iupke YRUBLY RGNS, 000081 43 eULSELEC L e L pdy i tor 200
5 unit 301 for providing a virtual memory space for the IC
module, a network communication controller 302 for
communicating with the reader/writer 200, a card encryption
controller 303 for controlling encryption of data exchanged
with the reader/writer 200, and a cache reflector 304 for
10 reflecting an updated state of cache data in the data
storage unit 101 of the‘iC module 100 to corresponding data
inrthe data storage unit 301.
The respective network communication controllers 302
and 201 of the wvirtual memory module 300 and the
15 reader/writer 200 form a network connection based on
predetermined communication protocols, for examplé, TCP/IP.
The virtual memory module 300 is used to virtually
expand a memory area for holding data {(value information
such as electronic money or electronic ticket) in the IC .
.20 module 100, which is limited in terms of hardware. The
virtual memory module 300 itselflis not carried for use by a
user, sO that it does not have hardware restrictions such as
a card shape. Thus, the data storage unit 301 of the
virtual memory module 300 is implemented using a large-

25 capacity storage device such as a hard.disk, and it operates




card communi cation controller 102 for conmmunicating with PR’E’{%E/%O
reader/witer 200, and a card encryption controller 103 f ¢ Q'gh 2007
76 controlling encryption of data exchanged with the reader/witer 200.
The | C nmodule 100 is inplenmented, for exanple, in the formof a card, or
is inplemented in the formof a chip and 5 is included in a snmall device
such as a cellular phone or a PDA. The data storage unit 101 is a

sem conductor nenory, and the storage capacity thereof has an upper limt.
In this enbodinent, the data st or ages unit 101 is used as a cache for
tenporarily storing data (value information or the 10 like) that is
frequently accessed. The reader/witer 200 includes a reader/witer

comuni cation controller 201 for comunicating with the IC nodule 100, a

r eader Afr iat &l rénerdy BrEier e Gmacs lodr the dadia sdemads! UG dfdr whti on of data
exchanged with the 1 C nodul e, 15 a network comuni cation controller 203 for
carryi ngSodC aaditlecdiffuni ddisondhg daxiFermndienciye IFaiacd tYCPrA Phget wor K,
and a _cache witer 204 for witing data tqQ be cached to the data storage

unit 16F MRAHE. L8 ARAESFO§ S Shvd 1rddde ririMidied 206118 Vidpivérent ed, for

exanpl e, by a server chine that is 20 provided aon a_ broadband network and
That |1 SEZE RS AMecd AT HoE G TPIR Fes foCRTET

comuni.catl;on 9atr ald gr9, 402204 203,90 ki LGy e 100 and the

| ' The data storage unit 101 of the IC module 100 stores
an ID for identifying a data space of the module, and a link
to data in the data storagé'unit of the virtual.memory
module 300 is formed based on the ID, Furthermecre, in the

10 data storage unit 101, a specific file structure is formed,

énd an upper limit value thereof is set. The upper limit
valqe of the data storage unit 101 is linked to a file
structure in the data storage unit 301 in the virtual memory
module 300.

15 .When communicating with the IC module 100, if an entity
of data Stoied in the data storage unit 101 of the IC module
100 is not present in the IC module 100, the reader/writer
200 accesseé the wvirtual memory module 300 via the network
'to-bbtain the entity of data from the data storage unit 301

‘20 of the virtual memory module 300.

| One virtual memory module may be provided for each IC

module. Alfernatively, a single virtual memory module may
'provide virtual memory spaces simultaneously for a plurality
of IC modules. OCbviously, a singleVIC_module may have -

25 wvirtual memory spaces in a plurality of virtual memory




connection, for exanple, in a contactless nanner based onzgﬁétyg(?ginciples
of electromagnetic induction. The card 21 March 2007 77 FY % n
controller 103 comunicates with the reader/witer 200 by changing its

| oad bet ween antennas (not shown) based on a response signal to a query
signal fromthe reader/witer 200 to anplitude-nodul ate a signal that 5
appears in a receiver circuit of the reader/witer 200. Cbviously,
connecti on between the 1 C nodule 100 and the reader/witer 200 is not
limted to a contactl ess connectiaon,74 and a connection may be fornmed by
inserting the 1C nodule 100 in a card slot of the reader/witer 200. 10 The
virtual nenory nodule 300 includes a data storage wunit 301 for providing a
vi rtual neqory space for the IC nodule, a network conmuni cation controller
302 fofet ggﬁunlcatlng with the reader/witer 200, a card encryptlon

_ | 03 f | | f d h th
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of cache ggga B Egeud% storggﬁ unltrl 1 of tg% . C ngdulﬁ éog
correspon |ng ﬁ 8%dat § Sfagé dnirt 9382 akd BFCAEKE Pectlng
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The respective network comuni cation con Iers 01 of the
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connecti on based
writer 204 of the reader/writer 200 checks a memory space in

the IC module 100, and obtains an ID thereof if a capacity
that allows caching the data selected by the user remaiﬁs.
The cache writer 204 obtains data corresponding to the ID

10 ° from the virtual memory module among data to be cached, and
stores the data in the data storage unit 101 of the IC
module 100.

This allows the user to select specific wvalue
information that is frequently used, such as electronic

15 meoney or electronic ticket, and to hold the value
informaticon on the IC module 100. 1In this case, by user-
driven caching of frequently used data, the data can be used
without connecting to the virtual mémory module 300, so that
guick transactions are achieved.

20 When using cached data, the user_places the IC module
100 over fhe reader/writer 200 to establishra contactless
connection. Then, the reader/writer 200 checks whether data
is present in the IC module 100. If the presence of data in
the data storage unit 101 of the IC module 100 is confirmed,

25 the reader/writer 200 executes transactiohs to update the




pr edet er mi ned conmuni cati on protocols, for exanple, TCP/|§1L£5dI 7virtua
menory nodule 300 is used to virtually 21 March 2007 - 7 E&pan a nenory
area for holding data (value information such as el ectronic noney or
~electronic ticket) in the IC nodule 100, which is limted in terns of
hardware. The virtual nmenory nodule 300 itself is not carried for use by a
5 user, so that it does not have hardware restrictions such as a card
shape. Thus, the data storage unit 301 of the virtual nmenory nodule 300 is
i npl'emented using a |arge- capacity -sf orage device such as a hard disk, and
it operates as a virtual nenory space of the data storage unit 101 of 10
the 1 C nodul e 100. Thus, the nmaxi mum nenory capacity of the |1C nodule 100
becomes essentially unlimted. The virtual nenory nodule 300 is

i mpl enBatadinf 6peelainpl etobpgs ¥8iFetOlmachi ne provi ded on a broadband
network. The data storage unit 101 of the I C npdule 100 stores_ 15 an ID
for identifyRrhERerHAFS, spReR ofPthEmHBEUFRAt able 2 t#Kkint BNYatQ in the data
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the virtual memory module 300, thereby maintaining

consistency of cache data.

B-4. Embodiment 2-4:

10 - - Fig. 15 schematically shows another modification of the
data management system shown in Fig. 14. In the embodiment
shown in Fig. 14, a cache selecting user interface is
implemented on the reader/writer 200. 1In contrast, in the
embodiment shown in Fig. 15, a cache selecting user

15 interface is implemented on the virtual memory module 300.

As shown in Fig. 15, the data management system
includes aﬁ IC module 100 that is carried by a user and that
‘securely holds particular data (vaiue information or the
like), a reader/writer 200 for accessing a memory space in

20  the IC quule i00 to read or write data, and a virtual

- memory module 300 that is connected to the reader/writer 200

via a network.
The IC module 100 .includes a data storage unit 101, a
qard communication controller 102 for communicating with the

25 reader/writer 200, and a card encryption controller 103 for




of data stored in the data storage unit 101 of the IC nndgggyﬂ5§ﬂ%80 IS not
present in the I C nodule 100, the reader/witer 21 March - 200
accesses the virtual nenory nodule 300 via the network to obtain the
entity of data fromthe data storage unit 301 of the virtual nmenory nodul e
300. One virtual nmenory nodul e may be provided for each IC 5 nodul e.
Alternatively, a single virtual nmenory nodule may provide virtual nenory
spaces simultaneously for a plurality of-1C nodules. Cbviously, a single

| C nodul e may have virtual nmenory_spaces in a plurality of virtual mnmenory
- modul es. 10 Furthernore, when the data storage unit 101 in the IC nodule
100 is used as a cache, first, a user is pronpted to select data to be

cached via the .cache selecting user interface 205 on the virtual menory
modul e CSHG-TOHHERT FRETYRAARE Wi et exrdrnaes vdddertNiriter 200 checks a

menory 15 space.in t | C nodul e 100, and obtains an IDif a capacity that
aIIomsr'Egﬁﬁzérﬁﬁgrdggi‘selected by the user remmins. Then, the cache

iter 204 gptains dat ading to the 1D f he virtual
modul e amond Bald POCBE°cAERad:  LBRACREBFBY: | £B7dBLAPAot Al st or agk
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. el e§t rﬁ@i (ingl%iﬁ%ﬁ’ i%ng @%ﬂﬁ_ td@%i\é%l lé%éhnfa%r @tdeq_rlular phone or a
PDA. The data storage unit 101 is a semiconductor memory,
and the storage capacity thereof has an upper limit. In
this embodiment, the data storage unit 101 is used as a
cache for temporarily storing data {(value information or the
10 1like) that is frequently accessed.

The reader/writeﬁ 200 includes a reader/writer
communication controller 201 for communicating with the IC
module 100, a reader/writer encryption controller 202 for
controlling encryption of data exchanged with the IC module,

15 a network communication controller 203 for carrying out data
communications via a network such as a TCP/IP network, and a
cache writer 204 for writing data to bé cached to the data
storage unit 101 in the IC module 100. The reader/writer
200 is implemented, for example, by a server machine that is

20 provided on a broadband network and that is capable of
.accessing the Ib module 100.

The respective cdmmunication controllers 102 and 201 of
the IC module 100 and the reader/writer 200 form a
'conneétion, for example, in a contactless manner based on

25 the principles oflelectromagnetic induction. The card




on the 1C nodule 100. In this case, by user-driven cachin91§§“ﬁ£(#ﬁequently
used data, the data can be used wi thout 21 March 2007 80 % I'ng to
the virtual nmenory nodul e 300, so that quick transactions are achieved.
When using cached data, the user places the I C nodule 100 over the
reader/witer 200 to establish a contactless 5 connection. Then, the
reader/witer 200 checks whether data is present in the I C nodule 100.
Upon confirm ng the presence of the data in the data storage unit 101, the
reader/writer 200 executes transaQLLpps_to update the data in the data
storage unit 101. 10 Furthernore, upon confirmng that the data in the IC
nodul e 100 has been updated, the reader/witer 200 starts accessing the
virtual nenory nodul e 300, and reflects an updated state in the |IC nodul e
100 t ocasryespondiavg tdatid sirn 1 08heommundgla reenorytndd@ e 300, t her eby

mai nt ai ni ng 15 consi stency of cache data.. C. Third Enbodi ment According to
this efSederdniited 04 vDohangimoed bsn lpad daime o @mdening st idoter ni nal s
so that data stored in a 20 server .in association with the I D can be
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5 appears in a receiver circuit of the reader/writer 200.
Obviously, connectibn between the IC module 100 and the
reader/writer 200 1s not limited to a contactless connection,
and a connection may be formed by inserting the IC module
100 in a card slot of the reader/writer 200.
10 The virtual memory module 300 includes a data storage
unit 301 for pro%iding a virtual memory space for the IC
" module, a network communication controller 302 for
communicating with the reader/ﬁriter 200, a card encryption
controller 303 for controlling encryption of data exchanged
15 with the reader/writer 200, a cache reflector 304 for
feflecting an updated state of caché data in the datar
storage unit 101 of the IC module 100 fo corresponding data
in the data storage unit 301, and a cache selecting user
interface 305 for allowing a user to specify data to be
_ 20. cached.
| The respective network communication controllers 302
and 201 of the virtual memory module 300 and the
reader/writer 200 fd:m a netﬁork connection based on
predetermined communication profocdls, for example, TCP/IP.

25 E The wvirtual memory module 300 is used to virtuaily




25 for operating as an I C nodule (hereinafter referred to fﬁ@? 2é¥yhrch
2007 81 "card node") and a node for operating as a read%

(hereinafter referred to as a "reader/witer node"). Fig. 16 schematically
shows the configuration of a data nmanagenent system according to a third
enbodi mrent of the 5 present invention. As shown in the figure, the data
managenent systemincludes a termnal 100, a reader/witer 200, and a data
managenent server 300. It is assuned that the term nal 100 operates in the
card node. The terminal 100 includes;@ wreless comunication 10 controller
101 that is capable of functioning both as an IC nodule and as a
reader/writer, an I D storage unit 102 for storing an ID for associating
data used on the termnal 100, _an encryption controller for controlling
encrypES@2ask & TEBRFINPESE SRS, hRAd1Rds (Vekveniledoiraetde® rol | er 104
15 for cogtrollln comyuni cations wi_ith the virtual nmenory. nmopdule 300 via a
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card
a card shape. Thus, the data storage unit 301 of the

virtual memory module 300 is implemented using a large-
capacity storage device such as a hard disk, and it operates
as a virtual memory space of the data storage unit 101 of
10 the IC module 100. Thus, the maximum memory capacity of the
IC module 100 becomes essentially unlimited. The virtual
memory module 300 is implemented, for example, by a server
" machine provided on a broadband network.
The data storage unit 101 of the IC module 100 stores
15 an ID for identifying a data space of the module, and a link
to data in the data storage unit of the virtual memory
- module 300 is formed based on the ID.  Furthermore, in the
data storage unit 101, a specific file structure is formed,
and an ﬁpper limit value thereof is set. The upper limit
20 value of the data storage unit 101 is linked to a file
structure in the data storage unit 301 in the virtual memory
module 300.
When communicating with the IC module 100, if an entity
of data stored in the data storage unit 101 of the IC module

25 100 is not present in the IC module 100, the reader/writer




25 reader/witer 200 connect to each other, for exanple, bphﬂ¥§iﬂx%1 Mar ch
2007 82 contactless manner based on the principles of &lectronagnetic

i nduction. The wirel ess comunication controller 101 of the term nal 100
conmuni cates with the reader/witer 200 by changing its | oad between
antennas (not 5 shown) based on a response signal to a query signal from
the reader/witer 200 to anplitude-nodul ate a signal that appears in a
receiver circuit of the reader/witer 200. The data nmanagenent server 300
includes a server communication conygoller 301 for controlling

comuni cations 10 wth the termnal 100 via a network, an encryption
controller 302 for controlling encrypted data comrunications wth the
term nal 100 operating in the card node, and a data storage unit 303 for
provi didff #GA99588 TRt Wisde ey mrdule miftulela IsheTeetresgect i ve
server comunication controllers 301 and 104 of the data n&na%gﬁ?nt server
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provide virtual memory spaces simultaneously for a plurality
of IC modules. Obviously, a single IC module may have
virtual memory spaces in a plurality of virtual memory
modules.

10 Furthermore, when the data storage unit 101 in the IC
module 100 is used as a cache, first, a user is prompted to
select data to be cached via the cache selecting user
interface 205 on the virtual memory module 300. Then, the
cache writer 204 of the reader/writer 200 checks a memory

15 space in the IC module 100, and obtains an ID if a capacity
that allows caching the data selected by the user remains.

Then, the cache writer 204 obtains data corresponding to the

ID from the virtual memory module among data to be cached,

and stores the data in the data storage unit 101 of the IC
20 module 100.

This allows the user to select specific value
information that is frequently used, sucﬁ as electronic
money or electronic ticket, and helds the value infbrmation
on the IC module 100. 1In this case, by user-driven caching

25 of frequently used data, the data can be used without




so that it does not have hardware restrictions such as a ape.
Thus, the data storage unit 301 of the data 21 March 2007g?§%§&ﬁ%ﬁggenent
server 300 is inplenented using a | arge-capacity storage device such as a
hard di sk, and it operates as a virtual nenory space of the term nal 100.
Thus, the maxi mum nenory capacity of the term nal 100 becones essentially
5 unlimted. Each data item (value information such as electronic noney or
el ectronic ticket) used on the termnal 100 operating as an IC nodule is
associated with a unique ID.  That_i the IDis linked with an entity of
data stored in 10 the data storage unit 303 of the data nanagenent server
300. Fig. 17 schematically shows the configuration of a data managenent
systemin a case where the term nal 100 operates in the reader/witer
‘mode.  Avngle@idnian tohd b girdnalhaegery meshdgendil, spsttémt mtligdes a
termnal 100, an IC card nodule 15 400, and a server reader/witer 500.
The t etfeRgRCcio@NShEredéshd afietel ess conmunication controller 101 that is
capabl e of functioning both as an IC nodule and as a reader/witer, an ID
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| is present in the IC module 100. Upon confirming the

presence of the data in the data storage unit 101, the
reader/writer 200 executes transactions to update the data
in the data storage unit 101.

‘10 Fufthermore, upon confirming that the data in the IC
module 100 has been updafed, the reader/writer 200 starts
accessing the virtual memory module 300, and reflects an
updated state in the IC module 100 to corresponding data in

the virtual memory module 300, thereby maintaining

15 consistency of cache data.

C. Third Embodiment

According to this embodiment, only an ID is stored in a

secure manner in two terminals so that data stored in a

20 server in association with the ID can be exchanged gquickly
and securely simply by placing the terminals.in proximity to

each other.

As an embodiment of the present invention, a terminal
includes a wireless communication controller having a mode

25 for operating as an IC module (hereinafter referred to as a




controller 101 operates in the reader/witer node. 25 The21gig rﬂxﬁndule
400 includes a wireless 21 March 2007 84 conmmunication controlTer 401 for
comunicating with the termnal 100 operating as a reader/witer, a card
encryption controller 402 for controlling encryption of data exchanged
with the termnal 100, and a data storage unit 403. Each 5 data item (val ue
i nformati on such as electronic noney or electronic ticket) used on the IC
card nodule 400 is associated with a unique ID. The term nal 100 operating
in the reader/witer node and the_lg card nodule 400 connect to each
other, for 10 exanple, in a contactless manner based on the principles of

el ectromagnetic i nduction. The wirel ess comuni cation controller 401 of
the 1 C card nodul e 400 communicates with the termnal 100 by changing its

| oad betSeh BRftSEndRd fofohdi) NS 1818 29 espgrrstewivgiidier o a query

signal fromthe 15 tegglnal 100 to anplitude-nodul ate a signal that appears
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‘betyeen, tun 1€ My S HOOA NG HEOIB 134 A8 gure, the data
management system includes a terminal 100, a reader/writer
200, and a data management server 300. It is assumed that
the terminal 100 operates in the card mode.
The terminal 100 includes a wireless communication
10 controller 101 that is capable of functioning both as an IC
module and as a reader/writer, an ID storage unit 102 for
storing an ID for associating data used on the terminal 100,
an encryption controller for controlling encrypted data
communications, and a sefver communication controller 104
15 for controlling communications with the virtual memory
module 300 via a network. It is assumed that the wireiess
communication unit 101 operates in the card mode.
The.reader/writer 200 includes a wireless communication
controller 201 fof.carrying out wireless communications with
20 the terminal 100'operating in the card mode, and a
reader/writer encryptibn controller 202 for controlling
encrypted data communications with the terminal 100
opérating in the card mode.
The terminal 100 operating in the card mode and the

25 reader/writer 200 connect to each other, for exampie, in a




. The data man

capabl e of operating in the card node and the reader/wwitgfaggcgggﬁ5 I n
this enbodi ment, data held by a user of a first 21 March d term na
100A is held by a user of a second term nal 100B, allow ng exchange of
data. Fig. 18 schematically shows the configuration of a data managenent
systemincluding the termnal 100A that operates 5 in the reader/witer
node and the term nal 100B that operates in the card node. The term na
100A operating in the reader/witer node is capable of transferring to the
data managenent server 300 data tragsferred fromthe termnal 100B
operating in the 10 card node by encrypted conmunications. Wen the
termnal 100B is placed in sufficient proximty to the term nal 100A, the
wi rel ess communi cation controllers 101 of the respective termnals are
act i vatEP L2 SEH MFPRSK RA et Voritéc AR BPadeEs 6 el ect romagnetic 15
i nductiqQn. Then, the tern nal, 100A reads an ID for associating desired
data f IR TGRS OB sdids "HRe 9% COTFHS A Shnagement
server 30Q vi.a th erver_. cqnmuni cati controller 104.. Alsq, the termna
T00A sSHAT I 5 Sec B grey 30 GRHETS A e kb rdifed to t he
dat a t_.server, 300 ia t.he server c nication caontrol|er 104.
s AT 20008 S0 Fod PPaRERar oot “HEAEAT O The
t ergl. n@hojv&qAﬂa%etcp%nt = 'Pe%onjs%o%’ig%%q ft'on%S guery signal from the
reader/writer 200 to amplitude-modulate a signal that
appears in a receiver circuit of the reader/writer 200.
The data management server 300 includes a server
communication controller 301 for controlling communications
10  with the terminal 100 via a network, an encryption
controller 302 for controlling encrypted data communications
with the terminal 100 coperating in the card mode, and a data
storage unit 303 for providing a virtual memory space for
the IC module.
15 The respective server communication controllers 301 and
104 of the data management server 300 and the terminal 100
establish a network connection based on predetermined
communication protocols,”for example, TCP/IP.
- The data management server 300 is a server machine that
‘20 is provided on a network in order to virtually expand a
memory area for holding data in the terminal 100 functioning
as an IC module, which is limited in terms of hardware. The
‘data management server 300 is not carried for use by a user,

so that it does not have hardware restrictions such as a

25 gard shape. Thus, the data storage unit 301 of the data




a source and a destination of data transfer based on the 5 t he
respective termnals. 9 21 March 2007 -'86 Then, the datgpﬁgﬁébgﬁtnt
server 300 carries out data transfer in a database inplenented on the data
storage unit 303, with data held by a user of the term nal 100A as data
hel d by a user of the termnal 100B. 5 The data managenent server 300
notifies the termnal 100A at the source of data transfer of conpletion of
data transfer. Also, the data managenent server 300 notifies the termna
100B operating in the card node of_cpympletion of 10 data transfer via the
term nal 100A operating in the reader/witer node. In the data transfer
sequence descri bed above, the sane processing is also executed when data
is transferred from the termnal 100B to the termnal 100A. In that case,
15 howSArIFEE G SRR DA SopEPACES TS e i ¢ neddeavdPare t¥ er mi nal
100B operates in the reader/witer node. Fig., 19 shows a sequence of
SRS CRHSFer TNy @5Uft BeFofice A alPPROGA SSpéad ng i n t he

operati
reader/writer, nmode to the t inal, 100B ard.node in the
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net wor K.
5 unlimited.

Each data item (value information such as electronic
money or electronic ticket) used on the terminal 100
operating as an IC module is associated with a unigue ID.
That 1is, the ID is linked with an entity of data stored in
10 the data storage unit 303 of the data management server 300.
Fig. 17 schematically shows the configuration of a data
management system in a case where the terminal 100 operates
in the reader/writer mode. As shown in the figure, the data
management system includes a terminal 100, an IC card module
15 400, and a server reader/writer 500.
The terminal 100 includes a wireless communication
controller 101 that is capable of functioning both as an IC

module and as a reader/writer, an ID storage unit 102 for

storing an ID for associating data used on the terminal 100,
20 an encryption controller 103 for controlling encrypted data
communications, and a server commuhication controller 104
for controlling communications with the server 300 via a
‘network. It is assumed that the wireless communication
contrblle: 101 operates in the‘reader/writer mode.

25 - The IC card module 400 includes a wireless




In response to the polling, the term nal 100A generates 0 in the
encryption controller 103, and returns the 25 response tgl§ﬁéah§i§
managenent server 300. Procedures of 21 March 2007 87 nutua

aut henti cation and response are executed at |east once to establish nutual
aut hentication and to share an encryption key, whereby secure data

communi cations using encryption are allowed. 5 The data managenent server
300 recogni zes that data is to be transferred fromthe term nal 100A, and
issues to the termnal 100A a read ggquest (Read) for data to be
transferred, thereby obtaining data to be transferred. Then, the data
managenent server 300 issues a read request 10 (ReadlD) for IDl for
associating the data to be transferred, thereby obtaining |D1.

Fur t he YB3 1P £Pdtdefent Odeipdr COITWECSGAPZe¥ 1 that & he data to be
transferred is tqg be transferred to the termnal 100B,, and polls via the
termn erfBG‘A‘iSJt Hg)o[ SRRTAAI 1915851608 MIAG S Ph&CEr ESIE T 2RRen t he

t inal 100B.is pf ' fficient imty to the t i_nal 100A, th
I e et et N S
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termn
electronic ticket) used on the IC card module 400 is

associated with a unique ID. .
The terminal 100 operating in the reader/writer mode
and the IC card module 400 connect to each other, for
10 example, in a contactless manner based on the principles of
electromagnetic induction. The wireless communication
controller 401 of the IC card module 400 communicates with
the terminal 100 by changing its load between antennas (not
shown) based on a response signal to a query signal from the
15 terminal 100 to amplitude-modulate a signal that appears in
a receiver circuit of the terminal 100.

The server reader/writer 500 includes an encryption

controller 501 for carrying out encrypted communications
with the reader/writer, and a server communication

20 controller 502 for carrying out data communications via a

network such as a TCP/IP network.

| Now, a procedure of operation for allowing data
exchange between two terminals 100A and 100B that are
capabie of operating in the card.mode and the reader/writer

25 mode. In this embodiment, data held by a user of a first




Then, the term nal 100B and the data management server 399h@%&ﬁﬂb9.
procedures of nutual authentication and response 25 at |€éast once via the
term nal 100A to establish nutual 21 March 2007 88 authentication and to
share an encryption key, whereby secure data comruni cations using
encryption are allowed. Then, the data nmanagenent server 300 recognizes
that data is to be transferred to the term nal 100B, and issues 5 to the
termi nal 100B a read request (ReadlD) for I1D2 for associating data to be
transferred, thereby obtaining I D2 gkhen, the data managenent server 300
carries out data transfer in a database inplenented on the data storage
unit 303, with data held by a user of the term nal 100A as data 10 held
by a user of the termnal _100B. That is, data associated with ID is

transf &Fr8dnas diPa &f Re2d PyhénuseRecdafasheifBfehErizadvéP0B00 notifi es
t he terq%nah 100Ahat ghe source of data transfer of conpletion of data
transf ér- T8CA §5°FRE d&8fa9RERagenent server 300 notifies the ternina
Lorm nal 10BASopL? aTT RGN hFRLLY T RA0ET | WET L PR FLdet SFUPR hSF nbr 208 he dat a
e S L R AL LS o
MANAGe RNt nSCLYEL 300 TRE CRLLECL GNRMEC WGP JR R0b8 that
operates in the card mode.
The terminal 100A operating in the reader/writer mode
is capable of transferring to the data management server 300
data transferred from the terminal 100B operating in the
10 card mode by encrypted communications.
When the terminal 100B is placed in sufficient
proximity to the terminal 100A, the wireless commﬁnication
controllers 101 of the respective terminals are activated,
allowing a wireless connection based on electromagnetic
15 induction. Then, the terminal 100A reads an ID for
associating desired data from the terminal 100B, and sends
the ID to the data management setrver 300 via thé server
communication controller 104.
Also, the terminal 100A sends an ID for associlating its
. 20 own data to be exchanged to the data management server 300
via the server communication controller 104.
The data management server 300 recognizes transfer of
data from the terminal 100A to the terminal 100B, and.finds

a source and a destination of data transfer based on the IDs

25 of the respective terminals.




transferred between two termnals using a settlenent syst ted to
t he data managenent server 300. 25 Fig. 20 illustrates a gg@?ﬁﬁ?ﬁgﬁ
collecting charge for - ------------ 21 March 2007 89 data transfer when
data is transferred fromthe terninal 100A to the terminal 100B. Wiile the
term nal 100A is operating in the card node, an external application
server 600 wites and reads data 5 associated with I D1, such as val ue
information, to and from the term nal 100A. Furthernore, the application
server 600 nanages data associated mith IDlL on a database. Furthernore,
the application server 600 is allowed to access the term nal 100B
operating in the card node via the 10 term nal 100A operating in the
reader/witer node. Furthernore, when data associated with IDlL of the
terminal 108Rheps thandpépr vanagenpatt eenivaal 3000Barrhes appl dekdi on server
600 reads I D2 for associating the data to be transferred, fromthe

t er mi ndAITAGEB LA théatahfistalinpdenens eshomaitingy dad-a; 19 Oregge WA t er .

Then, ;ﬂﬁ%agplicgfion erver 600 noves data associated with ID1 on the

dat aba s adre 52td e dapseitc & dhes & ngdo L0892 Gincetéd to a

set il SRl 3yl SO0 e ool et aarge for data transfer. The 20,
_the5data tr@ﬂ%fggtge%gkggeﬁgngngeg%egogBOOgotifies the terminal

100A at the source of data transfer of completion of data

transfer.

Also, the data management server 300 notifies the
terminal 100B operating in the card mode of completion of

10 data transfer via the terminal 100A operating in the
reader/writer mode.

In the data transfer sequence described above, the same
processing is also executed when data is transferred from
the terminal 100B to the terminal 100A. In that case,

15 Thowever, the terminal 100A operates in the card mode and . the
terminal 100B operates in the reader/writer mode.

Fig. 19 shows a sequence of operation for transferring
data from the terminal 100A operating in the reader/writer
mode to the terminal 100B operating in the card mode in the

20  data management system acdbrding to this emquiment.

The data management server 300 polls the terminal 100A
-operaﬁing as the reader/writer via a network.
| In response to the polliing, the terminal 100A generates
a response in the encryption controller 103, and returns the

- 25 response to the data management server 300. Procedures of




the termnal 100A and the term nal 100B at the source and21§25%ﬁ9 i on of
data transfer when data associated with ID1 is transferr&d as data of |D2.
25 Furthernore, it is also possible to settle transactions 21 March 2007 -
90 in ternms of electronic noney stored in the termnals when data is
transferred. Fig. 21 schematically shows a system for settling
transactions using el ectronic noney when data is transferred fromthe
termnal 100A to the termnal 100B. 5 In the exanple shown in the figure,

i't is assumed that data held by a uyger_of the terminal 100A is assigned at
a price to a user of the termnal 100B. An el ectronic noney server 800
unitarily manages electronic noney data owned by the term nals 100A and
100B. 10 When data agssociated with ID1 of the termnal 100A is transferred
to t he™érmilngntiees 1 oatd oappinde ZESERNSEr v&e 6BGCULteddat| beasér associ ati ng
the data to be transferred, from the term.nal 100B via the term nal 100A
oper at PG Cada eStELddSAWIHEAL FHERENERE 43N éRC bR SBAVEr @B00 data 15
associ ated w.t.h | ransferred as data of on.the database, whereby

1 i | D2 .
data t FRTSRESOD ?ﬁ#%?@ & SO¥n 8f CUE fe &P IMURA6R SN aHSEB It 0 enter the

card gﬁ%ggﬁqu%h%’teranal 100A is caused to enter the reader/witer

node, ectronic ﬁb%gyegata stored in the 20 termnal 100B is

tragsm ttedrh b0eaChonhbonkfic "DOFYeFCYE" roB08nYLEs Bt SiLLLA s 100A and

t he application serv
to be_transferred from the terminal 1002, and issues to the

terminal 100A a read request (Read) for data to be
transferred, thereby obtaining data to be transferred. Then,
the data management server 300 issues a read request
10 ‘(ReadID) for ID1 for associating the data to be traﬁsferred,
thereby obtaining ID1.
| Furthermore, the data management server 300 recognizes
that the data to be transferred is to be transferred to the
terminal 100B, and polls via the terminal 100A the terminal
15 100B operating in the card mode.

When the terminal 100B is plaéed in sufficient
proximity to the terminal 100A, the wireless communication
.cpntrollers 101 of the respective terminals are activated,
allowing a connection based on electromégnetic induction.

20 Then, the terminal 1OOA‘generates a response in the
encryption controller 103, and returns the response to the
data management server 300 via the terminal 100A.

Then, the terminal 100B and the data mahagement server
300 execute procedures of mutual authentication and response

25 . at least once via the terminal 100A to establish mutual




Then, the electronic noney server 800 subtracts a sumbill f e data
transfer fromthe electronic noney data stored in the te?ﬁﬂﬁgﬂ?%%gg. 25
Furthernore, the electronic noney server 800 adds to 21 March 2007 91 the
el ectronic noney data stored in the term nal 100A that has provided data,
thereby settling the transaction in terns of electronic noney. The
functions of the electronic noney server 800 may be 5 inplenented on the
-data managenent server 300 described above. Furthernore, when it is
al l oned to exchange el ectronic noneyg securely between the term nals 100A
and 100B, direct transactions between termnals without an internediary 10
server descri bed above is possible. Wien electronic noney is managed by a
server, transactions of electronic noney data can be executed in the
ser ver A IRELICHtAG™ BRséPyEhagr &R PPCAYREEPEt E8Yw WReT8P¥Ect roni ¢ noney.
.15 Suppl ement _ Al though the present .invention has been described in detai
in t he SEGMExCadR SPBEUPLCAEHOES WSACS, SHEVYBGIPY, 2TRoailtP¥&Hi ons of and

alternatives, to t enbodi nents can, be 20 co i ved by, those skilled in the
o thout ThERar ERn o P er e RnaoGaNT Foaret nadty tesre L b anERen,  That 1's.

the pr%%%%tis to be transferred to the terminal 100B, and issues
5 to the terminal 100B a read request (ReadID) for ID2 for
associating data to be transferred, thereby obtaining ID2.

Then, the data management server 300 carries out data
transfer in a database implemented on the data storage unit
303, with data held by a user of the terminal 100A as data

10 held by a user of the terminal 100B. That is, data
associated with ID1 is transferred as data of ID2.

Then, the data management server 300 notifies the
terminal 100A at the source of data transfer of completion
of data transfer.

15 Also, the data management server 300 notifies the
terminal 100B operating in the card mode of completion of
data transfer via the terminal iOOA operating in the
reader/writer mode.

Furthermore, the data management server 300 may collect

20 chérge'for secure transfer service between terminals by
introducing a settlement system. That is, the data
management server 300 may collect charge when data is
transferred between two terminals using a settlement systém
cénnected_to the data managemént sérver 300.

25 Fig. 20 illustrates a system for Collecting charge for .




i nvention has been di sclosed by way of exanples, and the Féf gﬁi(knventlon
shoul d not be construed as limted to the exanples. The 6 q

present invention should be 25 determ ned in consideration of the C ains.

21 March 2007 92 Industrial Applicability According to the present
invention, a menory area of a 5 data storage unit that is limted in terns
of hardware is virtually expanded to provide an essentially unlimted
maxi mum nenory capacity of a data storage unit of an IC nodul e.
Furthernmore, according to the presenfg invention, by 10 allow ng upgrading
of programs for executing virtual transactions, fixed progranms for IC
nodul es can be virtually extended. Furthernore, according to the present
invention, a favorable data nanagenent system reader/witer_ apparatus,
15 and9@tet GARNFERDr gy FEEat Rt éﬁpéﬁﬁarﬁérrﬁrymama hexBéNated with an IC

nmodul e b anded uysi virtual nenory nodul e connected via a
netmor&bﬁﬁe%B Bg?d ﬁlePBEtﬂgpﬁnre according to the present invention, a

o A O LR s ot 1
e % L PR R et R NI
5 associated with ID1, such as value information, to and from

the terminal 100A. Furthermore, the application server 600
manages data associlated with ID1 on a database.
Furthermore, the application server 600 is allowed to
access the terminal 100B operating in the card mode via the
10 terminal 100A operating in the reader/writer mode.
Furthermore, when data associated with ID1 of the
terminal 100A is transferred to the terminal 100RB, the
application server 600 reads ID2 for associlating the data to
be transferred, from the terminal 100B wvia the terminal 100A
15 operating as the reader/writer. Then, the application
server 600 moves data associated with ID1 on the database as
data of IDZ.
The application server 600 is connected to a settlement
‘system 700 for collecting charge for data transfer. The
20 settlement system 700 monitors the database, and bills a
price for using the data transfer service to one or both of
the terminal 100A and the terminal 100B at the source and
destination of data transfer when data assoclated with ID1
is transferred as data of ID2. |

25 Furthermore, it is also possible to-settle transactions




Furthernore, according to the present invention, it is .gg9gga§%ghe to
--achi eve hi gh-speed transactions by providing a 21 March 2 - cache
~controller in a reader/witer or a virtual menory nodule and by caching
data for transactions in a data storage unit of an IC nodule. It is also
possible to exchange data to be cached, allowing a user to select data 5
to be cached. Furthernore, according to the present invention, a favorable
dat a nmanagenent nethod that allows secure exchange of value information
stored on a server between two termggals is provided. 10 Furthernore,
according to the present invention, a favorable data nanagenent system
that all ows secure exchange of a large volune of data in a short tine

between two terminals is provided. Furthernore, according to the present
i nvent it8n FSEMP5 Ofa ForEbIreTd St BORBNagERERE ABt hBE EREPIARLSWENSRCure

exchange, w.thout carrying a_secure nepory having a |arge capacity is
provingFaZiSN%Féﬁsgﬁé egg4 ELAF VB f?g%mégﬁﬁaﬁﬁﬁaaﬁﬁﬁﬁtas?ﬁ?%ﬁmfor -

SxPiaeBd RoTETRhY 21-8Rsa222885208MnY LT bR EPREEy RS, (B, MR A0e e
| is transferred from the terminal 100A to the terminal 100B.
'5 In the example shown in the figure, it is assumed that data
held by a user of the terminal 1004 is assigned at a price
to a user of the terminal 100B.
An electronic money server 800 unitarily manages
electronic money data owned by the terminals 100A and 100B.
10 When data associated with ID1 of the terminal 100A is
transferred to the terminal 100B, the application server 600
reads IDZ for associating the data to be transferred, from
the-terminal 100B via the terminal 100A operating as a
reader/writer. Then, the application server 600 data
15 associated with ID1 is transferred as data of ID2 on the
' database, whereby data transfer is completed.

. Then, the terminal 100B is caused to enter the card
mode and the terminal 100A is caused to enter the
reader/writer mode, and electronic money data stored in the

20 terminal 100B is transmitted to the electronic money server
800 via ﬁhe terminal 100A and the application server 600.
Then, the electronic money server 800 subtracts a sum billed
for the data transfer from the electronic money déta stored
in.the terminal 100B.

25 - Furthermore, the electronic money server 800 adds to




a virtual nehDry nodul e conprising a data storage unit f?{ﬁﬁﬁ&HﬂRﬁ dat a
that is used on the IC nodule and a card encryption function €ontroller
for controlling encryption of comrunication data, the |IC nodul e storing an
ID linked to data on the virtual nenory nodule; and a reader/witer
conprising a reader/witer comrunication controller for accessing the
menory area of the I1C nodule, a reader/witer encryption function
controller for controlling encryption of comrunication data exchanged with
the 1C nodule, and a network commnycation controller for connecting to
the virtual nmenory nodule via a network; a version managenent nodul e
‘provi ded on the network and for preparing an upgradi ng program or
upgradi ng prograns for the reader/witer encrgptipn function controller of
the ré&B8ePARFLErepignBroeyYt Hataapdosrer ypt itbh Faneinah &éBARrBNPAEr of the
virtual nenory nodule and for transferring the programor  prograns to the
r eader Pifi PEPVAABFoF2ERe GREEBRY FBLSAY HodbPetraREREerAORNEDr EQHBE/ Wit er
'accesSe%DtEe virtyal nmenory nodule to obtain data that is to be used on
the | Coho8dFETTRA&R PABSHata is not present on the I1C nodule. 2. A data
managenent stemaccording to Qaiml, ti 21 March 2007 @5 furt her
compri o ng TS eFPRFTLFTR PRader/ShFTEFoRbaUNRoriRcied 9% He oo
5 implemented on the data management server 300 described
above.
"Furthermore, when it is allowed to exchange electronic
money securely between the terminals 100A and 100B, direct
transactions between terminals without an intermediary
10 server described above is possible.
When electronic money is managed by a server,
transactions of electronic money data can be executed in the
server by notifying the server of an ID asscciated with
electronic money.
15

Supplement

Although the present invention has been described in
detail in the context of specific embodiments, obviously,
modifications of and alternatives to the embodiments can be

20 conceived by those skilled in the art without departing from
the spirit of the present invention. That is, the present
invention has been disclosed by way of examples, and the
present invention should not be constrﬁed as limited to the
examples. The gist of the present invention should be

25 determined in consideration of the Claims.




network and having a reader/witer encryption processor faihﬁgagaﬁhling
encryption of communi cati on data exchanged with the I C nodul'e, erein the
reader/witer receives a response received fromthe IC nodule, and
transfers encrypted response data as it is to the server-side
reader/witer nodule via the network, and the response data is processed
in the server- side reader/witer nodule. 3. An | C nodul e accessing device
for accessing an IC nodule having a nenory area expanded by a virtual
menory nodule on a network, the IC gpdul e accessing device conprising a
reader/witer comunication controller for accessing the nenory area of
the 1C nodule storing an ID linked to data on the virtual nenory nodule, a
reader/witer encryption function controller for controlling encryption of
comuni cati on data exchanged with the I C nodule, and a network

communi cati on contraller, far, connecting to the virtual menory nodul e via
theluﬂvé#Wéh%ﬁﬁ%Q$:%Réi??%%%&kﬁﬂe accgssing devi ce accesses ¥he virtua
menory nodule to obtain data that is to be used on the |IC nodul e when the
data is not present on the IC nodule, and wherein a program of the

reader/writer S0GEURL AN (3L MG 2090068 0n, a memory area of a

5 data storage unit that is limited in terms of hardware is
virtually expanded to provide an essentially unlimited
- maximum memory capacity of a data storage unit of an IC
module.
Furthermore, according to the present invention, by
10 allowing upgrading of programs for executing virtual
transactions, fixed programs for IC modules can be virtually
extended.
Furthermore, according to the present invention, a
favorable data management system, reader/writer apparatus,
15 and virtual memory device that allow a memory area
associated with an IC module to be expanded using a viitual
mémory module connected via a netwofk are provided.
Furthermore, according to the present invention, a
favorable data management system, reader/writer apparatus,
20 and virtual memory device that improve the speed of data
access in a case where a memory area associated with an IC
.moduie is expanded using a virtual memory module connected
via a network are provided;
Furthermore, according to the preéent invention, it is

25 possible to achieve high-speed transactions by providing a




function controller is upgraded by a versi on nmanagenent ngggrlqhg vi ded on
the network. 4. A nethod of controlling access to an IC &C I'ng a
menory area expanded by a virtual nmenory nodule on a network, the nethod
conprising: a reader/witer conmunication controlling step of accessing
the menory area of the I C nodul e which stores an IDIlinked to data on the
virtual nenory device; a reader/witer encryption function controlling step
of controlling encryption of comunication data exchanged with the IC
modul e; a network communi cation cantg®lling step of connecting to the
virtual nmenory nodule via the network; and a version upgradi ng step of
upgradi ng a programof the reader/witer encryption function controller
via the network, erei,n the virtual nmenory nodule is accessed to obtain

data t K&ChEs PG BE i6h & FEACE T diTE P & e Tti@laTPEORSt present on
Lhe | CoIt o o ok enagoronl, systeml g expauding g ronory, aca
VLTS Ry OGS AT 3 02U U000yl ufersloring data
cont 1 ol.sh LG LNBLYPL 0Nl o ATRINLGILLAN Y dsth eI LhE Wartual menory
5 to be cached.
Furthermore, according toc the' present invention, a
favorable data management method that allows secure exchange
of value information storéd on a server between two
terminals is provided.
10 e Furthermore, according to the present invention, a
favorable data management system that allows secure exchange
of a large volume of data in a short time between two
terminals is provided.
Furthermore, according to the present invention, a
15 favorable data management method that allows secure exchange

without carrying a secure memory having a large capacity is

provided.




97 includes a cache reflector for rewiting correspondi ng gﬁéa 56Ufhe dat a
storage unit in response to the request for reflecting ca ?E%
reader/witer conprising: a reader/witer conmunication controller for
accessing the nenory area of the IC nodule, wherein the reader/witer is
configured to request the virtual nenory nodule to reflect cache in
response to rewiting of data cached on the IC nodule; a reader/witer
encryption controller for controlling encryption of comunication data
exchanged with the I1C nodule; a network comunication controller for
connecting to the virtual nenory noddle via a network; and a cache witer
for witing data that is used on therAfiisnodul e nore frequently than a
predeterm ned frequency to the |C nodule; a server side reader/witer
nodul e connected via the network, the server side reader/witer including

a reader/witer .encryption processor far controllin encryption_of
communi Gati off Gt VERARGRENG (T T FET | COL ot SR AHA a 2c AGIOW | B5E%f or
Wi ting a@alor itdhadd | gidsedonIct hpdid apdehe ndiesf rauepidant hapsden

predeterm ned frequency to the IC nodule; wherein at l'east one of the
reader/ wompgrisittgs virtual nenory nodul e, and the | C nodul e conprises a

cache SeleCténqvirtual memory module comprising a data storage
unit for storing data that is used on the IC module and a
card encryption function contrecller for controlling
encryption of communication data, the IC module storing an
ID linked to data on the virtual memory module; and

a reader/writer comprising a reader/writer
communication controller for accessing the memory area of
the IC module, a reader/writer encryption function
controller for contrelling encryption of communication
data exchanged with the IC module, and a network
communication controller for connecting to the virtual
memory module via a network;

a version management module provided on the network and for
preparing an upgrading program or upgrading programs for the
reader/writer encryption function controller of the
reader/writer and/or the card encryption function controller of
the wvirtual memory module and for transferring the program or
programs to the reader/writer and/or the virtual memory module;

wherein the reader/writer accesses the wvirtual memory
module to obtain data that is to be used on the IC module

when the data is not present on the IC module.

2. A data management -system according to Claim 1,




user interface forallow ng a-user--tospecify-data to be g?é@equﬁﬂd 21
March 2007 98 wherein the cache witer wites the data s FE€4“Vi'a the
cache selecting user interface fromthe virtual nmenory nodule to the IC
nodul e, and wherein the reader/witer receives a response received from
the IC nodule, and transfers encrypted response data as it is to the
server-side reader/witer nodule via the network, and the response data is
processed in the server- side reader/witer nodule. 6. A reader/witer
apparatus for accessing an | C nodul e having an expanded nenory area, the
reader/witer apparatus conprising:-&°reader/witer conmmunication

control I®irfl¢r ace@s8i Bdngt he nenory area of the I C nodule; a reader/witer
encryption controller for controlling encryption of comunication_ data
exchanged wi £h $REVELC-ShBdulReade e WoERT cHadmicacPBRecdse ofier ther
connecth{gkﬁg an tmgrk to a virtual menory nodul e for expanding the
menory area o the | hoddl e; and a cache witer for witing data that is

used on the LC raRdutewiREerf r&GuLRbL Yoh hatr G- dhet erdit ned fdrequeney to
the I C nodul e; a cache selecting user interface for allowng a user to
encryption of communication data exchanged with the IC
module,
wherein the reader/writer receives a response received
from the IC module, and transfers encrypted response data as
it is to the server-side reader/writer module via the

network, and the response data is processed in the server-

side reader/writer module.

3. An IC module accessing device for accessing an IC
module having a memory area ‘expanded by a virtual memory
module on a network,

the IC module accessing device comprising a
reader/writer communication controller for accessing the
memory area of the IC module storing an ID linked to data
on the virtual memory module, a reader/writer encryption
function controller for controlling encryption of
communication data exchanged with the IC module, and a

network communication controller for connecting to the

virtual memory module via the network,
wherein the IC module accessing device accesses the
virtual memory module to obtain data that is to be used on
the IC module when the data is not preéent on the IC module,
AN R - e R

wherein a program of the reader/writer encryption




specify data to be cached, wherein a request for reflectiggéﬁgép %s I ssued
to-the virtual-nmenory nodul e-inresponse to rewiting of a on
the I C nodul e by the cache witer, 21 March 2007 99 wherein the cache
witer wites data selected via the cache selecting user interface from
the virtual nmenory nodule to the IC nodule. 7. A virtual nmenory device for
expanding a nenory area associated with an IC nodule, the virtual nenory
device conprising: a data storage unit for storing data that is used on
the 1 C nodul e; a card encryption controller for controlling encryption of
communi cati on data; and a cache refleébor for updating content of

cor r espgngicd odat achRrbheedat asst @paeLdddi thy N 4 esReRSe Omanpdankeng of
data used on the |IC nodule; a cache selecting user interface for allowing a
user tomosigdei pyogatadt enb&heaskéuork.

4. A methced of controlling access to an IC module having a
memory area expanded by a virtual memory module on a
network, the method comprising:

a reader/wiiter communication contreolling step of
accessing the memory area of the IC module which stores an
ID linked to data on the virtual memory device;

a reader/writer encryption function controlling step
of contreolling encryption of communication data exchanged
with the IC module;

a network communication controlling step of connecting
to the virtual memory module via the network; and

a version upgrading step of upgrading a program of the
reader/writer encryption function controller via the
network,

| wherein the wvirtual memory module 1is accessed to
obtain data that is to be used on the IC module when the

data is not present on the IC module.

5. A data management system for expénding' a memory area
associated with an IC module, the data management system
comprising:

a virtual memory module comprising a data storage unit
for storing data that is used by a user of the IC module and
a card encryption-controller for contreldling encryption of

communication data, wherein the wvirtual memory module
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includes a cache reflector for rewriting corresponding data

in the data storage unit in response to the request for
reflecting cache;
a reader/writer comprising:

a reader/writer communication controller for accessing

~the memory area of the IC module, wherein the reader/writer

is configured to request the wvirtual memory module to
reflect cache in response to rewriting of data cached on the
IC module;

a reader/writer encryption controller for controlling
encryption of communication data exchanged with the 1IC
module;

a network communication controller for connecting to the
virtual memory module via a network; and

a cache writer for writing data that is used on the IC
module more frequently than a predetermined frequency to the
IC module;

a server side reader/writer module connected wvia the
network, the server side  reader/writer including a
reader/writer encryption pProcessor for controlling
encryption of communication data exchanged with the IC
module and a cache writer for writing data that is used on
the IC module more frequently than a predetermined frequency
to the IC module;

wherein at least one of the reader/writer, the virtual

memory module, and the IC module comprises a cache selecting

user interface for-allowing -a-user--to. specify--data to be -

cached, and
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wherein the cache writer writes the data selected via

the cache selecting user interface from the wvirtual memory
module to the IC module, and

wherein the reader/writer receives a response received
from the IC module, and transfers encrypted response data as
it is to the server-side reader/writer module via the
network, and the response data is processed in the server- .

side reader/writer module.

6. A reader/writer apparatus for accessing an IC module
having an expanded memory area, the reader/writer
apparatus comprising:

a reader/writer communication controller for accessing
the memory area of the IC module;

a reader/writer encryption controller for controlling
encryption of communication data exchanged with the IC
module;

a network communication controller for connecting via
a network to a wvirtual memory module for expanding the
memory area of the IC module; and

a cache writer for writing data that is used on the 1IC
module more frequently than a predetermined frequency to
the IC module;

a cache selecting user interface for allowing a user to
specify data to be cached,

wherein a request for reflecting cache is issued to the
- virtual-memory module—in  response -to—rewriting of cached -data

on the IC module by the cache writer,
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wherein the cache writer writes data selected wvia the

cache selecting user interface from the virtual memory module

to the IC module.

7. A virtual memory device for expanding a memory area
associated with an IC module, the virtual memory device
comprising:

a data storage unit for storing data that is used on
the IC module;

a card encryption controller for controlling

encryption of communication data; and

a cache reflector for updating content of
corresponding data in the data storage unit in response to
updating of data used on the IC module;

a cache selecting user interface for allowing a user to

specify data to be cached.




