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;e3e9~\9{ ' r6T\ -1 CONTENT PRESENTATI ON Background of the Invention The
present invention relates to a nethod and apparatus of presenting content,
and in particular to a digital rights nanagenent (DRM system for

aut horising the presentation of 5 content. Additionally, the present
invention relates to a nethod and appadatus for encrypting and decrypting
content. Description of the Prior Art The reference to any prior art in
this specification is not, GONFENTPRESENTATIOMN as, an |0

acknow edgenent or any form of suggestion that the prior art forns part of
t he common general knowl edge. Conventionally, content owners sell prem um
cont ent Backgrapad, of @sInvantiobVDs t hrough traditional outlets. However, due
to the success of nore powerful personal conputers, high speed Internet

connect Thagresand mtqnabm atlacenpr 8S8éthod taed hipphegiest préenthdy chbiteht, dingi fal 15
nmedi a content, for ?tance nusi c, video, etc are%xgroduced di stri but ed,

and congﬂﬂﬁﬁmﬁgha@é@ %W%PWHEWGY“%\%I BHAPIYNS HOBIEEEIITIIN of
audi 9- vigial content files via HITP, FTP, etc, has gained favour anong

I nternet users because of the inmedi ate access to desired content and no
requirenent of a trip to a store or reliance on physical nedia, for

i nst ancAddigionalls the p@Benbmvgni2en BDes Gonat wrthodvandr appamvshfoveerchyoting and
opportug%%tm {é ate addi ti onal sales and revenue by neans of

di stribu (% 4t audi o-vi sual cont ent through the Internet. But the

di gi taI aud| o VI sual content that is available for sale on the Internet is

still P d C‘ﬁﬁ ? content owners, artists, and publishers are concerned
about p 8? &R & FO8 iV i ght works from i I I egal use. Sone other on-line
mul tinme & nstance, 25 VOD

rV|c S beconeB%val abl e

Herd i B ] Yt

(Vi deo- At O AP ETRF FHd881S WECEpi §t‘i“§a?ﬁl ghauld net, b dpkqmafeén et c,
thr wghadmbﬁtdmgtmeﬁmr 8y forkBf SN leap‘t'ﬂedﬁﬂi& a %@Issg»arm: ih& eaGgioned
about protecting their contents, especially for those highly

securi t gensegpeviledgenes, from unaut hori sed users. -2 Unfortunately,
Internet piracy and illegal global distribution have been always a headache

to the i [ n r Ge, L h i sk
gain thg%ene ;%Hig%gfeﬁfjﬂ%e% el #nqpot en lc‘ingl mea ?Lﬁs cusﬁ%ﬂ@ltsst%r%"gﬁt ent
must betrqnhmmmdeﬁshﬂowgmuﬂuet h)ethprsaeheeﬁ bDﬁ}oréZipG\trérlﬁﬂLﬁdrMal esfiperdshigat i on

process. (gf ore owners of digjtal audio-visual content offer 5 thelr

val uabl PG ARIEHCt 1GonNections.ofd, SURRSIOF Gempreseiva iernaleges, the epi that dligigghner ce
System hiodh eHREALS ifltAbt ahudtiNifed/ | Bl HOMAE! diiBMdd) bEGRbdARATUR! De
established. A critical conponent of any ch e-commerce systemis gital
Ri ghts mnaiganamallymngedm| ch consists of a set of technol ogies that can
protect content owners' copyrights. In general, DRMdistri but es digital

caui r oY RgeiRE: SEbadl Bisiel aifial AL tobeehlet vir ST Aboclio Pet piined”
securit fivodr RAbnPosEHR serPRWAAB T @Y ShfmduRtY Qcadst a6 kRERed COMERY BAS 8bNJ
such a DRM system making it difficult and costly for skilled attackers to

conpr oniCIBITEFH 0f appmte pstasaPr Ealianed on pinsicatl medige Bysanshancey e taps, B0, P A t s
COMIPT I, RRRE YA Gl Rtve%ggﬁg&pﬂm FEABGE i ohEHS Tang Wty BEM
persi sten con

t security I tal”audl o-vi sua hat

pr ot ectmg:anstofalmnbtadrgsdlgﬁalmnﬂroawsmai eentent threghrtbe Bemef, BaE thel digiigl aidi-t al
audi o-vi.su | ways a trade-off, between usability and

I t i
securi t{s¢ Plgt(r-)ifqt atdé a&%g@fﬂ fog ﬁﬁt K8 the Hterpet 18 §ild Hmitgd beeatise caMet BdicEhce.
Typi cal dristh hedFRbRHEY ar@fco%Méﬂoinﬁt' Bt%cﬁﬁéeth%g ;igf@ltt %rl?snﬁimﬁ)fﬁ%? hye to

i npl ement, such as M crosoft Corporation ayer system
Macrovi sion's systems. 20 Currently there does not exist a |ow cost and
easy i npimeerefies dnslpleumubimestio venvioss bsearis fasailabley apthef swmeative, forSmstancy of

t hezsPr S v)vi (\}1830Q6§1-]98mand), Live Broadcasting, Live Streaming for Surveillance, etc, through
Internet, wherein, the content providers are also much concerned about protecting their

contents, especially for those highly security-sensitive ones, from unauthorised users.




In a first broad form the present invention includes a nmethod of
presenting content, wherein the nethod includes, in an end station,
generating an access request; transferring the access 25 request to a base
station; receiving an agent fromthe base station; inplenmenting the agent,
wherein the agent determines end stati-@r data indicative of an identity of
the end station; and transfers the end station data to the base station,

t he basé&nderatnatay,Heiempet peagoasi ilegilqlotud danibsioattaos beat dwhos authRohd pat €

resentation of the.content; and presenting the content. in response to a
g uccess ﬁﬁ engy %ﬂ?ﬁ e%chs%x-_r?n OIS%‘ t@?@f“@? g“tﬂ I}S?‘ Qfparagy pdh gein g ]P,Ri’égﬁ of phygre
agent, gRiAGH aF pb@ntiNenRRekt ThabheR, S@itehtYshdd Be ?Yoté&é’@fhfrl i 09{ H@brb LGAL I On

of the content to be presented; an end station identi e ‘end station
i dent i f dskritdionganthensgmption direcess. \Befofe owieers démigitay andiothsnadrdntshiadifan; a

user.id J h er tdentifier bei.n ni quely indicative of a user of
the Bnatiep st dife 36 sol oo O B alshel Ssobutet FoR R B SIMETR Gue .y
i ndi cat progectd difienl r asesisuye cogent froandilagdli 6RNGfust Ales estBbIRhed al Yorfiles
met hod includes, .in the agent, determning the end station identifier using
at | easFOBRRNHF Of AR SHR R-CORMRITES S¥stema iy Disital)RighitsPdanaggmpntd (DRI c wdich

Cont r ol 4 MAQ) A0 : ] LEiers i ve l.dentifier. i

al so pr(éf erg)?e %F]gféf %@ﬂg&%ﬁ@gtt%a&a‘?ﬁt&gﬁc{&%ﬁ%ﬂg&én@%ﬁl gﬁ? ‘oﬂﬁl greg%rg},ﬁ}}%st he
cont ent distributhst digithinawdjo-vistblc adriterg atait Emiits diccassi toeordf thive papleniho ARG,
generating.the access reqttéeslt g{séi ng the indicating data, Preferably the
met hbd PHEITEAEPLIOPT Hosecineplat Hiej ohtent. dldhapeh 4 0p merceinscshiityon nat pagsitieal
st or ageppddlickMprdvent faidt SQadlehf ﬁﬁﬁ‘lbﬂ)}g)ags!?ﬁé SHERt D sk lléﬂl?%’lalﬂlﬁg] fiSRRRMRE tO
a successful authentication by the I5 base station réceiving the content;
and, pragkenstlpdor slalledattackend te somprimisd suchsa PRM eysitthearichainiive thedcateat i on
is coup to the . base station via . a .co ni cati.on twork. and wherein

t he met hﬁgrqaﬁsc u(gégn 5 3%@8??:%99@\9@’@5% Flgﬁ?sli %ﬁﬁ%@t Herigverahileast
one of DRe eadd ?ﬁbi’stehh&cﬁﬂ@' ol thé dRtal aldo-idi8] &ift@s Shdt SOpR&cts, ANflso ANR
agent. Preferably the content is encrypted using an encryption algorithm
andlwhefdrastensdo ia proeess of peaviningedigitalmudioevieysd cententi Shere éxalivayny trdéeeffpt i on
data fr At ong : ing . rypted content using the..

decr ypt L e Bty A SARREYRLR, L EoBRERY Bh e TRBIGA opti®t 29 soBBlivng o

t hat t hiealaleer ypti on data i ncludes at |east one of a decryption algorithm
and, a decryption key. It is also preferable that the decryption data is
encrypted .usjing a predet i hed public key, of 25 a private/public ke
pair, a?eu I&ﬂl%@ﬁmﬂﬁ%tyrﬁw ?Oﬂmﬁl&@ge, CYRPH Y detnd PSS Enio RlTHERY ht he
decr y pt 4soidedof OrpBehtibA® MEdIY MlFek§tem, or Mackvifib Pt §ybhe the private key
is encrypted using a block cipher kéy, and wherein the nethod includes, in
the agent receiving the block cipher key fromthe base station; decrypting
t he2Qr i Varentleyhaie dagst pet Bristle ddvphesst leay; eastdimplemnasteé r salutiprt peovpdingat e
key to [ It is also preferable the decryption data includes
first a%@ggg@%gé@dygac%erei n the content 5 includes one or nore data
packets, each data packet having an encrypted payl oad, and wherein the

met hod &.nel u i np,the end station, and for each data packet determ ning
t he pay$%'§ﬂl;ag§§(fzp§/ep lfeﬁant;[nnﬁ?té?n portion of the payload using the first key;

d t ] f. th | oad usi ng,t d k the first
and 2ecsef BRGddomE the brSetnveltal GRS asiethd HhBreating conteth RN ho
payl oacdtht Snedhst Rlues, Us iafGnakdtiohh Berlerdtiily ﬁn&ciﬁ%@%séqrdﬁgﬁé&mﬁq%fa%&@l y

the decryption data includes first and second keys, wherein the content
i ncudestiaibton bats datien dc¢ridrees agentcior dba bpseciastonh implementing ther agstied

payl oa : i . i NC S | he e atd.on d.for each
ot o pachai oS o R L ARG B BFaf MenBM BB o P g
the fi risdnsfencthgnid aticayiatdietibe bhdei sidion, thefbass statiokd béidg HxpeRsive/RE the@nl he
arbitrara/_ val ue usi ng .the second encryption key; and, decrypting the

pay| oacf! tl?é‘i‘Jn"ﬁa orfethentenls pressatatiqn Qs the sonenteendprpsesting His sogtans Fhieapdnsem a
| ogi caly,GQubiclati Andfichiis, unencrypted payl oad and the cipher text.




It is preferable the | ogical conbination being an XOR conmbi nation. It is

al so preferable the content includes two or nore content portions, and
wherein the 20 nethod includes, in the end station segnenting the content
into respective content portions, each content portion including one or
nmore data packets; and, decrypting the3data packets of each content portion
using respective first and second keys; and, conbining the decrypted

cont ent Ppdetablynshet method ihcindest e thecapenn teeharatdey theasdnitaibn Bitehehalt Yeakhe

content portion corresponds to a respective stream 25 Al so preferably, the
oPfef adiitiopadah

o Al Ly
cont ent i gtiopeddpe srierirto Mediresenteflormard sationy idsntifien Hicomdattatn
gr aphi cadentiAbObdRS LfiGuel Pithdiéarive QF thel iBLRAYBE I@Rnd WRLS a L?sgfiide}{fiﬁﬁ'PthTe uger |1
is preferable the end station data includes a |licence Indicative of one or

nor e nedfieatifigplsing nhiquely dedictsiveaifrgusenchithe @nd statignsamagedetdentifiere the agent

al gorit . is als referable.the agent is a software application, and
Wnergei nbﬁgh%{e?%% iﬁ%ﬁﬁ&%ﬁ?a VR of h]grg clYeAsen f‘n‘?ﬁéﬂf’@}?ﬁnti ng the agent by
executing the software application. 5 Preferably the agent term nates on

t he endAddoadreferatay tHeansthod ielales,ah tier adehs datetrhiaiig thabhdBtati tRAtIKGNIRIY
presentatjon; and, after the end station disconnects fromthe base station;

I'n anot Relcag eneqok & Nafwetkelnteriace frard (VER: Nymbsr, v Media Acerss Kamtiel (MAC)

aut hent haatd 0PRSS AR HAIDAL. RRALARGL . wherein the method includes, in
a base station recelving an access request froman end station;
transferring an agent to the end station, the agent being 10 responsive to
det er mi Helsezlsb prefeiable that dhe amadhad anvdddes, irhé¢heennd statibh arvceleing the ddnesnhase
station; aut.hent.icating.the presentation of content .using the end station
dat &0 PP ind R e elelR 8t PsnSeet: afd dsmomnin e dorese repes using
successih¢lindivith@ndatcation. It is preferable the method includes, in the
base station, determning fromthe end station data, at |east one of an end
station_identifier, the end station_ identifier being uniquely indicative of
15 t he Predsreblyyhomethed iegladest imithepud statiers redetvdng theicentent orea ngwcal diemgef i er
bei ng upi.gHely indicative of a user of the end station; an agent
identifirer, the agent identifier being uniquely indicative of the
respective agent; and a |icence. Preferably the nethod includes, in the
base st htit alsp mefeeabid thiah gettiod ipaltles) e respoaseNet avmudeedshit] euftaatcBancty tHeC)

Nu r,.a ia_Access. Control C) Address; CPU identifier; and 20 Hard
Drinesg i%ﬁ%ﬁ%f”éﬁ’ce}‘?ng @%PE@“B?@‘#\’@’F%@P@&%@W@E‘W FoPHERE udes, in the base
station, transferring the content to the end station on a physical storage
nedi um [t R gfrefetddley tHah @hdRhd QehtioRCik Usbapled i 18 thD Habas@tSE Alid ANcdRRMALAMRst he
end station data to authentication data stored in a data store, the

aut hent M¢EPHe And athereie ithaymeel dagindes tenstendng vias thetdopwaunieatigns network, at

aut hent i } i i sponse t uccessful conparison. Al so
prefer a’gﬁgfoh?%g{dr%gctoﬁ%gt’%%@gﬁaqoﬁc aﬁadgﬁs?e, ac?%sst?%@egtag%(ﬁ “358%6h in res ponse to
a successful authentication, determining the content to be presented;
conpar i higfaritdy contementtie eacrypted asingadn acrgaion, algdrithay thd wheadin @i glathadbei ng

i ndj cative .of the content. that nm e . ,
20 1ncl%des, in t%e end station recelvmg £crypt1on data from base station; decrypting the

encrypted content using the decryption data; and, presenting the decrypted content.

It is preferable that the decryption data includes at least one of: a decryption algorithm; and, a
decryption key.

It is also preferable that the decryption data is encrypted using a predetermined public key, of
25  aprivate/public key pair, and wherein the method includes, in the end station, decrypting the

decryption data using the private key.



-6 presented by each end station; and, authorising the presentation of the
content in response to a successful conparison. Preferably the base station
is coupled to the end station via a conmmunications network, and wherein the
met hod i ncl udes transfernng via the communications network, at |east one of
the 5 content; the end station data; tHe access request; and, the agent. It
is preferable that the content is encrypted using an encryption algorithm
and whefles prefprableshe privata ke v thesncrypted kengableck tipheokeye and wheieimgtht meethod

cont ent ; ratj ec i a, and, .transfern t he.dec ti.on data
to the en st(:E a |{c1)1%fldg Le{%%gm%tntg? ?’i%dkbcéﬁlhéé ?@:%%ﬂgﬁ%ggﬁeog?w; d%g‘g’PBW &F dat a
to decr ppvattlrey asing €t blodlocibherikey S0 triistéreind heSorivaed kdys titesidpitipn dat a

i ncludes at | east one of a decryption algorithm and, a decryption key.

Preferably the nethaod includes in the base station determ ning a public key
of a puEti ’%é‘ﬁsﬁrﬁfg%f'fgﬂ%l}ﬁ ‘%‘éﬂ‘PWH dtschdas Brshiang seeoad; keamt Whereisfthe isententd
stationifididds dder RIGE ¥REd PEtibhie LA RRed LN L& K&y 15
It is p;ef e(gbl e that the angt h% ’ fegtﬁfﬁgtra I?a%gftug'ﬁe\gné’%h %ﬁ%%‘gg%lf)g%’i a(%}rfli,

t r ansf embiersin shebingthodcnglides, lueyhet end btetiag et fot kachadea patiest nigter@ARNN Sieve t O
t he bl ock .ci pher Kk to.decrypt t private key so preferable, the
decrypt %g%fgit(%cfyﬁﬁﬁ‘% cile@rsf PPé{%na?fh Eé’@éﬁlﬁa& W@’?g,thﬁﬁl’é?telfq= @ﬁgyﬁ%‘?ﬁ arfgcond

i ncl udepoidg T theQfagicdatiRinpaskedesond@REY, Whe H8dt ki@ chRd B%oécf‘@hﬁ%% beldd the
base station, and 20 for each data packet detern ning a payl 6ad; encrypting
a first 2pgrach shclbhat pelogshysosedofiibe paylondist ¢nceyptéceysinghoth the dirst pind rsgeand
sec?@d pQition of the payload using the second key, the first and second
payl oad %(;)'rti ons being arranged such that at | east some of the payload is
encrypted using both the first and second keys. Preferably the decryption

dat a i nBtefigtalslyfthe sitcrgpdors datarigclidssshirsidiel eicond Reys; dteih theN€driélf SnAbdéne or
nore data Eacket , and, wherejn the nethod i ncludes, in the base station,

and f or ®¥ach™Pat f“ﬁeﬁ?ﬁ%?ts’ﬁf’ _rdﬂanli""ﬁéett hyingagn sBeryPigd mayieedi syl whetsitbiher ar y
val ue Uiitgdl MBLiES $h (R Chi Rk, loRY fofl Yall Malll BELIGH SRBIif¥he Bivioad;
encrypting the arbitrary value using the second encryption y;, and,

encr ypt detgrminimgpay trbitthry wsluegusingethei fixkeencryption kelye detemmiptees ciphyt aad byei ng
forned froma |.ogical conbination of the unencrypted payl oad and the cipher
texl ! SePPiite B el BN g e Srosu BB Kok g e Hpedhe Repload
combi nakdidntheRigHee kel the teherypRAtRMoall 'B@ingqgﬁnéd"ﬁoﬂra I'Bg[cﬁl E&iﬂ_ﬁi‘ﬁ%orﬁ Of {re0OnNSs,
and wherein the nethod includes, in the Dase station Segnenting the content

i nto redpacppied nagloed and eraiphsméexteach content portion including one or
nore data packets; and, encrypting the data packets of each 5 content

POt ot iprdftrdite BRALEYA dohlibhar BRDeAEIANOK YhniGhfi, Prelerably oach
po S toares It

cont ent tion correspon ective Stream is preferabl e that
the content includes at |east one of audio information; visual information,
gr aphi clalis jalsooprebdratde ; thensbttentristivales névororambbren contersi wortio ,andl i wigein! the
ano}oher bﬁggd fo&m.t&lecegre ent invention includes an end station used for
t heCpr SLENRPL iReNdeoin,ine eaf Siation spmFue if SORKAL WioNFeSBYFUVA CPHEBSPtaNS pl ay:
and a pPeadk@56Heht hotioR BRAIBAS Bk S ImBFCEIS pAkEkeRtd, dE&ﬁEﬁ%ﬂH&%é kG ©FSS
request to a base station; Tteceiving an agent fromt ase station;

i mpl emeRFEh sgnieRkePerlientusinghissesictive Hiestamdntecontekeysramd scoartnisg ahé decrgipted

i ndi cat ] n_ 1 dent i f the end station; and transfers the end station
dat a todo}éﬁeé@%%@gnés a IEg%]ﬁ{n em%tggtetogjfé’f?ssweg'ei ng responsive to the end
station data to 15 authenticate presentation of the content; and presenting
t he cortreferatilytheaopns portion doespondsib W regpetiiandtieaat i on. | n anot her broad
form the present invention includes a base station used for authorising

t he presgentation, of content, erein the base station . includes a processor
f or®r ec‘iﬁ@ ipﬁ?gtje‘[fﬁlyaé]&eeg%“t?@dﬂ%l\ﬁﬁ“f 3dRPshong ﬁ’g audigripfrmation;jdsual Apfagmatirnagent
to the él{l}ﬂqi&ﬂ%fbﬁﬁati&rﬁ‘%x@tﬂ%&gdiﬁﬁfd}ﬂma&;ﬁﬁ&s‘?@%ﬁﬂ"ﬁdéoc.’ determne end station
data; and transfer the end station data to the base station; authenticating
the presentation of content using the end station data; and authorising the
presentation of content in response to a successful authentication. In

anot her broad form the present invention includes a digital right
managenent system for managi ng the presentation of content, wherein the
system i ncludes a base station including a




25 processor for receiving an access request froman end station;
transferring an agent, wherein the agent; determ nes end station data; and
transfers the end station data to the base station. authenticating the end
station data; and authorising the presentation of content in response to a
successful authentication; one or noredend stations, each end station
including a display; and a processor for generating an access request;

t r ansf eftris peefetabledbe esd staton datn indudesheli@nce indicativabf o or B6RI Mbdig tesagent
fromth ase station; .inpl.ementing the agent, wherein the agent determ nes
end sta |eoh°eﬂcéﬁ]&?ln%lfl?&“‘)@?gﬁ%‘f‘%@“idﬁ%n@ﬂ’&d 28R data to the base station,
the base station being responsive to the end station data to authenticate
pr esent &tik aboGirefeRidlE MRtZBAL is AN ANES SlicRor, RRd GARFEN thd MefhBd A&t § @
successful authentjcation; a conmmunications 5 network for Interconnecting

t he bas#hesngstabiongimplementingdheaganb by cxertting theisofware applicastomer br oad f or m
the present invention includes a nethod of decrypting content for

pr esent atd t O i d cket.s, ..each data
Pacier pairiaoty REallinghadiin s B S50 PRI Gt HAeR PR E PRt SR o
end st atémdentpecsentation aadcafiup tiederciomitiontdischofiectafedin died taspagkeh; det ermi ni ng
the payl oad; and, decrypting the payload using lo first and second keys;

and, copbi_ni he payl oads of the one or nore data packets to formthe
cont ent ?rplapot?}% %’Foeafie?‘}ém’ et?’F h@?seflﬁénﬁ"é]t“ﬂﬁdprPngiFﬁc?eﬁeth%l phevthraticating Bie
decr ypt pReerdatidn’ St cdd@érlt] @herefn HBEMARYA GRS A% bie sftdtfoﬁtregfﬁﬁiggaéﬁ?%cgesfsi st

decrypting a second portion of the payload using the secon
and sectqHegaPBadn podt stafion; beinsferamng angagens deHhe e statidreathe agene befngt he

15 payl i ing hoth the first, and, second k . ,Preferably
theRﬁrret 0 dIS?lv(? ﬁgg%g&%ﬁ%%é Sgagl&gsf#a%t %ﬁ“ﬁ%ﬁfgrth? i §fatgn g?tﬁi?‘%/ﬁ‘irkiﬁs?/étﬁﬂ%“’usi ng
the firafthémigaticletior piesémigion 6f phraentt @iig e e Eabh [Matat had aubldrisalpy théal ue
usi ng the second key; and, decrypting the payl oad, using the cipher text,

t he encPHEHIOBRfIcoRELBITREpoRss ReFursesHizhaythritisalione onbi nat i on of t he
unencrypted payl oad and the cipher text. 20 It is also preferable that the
| ogi cal 11 GomRfRaIL B RaLSTIRMASR SRRLDALEAD, n

i ncl udes two or nore cont Ier%%h po’rlti onsl,SQgt%%&p\ﬂﬁg@{glﬁﬁ%&%ﬁ{:gﬂdﬁ%ﬂgﬁu‘%@%, in
t he endatdeast pomoSayemshstatign idbetifanthe khd istation ideafifiet bairg anighelptindioativie®Ts,
each coptent .portion including one o re data packets; and, .decrypting

t hePSd at tgle b%"@f? %ftth? elé%ﬁtﬁé'% r‘i‘t@?ﬁ lgf)‘?ﬂfiqrgtﬁe gesTa “r“(%@bé‘&’clg paiapely é’t“ﬁaﬁﬂ’eﬁf cond
keys; amdser @Y GHd@atidhe afl Qg & REGHiFeRTh& Bten? RieRRFib &"ﬁ%ﬁﬂ i

content to be presented. I_tgi s preferabl g’éetnhat tﬁe mlst odqﬁﬁglllﬁj‘gg@%ﬁ t he
end sta@Pé‘?ﬁP?‘é@’@ia\gPWga@b%hW?on data froman end station, the decryption
data including the first and second keys; and, decrypting the decryption

data usg Ll e . ic/lpri.vate key. pair.. 9 It js, also
prefera Ijla%rﬁgttﬁét/ eﬂlr?ira i lég@eeie]@q@sbéslﬁc#%}ggégetﬁlﬁgl atb*%%?“&"ﬁﬁeﬁ%%ﬁ and
wher ei nintenfacer@ahbMICH Numles; a MeditaceBrs Cahnbli (MACP B@iMsO TR eddatigek a6d pher
key frolglt e.baﬁe station; decrypting the private key using the bl ock

ci pler REY-Driyeddentifigict ernng the private key to the end station. 5 In

anot her broad form the present invention includes an end station for

decr yptlk igale® prebta 1488 int ' ' data
packets, eac_h@dat ab%&?ﬁ@f{i&%@?ﬁ%ﬂdﬁﬁ “gﬁié’f 3%5?2%%&?9%45@1 g%gh%@tglﬁtn%g end
st at i orendritatige @ aplysiseleserage mediunr.ecei vi ng encrypted content; for each
dat a packet determ ning the payl oad; and, decrypting the payl oad using

first ; onpi ni h ayl oads. of .t he pne .or re data
packet ?}? tgﬁﬁjgf @? Egé(@%d 3%%?%6% Hgltﬁe 2%8‘% ﬁgallgBr%oé@’Wnﬁhet W@Oﬁﬁagg’én ata o

i nvent ianthenticdtiotiedata stoeédadl aodat€ R@ite, the RPtHRANERDL da0d bBIMESIANCcAGVOBSf chde
content  includi.ng one, or re data packets, each data packet having a

payPoadtlions aRdefuhenticaiang,tbe kBd stafen responspton Meeesstl sempaiosr each data
packet determ ning the payload; and, encrypting the payload using first and
second AIgY piciéabic, ARTRALMbAGARE ild ckets
to formth?r_eenpr;pt ed content. Ilt I|1(!j§%}|c;lrrfe) g?og %%&?ﬁ%?pﬁ?ggnnseg?ﬁ%ﬁ%%Fﬁges,

i n the aythsatieation; glstesminippt thagoentéritr &t bpoptesanedyf carhparingy Hleadoneingot hie

first - _and ncrypting a second por.tion. of .the_payl oad using the second
key, tE§M¥??gﬁm%.a%séﬁ%ﬁﬁ' 5??85Hﬁﬂ3r T1B& Snfigptivg 8?F§%d§ﬁ“§&é aty pyy Be

| east some of the payload is encrypted using both the first and second
keys. 20 Preferably A method according to claim52, wherein the nethod
includes in the base station determning an arbitrary value using the first
key; determ ning a cipher text by encrypting the arbitrary val ue using the
second key; and, encrypting the payload, using the cipher text, the

encrypted payl oad bei ng formed froma |ogi cal combination of the

b 1 Y o 2 1. M



-10 Preferably the nethod includes, in the base station generating
decryption data including the first and second keys; encrypting the
decryption data using the public key of a public/private key pair; and,
transfernng the decryption data to an end station, the end station being
responsive to decrypt the decryption d&-a using the private key. 5 In

anot her broad form the present invention includes a base station for

encr ypt pregerdehbepachfand sptiespatdatithorisihhtheqossesmtion 6€ihd dbigniORecPonsioq dat a
packet s ucggch}dat aaﬁacket havi ng a payl oad, and wherein the base station

i ncl ude@ SSHIEEAIRMSHy  for each data packet determining the payl oad:
and, encrypting the payload using first and second keys; and, conbining the
pay| oadBreférablyehe BescOstation i§ cOnpled R eHeedndl dtaidnoialddauBREEMRBhE HeGRk &g 10
Brief Description of the Draw ngs An exanple of the present 1nvention wll
now be WBswEH Bedethedincbiles tarséerting virethe conmuaivations nitworkn gileast pnwbf die:

Fi guy e | ] I n.exanple of a DRM System Figure 2 is
a sg{len%ﬂtéltgﬁhggg(g%ﬁg?&fi %%a@éﬁgelg%% P?St’yanggthFﬁgelgystem of Figure 1; 15
Figure 3 is a schematic diagramof an exanple of an encryption mnethod.

Fi gure R i predersbleahuttthe contanyr ia enofypeddisingomaéncegitivn| Sgapfthinh enE REEMRE N

met hod of .Fi.qure.3;.Figyre 5 is a schematic diagramof a first specific
exanpl e™ ?hofiﬂ‘éd]éﬁiﬁ,sr Vb@"ggﬂs%?ta%o%%ﬂﬂrﬂﬁﬂ‘gdhe FPRjeite senerating desryptios datas endmat i ¢
di agr amra{starif@ SN de@Ppiidd st 88 3P LR Q{atiBntﬂ,etP@%ﬁHyﬁPattfoﬁrbe %sB@ysli\%a% 4@ of
Figure 4, Figure 7 is a schematic diagramof an exanple gt A ecryption

met hod. deeryiioa ddta te decryphtemoitentdi agr am of additi onal details of the
decryption nmethod of Figure 7; Figure 9 is a schematic diagramof a first

O S FATHRTR e U P UR e R PR L Teanbons o7 Bibin ygeBof o

payl oadamlf a BegtporBkeyi gure 11 is schematic di agram of an exanple of the
structure of the Encipheror; Figure 12 is a schematic diagram of an exanple

of the structure of the Decipherer; Figure 13 is a schematic diagram of an
exanpl r8¥er‘l“iﬂ¥ yn}ﬁglﬂ@ag’@ﬁ“&%aﬁbﬁﬁ‘ﬁtf?asgﬂﬁi%ﬂé’t%ml%g & Jelbisakex ofi agram
of an : ty : .Pack e - 11
i gar e o pr e 13 DalTih or Bnc R ety (TN o Hlon Bk, SR D8 ping,

regi st ethg decraptieandata nsing the pabtic kexense Distribution; Figure 16 is a
schematic di agram of an exanple of the main nmethod of User Authentication

and, .Ke i 1 N, .5 Figur.e IS schemati.c di agram of .an exappl e of
;helsne%/%(?%ji’%%f&{%ﬁ% aat e %]teﬁlé)ﬂ @%%gl {ﬂcﬁ’&eT’HgmﬁF _(!’é’ﬁ% ég‘gi‘P’é’%?‘bgferRE_%;a ogkre 18
i s a soipiartikdey tdithnaaentOtheaikefXBEBE Sespbnditie td e bIBEIOERREERPo BbGHRSHe
Transfer, Detailed Description of the Preferred Enbodi nents An exanple of a
DRM sy Str&Rfska% now be described with respect to Figure 1. 10 In
particular, the DRM system shown in Figure 1 includes a session resource
manager A kS rabl& GHP | Reryhii uj ngecld N2k
connection pf%o a Web serv 1%?1.51 nh{cﬁ@h? qiﬁe&\%g%écgg‘? \%ysc’rl]‘féﬁl?srgi%utshgdcci%eﬂél | ow
a cl i enncladss angair raerealatasgackets,camd weliertindine micthod dneladest hetht dasestesorpaayi ded
by the SRM 5,. via ropriate browser 15 and/or an SSL connection as
shlin. REeaeR dtausaef SRR 58568 Syt & porReied der iR A ke

devi ce firofke¥t SR, AMEABHRLALEMnd piGDof MEpifBEd AlndYLGE AV
render er 17& I n thil}s}?ex%rrpl e, tﬁ#gﬂ B12M SPE%?I udeséa keyelg(gg‘i}é\?vh%%?@dG
coupl edetdndapayinadinesaons behg antangsd sveh that st hstsoomuy thd papload isencrasedunt
manage i%‘ﬂg I , rvigr..agent managenent nodule 9, a license
rranagerrr%ﬁ]? mdtfﬂegir%&ngﬁg&a{ldtq(reﬁ%t aut henti cation nodule 20 11. In use, the
SRMis coupled to an enci pheror 3 which operates to performencryption of
cont entPréferablyatheodadayptionvdatahinguded Girst pinil GBcodrialyeg¥hdreinTthe cBAChPIRN@Es 3 1S
al SQ cougl ed to.a file/data server, 4 which contains a content regqosi tory

2

12,2 whi%H OF s datePagkety ang vwhersin theyaelbad imohudss, mghe base stationTard &ricesh 23
i ncl ud deci I . IS
'S0 con PARIIRB g el 1Yl ek il h BRTREY vhibe Il BRI DEEShI0
ser ver kegcdat¢myiningentipla2 textbysdnorypting the arbitrary value using the second encryption

key; and, encrypting the payload, using the cipher text, the encrypted payload being formed

from a logical combination of the unencrypted payload and the cipher text.




-12 In use, content 2 is encrypted by the enci pheror 3 using the encryption
strategy 1 and stored in the content repository 12 as shown.

Si mul t aneousl y, the encipheror 3 provides an indication of the encryption
keys used in the encryption process to the key escrow nodule 6, which in
turn stores these in the database 7 as7a key package. 5 A client wishing to
Vi ew content undergoes a registration procedure with the SRM5, during

whi ch t ftas ptafemblertiegitlsd logical dventihatmtbed ad XORt bem&GRMidn. vi a t he browser 15
and the web server 13. This allows the client to obtain a |icense allow ng

pr edet egm.ned cgontent to. b resented on the playback device, and/or the
Pl Fent - BEEERNGHR SHteridotfeBL v brgrl aerient PG BRI de eEs € 0
pr esent igRidesNin, the Nass SAHoAWSEmERIAI the Bhi2af hﬁ@trié@ectweomrﬁélﬁ epﬁﬁ%ré; e In

order to achieve this, the end station is adapted'to generate an access
r equest CMpRIpParion inghwling enedortroreratagmivkets; dnsk crcrpptiigethe idatat feekete bf sachver

13. JThe §f§§] ads_to t.he-access request by providing an agent which is
trangsrfercre tfbgﬁ%ﬁl%‘l?%%%eﬁéﬁ?glgf?glﬁﬁggmgk?yém 23, as shown at 22. The agent
22 collects predeterm ned information regarding the client 23 and transfers
thi s 15Albsaqgkefemblneachidvhtznt pdrtioncogespbedsIRN rbspcotiveidtizemt i cate the identity
of the client 23 and determne a list of the content which the client
device s authorised to present. This is then used to allow the client 23
Lo pr skt PIEBE TR e C%ﬁd}t e pdps af ﬁ?ﬁ%t %aﬁtawﬁpé?feﬂeatma’w@l RERFMIHORNe
SRM S pefabRicH? ihfotitiatistl BBl ERR ifBriifioRImubEe; iddUsigegut henti cation nmodule 11
and then transfer keys stored in the database 7 to client 23. 20 These keys
can then be used by the client 23 to decrypt the content which is

t r ansf eby &wthes brepd formethe ppSesiony eritiondueludastanrend stition uged for the prgsdntativa

appreci r skj k| in_the art,.that the any one.or nore of the
SPNIEC! B ohulht. RELAIN S Eh <Bftoh Tndiifes™t iRt ahd' AeBR° L eeiBfing e’ D
provi deskccass @qaesnt thalsfetl BrRscedsabiumst odbsR stadnt RRBivVEg S0sg@hedohDtRNe or
nore end stations, such as the client devices 23, 25 via a suitable

comuni BHESEHeNBIRlRTRRIting fhpageat hereinthaagsht: one or more WANs (W de Area
Net wor ks), LANs (Local Area Networks), or the like. In this sense, the base

st at i oNgdtSmAnELEd L&EG RN IRS iRAGHE o SRHRCESHE REd §%1§il§)ﬁ;n§1dptf£1\éfeg% e éfn €
13 Thus S a

functionality outlined above. - igure 1 ows an exanple o
syst em giathaddaterto tif batiegitatimin, theghase statinadeimgntesfddRVE tb dhe red wiatikn sihtactani ng
and distrybution of digital. audio-visual content, which allows highly
sectti - rbEer® pleattadhy e BF iy ah ERBERE dbt.roblfd nptivags? 1o a
del i ver afces3fd apthemeditisd. 5 The el enents descri bed above with respect to
Figure 1 can include so-called general -purpose conputers, workstations, and
personal conputers, as well as network connectabl e information-processing
devi cesl™f Hiothes dreadeorme thei nresenh Byyentigneineludes a bpte; iattansusep don awhesising Henal s
for ins . . . ' I e ed
that t ne oy uio i Gon@E il o8 bRl 3RS ildsb pibfSsor thr AP BB g
t hat a ggutst diomracead dtaiomrdnefetiinge annagenhas divaread ustation, Ahe eaganphbeingf t he
systemw || now be descri Bed in nore detail with reference to Figure 2. In
par t% cuTeSROnspg Ridgigraing endstation daigh prdyipnsieritha png satiosiats 1 fejhagesialioney
escrow fREiRathe thesFebititon?Ge BinttRNASRY tRlend s8] datal REAAARIR fiRdul e
32, a user account nanager nodul e

presentation of content in response to a successful authentication.

In another broad form, the present invention includes a digital right management system for
managing the presentation of content, wherein the system includes a base station including a
25  processor for receiving an access request from an end station; transferring an agent, wherein
the agent; determines end station data; and transfers the end station data to the base station.
authenticating the end station data; and authorising the presentation of content in response to
a successful authentication; one or more end stations, each end station including a display;

and a processor for generating an access request; transferring the access request to a base




35, a license manager 34, a web server 13 and a program schedul e manager
33. The system 15 al so i ncludes neans for encodi ng audi o and vi deo received
at 24, in the formof an encoder server 30 which includes a

sof t war e/ har dwar e encoder 25, coupled to the encipheror 3. The enci pheror 3
is in turn coupled to the stream ng sedver 28, a content manager 29 and a
content network archiving manager 27. Encryption is performed in accordance
with a steHeriueecipingwndgdntofyora the hautstaionnimglemeMngibe piget, tvhetchetienedier

25. 20 encode rver, 30 and the 512M 5 are coupled via network. 36,
such asg%}%rermf“ﬁ? 8?%8@50%%%@@\%“%}“ 7‘18% isﬁ?gf"’nl tavﬁgltﬁe pass3pihithe 8aset hat
connect fafion beinghespeake ik theabsll slfo @hiAQb utefifibdte BRem8iM beheOlontent;
wireless. Also coupled to the network is the file/data server 4, a video

server A%l ReseRtng gl eqntet3n EpRONE |te/ad sicgessfil vanthenticatising sl tyminuoicatienss an
archj ve P server 4 ckup server 25 41 a cache server
42 a%d gag{g)ﬁfgoﬁ? I%F %’%ﬁ%‘iﬁ’g‘%@h 61}?,%6 5@8%%&@50 §°%W8fep‘?%1€rsi“}t?°&%-ci pher or nodul e
38, and an content inporter/exporter nodule 37. The video server includes a

key serlreanctber rowOhony e préenDiventign friudes adMetdd o dewehetul ednmut Fircast
stream n% server 47. -14 ‘Il;ge client end device 23 typijcal Iﬁ(@i ncl udes a
deci phePTeiguatyy, the gontgnt ingludie gpcqei Bywes datg packetaneasly daghpasket havng g a

sound cagah i pTBadlBURDREG he riAR FeHRLET LR SR AL EE UL B! | o

nodul e 49, 'and via a content inporter ,
ri ghts eemenjeforachglatd porkpt: glefedmihing thehpayhoads ahd, deseyptingrthe phayioad esmgded

i t d 30 d. t t f dt d st t
{1 80 gaffe 887 GBS, onl s i pNPRE 1S PatSr B0 B phciat om ner

in the fherceheht.a physical nmedia 43 via for exanple a retail shop 44, or by
downl oad fromthe network 36. Details of the encryption nechani smused for
encrypting the content by the encoder server 30 are stored on the SRM5 in

use whelt 18 Peferahle thatsthe nethod igtndendn doe erdch station degypting ¢ Sgtiawrtionsofi the
transfe Vi tar IEPM LGh: i.cati.on

pr ocessﬁagg&gedssgl}%t@géﬂ gtbﬁc%g’eglc%agéerpgér or%\gﬁ&bgﬁ?ga# ﬁé%w%&%hg@éé gg been
aut hent keyatted firgnandy scbnd plplpsd poetidns deifee atratet Gutih ehat| 4t deist 23rmiecofatheow

t he conterllt t.0 bey}gr sent %dﬂ’at?;hggsﬁ Fi gure ﬁ is an overview of a nultinedia
system BYIRGE ERFTYRIGAMENG Pofithe di5y padFecand KeYshut i on, to which a digital

ri ghts managenent (DRM) for network stream ng and 15 distribution of

digital Pl%%ilh‘tﬂﬂ}tﬁ wRkhdiOMeRAbs &R theDddeRMdredeterilihmigaln AWRrdt) 90l tﬁﬂ‘%ufhiet y
sensitive or high-value content is securely prepared, delivered, and

consunelrshkex rdtigrmining ahaphardedrhy enonatingche afthitsaryradue wing theemetndkey;he

Ser ver s oafieds e ETRUGd wsing M iBer 1o o HicRa PRV Bad Bl ot B e
t he di gioizhl combinatigid the amdnenipted fayldad shafesipidrlzt.1/ 2/ 4, W ndows Medi a,

etc, fromthe anal og audi ovisual inputs in real-tinme according to certain
Recor d ch?dul e tt@t is caontraolled by the Schedul e Nan‘,%er 26 or the
Adnithi sk isAlep prefasable thap thedpiigal qoabinatian deing@n PR osambirgliasy d Schedul e
managenent ,

Preferably the content includes two or more content portions, and wherein the method

includes, in the end station segmenting the content into respective content portions, each
content portion including one or more data packets; and, decrypting the data packets of each
content portion using respective first and second keys; and, combining the decrypted content

25 portions to the form the content to be presented.

It is preferable that the method includes, in the end station receiving decryption data from an
end station, the decryption data including the first and second keys; and, decrypting the
decryption data using a private key of a public/private key pair.




3. The Enci pheror 3 encrypts the streamdata in real-tinme according to
certain Encryption Strategy, package the encryption keys, and pass the keys
to SRM (Session Resource Manager) 5, 4. The Content Manager 29 backs up and
manages the digital audiovisual 30 content data |ocally, and/or provide the
exporting point to the -15 admi ni str&-or to copy the digital audiovisual
content to other |ocation upon/after the encoding process is finished, 5.
The ConfieistalddepraferiblAtictithe povavd ke ér eri2fyppedsigsg b dddokt dipheer dieyj sral wherein

audi ovi gual content . data.to the .File/Data_ Server .4 throygh network 36, 5
For | s iioehof A4S0 thagad SR b (e Hek rpherhoy g i vire Stadoss

ar chi vi @eeryftinglthe peivhea&y iMapithé BREK kipher Riy: GAdN thfhseRineihe $8ivBle Qe 46 Shd he
real -time access on the éncrypted digital audiovisual contéent to fhe |egal

users ofnd fetigiet work 36, for instance, LAN or Internet, by either Unicast
or 10 Multicast, (b) File/Data Server 4 1. The Archive Server 39 archives

L1, 9 9 bRl . DSBS L b6 SOMBRSETTIoPBE0EE e

(Fi | e Tfanstentaton] hebhteteineRidirdloner srthoteslalaffckets ecadh \#alagadkéithasipvince to
| egal users, g. The Backup Server 41 allows the digital audiovisual content
to be bSRKERfetpaylsaddrivhssan the endsiationeigelydes processen rereceipig mongpted

t apes, ej ' - } DSt s The
Cache. seriiant iy eatn Buh B tinfinle (EPHARE 3ha UeoBPRE YRR R s
provi deasd seanil kgys end] canbicingsthe pafloads oithanne or Witde [(uiadpokes tOdomn the,
Broadcasting, etc, 5. The Content Repository 12 stores the archived digital
audiOvi TP content, 25 6, The Content Inporter 37 and the Enci pheror 38
allow an adm nistrator to inport digital audiovisual content (s) to

Fi | e/ Datip algth¥ebrodd fohh Clhel (fréRn€ iM@htige Mhatee G ﬁlemﬁutdfeerﬁg,wﬁg reop@my €6r 30,
and encrypt the digital audiovisual content in real-tinme during inporting

pr ocessPpregentatien. dbhcentenEkshiding 0By o uorerdatpeskstrecaeh Jataapacker hpving 2
admi ni s hﬁ)ﬁ%ﬁ% ﬁég i“{:hgfe?ﬁ( H‘férrhetﬂb@ t&cﬁldeé,tiﬂ laPhke &gt!iorf; Rt &:)ta chl!é{ haje%'hﬁlg

Server
the payload; and, encrypting the payload using first and second keys; and, combining the

15  payloads of the one or more data packets to form the encrypted content.

It is preferable that the method includes, in the base station encrypting a first portion of the
payload using the first key; and, encrypting a second portion of the payload using the second
key, the first and second payload portions being arranged such that at least some of the
payload is encrypted using both the first and second keys.

20  Preferably A method according to claim 52, wherein the method includes in the base station
determining an arbitrary value using the first key; determining a cipher text by encrypting the
arbitrary value using the second key; and, encrypting the payload, using the cipher text, the
encrypted payload being formed from a logical combination of the unencrypted payload and
the cipher text.

25 Itis preferable that the logical combination being an XOR combination.

It is also preferable that the method includes, in the base station segmenting the content into
two or more content portions, each content portion including one or more data packets;
encrypting the data packets of each content portion using respective first and second keys,

and, combining the encrypted data packets to the form the encrypted content,



medi a, for instance, CD, DVD, etc, and sell on the shelf of retail shops
44, wherein, the digital audiovisual content could be in its original data
-16 format that is generated by real-tinme decryption during exporting
process or in its secure format that keeps its data encrypted, (c) The

Vi deo Server 48 1. The VOD Server 46 pltbvides VOD services to the dient
devices) 23, 5 2. The Cache Server 45 downl oads the requested digital

audi ovi Strd¢raklyrthe metliodincFides/iDdheabaerstation fentreting teappticvaddta ig-luding the

necessa The ;Schedul ed..Mul.ti cast ..Stream n erver 47 ovi des .

br oadcas%1 %{Sl,t ﬁ%d 5?“8893&%5,’ ef‘ﬁr)yptm%h?ﬁfﬁc’(—’@gg’é o "Iﬂé’%&g‘? B‘éﬁh?hlfﬁ’ 3 pup 3¥s the
system kep QuirC@ad, kbnskerrihBethEr RSFPILSCHGAY anMaliIRSGHioB Sthe AGfd R88oS MR NY
schedul e for Encoder Server 30, and broadcasting program schedul e for "Vi deo
Server HKgpompivertpalepypt thedeapticn dainusiag thaghivatedes's and transaction and to
distribute the Server Security Agent 22 by inplenenting the Server 15 Agent
Pl at § or i t. - _The. e ./ stores.all
yatom Tl ool e pRAG b R RPRKs 2 base HiiEF Aol o
cont ent pesentatptn, ahe keytepiamchgling bne Shendealatd pyckdgerhciVdp@osickSlhabnAGES

t he Server curity Agen 2 20 that rpanms to the Cjent 23 and do the
securi ti}axl%f’;e B Bé‘ﬁ‘?t%f tﬁ? %@F&\/IS?,UOB.‘ ﬁ'ECWepmﬁﬁﬁsﬁérfPLc%)ﬁ eAsh ndaie | Racket j s
responsj - h [ ' . 5 nages
Lser s ortoaninile tECu e el Rehe fhe Ji o i B R eyl e

t he |i cegmleiningghé naylearts of Bhevaei dringert idata, palets BHermithessmks)pt@tconkinth pl ay
back digital audiovisual content either fromnetwork stream ng or from
physi cal nedia, 1. The Network Streaming Cient 49 receives digital
audi®vi Buief Desoripginn ef-the Dimamimgset wor k 36 30 2. The Content |nporter 50

i ncludes a physical nedia reader, for instance, CD reader, DVD reader, etc,
to get dngexamplaudf dhé suredent dntemibndeatla dovorbephigsiribell wittli ssferdnceThe fRieght s
Manager 21m§rot.ects t.he di‘%'t | right of content owner, -17 4. The

Deci phef€PmPanyjag fIasinss, i h%cgi’tal audi ovi sual content data, which is

cont r ol Figdrddlista \RhE M $iaMRRAISH &dmpR: of ISRV Q) sual Decoders 16 and

Audi ovi sual Rendering Devices 52 and 53 decode ‘and render the digital
audi ovi Bigare Zisrtsehematy dingrameofdhe fippceonatinotthe system béFigunet;at ed by the

Encoder .Ser v. 3 r he ntent js encrypted in.real-tinme. However, a
di g?sflal F1§§1£ﬁ %{S\ﬂ Sgﬂ% ‘ricco‘(ﬁf1 érf%“ egf“?Bieboge aPr‘F‘B%S’Pﬁ%P Betofle admi ni strat or

usi ng tFRiguigchiserichémmiy diggramiofi addftiohs) doatin oSﬁ{eV@bryﬁﬁoM/ﬂfﬁilﬁ)$dﬁi$i@ i3t al

audi ovi sual content is encrypted during the inporting process. This allows
an adm HERR S ScRym it AN R [HatFPasidic sXapplgar iheeensrypiing of prraadef at egy
for inigaldsation of the Encipheror 3/38 for 10 the specific digital

audi o-vi Sual 'content. The Enci pheror defines the Bl ock C pher Al gorithm
e.g., DHESufcloisa sehamatint disgraftafdeced, spbEific cAdhiple of thelsmeryppibh ofa phyvadr d) ,
Bl owf i s(% .et c The Enci pheror al so defines the seeds for generating random
Key?d (HFIBMERerred Key Length for the Bl ock G pher Al gorithms that accept
vari ablgghe ; # et lize, e.g., 64-bit,
128-bit ,_gg5279%itats?ﬁélhéatleci%%%hﬁi%egg?ﬁg%ggfcgﬁwﬁéﬁ@rég@?i on Strategy is to be
used. THewercis prsehonatiy & 8grampifayiditianalaietaily pf therndengyplion metlekiarRigire G; her eon

as the [Equal, .Payl oad Length Digital Audio-visual. .Content. Encrypt.i o

rochan ARG ek Rt d A apgHOE SxHR R AT PR OL b PROH

porti orFigiire;r eans of data. The Equal Payload Length Digital Audio-visual
Cont ent_ Encryption nmechanismonly encrypts the audio-visual frame 2o
paytioadiigus 1§46 a schamatle diagagm e atsprond sperihaekemple ebihe deciyntiouehepayldiese
headersoéip}%@e for instance, System Header, GOP (G oup of Packet) Header,
VOP (Vi deo”(bj éct Pl ane) Header, Video Packet Header, Audi o Packet Header,
ASF ( Adiigwedd 1s yeitearatiE diagedm oDait exdiguk ef theleadeture ofttke Eddiplserar,e descri bed in

nore det.ail hel ow.. The encrypted digital audio-visual content is stored in
the Corf!&¥e ! éﬁéé?liegiﬁlcﬂgagr%gIOEB%HX%S}PIQSfFIW stragturs ofdheRegink@eGer 4, where

the di giifdle 13Uk Qeln?R!didRRth SR hn CRINNE of hfzdf; medi um such
as CDs q%ﬁJDVDs.. Thi S p_hy%zi%gal medi um@gﬁ eq{s I cll(%geta%gm?%bfael > shops 44,
andtOaddiigwealis g schemationtiagnam ofi an keamyly of thelmethall ofnpcatingef the keg $@dKey

di rectllyacf(ar‘]greough the Internet via VOD, Broadcasting, and FTP services.




In this exanple, the Key Escrow 6 can be solely responsible for the

mai nt enance and 30 managenent of the encryption key package of a digital

audi o-vi sual content. The encryption -18 key package is transmtted

through a pre-established SSL (Secure Sockets Layer) link fromthe

Enci pheror 3/38 to the Key Escrow 6 anblis protected by using Asymretric

Ci phers (or Public Key Cryptographic Algorithns, e.g., RSA

( R vest Fgwaer ¢ isadehemati Jiagranusfan exampécafahs mahteprocntandf rpgisietiflein end

E—commrstcg web ﬂte tgrs?%ulgjh. a web browser 13 to 5 register himas a |egal

user of S@oRR 3B LiqepsePISMNOn; i ces that the content provider offers. After

this StERAES Rl RAbmEYdia BrabPofin GanPIddARORRIANANSE br FRGKRGReddAmE Ot ent
t e n e, a

provi der to present the contents at e client Vi ce. one exanp
Veb Ser od KegDigribféian;t o transfer a user's personal information to the SRM

5 th - Lished SSL.1ink. Th t 35. mai nt ai
and ranaipete DO R R AR AR Rl <OH F ot A s bR SRR oRES o

Passwor the IAcenSSITrafer@ldyt on i s establ i shed upon user registration between
client 23 and the Wb Server 13 for secure transaction on the Internet. It
al | ows 8188 (is aseberpatiq diagran of2n examiplerpfdhpmaipproerssesoff figanee Trpasfer.

Technol ogy, to dynam cally roam and be transferred to the client 23. 15 The
Server Security Agent 22 collects |ocal unique information relating to the
C i ent ' Detpdled escription pE therRpeferrathEmhodimentsnf or nati on i ncl udes one or nore
of a NIC (Network Interface Card) nunber, a MAC (Media Access Control)
Addr essAn examplg af@dARM system will new ba deschbek witheespiétiteFigured. t he |i ke. The
uni que information is sent back to Wb Server 13, and then forwarded to SRM

5t . ! o it ' h
'y © Thiitihal pRDRNEER ol e L ihohls dESI6T fSAnReRERl G RME e
used t o5 avtpledviacasistableXpnhegivh, sikras ahBSIhesni@E®n 1007 Weth gervedt 8.t BewWeb

Server 13, the Server Security Agent 22 acts as a niddl eman for nessage
exchangéleb‘%?%%ﬁefcﬁ é%q?se%f’aarﬂyﬂ’“sgwﬂlsmi 154t ps Arusps s end §hadiony fo pagess the

pr ef er aphfirdshbyidBE byehe/ SRVOSCHA bh YpRapRit ‘&@f | Mrhl&iodaka to
t he | ocal halrlftlir ‘éll sk gf cient’ 23 orp@%gngg%gony 3?%}“8"88%35% atl‘%)cﬁlsogaats

Mor eoveshowinhe Server Security Agent 22 preferably term nates before the
Client application 23 quits. -19 However it is also conceived that that

S ' . t. | i, nat ft t j.sati. f th tent
o Bt o eRenp V25 e Pl 7 RS e FiosPEh ARl HTBATE esfint RaeBl | o

regi st riatjudes aisAVUd268& 16l andtahes WRMdereggner ates a pair of public and
private keys for the user, encrypting the private key using a cipher key

| C~~, d sends it to égf user. 5 A specific license is al so@generat ed by
SRM 5 forthisexagwls the, SBM SBclpdes ¢ key escim anadylese conled to palatahasec bnilaat
usage r i iC j qﬁalﬁ n t he .u

Client %Héﬁ%f%-aq]ilsznahéﬁggﬁgq ﬁga% E%elgﬁgé&&g% e pgg\l}gltﬁe}"l?ggleaﬁ’d 4 ?egg%rsg rtom

t he Sermatag8mentr mpyuladentli@ise manigemenhmodile t0hadse custeautlegtisition @0dulahi ch
couiod b@ra special place in the local hard disk, or the systemregistry,
for™l at transactions. to Each tinme when a | egal user wants to present the
content, he accesses the content provider's E-commerce web site with a web
br owserinlge, aNSRMEGY ¢6lipl&E &) fah tehcHEERE P hich ge@ﬂﬁé & peoin® chBSphbh STt
application 23. After the user's Login |ID and Password havi ng béen

val i dateatent Rdn agsojdanceattly an sncrypsion sirategi fle riiersasipheror 3ris glse chupled to a

i nf i -y i 1 his,t0 1 SRM. 5
B L T U e

gener atendrypselrconiént.s conpared to the User )D that has been stored in the
Dat abase 7 during the registration process. Only if the two User )Ds match

does t user ss.the
3 hﬁle dient 25 1nclucDas a data store 18 coupled to a decipheror 19. The decipheror 19 is also
coupled to a rights manager module 21, a secure registry 20 and a server security agent 22, as

shown.,




aut hentication of User )D. In the event that the user 117s match, the
Server Security Agent 22 transfers the encrypted 20 License fromthe dient
application 23 and forwards it to the SRM5, where the received license is
decrypted and conpared to the one that has been stored in the SRM Dat abase
7 during the registration process. Ont}2+f the two Licenses match does the
user pass the authentication of User License. After the user is

aut hent lrcase dontSRN & qarnges] b theldncipherer Gatingahd enatyptidis stthegyC Dafid stpesidi ng
25 encrypted Digital Audio-visual Content Key Package to the Server

Securi ti}lpﬁb%ﬁf’mg%t. POSILY L7 35 yShowiy e STRYEHMEONTIR% Hice prCIphECTY & cPRPHIdes aey
Packageiddicatio® ot UneryWiiBA%8Ys webd il tHeMRcHpHER hraBR th 3R kAN edFow WG ght S
Manger 21 in the cliert application 23 anal yses the License - and feeds
t he Keywhzbidngemntstoreshidhesdoinithhdatalrasd § as wiey padkiage.di gi t al audi o- vi sual
content is decrypted. The content is then fed to the decoders 16 for

presgent at i Jser of a client.device can transfer the |ic t o _anot her
Ol ont el AR B doblefilachig tef S huiondRieciys Wiy b SER g forf

al | owedwhirhapptlennidiitels €hd ¢1ansewithehe SRM 8 vedthedRdweRd Sahd tewsHERvéd Me.

I n one gxan*g! e, . a nethod of encryption and decrd%{)tl on of content is

provi ded+ Alts alleslsdhg glisxsio PW@P@d@‘@QSf’r dinying predstermined contepttocsrresentes t er

it is epg 1 hitd analr (i - lif:d ' - e original
digital au io%agﬁg%l&éo cornt? %%%Hg?ﬁ’gasgﬁ?ra[{/eg{elson é%ﬁ%%%?%%ﬂ ﬁ‘é‘? ﬁh()d are only
encrypts the audio-visual frame payload/raw data. The headers of the

payl oad¥tene wsst vasies yppesentoateah chy pseeonwsd wbtint awthoridadondionp tHeaSREL Hy t he

exi sting styeam rotocpols, for. instance, RTP (Real -tinme Transport .

br o1 boof Ot ko el it i &pd PR s BABTGL Y Foncsil ey HeEeITBHOT Which e
(1 nt er netinsBrteiotdl the Svdi R (6 bial€)ia Bk Gveb +payt ARYSREMK tEGRAlS to the
conponents or nodifications on those protocols. Furthernore, protection on

t he payfas gauest biiprevidingrimagest whishrie tandemedeter and froplementsd byl the gbemtr al |

this is (L&l o prevent illegal access of the content as the header
can onl yit)%s ecog{e%i,' therefore the payload is not presented. 20 Figure 3 is
a diagramschematically illustrating the encryption algorithmin the Equal

Payl oadThengtr X gilleats pradbtaminaliaiforGoition negdrding ythé ictientrise ligth tramfers thishi s

exanple, after t payl.oad is encrypted, there is no change on t he nunber

of Bi t sbashrieah ﬁeﬂﬁw Fratioving ﬂ&oﬁmg.towhe&fﬁtﬁ 4he isahey. of digatlicabds rigd

st andar g§ernfifk ailfg bAMEonMRE@HIMOME RElerd?l dl - PYhib/

W ndows l\/eEdila, aH. 263/264(3,n etc., a di g?ta(fe g& ??—ft\gl&é%egltg 5%3@%?%% I%(k)hakfld be
di vi dedusedtio albors the client 23 teprasepattieepsienf.or i nst ance, vi deo packets, audio

packets, netadata packets, etc., with packet header and correspondi ng

packet ?%Lﬁ%}? this may therefore involve having the SRM 5 perform trust authentication using
the trust anthentication module 11 and then transfer keys stored in the database 7 to client 23.
20 These keys can then be used by the client 23 to decrypt the content which is transferred to the

client 23 from the content repository 12.

It will be appreciated by persons skilled in the art that the any one or more of the SRM 5, the
web server 13, the encipheror 3, and file/data server 4 may be provided at a centralised base
station, which can then be coupled to one or more end stations, such as the client devices 23,

25  via a suitable communications network, such as the Internet, one or more WANs (Wide Area
Networks), LANs (Local Area Networks), or the like.

In this sense, the base station is a collection of one or more processing systems providing the

functionality outlined above.




-21 The encryption algorithm56 here is applied only on the packet payl oad
w t hout any changes of the nunber of bits contained within that packet
payl oad. For instance, header 57 are untouched after the encryption.
However, the payload 58 is passed throggh the encryption al gorithm 56
resulting in the encrypted payl oad 59:1Figure 4 is a diagrambriefly
showing the 5 result of applying the encryption algorithmto the content.
Cont ent Thsu&liguyre doshtaarsnan mamplel & #Isgstemt anlyodimestants digitalgrightyi mamesinestans)
62, Audi reans 3,..Script streans) 64, . adata .65, etc. Accordingly,
0 or delORBD AR BRkeetR iiscbioBand i ion o B SHaioe FRLEPIFR PR Irgs 2
el ement Bighlys tsé@ﬂﬁ%s@ﬂsﬁi\%r of efiglueNonkRt 88 Wi sBeuddil Srepatbd ©BElvEPLd, Odhgk €Y S
and/or 1o algorithnms. Furthernore, the digital audi o-visual content 60 is
denul ti pressded.i nt o i ndi vi dual el ementary streams 62, 63, 64, and 65, by the
Denul ti pl exer 61 before the encryption, with the encrypted el enentary
streans 7 I t.l R I.0t. sjhgle.stre by the
il 1 pl gepieifmisafiscr) O GhA3CBEb RIS ol iIRO G ot
71. Thecanputyt | workstatosd uard Wpérkonabwediepidérs C uss ekl rasmaesvadiet abinecthble

Assum n %gfredefined En ryptig& Strateg%gis sel ected, which defines the
Bl ock dgﬂé ARNINPTSHAE EeVices forsinsiapes, “@eHak heme eleetricy pppliepesss mostable
gener at {ng; , f L <f OR i

A gor 1t [eeCRRTHEGHS: PEDR, RS CFLAE pipks BB Jiken 1t MAELOTrcy BEhhe,

Bl ock Sphwegessalegeribedbeliw mayAs- prrformed by i dofivere protihet dddathatt epdrt BF pakesSi ze
i's suned tﬁ be thg{ﬂts, thﬁ Key Length is Nk bits, the Stream zo Packet
Headlr [MEXEEROPEORA hagdwate iIfy (he Stream Packet Payl oad Length is Np bits.
According to one exanple, two keys are applied to the stream packet payl oad
at the samRamplf thdéyetem &ilPhes ®8destridsd (Hnorddetail with edferehcd ®FiEHRML S a
different elenentary stream For any elenentary stream the encryption are

appl i ed_on each packet £a¥l_oad i_ndependent[g&,L al t hough the key pair is sane
for thellsRATHCH b RtgaFs 2.of tsdghlightsl hatthe S8 srasludessekesigierovomogdaleh gl v
t he enc ] ' £ : ' = , ] se,
accor di Bty eBCRAR T o Der ol GROR pal 5%, et Foctine muthebBafRYC:
of the pPi,ai Idepzd mahager 4ba wab raiver p3 end b pNEgrathicekadate manader 38, (The sysitam,

t hi is . not true for : -22 e .to solve . thjs.problemis to add sone
aunty o768 el s o ding o ORI E HGHOH Th e PHE (N oRbeF
woul d bg:rvat 30 Whikh GhclNies HQENMSE iR vard aka@&%§§o®1&9f$vtﬁefeﬁaﬁﬁer§y§.h TR

increasing the length of the content. Accordingly, in another exanple, all
of the @saerorgoiplintias coupled ttthe sinsaming sumer 28 pedntent maBigah? andii céntedme

bytes ( ei ng.selected fromthe successiyve cket | oad..t 0 ensyre that
(o NSl PR, bR 1 RS o g B yarormRy & g tainSavich e SHRHIG ' by
wai t i ngproideti be aneMéduddRaigef 6 Coupdédk®ithe epaecizal |y during real -tine
stream ng. Moreover, doing so, different data packets are related during

encr%pti on/ decryption. Furthernore, sone additional bytes as indicators in

t he?®encFiper@densaveredhrad thendhls S Ars coupled Kia nebbo&- e sl v thenktempels at o
e / BEES:! C . .
i ndi cat ngp A, Na/ (NS iir I{“”vg]?]lylﬂat a@}eastegt%ﬁa%ﬁ?gﬂ%%&ﬁ% 30 BLAUWCRE, ;ﬁ@a&g' ng

of the final pacdket Iength. en cones w ication o
header snetwnrkatdelfirhinebe exadpt wirclekese probl ens are avoi ded addi ng any

additional bits to the encrypted data by enpl oying one pair of keys, i.e.,
(K~, Kz 15 The detail of .the glgorithmis shown in Figure 5. a

ol udoalso50uRie 8 b e o e AR o B ek AigBe i Pdine

el ement fleYatd §e2adist Wiically dhdudl ahYeivd Sertérasss iah FIPNQRrieadeh Hafthpt £8ver

payl oad data 72, whereas the header is not tyipl cally encrypted as step S 1
shoWs: 41, a cache server 42 and a content repository 12, as well as an encipheror/decipheror module

38, and an content importer/exporter module 37.

The video server includes a key server 45, a VOD (Video-On-Demand) server 46 and a

scheduled multicast streaming server 47,




b. The payl oad data of each packet are put into the Encryption Buffer; 20
c. Conpare NP and Nb. If NP >= Nb, encrypt the first Nb bits of the payl oad
data in the Encryption Buffer with K~ as S2 shows, then replace the
plaintext with the correspondi ng ci phertext in the Encryption Buffer, but
the rest ~Np -N,,~ bits woul d be untouthed, as S3 shows; d. Performa

nodul us cal culation, z5 z = NP nod Nb and, n =Np -zNb where, z is an

i nt eger T‘halclimtemd device %hepibﬂlmjmﬁrdes mﬂachbleerrt@dudm;ﬂecbml g lhatAVWdeceler B&j p
the first n n the Epcrypt whi is part of the crphertext
fFom t hiP BB Th %3@ s Errirgr t§3d Tht ﬂeﬁpﬁeray%%seﬁewgleé to axgtyork
Encrypt silining elictMRodiit 90! shd¥1g al%'aﬁfeﬁpﬁr\}gmeﬁrﬁcrdere 39, 44 €%/ TANY rE&RE 35 the
pl ai ntext wth the ciphertext, as he encrypted packet 74 is
re- const%rm@ttedlabgrgea:@ﬂrbsaismgrqvi@d@ss@wml header and the encrypted payl oad
data without any additional bits, 5 h. The encrypt ed packet is fed to the
mul t ] xes 70 to he mu d w ot her nt nst ruct
t he gencryp%e 501(111% 't arc? de |1§bq thlalenc0 Sewerﬁoemf'ﬂ% %t rseffr%e(ggos%ndrt Sgo at' n =
0. Thent}tdﬁi@leidafasienrﬂb 4b¢dn$e1@fmatyhﬁe1pay h@ﬁﬁeﬂﬁi o e liemcI3ygited intiehfolin otnd K2.
Because gx ~ g2,.the first Nbo bits is not recovered but encrypted tvvr ce. In
the sit BAYSIGAMAMEE Wp fPrexample 3 reipil siep 44 opirtrvedad iloadelrom dhs REOBL30-Nor mal | y
Nb is 64 (e.g., to DES), or 128 (e.g, AES), or 2S6 (e.g., AES), this case

| S sel domAARRPER didrfibn Hdihhdtbm e for \éh&g@ﬁncgl@gtc&m:ﬁt 18k chadeP sapkascP

16, or 32 bytes. For such a case, 1t I1s typical to 1 nplenent C pher
Feedbac kre(sGHB) onplear SRMb>f impsbewhdn Btloait wilheh &y sehldgbrr cmﬂmt ar| ancbm squstes, the

| aint ext it t | d
R ool ¢ Hirdrtag i Tl etk SRt SRR S withio Bibog i AuffrucaoRA fegorss s
bl ock caédcfifled RRov@hbfte ;B?jﬁhﬁéd?r Ohde thehulieht dle'inderhafs 'b@éﬂ %utﬁ@ﬁtldaféds &fRyption

arbitrary value, is used as the input plaintext to the Block Clpher
Al gor i t kens ase trasfercedyindhe elient 23 tq Pesonignt tertsugeseatedext ra conponent
call ed the M Box 76 whrch Si rrply selects the left-nost Mbits of the

ci phert #Y@ﬁﬁie % aher I 1 i.sh to
encrypt, lt'ls 2 & sel ect %}Bﬁeglrat &Swﬁia%a%gﬁgt ﬁf#%gg?gla}é@m\éﬁts

pl ai nt eﬂistrilimbm %o tv@lnble aeralc:gﬂ;aptmts siamaperagnt STIRMY . foff hestwotlkp streaniing handXOR
operatiqn is the fi.nal hertext. In one exanpl.e I 77 is used as the

i ni t1 al SSHTbUHORSYS; %‘8@? igryIsugl corjtgnt; 78 b ABRIFdof eall%%h‘ﬁi}ﬁy STl Ys s
than Nbserﬁltﬁ'érﬂ?q{l%ﬁ)@alqﬁ Wteﬁ {ssse@ﬁl%lyaﬁlx‘ég&jre& Odélﬂereﬁngncpfzoﬁhmew&&d toS €t
to zero, 25 to ma has the sane th’as that of Nb, which is shown in
S7. | f Nk presepmaéntiom. or greater than Nb, then only the left-nost Nb bits
fromK~ 77 are used as the initial Shift Register value, which is shown in

S T e TRe e b SR DY ERSEY B H Al il AR 12l Blol Fin Ol 5O

(2) Encoder Server(s) 30

20 1. The software encoder or a hardware encoder 25 generates the digital
audiovisual content, for instance, MPEG-1/2/4, Windows Media, etc,
from the analog audiovisual inputs in real-time according to certain
Record Schedule that is controlled by the Schedule Manager 26 or the
Administrator,

25 2. The Schedule Manager 26 performs Record Schedule management,

3. The Encipheror 3 encrypts the stream data in real-time according to
certain Encryption Strategy, package the encryption keys, and pass the
keys to SRM (Session Resource Manager) 5,

4. The Content Manager 29 backs up and manages the digital audiovisual

30 content data locally, and/or provide the exporting point to the



Then as shown in S 10 , the left-nost Np bits of V~ are selected to XOR the
Np bits of payload 30 data, which is shown in S11, in the data packet 72.
The result is the final ciphertext. As -24 shown in S 12, after conbining
the final ciphertext with the original header, the encrypted data packet 74
is constructed. In order to access thelkteontent, the user nust access the
encryption key pairs of the digital audio-visual content. After that, User
can access the digital admétigtratbrSeadop@ahé @ipfitabyudsvistal FB@est osthéSEAYE,
VOD, FTP, Live Streamng, etc,. on the Internet, or buying CDs, DVDs, etc,
fromthe retail shops. "PhRfalerfhoersadimerasess isdimtedescri bed in fol | owi ng
sections. Before the;dhgkt § O\ ?CI]”-PH- ed..
rendered, it nust b?'dgky%néﬁﬂﬁe%%kz% hlgé1 g@%%%w oﬁu%rg%gegag'glﬂ}esd%ﬁglt t he
reverse process of theaediovigpdlicontept date gsthe Wiliedbata Serdep# clirodgh Aetivdek 36,

foll pwing. 10 Decryptiqn.of a str uses t reyerse strategy that is
defiﬁged in the encrypt ??{dnﬁ@&?ahﬁg\ﬁ{ﬂ%@l &WBWPWRM‘S%R&F@C‘T’@?I %Ploféll@eépﬁher
Al gorithms, which are gichfviggl | ed Symmretric Encryption Al gorithns, the
Decryption Keys are the sane keys as Encryption Keys. Figure 7 shows the

decryption al gorithrf.i Ahe hniegikultrast loue Streaming Seivgr 28 providlisdhe fealstine
Content Encryption nec ism..15 The nt.ent 55 . s.divided nto.one or nore
packets, for instance, g@ﬁ% e%n%l gﬁg{ygfeﬁglgﬂﬁl@a'biwgqag Foﬁﬁgagfeae%%}&ﬁ@isé’fl
etc., wth packet headefe aatdofloB6 ehpdndhme, PACKSF RRHQASY clthe UBREMMAL ON
algorithm80 is applied only to the packet payload w thout any changes to

t helhunber of bits conMA®ELwi t hin the payl oad. For instance, header 57
are unt ouchedngf t efj1d tﬁe@{, tion. However payload 59 are input to 20 the
decryption al gjgrithlm A eréef?n the a decrypted payload 58 is output.
Moreover, Figure 8 bhdibs AfchivedSdrveaaid anhobs theedigivslraudiovisuabb@aent{shnhatn t he
Equal Payl oad Length Di,gital Auydi o-visual ntent Encryption nmechani smfor
decrypting encrypted &%%?eﬁ:f’m %"‘é‘ﬁc Wf”ég%eoﬁ ﬁtEbe DS ¢ SREYRE WBr
segnent ed into indivi dumini@RGsYPsReatRIementary streams, such as encrypted

Video streans) 66, encrypted Audi'o streans) 67, encrypted 25 Scri pt
strbans) 68, encryptedhwetdBalkiledransfer Ryefoorly Sérwedel) yppovides FTP file

Furt hernore, each encr th g)% el enent e}ri‘?ﬁsﬁ}ream consists of one or nore data
packets 55 with corr_egéoﬁl |ﬂ]él_gt‘?83’6°§r° P& oad. nly the payload are

I nput to the decryps.i QheaBgmiptSurvd041 alloWsahd digita] Chudiivivehl RNk dat a.
The decrypted payl oad data and t he unchanged headers are conbi ned to

reconstruct the ori gi Raskedawdoddiional soragermediat frs inttangen@Ds SP¥Rsntagey
-25 streans 62, 63, 64 Qi?hegraﬁto ﬁEﬁy&'anTIJB&uﬁ%{ SF@%H%&%OP“' tiplexed after
e grnal digital audi o-

the decryption to restofe t ori visudl content 60. The

f ol20owi ng sets out 4.h&hdelackpiSener @R quedidese comertachel €3 dideo $erverasg itgal ar,
assum ng a predefined Enf Ipti on/Decryptiqn Strategy. is sel ected, which
defines the Block Ci pK&™ %ggwlgrﬁtrpﬁmnges_eg{lge riser, Apisinsgnesy QR (Video Ophe
seeds for generating TRAMQR) KeYsicadiite, Aceferred Key Length for the Bl ock

Ci pher Al gorithms that accept variable |'ength keys, and the preferred

Pl ai nt ext Bl ock Si Ze, Tbe Contéut- BepositvR8-1Bi stpre? Sthebarchived cdigitg)aaudiasisuati ng
the Plaintext Block Size i.s Nb bits, the Key Length is Nk bits, the Stream
Packet Header Length PR pj ts, and the Stream Packet Payload Length is NP

bi tz. Two keys 1 o Gr @ha@Rntead Ihfork S 75dndansERepkelor BRMISRhnAddrhinBuSRe
time, which is presented as (K-, KZ);, where i represents different

el ementary stream Fofo anporedigiiehe ipviseal ccantent (® terfgleyBatadierves apphiced on
each packet payload i &?a?g ﬁgfjg&l%{a)(ed from the Encoder Server 30, and encrypt the digital

audiovisual content in real-time during importing process,
7. The Content Exporter 37 and the Decipherer 38 allow an administrator
30 to export digital audiovisual content(s) in File/Data Server 4 to physical
media, for instance, CD, DVD, etc, and sell on the shelf of retail shops

44, wherein, the digital audiovisual content could be in its original data




al t hough the key pair is sane for the sane elenentary stream So the
decryption is also applied on each packet payl oad i ndependently. And
different elenentary streans are likely 15 use different key pairs. For
decryption, there are the sanme cases as for encryption that we have to
consider. For exanple, when Ny is greal®r than or equal to Nb the detail of
the decryption algorithmis shown as follow ng, which is also shown in
Figure 9. a. After beifognalethst tis pgamemted dgcheal-tidiev dergpticn cuying eckporting

el ementary streamis 20 analyzed to each dat acket. 74 with cl assifying
the header and the (erPEP%?B%‘)m a%?f"gﬁgor&??%a? s i darachpisder i s not be

decrypted as gdep Phd ¥ighoV&versg The (encrypted) Payl oad data of each
packet is input into the Debc)gpti on Buffer, ¢c. Np and Nb are conpared. If

NP >= Nb, then the fodtheu¥OPSesvaraibiraovides YO srvies te tiehClhidradevieg(sy23 NP
nmod Nb and, n = NP y €,a.Z IS int eqger.,val ue d,n.is the .
f TR VAPAE sefves 215* BoWRSHAR " FottSeebd olbital bfliionst s s

remal nder of the nodulus calculati ~

14, then the first n hiochgnt froilTileDRsts Bpivieoh whieh kBEand b achsdd BRSEbssati ch i s
part of the ciphertext that is encrypted with Kl -26 e. Decrypt the rest

p ) . .
zNo bits in the Dectypticonchsduked Miyfticast Streagnpg (Sepieadd proaides griesdeastingwi t h
the correspondi ng pl ai 5%5}115 as S 15 shows, f. Then, as S 16 shows, the
header is unchanged adie?u and as S 17 shows, the last ~NP - Nh ~ bits of
t he payl oad dét)a ailbe SRM (Session RlesalircdMianaecy ymianddee thd systemNesdirtss, 5 of t he

payl oad data in the ryption fer with Kt, then replace the ciphertext

wi t Hg)t he corres ponda'ml gf%aé&gjqﬁlﬁg’flﬁ\gﬂd%cppﬁ’ dir"r?‘B?Ff F%?le%isﬁlﬁ own

as S 18 g. The packet FfRoii& B&vePM9! rauat&@a@aéswiyragrﬂﬂ E&Iﬁdﬁl‘é' gﬁnv'idéaeader
a ) e

and the decrypted payl oad data w thout any addition bits,
decrypt ed packet is feédgrew48he nultiplexer 70 to be nultiplexed with other

lo elenentary stre -C ru t he ordginal digital audiovisual
content 60. The ex'?gzn%l%cggeeb iggﬁ{eﬁaﬁ rllagglﬁg W%iéna“tcﬁ%; g‘\]‘ﬁgtf%él’&nt gn‘g?tot he
payl oad data is decrypkgdbue tthe lSEr\%B(SeKmityFﬁFeﬂ”ﬂFM syl iftfplerhditimgNBe . Sdrixg
ciphertext is merely XORed with the output block fromthe M Box to get the
pl alht ext, which is sHeseat Platfore 14 grithovainprerdmaritedmelagy, Fi gure 10, 15 a.

1T NP < Mo, an N §i iglbbpileablofd i\Gsohl hlorfigabigt er 75, “whi ch 1S
initially set to sonme arbitrary value, rs Used as e input plaintext to
the Bl ock G pher Al §orThetey Bscriised Hanapés ake tipgtal aidiovdduablbiitentRagigiten
value, V1. If the length of the keys, Nk, is less than Nb, just sinply
addi ng several dummy BFfY824k3%¢he end of K~, which are 20 set to zero, to

meke V~ has the samg IgRGbuds A%E%E I\Peufna%gl"mm& theSRVG ﬂe@ux?tlyl%eﬁlth%Nk s

equal to or greater than Nb, Just take | eft-most Nb bits o] s the
ini2d al Shift Regi st ethatadams tokhé Chent23sindvio thaeyse8Rty tesk @hioakalfioff SBM 3,

encrypt Vr with K2 (9.etIthiengUstelh eﬁﬁlitl;l)err]l%%tleo)ﬂt anodt}{g ' 358 is irgsgogls%bltehetgr user
authentication,
7. The User Account Manager 35 manages user’s or client’s account,
8. Having a License Manager 34, which manages the license issuing and
25 verification,
(e) The Client(s) 23 which play back digital audiovisual content either from
network streaming or from physical media,
1. The Network Streaming Client 49 receives digital audiovisual content
data from network 36
30 2. The Content Importer 50 includes a physical media reader, for instance,
CD reader, DVD reader, etc, to get digital audiovisual content data from
physical media,

3. The Rights Manager 21 protects the digital right of content owner,




passed t hrough the M Box 76, 25 d. Shown in S22, select the left-nost M
bits of the ciphertext of V~ 78, where Mis the nunber of bits in the data
bl ock that we wi sh to decrypt, i.e., Np, e. Shown in S23, the selected
Mbit is XORed with the payload data that we wish to decrypt, f. The output
of the XOR operation is the final plar hiext, 30 g. Shown in S24, the header
I's not decrypted. By conbing the original header and the decrypted payl oad
data, the original datBheBekpherd2l9 deqrmtertlsetdigitﬁladﬁioviguﬁl?cﬂﬁltlﬂaﬁﬂ,I&).hﬁdlpr

and Deci pherer 19 are sho eﬁﬁsﬁﬁﬁ n F| res 11 and 12. The content
may contain one or sev'&pg %W ’or I nstance, Audio Stream

Vi deo Stream Scri ps, meCAu&@muﬁl BORALAT 6 §ﬁd Rﬁmo@fsﬁaleﬁgﬂdéﬁh% n%)(ce@ Ppair
U

of bl ock cipher keys, i.e., (K, Kz);, where i is the Stream n the
di gi tal audi o-vi sual c@ﬁtﬁrﬂem@ andaerden the digital endiovisiidl contehtyde a respecti ve
Key Package, i.e., (W> Kz)a ~a Kz)v ..., ~0 Kz)~ } which con5|sts of al |

t he Keypp ontent Lore in

Cont ent Rg%%?l(%lg l? %(;ngdt Fé%ﬁe?a&fg{;@qerv%?o il =4 S \%Q’r ﬁ 85PPT§§bE§nd| ng
Key Packaggpteddés raabtlnreeﬂiod&veﬂ, atdigitad an@iolvoaat b@ﬂexﬁfm%}'lﬁg@ Bﬂﬁlﬂﬁ&rtécpﬁy theh
securit oses. n user registers with the base station, the
SR 5 e XD weRGrent Trapton 1 RueBRa Sareerch U Dcdigheh migia-o ¢ he

o o *é‘?gélo@%%‘?éf&%%?%ﬂ%ﬁsggﬁﬁﬁm ey R L R L

Key Paci#berised vnsersrty debuk aw EncriypleorPSitoitegy Keynitalidatien SRMe(Efeighebor 3/38 for 15
Ks~7o Y t Ke rator 83 in the Encipheror 3/38. The
encryptteh %gg%ﬁgfg%g%g ig- ‘g%ﬁ{c‘{% “Y'he Key Escrow 6 of SRM 5 through a

net wor k connection inplenenting SSL (Secure Sockets Layer) protocol. At the

SRM 5, #h&Eyciphérabdsineg thé BIRK (E1bﬁeﬂ§%goﬂﬂrﬁ1lfae9§ DAt @atd Eﬁewﬂl&gsﬁa'a& Rlvfy
Package hg Key scrow 6 decr s it with the Private Key o
i e., KAES(Ad %FXHS‘[% Sﬁ@‘%ﬁ@ R@prhcktageh%@aiﬂnhwpt hlse Heﬁmp geedtsor age

Key, 1. Kk d Key
Pa)ékage | sellg%le %ﬁ? %m%ﬁg 9 é;tglérgdiK%K%ng@ﬁ?r eI yb%@}ﬁﬁgﬁ§ r%%}%gltlag
may be @meptg&e»dlab}ednmgth keyd, d)h& prefersod RlbinBRVBIock. Sike, @ik, 64LBit AT -Hik, Mcehid 4

h Pack t dt dat f the k f 25 K
E’ag EiF @%‘8‘8‘%&/3 fa%% emgmr(lm rrz]atcqug toube: u%ecll ng o e ey ror ey

The Encipheror 3/38 employs an encryption method, referred to hereon as the Equal Payload
Length Digital Audio-visual Content Encryption mechanism, which implements Block
Cipher Algorithms to encrypt content portion or streams of data. The Equal Payload Length
Digital Audio-visual Content Encryption mechanism only encrypts the audio-visual frame
20  payload/raw data , with leaving the data packet headers untouched. These headers include for
instance, System Header, GOP (Group of Packet) Header, VOP (Video Object Plane) Header,
Video Packet Header, Audio Packet Header, ASF (Advanced system Format) Data Packet

Header, etc. This are described in more detail below.

The encrypted digital audio-visual content is stored in the Content Repository 12 included by
25 inthe File/Data Server 4, where the digital audio-visual content can be exported to a physical
medium such as CDs or DVDs. This physical medium can be sold in the retail shops 44, and
additionally the content on the physical medium can be accessed directly through the Internet

via VOD, Broadcasting, and FTP services.

In this example, the Key Escrow 6 can be solely responsible for the maintenance and

30 management of the encryption key package of a digital audio-visual content. The encryption




Figure 15 shows the main processes of Cient Register and License
Distribution. A dient accesses the content provider's E-commerce web site
to register the preferred services, for instance, VOD, Live Broadcasting,
etc. A dedicated Wb Server 13 provides the E-comerce web site to the
client. The Wb Server 5 13 could eitht¥-coexist with SRM5 or not. A
secured connection inplenenting SSL protocol may be established between Wb
Server k8y amkaSRM Gansmittedéromgtea ponestatiiskeedCb S iSecite SoaketssLiyee) link from
registration.proce a L connecti o, be  establi shed between dient
23 and ﬁ}‘? %@r@@ t‘igletsfg%ﬁﬁ‘if%’t & ’érﬂrg@mﬁ%?’é’dﬁgﬁg ﬁwmﬁﬁﬂaﬁ {°% he
regi str af b Shi lg ot ket Qfarhinf hon are recorded
P et e S A A S S LA
encrypted by the Secure Database Entry Key, i.e., Ksse, using Bl ock

Ci pher s A escgcan BRSss NESontgneproxisier's iFscagmnetcy waliriitgdbiropgh srrgbsbrawdershioil d be
changed fr. q Lme by-the admni.sfrator o 5. .The st.eps i.n the
ogi ot r S DR bdedd TRer ¥ {otFe BF T e S P B, Copid HyS il ol

est abl i $lftedthiSSkp tidWientSevictbresdionsa Liclnselahd K dyFeick fcfesa @Gniet proeidedmt ent
Provider's E-commence web site using web browser to register certain

ser vi cepeyenthe eomgenthafiihe cligy dgyie, t he agreement of the User, a Oient
Application 23 e.g., which may be a Java Applet, is downl oaded fromthe Wb
Server  iBondSanmple, SNOUS SerllBP1 P38 sed R AskS al dser®pdriihalt MfoRiatoh 98 the Gi8VS28
shows. 20 (d) th the agreenent of the User, the Cient Application 23

est abl i §lilaougina §8i-cstailished S8k link t Fhet User\Wsloo@8gManageB3 ¥ anaifitamishagd manages

transactj,aons, as.S29 shows.. (,e) At ,steps .S30,..S31 nd S32 the user
07 el i P i B hiiiedsbr LS8R i R "Ss (i nk. The user
information is then transferred to the SRM5 by the Web Server 13, either

t hr ough AhosSl. doha&Eda! i GREabAEhedSkpoROIRE GEgiStTatioh et wBerlUgként A3C rD thdVnager
35 in SRM5 encrypts User's information wth Ksse and inserts it into the

User Acesiypt 1 bigraisaue transastipn ondhe) bicpet. Rsadlowsiobsry efeS egdfiyhi Bent 2o vhich
ot 1 . . f .
t he Do cEmRISTs A5F SRR 086 TEARARIYTIS A0ndhiERP Rt 40 K Lrads M ORPUAS 1

Server SemieBty Agent 22 program 30 which originates from Wb Server 13
t hrough the SSL connection, to be inplenented by the client device. The

Server cyrit ent 22 i enents th -29.S0ftware Agent technol and
dot 45 i 1€ Ssivel RGBS AGeHo b4 (PG | 1Sy Hilaio imgrittig TBPEsta) Beat TSN ne
on behahévigd, SRk SRMPSCEhd Mg REMYGmafiBs Hiclddés OB mé dfs | npl enented, the
Server Security Agent shares the SSL connection that has been established
bet ween t he € ia@NIiC gSetswork terfacelfa8Bmmenbet,3. By 5 providing its uni que
Agent 117, the Server Securit en are authenticated by SRM5. Al the
col | ect ed |oca|aw@%$ﬁwcs¥§$@°§y§@fwathe Wb Server 13 and
transmtted {o asc?f'ijgderﬂﬁﬁfe they are encrypted with the Secure Database
Entry Key, i.e., 1~Se, and saved in the User ID Database 7 that is related

to the User Accodatd IDisk ideatifier;. The aforesaid steps are shown in S33, S34,

S35, S36, l1lo and S37.
e or the like.

The unique information is sent back to Web Server 13, and then forwarded to SRM 5 to

construct a unique end station identifier (referred hereon as a User ID).

The unique User ID, together with user’s Login ID and Password, are used to authenticate a
legal user. Furthermore, working with the Web Server 13, the Server Security Agent 22 acts
as a middleman for message exchange between Client 23 and SRM 5 in lafer transactions. It
is preferable that the Server Security Agent 22 has no right to write data to the local hard disk
of Client 23 or change any local configurations. Moreover, the Server Security Agent 22

preferably terminates before the Client application 23 quits.




(g) SRM5 generates a Public-Private Key Pair for the User, i.e., K'S~ P~
and K'~~ PTE. Those two keys are encrypted with the Secure Dat abase Entry
Key, i.e., Ksse, and saved in the Transacti on Key Database 7, which is
related to the User Account Database 7. Mreover, SRM 5 generates anot her
Client Secure 15 Registry Key, i.e., K%~ which is a Block C pher Key, and
encrypt the User Private Key with K~S~ according to a predefined Bl ock

G pher &logever s elsg. conpEiged Bhavwhats Bervet Secuitr Aant ahsy alvacC teypirek Wibh
Ksse an . in.the Transacti Key Dat abase 7. Then the encrypted User
Privat eg\@@{%ﬁ‘& nlgj_‘g?e GQrEens 8?1?1%‘?3]?‘% WQXS\WOE s qontent g theregdidggicser ver
Security Agent 22 through the SSL 20 |inks. The aforesaid steps are shown

i n S38, OB38 theatlitnBA&Yistiakibn THSucOEdsAAT thSSRNTI § t }ﬁn}% pted
K'Se~ PJE to the gﬁfgent Application 23. Theng?%gﬁ%t?éﬁfgﬁ\%gﬁ?cca&{tﬁlﬁ n gey

wites KRS fentesele gngyriing thy privefekey Being asipReykest Ky, 201 seidnistethe uelSr i s
not passed to the Client Application 23 with the encrypted K'Ser Pte. It is

kepts at Al PeciFeiehseSESNE bEY, Server Securit

Agent 22 Ai%smi mpl enent eg gy etrﬁg@gﬁgié? gt% ?%@eqﬁe%%? %%@%Fi"%%f’spﬂﬁ lingéglivi'%:n 23
needs KtyperndTentedusege rulgspThis dkceme i2fsorestryiad and fegt ®nhe ygdred K'Se~ eTE to
the Server Security Agent 22. There, K'S~ PTE is decrypted with I C~n and

returne tshe,.C ignt |jcation 23 for further.  transactions. The
af or esa?gggga{ ?gplécﬁlg% ﬁnoﬁgt ® SPFYHG %@P?Fef‘e%é%‘ﬁrlic‘??se @t the Serwgr
updat e Beourion AlgefiuES tsatine thérhen §RMcBureHeEi ' I

Cient Apdgllr?{]atgieon 2??atlogpass t he ent(;rre p 1553&'%@,g§h%$§%uhde%$ égﬁé{%lélﬁﬁa&hﬁ

r e- encr {p5togal hagdidisly pethsswstrmsegistan dor latpnitessactiensCl | ent Appl i cation 23
-30 to overwite the old encrypted K'S~ PTE with the new one in the Secure

Regjgtr im& WHAg | i rVi framth er ,
di 19 %ir e%?(%gtiﬂgénse %g%gdsl q%?%‘ggg%gor é{egédﬁ ttt)lier %%l{% lyér%ggﬁffasc & n%ggﬁro%q;ef fes
t he SerBicommypewahdit¢ withlsagebiowsat E3. vndew Sehiet Betilifty agRheTl isweinstirieg

used. Tthe[ Li cense Code ég stored in the License Database 7, which is
rel at ed"OtB° W& ARRICARER 43t Dat abase 7, after being encrypted with Ksse.

The aforesaid step is shown in S42. (k) The License Code is also encrypted
Wi th K~Afer thefueéres D&iA IDSRAPak&vdrd Bavhl Wakn VRN Yo SR ufi’téfo hbh
K~S,. The Server Seg%ri ty Agent ZTZ Sas%es Itlhe o encrypt edS%% C n‘g%ng%%e to
the O i454rmaggs| the amiqne lpgal Mfwmatibe ofivsens deyipt andtforovar® Shinrtd ttks SRIM 5,

I
encysypt I Lo the end statjon' s.Secure Registry 20. But K~Sr is
not Spas‘gg‘ggta gl [ﬁlg ngflg%ﬁs nBTa’lteéQﬁS%%oﬁ © rf"‘ielYe? 1%%’5?15& ‘the Server Security
Agent 22 as long as the Server Security Agent 22 is alive. Wen the dient

Appl i cafhieoger2faterb ests [Dhis dongringtoOhddser D Bhi R bR dredtin e Datddsdist
pass th pted License Code to_the Server Security Agent 22. There,

Li cens Uﬁ%ggtﬁ%sre@é@?w BEPeGis: PR & thentva blserr Hew matck dasstthe uspr pass the

Appl i catukipntidadidnQr (iddf flher transaction. The aforesaid steps are shown in
S43 and S44. (1) The Server Security Agent 22 may update | C-Sr on request

fromSRM 5. For such a 20 case, the Cient Application 23 passes the
encr yptladhe iexar dbatabe aiserdBds ygtchj the $avenSecyrty Agenti I2htradséers elve Knsyptednd

reguirg ; i |ication 23.to.qverwite the al ncrypted License
Cod itikctRe Sds he CR8I SREert o B diia 0. B SRS st e sseied  y
Agent ZReh®y izl deatypseditNcdmigaréd tetHe NRPthhiCRds! Bn 26orbd ir? ﬁlecﬁﬂﬁﬁﬁataﬁgse""h en
the content is finished being presented. Figure 16 shows the nmethod of User

Aut hentGUERE; thR TsHaradian prercessy @indy W Seatwachigenses Enately pioes theye) pass the

Distri Qﬂ{ﬂeﬁﬂcatgﬁmé}&ﬁic id. @ registered user wants to enjoy the services
from content provider, the ‘user may be aut henticated. The nethod of user is

authentication includes: 30 1. At steps S45, S46, 547, and S48, a user
accessesftardhe ever ipruthintieated, SRMsS parsdsithe liifenidbdvdBradsetrm thesssPomBnd 0gi n

User 117 an sword.. If s essful, the installed Cient l'ication 23

ar gsi npepg&gﬁe#@%fgt%@gﬁm-wsua? Content kcy Package to the Server Security ﬁig)gnt 22. The
security server agent transfers the decrypted Key Package to the Rights Manager 21 in the
client application 23. The Rights Manger 21 in the client application 23 analyses the License




2. At step $S49, the user requests for certain service through the dient
Application 23, e.g., playback of a content through VOD, watching a |ive
broadcasting program or ordering a CD, etc. 3. Cient Application 23
establishes an SSL connection with content provider's Wb 5 Server 13,
which is shown in S50. 4. SRM 5 genera2®s a unique Agent ID and sends it to
Web Server 13. The Server Security Agent 22 roans or is transferred from
Web Ser ved faglstthe dileyhPachegeSHL the ddevisteran % vhets thengipRATEMdRIvRRalt Rt G
stationd.mgﬁgﬁ the Server Security Agent 22 is inplenented, it shares the
SSL conn&ctPSf that has been established 1o between the Client 23 and the
Web Server 13. Then the Wb Server 13 relays any nessages between the
Server Jaeudntent AGBEH feddo A aSRMeR. 168%r preMitalignd 1ts unique Agent ID, the
Server Security Agent 22 is authenticated by SRM5. It automatically
col l ects or determ nes unique information of the User's |ocal machine on
behal f &fU % clicpbdeider sanirgnsieifthe dgense o ianethad eléenmidevicdlefoninstants, PC,

f i Sk . . . i f
" Cohput S R ol SIoREeE s TR AR (b peisp, ok ey detedit s, '

wher e i thessmediqxar ed with the corresponding records in the User 1D Dat abase
7 that is saved during user register procedure. Those records coul d be
easily ko%at ed Eﬁx {el at i Elo he User' Sﬁ"é‘?g{?n User I D and Password, If
they don® 2 et tH'Pthe? §F$ir\1738 r%%ﬁ??ﬁpél&ﬂt CFEHLOR Bi gPTigBt inprevidsdal
user anehadtnfe@kE thheo 1SRt METu ceerddhyl t 1N it e ver
13 is also infornmed by SRM5 %&Pﬁ?ﬁgﬁgilﬁﬁiﬁlgﬁt@?\ tr%ftgrc%t an;e/r\{ﬁp'?ﬁér

r equest Addétipnale bits) atgain @reater medifteatioive oaf the aiginat afigitar mdsdreisnali n
ste Sg(gmet§52, S53, Sb54, Sb5, S56, and S47. 5. In step S57, if the
verification is passed, the Server Security Agent 22 preferably 25 requests
the License Code that is in the Secure Registry 20 fromthe dient

Appl i caThorn@3paoddécraptidrenrtlidd ire édig SRV tif. ada&é-efsualhﬁaﬂec}%ggﬁd%@e i's
sent tozﬁR 5 for verificatign, the SRM5 conpares the Licence de to the
correspg ?hﬁlF@@ﬁ?BfﬂWIF%Emé%@EEQE@wﬂﬂﬁﬁi the licences do not match, SRM 5
regards the User holding an illegal License and rejects any request 30 from
the cliend esl@yhte®coBf 2iPhesAl &PSy i SA7.
7. At steB S61, provided tha?ﬁ?ﬁgﬁﬁlcengég%gﬁgg?g@nggg%Fnﬁﬁg&égﬁﬁgkﬁgg

t r ansf eR$P(Realdine deqnepett Rrpt@iolle RTSBe(RenkeTiRegbtedamingByotodol ) SpedifiSitiontad t he
Ser yer rj t 22, -32 8.. At . step 2, then SRM 5 checks the

Ser i\;Siece y%etl{‘l%gfegfﬁ;re&gyl%%ecﬁ% @H@n‘ﬁ)’cg‘ﬁs eV Ay prgdiional FORPEPEHS A
provi di mgdifiestistsetn Whbke phRo&t BivthdrmoRET fiblebBsh | ' i
Furthernore, SRM 5 check_tg t he Usage Rul e’tﬂggt s ddglf imr%gghil{lﬁg?ﬁgtati‘ggﬁge
Code t cFOEERSEe fignl, copterieiniPrmationeln geactabdhisas sufficienttgpesteatiiltigli dcatss®f

audi ovi g, ' i r can anly. access the video
stream | ﬁ@%ﬁg&%gﬁ %ffaﬁgltrjc | orl)i/];1 gﬁ%&“@%‘%ﬂ’gﬁ%&%ﬁ egﬁﬂf’%allgrﬂog/p?‘?é@ﬁ%ft o send the
correspondi ng key pair for the video streamin the Key Package to the

Server Security Agent 22 in the COient Application 23. 9. At step S63,
assum ng the User has full access on the digital audiovisual content, 10

t he, SRM. t.ains the encrypted.Key Package fromthe. Key Database 7

degzroy pl\ﬁslglllr;%%vﬁs 1 ‘%%@nég%‘?ﬁ%i%%ﬁ% }lgdéa'ﬂ%/ﬁe g‘?“é)’i?ﬂ%%l,gol?%lﬁelﬁc%ﬁﬂgal iPaylgpd h t he
publ i c HkemgtioDigditab AWSREvisiial Eontelit BRdryHiuA médMdnishansfers it to the Server
Security Agent 22 in the dient Application 23. 10. The Server Security
Agent g[%tgasses t he Key Package to the Client Application 15 23, which is
shown BegFample, after the paylead isesnerypied Ohiernis napehangatondhe 28mblet af bits t he
encr yptRdtaiddutifin #Veontent: + KUs~ PTE> fromthe Secure Registry 20 and
transfers It to tﬁe Server Security Agent

For digital audio-visual coding standards, for instance, MPEG (Moving Picture Experts
25 Group)-1/2/4, Windows Media, H.263/264, etc., a digital audio-visual content 54 could be
divided into one or more data packets, for instance, video packets, audio packets, metadata

packets, etc., with packet header and corresponding packet payload.




22, where the K'S~ PTE is to be decrypted with K~sr. 12. At step S66, the
Server Security Agent 22 returns the decrypted K'S~ PTE back to 20 the
Client Application 23, where the Key Package woul d be decrypted with Kuser
PTE 13. The Client Application 23 obtains the License Code fromthe Secure
Registry 20 and transfers it to the SeRler Security Agent 22, where the
License Code is to be decrypted with K~Sr. The Server Security Agent 22

r et ur ns Theengeptigpekedritling 66 derc2is afpidel drdg on tiee pdvketGayriakl Wikt 67 LR o2S-

14. The Package .i,s, passed to.the Decipherer, 19 whereas the License Code
i's passé’gq%{eo n’tﬁﬁé CROG Y %ﬁé’b‘i@r W*z‘hmi fha iPaReadpFer Wstapem headerad? erep
S67. 15untuchdepficstiBe chBSplisHlUBsSH hei i Qv | ' into
t he Deci pherer 19 bef_or_leﬁg’lpt reach%g:r’?ﬂk}llg pt&%oggg‘g g}’dag%-ﬁ ﬂm@%@% 6%%?’%[?8}3
cont r ol PEAUHYN RP gesudtigninihmerpeypted payoall 5 Figyse ¢ it hdiagent ritflyklidwinhehd<ey

Package f ipherer 19 is to ransferred to the AV
Dec oger T%Sgn%f%%wég %F gégﬁpg)?i 8%°8¥1mf ﬁoeajfézﬁ’fl&m' ltg}“%etnﬁ usyally sontagns, mpltiple
begi ns. elemedfirfFisyenms,1¢.5h0ikizot fiRapIHCEBESAIG0 HERIM(EO6IPERIR SrdahfENS8,
Transfe %g{i}bﬁgreover Figure 18 shows the processes for User to

success % er a license. Due to the uni que User ID that is used to
verify that the User is based on the registered client device, a transfer

of a | i aeB&AinEkst inPBrdes GoBH j r: Wi S .1 t he..cont ent
provider's sleﬂrg?/%sc%l £rom 5”2]#81? ﬁ%?lédfg?/(%u@&' %ﬁelnﬁdgg‘gh%cglr@%iaffe%gﬁﬁtgbtcggf?{em
nul ti pl elemieptans esireams tarearméferabin eercirypeeds ewith odifferene gbrsdr gutieh d@vé Cand/sr t he

Pl A6 " BRI Eyorroth 168 gl slic-Blspilitonisht 800 anplea s inin GrBvidimicr
| i censeeleRgntaentadastX 681 6NtandSEIBy it BSmuliifedds 81 Hoftle h?eg{e&&ﬁfﬁoﬁag 'tgl' i ent
s1'ng

devi ces _one by one, repeating the sane procedure of a nornma
| i censeth§FHFYPiRd dpmentaryt $iesans 68 §%c68, And b eiemultippixed|inty hsingleisiihnl

| Ds and tai i e are rel ated,.t.o.t he | oqi ID a Passwor d.
There igﬁglgr%dgﬂrtlﬁéégglgﬁ?%a n%t%gc A enﬁfvse[ngy@m%]?al\ﬁﬁ -svngngqgﬁgﬂ r the license

from one device to another device. For instance, when the User is going on
busi nesthe encpyptamprodedureseiil nuwnbs discusssdinghére detagl, | i cense from the deskt op
PC to the notebook PC so that they can access the 15 service from content

‘ i h [ ip. Th foli i ncl o 1.
At b arhlibE . begenie BEGTRi Suaken Finceder i teier e flegnsanher
Tr ansf eAlgoeighig s k. of r DKL I i i t IS i C as
shown at gSBt eps S§9, ISﬂ;O ug%ngﬁig&n%SﬁE%d’ qg% S‘?'ﬂiesa}ebgdgg}egaﬁlﬂlgn}aglgg@r gﬁgéf ett%ts3 t he
r equestPTEBTICH Kegekength Sudhe BlgckAgipher Algorifimenthahaccent Beiablerlebah keid, indgent

22 traqg@g;&e&é}pﬁlrég ‘?%tloct %%g%&?eégﬁg’tlégﬁgé{g&étgteegst abl i shed SSL |i nk.

Then W erver relays

The Plaintext Block Size is assumed to be Nj, bits, the Key Length is Ny bits, the Stream
20 Packet Header Length is Nj, bits, and the Stream Packet Payload Length is N, bits.

According to one example, two keys are applied to the stream packet payload at the same
time, which is presented as (K,, Ky);, where i represents a different elementary stream. For
any elementary stream, the encryption are applied on each packet payload independently,

although the key pair is same for the same elementary stream. There are several cases when

25 we apply the encryption mechanism.

The first case is when N, >= Ny,. In this case, according to the requirement of a Block Cipher
Algorithm, the total length of the plaintext should be a multiple of Ny. However, most of the
time, this is not true for N,,.




S73. 3. Upon receiving the request, SRM 5 generates a uni que License
Transfer Key, encrypts it with Kb5e and stores it in the License Database
7, then encrypts Licence 25 Transfer key with K~Sr, and sends it to the
Server Security Agent 22 via the Web Server 13 through the SSL |inks, at
step S74. 4. At step S76, the Server S¥turity Agent 22 requests the dient
Application 23 to save the encrypted License Transfer Key in the Secure

Regi st r Pn20vay-tor sdiee this @rotlére iSes add sGmeudunirty AgeN.Pd drcéndpds tHehgackétcense
Transfer Ke vvitg]ﬂwr, ass 30 it éothe,(}ient lication. After that
the di Bﬂflo%?pﬁpi iBR 9% di g}?ﬁﬂ ayevifihae mukiplq jof e Nee s dhiskiyrodgesshe
User, WARA®RIAtaoBEsUtRE iMPLLs ' Licence Transfer Key. 5. The
User starts tgrgr esg;;i ste% t he g?g‘?lee? e ev?oélrééh'?hat the |license woul d be

transferred to by |logging on to the content provider's website with the
Logi n | Beeprdinglpas Qmﬂgi@lf ¢xapple, el ofr thé proket paidoadsan aastrestneps cHidideradas 878.

6. S 7. 30 hmlar to t flrst-tinme reqistrati , the er
st ac Bty Sile s %0 BeirbiseleBieh Homh hibaste Rgef baBoAdly ot i3

t r ansf e(Nf-oN ol Wechnildple ofdy,i. ce col | ecting and determ ning the unique

| ocal information on behalf of SRM5. 10 7. Once the Server Security Agent
22 is ijmplenmented, the Server, Security, Agent shares the SSL connection that
has beeHO¥EYHpiSRay cise RemR delays by wahingder Bismexhenagpnasg pgeets, ssperidlywe b

Server éﬁﬁgef@mnizeﬁmﬁﬁ% DALIBE (d3fe 6. “BlfereRE Wit phcllE ke géaéagaﬁyj-

‘By providing it's the unigque Agent erver currty Agent
aut hent ercaypbnilecSRlbS. Fashdmor, ssthepadsitional hetesisasr indicators 415 uke tcherypiedense

Trapsfer,_request and provigde the License Trapsfer Key to fhe i

Aopll cat g 35 NopSr Rt e phHerEmoBrG bt o aticte Aneng Nl for
Appl i caddcofbtidd frocdR I Tfis b8 rbqusRESRanbiR6f Bk RAPSKEt (AN ThSLEYREs WREUT i LY
Agent 22 together with the License Transfer Key. 9. The Server Security

Agent 2theseqtdcatioe of thedeadersr ansfer Key to SRM 5 through 20 Web Server 13.
SRM 5 checks the received Licence Transfer Key with its record in the

they a0l gt ety feleSub et ARiIERRR o Llidhel MEAFRATIRES |

t r ansf edata by ueployantoeqjaradfkeis, 1. Tk, , & pr esai d steps are shown in S82, S83,
S84, and S85. 10. If the two License Transfer Keys match, the SRM 5
request devi ce

t Seryer Securi.ty 25 Agent 22 ta collect the |ocal

i nf b mﬁ%&?ﬁlﬁﬂé&(’%ﬁmoﬁlﬂgﬂ&? ‘P%égqfﬁﬁoq“ﬁldf‘?l&inesw th the Secure Database
Entry Key, i a.e-Se%ﬂﬁ§ﬁl¢n7g %Ffdéhﬁ‘llﬁﬁé&iﬁ%%ﬁé’%nfeﬁﬁ M6 WniiSRual RinHn@dr{Bdticamsi
the User | D Database 7, SRM 5 may check

which are analyzed to classify the header and the payload data 72, whereas the

header is not typically encrypted as step S1 shows;

b. The payload data of each packet are put into the Encryption Buffer;
20 ¢. Compare N;, and Np. If N >= Ny, encrypt the first Ny, bits of the payload data in
the Encryption Buffer with K; as S2 shows, then replace the plaintext with the

corresponding ciphertext in the Encryption Buffer, but the rest (N . =N b) bits
would be untouched, as S3 shows;
d. Perform a modulus calculation,
25 z=N,modN,
and, n=N,6-zN,
where, z is an integer value and n is the remainder of the modulus calculation;

e. Skip the first n bits in the Encryption Buffer, which is part of the ciphertext from
the above steps that is encrypted with K,, as S5 shows,




whet her there is any identical User IDthat is related to the same User's
Login I D and Password, which would be added by previ ous operations. 30 11.
I f no sane record exists, SRM5 marks the old User I D to be obsol ete but
keeps it in the database 7 for future reference. Then SRM 5 saves the new
User IDinto the User ID Database 7. 133 there is a same record, SRM 5 nay
renmove it in the -35 database 7 before inserting the newly received

i nf or mat i on. f.THencaypr ths aiest glNe oits aneths Hénumyption5B6{feramathSEY,. akP replecesthep

S88, with the help, of t dat abases RM 5 can easily locate and transfer
the User's pri \Pj?lg‘ta%Lthi%?ee‘?lPﬁﬁda %ES %% License Code, and the K~Sr to

the Server SgSemny édcYyaEphoketl Mt $s A3Ehstri@td b cbiBiihE tHeESH difalaRad PhRd
wth K~~ . 13. At step S89, the Server Security Agent 22 request the Cient

Appl i cation 23 theeraypted haylesddatpwathont ey -ad@tipnalits. i cense Code to the

Secure Regisiry~20, 14 Th checks t cur t.con tio i th, the
Ser v%r Secur |ht Wg%nr?tr ypjﬁd P%:kt%ﬁtl}aé geld c’atg'\e/ i%‘gaaﬁf%{hi%?c’ew &@ﬁ@%ﬁﬁ‘é@jtﬂger

license. |f thelasanaststeims o Snktrhct@ied dnétyptdddipia a0fWvBusiaateaoy1.acti vat e
the new User 1D immediately until the User quits fromthe Cient
Applicatjon 23 in the old device. If the connection has been di sconnected,
t he SRNfFEe SEHS £ 18 Ht Al US the fir b%&féﬁtﬁe aﬁﬂO?@dﬁtééaeyeqc&mf%wt%
request ¢f Vi ge, . j .0. use the old
machi net (%18 &aqété'g% ﬁ%ge $gr1§;:ggé‘g{s?ﬁ%gtﬁ‘%ofﬁt%%ggé&}ﬁﬁé b&itﬁnﬁg% been
successful, are rem nded that the |icense has been transferred to anot her

machi nen the sitii@iokolige Npeis 30 Viem e b difieeht Si@Rsd istuded. UN8fm4IBIN{ fsasaskss, t he
| i cense to another client device There is the case when a User w shes to

updit e PESIHErIERAEE. AESHHE 250i(8r AJENi s cappis sellpmphappening fopdigial aglicepy,
changi ng: ' t he [ ' . war e
o User 5oyt souftls (R 16ets oAy 1R r SRR, PR W ek, WAEEIRIN 1 i aEd

i 'l egal thelCiphar Eedpadks@EB)t dpetatioh moddsef Bivick [EiphdraA lgprddines. i ik enodeatiawar e,
he/ she st apply. for License Transfer befgre he/she, any. update .of hardware
is perfgﬁﬁ’é'ﬂ‘.t 1%81% St gkkup 13éé?a$5ﬁgt Qugh tth‘?/vgh‘:ka@ﬁﬁ%fcf\ &t %t?b‘ﬁdﬁé%

vari at i QERARGHRAMbithebans W |1 25 becorme apparent. All such variations
and nodi fications which beconme apparent to persons skilled in the art,

shotd d be coasi démel;, thits frdddk edltetithe tSheft Register Zonavlédto preinitivdly $dhdo isnent i on
broadly Sppes g el e PR s PRl AL PR T T
includes, inpan eREciphaiéans then paeee fabiflarPéktACHRonERWAESd the M-Box 76,
which simply selects the left-most M bits of the ciphertext, where M is the
number of bits in the data block that we wish to encrypt, i.e., Np,
20 c.  The selected M-bit is XORed with the real plaintext that is to be encrypted,
shown as S11,

d.  The output of the XOR operation is the final ciphertext.

In one example, K; 77 is used as the initial Shift Register value, V. If the length of the keys,
Ny, 18 less than Ny, a number of dummy bits are added to the end of K;, which are set to zero,

25  to make V. has the same length as that of Ny, which is shown in §7. If Ny is equal to or greater
than Ny, then only the left-most Ny, bits from K; 77 are used as the initial Shift Register value,
which is shown in S8. The next step involves encrypting V, with K;, which is shown in S9,
resulting in producing the ciphertext of V. 78.

Then as shown in S10 , the left-most N, bits of V. are selected to XOR the N, bits of payload
30  data, which is shown in S11, in the data packet 72. The result is the final ciphertext. As



b) transferring the access request to a base station; 5 c) receiving an
agent fromthe base station; d) inplenenting the agent, wherein the agent:
i) determ nes end station data indicative of an identity of the end
station; and ii) transfers the end station data to the base station, the
base station being responsive to the eRdfi-station data to authenticate
presentation of the content; and to e) presenting the content in response
to a sucbewsfinlSlduafientimbiningnthe Zinalcipbetod vadc dredongindlcheallar thelenonfysedi n

the neth includes, int agent, generating the end station data using at
| east oﬁ@gad?ac]%?t Al PR t}t‘]"ﬁvon of the content to be presented; 15 ii) an end
station identifier, the end station identifier being uniquely indicative of

the idenhidrerab dcbessanél coitait e udek imus atteed tHed@ityphio keytiders WFahe digital
i dentifier, being uni quelé i ndi cative of a user of the end station; iv) an
agent i dadiorvisual copieat. atylen thahicHsergaar agsessnidre udigidal epugio-wigndlaganient dry erpe
respecti : X V i - 3) or di | 8k /M2,
whor o1 n € RerEhce, MOATE, LF RIS o BT be e bbbt Crf, BV
I dent i f ier, fitomi thg rataillshasd. Those wheedibesagre 80 Biedavoribed int follbwing sSatichs( Befoye
Nunber ; a.Media Access Contral (MAC), Address; c).CPU identifier; and d)
Hard Dr itﬁédﬁgﬁéln%dm-wualwn@t gonid g dcerded spd irﬁgf%*)s Hrpust be ‘%FYYPF‘FQ aé|f§?tns 1
to 3, WAgLEHQriffon BlRe] isNSUARS revefkel dosSiiat bRPyptdh pRESSY Wil he
content; lg) %e errrrli ing i r?dfugat%?ezée ateaﬁi%ﬁ%?catfve rg?yq he gont es’nt; %nd,
-37 c¢) dgepetedtintiye foHewargess request using the indicating data. 5) A nethod
according to any one of clains 1 to 4, wherein the nmethod includes, in the
end statlion, .receiving the content on a Si t.or.age medi um 6) A
o Hoa- eebmiRaT gy B G ot Sicvna 3 §enedl R bREheRBaM Rasehatitm’
i ncl udewAs kAoWASIAO RS adtOfor Bleck eCiphell AdpbritBhis] Gfi¢toArd Ylsoh alltds 8y@hidiion:
a) receiving the content; and, b) presenting the received content. 10
Encryption Algorithms, the Decryption Keys are the same keys as Encryption Keys. Figure 7
shows the decryption algorithm in the Equal Payload Length Digital Audio-visual Content

Encryption mechanism.

15 The content 55 is divided into one or more packets, for instance, video packets, audio
packets, metadata packets, etc., with packet header and corresponding packet payload. The
decryption algorithm 80 is applied only to the packet payload without any changes to the

number of bits contained within the payload.

For instance, header 57 are untouched after the decryption. However payload 59 are input to
20  the decryption algorithm 80 wherein the a decrypted payload 58 is output. Moreover, Figure

8 shows the realisation of the decryption algorithm in the Equal Payload Length Digital

Audio-visual Content Encryption mechanism for decrypting encrypted content. The

encrypted content is demultiplexed or segmented into individual encrypted elementary

streams, such as encrypted Video stream(s) 66, encrypted Audio stream(s) 67, encrypted
25  Script stream(s) 68, encrypted Metadata 69, etc. before the decryption.

Furthermore, each encrypted elementary stream consists of one or more data packets 55 with
corresponding header and payload. Only the payload are input to the decryption algorithm 80
to obtain the original payload data. The decrypted payload data and the unchanged headers

are combined to reconstruct the original data packets 54. Then the original elementary




7) A method according to any of clains 1 to 6, wherein the end station is
coupled to the base station via a comuni cations network, and wherein the
met hod includes transferring, via the comruni cations network, at |east one
of: a) the content; 15 b) the end station data; c) the access request; and,
d) the agent. 8) A nethod according to2%any one of the clains 1 to 7,
wherein the content is encrypted 20 using an encryption algorithm and
wher ei nstrdamsn&d, g Gdncb uede&est-bnedi ke etrebnsd atei moltipdgxed € @i tHrgdddegstiont foon
data fro e sIatlgln P ec t| n the encrypted content using the
decrypt I8 rﬁiﬁfrl% %Hdé‘% rfﬁnf’ﬁb %Qecrypt ed content. 25 9) A net hod
according to claim8, V\/nerel n the decryption data includes at |east one o

a) a deThy @slicWindlseRrdut iR d@é}g;?txcm pRCERFE YPIMRE déey: P arfedlRL ROGmnARgar di ng

to claim9, wherein the decryption data is encry ted using a 30
pr edet epwﬂﬁféwdpﬁbcruyptlwpecwuw pﬁﬁmempsﬂmtcd mﬁacpaaqueame vBieclethhere

I ry t he d t|on si ng
the pri vggtCO lﬂ%ﬁy D?gef%?g( (Wlls ae(t:%ot?la ﬁatl'lstg cgg?eﬁfi‘ﬂ?y WL yf' hg’
pri vat epiegyraddsK enLengih €6k the BigeckaCiphee Klgorifies tHse YecepNehridBRy Rhfhtkegs, Mhod
i ncl ude?1 in the agent: a) receivi n[g the bl ock cipher key fromthe base
st at i onthewpyelaaed Plsiien Blagk Sizpeat e04kcby. 128G 266bitheteck ci pher key: and, 5
c) transferrlng the private key to the end station. 12) A nethod accor di ng
to any ﬁgﬁnq’fssﬁlﬁfi Cth@mnt%xtt Biok Si¥R1&! Bitd, NRe F@eg RLHPR M2bAs, 1RE spdgs
first and second wherein the content ‘i nc ne or nore data
pac ket sPacketcHealkt aepgb keNy by, angd thaStemmn Ppeket Pmﬂydtcbhehgt]a ixdNybits. divo kdya

od include he to d st at.i on, and .or each data ket
cot O m PR o, e et i Relcrablits e, 3t e, SRR RurseRie Bafirokavusi ng
the fir&herkeYeprédentbeifiviehi dlemantGSRgmpPOrtion of t he payl oad using the

second key, the first and second payl oad portions being arranged such that
at | east sone of the payload is encrypted 15 using both the first and

second Kenany eig)wmawmé@» thecueniphgn tpapnlipd onesagh patkest prdpakingepandently,
wher ei ny I n I;

Cont ont " RSER SEEXEL g K ufhe' AF 6 Kam; ol henll REER] So A TeeiBiFbE h0°
encr ypt aghlipd ynomdh paclcbt wheked mdebendmtljno,dnd ﬂdfsxelﬁselebrﬁeﬂtdﬁ@ dfdams (irés haélyon
and for ea E dat packet_; aq) det.er n| ng the payl oad; g) det erm nj ng an
ar bt r arsy F‘i?&t H@m‘t HFor idepigption, ?ﬁt%ﬁh%we £3scy @ LPmenerysion thahwer
text byhfRBGs ¥pididy the arbitrary value using the second

For example, when N, is greater than or equal to Nj, the detail of the decryption algorithm is
shown as following, which is also shown in Figure 9.
a. After being demultiplexed, each individual encrypted elementary stream is
20 analyzed to each data packet 74 with classifying the header and the (encrypted)
payload data, whereas the header is not be decrypted as step S13 shows,
b. The (encrypted) Payload data of each packet is input into the Decryption Buffer,
c. Nj and Ny are compared. If N, >= Nj, then the modulus calculation is performed
such that,
25 z=N,modN,

and, n=Np—sz

where, z is an integer value and n is the remainder of the modulus calculation,

d. As, ne [0, N, ), and showing as S14, then the first n bits in the Decryption Buffer

are skipped, which is part of the ciphertext that is encrypted with K;,




encryption key; and, 25 d) decrypting the payl oad, using the cipher text,
the encrypted payl oad being fornmed froma |ogical conbination of the
unencrypted payl oad and the ci pher text. 14) A nethod according to claim
13, the | ogical conbination being an XOR conbi nation. 30 15) A net hod
according to any one of the claims 9 t¥ 414, wherein the content includes
two or nore content portions, and wherein the nethod includes, in the end
station: a) sedpemyptnthetiest elpntbemtini tht decrgpnt Buffec ovitheKb, pad réplas, tieach

content portion_.incl udi one or (e data pac s; and, -39 b)
decrypting the GRficate %\WE@#&G Weé%fgﬁ"kgdﬂi“@?‘?‘f‘ =ﬁ%§ﬁ &hPWsi ng respective first
and second KeystheNds S¢& shOWRI b Mdaddr§s qﬁAa{ﬁa%i?é@Qgﬁﬁ%&% sqgréﬂowla,sﬂ{eqighe

formthe content to be presented. 5 16) hod according to claim

wher ei n each co@ entV,ports pbthepayloed fandse dlsp entpeched it decrypr tha first ING) bid
met hod according to any of clains 1 to 16, wherein the content includes at
| east one of: af thaididoidhdaa mthieddecriftion) Bufferumith Knf thematplare; the cipheepiti cal

information; d)_.wul.ti-nmedia,.,informati.on: nusi c. and, .f) .video. 1 8) A
net hod accor di r%lrtﬁj%'eé:ﬁge?r?gdléllg _Eﬁléte ﬁ%&%ﬁ)icwtl%?u&ﬂe}v@‘%} i§ FROVEHR g’tét i on
data includeg arde pedkee 12N ¢atbNBrubled OBE RMbIHRLE tﬁEdér%iﬁMpﬁcsade% hidl #eence
bei ng encoded using a predeterm ned algorithm 20 19) nmet hod according to

any one of the derapteg rrylosd data wifwubpny additiangbbits,i s a soft ware applicati on,

and wherein {h ' et t4-00, .0 Mplenentd ng, t agent
by executi ngﬁ't ﬁreﬁgg%%aﬁ&ééd;ﬁ%é&gf%c%fi iqgntﬂgfﬁ? ng’%ﬁ%t-}r?g% %%ggl}tgpgﬁ edt ‘6’9‘&025% 19,
whettei n t he ageidmdrearyistreimrstoae-cohsinentheSiriginiad digithl Auwlasisudbeoitent @D; a)

after the authentication; b) after content presentation; and, c) after the

end statjon .di sconnec fr he base station; 30.21) A nefhod of .
aut thﬁf&“a?’ftﬁé%t%ebgr gte‘htzglrmlrh\el“ B]Fa%ﬁtrﬁ‘e'i’l‘fsl, Ot{}h%P@fl?P‘{‘l{‘f’éa lﬁeﬁﬁﬁ’t‘?dﬂ‘t‘ﬂﬂﬁ&s, in
a base giggj on:

For Np is less than Ny, , the ciphertext is merely XORed with the output block from the M
Box to get the plaintext, which is shown in the following manner and in Figure 10,
15 a. If N, <Ny , an N, bits block called the Shift Register 75, which is initially set to
some arbitrary value, is used as the input plaintext to the Block Cipher
Algorithm,
b. Use K 77 as the initial Shift Register value, V;. If the length of the keys, Ny, is
less than Ny, just simply adding several dummy bits to the end of K;, which are
20 set to zero, to make V, has the same length as that of Ny, which is shown in S19.
If Ny is equal to or greater than Ny, just take the left-most Ny, bits from K; as the
initial Shift Register value, which is shown in S20,
c. Shown in 821, encrypt V, with K, getting the ciphertext of V., 78 which is then
passed through the M-Box 76,
25 d. Shown in S22, select the left-most M bits of the ciphertext of V, 78, where M is
the number of bits in the data block that we wish to decrypt, i.e., N,
e. Shown in 823, the selected M-bit is XORed with the payload data that we wish
to decrypt,
f. The output of the XOR operation is the final plaintext,
30 g.  Shown in 824, the header is not decrypted. By combing the original header and
the decrypted payload data, the original data packet 72 is reconstructed.




a) receiving an access request froman end station; b) transferring an
agent to the end station, the agent being responsive to: -40 i) determ ne
end station data; and ii) transfer the end station data to the base
station; c) authenticating the presentation of content using the end
station data; and d) authorising the pPésentation of content in response to
a successful authentication. 5 22) A nethod according to claim21, wherein
t he met How Bnsiphgre s, andDeciphebad 8 as¢ stiomanespetieslyimFiggresnonmihe, end station
data, at least one of: i) an end station identifier, the end station

i denti fier | J ly indicativ f the identity aof the end station; 1

oii) a Tglg e‘%%%?%gr# f&‘ ?@nﬁ?%t% PhseFve ageeﬁ:filﬁl?qt"’ép’ %@F’H& ﬁﬂ’ii‘&ﬂé‘i“‘f’ NG Se¥, of a

user of Villeo Borearsif 8éripynetc] Ehoh @8meM@AL strdfinbief dnfypt _@Qfa'ﬂi oﬁ. H8ek ic@.h@f

bei ng uni quely indicative of the respective agent; and iv) a licence. 15

23) A nethod-Sacdon iy Wiere |iaisnthe 2Straghe Naimber Ha thetdigitali asliordizsal tontérte

bases st gt L4 . a)_a Network Interface Card (N O
5 a(%n%e%rﬁ/ggﬁt%ﬁ%m Bglu%%#fsgﬁéu(v%yq’&&%?

Nunber ; a Ia Access &ek¥ 20 c) CPU identifier; and
d) Hard Drive identifier. 24) A nethod according to any one of clains 21 to

23, wherein the nmd(Rod)nEydey, .0, K 1&;)base station, transferring the

content to the end station on a physical storage nmedium 25 25) A nethod
according to any one of .the cl aj tpo 24, erein the nmethod includes,
in the base station: a)'l 1 ?ﬁﬁi”%ﬁ@’%ﬂ“ﬁ%‘bﬂ HSnsntaty sigEMENt i cat i on

data stored in a data store, the authentication data being indicative of

end st aThensintannds st3fedtih thelCharhi Repdsiteryt NLittd BleAbdt? Reivar UEPBRRSE. tIR 2
successful conparison, 26) A nethod according to claim25, wherein ihe

met hod FUFESRRRIInG Keydaskagendaos eop sesidesat £b¢ same dncation pf theoresitent dorasecurity
sucggesshigpogdt hentication, determning the content to be presented; -41

When the user registers with the base station, the SRM 5 exchanges it’s a Public Key with the

Encipheror 3/38 according to the Diffie-Hellman Key Exchange mechanism. Then using

Asymmetric Ciphers (or Public Key Cryptographic Algorithms, e.g., RSA (Rivest-Shamir-

Adelman)), the Key Package is encrypted with the Public Key of the SRM (SRM) 5, i.e.,
15 Ksrm_pub by the Encryption Key Generator 83 in the Encipheror 3/38.

The encrypted Key Package is sent to the Key Escrow 6 of SRM 5 through a network

connection implementing SSL (Secure Sockets Layer) protocol.

At the SRM 5, a Key Database 7 stores the Key Package. After receiving the Key Package,
the Key Escrow 6 decrypts it with the Private Key of the SRM 5, i.e., Ksrm pte, and encrypts

20 the Key Package again with the Secure Storage Key, i.e., K¢, using Block Ciphers, e.g., DES,
AES, etc.

The encrypted Key Package is saved into Key Database 7. K, is solely managed by SRM 5

and may be changed from time to time an of SRM 5. .

Figure 13 and Figure 14 show the Key Package Management and the updating of the key for
25 Key Package respectively.




b) conparing the content to a authorisation data, the authorisation data
being indicative of the content that nay be presented by each end station;
and, c) authorising the presentation of the content in response to a
successful conparison. 5 27) A nethod according to any of clains 21 to 26,
wherein the base station is coupled to28he end station via a conmuni cations
networ k, and wherein the nethod includes transferring via the

comuni Fagirens shetvath& mait preasdes ofiCliznaRegister and tldtdnse Disttibeti@nNA lizht on

data; 1o c) the access request; and, d) the agent, 28) A nethod according
to any &ﬁ%f-)s the Gontent mioviler £ & -oommgpta wth st tegisics he picterrh §R5YISER: J8F ng

an encr ypkin %@?lﬁ&éﬁoa@ébﬁtiﬁ@%wi n the method includes, in the base

station: 15 @) encérypting the Content; b) generating decryption data ; and,
c) transfernng the decryption data to the end station, the end station
bei ng r espesheitakWeb Jdresrddqrypdeotie dacammercd avabysife to Hs dignt dihe WelpSagpr A

nmet hod cordi ng to clai erein,the decrvption data includes at | east
one. 81 - 13y ould e Shefish IR Rt segr eSS Baai BT Ry et roRehoq

accor di mgayt e edtabifshed betdeeh eWeb [SepvefEBhad SRV 5P thefmbRe oRas ehesCHEMOTB 25
a) determning a public key of a public/private key. ﬁai r in accordance with

t he i dentarts yhopregisvationgrogesss po§SHA0aNeckion m3y) beprzhlished betvgen Gdisnlybt awh
dat a us'm,gw ! : - .ding to claim30, wherein the
met hod Iftur ﬁ§%6%|133%é‘?’¥?%%3’%%‘9%g§%&§fh§|on',hgﬁ'o transfernng a bl ock cipher

key to the agent, the agent being responsive to the block cipher key to
decr ypt If tie pgistratien lpeycess is- sti2zcSRfjul, Ahardilnt s dofoonaiion ateoreamyledne thé Ushie

clains 28 to . Whereip th ecrypti ta inc| fLrst d
ey <0 Rl s fe wherernab bt syt B retat Y due ket BRGNS
the netied i 8ckudaging BlokRTiPREE 65% aprSNAERNdicl &1, fRsdIcldahapas K§ISRM)S
determ ni ng a payl oac?; 5 b) encrypting a first portion of the payl oad using

t he firgndklopld hedhanggd évor tjipe tngma by deoadimipistreiopaf BRM he payl oad using t he
second key, the first and second payl oad portions being arranged such that

| ety 3 Qs i b NEuibAHoR3odcts SRRENPLRSS N9 Doth the first and second
(a) Web Server 13 and SRM 5 establish an SSL link, as S25 shows.

15 {(b) A User accesses to the Content Provider’s E-commence web site using web

browser to register certain service(s), as S26 shows.
(c) With the agreement of the User, a Client Application 23 e.g., which may be a
Java Applet, is downloaded from the Web Server 13, as S27 shows. The User
installs it on the end station , as S28 shows.
20 (d) With the agreement of the User, the Client Application 23 establishes an SSL
connection with the Web Server 13 for further transactions, as S29 shows.

(e) At steps S30, S31, and S32 the user information is sent to the Web Server 13
through the SSL link. The user information is then transferred to the SRM 5 by
the Web Server 13, either through local transactions or SSL connection. The

25 User Account Manager 35 in SRM 5 encrypts User’s information with K. and
inserts it into the User Account Database 7. Any changes on K, from the
administrator triggers the decryption and re-encryption processes for all the
records in the User Account Database 7.

(f)The User accepts an agreement to allow a Server Security Agent 22 program,

30 which originates from Web Server 13 through the SSL connection, to be

implemented by the client device. The Server Security Agent 22 implements the



10 33) A nethod according to any one of the clains 28 to 31, wherein the
decryption data includes first and second keys, wherein the content

i ncl udes one or nore data packets, and wherein the nethod includes, in the
base station, and for each data packet: a) determ ning the payl oad; b)
determining an arbitrary value using tR2-first encryption key; 15 c)
deternmining a cipher text by encrypting the arbitrary val ue using the
second encrypti orbdisyare Agent tehhnehugy\apt idegrines paydlizad soms iungy uk hefoerntier

text, the encrypted | gag bei ng, forne ical conmb nati an t he
unencrypt ed payl égcfhg%ef F\g ‘i??ﬁ‘??gpmf’&& erﬁ'&ogtzwgret(ﬁ’bﬁ &'&csltﬁ%‘?‘ UPte| ai m
33, the logical cognatd ﬁ‘ﬁbl&ﬁbﬁl@d 3he MR COTRHRAR LA shaked the I83L Bqfhection

according to any one of the clains 28 to 34, wHeréin the content includes
two or nore cont ghat lpxsrhqenrastabhmdvbm@nnﬂmm‘ahmt%mdl the| Web Servan 3ndbase

station: a) segnenti cont [ r lve nt ortij.an each
cont Ent port i on FROYHdE M WETSHELe Rofs SEPE SesiRur BRbRR BB g
the data packets tﬁﬂ‘smem Agpﬂhé%ﬂﬂcd@&flbbﬂﬁnﬂ&hﬁ%dﬁéPéiﬁj‘zdd\dﬁ/ thi Veéb wdersgcond
keys. 36) A nethod according to claim 35, wherein each_content portion

corresponds to aa2d t?@%é@ltv(,SPé‘t’[ﬁeéﬂhﬂ%thFYArerﬁlcmeda‘é@bﬁhﬁ Aecurd Datppags

clainms 21 to 36, nth a)
audi o i nformation; 1% F%%f%?#%ﬁméq? grapI?uﬁ%% r}"ﬁ%t?%ré?lﬁtgﬁ m%

mul ti - medi a i nf orlfsat iAmacurﬁm)abmst Cheafiskesdid stepdaro sh@B8) 1rAﬁ335r$d4s$m,|SGﬁ used
for the present atlgg gf content, wherein the end station includes: a) a

di spfay; and 1o BV rocessor for: i) generating an access request; ii)
transferring ghe goqes ﬁ&%@%tpﬁm cBpPARE KRl AbAiP Ror iHe! UsdrCEE] W, N, ANarROENt
fromthe basetés?t ation; %e I mpl errelntl ng tr%&agent ' wherselrn t he a‘ge‘% 15 (

1 ) determ nes erKlssbat Thnsedmcaakwsohrc &ncrvptedfwxanthed%awwt Ebatabaaehﬁltenﬁey,
SLaLion A (2) 1381 ok 25O BAELRR, 2 b5, BRRR Rogbely 4
presentation of tihgr %@bﬁﬂtDatﬁlﬂiﬂe 7. Moreover, SRM 5 generates another Client Secure
15 Registry Key, i.e., K¢, which is a Block Cipher Key, and encrypt the User
Private Key with K according to a predefined Block Cipher algorithm, e.g.,
AES, Blowfish, etc. K. is also encrypted with K. and saved in the
Transaction Key Database 7. Then the encrypted User Private Key and K, are
sent to the Web Serverl 3, then to the Server Security Agent 22 through the SSL
20 links. The aforesaid steps are shown in S38, S39, and S40.
(h) The Server Security Agent 22 passes the encrypted Kyser pre to the Chient
Application 23. Then the Client Application 23 writes the encrypted Kyger prE to
it Secure Registry 20, However, K. is not passed to the Client Application 23
with the encrypted Kyser pre. It is kept at the Server Security Agent 22 as long as
25 the Server Security Agent 22 is implemented by the end station. When the
Client Application 23 needs Kyser p1e, Client Application 23 must pass the
encrypted Kyer pre to the Server Security Agent 22. There, Kyser pte iS
decrypted with Ko and returned back to the Client Application 23 for further
transactions. The aforesaid step is shown in S41.
30 (i)The Server Security Agent 22 may update K i on request from the SRM 5. For
such a case, it requires the Client Application 23 to pass the encrypted Ky p1E,
decrypt it, re-encrypt it with the new K., and require the Client Application 23



v) presenting the content in response to a successful authentication. 20
39) An end station according to claim 38, wherein the end station is
adapted to performthe nethod of any one of the clainms 1 to 20. 40) A base
station used for authorising the presentation of content, wherein the base
station 25 includes a processor for: irBOreceiving an access request from an
end station; ii) transferring an agent to the end station, the agent being
responsi ve to: (1fp oetwenritheokdrucspsdd n.: datwith grhdefp2netinams$aurd Regienmg
station data to tgﬁ base station; 30 iii) authenticating the presentation
of content using e end station data; and iv) authorising the presentation

of content in éjl)%%e&ﬂﬁf‘% {00the regiseRASIpicAUENRNhE CREL fferent ﬂﬁg&@cgdegga%@

station accordi'ng to claim40, wherein the base station I's adapte
perform t he met hogenefateilyy BRM bfTheHacaisaCode ddfirtes t1g7Serdizy Tapelny thelUsagght

managenent system,for nagi the presentation of conte wherein the 5
syst gm i ncl udes: r%?leémg%s‘gglgﬁglﬁ %%t$%&oﬁﬁﬁ%usgﬁpf%%g§§%ﬁﬁ qfe.1s f’tf)'ecﬂgégf vi ng
an access requestLice Piabidd BLwlkicRs rdlfkd tth ARS TREN PG cAiht AYRMase W @Rt N
the agent (a) determnes end station data; and 10 (b) transfers the end

station data to tPRinperayRedPithKs.( The aforeseid stenisishgve eSthd station data;
and (4) aut ho:g_()s L?Heo%&%né)ef &5 fsgz%l%oogr%cg{(qt&? Wiﬁlea. ,'nﬂ%f?]%slgﬁfggl ert %o "%h?s §§&%§Sf ul

aut henticatio e or nore ons, on Tnc I'ng: 15
i) a display; andSécujitya AgemtCES alohgfvoith K1) Tigefeatvat Sagiran Aaeael3 paegyahé ;

(2) transferring the access request to_a base station; ) receiving, an
agert® from the ba@Erared ﬁdﬁ?nSQOH?‘% 0 nihce iRl ﬁ@’pﬁlﬁ@%%ﬁt Therefhs Flisnb

agent: (b) deter mpa%..664 2§tv%tiﬂ.69@héj@ﬁc‘g?1?t@&‘@ic(eﬂ§e Eb80% MeSerddQafidifh SLAkL ON

data to the base station, the base st on belng responsive to the end

station data to aRenignt 2¢Bw Koy eseottmmsiedrio dic Chent daplieation 28 dt B%epSit the
Comuni cati ons. neNBKSTIFY ARRRCATLTRAS 1he SEHSE Sty Gheahk Hebio. or
nor e When the Client Application 23 needs the License Code, the Client Application
15 23 must pass the encrypted License Code to the Server Security Agent 22.
There, License Code is decrypted with K. and returned back to the Client
Application 23 for further transaction. The aforesaid steps are shown in S43 and
S44.
(1)The Server Security Agent 22 may update K. on request from SRM 5. For such a
20 case, the Client Application 23 passes the encrypted License Code, decrypt it,
re-encrypt it with the new K., and require the Client Application 23 to
overwrite the old encrypted License Code with the new one in the Secure
Registry 20.
(m) The Server Security Agent 22 terminates when the Client Application 23 is

25 closed, or when the content is finished being presented.

Figure 16 shows the method of User Authentication and Digital Audio-visual Content
Encryption Key(s) Distribution. Each time, if a registered user wants to enjoy the services
from content provider, the user may be authenticated. The method of user is authentication
includes:
30 1. At steps S45, S46, S47, and S48, a user accesses content provider’s website
through Web Browser by providing Login User ID and password. If successful,
the installed Client Application 23 are implemented.



end stations. 43) A nmethod of decrypting content for presentation, the
content including one or nore data 30 packets, each data packet having an
encrypted payl oad, and wherein the nmethod includes, in an end station: a)
receiving encrypted content; b) for each data packet: - 45 i)
determning the payload; and, ii) decr¥bting the payl oad using first and
second keys; and, c) conbining the payl oads of the one or nore data packets
to 1;1 08 m t hle gonAegtbp Sﬁ9,4¥h)e RenBighexs &ﬁ;ﬂb{c‘itdinr@r‘tice fﬂraigfh_ @18,Clﬁdnem§ipliczit]{lﬁ ]
met hod includes,_ in t nd station: a) decr Ing a first portion of the
payl oad using t4e $8r ﬁa@éa? of @y coptent dapygh %%Da“éaé@é‘i‘ﬁj aniye inadspstinge

payl oad using thg-R8CoPdrdeaNg alCI® d.F St and second payl oad portions being
arranged such tha% at | east %ome ‘of the payload is encrypted using both the

first and sedor@lideygplit@ions)3 ¢stablisihesdniS ocainacfianowith apmterthroviker & Webt he
met hod i ncl udes,in glge ﬁ*n?f.stat I on: determning an arbitrary val ue using
the Tirst key: B UdcePHARPNTEIHIY text by encrypting the arbitrary

val ue using #hesERCYBEndFRks a%@fhue%%éﬁ?%mmseﬂdstilﬁ% WeH Sader UBITHE $difer
ci pher text, the encrypted payl oad being fornmed 15 from a | ogi cal

conbi nati on of Ydserityndgentyddt wamg Dy s danderged fremcWshdyertas s, thrgigh AherdBhod
dng to clai Pl ogi i . mt i on,
according to ¢ C%Inﬁltd:ﬁlﬁ)lgl %J‘g.lels ﬁ%l&%ntgﬂigﬁ' g e'nﬁnstzgﬁign? (@ggﬁ%ﬁé@? In f%ﬁlle't n

47) A net hod accor any ‘ohe 0 e clarns

content incl udesgdnna230 imaplefndcRhaws RSIL oameckdt thabRishdent d3eablistiddod
I ncludes, in the end station: a) se%érrenti ng the content into respective
i

cont®nt porti orl.%e,twﬁ‘?i’cthe Edsnert asihe Wsh Pereruld Agen e Web !Sl'ﬁf"’éf @%F"daﬁa%’!&’et S:
and, b) decr yptthEQa%FEeoe@@E% E%%%n%écug?gﬁ&?gﬁﬂﬁd @W'f’hﬁ?k&wdin% its

respective first and secon yS; I ning the rypte
content portionmique Agentfld), the Berveo Stanity tAgebe 2prie sarthedica48)byASRM holt
according to anatx%one. 0 43 to 47,. whergin the

" The ond ot arUHPREAlY GS0FR 1 SRETET offialt AnPPOMISh OEEE QTS FolReal ne
decryption dat anhdiendish Behalfer SRNVSS. TR ReeksHSGARFMLENS incRiilds NIT @REHyRt | NY
e e PO et ace Card) MAC Address, CPU D, Hara Disk D! ete. that are tnidus for a
computer. All the collected local information are transmitted to SRM 5, where it is
compared with the corresponding records in the User ID Database 7 that is saved
during user register procedure. Those records could be easily located by relating
to the User’s login User ID and Password. If they don’t match, the SRM 5 regards
20 the current login user as illegal user and inform the Server Security Agent 22 to
terminate. The Web Server 13 is also informed by SRM 5 about the situation and
reject any further request from the illegal Client device. The aforesaid steps are
shown in steps 851, 852, 853, S54, S55, S56, and S47.
5. In step S57, if the verification is passed, the Server Security Agent 22 preferably
25 requests the License Code that is in the Secure Registry 20 from the Client
Application 23 and transfers it to the SRM 3.
6. After the License Code is sent to SRM 5 for verification, the SRM 5 compares the
Licence Code to the corresponding record in the Database 7. If the licences do not
match, SRM 5 regards the User holding an illegal License and rejects any request
30 from the client device. The aforesaid steps are shown at S58, S59, S60, and S47.
7. At step S61, provided that the License Code is legal, the SRM 5 transfers the
corresponding Client Secure Registry Key, 1.e., K., to the Server Security Agent
22.




-46 49) A nethod according to claim48, wherein the private key is
encrypted using a bl ock cipher key, and wherein the nethod includes, in the
end station: a) receiving the block cipher key fromthe base station; b)
decrypting the private key using the bl ock cipher key; and, 5 c)
transferring the private key to the end station. 50) An end station for
decrypting content for presentation, the content including one or nore data
packets, eacB. dat step86Retheh&RMJG creclenthe\Seidce Payd dadis defthetietied Dicehee end

station include processor for: to receiving encrypted content; b) for
each data packe‘f?‘?‘ﬁ?t)) S SRCHIOR PR Vééﬁﬂ S(‘:P?eré’}‘ﬂg‘_, ﬁﬁeic?n@%‘ls)i’ﬁffpﬁ'ﬁdt%gle
payl oad using fjiitsiceaMtiRERRNE KRUF'S Bliks Ghe TRABL MuIS tﬁﬁeﬁp&éﬁr&ﬁdﬁl fife the

one or nore data packets to formthe content. 15751) An end station
accordi ng to cllacenss(Codshter édcndet hew éndiend did Kay iFackairpefethet requesteddodigitalhe

Contant Tor b CUBIATELPrRd T RN f ALBRHPTREgr B g aEim T he
packets, each dfiidalRagiRisubiBatnit,ah® SRM 3chnl RAgedsNS kA the@reiddafhg key

includes, in a base statjon: a) for each data packet: i) determ ning the
payl oad; and, inajr wadhs pidengtreane ip e e Package t4 thestervgidSesudbnismu s inand,
25 b) conbinin the one or nore data packets to formthe
encrypted cont 3%1% Eﬁ%@?‘%ﬁﬁ%ﬁﬂg%&accordi ng to claimb52, wherein the nmethod
i ncl udes, i n9t het hesB63tasuming thy Uesrdiay Fill agcess o tirtdigicdl taudioviztial duatgnay| oad
using the first_key:; and, .30 _b) encrypting a second portion_ of the payl oad
usi h@ t he secorfie RBM Siqbkains the engrypte &%r??fclﬁ%sﬂfaaaﬂvolﬁﬁma@bwwew nged
such that at | &agkmSRes % A RRKEOAE | 8, SREMIRPRG Waih e BAbRC kBE of feSt
and second keys. _47 84 eﬁ n%?‘ﬂogﬁaéé’or di ng t'?pcl aim 52?9\/\}%& eIESﬁOtLg
met hod i ncl udeUsen, itcheKhases,sndttransfersa) talthecSeanveri Sequuty Agdnit 22 an yhe Glient
using the first, key; ..b eterm ning a cipher text by encrypting the
arbitrary val u&?@%ﬁﬂo%%g second key; and,

10. The Server Security Agent 22 passes the Key Package to the Client Application

15 23, which is shown at step S64.

11. At step S65, the Client Application 23 obtains the encrypted private key, i.e.,
Kuser prE, from the Secure Registry 20 and transfers it to the Server Security Agent
22, where the Kyser pre 15 to be decrypted with Koy

12. At step S66, the Server Security Agent 22 returns the decrypted Kyeer pre back to

20 the Client Application 23, where the Key Package would be decrypted with
Kuyser PTE.

13. The Client Application 23 obtains the License Code from the Secure Registry 20
and transfers it to the Server Security Agent 22, where the License Code is to be
decrypted with K. The Server Security Agent 22 returns the decrypted License

25 Code back to the Client Application 23.

14. The Key Package is passed to the Decipherer 19 whereas the License Code is
passed to the Rights Manager 21 in the Client Application 23, at step S67.

15. At step S68, the requested digital audiovisual content is fed into the Decipherer 19
before it reaches the AV Decoder 16. The Decipherer is controlled by Rights

30 Manager 21, and decrypts the content with the Key Package. The output of the
Decipherer 19 is to be transferred to the AV Decoder 16.

16. The presentation of the content at the client device begins.




c) encrypting the payload, using the cipher text, the encrypted payl oad
being formed 5 froma | ogical conbination of the unencrypted payl oad and
the ci pher text. 55) A nethod according to claimb54, the |ogical

conmbi nati on being an XOR conbi nation. 56) A method according to any one of
the clains 52 to 55, wherein the nethodB+ncludes, in 10 the base station:
a) segnenting the content into two or nore content portions, each content
por t i onFigued UAishgvone mocesp e Wkt @ painet Bicemsedlralgferckey. \Wibiebgert Figuidalsa
packets of each conten}ﬁég&rti on usin respgﬂ;tive first and second keys;

and, 15RGVEBRETAFIEFSHIRE skt 13 ProsersBly Aty & doepse. (e foothmuptmieddtsr bt ed
content thap fJ uddd'TBVAAR BRF MHAG it ga&ayon%sa@giswsd Eliéit Wyre, ! gttr?‘élgﬁeryw ein

the nethod 1 ncludes, 1 n the base station: generati ng decril at a

i ncl udi hgerchenyst bs accangpliskarioil thekmygswishes o) acenssrthetoment phavidets septicofroniat a
using the public k of a public/private .key.pair; and, .c),transferring the
ocr 3ot PERRSIA0% oo Th SeficeBr b ABtein, dn GRS BRr GO RER I be SRS Vi 6
decrypt rddifterd@aEviBS ioOtRe PRdfaratbddiscet Ne private key. 58) A base station for
encrypting content for presentation, the content including one or nore 25

dat a packets, each data packet having a payl oad, and wherein the base
st at i on4 Hegriras apalyplos suddple Licenses 49 gnsrorgpeny clightadqyicek such 9 nofeheoknRGi ng

t he pay ; i i.n i i yS;
and, " 30 BREL ERS nd bdn RAGE e Bl oot gD Sl Brtetepf A REPRRE LSEYE,
t he enceatptegihteraht efiént devicd8 oh®py Anbaspesingtthe sarae parcding dfa wdrmahsingle t he
base station bej.ng. adapted to, performthe nethod of any. one of the clains
52 1% 5 Pevswpkwﬁm R ARG ARRRARR NI ligarueniiiafeEP Ry r@,ﬂtlpﬁf

1 NO/ NKF1; NS(@. Nefad MDY AV N NB &5 S 2N /PYANE-ANKU NK/ NK/ NO/ NO/ Ne/ NKL/ NK/ NO / Ne
/ NKL/ NKU/ NeL/ Ne / NKL/ NK/ NK/ N JM0Co, N Y

oa] Cal Thpidsponlmonjosn Ga] b siaietiiclise buaks tokrapbier the lioente iom one devies. . -

o8 et el a2
vy -] - - - @rdfOME 24dehies Roth HeCadskapCR] aaltE@herbecd Pa] salitltes] eal aadesalizal ca]
cal (1:? ] C?c!r&i%]e %r%]rrfggn(iglt%?gv%ggr%ﬂiﬁg tlg:eallu(;{’j‘n]egsat]ri(;)f’jl 1(1:¢§jl %)I%g!:d(il?t!e (?P 116cense includes:
1. After being successfully authenticated, the User issues the License Transfer
Request from the Client Application at the registered device, as shown at steps
S69, §70, 871, and S72.
2. The end station 23 transfers the request to the Server Security Agent 22. Then the
20 Server Security Agent 22 transfers the request to Web Server 13 through the
established SSL link. Then Web Server 13 relays the request to SRM 35, at step
S73.
3. Upon receiving the request, SRM 5 generates a unique License Transfer Key,
encrypts it with K and stores it in the License Database 7, then encrypts Licence
25 Transfer key with K., and sends it to the Server Security Agent 22 via the Web
Server 13 through the SSL links, at step S74.
4. At step S76, the Server Security Agent 22 requests the Client Application 23 to

save the encrypted License Transfer Key in the Secure Registry 20. Furthermore,

the Server Security Agent 22 decrypts the License Transfer Key with K., passes
30 it to the Client Application. After that the Client Application 23 displays the
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client device

There is the case when a User wishes to update the hardware in the client device, for instance,
20  upgrading CPU, changing NIC, and so on. Since the unique User ID is based on the hardware
of User’s local machine, any changes on hardware may cause the license illegal. It is
compulsory that if a User wishes to update his/her hardware, he/she must apply for License

Transfer before he/she any update of hardware is performed.

Persons skilled in the art will appreciate that numerous variations and modifications will

25  become apparent. All such variations and modifications which become apparent to persons
skilled in the art, should be considered to fall within the spirit and scope that the invention
broadly appearing before described.
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YNCO 10P) )Rz {cyemling to claim 1, wherein the method includes, in the agent, generating the

end station data using at least one of:
1) an indication of the content to be presented,
15 il) an end station identifier, the end station identifier being uniquely indicative of the
identity of the end station;
i11) a user identifier, the user identifier being uniquely indicative of a user of the end
station,
1v) an agent identifier, the agent identifier being uniquely indicative of the respective
20 agent; and

v) alicence.

3) A method according to claim 2, wherein the method includes, in the agent, determining
the end station identifier using at least one of:
25 a) a Network Interface Card (NIC) Number;
b) a Media Access Control (MAC) Address;
c) CPU identifier; and
d) Hard Drive identifier.

30 4) A method according to any one of the claims 1 to 3, wherein the method includes, in the
end station:
a) receiving the content;

b) determining indicating data indicative of the content; and,
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response to a successful authentication by the base station:
a) receiving the content; and,
b) presenting the received content.
10
7) A method according to any of claims 1 to 6, wherein the end station is coupled to the base
station via a communications network, and wherein the method includes transferring, via
the communications network, at least one of:
a) the content;
15 b) the end station data;
¢) the access request; and,

d) the agent.

8) A method according to any one of the claims 1 to 7, wherein the content is encrypted
20 using an encryption algorithm, and wherein the method includes, in the end station:
a) receiving decryption data from base station;
b) decrypting the encrypted content using the decryption data; and,
¢) presenting the decrypted content.

25 9} A method according to claim 8, wherein the decryption data includes at least one of:
a) adecryption algorithm; and,
b) adecryption key.

10) A method according to claim 9, wherein the decryption data is encrypted using a
30 predetermined public key, of a private/public key pair, and wherein the method includes,

in the end station, decrypting the decryption data using the private key.
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13) A method according to any one of the claims 9 to 11, wherein the decryption data
includes first and second keys, wherein the content includes one or more data packets,
each data packet having an encrypted payload, and wherein the method includes in the

20 end station, and for each data packet:
a)} determining the payload;
b) determining an arbitrary value using the first encryption key;
c) determining a cipher text by encrypting the arbitrary value using the second
encryption key; and,
25 d) decrypting the payload, using the cipher text, the encrypted payload being formed

" from a logical combination of the unencrypted payload and the cipher text.
14) A method according to claim 13, the logical combination being an XOR. combination.

30 15) A method according to any one of the claims 9 to 14, wherein the content includes two or
more content portions, and wherein the method includes, in the end station:
a) segmenting the content into respective content portions, each content portion

including one or more data packets; and,
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f) video.

18) A method according to any one of the claims 1 to 17, wherein the end station data
includes a licence indicative of one or more media types, the licence being encoded using

a predetermined algorithm.

19) A method according to any one of the claims 1 to 18, wherein the agent is a software
application, and wherein the method includes, in the end station, implementing the agent

by executing the software application.

20) A method according to claim 19, wherein the agent terminates on the end station at least
one of:
a) after the authentication;
b) after content presentation; and,

¢) after the end station disconnects from the base station;

21) A method of authenticating the presentation of content, wherein the method includes, in a
base station:
a) receiving an access request from an end station;

b) transferring an agent to the end station, the agent being responsive to:
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station;
1i1) an agent identifier, the agent identifier being uniquely indicative of the respective
agent; and
iv) a licence.
15
23) A method according to claim 22, wherein the method includes, in the base station,
determining at least one of:
a) a Network Interface Card (NIC) Number;
b} a Media Access Control (MAC) Address;
20 c) CPU identifier; and

d)} Hard Drive identifier.

24) A method according to any one of claims 21 to 23, wherein the method includes, in the

base station, transferring the content to the end station on a physical storage medium.

25
25) A method according to any one of the claims 21 to 24, wherein the method includes, in
the base station:
a) comparing the end station data to authentication data stored in a data store, the
authentication data being indicative of end stations; and,
30 b) authenticating the end station in response to a successful comparison.

26) A method according to claim 25, wherein the method further includes, in the base station:

a) inresponse to a successful authentication, determining the content to be presented;
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46119 AB%)(A method according to any of claims 21 to 26, wherein the base station is coupled to the
end station via a communications network, and wherein the method includes transferring
via the communications network, at least one of:
a) the content;
b) the end station data;
10 c) the access request; and,

d) the agent.

28) A method according to any one of the claims 21 to 27, wherein the content is encrypted
using an encryption algorithm, and wherein the method includes, in the base station:
15 a) encrypting the content;
b) generating decryption data ; and,
¢) transferring the decryption data to the end station, the end station being responsive to

the decryption data to decrypt the content.

20  29) A method according to claim 28, wherein the decryption data includes at least one of:
a) adecryption algorithm,; and,
b) a decryption key.

30) A method according to claim 29, wherein the method includes in the base station:
25 a) determining a public key of a public/private key pair in accordance with the identity
of the end station data; and,

b) encrypting the decryption data using the public key.

31) A method according to claim 30, wherein the method further includes, in the base station,
30 transferring a block cipher key to the agent, the agent being responsive to the block cipher

key to decrypt the private key.
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and wherein the method includes, in the base station, and for each data packet:
a) determining a payload,
5 b) encrypting a first portion of the payload using the first key; and,
¢) encrypting a second portion of the payload using the second key, the first and second
payload portions being arranged such that at least some of the payload is encrypted
using both the first and second keys.

10 33) A method according to any one of the claims 28 to 31, wherein the decryption data
includes first and second keys, wherein the content includes one or more data packets,
and wherein the method includes, in the base station, and for each data packet:

a) determining the payload;
b} determining an arbitrary value using the first encryption key;

15 c) determining a cipher text by encrypting the arbitrary value using the second

encryption key; and,
d)} encrypting the payload, using the cipher text, the encrypted payload being formed

from a logical combination of the unencrypted payload and the cipher text.
20 34) A method according to claim 33, the logical combination being an XOR combination.

35) A method according to any one of the claims 28 to 34, wherein the content includes two
or more content portions, and wherein the method includes, in the base station:
a) segmenting the content into respective content portions, each content portion
25 including one or more data packets; and,
b) encrypting the data packets of each content portion using respective first and second

keys.

36) A method according to claim 35, wherein each content portion corresponds to a

30 respective stream.

37) A method according to any of claims 21 to 36, wherein the content includes at least one
of:
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5 €) music; and,
f} video.

38) An end station used for the presentation of content, wherein the end station includes:
a) adisplay; and
10 b) a processor for:
1) generating an access request;
il) transferring the access request to a base station;
i11) receiving an agent from the base station;
iv) implementing the agent, wherein the agent:
15 (1) determines end station data indicative of an identity of the end station; and
(2) transfers the end station data to the base station, the base station being
responsive to the end station data to authenticate presentation of the content;
and
v) presenting the content in response to a successful authentication.
20
39) An end station according to claim 38, wherein the end station is adapted to perform the

method of any one of the claims 1 to 20.

40) A base station used for authorising the presentation of content, wherein the base station
25 includes a processor for:
1) receiving an access request from an end station;
ii) transferring an agent to the end station, the agent being responsive to:
(1) determine end station data; and
(2) transfer the end station data to the base station;
30 iii) authenticating the presentation of content using the end station data; and

iv) authorising the presentation of content in response to a successful authentication.




10R! U=#109%& ()-1 OLOYRE ()-]109R& ()-n }#109RE& () -] (10YRE () - 10YRE () -

10R8=8a8d889G9dE7/ 10R! u=#] } 109R& ()-]("109R& ()- Q #109R& ()- 109R& ()-]e

109R& ()-]e 109R& ()- GOWOs9999L: dE7/

10R! u=#%t109R&: () - 43} #10%R&' () - 11098 ()-]e: 109R& () - 10%R& ()-]

109R&' ()-L:|:::?; _;t;dE7/

10R! U=#B110%R&' () -]t/ 109&R& () - - c#low&' ()- B* 109R& () - B) 109R& ()-] z' 109R& ()

-t ; $<n<dBpkhase<sti@ion accoRIRg itonclHn0 3RV fereinnhe HaRo@at{on-it QIR Jo parfiRml

10RB7109R&' () - | SB4YA0IR @= >a>>>??}7?-\= 10R U] 109R& ()-] Q

109R&! () - % )é‘%%@ém 0?3‘%&)&31(’35 L1939R& () - 81109RRE () - 22 @M@EACA AaB~\ =

10R! U] * ' WLOIR &'() %10%?&'() ]4$"10%?&'()-]""10‘%R&'()-

}#109R& () -1} 940%R& () - 1_AAABBB_CdE~\ =

10R! u594D9%Rdigftpl dglitopmerseinentosyoipmefol mappdiogate frpsehtation wReoKtynt] Whkdoske' () -
Aﬁ& DtDDbcllgRl uw() " 1098& ()-1098& ()- 10R 10R

10R WLOOREY T T8 1 0PRe () -1 7T109R& () - DDD: EMEEEJEDLC

10R! uw} 109 bsesetibhABIAi0Y 2 WFdRUBRTE) - K WA0BE () - WT

1098& ( -10%3&'8 EEEF! F+F. FaBbC 10R! u1098&. () - w

1098& () - w} 109@&) Tereiximnasaceyss requosidiqm an endsiBRom) - t . FFFFUGGGIEDC

"10008' () ko OB C R s R S 8 cod oo () w100 ()1 01

1098&' () -wzZ/ T 109@% dejernvinid ¥B&stadien d3t&#1AB8& ()-1)1]1111111DbC
10 (b) transfers the end station data to the base station.

(3) authenticating the end station data; and
(4) authorising the presentation of content in response to a successful
authentication;
b) one or more end stations, each end station including:
15 1) adisplay; and
11) aprocessor for:
(1) generating an access request;
(2) transferring the access request to a base station;
(3) recetving an agent from the base station;
20 (a} implementing the agent, wherein the agent:
(b} determines end station data; and
(4) transfers the end station data to the base station, the base station being
responsive to the end station data to authenticate presentation of the content;
and
25 (5) presenting the content in response to a successful authentication;
¢) a communications network for interconnecting the base station and the one or more

end stations.

43) A method of decrypting content for presentation, the content including one or more data
30 packets, each data packet having an encrypted payload, and wherein the method includes,
in an end station:
a) receiving encrypted content;

b) for each data packet:
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45) A method according to claim 43, wherein the method includes in the end station:
a) determining an arbitrary value using the first key;
b) determining a cipher text by encrypting the arbitrary value using the second key; and,
c) decrypting the payload, using the cipher text, the encrypted payload being formed

15 from a logical combination of the unencrypted payload and the cipher text.
46) A method according to claim 45, the logical combination being an XOR combination.

47) A method according to any one of the claims 43 to 46, wherein the content includes two
20 or more content portions, and wherein the method includes, in the end station:
a) segmenting the content into respective content portions, each content portion
including one or more data packets; and,
b) decrypting the data packets of each content portion using respective first and second
keys; and,

25 ¢) combining the decrypted content portions to the form the content to be presented.

48) A method according to any one of the claims 43 to 47, wherein the method includes, in
the end station:
a) receiving decryption data from an end station, the decryption data including the first
30 and second keys; and,

b) decrypting the decryption data using a private key of a public/private key pair.
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includes a processor for:

10 a) receiving encrypted content;
b) for each data packet:
i) determining the payload; and,
11) decrypting the payload using first and second keys; and,
c) combining the payloads of the one or more data packets to form the content.
15
51) An end station according to claim 50, wherein the end station is adapted to perform the

method of any one of the claims 43 to 49,

52) A method of encrypting content for presentation, the content including one or more data
20 packets, each data packet having a payload, and wherein the method includes, in a base
station:
a) for each data packet:
1) determining the payload; and,
i1) encrypting the payload using first and second keys; and,
25 b} combining the payloads of the one or more data packets to form the encrypted

content.

53) A method according to claim 52, wherein the method includes, in the base station:
a) encrypting a first portion of the payload using the first key; and,
30 b) encrypting a second portion of the payload using the second key, the first and second
payload portions being arranged such that at least some of the payload is encrypted

using both the first and second keys.
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20 b) encrypting the decryption data using the public key of a public/private key pair; and,

c) transferring the decryption data to an end station, the end station being responsive to

decrypt the decryption data using the private key.

58) A base station for encrypting content for presentation, the content including one or more
25 data packets, each data packet having a payload, and wherein the base station includes a
processor for:
a) for each data packet:
1) determining the payload; and,
il) encrypting the payload using first and second keys; and,
30 b) combining the payloads of the one or more data packets to form the encrypted

content.
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59) A base station according to claim 58, the base station being adapted to perform the

method of any one of the claims 52 to 57.



