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OF DI G TAL STEGANOGRAP wmgmlmmnl DI A DATA Field of the |nventi®n"t

" present invention rel at t o steganographi c nmet hods of 5 encoding
digital data for secure trangm+=ssi on or storage of informat T

i nventi on VP 8Y2%H ates to conpl enentary ﬂecodi ng net hods ahs?)tggg%{&ﬁ%st hod of
generating a pseudo-random nunber sequence using any digital file. The

pseudo-r a“dowb§W@l@ﬁA@STE‘GAﬁ@@;RNPHW@R&Q%@M&WA@A‘?A@' ng or
decodi ng net hods. e encoding nethod rs especially suited to digital
canouf | agi ng or steganography for confidential information such as text,
audi o, still imge or video data, and it will be convenient to describe the
met hod i nfdﬂgﬁﬂgﬁ-lﬂﬂkﬁl exanpl e application. It should be appreciated,
.however, that the encoding nmethod is intended for broader application and
use. Simlarly, Thengresemtothventith tptatesagenerally poestbganagtaphiaundthodsegfience

may be_used in_appli.cations_other than steganography applicatiqns.
Backgrdun@nérding d!gﬂ?iréqtﬁ nfofrReqUre ﬁﬁﬂﬁﬁﬁ@gﬁf‘o&ﬁ ﬁ%rﬁg t Vﬁ%@?é’% od(*8 s
and servi V] | I Yo INall r ka
(DSM has?rl?\zedﬂ[o %%gdrr?\éée%sft gréégﬁglfﬁﬁﬁ?s}aﬂ%r'\ﬁ gg%tﬁgﬁggén@ @org rgrgg}deaétg |‘r ng
data i nt egierfeyatilg a tpseudiestandem yeaniser aequehes usingli anyt aigitaht fienarkieng

t echni ques have been devel oped for the purpose of resolvin Iegal use

i ssues aspseudogandpmmnuBPeEr isgRLENsE Maxbe disedrinithe steg 2PRIRENSOAIN®s A
nunber of dic%ix‘:t gl wat% rking techni ques have recently been patented.
Exanpl es Of GH¢E2EG WM& ‘US Patent 5,636,292 to Rhoads (1997) and US

Pat enf 5, 659, 72fhd Qrrdiiife Metitll e neifleddfO dhitedoadsgithi Sedmeefagirg hefs to
i npress an identification code on a carrier, such as an electronic data

si gnal or stegancgraphy rfedi confidential infarmatiarh sucheasiitext, tausio,dstit imaget Pon

d be | 30 di d and i er, by .id i figed.  Sandford
and HandeNidee SRS HonHlb e FOTBIRBIEN AIGRHHPE: Py MEHISE AR(TBHOR fodPHbst
d : h OIM;’EP | QR
t 2It Zvi :Pg%xgﬁgﬂ%%&%@%@@% I) elt tsr@#éfdm%?s-ia%%?e%?elgdent | Cat.-’[ ﬂé\tsci%g d. The 92

met hod operatned fYintemdedfet breaderrapsicationamiense of Sinitarlyothe daetnadnof
accordance with the auxiliary information. Many prior art digita

-
wat er tar kigemeratingiaypseudpriandam gumkert sequangac®ay e segesk &y arplicationgove

US patents,, are only able to con . limted information, - , such as a few
| ogi cal biotReN § .“S%Qaaﬂ%‘a@y)apcﬂ?'gg{'?% characters {eg. "Al12"), in the host
data. However, to record detailed ownership information for a host work in

whi ch copyright subsists, such as a satellite inage of Singapore, an entire

message oiBaakareund ofithe invedtion be concealed in, or associated with, the
host 10 data. For exanple, the sentence "Digital image of Singapore is the
property of The tremendous growth in muitimedia products and services provided via

20 the Internet and digital data storage media (DSM) has led to the need for
copyright authentication and for protecting data integrity. In the past few years, a
number of digital watermarking techniques have been developed for the purpose
of resolving legal use issues associated with copyright information on the Internet
and DSM. |

25 A number of digital watermarking techniques have recently been patented.
Examples of these include US Patent 5,636,292 to Rhoads (1997) and US
Patent 5,659,726 to Sandford and Handel (1997). Rhoads discloses methods to
impress an identification code on a carrier, such as an electronic data signal or a
physical medium, in a manner that permits the identification code to be later

30 discerned and the carrier thereby identified. Sandford and Handel disclose a

method of embedding auxiliary information into host data, such as a photograph,
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‘M John Tan, dated 16 Decenber 1997" may provide nore concl usiv; Br ? ﬁm
to true ownership of the host work than having to rely on just igg e
" code to assess copyright infringement. There therefore remains a need for a

st eganogr a\RfBiog/zFiBSOdi ng nmet hod 15 which may allow a rel ati viettysé®mgiast ri ng
of secondary data (such as text) inmage, -audio or video data) to be encoded
using primary data {such as text, image, audio or video data) w thout

degr adat i delevfisibhesignalyefagsidiliea traBemishion,t be idboNfcation icareéd IRl irathggn on
the Internet, rrang potential consuner, conmercial and service applications
may benef iP8TAIA brhaanpulgtinge naiss campeneghabiiediest datannacsgydance witti ng

for copyright, Rk Ctel signature authentication purposes and for
(8 BT Fpffia

secure trans mati on. These applications include

st eganogr aphi ¢ aadirieg it _dg@@urvmeﬁrﬁémn | fEIRiques]i iRcRIdiNg dRe téehﬁic{ue

contai ning ownership identification or attribute information associate
wi th dPgi tdisclesed lin dhe above USupatents, arepgnly@hie o aonceiabimited infgmhatjon,

t Ki f 25 dr ' iL,h, the, [ dustry. Commergi.al, d
servi ce s uichras AlFw /oGl e, 1\ o (B 1eh KBardet (S A s iR o
confi dent g 'd&lfté’.r R Verafflrddond hé{ailéh%]ﬁﬁé%ﬁipaﬁg&%éﬁ&? féci}‘ 5 hostWd 'iﬁe
docunents and el ectronic transactions that coul'd be encoded i n norna at a

streans t veishi comaight rsubsists,n sogte rasc a satallite Sionaige usfo Sirgalsore n Larb egntire
generators are algorithns or devices that give a fixed sequence of random
number s wie@s$age gesentegce maay ared tahesconsealadin, 9& assagiaied with,she-hasteam

por 85 ditae K AR, e, sEhEnee, DRk image br AE0RREH i3 e RFPSRY o o
exanpl e, WJéﬁ@crap,eda@am@ba_@éﬂnbamgﬁSmgg iHatrRdfe B‘Hﬁ&ﬁéivééﬂr%g éﬁ%

awarded to M crosoft Corporation (1998), US Patent Nunber 5,
awar ded t &rus bwrenship apfhtheshostcworkl 8e8) hagingutoneely @ juste al simpie i code foone

aspect, the E{rsesent .|r§\ze{}.tion provi des a nethod of generating a
pseudo- r aR§SRSH GRBYIONULRIIBEERENhC| udi ng the steps of: providing source data

including an orggigdnitetbfl tdMais &dHedelr"® dtSgaridytaphic encoding method
15 which may allow a relatively long string of secondary data (such as text, image,
audio or video data) to be encoded using primary data (such as text, image,

audio or video data) without degradation of the primary data.
Besides the above mentioned application on the Internet, many potential
consumer, commercial and service applications may benefit from the use of
20 digital steganography technology, including for copyright protection and signature
authentication purposes and for secure transmission of information. These
applications include steganographic encoding of secured text, image, audio or
video data containing ownership identification or attribute information associated
with digital still or video cameras, copyright protection and royalty tracking of
25 sound recordings in thé music industry. Commercial and service sectors may
also benefit from secure transmission and reception of confidential information
and digital signature associated with sensitive documents and electronic
transactions that could be encoded in normal data streams transmitted through

an open channel.

30 Pseudo-random number generators are algorithms or devices that give a
fixed sequence of random numbers when the seed is the same. This seed may

be a number, a bit-stream, a digital file or any other form of data.




10 content of each data el enent being represented by a group of digits;
readi ng the groups of digits into an array such that each positipm iNARt 2083
“array contains one of said digits; selecting a starting position within the
array of dygighgs08nd regrouping said digits to form new gr qI#SGeb/o0iogi t s
with reference to the 15 starting positign, such that each new group
represents a pseudo-random nunber and successi ve new groups represent said

pseudo- r andom nifypieal samnpiemarmber geﬁeﬁﬂbtsdbﬁ@nﬁaémﬁ%d‘%h@ti@rhﬁff@f‘fe%aﬁﬁ%l&f‘e
sour ce dat %Eﬁ{efe(%ée resented in binary notation and the content of each data

el enent is eyhashpalggaiiral as, in US, PatenteNusnen §)787, 179 rawarded to

nmbodi YT ! it ttut LGt whigh b
Cond i nto. MIGBE0ECorrafii ¢ dod), Lt B PN INiRe? 730 s, elarde B
bit. The ssm’cbhrm-apnfdstlhgr(mgg),be sel ected random y, pseudo-randomy or in

a pre-defined manner. Based on that starting position the bits are
regrouped into new groups of preferably eight bits, each new group

constitutig a newtg t e of t.25 information. In this way, each new byte
repr esent s—g%%@eﬂ;—ﬁ%ﬁa@ﬂlﬂﬂnber whi ch bears no numerical relationship to
nunerical values of the data elenents of the source data. The term

"pre-defined" al oBedspechubadquresent inveptien forovidesna meéthiost 0D gehatatidy ah i s

defi ned be defined b or, by t 30 Th dat
may. bo. obt ASSHPFURTRGgE! saveice Boding. e FepB publ i ¢ domain, &

private databasgy o0 4tal g ' i s 9
R Y G0 o BovBing S8ulbedd inaliaing %"ﬁ%?%?eé’?%é’l%ééé@ﬁ%@?&éﬂe

i mge,10an cardent sfepoindaty elemedtbeing qopresented by anjroup dfejigiesent ati on) a
conput er program or g{ley accessj bl e o_li%int al data. Unlike the abovenentioned
prior art randoifagiiehthe getpsaPldigitarinienansarray sushithgt easbtpasition lie the

present i I e La. or part of a digital file. 5 The contents
of digi talr%f%? ggﬁ%gﬁ; (gneé gﬁ%%}ﬁgjl@gd as random dependi ng on the |ocation
sel ected for théeléétﬁfgté@.ﬁﬁcrﬁt?’@bb!siﬂﬂngﬂ?ﬁm% éﬂﬁy%b’f‘giﬁﬁ%n@o“ped- As a

result, the sane digital file wt Ifferent starting positions and

groupi ng net hodregreuping eait digitsdonformt mew grotipsrafrdigits avitto refeneture oirther
a8 Rkl e oS o Gkt e apsatas pesbpBapior Rubar
seudo- r anghysietE: sfe%y F&F% | : 1St at it
Ps able to reg%nergit.vg t eﬁsa rgéééu%gggﬁgw%é@lﬁtﬁr%huﬂ%@%gk ong as

the same digitah drid embodimertitbesiata telerpentssot thersourod date svemepessamedy
met hod are i}ﬂs_ed. Since this nethod is not based on any mat henati cal
formul a, tR&IRAYNOkRtiGmINGthesertent aheashdatmmelementdn bseterally rearrremted

G oupi ng. 120 R Sy TER Bk, A5 AR HrfadivsEh, Ak B 36 haff dB8F b fandltidsS
st or egdof ordigis avhith anay aeR PeAH &ibI & BlehragnaesH Meatosadle qRsbitikh e ttAedarray

cryptographi ¢ encodi ng or decodi ng nethod, or for any other purpose
requi ri ng @néRiIgEOREHIGf 20 random nunbers.

The starting position may be selected randomly, pseudo-randomly or in a
pre-defined manner. Based on that starting position the bits are regrouped into
new groups of preferably eight bits, each new group constituting a new byte of

25 information. In this way, each new byte represents a pseudo-random number
which bears no numerical relationship to numerical values of the data elements
of the source data.

The term “pre-defined” as used throughout this specification refers to that
which is defined or can be defined by a user or by the program.

30 The source data may be obtained from a digital file available in the public
domain, a private database, or any digital storage medium (DSM). The file may




‘ I'n anot her aspect, the present invention provides an encodi ng nmet hod ,
including the steps of: providing primry data including an or defedPit 2003
“plurality of first data el enents; providing secondary data including a

pluralityuefees’s@nd data el ements; 25 and for each second getracedesrent (i)
perform ng an operation with a first data elenent, and (ii) generating a
key el ement as a result of said operatiofi. In one enbodi nent the encoding

met hod i ngbpessent Y tet OB/ Alj ai ; I-QRS f

rearrangi ngpt he nf irst C?Tae?gﬁgle%hém@&g?, taﬂ'eég?@% égg?a? ﬁd%{) %%gﬁlewe'o?

t echni quegraphics ¢apresegtatipn, laecdrnpster gadgraeh, coreanysacmsssitsle digial abte and a
sel ection mayv\g? gﬂ%,czi@ fromthe plurality of techniques. The selection may

2 8 ASR 2003 WYHHEIESALGYEmM s ast pRNdamA eumbRIcgRNErators which use .
pseudo-ra £ S be rearr ed in"
a predefi %gﬂn}ﬁﬁﬂcefQnﬁoﬁnmgeégﬁgﬁﬁngkhgé%S%Egrtﬁhm&%’aﬂﬂg% oila[ ﬁ&%? H ely,

or addbti dinel tgntestsridfadigitaiafileangam bes considered ks P@rﬁdcﬂﬁ’@ﬂp ' nd -
data el enents, of the secondary data. 5 In one enbodi nent t eéﬁgr"igé;gorf/%ata

is in thelacgtionoselacted fastheqsteding pagitioorand momy thenditsi aret gmdapede! Agent s
and the s 1S h Bt fpem o econd data array containin
t he secong&g‘gggﬁ%lsgﬁé%fj@tairﬂ'g ‘&ﬁ'& il n{@%‘fﬁ@ RQ?R{'I;)\?/?@I grouping, mgthads )
resi zing <] E I iz da

rray. |t pCoRRE LOMbIRAY dterbllt PRLGo s Ruibel SEaBEiA T DireIBhF
array, thdigitai fitasywitht theasamg staytirige positionaaredi the smmhe lyrobisingi metrid Wie
seco ry data arr@/. | f . th _%condary data array is larger than the

pri mary dats? gFnedt F?mma&% grenthseydgrapdempburmbey saquencas: ayhisdyashe

d 1o i ' d h.th '.
of Pthe. et dRthet AdVirage tatit § dfie B rédherale thl iy Helglibnts R RsPHEO Lt ep
as wel | amraioresiumbersdslongtdethibsampaniyiesl fié) e siha RhARBHSItEH, ﬁ?j

or

rearranged according to techniques other than the technique“sel ecte
rearrangi ¢ Ba@er grotiping supthed aner ysediatSinee dhisnmethod istriodrbaseddsn any

al t hough 1L data elepents.of the prinmary.data, nmay be nmultiplied
each gr ou'&‘gg?yﬁﬁﬁﬁlpfqrg&ﬁ?i tgrey is zi'oeI‘@)Er?tfsn&ﬂééﬂnﬂoﬁh%é@%éﬁﬂwn% of

I ear M@ Jegnieor® Miinise rs OwitSutS RNG Wi | S hg o kf-5tind AU ~AT JEir dat a
20 el enments. Moreover, each repea'bggﬂﬁgr oupcfgr;fgé'bgléarb{azfr'ﬁgggg@ggr g%ﬁgﬁ'%o a
di f f er ent gnoeiping meéhodhe operation to be perforned between the first and

second data elng nt s ma{' {ncl ude a mat hematical operation, a |ogical
operation, a gg?"ht&gfaﬁ? glyi She Pseudayapdery NYHbEaSeaHenae ¢h stured dor wuse

gener at e ke : r .af th ti Rreferab a .

plural i tylho%é ?ﬁgé at | r??ﬁllc'g dga\?gi @#é’ngngﬁ'aagg?@bgi (Sﬁgﬁhgdrra%lec?jp raphic

pl ural i t yemdodimeg oatdecodingl hiethed est fopanyeathe piifstssd sty atdequence of

pseugﬁ-random y, or by a user. The encodi ng nethod may generate a string of
e

key neRNgoRhNEmbesS.associ ated with a corresponding string of second data

el ements. Uni qye 0 , [ i enerated for given primar n
secondary dat af,]’1 ﬁﬁ%&% 2?@%&“%;,&%%@% ﬁvgn SRS afy %f&%&&%ﬁ%@f’aod, A
as descrijheiddit®] the stBpsfotr abl y the key el ements are stored in a key file,
which may then be 2 8 APR 200' 3 WO 001 25203 PCTI SG9/ 00105 transnmitted or
ar chived for fproyiding pemaiy\data inpiuding wan ondiecedrpluralityaif dinst date elmmenliisng
process, such as the operation perforned, the rearrangi ng techni que, etc.,

i s al so storedPiA'YRS %?"Pﬁ%qa%i'%dﬁf‘gr%ﬁ‘i“@ﬁtw sgeo8d tata slements:a
headel org@ftribute section of the key file. An attribute section nmay be
positioned 5 anywhere in the key file, not necessarily at the beginning.

The source, priomeagh seeonddiaty etarlekiey data nmentioned above may be

represented in digital binary form_ However, any form of data
represent at i onltbr nReHRIMBING drspReratiny wWithha dkstdatagiement. angbol s, nay be

used) eg. al phgrunef ] r ] e ..etc. _The primary data
may T epresent @5‘ beé%rg?r%\?igtéafkgy BlenhdHteE°S rdSUIPSH Said Bperatidt
In one embodiment the encoding method includes, prior to performing said
30 operations, a step of rearranging the first data elements of the primary data. A
plurality of techniques for rearranging the first data elements may be available

a_nd a selection may be made from the plurality of techniques. The selection may



.10 froma still image, notion video, audio, text or other type of
_information. Likew se, the secondary data nmay represent a still 2i 2003

notion video, audio, text or other information. In a preferred form.of the
i nvent i onwd bussexcondary data includes a text nessage and ®&IHCIVOYA[E dat a
el ement includes an al phanuneric charactger. 15 However, each secondary data
el emrent may include a character from anot her character set. The
al phanunerbec meder eardeonsly roypseridesrathdomnigoop byea User.t ERtie Mestsagia eleinénts
typi cal ap Ii%'%}i on of the inventjion the text message may include

i

confi dent i"8PY iD§r BRATEANGSH inc Aredglined fmanneiger iniaviamgond rorapseudn-randamence

cont ai ned 4§ pra : a..l od. t, ext ssage may 20
i ncl ude orqgg%éé}ehor éo‘ '%?H%{Wg% of[ ogmdﬁg:snglw?i %I"gﬁé}ar{eéﬂgf@ﬁ(g a&‘égﬁy??%t e
hol der) a pepidymed orinehsecenadl ddts elementsoftfeRicBndanddagner al terns of
publisher distribution. In other enbodinents, the text nessage nmay be a
confid@ntial niBoageembodigianddbe pamarny dataadsin thegformaof amrimaryt dataoarray an
audi o sequenge.. or,.a copbi nation of th bove. 25 Th rimary data nmay
repr esent anfaé'}'f‘gr@&@rég%aga &?W?"{Snaaé)t% nSELRYI %éfﬁ]gn'ée'," ri"?)nrg}v? deo

segnent, @eBSAdhryHhtd lﬁﬁfé?acéﬁttaﬁnin?“ #e2BBLERd fddts) e%rﬁ%‘ﬁ?' elfh ré’rgc{cg:mil%or

any ot her accessible digifal data That can be retrieve romthe pu
domai n, snwdthad reay inctusiena stepedfiesizing the priataey databmag totrhatchathemiz@etess
menory or  buffer or any digital storage medium The first 30

f t
data ol ondit SeeANdan: Iata AHAY- NS SeephgandataaEay isSeallar than thenprmery st

chemed - Hhla ARtay e Mintrf WHAChTAY il (° HARLAEE Al Bl e’ BEEEe
B APP 2003et$hd¥Hy 2528 arBCT/|SER4idHIary daePERasN iaﬁggﬁttfﬁrgiﬁééégﬁai?* glbta

image. The image nay be obtained froman Internet web site, g
carmera, aagéifplitdrdajarciementipof dhe poimawr datar aayanay he cepeatednsy dsetem

Pevel Cor Gratee Msaieh ohire st SafeafRu o atchdfecerbeRatondary Aot Audy- &
format, efh JRMEmbSHiment! kEludiy 4FeSrr [ggﬁ Redp U8l Well Us adMdisiz ﬁé‘:ét%%,t Ittgé;‘Ch

I j:
first data elenent may define™a charac sti'c associated w tl
vi deol ®| erepeated Hiestf datat eldaente Ineane bes remrsaryedoatcordidy to dectmigues asthef

dat i i gi tised moti i deg. The digitised vid b
obt ai ned THedhihen o BRETARET J0T EarEand e ShEHR rOUBII I Ebag B ASer , o
L Di , t  gi 1l

Vor sat 1 o heis BOR i pue i Fhatagh: oRaMBS ST R the: 854 X4fPacnown
format, egultiffied, @acA\groupldfanDriblivgfirdt @stacgidnidmsaldaed neanbebisaily 4t a

el ement may define a characteristic associated with a digital audi o sanple.
The di gi t EBareangesl eaepiding 15 they sameotrclinigue fasothe frst eaaupfolifirst data

repr nt i i.gi tised sound or nusic. The digitised sound may he obptai ned
fromat | e | METeo: Socl rheatSi 0pCispy bR 3ReRY 40 B Fape
(DAT) pl aumrere,hqg@ﬁnia_,é_c pl ayer, Video Conpact Disc (VCD) player or other

source, and ma)]/_ be stored in any known format eg. WAV, AIFF) M DI, etc. In
one enbodi nent Thehepdrajionalto abeli pedarméd sbetwee?0 thet firstedntir secomd dateeans

of data representing.t channels of digitised nd for ereo )

r epr oduct FEREN A% nalide A mathsmaisakaheraion. i laicalPreralien admapRing
rimary d ihAC 5 u il

Prgo. ” moietofi> dhhy SuiefIKidihfion Ritficd edro8cis) qefitiale 369 ERMRent S o

par aggmpheesuityobtheuspdratibnas Psefaratdy dat plufaiity o¢ opesttiors s pyallalvier amdiem

nunber sequence according to the nethod descri bed above. That nunber
sequence, selgshion ds magte fpmytheapluraityof apearations. Jihe selgstian may hesmadse

used as pl ta. i i d of the invention. In an

al ternati \F/ée@r%lggﬁ@%ﬁwo{r%ﬁdg&yﬁgf@9£§EQPMy be obtained froma 30
conventional r FRAOSHEBHIME MERBET A9 geherdtd e shiHd abliRys eldrhénts! Whidkpider
aspect) the present invention provides a method of decodi ng secondary data
i ncl udi ngassegiatedl with afcorespandingt strivpjcofeseegnds date elemeots.y Unigue KR
2003 ,, WO ,00125703. PCTI SG09100105 8 data being encoded . .in a plurality of
key e:?QerreH?%' H{s9gneig & PVENERERETY §”%éﬁ8?%‘?%’éf %’aaﬂ" s éf‘?’&ﬁ for
performed, Wt | J eJEdd 'y y data, said nethod
i ncl udi ngutg%ltghg?&@%ﬁ&“})ﬁ\ﬁ%@@@%@%ﬂi mar yscggateg t? nc| udi ng an ordered
plurality of s#referablgtthddey eleaiemteridrs;stored in a key file, which may then be




‘ p‘r oviding said plurality of key elenments; for each key el enent, generating
a corresponding said second data el enent by performing an inver$ej KPRs 2003
- operation. Conpared with existing steganographic or digital waternarking

t echni q“eswga%ofzgfbs,pr esent invention has the distinct advant ggecthggdedng
sentences or teéext, large anmounts of data of any form e.g. 1nages, audio,
video, or any binary files) may be encodefl and subsequently decoded in
conf i dence trafichiitté®Yorl SFdR t [ es,. audio, video, binary files,
digits! bit patterns, tﬁdg?ll rﬂgcgrl L)'/'%o?'the VAMageously o Informatien abousdhed
or conpr oniegedding procesay sudls asUbie) ob&RtBhi Q tiapsm tted
by any mean? e.g. by mil, e-mail t%l ephon‘?ﬁ‘?@i‘:’%’ﬁﬁ%?eﬁf@ ﬁ1gi {ﬁcﬂﬂﬂue-
net wor ki ng®'4-o8Als@stereddnibe kpy filele Thisimforetatorkmal tecstossd withir aMehder

Extranet, ; troni c.means. The data can al so be retrieved
from any s?ér%%ﬁ%ﬁﬁ%ﬁtﬁﬁﬁs rfiledi 0 atirbyls section miay be spositinerDV

DAT, V@D, mhemmweai@,rmesina\taﬂece%s%?@ %ﬂ@eﬁé%é@iygdata IS never

nodi fied, there_is 20 no need to re-sen data for every

nessage. Only thBekggureet primasy.t setendarytand kel edata amehtibfed@bBO8 MEy e S

in lower b L dt.h usage..and fasfer transm ssion via a conmruni cation

Ichannel vm%ﬁ’q%%%gpﬁﬂ @8'@2’?}”@% iqrmag F&Vé@éﬁfolgﬂnpfgi;m Orﬁrdabmtreprlrmehiani@n or

t echni que. i r i ] i en_access to en or stored

ot a) og” nrae, Bsi’ At iRy SARRE SEF sy idle 585 Led B8capbanumeTiced

at the reocdiaraotgrs:.ridtegertmﬁnbér%n%m'.sSrh@rbrﬁﬂég‘&éta thg Bﬁe%bi’o% wdetive.
S 1I he "Key R

dat a (‘hg V}‘hO| e or I n part) may al so be sent part
embodi'HentTIR Bhétill nifeage.o matione video,| audio, | teut| oofotiserc typé YofOiHfo RIS

preferred i conveni ence. To | nprove security in this
enbodi rrentL?N%\ﬁ%ggéﬁ%gg%%xéfyhéstapmyeﬁqmﬁﬁe'?‘r‘@ $idl ingdenpneliamyvideo; mudio,
conj unct i dextvert dthehiformatidhon. This enbodi nent of the invention can then
formpart of a larger systemfor transmtting confidential information. In

a nodi fied ver dnod psefarrad farm of thetindenion,, tHehSedWrdER =84 | ?
0 ApR 2003 WD 00l 25@_03 PCT/ S&9/ 00105 9 (in whole ordéi?% par t'?agrg§§bag?és)@nt

as a sepalX®adq and; each, ssgendiqatat elementi ivaludssi &t alprsamimeénio chafadtére
Dr awi i i , i N ted int d

const 1Pt o SR BRER SV cIMBERE kBAY eligt Brthaactar Fameanother
nbodi thardctéhset. et alph ' L nel f.

enbodi menchardctehset. et akp aﬁOﬁe?i%H‘z’t@arb@té?é%é%rbet G@ecfp?% l’?ﬁ%(\‘)r\?éo%% f&@f@?f’e ’

It is to be understood, however, that the draw ngs an
descri pt | 8158y ined tyrieal arplisatipn sf dhefinveénticst thet ternmessisage hlap irfl iy

i nt ended i N, d f e.limts of the invention. In the draw ngs:
10 Fi gur eeén@%\%isdla'hg%ﬁbet%n h‘?‘ﬁﬁ?grﬁos ABWIM3I%n e XidRPI @7 aPpRLdist isequemcg he

i nvent i oncbotairesthfih dgrt ipdimaat dathl aNaNbse! OhbobiHae tlﬁ%;@gy\frmggsﬁqwrﬁahya”

of ag:)qr)ef.erred enbodi ment of "t he 1 nvention incorporat

st egatbgr BsHAE enesli mgrensf lthel follewjng ea ditleh @nsaniet, exesmriy R Thol @ BAHEHNY a
primary d t@ !i!rt?lp% fgr usqepé‘iln t he ,&5 s%eganogir aphi ¢ _encodi'ng net hod; Fi'gure
4 shows af? YR Oyaliiesshauld brpaidzan gengtal serms-phpukishes distibutiorexanpl e
of a logical XERoHEH énbBRi j d_secondar ta: Figure 6
shows an exanpl eoof a%??%ﬁ%&?ﬁ@%%%&aﬁ%%%ﬁ@bﬁe Bi %%ng’aeﬂ%@h sage,

exanpl e o2 nepeeserdgtiongofaghi image,odi reBéhefiopesf :
Descri ption Bf Pr ef&ked Enbod?grr@entsr% prefer'Ped e%@ggggr@g?égg taé bf'a

i nvent i onCRRRINALGRQIdhgabavenary data, 25 such as a still inage, notion

vi de audi o, t t 0_st.eggnographi cal ly encode secondary
dat afzss uch as Zﬁéaﬁrgﬁ?& Qséaoﬂfaxmpﬁﬁs%@ngﬁﬁéﬂm‘%sagﬁff Brﬁ@t imsge, Afeaudio
confi dentseduendeorarpiativh vidkol $fMERE d -~y e i.op Vi deo)
audi o, text or any other type of dat a.d T eragﬁ]clgtglﬁ%%lhp?éotgggséﬁ n‘e%safﬁgsa

uni que keSPTaRIELE PEpErasRRN any other eecesasibleydigitahdata that eas eeeBticvad frée One
~ enbodi rne*rigI (S)é glmlaﬂi nvention) to be des%ri bed in detail below includes two
mai n pr ocoSsEeCTHRMAN, JUGLAS apy Interaet websitee gr private databass, the randoin |

access memory or buffer of a computer, or any digital storage medium. The first

30 data elements of the primary data may be arranged in an array.
Each first data element may define a characteristic associated with a still
image element. The first data elements may be obtained from a stream of data



.2 B"APR 2003 WO 00/ 25203 PCT/ S&9100105 10 i nage, notion video, auﬂiﬁ’ﬁ’ 6 Xt
or other data, to generate an array containing a pseudo-randomzl 200

" sequence. That array of pseudo-random nunbers is then used as prinary data
in a seconqydRisspy ocess to steganographical ly encode the spcomsdegigoiokata. S
The source data may be provided as a file,containing the inmage, video,

audi 0) text or other data. For ease of degcri ption, this file will be

referred taepsesdntinGoen digitised Siill Bnade.MThaligget &
provided as a file whi,c% for ease %i? desc'ri gfiﬁﬁyg\%wg@%&rmraarW?%eés
the Confi deMeb siters digitaticamera, a:camputer gase, lemputersbftware dri dtter BBLER.
will be ref the Key File. 10 Referring now to Figure 1, there is
shown a pr elféﬁasfejgé %"rﬁiecylsﬁ@‘?t OOFOEPﬁémiaﬂge(H&eHﬁn first dataceleanent gefimessaon
of confi derdreqlledé@ter 8yBUr 2@ OfyF LBy j nel,. er.. 10

per forns argstgganogr aphi cregco I ngrjﬁ'pr ocegg'%llépg?lggﬁ%é?ﬁ %ﬁéﬁ i’f%giyﬂg’%" SO
as to generfarrsat egnBMR, G, FFFeot IPEB.ch nmay be securely transmitted over

t he open com’runi'@f%i OQ hannel 14, 15 The receiver 15 of the Key File 13
performs a conpl’dfERf Y?()ydélfoc'ﬁ '%Fﬁ&es%aci‘G fisst data elementomay rdefine tane

Confid i } ; : ; ! fi ial Fil
T it ner PACEd s SEERARA FNGT LiokosdEREEL . Sheo B A eiments ©
| nt er net 18nay betabthined frombe stlteun epdad rbBrééyntiH%%i@ﬁséd‘ﬁo@%rﬁtﬁh@@f 'I'ﬁé gn d

in the encodiﬁgg(gr,ocess 11. After 20 perform ng the 'encodi ng process
gener at i ng yidep| may be eblainashfiem am infarmet mebssite, a WidelseQoipaet Désd 0

h [ : |, 14. Th i 15 h d
rcaquestd 20V GEDHIA e dsE SLER Htaton stmiSumoeceRmitin satfvareses
hi s/ her enDigital \PersbeleTDIste(DVENHIagerPs PG irdl! 4AP H&Y bEl Lrdd in ZmyThe

sender 10 and receiver 15 may ve agree a particul ntern
use as thekmowndproat, g MPRGtdreA¥hcodi ng and decodi ng processes.
y carry information on where to find the

Al ternatively) the Key File 13
Internet file ué@&rw}/‘ﬁ'ﬁé Stnadaitiopallyye gachnfest adatae elementomesi defingi e

and Confid } i ; a3 fi_data. ;Accordi.ngl one

can chooseo s e e BRI o WoRB a8 Sante. T dRRElAGusTdrarRe: ng
a text1& i | mayobe abtaipielefroroatéthairh wF. datBereprasemtin rdigi%éd O ng° ﬁ%@éé& the
user to a particul ar conbi nati on. z g APR Z003 001 25203 PCT/ S /l 0105

11 Ref erri herstigitised spyndemay beneblainad froowan intetnetovel sité,| 4 @ampadctriscn
det ai -RALL i di . f th f d

enbod ment (G B DRl ANARETRHE BT SRl % DR Plavars Midko Bopmmadies

for gener aDigty(\VVODRbl)erUr RBEHIBUFRNHA MHYE%’ §toP@§§¢aﬂy KB forfitt g

(Container File) and steps 33-37 relate to second nmai n process of
st eganogr M \CaAlFF edddHi rejcsednnore yerdhodin(eBonthalatigitall akdibesampiatg drbe

array ,af pseudo-random nunbers a imary data to generate key data (Key
File) ?Bwai ‘Pmbtﬁr“beé@@"hwi‘é *ﬁ?@%Pgéggsf%%ﬁf&t@s%C%mws &f digitiserb spendom
nunber s bagedtéraodepRitifcdiohl | € containing digital data. In step 30, a
digital source file (Container File) containing a plurality of bytes of

data i s read i ntrothen prefeaedobnmiiddimefihef Swrmoﬂingenf&m@,eth@nrriﬁw dtafil e
containing a t)c/é)e of information) eg. audio, video, inmage, text, etc. 15
In step 31NCHINESH rangomn s Assudoganda mimbar seguanses el ke stilliraage, mbtioni ng

Posi i on. \ilb3 (REhb | dilta Tkntsndl 1P thd pPodsBIPIRASE FRRSHARREIGY BIRALS" ©F
25 as source data for generating a pseudo-random number sequence according to
the method described above. That number sequence, based on the original
image, video or audio data, may then be used as primary data in the encoding
method of the invention.
In an alternative embodiment, the primary data may be obtained from a
30 conventional random-number generator or other suitable source.
In another aspect, the present invention provides a method of decoding

secondary data including a plurality of second data elements, said secondary



‘I'n step 32, the elenments of the bit array are regrouped into new groups of
bytes (8 bits) beginning fromthe starting position. In this rrazlraerAPRt ae03
“resulting 20 new groups represent pseudo-random nunbers in a sequence which

may be st opgthedsean array. It should be appreciated that thperisemess s
applicable to nunber systens other than pne based on two (ie. binary). That
is, the digital information carried in tthe source data need not necessarily

b tdatai being kincaded i thsiui el i el
e conver tdataireing lentaded fin bhstualityosMRéy @lérﬁéwtgt%é:j%ﬁntpﬁgte%@h' I{Eafr)?n gﬁ'%ft' ga

system or a nunber systemw th a base ‘of 16, sane smaly
be appl i e@&neratesaby arwpesatimpediotoed . withea respectpiendirstt datp@ISMEREGFi N

t 32 A t h jts int f eight.
Suppost ng AIEER) deey B) chERoAReibdlfo the atanmotur oy of bits is rogiouped |
into bytes, th i igt t; i LWLl be . f 0t '
255, 11 | net oad T e B TR AE IR IR ARDATDRTRE Byl oy sl e |

wi || b n&lemwets;(0-15). For a larger range) the groups can be nade 2 8
~~R 2003 WO 00/ 25203 PCTI S(09/ 00105 12 | arger. For other nunber base
systens, the siPavViging said piuality of keyelementssi nil arly be varied. Because

this process i onkd a ticular medium the, uyser has a very
| ar ge nunber O?o?ﬁagg\ B%ygﬁgg{seg“’ %H?%lhgu e CQUCFRRNERAL §Prdirseﬁpn3. dgtayen
when the eberaehi bepesforming.ari inGe@sisaid bpb@tiohor sel ecting a starting
position are nunmerous. The flexibility of the process allows the user to

generate many (o¥Bp#Ied withawisting steganagraphic ot digitah watemeaxkireg fehriquess a
d | i h { fil i t t h |1
ancodthe bRy elign Wi B8 disfRet Bvarieaeiyatines septensbaction datgerbove

is a prefgapihtdordata Smpréege | r Y4 in _Process:
2, described bel ow.k’bfl\?aiaﬁém oces’sé)'g' ﬁ?é&p%g@éalss\n‘g%g‘g§?\gﬁ?&%ﬂ?@aﬁ{%' Bli¥odes
secondar ybeagrcqdednand subsequdnitlyedecsdetyirpeorifiahcdat Vitieanyt Rl ¥4atQf
pseudo-random nunbers obtained from15 Step 32 in Main Process 1) to '

gener at e Ry RIS 1@UAIG Yideo, Rinagy rﬂiﬁﬁ.vdiggéﬂ bitepgitarnay yheldntegridy diethe

bt ai ned £ ' b t f ,
Vi deo, - auth ey SRy et Ao L ShF vy c pssidh. The giveary, 1 ne

pri ndby ddata arayaye efansaittsd bRy emRal ’ i IhRES he
difficulty of baryeaki ng tr'1e coge. Tﬁgangeerf@ang{/%g%ﬁ%oﬁ%'ga?%ggb@mgt ﬁégq‘tvé’de

choi ce ofhttRcdial-dpaetwerking: ecahrieagetwek avideyaret metadok) mtetmet sinsanas t o
ase the difficul . hacki ng._ The sel ectjion of the

f h i f
' onr 1 angi BErEReH Al BY AMROBE eldbironia Means oierAae aan alspubeiretriexed dsamor d

may be u a%ord asner -ran (&@r by

t he use ?‘%{he Rg\ﬁg(ﬂ)gdmctl on%ﬁ‘#ﬂ@%ﬁ%&%ﬁ%@%ﬂ%ﬁa‘%@)ngg‘grct a

25 rear r MGENENDt du lenpretarrediivags siate tied primiahe dagels naverbmoalfleenesiereds

defiag or_select, the re ment technique to apply. The techni que of
ng

rrange
rear infy NE&Y Bdersend thecidmanedatsr fop evadomesaagen rankyethe kadptabas

ol ude: . . ‘ oy
ol urm. by ScoF aent Theréidfe, \GHCBMAY &uys T AIeC BahdWidll iite and faptegur e o
30 shows tramsmissione vid & epmMMogicatio® dhapineplwkier acdrhp8ain ftboﬁh?aFQﬁgt jner

File 38 in the reverse order 39. As a further exanple, the spi od
i nvol ves teganographic erwates@arking terhpBrE3 13 PCTI SG29/ 001 OS t aki ng the

the el emont ot "t A Strha4ve, BEERAkE MER AeStse: 5 g of SHErerGA 148, (- 2)
posi 25,01 IniHer, COROM & CO T TV 8., 3% festhiercBb ARbd A BHUcERifTbhG S 11
of the transmission channel, the primary or source data (in whole or in part) may
also be sent as part of the key file. This embodiment of the invention offers a
lower level of security but may be preferred by some users for its convenience.
To improve security in this embodiment, a password or other protection may be
30 implemented in conjunction with the invention. This embodiment of the invention
can then form part of a larger system for transmitting confidential information.

In a modified version of the latter embodiment, the primary or source data



5 degree of randomess introduced by applying a random nunber generator to
the source data file is sufficient. in the preferred enbodi ment) §t ARR rZ§83lom
" nunber array is rearranged to introduce a higher degree of randomess. In
Step 34 theopaisomry data array of random numbers may be reBCESEYV80f%t ch
the size of the secondary data array of gecond data el ements contained in
10 the Confidential File. The array of random nunbers may be |arger or

smal | er t héin whele ar inagarty mey berseat psdnseparkie fike with ppbpecideatificatiier s i s
therefore either truncated or repeated so as to match the size of the array
of secondary data array. Therefore, whether this step is necessary depends
on the relgfibVBesdritndf the'Brkin@ys and on the types of operations

per f or med Tm-%%r%'e'mrm?%-gn subsequent steps of the process. In the
event that the sgcaondary data array is |arger than the array of random
nunbers, all orﬁb%raFCBf'%@H%'”Qr&réV’"{QSvr‘ﬂh@@nﬂ@!ﬁf@(@oﬁaé% dnieaged constitute

repeated r ] e | t . ording.to

i Tt or ooy | TR HRRCROM of ihd SRIOH Hiddithee’ difnadtin @i X Uil iivBrion
for 20 thearslibemeuorexpigintheé ipanciplesIhepedb) Itds 36 behasidistadd, Howsi&aP R, at
| east oneﬁgperat ion is performed between el enents of the array of random

nunbers arffeeli@wingss agd tolawingcdatalled descriptioragre given fed they purposes of

Confi dent i, jod 2. Thig T i r which contains the results
of the opé%ﬁtﬁéﬂﬁg.org%bég@gggé{ @5%9%5(;&&}%%@ Bteﬁ\ﬁelgﬁﬂﬁpf ﬂé%ﬁvet'i‘ﬁ@”r andom
nunber and at ||naké deqwingsement of the secondary data, the result obtained
is different even for simlar elenments of the secondary data. For exanpl e,
gi ven1@n array Riguneahsbowsenbentexf Biagfamshowing ameéxampie rapplichtise efnbe dat a
el enent s 0sing, the operation chosen is to subtract

.1, 9 ,... , A
t he val ue[én\fﬁ”%mé"g@%‘aﬂ‘dfrﬁ'épgaégp SERERICS: f r om t he random nunbers, the key

array obtai ned gl HoWs 2 floly- ] j i I nts pf the
secondary data pe’l:%rlgy?gsr e | dérﬂoﬁvcgﬁ]artt)uqf %E}Eﬁﬁég@:ﬁfﬁb&g@&l@ﬁgg tgg‘é’ﬂ&ﬁ[‘@on
because ofingdrporatingiantwdirpah stdganograishic Rinceeirfy dethod;2 8 A~' ~ 2003 WO

001 25203 PCTI S&9/ 00105 14 utilised in the encoding process. This is an

i nportant advarig{e Hshews anexample af rarsargingta pumesy datecllerfgr usetiméhe ode
nore giffi . p i,hvention does not limt the user to the
sel ec??onsgéﬂ%wgl?%&%hggﬁ@? r%%ﬁﬁgrform t hus maeki ng hacki ng even nore
difficult. 5 VEgues SNOWS aflexBRPIELT AtRalfRmMfedr BpbRiEH!, T ncl uding the
following: (i) A mathematical operation such as subtracti'on. An exanpl e of
such an oper at iFigures shows @meramplecofi abgical XGRoxperatieh hetverenpsméay of
the Confidential File gre subtracted fromfirst data el enments 41 of the
random nufBErse5PPdeYi%Pl8enerat e key el ements 42. Ot her mat hemati cal

oper ati ons may i heba b It & Pk J e (14) A logical
operati on, sucﬁ@sréﬁéeﬁ%gg%gégﬁboﬁfyéulEﬁéa;rgﬁé%?paetr%%n'iésddshovvn in Figure
5 whe2@i n each Figureo? shaws sac @xdmpidé aofe tiverestegafoga plifRashoddihy amethod
correspondi bit of each first data elenment 51 to generate a resultant bit
of each kQ?Pfgf’Bﬁ@ﬁP &passwordi ji) A 1:1 mapping function. An exanple of such
a function is illustrated in Figure 6 wherein mapping is based on the index
positions as specified by the second data el enents. For exanple, if the

content oDescrpticndf Begferred Emddigenbs a value of "2", then "2" is taken
as an index pointing to the random nunber 61 at position 2. The random

nunber 61 at p@siid : f :og8" d this.is.t tQ t he
val ue to be stg‘r g#fgﬁeah%méggrmé@éﬁdﬁ]ﬁg "B%)?t'gﬂeﬁé% s%ﬁﬁ%é So[rhghr%a/ryaq&gy_
The s2% ecsuoch @fs apestilli image,! ombtioneVidédTe dalidiy, beexdet®r nbthed rdardonty/-
For exanple, a password nay be used as a seed to generate a &s)eudo-random

nunber (f §teg3pQaFIRhicAllyt acode sscondenraiala) supictasora idata) fileo containing
confidential information. The confidential information may likewise include a still

image, motion video, audio, text or any other type of data. The encoding process
generates unique key data representing the secondary data in an encoded form.
30 One embodiment of the invention, to be described in detail below, includes

two main processes. The first main process uses source data, such as a still



25 choose an operation to be perfornmed. Alternatively, the user y gﬁz
allowed to define or select the operations) to perform Referri ae mznp%
" Step 35 of Figure 2, the results of the operation are stored in a key
array. | n Si@po/83693 i nformati on about the encodi ng process i PEVEIA0I0H a
header or attribute file, which is then Cﬂﬂgi ned in Step 37 with the key 30
array to forma Key File. The Information ader or Attribute Section of
the Key Fi limagentaotion sideoneceis dext ombthemahts ot qerteafeosmartsy containing a
conpl enent ary decodi process. Such information may include the physical

| ocati on ofP Od@rﬁﬁn&?maumb%r sequenee0hah@may 28 JseurcTrapaos Obiters Ss

File, the ti I f tk Q- random nunber, neration, .
process, t ﬁéé{] e%% (%%thrm mgaétﬁs r'}ﬁfaof%gSPQn@aHb RrRgesH ,tggsetggap%g]r@@mcauy
nunbers, t emcoderthtisetopeahodakd) etc. The encoding process may optionally
include_a password feature to 5 increase security. The sender nmay provide a

passwor® whi ch iEheusourgudatahmayhetprovidedoas ragfiler comtaming\thé mageheidesnd,
the receiver gmy, b r ted to_enter a_password and decoding is perfornmed
on the enc&ﬁ'gbo'&%gﬁgroghr%r@%ﬁadeﬁo'bﬁa%é’fé’gﬁ%m'ow file wilebe sefemred to as
password Vi i t nern Wkl e j [ OCESS
proceed t gﬁ%g?%%%hgfegrt ﬁgé)'mﬁpﬁlcl#e}m itaP g@dﬁ%gﬂtérrgggsggfﬁs@?@@?l Bﬁs“i’ ﬁ%ﬁ ed
in Fi gure Whitterfor naae led slesoription, veilf beTrefarréchtcdiasithé ConAaeatsd Fie. The key

"Hellowbrl d" i s represented bY the ASCI | code 72, 101, 108, etc. These
ASCl | codf8tamay flsq ke sfored tea fle.ovhich il hadefarrashiscas thelKey Fileeat e key

| 72. Th . d i i.b i f
The Kol Fi e, 1Tl REBNERME 3,4 3 SHolimy athreliiut bmgadiment of e ©'
appl i cati oinvention uBedSfdr geearel trENSMIESIBRY o?oéoﬁf{lﬂééﬁi?w@éttﬁ bl&r té(iP'@@éer for

encodi ng process shown in Figure 2. For exanple, Irst main proc
gener at i ngCemENyYeation rehanoel. nutiee seaden  OopetfbrnsCen stigamogFapidc rencoaihg

omtted. | _n that event, the Container File may be used as prinmary data in
t he encodi Rbocﬁsﬁcggsoq ﬁspé’é‘gdﬁf‘{?@#e'ﬂ? éﬁd%%%éﬁnﬁﬁtﬁﬁ UZU#?%KQYZF?'M%

shoul d be t : [ I Z) . LL AL

encodi ng pwﬂﬁﬁwﬁiengﬁ%%xgégﬁﬁwgggf ﬁ%ﬁpﬁdéﬁ&%‘?ﬁ?%@ah”ﬂ l??s
consi dér edThaaeceiver déngfl thieekiep File KX patfom® aogsraplenisitanbgesatihg Progeyt to
t hose skil léd inthe art fromthe informtion presented herein. g]’he

decodi ng pi®o8teahtileftorstrievaihe GeafidentigbEidei12Ad in detail. Cearly, a key
t 25 of th I : i f I, t] f  that

Performed i n thdOcnEgafpBatfelly Snide e PoRliatalidle T2 Bifg Ui shacer™

primary dat@ orithe drithding ¢ROEESETE sAEGEN)7 ﬁ‘éﬁw BREMMORIE ABTE Yats fﬂé‘?o be_

encodi ng process, details nust be stored in the attribute section o
Key File, dewsloaggre?? fosyse lastthe Centainar Filgeimatheoancading erpeedsod fredAfterr i ng

t he deggodi ocess. Simlarl i f random 30 . nunber array has been

gener &t’ed é?'ﬁﬁr"é'ngztf}?c%n?éi'%g #?%esl?s?h@n enesating dRe Key; é’!g 13atfie pamdRsm
nunber arr T f i in
dgcodi ng o?‘awtC Eg&‘l?eﬁ? lfhfﬂe??ﬁl??:‘ﬁ?@&@@%b@@ﬁ gg%gﬁelgﬁkgvég? gsgga'oﬁ?’? hia af
i nventi on MeCEIVEEOtH can benssendmemaquiest 20 toethentitesnet atate idownfeadd @ ethew t h

exi sting steganQgr.aphi c_or termar ki ng .t echni ques the 5 present invention
has the di%ﬁﬁ%g%%t@&aﬁﬁhqrw §gﬁtﬂﬁﬁf9§§1 e desqding precessnifion e

data of anyef @fB)4£- 9. images, audio, video, binary files, may be encoded
(canouf | aged)f and subsequently decoded in confidence. B) No distortion in

pri maRp data or ThewwnderylOlahd rétéivepns may Mave dffead éh @ pariBgIas InfRekto.
video, binary files, digital bits 10 patterns etc., the integrity of the

primary ddile & usec@sdtlis Crntaines hiledn thier eocedingr andngecedingdpiacessgs.nay .

fn other : [ teghnique is Jossl.ess. The i pary,_data ngy be .
opt  onal 1y L DRLYE6, BEE VRS 13 Rmd ¢GmyiyroRiRsh n whfehls Fdas foferigt

ftp, http,fididedwy fH ¥&kddg, | ocal area network, w de area network,
Internet, intranet) or by any other electronic neans. The data can al so 15
be retrieved frAmraeptiened aboveriieuBontaingr File arad Confidkentidll Kigpmagi cdntaini p
di sk, h)AT, CD, VCD, qIJD’ DYD. Thrj!gsj invention has a significant advantage
over BHe MW brRESpEAatRet AGERINgERE chB £H00se dRiaNcedRta Nideo ilepysivgdnng,

whi ch inmp di E : t it at ner—£L | be
sent. Apartodoate i imegkie USneth foxt i oraty GRS SMEMAE' i iioftph
Files to hdoesedt comstraintthe siséPtd@pariilacédthBinationdst nul timedi a data. O
Lower bandw dth usage and faster transmssion In a preferred way, since the
primary data is never nodified, there is no need to send or re-send the
primary data for every nessage. Only the Key File needs to be sent. This
results in reduced storage space used conpared with 25 conventional nethods
which require the whole Container File to be sent. Therefore, this nethod

o o o r . o e o



30 Existing steganographic and wat ermarki ng techni ques usually ha\/@
problens with 1ow bit-depth bitmaps (e.g. black & white images} 81| ‘R/ 2003

"~ bit-depth 2 ~ I~~r'"~ 2003 WD 00/ 25203 17 PCT/ SG 99/ 00105 audi o and vi deo
files. Thiwoios2seesial |y due to the problemthat altering thedqTé¥p/00105
significant bit of |low bit-depth files w9 | d change the original

I nformati on too much. This restricts existing steganographic or

wat er mar ki ng t edaferringsnow foeF e i2cahbre RNSNow® d AsWEnM indedtiRg fih! BSre
such as a 24-hjt bitmaps, etc. However, 5 since the present invenhtion

(rjrai nt ai ?s datan nf’?ng’?r_péf‘t b%ttaaﬂﬁﬁr?htimleylpddml apr?cegsormcﬂagly?dqugﬁr?;i-éd
oes not s : nr m s sed for

pri mary daP{'ﬁ ﬂ')@léggnogghgr{ﬁ\ﬁ@ﬁoght ?l??fbgbs' %? r@ﬁ’ﬁﬁﬁ@ ‘ggn&sg%n rpcass forrhe
i ti pAGHANMGd #D hefdrh N n I At e 0
W e S ey o DS RRE ot " Tunffor8 888 By’ Wré Phar,

al ways Sdi f (eortgineindilehi and. stepss 3382 s rélateal topshe i seamsi rhainf Qrossys hecker

to crack the code by .anal ysing the generated key _ data. F) Different
rearrangin es&&‘&&r%ﬁh%é]@agrlﬂf‘?‘g%g lsﬁ?é?qﬂyt‘i?éﬁ k-qodentia) Fije) usipodhe areay of
this invenid AN qxp@{’g : t I earrangi ng
t echni queg'S ?%r%? gﬁ@%%’r eak t Srﬁfg%@%%avgweé?{ehlgéy@%% (Lfe&irkﬁl&ﬁe
technique is already an extrenely difficult task, breaking the code becones
virtually jnpossible. G Unlimted primary data available Wth the
tremndoui\ﬁg}}b&%ﬁi‘i—l nt ernet communi cation, the nunmber of 20 primary data
files available on the Internet is practically infinite. Thus, intended

users1Ban sel ecThisrpriorese gemetites an drayf pyruddiantam Runmeys baked ¥ hhe
Internet to be g@id as. the pri rrar¥ data. Thus, w thout the know edge of the
&

primary daiOHrCRitaeprtaining digital 8atain i nfinite nunber of images, audio and
id fil bef h . .t h, the h L, 1 §Sion. 25 .
Passvor d protect! SiPant 8 0igRBR S0 " bl (GgBalRy s BrShG praurlity of

i ncl udes Dyaes Rgatd %t%ﬂhﬁ&?aﬁtﬂrr%ﬁw.dmé%%ﬁ%@% @ﬁg}g[ﬁqyﬁﬁgp yord

may be used to generate the random’rearrangi ng net tarting
| ocat i on ¢fontawing anutypedat iafermation, sgcaudiar yideéat mage,teal; tc.Si nce this is

a5t ofhet hor tRe BRo hoP e 1 A sSpmants of fle (it areey Iiaeletiod apAsiatting
T Fec!vhr BRI, IoBSASETRRONS: e A TR R eRB BB
various in a predefined manner.

In step 32, the elements of the bit array are regrouped into new groups of
bytes (8 bits) beginning from the starting position. In this manner, the resulting

20 new groups represent pseudo-random numbers in a sequence which may be
stored as an array.

It should be appreciated that this process is applicable to number systems
other than one based on two (ie. binary). That is, the digita! information carried in
the source data need not necessarily be converted into bits. If the information is

25 converted into a decimal system, or a number system with a base of 16, etc., the
same principle may be applied to create new random numbers.

The regrouping step performed in step 32 need not always regroup the
bits into new groups of eight. Supposing the binary system is used, and the
array of bits is regrouped into bytes, the range of the generated random numbers

30  will be from 0 to 255. If instead the bits are regrouped into nibbles (4 bits), the

range will be narrower (0-15). For a larger range, the groups can be made




2 E~",PR 2003 WO 00l 25203 PCT/ S&9/ 00105 18 passwords w t hout_an ﬁuccess
may finally | ead the hackers to think that the primary data fid 8 XE ndl)3t he
~right one. 1) Generation of new Container Files Unique primary data files
known only w@ ob/b®03 Nt ended users can be easily 5 generated. PETHGIPO8106f
these could be a digital inage of the ing;nded users, an audi o speech of
the intended users, and a video clip of the intended users. Typical

Appl i cat i onlargsr. t ffer| othentriuotbdrnbasee sesteatl, B! dizé ¥ 198 dRdseRenisRed
for confident i,lgmgga 10, comruni catiosrzl. In a prelfzerredHﬂé/\/\gﬁstﬂe pr Fﬂa?{ﬁ

data may beS'pi YA and the generated key file may then be
transmtted to t | rs. e g. b Il) tel ephone, video
conf er enci ng, e-%?%@%egﬂg%{#%%sh&ﬁ Qﬂ'ﬁpgaptonf%@WP%i"H-a?r MREHRbithe user
Intranet, dfasy vaty |8 humgéﬁbf ﬂ@s?to”@ﬁib%e frb '%raci gﬁé@g?é gﬁ%ﬁ?ﬁgﬂg@%ﬁ.

the Key File that needs to be sent is alnobst o
nessaged wikvemwhes tbesamee filelis wsedy thef possibilities for sledyria. sthrirpbSIEbN

enbodi ment,_ the inventi Lhe i enented as a plug-in for an |nternet
web br owsePTedYAFIOY5y ogﬂﬁ:ﬁg@‘@ﬁtﬂr}gge&r geessaliewe theniser yoanette anany

ot her conp i urbe, fd dept | a | dden and, sen
only to i n;agr?(%ﬁé 8@292}1’?3\0 I'n rygﬁggéﬁotlﬂe‘%ﬁe%@%ﬁéng?%o%‘e\/\gr QOSQVQ(ﬁp%’FS
who want t dopnattiegttherssiurceldata filerpridrto ste@aodraphicAlif Ericodink aCééssifary
above. For exa?quee ig_’ Mcrosoft Wrd, the program can use the password and
the docune@id fil& In pthefiwrrds nibeqogesmdeseribad adye isha preéerred relimimarng t o

enter e . ble to view the dqcunent. Therefore,
even i#d.'ot Pgéé‘f;ﬁtgr y@rlégor%%bwf@qemB%C%Scﬁmf'bﬂafhfﬁ\‘fcurrents) t he
opened docunment will still be presented as unintelligent data. In the same -
manner, this enbodi ment may be extended to other prograns for exanple, an
e-mai | profiaimProeess2 Exchanger"") or a graphic software such as Aut oCAD.

In a further embodi ment, the invention nay be used as a data verifier for
T 4" Case ! A O gl Ao 0P G Tty TSR
of the senfile) using primary data (eg. the array of pseudo-random numbers obtained from
15  Step 32 in Main Process 1) to generate key data (Key File). Alternatively, the
primary data may be obtained from a conventional random number generator or
from an image, video, audio, text, or other digital data file.

In step 33 of Figure 2, the primary data array of random numbers is

rearranged so as to increase the difficulty of breaking the code. The user may be

20 provided with a wide choice of techniques for rearranging the array of random
numbers so as to further increase the difficulty of hacking. The selection of the %
rearranging technique may be determined randomly. For example, a password
may be used as a seed to generate a pseudo-random number (for example by
the use of the RAND() function in the C programming language) to select a

25 rearrangement technique. Alternatively, the user may be allowed to define or
select the rearrangement technique to apply.

The technique of rearranging may be in a predefined or pseudo-random
manner. Examples include: arranging in the reverse order, scanning row-by-row,
column-by-column, in a zig-zag manner, or in a spiral manner, etc. Figure 3

30 shows an example of rearranging a typical data stream from a Container File 38

in the reverse order 39. As a further example, the spiral method involves first
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secondary data.or vice versa. Upon receiving the nessage) the ZtﬁcéPRemugan

" decode it to detect if the actual sender has sent it and to check if.that

nmessage hasydeess2odi fied. In another enbodi ment, confi dent PEIF/SGAYBHARL i on
or authentication codes 5 may be stored iqg credit cards, passports,
identity cards, cash cards, or any devices in which both primary data and
secondary diakingiheelerpent althap( position thenctheeslement adithe &+ 4k positien, then

bi onetrics (,eg., phot.oqr ,fingerprints, ice, etc.). of the credit card
owner nay b&'%?!&%ﬂ%&t %ﬁ@gggfmﬂ% g‘%ﬁle‘e&)‘?@ W%'B?Wﬁaﬁhﬁd&?) pasitioiner
or his/her gpaaygnor the authentication codes may be 10 considered as the
secondary data or vice versa. In such a case, if an attenpt were nade to
change the bi oneflhecreaofanging stepdist optiorl @mgemayt be craittedeif it tnfelt emat e

i nformatj on or autthenti cation codes would not tally. In another enbodi nent,
the tecthi qH@9RS Cl/andepmess infEadiced L applyinga rapdenmumbengangraienta tie

hudro. i eSO fatn i %8 spincR. dh 16 el i bf, tha, (AR ruiber
(Cont ai ner &irbg)s védrtahdedaodh@odidle dpighericré@nf Rihdoimaeser ed as the

secondary data (Confidential File). In the encoding nethod) a Key File wll
be generated accht 8tery3ddhenyimaryetataarray of raram Mirebeisyinayube cesizedviol |

AR A ey e e
data. W angiehEonfaeMHImmRL . T!H@rér}r@f folﬁ‘ E?HG%r ﬁﬁ‘hb’epé"?!'?%)'h?é bP of ' Rfigikst 1

descri bed above) may be used in t cryptogra n“cCryptography,

no cont ai nethahni the araysfdsecondant Hata: aJheobrray esfarargiomp mumberst atherafore
hashi ng func%i on is us&d to decode an encrypted nessage. This hashing

function ne§ither Buncated rgpaated smgsde malch the sizgcobtharariayndksecondary

cequence oBRatTar uainaoiies BREL 1t SeR 18 Tecsban, REHERHE X0F O PHREER: g
function. Agaésof the Hirays @hdtdmh@we%ﬁjp@r@ti&isgbé?brrﬁéﬁa RF t8\d béﬁ‘b?mFB

both the public and private domai n§, and the ease of making new digita
files, 1hackinraybseguerlesiaps ohttwoprosesber 30 sequence will be extrenely

difficult if not,ipgpossible. .In yet anpther enbodinent, the current

i nvention nay al 'é‘oﬂ%e GXSB{ ﬁ@f {E'Gnﬁ?@%f?{&rc{qt? greay H%nlﬁfgﬁrdﬁlﬂ“ &S ATERY Afhy .
Usi ng the i i } Ve ;

pCT! Scb0100EHUBH nibery, dif: furt BFthe arta °fﬁé§’°§‘ﬁ@?’y“\;fﬁé§'g’d§?éggéteﬁaﬁ”%é“e
encoded andepebtestjuanddry decbees] rhay beldedrrarged i ity SWpt @3naacamtding ttbeaKey
File gener gﬁﬁd u§i ngy_hhe Cl[ll‘l’ent i nventi on may be encrypted before,

transm ssi SHTEENABCIUARr I 8IS SRanajuBIRTe dBRAOM: NYMbDSES Biay BeiRTgvideshingd
st eganggr kb alskquBod dpdrindli SlepPieiddiAboliigidygvention will be model I ed
and i nplemented I n'software on general’-purpose conputer platforns.

Al ternatively, tineStepv8ht atoleashynd@peratictRNpedortned bodwedin diemehits HitheY .
CPU, DSP and incorporated in one or nore %Etﬂ ication specific ICs. Further,

it |h s anti ATRY efiransiem nebesy and ielemeats d @rﬂe@@adlalr(y data aaagi;mnrta;‘ned in
i nes, digital. ie 10 i es.
o ect ron ¢ feLaRERabERk.  Ihis AR e e b Rrlch EnEBiIBLR: fH5Lip of the

confi denti ajpdrationgrati on. Finally) those skilled in the art will appreciate
that various adaptations and nodifications of the just described preferred
enbodi 88nt s may aises eath oepetdtiondatbetepantatrigast onetrandsoopambet amd at

spirit of the jnvention. Therefore, it is to 15 he yndersto that within
t he scope d?af’h%n%ﬁt%ﬂ%‘étoofgﬁﬁﬁ%‘,mqm daide Eﬁ?“ﬁé}ﬁﬁ@ r'éc‘f'ﬁﬁ'é’ﬁ‘ cﬁ"ﬁé‘r'%{han
as specifi 1 i (=Y A 1ai } ﬂ%}rﬁod
i ncl udi ng ?@Sé’ gf: %%t)gecgrt@§is%}:ﬁr&dapryﬁjﬁdz?yFét%&mﬁhgﬁ/ﬁﬁh %2%%{163% om
nunber sequunoberd (8 St 2p..pfanadr anigtrayg oprseceny dithacientdntdifng 3t €ps),oand (i)
providing an ordered plurality of first data elenents, the content of each

first data SHRAGSHI His Ageratinneskonesdisntp gublracipthsr valugst af ihe sepeadiidaiat he
a1 0upS- iy s LT Hb L0802 SbEATWABeT 2 1.1

contai ns one o0
The first and third elements of the secondary data array are identical but produce

different key elements because of the way in which the random numbers are



(i) selecting a starting position within the array of digits; agg (ivda_
regrouping said digits to formnew groups of digits with refer%rﬁc ~Ro?ﬂ e

~ starting position such that each new group represents a pseudorandom nunber
and succes@ig/f/288y Jroups represent said pseudo-random nunb@CTS€quenee; (b)
provi di ng secondary data including a pl U{@I ity of second data el enents; and
for each second data elenent, (c) performng an operation with a first data
el enent, autilised)indra@nabding prdvess el TS i aﬁ$m%oﬁ§ﬁﬂb8v§ﬁta§@'c§f tﬁ@%@édéi@sﬂ?
wherein each operation is performed and each key elenent i's generate

wi t hout del@cRusedt makesmrasking of sheicode morediffictitng met hod according to

claim1 includi | perfaqrm sai d .oper.ations step of:

rearrangi ng the’gl?'?ﬂ?%f’ﬁ??&t gﬁ%l"é\@ﬁ'(og a&e? ﬁ'@gﬂﬁ'ﬁ g UggF Ip the SR%'Cé‘ﬁﬁcﬂfi the

met hod ac ' | I @b Qi ' kN ques for

rearrangi f\cﬁgﬁ?ﬁgﬁ?qs?gbggtﬁgﬁe%ﬁth gmlasr%a%/kgﬁ gg%(%%aonr%%g?ﬁpgast one sel ection
is mad® from t Héanivus tipesyofaiperatidns maysbe perf@rried,RncludiitP the2fdilgwingn

encodi ng T)t hod, according to clajim 3 erein the or each selection is nade
randoniy df) psetdBeing r‘%.o@raW'éHe A §ubirealirn.a o example ©f sushnas

wh i t ; ti d . i t
e eor di ng PGS SRORRL P FigBrd B Sybkrely Lofcond® ety EREREHRAA™H e .,
file;, and Gonfidemgial Filer mmé i subteded frévd Grsteaais sférfehad 41€dF'RBIrHlom

technique in an attribute section of the key file. 7. An encodi ng nethod
accor di ng uNkeramatavgeneraietkey glementsidla Qtherenathematioabaperatiped rhay a

def and. j hod di | ai 2 wh i h
P e P8 ShpiBy, A BRRRalTL 07, acoording Lo cleim2 wherein the
An encodi ) et eshigsICepEidtidnt Suchah tHe'XGRUQEBEbtioW' %’ucrhoaﬁféétﬁé%ﬁgssa' d

operations, a step of: rearranging the second data el enments
secondar y stawa. in1Bigure Sewbedeingeautt bib df @zchr skaund datd slgméntvb® i XORE
pri mary dat_&gis in the for ' data array containing the first

1 of
dat a el endHiths? SReSRENGIG ALY Fagh st datarElement &riniogenerate arestijantin

array contgi,g} data el enents, further including a step of:
resi zi ng :Oﬁgggﬁgrerg%e@gﬁgggiray to match the size of the secondary data

arraytd (i) A 1:1 mapping function. An example of such a function is illustrated in

N

Figure 6 wherein mapping is based on the index positions as specified by the
second data elements. For example, if the content of a second data element 60
has a value of “2", then “2" is taken as an index pointing to the random number
61 at position 2. The random number 61 at position 2 has a value of “98”" and

20 this is taken to be the value to be stored in the corresponding key element 62 of
the key array.

The selection of operation(s) to be performed may be determined
randomly. For example, a password may be used as a seed to generate a
pseudo-random number (for example by the use of the RAND() function in C) to

25 choose an operation to be performed. Alternatively, the user may be allowed to
define or select the operation(s) to perform.

Referring again to Step 35 of Figure 2, the results of the operation are
stored in a key array. In Step 36, information about the encoding process is
stored in a header or attribute file, which is then combined in Step 37 with the key

30 array to form a Key File. The Information Header or Attribute Section of the Key
File contains all necessary information to perform the complementary decoding

process. Such information may include the physical location of the Container



~11. " An encodi ng net hod according to claim 10 wherein resizing includes a

st ep -of : 2 0 p~'~ 208 23 if the secondary data array is smd BeAPR 203
" the primary data array, truncating the primary data array, and if the
secondar y wisbeesasy ay is larger than the primary data arrayPCTESYUNY fir st
data elenents of the primary data array.,d2. An encodi ng nmet hod accordi ng
to claim1l1l including, prior to perform ng said operations, a step of

rearr angi rfgle, Hie fstaingdpdsition forehé psedobanabmmimberganardtitn seeesslitRg t o
a first techni que, and rearrancgl ng the repeated first "data el ements

accor di ng teehBiguest angk reanmi efusearanginghdhe t ascawi ofu #gandome mumbers s ahd

first techy . ncodi ng nmet hod according to claim1 wherein the
first and eég’gﬁ n%%trfg?&]eg’n%ﬁ%s are represented by nunbers and wherein each

operation incl utigs éndBdiRgnBidcess @ggr %bii@ﬁalﬁﬁtiﬁkﬁﬁ&‘etg.epééémﬁ]rdafé%téit%ﬁggd

data el enents. 14. An encodi ng net accordi'ng to claim1 wherein

first and isercasd staugtel Ehersendar mayeproridsa erisswobd wigh isaisd patttrodgieach
operation 'hncl udes a | oqgi cal ﬁgeritz%on etween the first and second data

el enent s. 108 ENKRAINGBERGRSSméttiBS otherpnd Hheraceives may himpramptedie entersa and

second da r=Ja] ) ' i

Topi g asEWRRE i 8beodiRg e PERbRfelo I Ehaadelf pESNORPEIRIdAN ) Ind!,
first and seedend Ofdy & iheateunidedqiassinent eAgithes that providedshpvé RRefver wil
operation is a 1:1 mapping function wherein the content of each second data

el ement i $h@slegodiNcpracess precsedsta repredidcanttia confidential Filenditis prateshds

conte of; e f4 t | erent, i,s_assigned to the associ ated

Cont el 2feieHed Tl [, lerd 8 BLETRA w9020 Bitabing e SRRSRALCY, 4

wher ei n a“Bel6Wdridy i9freprRVerte By theé AS6!| aRlee7andod $68 6k OPhbse jfrom

the plurality of operations. 18.° An encodi ng nethod according to claim 17

wher ei n t isodeslaretthen subtrastied framithe yamdorpseuminensaftl taricreatd keyAslementsli Ng
y a user.

t hod ing to claimi17 wherein th | ecti i de b 20.
A encodi 4. nbAdRsKaE PG 216 theniared:indhedtigite sackpnaf the Bevikge: ho key
| o ; ; = ! .
Pl uding & ot dbehplleberinddiioB8i Gt 1 TR AgHEh oA RalbR ok i
an at1§i bigureettmay @f nidyenseincbiparate The Awosird @nbedingt prededs GModinh t o

claim21 wherein the information stored in the attribute section includes
t he oper afi®BHeot &@ercxamme, therfirst main pracessfos geoaratipantbemnseugodandomy t o

claim 20 LAt day?oR'tRB Qont3hdt F18 hiY be omitted. In that event, the Container
File may be used as primary data in the encoding process instead of the random
number array.
20 Further, it should be understood that the rearranging and resizing steps
within the encoding process, Main Process 2, are optional and may be omitted.

It is considered that the complementary decoding process would be self
evident to those skilled in the art from the information presented herein. The
decoding process need not therefore be described in detail. Clearly, a key part

25 of the decoding process is to perform an inverse operation of that performed in
the encoding process. If rearranging and resizing of the primary data (ie. the
random number array) has been performed in the encoding process, details must
be stored in the attribute section of the Key File, or eilsewhere, so that a reverse
operation may be performed during the decoding process. Similarly, if a random

30 number array has been generated from a source data file using Main Process 1,
that same random number array must again be reproduced from the source data

file for use in decoding of the Key File.



_primary data in the key file. 24. A nmethod according to claim]21 \A@Eée}n
said nethod for generating said pseudo-random nunber sequence | @I <083
~step of storing said pseudo random nunber sequence. 25. A method according
to claim WORKREOH the first data el enents are represent ed AGT/S$7994p105
notation. 26. A nethod according to cl ai1§1 25 wherein each new group of
digits includes eight binary digits. ~ ~~r~ 2003 25 27. A nethod
according to claiml wherein the starting position is selected randomy or

pseudo-raﬂ . 28.f met hod according to claim 1l wherein the starting
posi tion SQLing igv efined manner. 29. An encodi ng net hod
according to claim1l wherein the primary data includes a random nunber

sequence gener &)ed Rynrestriotetb seconidagy dagngizat or. 30. An encodi ng net hod
according to claim1 in the primary data is provided froma file

el L
obt ai ned from tPERRE rWétﬁ.eaat!ngAﬁtagraaog'rapgwimmememidgrt@chﬁique%i fRe30
I ncl ugi n infa ' ey elenents in a key file; and storing
i nf or mat %’?sggglﬂwet?ﬁ h?ggﬂépﬁ?tﬁ% %"IHagﬁﬁgét that dena seateneas of texke lame
file. 32.amoushafdiaig obtdngdicret . g claim 1. wherein t secondary
data incl udes, a [ext rressa?e andq;egcﬂﬂaéI gso’néa%l'?t i"agbén@ﬁ'?w ﬁﬁ?ﬁd&aya%e
char act ereRGiad(campyfiagad ged subsequenthndectided inebhtdeassor ding to claim 1

wherein the fié t dﬁkac;i g,emants are arranged in an array and each first
data el enent represent ML inRAmay43ta osseeendargdiatat h a digital audio

sanpl e. 34. AWGRCAEN H8rmARif ot di t laim 1 erein the first data
el errgé]ts %gt% arrg@% i n anl’%(rii?'gé' a%’gégg%h&f‘ﬁ?s\”%at g'}@r}! 8¢, digtabbitat s a
char 8¢t ePaStEras &8s otheatndegnity offi tive pimbly HAROS P Ko ZQ03 26.
35. An eﬁ odi ng _net h&d accr:)b!r/di n ?é cll‘yaium 1 edraglﬁﬁp%ﬁgt% 'lsrr%?\;ecfa?f&ecé? ments’
are arra g&?”ﬁ omsg! r"&f”é(ﬁ"da)éaghoﬂer wordst theademudiry tehriG@s i Idssless.

char act emhg!l igfinfdr§ O eatd er‘i’naW bé &t%taillentrgriwgngﬁtegl ﬁwn%r:}y form e.g. by mail,
telephone, e-mail, fax, ftp, http, dial-up networking, local area network, wide area
network, Internet, intranet, or by any other electronic means. The data can also
15  be retrieved from any storage medium, such as hard disk, floppy disk, zip disk,
DAT, CD, VCD, LD, DVD. This invention has a significant advantage over the
conventional methods, such as least significant bit (LSB) coding, which impose
distortion to the data, thus the whole Container File must be sent. Apart from
that, LSB coding allows only high bit-depth Container Files to be used, thus it is
20  not applicable to most multimedia data.
C) Lower bandwidth usage and faster transmission
In a preferred way, since the primary data is never modified, there is no
need to send or re-send the primary data for every message. Only the Key File
needs to be sent. This results in reduced storage space used compared with
25 conventional methods which require the whole Container File to be sent.
Therefore, this method results in a lower bandwidth usage and faster
transmission down a communica_tion channel compared to any existing
steganographic or watermarking technique.
D) Unrestricted primary data type and secondary data type
30 Existing steganographic and watermarking techniques usually have
problems with low bit-depth bitmaps (e.g. black & white images), low bit-depth



. 36. "A nethod of decoding secondary data including a plurality pof second
data el enents, said secondary data being encoded in a plurali tiﬁofif'%eﬂ]%

- elenents generated by an operation perforned with a respective first data
el ement of woberes293 data, wherein each operation is forned aRETESEHONEY,
element is generated wi thout degrading sgid primary data, said method

i ncluding steps of: (a) providing said primary data including a

pseudo- r andoidio@amdevidee dilesic Fhigeisarsalatig due ® thet pasblémcthadi dieringethe Kehst (i)
provi ding an qrdered plurality o irst data elenments, the content of each
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r epr eseht s singesthedpresent inventive maintains e itegrity efwbathothes prieyarg data avwi d

El erent o, SREPRET Al SR dipt SEbRE TP i Bt thus i ablesi e sised
second dat prahBiinahY dB@Y {6 B 8Hcaldr sSR! sai d operation. 37. A

nmet hod according to wherein ring “‘encodi ng of the secondary data,
the first data &)enertiniqae genemtedkgedataccordi ng to a defined technique
said nethod including, prior to

prior to perforangthe,o&reﬁtions nc C

generating said QSdBHﬁmHH{) isglogad abgve has @agthar. distingtragwantage irethat evendat a
el ene 0f,iskN Il og di i ef j ne Lque. 2. B
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section contains information about said defined technique for rearranging
the first eck tbeawdetby analysing theegeneratichkedatahe secondary data, said

met hod i ncl udi ng a stq(i of . readi nﬁ&sjai information fromthe attribute
section for det&?nini 'ge@gf PRI eCaRIAHESue. 39. A nethod according to
claim 36 wherei gy ' i in fHE i RIdARREY ais
resized to match t e"és??"za?@g@dftéﬁgngggg%&f?ggg‘ﬁgﬁ‘%g&?ﬁ%ﬁ%ﬁéﬂ%mﬁ'g,g
prior 190 gereanstthaphackels secstrattedyt all the rearanging séetniqles @ orderdotireak

primary data according to the resizin erformed during the encoding of the
secondary &0 Q&O%M@Wﬂd@%&@o@ élﬂ@gﬁ F@WI%WEFW anrexdiemely Cb%l@ylii ng

of the se a i i ized by truncating the

pri mary d;ﬁégqi P@%@@tehce:)n ae?!;),ééaj‘fv%s gfgthg%ﬁ?éfﬁtﬂgh the primary data or by
repeating the pG)nar yYriieditedi grickdry dees avsiidbfe data is larger than the prinmary
data, said nmethod including, prior to generating the second data el enents,

a step of: if tMéthpitherdramendausigrowthuinctntemet wommusinationndhe tmumber iafg
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25 H) Password protection and a garbage-in-garbage-out system
This invention includes a garbage-in-garbage-out password protection
system. The password may be used to generate the random rearranging method
and/or the starting location of the primary data and or secondary data to start.
Since this is designed as a garbage-in-garbage-out system, it does not give any
30 clue as to whether the password is invalid or the primary data is invalid.
Therefore, even if hackers manage to get information on the primary data file,

which is already very difficult, constantly hacking the key file with various
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A nmet hod according to claim 36 wherein %ge key el enents are provided in a
key file having an attribute section and”the attribute section contains
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1 10%& ()othéP Wograms “bP @kdmple® an e-mail program such as Exchange™, or a
graphic software such as AutoCAD®.

in a further embodiment, the invention may be used as a data verifier for

30 the detection of modification of a sent message. The sent message in this case

may be considered as the primary data while a digital signature of the sender
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In another embodiment, confidential information or authentication codes
may be stored in credit cards, passports, identity cards, cash cards, or any
devices in which both primary data and secondary data exist. For example, in
the case of credit cards, the biometrics (eg. photographs, fingerprints, voice, etc.)
of the credit card owner may be used as the primary data while the information
about the owner or his/her account or the authentication codes may be
considered as the secondary data or vice versa. In such a case, if an attempt
were made to change the biometrics of the credit card owner, the decoded
confidential information or authentication codes would not tally.

in another embodiment, the technique may be used to generate a digital
watermark in any digital image, text, audio, video or any other digital data. The
image, text, audio, video or digital data may be considered as the primary data
(Container File) while the digital watermark may be considered as the secondary
data (Confidential File). In the encoding method, a Key File will be generated
according to the invention disclosed. The rightful owner will hold the unique Key
File and he can use it to decode the digital watermark from the primary data,
thence proving the originality of the primary data.

In another embodiment, part of the current invention (Main Process 1
described above) may be used in the field of cryptography. In cryptography, no
container file is used as in the case of steganography. Instead, a hashing
function is used to decode an encrypted message. This hashing function may be
a password string or a very large prime number known only to the sender and the
receiver. Therefore, the pseudo-random number sequence generated using
Main Process 1 can be used in place of any hashing function. Again, in view of
the many possible digital files available in both the public and private domains,
and the ease of making new digital files, hacking the pseudo-random number
sequence will be extremely difficult if not impossible.

In yet another embodiment, the current invention may also be applied

complementarily to the field of cryptography. Using the current invention, either -
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##dEnbCl Y Autsesmently -desodeg! foy adtied skicQyityl 18%8rativaly, the Key File generated
using the current invention may be encrypted before transmission to the sender
for subsequent decryption before being decoded steganographically.

5 It is anticipated that the invention will be modelled and implemented in
software on general-purpose computer platforms. Alternatively, the invention
may be implemented using hardwired circuitry, CPU, DSP and incorporated in
one or more application specific ICs. Further, it is anticipated that the invention
may be embedded into facsimile machines, telephones, digital cameras, walkie-

10 talkies or other electronic messaging devices to enable the encoding and
decoding of confidential information.

Finally, those skilled in the art will appreciate that various adaptations and
modifications of the just described preferred embodiments may be configured
without departing from the scope and the spirit of the invention. Therefore, it is to

15 be understood that within the scope of the appended ciaims, the invention may

be practiced other than as specifically described herein.
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&10%<& () - F3"(a) prabiding prsharyodata (ncluding ssseudotrandom number sequence,
the step of providing primary data including steps of:
(i) providing an ordered plurality of first data elements, the content
of each first data element being represented by a group of digits;
(ii) reading the groups of digits into an array such that each position
in the array contains one of said digits;
(iii) selecting a starting position within the array of digits; and
(iv) regrouping said digits to form new groups of digits with
reference to the starting position such that each new group represents a pseudo-
random number and successive new groups represent said pseudo-random
number sequence;
(b) providing secondary data including a plurality of second data elements;
and
for each second data element,
(c) performing an operation with a first data element, and
(d) generating a key element as a result of said operation;
wherein each operation is performed and each key element is generated without

degrading said primary data.

2. An encoding method according to claim 1 including, prior to performing

said operations, a step of:
rearranging the first data elements of the primary data.

3. An encoding method according to claim 2 wherein a plurality of techniques
for rearranging the first data elements is available and at least one selection is

made from the plurality of techniques.
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6. An encoding method according to claim 3 including steps of:
storing the key elements in a key file; and
storing information about the or each selected rearranging technique in an

attribute section of the key file.

7. An encoding method according to claim 2 wherein the first data elements

are rearranged in a predefined manner.

8. An encoding method according to claim 2 wherein the first data elements

are rearranged in a random or pseudo-random manner.

9. An encoding method according to claim 1 including, prior to performing

said operations, a step of:
rearranging the second data elements of the secondary data.

10.  An encoding method according to claim 1 wherein the primary data is in
the form of a primary data array containing the first data elements and the
secondary data is in the form of a secondary data array containing the second

data elements, further including a step of:
resizing the primary data array to match the size of the secondary data

array.

11.  An encoding method according to claim 10 wherein resizing includes a

step of:
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first data elements of the primary data array.

12.  An encoding method according to claim 11 including, prior to performing
said operations, a step of rearranging the first data elements of the primary data
array according to a first technique, and rearranging the repeated first data
elements according to said first technique or further techniques other than said

first technique.

13.  An encoding method according to claim 1 wherein the first and second
data elements are represented by numbers and wherein each operation includes
a mathematical operation between the first and second data elements.

14.  An encoding method according to claim 1 wherein the first and second
data elements are represented in binary notation and each operation includes a
logical operation between the first and second data elements.

15.  An encoding method according to claim 1 wherein the first and second
data elements are represented by numbers and each operation is a mapping

function.

16.  An encoding method according to claim 1 wherein the first and second
data elements are represented by numbers and each operation is a 1:1 mapping
function wherein the content of each second data element is used as an index for
selecting a first data element and the content of each selected first data element

is assigned to the associated key element.
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19.  An encoding method according to claim 17 wherein the selection is made

by a user.

20.  An encoding method according to claim 1 including a step of storing the

key elements in a key file.

21.  An encoding method according to claim 20 including a step of storing
information about the encoding process within an attribute section of the key file.

22.  An encoding method according to claim 21 wherein the information stored

in the attribute section includes the operation or operations performed.

23.  An encoding method according to claim 20 including a step of storing the

primary data in the key file.

24. A method according to claim 1, wherein said method for generating said
pseudo-random number sequence includes a step of storing said pseudo-
random number sequence.

25. A method according to claim 1 wherein the first data elements are

represented in binary notation.

26. A method according to claim 25 wherein each new group of digits includes

eight binary digits.
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28. A method according to claim 1 wherein the starting position is selected in

a pre-defined manner.

29.  An encoding method according to claim 1 wherein the primary data
includes a random number sequence generated by a random number generator.

30. An encoding method according to claim 1 wherein the primary data is

provided from a file obtained from the Internet.

31. An encoding method according to claim 30 including steps of.
storing the key elements in a key file; and
storing information about the Internet file in an attribute section of the key

file.

32.  An encoding method according to claim 1 wherein the secondary data
includes a text message and each second data element includes a character

from a character set.

33. An encoding method according to claim 1 wherein the first data elements
are arranged in an array and each first data element represents a characteristic

associated with a digital audio sample.

34.  An encoding method according to claim 1 wherein the first data elements
are arranged in an array and each first data element represents a characteristic

associated with a still image element.
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associated with a motion video element.

36. A method of decoding secondary data including a plurality of second data
elements, said secondary data being encoded in a plurality of key elements
generated by an operation performed with a respective first data element of
primary data, wherein each operation is formed and each key element is
generated without degrading said primary data, said method including steps of:
(a) providing said primary data including a pseudo-random number
sequence generated by a method including steps of:
(i) providing an ordered plurality of first data elements, the content
of each data element being represented by a group of digits;
(ii) reading the groups of digits into an array such that each position
in the array contains one of said digits;
(iii) selecting a starting position within the array of digits; and
(iv) regrouping said digits to form new groups of digits with
reference to the starting position such that each new group represents a pseudo-
random number and successive new groups represent said pseudo-random
number sequence;
(b) providing said plurality of key elements; and
(c) for each key element, generating a corresponding said second data
element by performing an inverse of said operation.

37. A method according to claim 36 wherein during encoding of the secondary
data, the first data elements are rearranged according to a defined technique
prior to performing the operations, said method including, prior to generating said
second data elements, a step of:

rearranging the first data elements of the primary data according to said

defined technique.
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method including, prior to generating said second data elements, a step of
resizing the primary data according to the resizing performed during the encoding

of the secondary data.

40. A method according to claim 39 wherein during encoding of the secondary
data, the primary data is resized by truncating the primary data if the secondary
data is smaller than the primary data or by repeating the primary data if the
secondary data is larger than the primary data, said method including, prior to
generating the second data elements, a step of:

if the primary data was truncated during encoding, truncating the primary
data according to the truncating performed during the encoding of the secondary
data; and

if the primary data was repeated during encoding, repeating the primary
data according to the repeating performed during the encoding of the secondary
data.

41. A method according to claim 40 wherein during encoding of the secondary
data, the first data elements of the primary data are rearranged according to a
first technique and repeated first data elements are rearranged according to said
first technique or further techniques other than said first technique, said method

AMENDED T

L o ST
Weihien



10 10

10! 53<10%& ()-1sl 710%& ()-, CIdEuV70! "!'3(!10% & ()-F& 10% & ()-3!10% & ()-L1
0% & ()-110% & ()-:Z10% & ()-1S12345dYNCO! 10\ 10\

10\ SO<10% & ()-&1110% & ()-9-"110% & ()- | +10% & () - G&*10% & () 25&5”\30?@%00

I 1109 ()-s3!10%&' ()-s 10%&' ()-s!10%& ()-mO%& ()-$s10%& ()- "I ndEYNCO!

! 10%&'. ()-s3! 10%&' ()-s 10%&' ()-s! 109&8()! " :Llo%&' ()-zf 10%&' ()- Normal"
“Headi ng 13]c" "Heading 23]c" "Heading 33]c" "Heading 43]c" "Heading 53]c"

"Headi ng
Par agr apﬁ@%ﬁ??l figta ;‘%nﬁhm\ g salgadcoad aélaﬁelenid@miIaﬂﬁeﬁiﬁfcréé’rrénﬁ@hgul t

yH#KKFWT4n t" &AWl \ {u
W #$* - o1 Giset first dBks ela_n@nnswi%m bwngmmcﬁmaawéinmq ﬁa@(ﬁrﬁtst%'i"l%s New
Roggf,}g I( )aa!ngor%yyr%rgggegggggﬁgéteg%étyﬁé QIRHANE Ycbording to said first technique

<=>? @N\BCREEHd fihENEEERIGUAEKYZ[ \ | ~_" abcdef ghi j kI mopqr st uvwxyz{| } ~

42. A method according to claim 36 wherein the key elements are provided in
a key file having an attribute section and the attribute section contains
information about the operations performed during the encoding of the secondary
data, said method including a step of reading said information from the attribute
section for determining for each key element said inverse of said operation.

43. A method according to claim 36 wherein during encoding of the secondary
data, the primary data is provided from a file obtained from the Internet, and the
key elements are provided in a key file having an attribute section which contains
information about the Internet file, said method including a step of reading said

information from the attribute section for retrieving said Internet file.
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