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Summary of the invention

The invention described herein permits the userto decipher a keypad image while monitoring software
can capture merely unreadable portions of the keypad image. In furtherance of this purpose, imaging
techniques, including data patrtitioning and random distribution, are combined with the known capability of
the human vision system to fuse dissimilar images into a single image.

Accordingly, the present invention provides a method of protecting a character entered at a graphical
interface. The inventive method comprises the steps of: generating a set of images that form a complete
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FIG. 5 illustrates the formation of the character “4” using visual persistence.

FIG. 6 illustrates the formation of the character “4” with a different pixel distribution from that in FIG. 5.

FIG. 7 is an exemplary pattern that illustrates a typical character display mechanism used in cormmercially
available seven-segment LED display.
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In accordance with the present invention, the client application has no knowledge of the button-to-
character assignment; it just displays whatever it receives. This reduces the security risk of exposing
confidential information in the client application. The client screen does not display a complete keypad
image at any one instance. Consequently, monitoring software can capture merely unreadable portions of
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algorithm that could be used for generating such image set. Specifically, the present invention provides a
method (hereinafter “inventive method for pixel distribution”) for generating a set of images from a
complete image of a character belonging to a character set.




the sel ected button by sending screen coordi nates or
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used for generating such imge set. Specifically, the
present invention provides a nethod é‘herei nafter _ .
in the preﬁqg%@mlqumq@tt H6erdinglo sispx 300, R 2pd 344100 Hrpe) pPirshgroups, as illustrated in
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randomly changes each time step 306 is executed. This is illustrated in FIG. 6 which shows a different
exemplary pixel distribution for the same character “4”.



illumnated pixels in a conplete image of a character
The flowhart in FIG 8 illustrates the inventive
wortdsod3d3er pi xel distribution. The nethod st apPC®/skg005/000035
partitioning the possibly idlum nated pixels of the
enpl oyed character display nechanisminto pixe
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imagej | | um nated when a character is displayed. In step
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producera sehat (ags€that farina camnplete ihage aicthe péypad. group i s
initialized to the nunber of imges in an i mge set.
If the sumof the size of all the pixel groups is
greater than the nunber of possibly illum nated
pi xel s, then a nunber of pixel groups equal to the
di fference are reduced in size by one. If not, the
pi xel groups retain their initial size. The possibly
illum nated pixels are now assigned to the enpty pixe
groups, in step 304, each pixel group, in descending

O

order of size, is given the possibly illum nated pixe
with the next highest visible probability until the
group is full. In the preferred enbodi nent, according

to steps 300, 302 and 304, the three pixel groups, as
illustrated in FIG 9, are obtained. The labels Sl to
S7 refer to the seven possibly illumnated pixels in
t he enpl oyed di splay nechanismillustrated in FIG 7,
and the nunbers in brackets are the visible
probabilities of each possibly illum nated pixel.
After the pixel groups for the enpl oyed display
mechani sm are generated, the nethod distributes the
illum nated pixels in a given conplete i mage of a
character anong an inmage set of enpty images in step
306. The method randomy places illum nated pixels
into i mages while ensuring each Illum nated pixel in
an i mge cones froma different pixel group. FIG 5
illustrates an exenplary illum nated pixe

di stribution forthe character "4". The illum nated

pi xels in the conplete inmage of this character are S2,
S3, S6 and S7 according to FIG 7. Based upon the

pi xel groups in FIG 9, S2 and S3 are fromthe sane
group and, therefore, appear in two different inmages
M3 and M2 respectively. In accordance with the

i nventive nmethod for pixel distribution, the pixe

di stribution randomy changes each tinme step 306 is
executed. This is illustrated in FIG 6 which shows a
different exenplary pixel distribution for the sane
character "4".In consequence of the inventive nethod
for pixel distribution, it is difficult to determ ne
t he character



represented by an i mage set through exam ni ng one of
the i mages since the pixel distribution forthe
wohersassas changes randomy and i nfrequent| y- uBe®@SG2005/000035

possi bly illum nated pixelsyare not found in the sane

i mage. In general, the inventive nethod for pixe
Claimsli stri bution is used for displaying character
mmaH§93E£§Ey In the preferred enbodi nent, the inventive

nmet hod for pixel distribution is used on the

characters in a keypad to produce a set of inmages that
1. A meibodhiiorprefeciipg @ chardcieneyderest at migeaphicsy ipdatiacy. shigmetppcheompysing the steps
of: gerfebaBhd B &bt biSagbs thAt thﬁ{ Mpfetéﬁmﬂj’e@t £ Kbypad havirg Rajuei-leharacter

asmgnggwp?lspgaiymé] szy%@‘ &f’c@f k%%gfi UQI;I ?qen%e? éz-xq% gﬁ{a,ﬁﬁg ihe character of a
selectedfuttors ysingnsajd Blé'ﬁﬁrFC’éihé"aF wgﬁgnmenta keypad having a
button-to-character assignnent; displaying said
[
i o e S T T O U
sequepgiof §INACESchar act er assi gnment. 2. The nethod of claim
1, further conprising the step of repeating said steps

3. Thel bttt dBirck 2t fﬁnﬁépéoﬁipﬂsnﬁg tREGFR §dhefting B %ﬁf@:@ﬁtfbhﬁen-tg-ché\:&@er
urther conprising the step of

ass@"ﬁ"&ﬂ@?’fﬁ&”@peé%&fférent butt on-to-character assignnment
for each repetition. 4. A nethod for generating a set

4. A mefhod 1PgERSrafilgQBeor PR fdnta ¢ofpBR imbgdlofci vharactérdislonging to a character

set, sa{%ﬁ%&ﬁ@'cgﬂgésﬂg %e‘%ﬁ oﬂ?étﬁfutuﬁﬁﬁe lllwﬁ@ieﬁecm{ 395&(9&{?@'&% iﬁﬁge among

um nat ed pi xe
two or areimagRs ke é’P‘P"fﬁR@ '%H?Dng two or nore inmges based
upon pi er group. 5. The nethod of claim4, wherein an

5. Thel fBHSHA o|‘ Gaith Qew%?er}%[nqhﬁ‘% ih (RBGheaRl 1 HaGY i Eb?ataﬁ@'%@thﬁ&t@ 6part|al or no

o information of said original image. 6.
'"meg??é'ok@fdrf’é'gngfma@Pal m 4, further conprising the step of
changi ng said distribution based upon tine. 7. The

6. TheRstia@f @dim @l raitHEr omphishig thedterCdh BRAR MG REId biBRb bR Bsse®ipon time.
conputi ng the visible probabilities for aII possi bl y

illumnated pixels in a conplete inage;
7. Thegagthqdiof @igim A cfudher epniprising tge $‘?ﬁ5(9f geRIpiss B‘&§@\9‘e@&9ﬁb"'t‘93 for all
possibiyl iirirlated pixelb ki coinplyte infage;Tand, paritidniveh safd piXeiinio droupsttasesiiupon
ibleHidi nerating step is based upon the nmethod as
vis ei)l%alg?{eﬂ? inclaim4. 9. The method of claim1, wherein
sai d displaying step conprises the step of displaying
8. Thetrhathddrehekas 1i whessin saidi gewayaling eiep & bapssiippathe ynetiad as claimed in claim 4.
cyclically.
9. The method of claim 1, wherein said displaying step comprises the step of displaying the images in
said image set sequentially and cyclically.

10. A computer system for protecting a character entered at a graphical interface, said system comprising:
means for generating a set of images that form a complete image of a keypad having a button-to-
character assignment; means for displaying sald graphical keypad using said image set; and, means for
obtaining the character of a selected button using said button-to-character assignment.

11. The computer system of claim 10, further comprising means for repeating said steps in claim 10 to
obtain a sequence of characters.



10. A conputer systemfor protecting a character
entered at a graphical interface, said system
woanprossd3sg: nmeans for generating a set of i mages/SGha@s/000035
forma conplete i mage of a keypad having a
button-tocharacter assignnent; neans for displaying
12. A ®@aiptegeaiable etatagdkmyqiad hadngratpractihetein malpetigstior parfiminga aveghod of
protechgx,lr a dﬁﬂgﬁﬁ%r%{éfﬁg tahfgrﬁﬁiﬂaﬁﬁfeﬁécegﬁe Mehbd EripRsind ML 5BFs dideRdlating a

, on- character assignoent. 11. e _conput er
setof Bpgts i BT 8 oIS 61208 B4 Hedr e COHBE R Crraaef St
displayirgeaiitorapbjcat kéydadsusing said image gethandoobitainingihe pharagtes ef seleeted button
using &fid uReH-BehPhdter dsshdmerdd. CONpuUt er - r eadabl e storage medi um

having stored therein instructions for performng a

met hod of protecti n%. a character entered at a
13. Thgcerpputasiradabin staraggcediup il claiet 1PoWheeiRpad Reriognadirethoddither
compriding tg@erRp bBrkheatihgdaid elepo n damitrets oblaimta sequentesof chardtars. e

i mge of a keypad having a button-to-character

101 S S0 c P 2 e o 3 o Gl e btngin o
a charaeléraset; exitl sysier oompisingigy esiasi for distribtiing-thegliumtinatespixels in said complete

image@fidh Frhore ivbgesdtiBed bR YixBigrdugadabl e storage nedi um

' gof claim 12, Jq\;)/i\!‘}hgerein saig pgfgrrred met hod further
conprising the step of repeating said steps in claim

15. Thezomipytes Bystemof slaigelduibiess comprisiigrmaaneioscompytingAherdsigie pralpabilities for

all poSBYFiRANAISd pigdh 1R h abrhpgde @nyeian0mdanBResarktioning SaidysHaR ietb groups

'g&gﬁ. haracter belonging to a character set,
b&'sedls Id sslé)?ésqr%)r%&é nprising nmeans for distributing the

illum nated pixels in said conplete i nage anong two or
16. A comipeter-readpble stoeege chedipo rhaying@dredjiheraip instraatiorier pederpingamethod of

generatihg b 88 oPina s%majcﬁmflgw irmi%;oé IS l@tﬁ?el(deg b&\GrgildReE éh()agégifeé Iset, the

conmputjn e visible pr for al
methc PR e o P sing 158 B e gl cotiia' A g o o
more jymoes hagednipergpixsh@rauppi xel s i nto groups based upon

visible probability. 16. A conputer-readabl e storage

red. r uct.

A A T e e
comp%glr\g(ypﬁﬂegg e q:omggt@g(tﬁe vigiklaprphablities gy ajl qugupl‘)@lum@atg pixels in a complete
imageC &Y geeitieningssaid pixell éitageblips Gassd wpen dsivlgprobebiligt ep of

distributing the illum nated pixels in said conplete

i mage anmong t or, more |nmages, based upon pixel group.
16. A Qiplom Y IS R oA LA S DEPYERL MTRCAF L AR P PP Re:
networl{né camputessainelng r beneraidg aeetiobiciagasithat irm esampliéts immege ohakeypad
havin@h m@%-fbfmarﬁgmy&gm:ﬁ RRans 16 dibRyiRg bhichl K@ Fpatl Bin@édid image

) SSi Lum nat e i xe comn ) Yo[Sh

sot; o g AELP el %%tc*oeﬁaﬁ'soaagﬁgiéiﬁlﬁgﬁg’nm%&gf
assignmest-bl e probability. 18. A systemfor protecting a

character entered at a graphical interface, said
19. THGAETbICRITPTd, #hd¥8in sdld means for generating and obtaining are provided by a computer
in said network, and said means for displaying is provided by another computer in said network.

20. The system of claim 18, wherein said means for generating, displaying and obtaining are provided by
muitiple computers in said network working together to perform the method of claim 1 with each computer
performing at least ane of the steps in the method of claim 1.

21. The system of claim 18, further comprising means for repeating said steps in claim 18 to obtain a
sequence of characters.



network of conputers; neans for generating a set of

i mges that forma conplete i mage of a keypad having a
woubdswa3dse- char act er assi gnment; neans for di spCagGR@s/00003s

sai d graphical keypad usinggsaid image set; and, neans

for obtaining the character of a selected but t on usi ng

said button-to-character assignnent. 19. The system of

22 A c%b?utgp réaﬁlablm&ragé Redhi JTE%Eb?eJ théreifl FORIcASHs RY p@ﬁb@nmg a method of

ar e
protecipha PR PRA o AR MBgRRGHT BolrsrRER e defsgpneraing a
set of imagesditaform a caerlate image s aikkey R0 havbiga kujton-terpharacte! agsianmegt; sending
said imAY&EE iorh réRbtd coRARS: réc@ﬂnr@%@@l’éﬁt&d BUkon flér Blid o camMpButer; and,

Obtal::\:géﬁ %6?' ﬁlgaelf%ﬁﬂ%r} Xﬁmg s61g bﬁ%o 46 a%e‘?{ra% g:gﬂeqﬁa' d

claiml1l with each conputer performng at |east one of

23. Thé bnpate REddoR stdidye RbIa cbf BibimcA2aardin ?éidperf'ﬁl'n@dsqeﬂtoe mn_«ngr
c . [ d > al
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characters. 22. A conputer-readabl e storage nedi um

24. A doapiiargeatable sidragémediirmhaving staredt therels insouctigreifdr@erfdrmigg a method of

protecm:étmg'a&%r ReRbGEA érQ&lcﬁl :ﬁQﬁ&é@%@ Meffbd S‘Jnﬁﬁlsﬁé th@steps of: receiving an
imago 0Pt Hipl? Sl HRUMST i B e Senn

selectddrwtion to faidreielpsardpuiivi ng a button-to-character
assi gnment; sending said image set to a renote

25. Th S lﬂxie? Feada[b?egs‘?ér%dg%dﬁmscﬁ @ﬁﬁ fﬂwp&&h §ald Eé@%%ﬁo@%ﬂ%ﬁ

compr@@g sler oljenaating saidisieps @&iaan Bioroblrinaseaypasert characters.
assi gnnment. 23. The conputer-readabl e storage nmedi um
of claim 22, wherein said perforned nethod further
conprising the step of repeating said steps in claim
22 to obtain a sequence of characters. 24. A
conmput er - r eadabl e storage mnmedi um having stored therein
instructions for performng a nmethod of protecting a
character entered at a graphical interface, the nethod
conprising the steps of: receiving an i mage set froma
renot e conputer; displaying a graphical keypad using
said i mge set; and, sending a selected button to said
renote conputer. 25. The conputer-readabl e storage
medi um of claim 24, wherein said performed nethod
further conprising the step of repeating said steps in
claim24 to obtain a sequence of characters.



