METHOD AND APPARATUS FOR AUTONVATI CALLY DI SARM NG A

SECURI TY SYSTEM BACKGROUND OF THE | NVENTI ON [ 0001]
wOortwsoiimsent i on rel ates generally to security RyRBCAUB7/001514

and nore particularly, to automatically disarmng a

security systemto prevent false alarnms. [0002]

Security systens are installed in honmes and busi nesses

to protect the premses within a perineter.

Unf ort un r fal e

gener at o HOPR AP ARATES (R A POV BRI 0

owner is typi cabISARMENGS SBCYRITY SYSTEM ncurred by

police or other security personnel who are sent to

respond to a false alarm Al so, a great nunber of

| se al ar result in slower response tine during

BAéﬁgﬁggﬁgﬁgﬂ?Tgﬁ¥gﬁiﬁggney due to | ess avail able

security personnel or a perceived | ack of urgency.

[O Whe t SEGHT SY, S ar <t h SO

entq g(?(ihr]lg t hse Elg]rere or ﬂgt%?sneg?gl@%gg tt % g%l%gg I eseytS gr{sél g}dm fmote
partipy]arkyoto axangsically dishemingg sacurivyg eysterh o prepandhlsoalammput

devi ce such as a keypad, or finding and holding a

' [ ificatj (RFID) t t
e PP AL ot i b dlomeh s ks o et the

prethBedWithAVWBH&@irhdiat @Ht%n_ﬁﬂé‘t&lﬁmi ila?§@hﬁ‘1’ﬁger‘3<ff fale YNARY Grel Eenerated
disarmthe systemwithin the sefl tinme, an alarmis

due gjenaympare grrol. f Thieehqrae sorbusimessubwoer setypicallg mesgonsibte for costs

. has .a k for the door |ock hut does not have the

mnculfi 8% B5ie o) St M elivtng end R sePh b PR G lacyalarm.

Alséed gRbf ntiiBerdbffale Hh® maytrbQild HEdoWe Kk8pchse i B8fing a true
peopl e may be gi ven proper access to the honme or

everl| s eSEEeNCHde Wwegssfaypidpble sequriyqueesopnelemagercgived deckfafurgency.
a different location which will trigger an alarm

S0 W15 SO, 9500 0362 00 PR ydh o B o

busipessked todifableethé iaBirimyby ToOExeiblbYerdriki 86deRintd BGANEIOHT input
door panel, then unlocking the door fromthe inside.
devicognel aya keypad) ar fiadiag and hollieg e apdig drrspencydidemtification (RFID)

i5t hi [ . and 2d t.h
o BERPLPRPIS ST PRSI G B0S AR g s e

systexd BnarAtettest St ayabM e didafm ahwisystei Gfithdoee s& RENQU alarm is
ut first disabling the system an

gené’yatteg.o It the person 1s authorized to enter dnd has a key for the door lock but does not
have the alarm code, they may be unaware that they are going to set off the alarm. Also,
authorized workers or other people may be given proper access to the home or business,
but may forget the code or enter a code for a different location which will trigger an alarm.
Setting the system to disarm based on simply unlocking a door also causes security risks,
as locks can be picked or potentially unlocked by breaking a window or door panel, then

unlocking the door from the inside.

[0004] False alarms are also often generated when people are within the
perimeter and have armed the sensors along the perimeter. This may be referred to as an
Armed Stay Mode. If a window or door is opened without first disabling the system, an
alarm will be generated. This may happen when a person opens the door to get the

newspaper, let a pet in or out of the house, or to admit a visitor.
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alarmw || be generated. This may happen when a person

opens the door to get the newspaper, let a pet in or
waonshs/af119the house, or to admit a visitor.[ 0003CT/CA2007/001514

Therefore, a need exists for preventing false alarns

by disarm ng the security system w t hout human

intervention while still maintaining the integrity and

functionality of the security system Certain

reren‘g?&ksﬂgi}%ﬁegé ttge ﬁe%ﬁﬂg fb }é %ﬁtﬂ%s?z{l% %lghﬁ?%?ddlga?mmg the

securitpasyetein fvithoud hemd@sraremhuom vaiild stilawhaigRis®d theidtBerity and
bel ow. BRI EF DESCRI PTI ON_OF THE | NVENTI ON [ 0006] |n
funciigualatisd dherspgurity sydemy | ¢§rtaiy spbadiomby P e Resspt isiention are

1nteﬁc9€Qit{ tne%atggse Ilgerds %H] cﬁﬂer r?ﬂe&’fvé?&lmt NGt &%Pé}%catbrga{eét from the

sensi ng conprises a

desdrf;ﬁ@tl@ﬁ@ﬁra@hﬁi@s stetﬂm&ctelo;oer interconnected with the
system contr ol panel over a network. The first RF
ransceiver is Eroxi mate to a door that

BR]@@@E\%@RQTIP&@FT&I%WY HTIGN 3 perineter around an

area to be rmnltored by the security system The first

RF b@(%]sclﬁ'o\ﬁ tRfséjc%} byt CbfipHs & £3HBH Cofitol panel
Eygr I ses a %F

the door. | sarm vice co econd
for srmangs el meamtdn@thea;atmmtsysmhl al tlasc&n;smmg ugit doraprises a first radio

devi c acket The first RF tr nsceij ver ei ves the
freqency, (RFg A SRANIGEIVGR AN ERCORRFSHEds i IRETREO ok faRel oy er a pgtwork.

Therb R P trh AR e FE: ﬂ%@tﬁﬁéd}gtoﬁin%{tg tod H@orfthﬁtstﬁ,ﬁﬁ\)gs at least a portion of a

transcei ver sends a disarm nessage to the system
perigeter njung an@keagede mdratonet yothk seaurdy spstemt e Siet RE transceiver
m de |ce acket

has ?%g%,efi‘n teibc?lrggglgf X]é]%l‘aggg{ tli]tggf)op ! grésaﬁrg eV IGE mprlses a second RF

tranSdéhRERdt ‘Bﬁiolniﬁtlgéléa{rﬁﬂsﬂgtsaa SOEHT HdMcSYRKEM TIRITAF: ?@Stranscelver
transmtting an packet th a di sarm devi ce. RF

recepegs kibe dissmpr deeee aackleeatdtenothe sedat R gansceipr is w1th1n the RF
| east one of the di sarm devj

asso te it h e and
e Bl T Ty It SRRy e TS MERtagP Y NG 1T fontrol
panéffoveF MRSEBIYIR ol dNaBMCGRO BEGHEHs Ytdnh AR HEAUELst Yhe disarm device
system At least one IDis conpared to at |east one

packesl ue associ ated with approved di sarm devices and the
security system The security systemis disarnmed when

@711 3B 3br R Rl 8 AR B A BlealiF ARy e appouny
systeAMEThTRSs aradyMiteAy GANRFOpacket with a disarm device. The RF packet
comprises at least one identifier (ID) associated with at least one of the disarm device and
the security system. The RF packet is received with an RF transceiver interconnected with
the security system. At least one ID is compared to at least one value associated with
approved disarm devices and the security system. The security system is disarmed when

the at least one ID is the same as the at least one value.

(0008] In another embodiment, a security system comprises a system control
panel for arming and disarming the security system. The security system is set to a
security system mode, which may comprise at least one Armed Mode and a Disarmed
Mode. The security system has means for detecting at least one of motion and a disarm

device packet proximate to a door monitored by the security system. Means are provided
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panel for arm ng and disarmng the security system
The security systemis set to a security system node,
woMwgB1mEy conprise at | east one Arned Mode armRCTACA2007/001514
D sarmed Mbde. The security system has neans for
detecting at | east one of notion and a di sarm devi ce
packet proxinmate to a door nonitored by the security
system Means are provi dedfor setting the security
o e D e P Re Ao el on' by ot he motion
and DESIrATdeCde PackEHE DRAW NGS [0009] FIG 1 illustrates
a security system which has a systemcontrol panel for
nonj [ r i devices installed on a
%ﬂﬁ@ﬁ%@%ﬁﬁﬁﬂkﬁm enbodi nent of the
present invention. [0010] FIG 2 illustrates a bl ock
di agoem HiGa 1 dilSdfaiBsdeddctty sYseROWhZRMas AGy4tBint con@BHpanel for
an i nput panel nounted proxifmte to a door in
mongtoving cradbe canttolling demiondi imstatledfont hengpweke it accordance with an
bi aveﬁ?‘&rioﬁ . kOO 1% Flt.G 3 illustrates a nethod for
emog K @letp BLPY systemof FIG 1 using the
di sarm device of FIG 2 in accordance with an
enpostiore rHIGO?D ilfukeraies @ stk diﬁ%f@ﬁtdf(hrﬁiia‘i}ﬂ]&]vic@! £dodt sensing unit,
illustrates a person using the disarmdevice of FIG 2
and g infiug panel moysed proximatede datvor imkachrdancewish aneeodipfent of the
res%%el ‘pg%ﬁgnt invention [0013] FIG 5 illustrates a
p tRod P or preventing the door sensing unit of FIG 2
fromgenerating a fal se alarmwhen the security system
of [601&] FIGS 3iilluitheest FRchoTt fdy diafiRingthe QeqirERBgRenMdf IFIG. 1
~an_enbodi nent of the gr,esent i nvention [0014] The
using ghe ghsany daviseal) FGs 2 vig| accailangse with| anpginhedigenhiof die present
. ription of certain enbodi nents of the present
invelliSE" ! | \ .
Invention, will be better understood when read in
conjunction with the appended draw ngs. To the extent
t h40012he FIGgdribsstiatds Sparsineusiiigahe alisarrafdevive of WGt 2 andisarm a
bl ocks .of wvari ous erg)odi nts, the functional bl ocks
dooninaceRjfance sty smipo AR L USRI PHEMEA | i on bet ween
hardware circuitry. Thus, for exanple, one or nore of
t heod 47CtrIEN8lindhaek s h&ndd forRFQRRARL R Ror SETRIY i of FIG. 2
may be’inplenented in a single piece
from generating a false alarm when the security system of FIG. 1 is in the Armed Stay

BR

||

Mode in accordance with an embodiment of the present invention

[0014] The foregoing summary, as well as the following detailed description of
certain embodiments of the present invention, will be better understood when read in
conjunction with the appended drawings. To the extent that the figures illustrate diagrams
of the functional blocks of various embodiments, the functional blocks are not necessarily
indicative of the division between hardware circuitry. Thus, for example, one or more of
the functional blocks (e.g., processors or memories) may be implemented in a single piece
of hardware (e.g., a general purpose signal processor or a block or random access memory,
hard disk, or the like). Similarly, the programs may be stand alone programs, may be
incorporated as subroutines in an operating system, may be functions in an installed
software package, and the like. It should be understood that the various embodiments are

not limited to the arrangements and instrumentality shown in the drawings.
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of hardware (e.g., a general purpose signal processor
or a block or random access nenory, hard disk, or the
wd tke)3118i m | arly, the progranms nmay be stand at@meA2007/001514
prograns, may be incorporated as subroutines in an
operating system may be functions in an installed
sof tware package, and the like. It should be
understood that the various enbodi ments are not
Ril I NN nstrunental ity shown
DE?%@%gﬁgﬁs gvﬁIEgngEc%g?ﬁg?DND\%SCRI Fl;gl'l ON OF THE | NVENTI ON
[0015] FIG 1 illustrates a security system 100 which
hag0@l dy HI&ml dhwdtratds apmoatity s§@emokO0rreimich bas mgyséerl/control panel

controlling devices install.ed .on etwork 110 . Th :
102 gy moguories aplipr Sl fevic PuPebeh AgKLrPEgL Oanghe devices
mayC deRENARd/0HRbRES BB BPeniflRl 8fd MR @eRE LARD; detect alarm
notify people within anh area about al arm conditions,

conditions; awitipy ipsbplot wighinf am eten caboutvalacin eraittoms.desiacemnplish other
For exanple,. the.system 100 .may be us within a light .
Fundt e SHRTNS0f ASHIRe) ST SCanaal. i oGty GHY Bjay BischsBg st a tien
indubB¢h1 Basdifg 6r Ptes[Rh& door sensing units, such as first
door sensing unit 104, second door sensing unit 106

through N door sensing unit 108 which may be _
con®Qhlr ekhet sysiepnil @@ hag png pr dwwe deapsenswgomitsdowh as1fdrst door
throu door, 116, respectively. E of the. first .
senyitlt GHEHOR S87 A5 seh TR TEY. ¥BeinuBR R0 Bt AHSingulC 108 whicn
mayf bOToafighrs@nél redGidelfist @ooram?, Gkcdndr &dor FIRIC ARGuEI NP WBBr 116,
N di sarm devi ces 150, 152 and 154. Béé‘év\% of exanpl e

respeetixely- t Rechsofghefisst ilerpugle Nejeasing uaisg 1 gy reeeiveetignals from

ana 3948 58508t Bt bod CROMNRFAPe 8 A7 ang g By

waydfekainprR ondy, W KigdalOmalrde Rleefricahdgfiog pasiens and thérikeS The first
104, 106, and 108 has a uni que address on the network
througlyN sopsing walty J04-108 eammynicata avithihe sytiern conseltpagel ] (Reaver the
1149 r h nt rooxionate to
necs P 187 bl M ! SR BT 1 AR Bl pdress on

the pdtiverk CIveOpiiglly] fisgisecond thugh INDkpat dSbtes 190 BIMIdkdush 194
change a system node, enter data such as a securit

maycREBOURIA PFREHTAE Y fisstnteaprAl Breughn drersshids bt awbl 16 or in other
con&e%@éhtz%orcgffi&ﬁtt? %pﬁ?%&gﬁ%%ﬁﬂlg%ﬁ@g ra%xéﬁé@g&?eé r:clzﬁt%r data such as

noni irs
a seclTy cbdy, aA@ chaopalyi avmh 0 didaarmshdsyak n@D. The first
t hrough N doors 112-116 and the first through N

w T&S)lvﬁ ]FSII'GSE tSrguéi? ¥I (\:leell’fl .oQJve ’sen%grsp?JZt Lu?cl I1%4 drrel(f)rilitrz)%firgt through N
windows 156 and 158 for unauthorized opening or glass breaking. The first through N
doors 112-116 and the first through N windows 156-158 may define, or partially define, a
perimeter 140 around an area to be monitored by the security system 100. Therefore, the
first through N door sensing units 104-108 and the first through N window sensors 142
and 144 may also be referred to as perimeter monitoring devices. Additional perimeter
monitoring devices (not shown) may be used. Also, one or more motion sensors 148 and

149 may be used within the perimeter 140 to detect motion within the monitored area.

[0018] Alarm condition detectors 118, 120 and 122 may be connected on the
network 110 and are monitored by the system control panel 102. The detectors 118-122
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perimeter 140 around an area to be nonitored by the

security system 100. Therefore, the first through N
wQoimes/oBeqsi ng units 104-108 and the first thr ®REINCAL007/001514

wi ndow sensors 142 and 144 may al so be referred to as

perimeter nonitoring devices. Additional perineter

nmoni toring devices (not shown) may be used. Also, one

or nore notion sensors 148 and 149 may be used within

r t 4 c

ma) WP Pl ot e TRk oMl B e gasardons
condifiOnsanWhé2 an aRYym Rendicon ecdedskdo thet dy@teﬂﬁddmt)kpah]:[) 1(amdansm1ts an

are nmonitored by the system.control panel 102.

alarghetignal & gnq%mﬂzez%&re&&@tl@ ptifieation ds?memt é%ﬁaé@cg%}%i? through
the %}1{351‘ CMRokf és%?e nficQhdE ﬁeﬂ@ésa[]ﬂp YS6 SRR QRS be horns
an alarn1con Ition 1s sense e system control
an&bﬁﬂﬁﬂm&ﬂﬁréﬂﬁmﬂﬂ1ts an alarmsignal to one or nore
addressabl e notification device 124, 126 and/or 128

t hrough the network 110. The addressable notification
dePeENd 1Hhe sysiom eanirol panehd (2 pecemmecied ihapares synphe 30 which

0
mﬂ%%%necﬁﬂghégléggéabf)supply §§%ﬁaﬁ?£hb8?§€?1€%9%ﬁkés132“my
provide @ Baek-elpspaferpouere fiod at predatyshiaed pBfiod Ofieinty inmtdtecevent of a

batherles 132 13@ rovi de a back-up po&gp gource f

r a
failyse of e A SHPRIE 138 9T Sfher i |“Fﬁ9nilﬁg PA¥Cy HCHOFSaPﬁO e ystem
conﬁ’(‘;l gﬁlﬁel pl‘?)‘@'eﬁla URPlYe ]tﬁ%l IstalnfC antl'ﬂ@ Sz'a%r lO(f1 %%ttmg a

tions of he syste panel 102 tmay i ncl

com;bpsepit,awpmrgon he adlt eftthes syxtenn h@O ssylsncang 4i@0als rtesetg offigtrabe lights,
onponent, a portion, or all of the system 100,
and@?qgﬁbing signals, turning off strobe lights, and the
i ke. [0020] The network 110 is configured to carry

POVB!209 N A HeQIEMARYk A b 119 Bt rédh@ c@f}? E@%ﬁ@ﬂ@communications to the
notification devices 124-128 fromthe systemcontro

addnesgable nodficapgn hexibes e@éalﬂSefmm ittfei @mtc'tmnccdmw @enel 102. Each

124.128 S..a_ uni qu e and. e ca e qf
sda iR dPYRE TRA 58 f iR ot AP Sy B gapable of
comMlMi@GSARN i hetsyltemaiontdl Pael 6o Thd aliat%s:fﬁ%lé notification devices
communi cate their status and functional capability to

1244188 @yispemtmmmateothepam@us 20¢ fenasionalheapabilivo kk thel gystem control

Imnéggg%kmﬂgine ﬁ?k.onyrol panel 102 has a contro

e 1 ovi des control software and
hardware to operate'the system 100. Operating code 136

mayot® ] The system control panel 102 has a control module 134 which provides
control software and hardware to operate the system 100. Operating code 136 may be
provided on a hard disk, ROM, flash memory, stored and run on a CPU card, or other
memory. An input/output (I/O) port 138 provides a communication interface at the system

control panel 102 with an external communication device 160 such as a laptop computer.

[0022] A central monitoring station 146 may receive communications from the
system control panel 102 regarding security problems and alarm conditions. The central
monitoring station 146 is typically located remote from the system 100 and provides

monitoring to many security systems.

[0023] During normal operation, the security system 100 may be set in several
modes, such as Armed Away Mode, Armed Stay Mode and Disarm Mode. Other modes
-5-



provided on a hard disk, ROM flash nenory, stored and
run on a CPU card, or other nenory. An input/output

wq 1008)31part 138 provi des a comruni cati on i nt erfCAT€Awn7/001514
the system control panel 102 with an external
conmuni cati on device 160 such as a | aptop conputer.
[0022] A central nonitoring station 146 may receive
comuni cations fromthe systemcontrol panel 102

o AT NR PG AREARLST b G3DAL 1 o e

cod¢ enbi eyétemmohhel Sanst €00, laOGneaaﬂtharfﬁw tﬂﬁﬁlgm irtp@€ dedcds0190-194
many security systens. [0023] During nornal oper ation,

locagesprogpngte tg aékg)g{ @hpﬁ’@()d?%ﬂﬁb dosation;, gr yathahg |d 1s{$§§é1§v1ces 150-
154;%\3‘1?1@&%"@@%(1@%3 NPG&he cﬁﬁ@ f%'ét% SNE{QE Cﬁi@‘ﬁ%ﬁ%s? L dcmsgh N door

nodesof opera on rmy
sensifig tfies KsEO8nTidsd Chrowmsh Naviaben gad;ofsylﬁrﬁrﬁrllmgasawel@ dethatmotion
the system control panel 102, at one of the first

sensoRy bty And IHA prathig élw eeémqtgoli% Thiv madg prvRE Hgsisable when no
peo@g Qe %th%gl%rpfg@?ét%aﬂoe é\ Mgﬁe \M‘I}l{] heg(ferﬁ:#]e?@lr H]omtormg

evi ces e ar nms
deviees; snch ys fheafinge dﬁou@uNf‘dm sélhfiang‘ unisst 10431081ghd Mhedfildt through N

en3| uni ts 04- 10 first through N w ndow sensors
wingow s SRRITS] by angs 14@) | T | Ssmpfie wilh igesrasears dlagm wwhenaany afatbe first

throWs#t N JboH"?ljo d SR SI thr"oél% E'ﬁrﬁiowg 486 TRy 1 § eo}'reﬁ&p&eotherwme

en no peop e are wt e perineter
comBtrayisédh deutanlbmwg tpeopﬂertormioeze abwuk t\mthmgthéepemﬁsmr sl40hwithout
as.the fjrst hrou N door sensing units 104-108 and
gengrping it alarpy, WiSSBRS resperunetepnd mationrggtectors, but

f
o B O R PSR g o

156 and 158 are opened or otherw se conprom sed, but
al 116w ] pdbphaald be moderstabd that Wit $yistent hQO peyi alletes udetGo choose

W thout . t Di ar ns
whih eV RGP Rec G o et LGS P e v rameped in
eacH MBd& |8 WaIICRNE dbfifadiRidial Aodes! 1 kg dmphl E(gheg%/ay% established

armed in all nodes, [0024] It shoul d bé understood

such that a fires sy of penimerer megiteringdevacassee atmedwbide e mt’mndhset is not
Vv te ed on the network 110 ar
arm Py Sl S RATE SRR 4™ S oS e D08 S0 bEareRg more than
one @REiINBR, dEWHeh A dBRAESIO ﬁ@ﬁlt&xﬁﬂ?'aeporﬁgﬂﬁ #B¥%nhf area. For
est abl i shed such that a first set” of perineter

exampplai & PR Praey inyswishdo armeadl ddery ench wemtomiscexsent thesenadong the
back?glgg%f t ‘gar ega%m?v%ngn %?(glpsﬂmgnmgyeebgt%%gﬁ Itltlcy bgé@gr% and the

IS S
interior freely without setting of the alarm.

[0025] FIG. 2 illustrates a block diagram of the first disarm device 150, first door
sensing unit 104, and the first input device 190 mounted proximate to the first door 112. If
should be understood that the second through N disarm devices 152 and 154 have similar
functionality and configuration as the first disarm device 150, and thus will not be

discussed in detail.

[0026] Each of the first through N disarm devices 150-154 are small in size and
easily portable. For example, a user may keep one of the disarm devices 150-154 in a

pocket, briefcase, purse, backpack and the like. The first disarm device 150 has a memory

-6-



one business, or when it is desired to nonitor only a
portion of the entire area. For exanple, a hone owner
wOoygs/odisdt to arm all doors and wi ndows except RAToGA2007/001514
al ong the back side of the hone, allow ng the
occupants to nove between the backyard and the
interior freely without setting of the alarm [0025]
FIG 2 illustrates a block diagramof the first disarm
162 46V4t6n Oglé%wlﬁ%eséboﬁ?ﬁ{e g&@&ﬂ i, Q?)lréceg’s%% 1687 RF“& hidefer 166,
I nput devi ce nount e roxi frate 1o the fIrst door
and a2 batterlyfi683houl d be under st ood that the second through N
di sarm devi ces 152 and 154 have simlar functionality
an figuration as the first disarmdevice 150, and
E ' ﬁ'ﬁoffrs ogisersipgs Wt 10f brstam R tapgsser 4t dspor contact

1724h€ afldidh c%{brcﬂ)lr‘qlh Nrfé ﬁ@{)ﬂ'@oﬂﬁ'\é{ PPEmA gfz (:!ﬁr%le@g gn(fﬁﬁnglgt/)e used to

in size and easily portabl or exa a user
detekiewpetberethoffirsthdoodi 19 arisnoger be elosdd 0ThS dndtionalepseadt 74 may be a
backpack and the like. The first

passg{%gfﬁ%ggﬁg@refg@rﬁgsot eInRE 1O 18919, fletestar Apgy may sense motion
proAa gdge n@%%f thé‘?i XRbe 'irl21@\91th1ﬁ 1303 P%{S@%f J 4, A%‘erﬁﬁy 173

transcei ver 6, a battery 167 “first
and d poocessen ﬂ;ijglay rlsb bl:Mt}hmmeafrrstRE)ot smsxgejnﬁeer4l70, a
door contact 172 and a notion detector 174. The door

172 b dt t{ eqt
anQFE) o Gniae Bewgt nduaier 15 dRY oric Boan. deaication code,
tOkeHDI)ll Qﬂﬁeldfetcﬁﬁfyoéod@%" stbred *ﬁethé nRASSHY VIS dfftﬁé"ﬁ?g cﬁéa@l device 150
]

detector or other type of notion detector and
and sensed byothe systpmoklOntmt aithanticite tha s eisafmtdeeicti 1r59t Ebobrdisarm

T T T
Syst?ﬁlnliﬂ n&s H@ﬂréspé%né QO 2Serhhll B&ﬁé‘[ﬁ I&Xés@&aﬂe@%ﬁi file® gstem 100 is

3, such as an identification code, token,
alSOthhi@d lrstdac: mremory d6de Ths infounaitbni storedhén ﬂmnncmowelzszaﬁ usetdeby the

N S,
pacléétss at BRARY bE BnderfodPthat ﬁtlféhgl@RMd pRMteRNE RMusHRY %ther forms
its own unique Device ID 163. A Default SystemID 1

of wirgles eeqramuningfianomay Defisedi t System | D associ ated wi t h
the system 100 is al so stored in the nenory 162. The

i ng tip red |

110 MY bR TR 0 dogfapE el 10384, and «
uniqieISgsemr B @86 ashigredas tkd syatein 46V, ey be stored in the memory 137 of
the system control panel 102, memory 173 of the first door sensing unit 104, or other
memory on the system 100. Alternatively, a single ID may be used rather than assigning

unique Device and System IDs.

[0030] The first disarm device 150 may operate in one of at least three modes,
such as Installation Mode, Polling Mode, and Button Pressed Mode. The Polling Mode is
the operating mode in which the first disarm device 150 will operate most of the time,
such as when the system 100 is in any of Armed Away Mode, Armed Stay Mode, and
Disarm Mode. The RF transceiver 170 of the first door sensing unit 104 detects

transmissions from the first disarm device 150 and determines the action needed based on



packets. It should be understood that although RF data

packets are di scussed, other fornms of wreless
womosredtiiat i on may be used. [0029] A list of aproa®adr/001514

Device IDs 182, the Default System|ID 184, and a

uni que System I D 186 assigned to the system 100, may

be stored in the nenory 137 of the system control

panel 102, nenory 173 of the first door sensing unit

r y

the ;I%ée r'%ﬂ s?s:t%ﬁ‘ 1069%2{1 u%seg'efrlaes‘htg? %{ nzi'x{glgosrl @h?tﬁgpgﬁk}’ Slnéors and
devilaawdncmeamerﬁ)mt)em I Ds. [0030] The first disarm device

150 may operate in one of at |east three nodes, such

as | nstallation Mbde, Polling Mde, and Button Pressed

Mod@03 TheTmoaypﬁeﬁgl%&@yl igitially b PRt dntora Fstidlatien Wipdensuch as
throEJQ? ng{e 121@%} fiRaN g% zékﬁgm 1ol ﬂlabSPRﬁ affe fIR? H%SQIE}F Hg\gce 150 is

h as e system IS in any o
autoﬁvmyallﬁd@nsnﬂrtmch &kayn dbde, paket Haivagy the Medault SseerRAD 165 and
anscelver 170 of the first door sensjng

the Qé‘t’lé% {12 163 o Kopn segepring p disaim devies pag eah%va%ﬁ%aé?ﬁ]fe@t Sxem ID
165 aﬂfé figt ?8%? §¥nSin %h@mta%éi Q/@rlﬁ@seqﬁg 1RapRdice rlﬂ";%f@sd @aﬁd" Gnd may

system IS 1 as well as the status and I nput
gen(ﬁ‘ﬁteaihﬂ eencsanadﬁmmdgemem dgsl, osmwh he aﬁyasltmmlédgémebowk]:t with
he system 100 may initiall [

t. . :
the |Sbi§f”§| VAP niaero G cHstER QPr oG8 ftrlﬁtgaﬁgi‘fgﬂfleﬂ%‘%/ilé% stores the
Sys%l%ollﬁ’rlSﬁy ttﬁéns QP& Rlo HlaPth &g%ogy-rgle oftief Sbn! gb%g;ér;}nemory 162.

evice 15 utomatlca transmtting a
Therbéoreci t}mab}ktety aMailg ot tsereﬂﬁef'emﬂot aiBy stason, ke fi6bdiaarch ddvice 150
receivi n a di.sarm devi ce

Devi ce, | acket.
doew&q}lnﬁgd {OIEI%’ 88t a hjﬁ‘? ?@gf’@?ﬁep gaait laﬁé‘lafyi TPERINAg elﬁFatwn Mode
untlﬁfé@&'v éﬁ@ché@l@d%@eﬁl‘e&agé frbﬂlaﬂle e d'R%thQi%wcP 156 %as' well as from

valid rate send an acknow edgenent
any sthgndisarns dchceabelag] irscitlednivddchemenbe paliteen dewvice ipa¢kee having the

Syst e ID186u gue,.to t stem 1 i [ st .
Sysialos T iR et B Sics-Bint e SRR Py5term 85 486 ibeen received
and§él»%ﬁ%ﬁ&&9§ullldﬁ1 flash nenory or other non-volatile

nmenory 162. Therefore, if the battery 167 fails or is

renoved for any reason, the first disarmdevice 150
dod@032dt Eeshdoft thebdispmg edeVIC'fhe15O'r1r5§t mdyobe peerdery withi buttons

rermlnlnl taIIatlon ecei.Vi an
wvaitfe Bt e o gty Setif U ek Saithe s irBuioe i ample
prestiAg Mﬁh Ibu@ten f1o8Nmayn el BEIARH ERTMARVDERCOPIAY Packet to set the

installed), which may be a disarm devi ce packet havi ng
systemd 00 to one of Armed Away Mode and Armed Stay Mode, Disarm button 197 may
send a Disarm Command Device Data Packet to set the system 100 to Disarmed Mode,
and Status button 198 may send a Request Status Device Data Packet to request an
acknowledge packet that will indicate to the user what mode the system 100 is in. For
example, one or more LEDs (not shown) may be set to flash to indicate Armed and

Disarmed modes. Optionally, the first door sensing unit 104 may be provided with the

ability to produce a sound or chirp to indicate mode.

[0033] FIG. 3 illustrates a method for disarming the security system 100 using
one of the disarm devices 150-154. Although the first disarm device 150 is used to disarm

the first door 112 in the following discussion, it should be understood that any of the first



System I D for the system 100, indicating that the

correct System I D 186 has been received and saved
wosnogensdiul | y. [ 0032] Each of the di sarm devi oeI/CA2007/001514

150- 154 may be provided with buttons available to the

user for manually setting the node of the system 100.

For exanple, pressing Armbutton 196 may send an Arm

Command Devi ce Data Packet to set the system 100 to

thro @?Wﬁm%ﬂ&&éﬁm%%ﬂ@g}%ﬂﬂﬁﬁgw 115/%§’m%a6@h£€d to disarm

tton may sen m Command Devi ce
the feaukgtsystomsk) at hey dymtnsonitbidl tyothBissauringslysidnd €00.and
Status button 198 nay send a Request Status Device

Dat C t 0. request an now ed cket that will..
il it ¢ isGdES SpeRpndh e e dhe il SRAThAETEE 1) o disarm
the flps'i fdg&am Fhe Hst ®or @&Es%lé-ﬁ% 160 R 1n§t|aﬁ¥mgvmd§?rﬂat9 Q0 & first door

[ash to indicate Armed and D sar ned
112@pd henai R¥ deteheor fieldt1 68 oo whsdrthe RE toamisceivd4 761{]}1@)62) can detect

rovided wth e..abil u sound o
R P8 phdhebars o divopasyioe BCASH Raufhpatng Hasé oo through
the iRt dbS B NPmbhE uﬁsw REMef¥865 MO 8USTIOR PRiRteRfiod Fi8ld 168
di sarm devi ces 150-154. Although the first disarm

connbevescaarealﬁﬁ) both udasdbfttbe firs @oon t Kk if iothet wabods; thielRFidetectien field

hould b
168 sRpfiebnf obisif B b e of eSpintaor CEEPIED: EFhe il FinsSeVer 170
is aN@lyh h PeadehR hiiel @ﬁd Y Gy Hafdnit thé’t‘ 1%@61%%% REpH¢Ket Ydisarm

syStem 100 at any door rmnltored by the secCurity
devisy pacimt)l Bdile [tlmff)adc}r InGact4172 [ndsdateat amsopenpssats o NFIGHG 2-4 will be
d usi ng e first disarmdevice 150 to disarmthe first
IsCEs5H OBEYITThe first door sensing unit 104 is installed
proxi mte to the first door 112 and has an RF

det[@MSAOW\tf 200 @F1G69), ke égbﬂeﬁhlﬂmi@ saﬁotAﬁ;&ﬁiCva‘dﬁ MdiéDsuch as by
can detect RF data packets sent by the disarm

seledtmg de Jeam@-or3Ateringyeopiedeiomiingd eddesat the smtem homu@}rpanhlelm or

one 15 e RBORAL R0 00 4 TPy bl il Ba i rChE 3o Rypicused

prevabs®s allfofteseciifist fegtas, sukBas ke @ﬂsh@ﬂ'ro%ghrﬂ foort i&sﬂg units 104-
detection field 168 extends both outside and inside of

108+ fiest ghupngheNewintaw fepsazs 143 andHé4Rmd tharmedon sansqrp(l4Bsand 149
w1th1I Y}%ypsenln{‘]-:tear 14@%% élrgk H?rg %&,ﬁ%%d%%a olwoﬁet ransmt after

recei'ving an sarm g ce packet) while
the door contract 172 indicates an open state. FIGS.

2- 4008d]1  Axe2@D, skeipeesh 1 Dgappretches the first door 112. The person 176
may be the owner of the home, a member of the business, or a contractor for example. As
illustrated, the person 176 may have the first disarm device 150 in a pocket, although the
first disarm device 150 may also be carried in a wallet, bag, purse, or other item. There is
no need for the person 176 to locate the first disarm device 150 and/or position it at a

particular position with respect to the first door sensing unit 104.

[0037] At 204, the processor 164 within the first disarm device 150 generates a
disarm device packet 178 which comprises the Device ID 163 and the System ID 186
stored in the memory 162. At 206, the RF transceiver 166 transmits the disarm device
packet 178. Line 208 indicates that the first disarm device 150 remains in a polling mode,

meaning that disarm device packets 178 are regularly being generated and transmitted.

9.



[0035] At 200 (FIG 3), the system 100 is set to Arned
Away Mode, such as by selecting the feature or
weEwngoiimg a predeterm ned code at the system curveAd007/001514
panel 102 or one of the input devices 190-194, or by
using the Armbutton 196. As di scussed previously, all
of the security features, such as the first through N
door sensing units 104- 108, first through N wi ndow
r ol
Theffpgted A ALe Tt 0. B0 dpife T30 bRENG T Mifer o ing mode,
the Avayssibd 64 1{1@0&61}1 tAt d2aPm delvecepeckeanl 787& @pplapaatesls, such as
the first door 112. The person 176 may be the owner of
eveRyh 8eWTB nECoRsn Bt Sefonflhe BR IPRASESOT of 04 MyntieRcvich the RF

X t A
oA g WS St AR LR R o o
ackiiowlsdged pakem diei mecekSar by nalysthebanitiater & atbepnmede to conserve

wal | et, ba urse, ther item heelsn heed
battery Povse. rﬁga%%lfg Inratapgmpdi i @ Rrpge LR Qi ¥ gach s five
|
ced 0S80 S 0 10, 5L Wt 5 A e

devi?:@@achehem)r ocessor 164 within the first d| sarm devi ce
150 generates a di sarm devi ce packet 178 which

' he. De 16 d.th D1
DLt EeaE it deace RS Gisthog i RE SElesiis Brigelss. at 210
the I’kﬁQra'hﬁé?:%mlt?@ of g rHbSRLMARY g%ltpﬁﬁkr%elae%ghe bisien d88ce packet

indicates that the first disarmdevice 150 renmains in
178a AR thg proatesor g aromgarek dte Siyssam i d€6iand thabkeics D713 sent

. are regyl arl ei enerated and transmtt

in o iR ea kel b BTREH ALES Ghrd aUit-soviag T BArpd the tst of

appfived DAYRE 1D8 180 stBR! ihNBe MRARry 1he Mt2I8SFhe $Pde®BNd Device
send the di sarm devi ce packet 178 at regul ar

IDs iimtleer disdrs), deyigetpagketdvV8raye Ehewemesaectlafnﬁlﬁt@n ahé PeswedbPdstored in
The pr S hen tch the RF nscej.ver

the gndfy 0 BR, 650 it et (3L orabon HEROS maftagively. it

sho&lﬂ%@ uh®rs@0d Bk @Wg%qgﬁorﬂ%ﬁlé%ay I @nPiO66 aRe¥Fm d6AcBcket 178
then initiate a sleep node to conserve battery power,

and cempaneil tgya singlsl vabys stvddirf the menprgdéd.er mi ned amount  of
time, such as five seconds. Optionally, the RF

A0S AT DSBS A LRI pRoren o

closd@yvofae 1ipdd dosr W2, hif thd figt Bhordabes tiosy, fat 21 8lthkG&st @barm device
210 the RF transceiver 170 of the first door sensin

150ynayt ba galidagadeandes falsrealaims aran biepicrenterh ak discussed belowgin FIG. 5
associated with the Armed Stay Mode. If the first door 112 is open, the method passes to

220.

[0040] At 220, the processor 175 may optionally generate an acknowledge
packet 180 which is transmitted by the RF transceiver 170 at 222 and received by the RF
transceiver 166. At 224 the processor 175 prepares and sends a disarm system message to
the system control panel 102. The control module 134 may then change the mode of the
system 100 to Disarm Mode at 226. The system 100 is thus automatically disarmed
without requiring input from the person 176. The person 176 may use a key to open the
first door 112 and thus does not need to remember an access code to enter into the first

input device 190 within a predetermined period of time to prevent a false alarm from being

-10-



178. At 212, the processor 175 conpares the SystemID

186 and the Device ID 163 sent in the disarm device
wQuokex1 1978 to the val ues (such as the SystemHD/A8H07/001514

and the list of approved Device IDs 182) stored in the

menory 173. At 214, if the System and Device IDs in

t he di sarm devi ce packet 178 are the sane as the

System and Device IDs stored in the nenory 173, the

P ot o . o Cav . . '
B D N o s SR e Iloed" denoad, or if the
systeiD 0 aml/arefimtagisiven device il 50 tteenati aparating epropsel yp andbess when the

178 and .co ed..to a, single.val ue stor in the
battfig i T o e oDy ot T B Be st Sadhat 220 and
' : hi : ryal of the
222463 HEREORHE] B BproiRaRRhL A (RS0 R129 FAZEE, o
218 the first disarmdevice 150 may be validated and a
f al[8@41d] Rewming tbe 1gr & weatedothsofdhe SyssemdDoE6oandi the Device ID

163 Qoﬁg}t%’%gl? gﬁé@%ﬁ? v%%etesgstgr{gﬁ é@r lttlg:-[l:" ﬁ‘&g‘t"aég/@gﬁ? 61'1%@%{' Sasses to 228
whet OB Qlsafth dééle Eﬁék%t PTPR BRI ded.” PorEaniM, @@t disarm device 150

generate an acknow edge packet 180 which is _
mayt beafios pidifferentlsycurite s e randshies hagh thEAYstam 2P P8Gandl the Device ID

recei ved the RF transceiver 1 At 224 the.. .
163 5 vy hiiomared T it 143 s BieSf isprm device 150
may'BS2a%Rn [Re iR F ¥FHr8RE QNEH @8 tPanel al&bhtradlde of @iipl®Jee access,
nodul e 134 may then change the node of the system 100

thert the Biesay maithdee beendgwningtaé wiys therwedowasfinibhgs or the employee is

ut omat i.cal i sarned wthout requiri i nput f.ro
no PHETEpER FobeTRETRR, Hortiie hPeLlE el the, WG approve
DevidedDisi 183 tma Qo beldbnad iftkht kst dekass dedice NSEH stdlerd GBS ET
an access code to enter into the first input device

wi thin a predeterm ned (geriod of tinme to prevent a

190
f all9Q424| dflfp ©r Bluptnieh g geetbod ferdpreggntingrihie dpor sepsing units from

e RAAE) BRSPS PP L 2O Bl whie

insidpeieadhding, pesie flay,nos sy &fe dibam ddecdai tteirpetfn. Also, people
within the first disarmdevice 150 is |ow It should
whopdo gabbaver aseepsttia varodissran doviceapyhe ipethe dagiby. such as a sub-

. ) . 0411 .
oI ARE ST T P8 o
to prowdett the fAeNitE €ronD uhG3ndd peedonsBiogtingpp rfeame dhy Autede while still

stored in the menory 173, the nethod passes to 228
allowgrreopledo dray e the faeilinc witheit igererating 3 falsgjadargy Ry wapgf example,

this %%bﬁﬂ whdtht 's{/s?ém 06X BedGY bk 56mLA0d has been set in the Armed Stay

Mode for overnight.

Q

[0043] At 250, the system 100 is set to Armed Stay Mode. The system control
panel 102 may send an activation message to each of the perimeter monitoring devices,
such as the first through N door sensing units 104-108 and the first through N window
sensors 142 and 144. The internal motion sensors 148 and 149 would not be armed. It
should be understood that the Armed Stay Mode may also be disabled using the method of
FIG. 3, such as if the person 176 with the first disarm device 150 entered from the outside
through the first door 112.

-11-



may be for a different security system and thus both

the system I D 186 and the Device ID 163 may not match
woags/oalue stored in the menory 173. Al so, therdT/€451007/001514

di sarm devi ce 150 nay have been previously approved,

such as to allow a contractor or enpl oyee access, then

the access nay have been term nated when the work was

finished or the enployee is no |onger enployed in the

AGRhi | : . _

apiobt Y ALeE telfoRy Bt LR (HIGT gF R st 4Rk sgnsing unic 104
mordicsathmackawiden ﬂﬁ(pelrsneserdl@rprmndamsm thd OUIR Jof FeGirsbdoor 112 for

illustrates _a nethod for vent i t he door sensi
MOt tLAtEGIOMOg LR R moridp detecion] i wilknot ereerdie g @Fﬂ?&v-

system 100 is in the Arnmed Stay Mode. Wiile inside the

f a“{bb4§]y APSSP At?% gB?b!ceQQJr 3 \I\i]FXGt he A tﬁﬁ 'HRA&0r Senilg unit 104

t heir person. S peopl e do’ not have access t0 a
deteymiined whiethar thedieor cantanhy 7D bas detedoa thatahe fitsy dosuldR? isspen. If the

. Sub coptractor isito and s empl oyees. en t he
firsRF TR0 & A Apehsths o fet N 1 . rTIOHE 15} beBtotiaicand an
opeﬁ A6bd. 1 ¥nd ﬁf%[rh&ﬁv‘ﬁﬁt i€ gp&ﬁ la® 956 tlfégfﬂe)%sdrnl 75 r&[@ntnlﬂfes whether the

outside while stil owi ng peopl | eave
moticax:dd:tecttyr W4 hmmtde@ewdrmbiimg vathiraltise pedimeter 139 V\Hymotﬁon is not

et o BN BEBL LR TS VR B SHoGeaRa P BES et valid

dlsaQIYledeQicg rf)tackeIt Q% Rbs ﬁéenzégelv&f'ﬁy ﬁl\éslile Waﬂsqglv'e?' 13® IftPvalid disarm
ay Mode. The system control panel 102 may send

deve;n packat \15{8 ihan noebsamgrectiveds dloh nmfhadm;issp?e rto 260 ewhere the processor

noni, t or evices, such as the fi
175088 RO S S et S the St pottol e b Rothe system
con&@lgﬁéih(elsldﬁgelﬂfﬁesléliﬂalaﬂ;ﬂe ReirRindab mt ifonvARNSGiQ4r éé‘@ce packet
woul d not be arned. It “shoul be under st ood

178tiheeceived tmmttnsl%lswmmnﬂhgt 26Bs0 be di sabl ed usi ng
the met hod of FIG 3, such as if the person 176 with
sarm c 150 entered from qut si d
¢ Qo R 6, i mon Sbeiietd WSBetdf oHief 64 where
the ?ﬁic@fsb@llﬂ-?ﬂay( fikdble Eﬁe &ortddatati 132 aflQ6F ighBRSiRAdéRiopen signal
04 nonitors the area within the perineter 140
from thedaencentae 1f7/Re A Aeordwen Signhlels Mk sent Hobe systemicontrol panel 102
tec of notion by the notion detector 174
and'lg 'a% 1% Qg e‘%llg g an alarm [0045] At 254, the
processor 175 (FIG 2) of the first door sensing unit
104004t er A P65 tvdplob&ksort 175 sapkebatigail thABe Batem control panel

detected that the first door 112 is open. If the )
102 to set the system 100 to Disarmed Mode. Therefore, if the person who exited the

facility through the first door 112 returns and does not have a disarm device, a false alarm
will not be generated. Alternatively, the system 100 may be set to Armed Away Mode.
Alternatively, the system 100 may enter a Timed Exit Mode for a predetermined amount
of time, such as 30 seconds. When in Timed Exit Mode, the processor 175 may ignore the
door control signal and/or disable the door contact 172. After the predetermined amount
of time has elapsed, the system 100 is reset to the Armed Stay Mode, continuing to
provide protection from intruders. Therefore, if the first door 112 is subsequently opened
externally, an alarm is generated. The Timed Exit Mode allows people to leave the house

or facility without having to interact with the system 100.
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first door 112 is not open, the nmethod returns to 252,
nmonitoring for both notion and an open door. If the

wd l08031d0or 112 is open, at 256 the processor PCABCA2007/001514
det erm nes whether the notion detector 174 has
detected notion within the perinmeter 140. If notion is
not detected, the nethod passes to 258 where the
processor 175 determ nes whether a valid di sarm device

a 1 | F n I Mer :
5ty RSP, SEIe B RHT RSE e, e
unit§ €04i10& prevémehardishoddpassEX)- 19 Sofledvnethe petven frone estomatically

. 175 sends a Door Open nessage to the system control
disagping| the gystemat1 096 For repamplps therRezsomt baéﬁﬁ%ilﬁ%mwf@? device 150 and

sets gl?é;%{s?eh?%O@[b ghﬂé{"&wﬁ?%[)@é ngA}rﬁedzggfy I“IE/I&d@atV t"fiuiﬁ[‘)ui 618vice 190.

m devi ce pac 'S recel ved, e syste
Thei RF dransdeinet 10 26d8veq R4dlarReteniad packeo 128 Gindi the mobddessor 175
i s detected, the nmethod passes_tq 264 where the

identifigt hes aystamslhd §6 apd dbe Davice Ubdp3 coHtcariocassor Ahy/igidits the
Disz}&gglgllégsa Qﬁo&%r}g{%ﬁptoﬁhg Q?:Jterﬁ %Qﬁ&dl?)ﬁnéi%&. GRBlRE @vogcfs,zthe first

oor ©pen sigral 1s not’sent to the systemcontr
disapanddvice025(ngd tanp@ahalyndisquatibied gfeorar disaching Qbel §)stésn 100. The

266, the prqocessor 175 send a signal to {he system
ProGESIAN r1dp rfs%h&sqq%%y e g@@%ﬁ%@ﬂé&%@n@d& B g period of
timétygg& as-liul%rrﬁifngfeﬁ’ thfe% hilGeP &r R rﬁ‘lﬂﬁte@ﬁé@eﬁ @hﬁé?lecirflé‘ﬁigl/szgtgm 100

rough the tirst door 112 returns an oes not
willdigaar resplend ©ea disafral deeical packetwi 18| fromt thb irgedsamt device 150 by
Al terpativel the system 100 may be set to Arned Away

disayping ¢ "A?ngnhiq(?-vel y, the system 100 nay enter a Ti ned
Exit Mode for a predeterm ned anount of tine, such as

30 8@ NAFhilV e M ntdTs Q\/Ig&é,_tthé/tiﬂécesid?elﬁr Ria§ SRk théisarm
may 1 gnore the door control signal and/or disable the
devideot S b5t avdr tiiQ. Fof exampléaf freefist disainm delvieenbbhis deftected for a

i re. has el apsed,. t he stem 100 is rgeset tq. the me .
predgieiinggquho @t Hiengudh r§0: B iPor Bedlron st idevice 150 i
disquilifiddoRsa dishhBmB iR §ystenf 1600@ Jrévedt usiaRhtidded disirming. Any mode

subsequent|y opened ‘externally, an alarmis generated.

changedn ThensydteRx 1 @0, vbeleasadismingamhthen reaimeing.ema ee-gunlie all of the

. or facili i t hout . havi.n o interact.wth the tem,..
cisa e b1 Wk AL B R BRICE g0t Ko DG BiGUhlfied
but B¥Sh&tBebRQetebR WiBRA aSHBEEehink peérioHOSE 148, thE ei@Ndisdriedevice
di sarm devi ce 150-154 carried on the person from

150 quaso here-qualifieddi Thaerefiorey if hemegnst leavesabe hpuse withripe &irst disarm
devitcg ?56) \?vﬁlic'c(})l alg %gent (E]lgqufalli igcri, tﬁlé Igiras{ H}sgr%\ll Idgvelcel?ﬁ) i% r%e(:j-qualified and thus

may disarm the system 100 when the person returns.

[0050] 1t should be understood that partitions may be established, such as to
group one or more sensors into a partition. Therefore, the system control panel 102 may
send an Armed message to some perimeter devices (within a first partition) and not others
(within a second partition). This may be the case when a security system is shared
between more than one business, or if it is desirable to only monitor a portion of the entire

arca.
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sets the system 100 to Armed Away Mode or Arned Stay
Mode at the input device 190. The RF transceiver 170

WO Woghdes t he di sarm devi ce packet 178 and t heeCT/CA2007/001514
processor 175 identifies the System|D 186 and the
Device I D 163. The processor 175 inhibits the D sarm
Message from being sent to the systemcontrol pane
102. In other words, the first disarn1device 150 is

te r i di J r S g P
103@6&]1 ﬁe W%%éggg@eﬁgﬁ%ag qua %Hnw}ﬁ résﬁtsb i Sar SrReCIﬂC
embddimanes, thdde fskilled iprtkelattewibl neogrpm th@d thef inventibn canclhe peicticed
_two mnutes, three mnutes, or five mnutes, after
Wltmmp@gI]C@ti%thmg the SPirkANd 560RG 9f|theglaims- r espond to a
di sarm devi ce packet 178 fromthe first disarm device
150 by disarmng the system 100. [0049] Wile in Arned
Stay Mode, the processor 175 nmay track the disarm
devi ces 150-154 over tinme. For exanple, if the first
di sarm device 150 is detected for a predeterm ned
amount of tinme, such as two mnutes, the first disarm
device 150 is disqualified fromdisarm ng the system
100 to prevent unintentional disarm ng. Any node
change in the system 100, such as disarm ng and then
re-armng, may re-qualify all of the di sarm devices
150-154. Also, if the first disarmdevice 150 was
previously disqualified but has not been detected
within a predeterm ned period of tinme, the first
di sarm devi ce 150 may be re-qualified. Therefore, if
someone | eaves the house with the first disarm device
150 whi ch has been disqualified, the first disarm
device 150 is re-qualified and thus may di sarmthe
system 100 when the person returns. [0050] It should
be understood that partitions may be established, such
as to group one or nore sensors into a partition.
Therefore, the systemcontrol panel 102 may send an
Armed nessage to sone perineter devices (wthin a
first partition) and not others (within a second
partition). This may be the case when a security
systemis shared between nore than one business, or if
it is desirable to only nonitor a portion of the
entire area.[0051] While the invention has been
described in terns of various specific enbodi nents,
those skilled in the art wll recognize that the
i nvention can be practiced
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with nodification within the spirit and scope of the

clainms. WHAT IS CLAIMED | S: 1. A security system
wamopeiigding: a system control panel for arm ngPcanda2007/001514

disarm ng a security system a door sensing unit

conprising a first radio frequency (RF) transceiver

i nterconnected with the system control panel over a

network, the first RF transceiver being nounted
WHRFON FRA AP &: door that defines at |east a portion of

a perineter around an area to be nonitored by the

security system the first RF transceiver having an RF

detlech saunrify sk@nproxpriehg to t he door; and a disarm

devi ce conprising a second RF transceiver, the second

RF transcei ver automatically transmtting a disarm

e Fi¥ S EORER PAFIOF Praife g HRUBE P OSHTRLEBIP g { he

di sarm devi ce packet when the second RF transceiver is

Wi GhidBof N@ndthg d&die Cédritisidg®! £, fibh Gadib! $eqfncy (RF) transceiver

transcei ver sending a di sarm nessage to the gystem
intexsonnactad wignidke spstem coheolranelorvier & oetgiosiarthe firse REgoamsédiver being

syst em.based on at, | t the di sarm devi ce. packet. 2.
moupe SRR @ dhoh it Elinen ot et o TEHS g RPE g pdhin area to
be nisHiidEddSHy e dediity OY5tIRNAL Fird RN &l cAVEPHRB e RF 1dBR ction field

door for detecting notion proximate to the door wthin

proximategp e door;p@dnoni t or ed, the di sarm message bei ng
based on at |east the notion detected by the notion

sensQr,.. 3;:. The. s em of ¢l ai t he dogr sensj .
un?t£¥a§ﬂ er c%onl%‘?rﬁszrllgwg:Se%onﬁelrgri:ogtgﬁnfcﬁve&t %‘Fisﬁﬁonéi R?rt&nscewer
autoBEtANY irg8Rtiithizel dicdrd) dassophdeedndvfitdt RINGagReVer Fateiving the
. systemand at [east one Device identifier (1D) o
disagg devicapecketwhen the seeensh R frangpivenisewithin sha RF detecden field, the
. S . f0 ess| i.sarm deyi ce
R BREAREBRhOE PRCARLORE WO E\ SOPM S G e e

netvaek andisysthe sedubitypdidietn baed od aDeudteite dikirni deicgaokd.
Device I D being associated wwth the di sarmdevice, the

prqcessor conparing the first System|ID and the at
| edst! ﬁiést@e\%) ghpim % ths dogesenging yent Sydhcs pompriging apmpetion sensor

uRRAIGKiFRY B8hd Boor 165 BEELHnEGhYtiod ' ithj
me tr aﬂgcelﬁ%/ier sen ql)(ggfgt ﬁe &inéar ntlmn'elgkgégnyt%()eﬁgtdﬁgr \g;/tlg{netr}he area
to b¢ D®onitored, the disarm message being based on at least the motion detected by the

motion sensor.
3. The system of claim 1, the door sensing unit further comprising:

a memory for storing a first System identifier (ID) associated with the security
system and at least one Device identifier (ID) associated with at least one approved disarm

device; and

a processor for processing the disarm device packet, the disarm device packet
further comprising a second System ID and a second Device ID, the second Device ID
being associated with the disarm device, the processor comparing the first System ID and
the at least one Device ID to the second System ID and the second Device ID,
respectively, the first RF transceiver sending the disarm message when the System IDs

and the Device IDs are the same.
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and the Device IDs are the sane. 4. The system of claim
1, wherein the di sarm devi ce packet further conprises
wa00$/eéx341 one of a System I D and a Device | D, RAT®CA2007/001514
System I D being associated with a security systemthat
the di sarm device is approved to communi cate with and
the Device ID being associated with the di sarm devi ce.
5. The systemof claim1, the door sensing unit
furg f t I .
1ot TR, of LRl CaMBRRl e ot BAdEoPher R mprises a
leass yisd @fina SyseratD] amd st Devies HI;FIh@S?ﬂeIdILBafdﬂmgj&\sb@ﬁed arith @security
ocessor  for proceSS| ng the di sarm devi ce packet, the
SYStE‘ins‘B?trHS"%I dirpee 5%3&%8@99&?@%9 cew@rwlthtanﬂélxspe‘awe 15 being
ssor conparing the at |least a
assc??a?@i{\%ﬂb@re&%ﬁrg%?& east a second ID, the first RF
transcei ver prohibiting the di sarm nessage when the at
| edstThe sfystemtof lcRimrid thehiwoatensagamitdugkerandpribingr e
different. 6. The system of claiml, vvherei n the

second RF transceiver transmts a. Iur of th
G POyt SopaE b st BT I sodisbed kih &l Yoo pnidt the security

syst%%hﬂ’a@lea%ﬁé Shprotiedidimpddnderire furt her conpri sing
| east one button for manually generating a packet
to be sent to the first RF transceiver, the packet
r eqluBIS)tCti:Sﬁgr tmeprofessingutie d@&aamg@vtiw pavkets dhe rdiistayms@tszioenpacket

a statu the s r' stem 8. .The system
fard o P AL koot “SORT g oo U CRBIPEBATN & Fi 2 st D to
the ﬁqeist 6 QBEAHAIDTHETIRERP AN BN pkdhibififig 4ROisdrf] message when the

denti fyi ng open and cl osed p05|t|ons of the door; and

at leastmfurs guhibort leaviatseedndribaredifterens. t he door for

detecting notion prOX| mate to the door within the area

to r 1 rst Ftra |ver SN

i Sar T RSB G tbT B Wb s PR B P A A ruratiy
oft}wpﬁghrma&wtcb@ﬁcmwo\t&ﬁanﬁptl on sensor detects notion. 9.

A nethod for automatically disarmng a security

system conpr|3| ng: transmtt| ng an RF packet with a

di Jar Fiedwptese of £l Ar wheesie thec@isam devige Birther semprisiag at least
one %ﬁgﬁ igh ﬁ{an&ehg) %%&?ﬁga%} ggckyt qugtsenlltetgsttne His ﬁi: &'ZGSCCIVGI‘, the

I'sar m devi ce he®security

packet requesting one of a mode change in the security system and a status of the security

system.
8. The system of claim 1, the door sensing unit further comprising:

a door contact mounted proximate to the door for identifying open and closed

positions of the door; and

a motion sensor mounted proximate to the door for detecting motion proximate to
the door within the area to be monitored, the first RF transceiver sending the disarm
message when the door contact identifies the open position and the motion sensor detects

motion.

9. A method for automatically disarming a security system, comprising:
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system receiving the RF packet with an RF transceiver
i nterconnected with the security system conparing the
w(at00$/exsel one D to at | east one val ue associ CEIICAR0DTI001514
approved di sarm devi ces and the security systenm and
di sarm ng the security systemwhen the at |east one ID
is the sane as the at |east one value. 10. The nethod
of claim9, wherein the at |east one ID further
CORRhiMRSEnS4n k??%&ké?%thoe{ dRarty 86 AR R RE Skéi‘gs%p%lhg at least
t he securi tem and a device [D asso ate
one tifientidlies M ahswlated dith aThestrend of th:é dasiaanrﬂe@;cevmmr thiensecurity
t he security system conprises a perineter with at
SYS%¥ast one door, the perimeter having a nonitored area
there-within, the nmethod further conprising: sensing
MO RRiNg tHR NFtﬂﬁgkéifQﬁ'tH on ﬁfﬁl?s%el%loﬁité'f%rﬁleh@dtﬁﬁl fle security
| east one door; detecting that the at |east one door
syst¢mg; open; and preventlng an al arm from bei ng generated
based on at |east the nDtion 12. The method of claim

wherein,th m conpri ses. a .per.i
e NG A 57 GG Fdo 7Y BT Bhf PAIER 5Pl B Regved disarm
devib& 4@ thé sdcaAsisypRit had | y defined by a door having an
associ ated sensor, the nethod further conprising:

det ecti ng an open status_ of the door; and disarm ng

t hdisseringithe sepystyesyisigne when the atdemropadRds thessamecasi thedt least
one Xlu{:he associ ated sensor. 13. The nethod of claim9,

urther conprising nounting the RF transceiver

proxi mate to a door, the RF transceiver having an RF

detl6ctThendthed df ctlllnv\:bj whereimeth&fat IdaﬁtrtﬁtéGD/ﬁlhhHﬂNomprlses at least
eive the RF F acket. 14. The nethod of claim?9
one PE? pysism Ho apnoriatedgvith teseurity system apdie deyiger1d agsosiatadgith the

disafth @ 4ipe security system and

11. The method of claim 9, wherein the security system comprises a perimeter
with at least one door, the perimeter having a monitored area there-within, the method

further comprising:
sensing motion within the monitored area proximate to the at least one door;
detecting that the at least one door is open; and
preventing an alarm from being generated based on at least the motion.

12. The method of claim 9, wherein the security system comprises a perimeter
having a monitored area there-within, the perimeter being at least partially defined by a

door having an associated sensor, the method further comprising:
detecting an open status of the door; and

disarming the security system when a valid RF packet is received by the associated

S€nsor.
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di scardi ng the RF packet sent by the disarm device for

a predeterm ned period of tine. 15. The nethod of
w(cioa$/mi1991 wherein the security system conpri SECTACA2007/001514

perinmeter wwth at | east one door, the perineter having

a nonitored area there-within, the nmethod further

conprising: sensing notion within the nonitored area

proximate to the at | east one door; detecting an open

st 3§UST1’:}Q qn&h&i Qp &b 9t R c()ﬂﬁglrlai? | ﬁ@ﬁﬁti fhedRP' transceiver

re-armng the security syste t he open status

prommatéelbea:tieﬁk ftir RIFesanstdiaer leavinige de RFF deteatbnafigldrih valfich the RF

tipe. 16. A se stem conprising: a system
Uan%@HFFprﬁﬁﬁéﬁtg%k%é%ﬁ?%g and disarnming a security

system the security systembeing set to a security

SYSUETHERod GIR1AR i ter SYpAUEDAES comprising at

| east one Arnmed de and ar Mbde; neans for

detecting at | east one of notion and a di sarm devi ce

pacéwivipg axinpat Boma wedioormithebecaritydsybtgnt land securi ty

system and neans for setting the security systemto

t he. Di sar ned de.based, on at. | east .onge of t notipon .
ndCHEE BaAN Bpre bl Tsy5t Sayel Buch prede By Efpriod o
timef claim 16, further conprising a disarm device
conprising an RF transceiver for transmtting the
di sarm devi ce packet.18. The security systemof claim
16,15whEheemethodeof ilaiar fh wheietrethgReREItY COREM euBprites a perimeter

w1t}% % CRbst e (%o%? ntthI t e?lgne%gsn%% %t e%o Cﬁ)&dagrezl ﬁ'ﬁe% g?tﬂﬁl Ql’tle method

e Security sy Sth desarm
furtlite Co@@ritihgns tt| ng the disarm device packet. 19. The
security systemof claim 16, further conprising: neans
for storing a first Systemidentifier (I1D) associated
wi SARSiTEemeden Vithip B mﬁpr&ﬁ areg proxigateriahe e Ieaskong dqasy
(D) associated with at | east one approved di sarm

Sﬁ‘éﬂe Eﬁixgﬁﬁg&n s%tu&i%%&é%eﬁgt ordhS A1RsHEN &&rpﬁﬁk et,

I sarm devi ce urther conprising a second
System I D and a second Devi ce | D; and
re-arming the security system when the open status is detected for less than a

predetermined amount of time.

16. A security system, comprising:

a system control panel for arming and disarming a security system, the security
system being set to a security system mode, the security system modes comprising at least

one Armed Mode and a Disarmed Mode;

means for detecting at least one of motion and a disarm device packet proximate to

a door monitored by the security system; and

means for setting the security system to the Disarmed Mode based on at least one

of the motion and the disarm device packet.

17. The security system of claim 16, further comprising a disarm device

comprising an RF transceiver for transmitting the disarm device packet.
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nmeans for conparing the first and second System | Ds

and the first and second Device |IDs, the security
w0s3ss/eanidiei ng set to the Disarnmed Mode when t RCTICARD7/001514

and second SystemIDs are the sane and the first and

second Device IDs are the sane. 20. The security

systemof claim 16, further conprising: a disarm

devi ce conprising an RF transceiver, the RF

trapscei Lt ki the i ' -

358 SEGh SR 6 4 A SR SRS comprise

at ledevoreeidehtifidr dsbeciaredndthl ar leaa@tanet dfne tsbeurity sgstemdand & elisarm
packet has detected the di sarm device packets for a

devige, dhredisarm drviredransmitting thejdigarm device packet.

19. The security system of claim 16, further comprising:

means for storing a first System identifier (ID) associated with the security system

and a first Device identifier (ID) associated with at least one approved disarm device;

means for processing the disarm device packet, the disarm device packet further

comprising a second System ID and a second Device ID; and

means for comparing the first and second System IDs and the first and second
Device IDs, the security system being set to the Disarmed Mode when the first and second

System IDs are the same and the first and second Device IDs are the same.
20. The security system of claim 16, further comprising:

a disarm device comprising an RF transceiver, the RF transceiver transmitting the

disarm device packets over time; and

means for disqualifying the disarm device after the means for detecting the disarm

device packet has detected the disarm device packets for a predetermined amount of time.
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