1 1C CARD, MOBILE ELECTRONI C DEVI CE AND DATA PROCESSI NG METHOD I N | C CARD

FI'ELD Enbodi nents descri bed herein relate generally to 5an IC
card, a nobile electronic device and a data processing thod in the IC
card. BACKGROUND A contactless IC card (smart carg@ IMM&MFMMW
comuni cati on nodul e for maki ng conmuni cation with an 10 ce by

contactl ess communication, a nonvolatide Inerory in which datasecan be
wFitten or rewitten and a control elenent. The contactless IC card
perforns a process in response to a conmand given fromthe external device.
The process tat G@&RD,be1dEaper framMERONY ¢t MEVdamt aciDi @232l Groard sitsicdef i ned
by 1SO I EC14443, for exanple. In IS/ 1ECL4443, an initialization and
anti-col | i si oMEFIHSGeSIN GfC M&ng communi cation with one contactless |1 C card
selected froma plurality of contactless IC cards with which the 20external
devi ce can communi cate and a conmand prioddss by use of a block transfer
protocol (T = CL) . _ .
Embodiments described herein relate generally to
5 an IC card, a mobile electronic device and a data
processing method in the IC card.
BACKGROUND
A contactless IC card (smart card) includes a
communication module for making communication with an
10 external device by contactless communication, a
nonvolatile memory in which data can be written or
rewritten and a control element. The contactless IC
card performs a process 1in response to a command given
from the external device. The process that can be
15 pe erformed by the contactless IC card is defined by
ISO/IEC14443, for example. In ISO/IEC14443, an
iritialization and anti-ccllision process of making
communication with one contactless IC card selected
from a plurality of contactless IC cards with which the
20 external device can communicate and a command Process
by use of a block transfer protocol (T = CL)
successively performed after the above process are
defined.
BRIEF DESCRIPTION OF THE DRAWINGS

23 FIG. I is a block diagram schematically showing an

example of the configuration of an IC card (smart card)
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and IC card processing apparaius.



successively perforned after the above process are defined. BRI EF
DESCRI PTION OF THE DRAWNGS 23 FIG 1 is a block diagram schematically
showi ng an exanple of the configuration of an IC card (smart card) and IC

card processing appar at us. 2 FIG 2 is a block diagram
schematically showi ng an exanple of the hardware configuration of the IC
card. FIG 3 shows an exanple of the €onfiguration of an ATTRI B
cemand. 5FI G 4 shows an exanple of a command stored in a data portion of
t he conmand. FIG 5 shows an exanple of the configuration of a
response with respecict @ tiwe AR chmmih schematically shodddy #énis a
flowchart for illustrating an exanple 10of the process for the ATTRI B
comand. exdnB e X stiowsh anivexanpten fofgiHigghem ey etheResparesedi n t he
response for the ATTRI B command. FIG 7B shows an exanpl e of Hi gher

Layer Response in thEGresponses far &XﬁmHMGT@$3tﬁﬁnnnnf ABRIG oY®Ehows an

exanpl e of Higher Layer Res onse
ATTRIB comman

5 FIG. 4 shows an exampie of a command stored in a
data portion of the command.
FIG. 5 shows an example of the configuration of a
response with respect to the ATTRIB command.
FIG. 6 is a flowchart for illustrating an example
10 of the process for the ATTRIB command.
FIG. 7A shows an examole of Higher Layer Response
in the response for the ATTRIB command.
FIG. 7B shows an example of Higher Layer Resbonse
in the response fbr the ATTRIB command.
15 FIG. 7C shows an example of Eigher Layer Response
in the.response for the ATTRIB command.
FIG. 8 shows a state in which three applications
are stored in a data memory of the contactless IC card.
FIG. 9 shows an example of a SELECT command.
20 FIG. 10 shows the configuration of a response for
the SELECT command.
FIG. 11 is a flowchart for illustrating an example
of the process with respect to the SELECT command.
FIG. 12 shows ar exampie of a RATS command.
25 FIG. 13 shows the configuration of a response or
the RATS command.

FIG. 14 is a flowchart for illustrating an example



in the response for the ATTRIB command. FIG 8 shows a state in
whi ch t'three applications are stored in a data nenory of the contactless IC
card. FIG 9 shows an exanple of a SELECT command. 20FI G 10 shows the
configuration of a response for the SELECT command. FIG 11 is a
flowchart for illustrating an exanple of the process with respect to the
SELECT command. FIG 12 shows an exanpte ®f -a RATS command. 25FI G 13 shows
the configuration of a response for the RATS command. FIG 14 is a
flowchart for illustrating an exanple 3 of the process with respect to the
RATS conmmand. &ETAlId B JESCRIWVHOMespect Ito gererATS actoraidlg to one
enbodi nent, an I C card includes a communi cation nodule, a first commuand
5processi ng nodul e, a determn ni D§TAAdEIDe DE&CRECTAGNCcomMBand pr ocessi ng
nodul e, a response processing nodule. The first conmand processing nodul e
perforns a process btoryespondi mrior@alfg rist ommanddiacaivedf rid t he
external device. The determ ning nodul e determ nes
card includes a comnunication module, a first command
5 processing module, a determining module, a second
command processing module, a response processing
module. The first command processing module performs a
process corresponding to a first command received from
the external device. The determining module determines
10 whether a second command is contained in a data portion
of the first command. The second command processing
module performs a process corresponding to the second
command if the determining module determines that the
second command is contained in the data portion of the
15 first command. The response processing module sets a
processing result of the second command executed by the
second command processing module in the data portion of
the response indicating a processing result of the
first command executed by the first command processing
20 module and transmit the same to the external device.
There will now be described embodiments with
reference to the drawings.
FIG. 1 is a block diagram schematically showing an
example of the configuration of an IC card (mopile
25 electronic device, smart card) 2 according to the

present embodiment and an IC card processing apparatus

1 used as an external apparatus having a function of



10whet her a second command is contained in a data portion of the first
command. The second command processing nodul e performs a process
corresponding to the second command if the determ ning nodul e determ nes
that the second command is contained in the data portion of the 15first
command. The response processing nodul e sets a processing result of the
second command executed by the second €onfrand processing nodule in the data
pertion of the response indicating a processing result of the first comand
executed by the first command processing 20nodul e and transmt the sane to
the external desi@énication wihefecivd |1c newde2 descri bed enbodi ments with
reference to the draw ngs. FIG 1 is a block diagram schematically
showi ng an exanpl e Dirsthe cionfcguf afwon: 0én anf | theard ¢ambidmwe@5ediect roni c
device, smart card) 2 according to the present enbodi nent and an IC card
processi ng appaprdst Us useds asxale ex@a®r nal apparatus having a function of

4 communi cation with the 1C card 2. First, the configuration of the

| C card processing appareatusin FEGexpl afmedICAsSas@omre¢esHG 1, the IC
card processing 5apparatus. 1 includes a term nal device 11, card
reader/wtiter AR2i@&hoat AR UGS Ay AU NPk i AR eicast andfatte | ke.

reader/writer 12, keyboarc 13, display 14, printer 15
‘and the like.
The terminal device 11 controls the operation of

the whole portion of the IC card processing apparatus

10 1. The terminal device 11 includes a CPU, various
memories and various interfaces. For example, the
terminal device 11 is configured by a personal computer
(PC).

The terminal device il has a function of

15 transmitting a command to the IC card 2 via the card
reader/writer 12, a function of performing various
processes based on data received from the IC card 2 and
the like. For example, the terminal device 11 performs
a control operation to write data in a nonvolatile

20 memory in the IC card 2 by transmitting a data write
command to the IC card 2 via the card reader/writer 12.
Further, the terminal device 11 performs a control
operation to read data from the IC card 2 by
transmitting a data read command to the IC card 2.

25 The card reader/writer 12 1is an interface device
that communicates with the IC card 2. The card

reader/writer 12 1s configured by anr interface



The term nal device 11 controls the operation of the whole portion of the

| C card processing apparatus 101. The term nal device 11 includes a CPU,
various nenories and various interfaces. For exanple, the term nal device
11 is configured by a personal conputer (PC). The term nal device 11 has a
function of 15transmitting a command to the IC card 2 via the card
reader/witer 12, a function of perforaing various processes based on data .
received fromthe IC card 2 and the |like. For exanple, the term nal device
11 perforns a control operation to wite data in a nonvolatile 20nmenory in
the 1 C card 2 duyrdgsnaidind ng a Hkateomfind e-corermnd, dwent kg tGecard 2 via the
card reader/witer 12. Further, the term nal device 11 perforns a control
operation to read dat a Wreomttthe 1C cardl 2 1y 4 rensmdadtliays adataad,ead
command to the IC card 2. 25The card reader/witer 12 is an interface

devi ce that cormunmiaat essasiay vhiecd:C Tarth @ udkihe agarchtregaderanwri ter 12 is
configured by an interface 5 corresponding to the communication system of
the | C card 2.COMBH IR 1@ caant 0] snedebnterad dey InG rdard i nche agdid
reader/vvrlter 12 includes an antenna and comuni cati on control nodul e used

for perfor ni ngmr%rbl%acton@rﬁﬂwlcét i'gt Wit F3e 4-C dard® 9aFd he card
reader/witer suppl y of ectric po r supp. of a clock, reset
control and da?ea?dreerc/pé& éa(ns‘?ﬁ%%lr }e ‘e@ﬁ%cﬁow[ﬁ't ﬁé‘gpéycéPr*d 3 are
‘performed. Wt the abosv confl% atl$ the carq ader/writer. 12
10activates (starts) the 1C Tt AT S VA oUY ST e nfmisSion

with respect to the IC card 2 are performed. With the
above configuration, the card reader/writer 12
10 activates {(starts) the IC card 2, transmits various
commands and receives a response with respect to the
transmitted command under control of the terminal
device 11, for example.
The keyboard 13 functions as an operatidn module
15 operated by an operator of the IC card processing
apparatus 1 and various operation instructions and data
items are input thereto by the operator. The display
14 is a display device that displays various
information items under control of the terminal device
20 11. The printer 15 prints and outputs various data
items such as processing results.
Next, the hardware configuration of the IC card 2
is explainéd.
When receiving power or the like from a host
25 device such as the IC card processing apparatus 1, the
IC card 2 is activated (set in an operative state).

The IC card 2 is a contactless IC card that is



commands and receives a response with respect to the transmtted command
under control

of the term nal device 11, for exanple. The keyboard 13

functions as an operation nodul e 150perated by an operator of the IC card

processi ng apparatus 1 and various operation instructions and data itens
The display 14 is a display device that
di splays various information itens under @€¢ontrol of the term nal device

are input thereto by the operator.

2011. The printer 15 prints and outputs various data itens such as
processing results. - Next, ‘the hardware configuration of the IC card 2
i s explained. Mheredteseind ndhepaiercaard tdre deiske nigr appa raasts 2zdevi oe such as
the 1C card processing apparatus 1, the ICcard 2 is activated (set in an

operative stat®)e checadd icarsd @nimira-aeintcactsivessm.C Jarad tilmat the 1€

connected to the I C card processing apparatus based on the contactiess
communi cat i on &5t emusktatas $he wen@ a2 1s €d ras nave 0em actesss | C

card receives waves fromthe I C card processing apparatus 1 via an antenna
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communication interface, and generates an operation
clock and operation electric power by means of a power
source module (not shown) based on the waves.

FIG. 2 is a block diagram schematically showing an
example of the hardware configuration of the IC card 2
of this embodiment.

The IC card 2 contains module M in a casing that
configures main body B. Module M is integrally formed
with one or a plurality of IC chips C in a state in
which an external interface (communication interface)
for communication is connected thereto and embedded in
main body B of the IC card 2. Further, as shown in
FIG. 2, module M of the IC card 2 includes a control
element 21, data memory 22, working memory 23, programn
memory 24, communication module 25 and the like.

The control element 21 controls the whole portion
of the IC card 2. The control element 21 is operated
based on a control program and control data stored in
the program memory 24 or data memory 22 to realize
various functions. For example, the control element 21
executes a program of the operating system to perform

the basic operation control of the IC card 2. Ffurther,

nivéat i9n e Pace,
ation clock and operation electric pomer by means of a

and



FIG 2 is a block diagram schematically show ng an 10exanpl e of the

har dware configuration of the IC card 2 of this enbodinent. The 1 C
card 2 contains nodule Min a casing that configures nmain body B. Mddule M
is integrally formed with one or a plurality of 1Cchips Cin a state in
15whi ch an external interface (conmunication interface) for comrunication
is connected thereto and enbedded in main7body B of the IC card 2. Further,
as shown in FIG 2, nodule Mof the IC card 2 includes a control el enent
21, data nenory 22, working nmenory 23, program 20nenory 24, conmunication
modul e 23 and the ddkerol elemenfhe@ Icad@lt e enenipl Cafitdrols ddremwhol e
portion of the IC card 2. The control elenent 21 is operated based on a
control programamndswontimel tdatehestapped dat itdre qur-egran freriy VI 24 ad dat a
menory 22 to realize 25various functions. For exanple, the control el enent
21 executes a priogreaniofrit her operatdowy ayistre mard: el oran tdwe drakingg
operation control of the IC card 2. Further, the control elenent 21
executes an app?Pi €t i P proyriam coratespaidithg t16 tdrrdppl i cati on obj ect of
the IC card 2 to performvarious operation controls corresponding to the
appl i cat?on states Diet#Ed QXY 22 5The UHt e Wetforyy 22 4a-xonfigured by a
data progranmabl e or r ogr ammabl e nonvol atil e nory. such as an EEPROM

(Electrically ﬁ%%%%ﬁmréa Dot amtabl ¥ REEFEON VWA o FHEH RO f or

exanple. In the_dat y,-22, various data itenms and control prograns
-10( appl i cati ona%r%rbraEarrs E:o?%leés”ptornldiag[éyt gﬁtahseaoolpeg%aﬁ%ﬁ?ngp@pq]ivcati ons of the

|G Sore? e MLy R P2 TR KRR, AT iy e herggzpond o
witten in thegfid efemnory 22, various data items and control programs
iO (application programs) corresponding to the operation
applications of the IC card 2 are written. 1In the data
memory 22, various files corresponding to the standard
of the IC card 2 are defined and various data items are
written in the files.
15 The working memory 23 is a volatile memory such as
a RAM. Further, the working memory 23 has a function
of a buffer that temporarily stores data now being
processed by the control element 21. |
The program memory 24 previously storeshcontrol
20 programs and control data. The program memory 24 is a
nonvolatile memory such as a mask ROM, for example.
The program memory 24 in which control programs or
control data items are stored in the IC card
manufacturing stage is inccrporated in the IC card 2.
25 That is, the control programs or control data items
stored in the program memory 24 are used to control the

basic operation of the IC card and are previousiy



15The working nenory 23 is a volatile menory such as a RAM Further, the
wor ki ng menmory 23 has a function of a buffer that tenporarily stores data
now bei ng processed by the control elenent 21. The program nenory 24

previ ously stores control 20prograns and control data. The program nenory
24 is a nonvolatile nmenory such as a mask ROM for exanple. The program
menory 24 in which control prograns or-caontrol data itens are stored in the
| € card manufacturing stage is incorporated in the IC card 2. 25That is,
the control prograns or control data itens stored in the program nenory 24

are used to comMddlpdhe LasicOREMY it WOfe thedi€icard and rare previ ousl y
i ncor porated according to the specification of the IC card. The

communi cationdmdill e 25 is an interface used for communication with the
card reader/witer 12 of the 51 C card processing apparatus 1. The

comruni cati on nmodul 25 amel rudest iaorc ominiec ai airs continclefodid erssuth as a
nodul ati on/ denodul ation circuit that makes radi o communi cation with the
card reader/ wiarrcomugfiaate drC widrd Yhreocessl my aappaivatidsrl 1@nd farthent enna
for 10receiving and transmtting waves. Next, the conmmunication process
bet ween X he | Gl drdd hrocessiHig appameataissl land Hive qo@medrigaZ 1o expl ai ned.

module 25 includes a communication control module such
as a modulation/cemoduiation circuit that makes radio
communication with the card reader/writer 12 of the IC
card processing apparatus 1 and an antenna for

10 recelving and transmitting waves.

Next, the communication process between the IC
card proéessing apparatus 1 and the IC card 2 is
explained.

The IC card processing apparatus 1 and IC card 2

15 make communications based on contactless communication.
The IC card processing apparatus 1 can be set in a
state in which contactless cbmmunication can pe made
with a plurality of IC cards 2. In order to make
communication between the IC card processing apparatus

20 and a specified contactless IC card without fail, an
initialization and anti-collision process becomes
necessary. For example, in IS014443 Type B, an ATTRIB
command is defined as a command used in the
initialization and anti-collision process to set up

25 communication between the IC card processing apparatus
1 anc one contactless IC card 2.

FIG. 3 shows an example of the configuration of an



The I C card processing apparatus 1 and IC card 2 15make communi cati ons
based dn contactless conmuni cation. The I C card processing apparatus 1 can
be set in a state in which contactless conmmuni cation can be nade with a
plurality of I1C cards 2. In order to nake conmuni cati on between the I C card
processi ng apparatus -20and a specified contactless IC card without fail,
an initialization and anti-collision procegss-becones necessary. For

exanple, in 1S014443 Type B, an ATTRIB command is defined as a comrand used
inthe initialization and anti-collision process to set up 25comuni cati on
between the | QTERIB pf@eessd N BRPAELRIEE 1otk onel daHad:tegs d Gcard 2.
FIG 3 shows an exanple of the configuration of an 9 ATTRI B conmand. The
ATTRI B comandcommans exadrpl e dfe al reionisndz aksiesh iand henti inddd al i iadri on and
anti-collision process. In the exanple showmn in FIG 3, the ATTRI B conmand
i ncludes a conmemckesslentid i dat iommpore | gmoBOLin SeEE d 3 derts fATERIBDN portion
302, paraneter portion 303, data-portion 304 and check code portion 305.

In the commande®memtd fieatwdss poradromm 3D 11derfeit i ¢4 ttlaan are i rfor ndtdon
indicating that the command is an ATTRIB command is stored. In FIG_3, in
the 10cotmand FHenht1F5eat T oIt Pt ik BoAn P commmreter portion 303,

data portion 304 and check code portion 305.

In the command identification portion 301,
identification information indicating that the command
is an ATTRIB command is stored. 1In FIG. 3, in the

10 command identification portion 301, a command
identifier (ID) indicating that the command is an
ATTRIB command is stored. As shown in FIG. 3, a
command identifier of the ATTRIB command is defined as
“ID” in 15014443 Type B. In the card identification

15 portion 302, identification information used for
specifying a transmission destination of the command is
stored. In the example shown in FIG. 3, identification
informaticn (identifier) of the contactless IC card 2
used for specifying one of the contactless IC cards 2

20 as a communication partner of contactless communication
is stored in the card identification portion 302. The

parameter portion 303 1is an area in which parameters in

contactless communication are stored. In the example
shown in FIG. 3, four parameters can pbe stored in the
25 parameter portion 303.

The data portion 304 is an area that can store

data. The data portiorn 304 of the ATTRIB command 1s



identifier (1D indicating that the command is an ATTRIB command is stored.
As' shown in FIG 3, a conmmand identifier of the ATTRIB command is defined
as "ID'" in 1S014443 Type B. In the card identification 15portion 302,
identification information used for specifying a transm ssion destination
of the command is stored. In the exanple shown in FIG 3, identification
information (identifier) of the con-tactllédss-IC card 2 used for specifying
one of the contactless IC cards 2 20as a contmuni cati on partner of

contactl ess comunication is stored in the card identification portion 302.
The paraneter OrtddmMidfl:d S.arear|\eE | (TN e piasranet e¥end 1 idont dct less
communi cation are stored. In the exanple shown in FIG 3, four paraneters
can be stored proddes 2oparameteropor tian S03X ing up coimurdata jpor ti on 304
is an area that can store data. The data portion 304 of the ATTRI B comrmand
is - 10 - caldsdiedirghere Ldy era NP (dNFos et iappardGarrerialdnd tine a process
performed only for setting up communi cati on between the | C card processing
apparatus 1 arfPtactcloiiact® essrd @ cdiPEr gt DHy &S INP 88 %%he dat a
5portion 304 is set ‘in an unused state (vacant stat e) in many cases. In
this enbodi meOT cfimatits thatecar R exXEtIRE P H{F 1 he’ ¥ottlactidesd I'E card 2
are stored in the data portion 304. |n Cihe drataﬁg%riti n %04 one or a
plurality of JGHRAAUE Tan be stior e EaEH T oman Et‘ﬁcf rBf i Fthddat a
portion 304 is, Cé)c(r:gh*rtge(r:lchskﬁtl,:’%eg]é a(?(?rlxégf%leosns p1|r§)té)a(izrocll dat t(JSAql t) .dBFiLH ther, code

information tha entite data of the corman command) is

stored in the data {190 304, Dataof & L esete {98 M, cany b stored in
the data 15porc'?&|§bf)n F%50¥4 That i's, in the dat ae%ortli on 304, one or

plurality of commands can be stored. Each command
10 stored in the data portion 304 is command APDU
(application protocol data unit). Further, code
information that checks the entire data of “he command
(ATTRIB command) is stored in the data portion 304.
Data of a preset format can be stored in the data
15 portion 304. That is, 1in the data portion 304, one or
a plurality of commands of a preset format can be
stored. For example, in the data portion 304, the
respective commands are stored as data with a TLV
structure (that is hereinafter also referred to as TLV
20 data). The data with the TLV structure is a data
string having Tag data, Length data and Value data
sequentially arranged. Tag indicates identificaticn
informatiorn of the data string. Length indicates the
length of Value data following immediately after the
25 above data. Value data 1s an actual data value.
FIG. 4 shows an example of a command stored as

data in the data portion of the command.



a plurality of conmands of a preset format can be stored. For exanple, in
the data portion 304, the respective commands are stored as data with a TLV
structure (that is hereinafter also referred to as TLV 20data). The data
w-th the TLV structure is a data string having Tag data, Length data and
Val ue data sequentially arranged. Tag indicates identification information
of the data string. Length indicates thelliength of Val ue data foll ow ng

i medi ately after the 25above data. Value data is an actual data val ue.

FIG 4 shows an exanple of a command stored as data in the data portion of
t he command. AAssishonnin NEF G4 4, eeachcgommandiARDU § stsireiedd n the
data portion 304 as Value in TIN data. Wien a plurality of commands (second
comands) are sltoreédta nodihe datF pard iven 04 rofTIitvhel acammamch e(f iar st

command), a 5plurality of TLV data itens each using conmand APDU as Val ue
are stored in suecebsivnf cante it al sporanidorr @andRur teher stdyedTliVE dat a
using command APDU as Value is set to a value (information) indicating that
the val ue of TA®idake derfiaie! IOAY SHAwn doEingd £ i redelvaadrmamanid APDU

i ncludes a CLA Porti on 401, INS portion 402, P1 portion 403, P2 portion
404, Lc Eborti ot A% L BAt AL port | GH U 06 ST Q2 perHineh AFanth AtPFPé]p@LSA
portion 401 a iNS goa(ti,_onmfl 2, infornation i n%ié_lca%jr r]clgaot he cont% t4 of the
command 15is stored.“in 11 Bl PortHOr Ao and' P29t 404 ,°"a “paranet er

of the coMmand._is_stored. In the Lc portion 405, i mat i.on indicating the
length of data F5"5or e%?e Eﬁ%% ‘ﬁastead o' % PrEEass AL@HfDq“[ e c6mind S s stored
in the Data poggion, 406, 20F G éér n-ergg e )if i gyration of
a response w t% res%ect ?opét:h‘e N %V%)orﬁmln ’SEEJOt\?\lanj: nttr%“eccq%. R In the

configuration gxanpte; show i G 5 a response to the ATTRI B conmand
i ncl udes an

10 As shown in FIG. 4, each command APDU includes a
CLA portion 401, INS portion 402, Pl portion 403, P2
portion 404, Lc portion 405, Data portion 406 and Le
portion 407. 1In the CLA portion 401 and INS portion
402, information indicating the content of the command

15 1s stored. In the Pl portion 403 and P2 portion 404, a
parameter of the command is stored. 1In the Lc portion
405, information indicating the length of data is
stored. Data used for a process of the command is
stored in the Data portion 406.

20 FIG. 5 shows an example of the configuration of a
response with respect to the ATTRIB command shown in
FIG. 3.

In the configuration example shown in FIG. 5, a
response to the ATTRIB command includes an

25 identification portion 501, data portion 502 ana check
code portion 503. 1In the identification portion 501,

identification information of the response such as M3LZI



25identification portion 501, data portion 502 and check code portion 503.
In the'identification portion 501, identification information of the
response such as MBLI - 12 - and CIDis stored. The data portion 502 is an
area in which data can be stored. The data portion 502 of a response to the
ATTRI B command is called H gher Layer Response. 5In the present enbodi nent,
response data indicating the processing rnesult with respect to each conmand
that is stored in the data portion 304 of the ATTRIB command is stored in
the data portion 502. Response data with respect to each command is stored
in 10a preset gadacforiats{dord examy elatane®rt @omplaralid yarofardaV in
structures) in the data portion 502. In the check code portion 503, code

i nformati on fovhtheckdng dat ofsttdeedvhol Bha esponseitsiat FeEed.of a

Next, a process for the ATTRIB conmand in the 15contactless IC card is
expl ai ned. respFl g ® ittha ATOWrharamrfaord ild ustriatd iy greexXayd e of the
process for the ATTRIB conmand in the contactless |IC card. Wen entering a
range of comuR$ERETHN- with the I C 20 card processing apparatus 1, the
contactless IC card_2 receives waves fromthe I C card processi ng apparat us
1 by neans of the ahtehf® RFCTHRE CHMMRMITRA T ot HORRNE 2R YStep S601). The

contactless IC card 2. is activated by electricvpowgr of the power source
gener at ed from¥ bgatlng the processing result with respect to each

command that is stored in the data portion 304 of the
ATTRIB command is stored in the data portion 502.
Response data with respect to each command is stored in

10 a preset data format (for example, one or a plurality
of TLV structures) in the data portion 502. 1In the
check code portion 503, code information for checking
data of the whole response is stored.

Next, a process for the ATTRIB command in the

15 contactless IC card is explained.

FIG. 6 is a flowchart for illustrating an example
of the process for the ATTRIB command in the
contactless IC card.

When entering a range of communication with the IC

20 card processing apparatus 1, the contactless IC card 2
receives waves from the IC card processing apparatus 1
by means of the antenna of the communication module 25
(step S601). The contactless IC card 2 is activated by

electric power of the power source generated from the

N
W

received waves (step S602). The control element 2> of
the contactless IC card 2 supplied with electric power

of the power source transmits card identification



25 recel ved waves (step S602). The control elenent 21 of the contactless IC
card 2'supplied with electric power of the Dower source transmits card
identification - 13 - information used for identifying (specifying) the
contactiess ICcard 2 to the I1C card processing apparatus 1 (step S603).
The card identification information may be a fixed val ue previously stored
in 5the data nenory 22 or program nenetry 1234 or a value dynamcally (or
random y) generated. After transmitting the card identification
information, the contactless ICcard 2 is set into a waiting state to wait
for a conmand fmborrhdel b€ ward dpriatessi g rappedaddist vinghheeHeC card
processi ng apparatus 1 determ nes one of the contactless IC cards as a
comuni cat i on cdesticateon Based Ot tthe cont Bttdass dOcard r(aconmuni cabl e
contactless IC card) fromwhich the card identification information is
acquired. The AT zhre pr oeessi TP HpparBraiscar & piets it igsi adricn
identification information of the contactless IC card set as a

communi cat i on HeSeTTrtion T3V the Tommal. value prEielque leard Prastessi ng
apparatus 1 transmts an ATTRIB conmand that has specified card

i denti fitation20i 1t of MATTON ot tHe RGH BT IBTLIC P G T

communi cation destinatjon to perf niniti ation and anti-collision
process. The I%y%%IPth?)Jrg% é%‘? n@aré‘%ﬂﬁ u%“rie]é%% Oi‘t ore one or a plurality of
command APDU in the gata p?grtl on (Hl(ggher Lager INF%~Pfléahtelon
information, the contactless IC card 2 1s set into a
waiting state to wait for a command from the IC card
10 processing apparatus 1. The IC card processing
apparatus 1 determines one of the contactless IC cards
as a communication destination based on the contactless
IC card {(communicable contactless IC card) from which
the card identification information is acquired. The
15 IC card processing apparatus 1 specifies card
identificatior information of the contactless IC card
set as a communication destination in the command.
The IC card processing apparatus 1 transmits an
ATTRIB command that has specified card identification
20 information of the contactless IC card of the
communication destination to perform an initialization
and anti-collision process. The IC card processing
apparatus 1 can store one or a plurality of command
APDU in the data portion (Higher Layer INF) of the
25 ATTRIB command. r[or example, the IC card processing
apparatus 1 stores a command that becomes necessary

following after the ATTRIB command in Higher Layer INF.



25ATTRI B conmand. For exanple, the IC card processing apparatus 1 stores a
command t hat becones necessary following after the ATTRIB conmand in Hi gher
Layer INF. As the command that beconmes necessary follow ng after the

ATTRI B command, for exanple, a command that requests outputting of an
application |ist that supports contactiess conmunication nmay be provi ded.
S5After transmtting card identification ildforH-mation, the contactless IC
card 2 that nakes communication with the IC card processing apparatus 1
receives an ATTRIB command fromthe | C card processing apparatus 1 (step
S604). When regei vhagehimea AT TRIEB: Iocommendeddesaontfal 1 @ enerd 24 of t he
contactless IC card 2 determ nes whether or not identification information
stored in the tasdATUe? i dorcaindn por téomB02 of ddrenaATd RIB: Tonmand
coincides with the card identification information of the contactless IC
card 2 15(steprSBOSIts|Fuipufisinietelr mhePrhatatden chiret identification
information itenms do not coincide (NOin step S605), the control elenment 21
is set into a $tEPRrtD TRIE2ForeTecePT YN Gt R dMae B¥0T71d8%: det er ni ned
that the_ card identification 20information itens coincide (YES in step
S605), the control @FERENtT 215t bt Y N2 detFer L bt CHbt°®he val ue of a

paraneter stored.in the paraneter portjon of received ATTRI B
comand i s adeﬁﬂg?:ém 5 Oerg’ S%?)%)C.o‘rq‘oathieissS gfe)ee(?an% ngf(; Ebh%ti ITtﬁ(:kees\/al ue of the

paraeter of ZSARPEEL el AT comumin s ful adeial s DD BLP,
val ue of the parapeles is AT E Otommand from the IC card processing
apparatus 1 (step S$604). When receiving the ATTRIB
10 comnmand, the control element 21 of the contactless IC

card 2 determines whether or not identification
information stored in the card identification portion
302 of the ATTRIB command coincides with the card
identification information of the contactless IC card 2

15 (step S605). If it is determined that the card
identification information items do not coincide (NO in
step S605), the control eiement 21 is set into a state
To wait for reception of a commana.

if it is determined that the card identification

20 information items coincide (YES in step $S605), the
control element 21 determines whether or not the value
of a parameter stored in the parameter portion 303 of
the received ATTRIB command is adedguate (step S606).
If it is determined that the value of the parameter of

25 the receivea ATTRIB command is not adequate (NO in step
S606), the control element 21 transmits a response to

the effect that the value of the parameter is an error’



- 15 - (step S607) and is set into a state to wait for command reception.
Further, if it is determi ned that the value of the paraneter of the
recei ved ATTRIB command is adequate 5 (YES in step S606), the control
element 21 determ nes whether or not data is present in the data portion
303 of the received ATTRIB command (step S609). If it is determ ned that
data (H gher Layer INF) is not present iASthe received ATTRI B command (NO
in step S609), the 10control elenment 21 transmts a response to the effect
that the process is correctly term nated as the processing result of the
ATTRI B command(diert 86 07C cardd ipr eeessimg apparataus ol wWesitteg o6 t9)umamnd! i s set
in a state to wait for conmand reception. 15If it is determ ned that data
i s present in tdmeepdatcen.portion 304 of the received ATTRIB command (YES in
step S609), the control elenent 21 sequenti al IC%/ acquires (extracts) data
items (for exanpl e Fudtheeitens ©f thedefe@znisngd rigrani theni ¥l uche TR e
structure) present 20in the data portion 304 of the received ATTRI B command
(step S610). WA Aihd therafatia;ed Hel 'Gorlt ramsshelit 2PEWYetér ni nes
whet her 5the data is a commn6d second command) .or not Czﬁsg%pto%ll). For
exanpl e,” t he com3 di” & €em® % det'dr MHES Shet et Ea £5¢GMt ai ned in
the data portign 304 is a conmand or not_ based identification
i nformation of "tHe Hatd 13- dit% storddiH t he' %arl}ea Q[e;agcr ipéjnratsl(ﬁ7 i3503TLV
dat a, of the received ATTRIB command (step S5609). Tf it is
determined that data (Higher Layér INF) is not present
in the received ATTRIB command (NO in step S609), the
10 control element 21 transmits a response to the effect
that the process is correctly terminated as the
processing result of the ATTRIB command to the IC card
processing apparatus 1 (step S615) and is set in a
state to wait for command reception.
15 If it is determined that data is present in the
data portion 304 of the received ATTRIB command (YES in
step S608), the control element 21 sequentially
acquires (extracts) data items (for example, data items
of the data string unit with the TLV structure) present
20 in the data portion 304 of the received ATTRIB command
(step S610). When acquiring one data, the control
element 21 determines whether the data is a command
(second comrand} or not (step S611). For example, the
control element 21 determines whether each data
25 contained in tThe data portion 304 is a command or not

based on identification information of the data. If

data stored in the data portion 304 is TLV date,



- 16 - whether each TLV data is a command or not nay be determ ned by Tag
of each TLV data. In this case, the control elenment 21 can determ ne

whet her each data is a command or not based on the value of Tag of each
data. 5if it is determ ned that data extracted fromthe data portion 304 of
the ATTRIB command is not a conmand (NO in step S611), the control el enent
21 determ nes whether next data is present inr the data portion 304 or not
(step S613). If next data is present in the data 10 portion 304 (YES in
step S613), the control elenment 21 returns the process to step S610 and
perfornms a proceshedf S@PITISOH 20 iS6E3 dodimarfte orexbtdakg preesent in the
data portion 304. If it is determ ned that data extracted fromthe 15data
portion 304 ofdetteermATERI By damnd iesichh dirvheded . YESn nhstsepaSell)xhet he
control elenment 21 perforns a conmand process corresponding to the conmand
(second commard (=tler 1SEE2)E. Forcaex aredleemig e omedmnd 1t kachr dgiier és a
outputting of an application |ist supported by 20the contactiess IC card
can be stored G dat 2 Pordsed 304.Ehghérr lsirc e fa Teaemedngaics &ettached to
the data portion 304, the control elenent 21 perforns an aprI ication |ist

sel ect process together® vi He Process 02t R WIS A mtand O 25 t her |

the contactless 1 C card 2 tputs the r t of the command process

cor r espondi ng qsa(;"apcooﬁﬁfa% Lbéecoo‘i(fthc%rﬁ%B CSHFETed Si AhE GEIENSY tion

- 17 - 304 as esponse the ATTRI B co nd to the.l G card.processing
&@d 611 qﬁq%ﬁo %l

apparatus 1. For’ thi s put pose. 't Ké'%c§ el ement’ 21 ‘st6res ihfor mati on

i ndi cating the,fesult of,t he commnd racess, agrd espanding it the second

conmmand
not (step S613). If next data 1is present in the data

10 portion 304 (YES in step $S613), the control element 21
returns the process to step S610 and performs a process
0of steps S€1C to S613 for the next data present in the
data portion 304.

If it is determined that data extracted from the

15 data portion 304 of the ATTRIB command 1s a command
(YES in step So0ll), the control element 21 performs a
command process corresponding to the command (second
command) (step S612). For example, a command that
requires outputting of an application list supported by

20 the contactliess IC card can be stored in the data
portion 304. Wnhen such a command is attached to the
data portion 304, the control element 21 performs an
application list select process together with a process
of the ATTRIB command.

25 Further, the contactless IC card 2 outputs the
result of the command process corresponding to a

command {second command) contained in the data portion



5in a nmenory such as the working nmenory 23. When there is no nore
next data in the data portion 304, that is, when the process of steps S610
to S612 is perforned for all of the data itenms in the data portion 304 (NO
in step S613), the control elenent 21 10sets the result of a process
perfornmed in response to a second conmand in the data portion 502 in a
response (ATTRIB response) with respect tid the ATTRIB command (step S614).
It is supposed that the processing result with respect to the second
command is data (for 15exanple, data with the TLV structure) to which
identification30afas matierp@ete taf adreg eSPIRIB tcwreachl secant: danandd!
attached to the ATTRIB command is attached. If an ATTRI B response having

t he processi ngoresestiwigdnrreespect. t &dhesiec gnd posarandissetoritrdlhe dat a
portion is forned, the control elenment 21 transmts the thus forned ATTRI B
response to thele@rardl priovessiing apparausi dicttdm oSets) repwltthert, i f no
command is present in the data portion 304 of the ATTRI B conmand 25(NO in
step S609), theh@ofRoN@IRIARGRS 2 AT EHEATE h AT TRISB SEESPeh < 0khi ch
the data portion 502 is omtted to the I C card processing apparatus 1 (step
- 18 - Sb15). N 2@ MY SHCh AP A MOShAW SEAIIYes of data (Hi gher Layer
Response) output as,ihe data portion. 502 (& ¢ N, esponse Wik, respect to

portionrr 304, that is, when the process of steps S610 to
S612 is performed for all of the data items in the data
portion 304 (NO in step S613}, the control element 21

10 sets the fesult of a process performed in response to a
second command in the data portion 502 in a response
(ATTRIB response) with respect to the ATTRIB command
(step S614). It is supposed that the processing result
with respect to the second command is data (for

15 example, data with the TLV structure) to which

\ identification information set to correspond to each
second command attached to the ATTRIB command is
attached.

IZ an ATTRIB response having the processing result

20 with respect fto the second command set in the data
portion is formed, the control element 21 transmits the
thus formed ATTRIB response to the IC card prodessing
apparatus 1 (step S615}. Further, if no command is

present in the data portion 304 of the ATTRIB command

N
(@3]

(NO in step S609), the control element 21 transmits an
ATTRIB response in which the data portion 502 1is

omitted to the IC card processing apparatus 1 (step



57B and 7C show exanples in each of which PPSE (Proximty Paynent System
Envi rofiment) that is a SELECT command as command APDU stored in the data
portion 304 of the ATTRIB command and out puts an application |ist supported
by the contactless IC card is selected. 10FIG 8 shows a state in which
three applications 1, 2, 3 are stored in the data nenory 22 of the
contactless I1C card 2. The three appl icattBons 1, 2, 3 are applications
supported by the contactiess IC card. FIGS. 7A, 7B and 7C show exanpl es of
H gher Layer 15Response with respect to the ATTRI B command contai ning a
command that re&guests an application list to the contactless IC card 2
havi ng the data nenory 22 as showmn in FIG 8. FIG 7A schematically shows
the configuration of12DH Hher’/bayer Responsezxdmplide examgle Shiomed n FI G
7A, Hi gher Layer Response is a data string of the TLV structure (that is
al so referred tavas FRAPpQH) .oFrtthers tihe tded sexnpl iorsHddh im tRIeG. 7A,
TLV data has the nesting structure to output a plurality of 25application
|ists. Each TLAEIRARSS rth Cate@SRIE reardiify 26t NVa wemaedst-di figd @ tHe val ue

of Tag. fl G 7P IS i agram showi ng a concrete exanple of - 19 -
B an C show examples in each of which PPSE

(Proximity Payment System Environment) that is a SELECT
command as command APDU stored in the data portion 304
of the ATTRIB command and outputs an application list
supported by the contactless IC card is selected.

10 FIG. 8 shows a state in which three applications
1, 2, 3 are stored in the data memory 22 oI the_
contactless IC card 2. The three applications 1, 2, 3
are applications supported by the contactless IC card.
FIGS. 7A, 7B and 7C show examples of Higher Layer

15 Response with respect to the ATTRIB command containing
a command that requests an application list to the
contactless IC card 2 having the data memory 22 as
shown in FIG. 8.

FIG. 7A scnhematically shows the configuration of

20 Higher Layer Response. In the example shown in
FIG. 7A, Higher Layer Response is a data string of the
TLV structure (that is also referred to as TLV data).
Further, in the example shown in FIG. 7A, TLV data has
the nesting structure to output a plurality of

25 application lists. Each TLV data indicates the meaning
of Value according to the value of Tag.

FIG. 7B is a diagram showing a concrete example of



Hi gher Layer Response. |In the exanple shown in FIG 7B, the entire portion
of Hi gher Layer Response is defined as a data string of Tag "6F". Hi gher
Layer Response in which Tag shown in FIG 7B is "6F" is data 5of FCl (File
Control information) Tenplate. FCI Tenplate includes a data string with Tag
of "84" and a data string with Tag of "A5". Further, the data string with
Tag of "A5" includes data with Tag of -"BEGC' - In the exanple shown in FIG
7B, data with Tag of "BFOC' 10is FCl Issuer Discretionary Data. FCl |ssuer
.Discretionary Data is data shown in FIG 7C In FIG 7C, two applications
are indi cat ed hiygh1V dater dedfFCndessudm Dirscrestdrgniar ysatra iwi t h Tag of
"BFOC'-. If a command that requests an application list is 15attached to
(or contained FHj: tHe, data gorticomqhigherol dideyhd NA)aofr tRespATER B S
command, an application list that is provided in the contactless IC card
can be provi dete byne4 ghera |Bfter ResipehseE d8Shown i n HHIGe7 Laysthe response
of the ATTRI B command. 20Next, another exanple of a command that is used in
the initializat3OPHHI HhtTRED! 1739 R Proces S Had 1B Whi & ore o @

plurality of commands can be attached is expl ai ned. FIG 9
shows ar exanp?e of! a' %%L%(ﬁo’btoﬁfﬁanld‘ﬁﬁsréﬁ‘t?ﬁrh | SRS Ty pé ‘A, A

SELECT commanc, Slend £l gy Lo 8% a2 51.R £IBAG asedig e
| data string with Tag of “A5”. Further, the data string
with Tag of “A5” includes data with Tag of “BFOC”. In
the example shown in FIG. 7B, data with Tag of "“BFOC”

10 is FCI Issuer Discretionary Data. FCI Issuer
Discretionary Data is data shown in FIG. 7C. In
FIG. 7C, two applications are indicated by TLV data as
FCI Issuer Discretionary Data with Tag of “BFOC”.

If a command that requests an application list is

15 attached to (or contained in) the data portion (Higher
Layer INF) of the ATTRIB command, an application list
that is provided in the contactless IC card can be
provided by Higher Layer Response as shown in FIG. 7 in
the response of the ATTRIB command.

20 Next, another example of a command that is used in
the initialization and anti-collision process and to
which one or a plurality of commands can be attached 1is
explained.

FIG. 9 shows an example of a SELECT command used

25 in IS014443 Type A.

A SELECT command shown in FIG. 9 is one example of

a command used in the 1nitialization and anti-collision



- 20 - process. In the exanple shown in FIG 9, the SELECT command i ncl udes

a definition portion 901, paraneter portion 902, identification portion

903, data portion 904 and check code portion 905. However, in the 5present

15014443 Type A, the data portion of the SELECT command is not defined.

That is, the SELECT command of FIG 9 has the structure having a data

portion attached to the SELECT command defG ned in the present |S014443 Type

A: 10The definition portion 901 indicates Cascade Level (CL). In the

exanpl e shown in FIG 9, Cascade Level is "SEL" and indicates that the

command i s a SEH&EEscomBndhd redaalldddSndwpei, Fid. 1%, defd et rdTat " SEL"

i ndi cates a SELECT command. The paraneter portion 902 15i ndi cates Nunber of

Valid Bit (NVByomidred par@ineter gpatdfiioni O3 i ;i TatresdWUni queerdrderstn fi cati on

(U D) of Cascade Level n (CLn). That is, the identification portion 903

i ndi cat es uni geert dent 943 catdeon i hiforthaeh opo X Ul @) . 9 QD THE: datep Porarn on 904

is an area in which data can be stored. In the exanple shown in FIG 9, the

data portion 99%4idnd HehSEL ECE dfiventl? s°¢al | diPvs iter 1ayere | NF

(I NFormai on). Flarther, the check code gorti on 905 stores_caode inforpmation
e

(CRC A) used fROreoBehelck it tat @Rt 4he- st 46 gttt o dtf tHE cHriirtd

(SELECT comand). [0y the presgnt. enbodipent ., datg, of 2 presel, [l
FIG. 9 has the structure having a data portion attached
to the SELECT command defined in the present IS5014443
Type A.

10 The definition portion 901 indicates Cascade Level
(CL) . In the example shown in FIG. 9, Cascade Level 1is
“SEL” and indicates that the command is a SELECT
command. In IS014443 Type A, 1t is defined that “StEL”
indicates a SELECT command. The parameter portion 902

15 indicates Number of Valid Bit (NVB). The parameter
portion 903 indicates Unique Identification (UID) of
Cascade Level n (CLn). That is, the identification
portion 903 indicates unique identification information
(UID) .

20 The data portion 904 is an area in which data can
be stored. 1In the example shown in FIG. 9, the data
portion 904 in the SELECT command 1s called Higher
Layer INF (INFormation) . Further, the check code
portion 905 stores code information (CRC A) used for

25 checking data of the entire portion of the command
(SELECT command) .

In the present embodiment, data of a preset format



- 21 - can be stored in the data portion 904. In the data portion 904, one
or a plurality of conmands (conmand APDU) of a preset format can be stored.
For exanple, each conmmand is stored as TLV data in the data portion 5904.
In each TLV data stored in the data portion 904, whether or not data of
Value is a command is determ ned based on the val ue of Tag. FIG 10
shows the configuration of a response-w ph respect to the SELECT command
shown in FIG 9. 10In the configuration exanple shown in FIG 10, the
response with respect to the SELECT conmand i ncludes an identification

portion 1001, &atadosdd.ay 1002 randisheck code pord.i onnlGd3 datqt he
identification portion 1001, information indicating a Process for a conmand

is 15stored. Igottiexapl eshawn 4 nRiG1 ik dnfomrmididn (DAkangel ect
AcKnow edge) indicating that a process for the SELECT comuand is term nated
is stored. |n AB0IA448 TypeAt ifoisatdefdmatk tdatr SSAK Fds dmnplesponse of
the SELECT command. 20The data portion 1002 is an area in which data can be
stored. The dataclpordrimoemd00? stoed espdiise datigher ey eratResporisen
correspondi ng to Hi gher Layer |INF of the SELECT command shown in FIG 9.
That is,5the d¥@4: po¥t iorril 00 cbntai fiso e elgpdrise A teh raspest 20 -one or
25a plurality of conmands attached to the data portion (H gher Layer |NF)
904 of the recBiveErEoimeit Frd Her Vi Btpons e FaAm™and hts nif$%ach

command is
based on the value of Tag.

FIG. 10 shows the configuration of a response with
respect tc the SELECT command shown in FIG. 9.

10 In the configuration example shown in FIG. 10, the
response with respect to the SELECT command includes an
identification portion 1001, data portion 1002 and
check code portion 1003. 1In the identification portion
1001, information indicating a process for a command 1s

15 stored. In the example shown in FIG. 10, information
(SAK: Select AcKnowledge) indicating that a process for
the SELECT command i1s terminated is stored. 1In
15014443 Type A, it is defined that “SAK” is the
response of the SELECT command. |

20 The data portion 1002 is an area in which data can
be stored. The data porztion 1002 is a response (Higher
Layer Response) corresponding to Higher Layer INF of
the SELECT command shown in FIG. 9. That is, the aata
portion 1002 contains a response with reépect to one or

25 a plurality of commands attached to the data portion
(Higher Layer INF) 904 of the received command.

Further, response data with respect to each command is



- 22 - stored with a preset data format (for exanple with the TLV
structure) in the data portion 1002. The check code portion 1003 stores
code information for checking data of the whole response. 5SNext, a process
fer the SELECT command in the contactless ICcard 2 is explalned

FIG 11 is a flowchart for illustrating an exanple of the process for the
SELECT conmand in the contactless IC card22. -10In this exanple, first, it

i § supposed that the contactless IC card 2 has received a SELECT comand
fromthe I1C card processing apparatus 1 (step S1101). The control el enent
21 of the contacdtesswi€hcargrdssecog zesoitdat (the ¢eoep wed wiorhraree i s the
SELECT 15command shown in FIG 9 based on information of "SEL" stored in

t he definitionTporsioncO0de pf ih hiehd edeti & gsbr cosmah@02 ForTlexartpdes as shown
in FIG 9, the SELECT command has a data portion as Hi gher Layer INF. In

Hi gher Layer |&bde operoroma b0 OB as ¢ ye of catamantsr 20t set ol comendsy can be
st or ed. When receiving the SELECT command, th control elenent 21 of
the contact| es8at€ eardh® eoplatessiDeont ai ned in The recei ved SELECT
comand (step 81102% If collation of UDfails, the control elenent 21
sets 25the contacr Vess | & Eé@@eislﬁoé %“%t%P%ﬂC%ar?mT%Qdre%e%@Ton of a

next command. |f col]| t|on §)§S succeeded(gYES in step S1102), the
cont rol elenen?o&iact ess I car is explained.

FIG. 11 is a flowchart for illustrating an example
of the process for the SELECT command in the
contactless IC card‘2.

10 In this example, first, iﬁ is supposed that thne
contactless IC card 2 has received a SELECT command
from the IC card processing apparatus 1 (step S1101).
The control element 21 of the contactless IC card 2
recognizes that the received command is the SELECT

15 command shown in FIG. 9 based on information of “SEL”
stored in the definition portion 901 of the received .
command. For example, as shown in FIG. 9, the SELECT
command has a data portion as Higher Layer INF. In
Higher Layer INF, one or a plurality of commanas

20 (second commands) can be stored.

When receiving the SELECT command, the control
element 21 of the contactless IC card 2 collates UID
contained in the received SELECT command (step S1102).
If collation of UID fails, the control element 21 sets:

25 the contactless IC card 2 in a state to wait for
reception of a next command. If collation of UID 1is

succeeded (YES in step S1102), the control element 21



- 23 - determ nes whether or not data (H gher Layer INF) is present in the
recei véd SELECT conmand (step S1103). If it is determned that no
data is present in the received SELECT command (NO in step S1103), the
control 5elenent 21 transmits response data to the effect that the process
is normally term nated as the processing result of the SELECT conmand to
the 1C card processing apparatus 1 (step B81109) and is set into a state to
wait for command reception. 10If it is determ ned that data is present in
the data portion 904 of the received SELECT command (YES in step S1103),

the control el gaentn2icsequeptial by Acdulkes Qﬁ%%ﬁ@?tﬁiygét@NFBGHE (for
exanple, data itens in the data string unit of the TLV Structure) present

15in the data peetend 904tpé tbeec SEEEITcpoMRBdhshep (S14P43110Ben
acquiring one data fromthe data portion 904 of the SELECT conmand, the
control element 21 Idetergknestehethed ehanotot hatdata bse8es@Mmandhesecond
command) (step S1105). For exanple, the control 20el enent 21 determ nes
whet her or not reachvddt 8E6BAT acoedand tKe dat atpor 8L®N3904ths accormand
based on identification information of the data. Wen data with the TLV
structure is seéfFBENENZEherdasaipor r¢anonea, dahet her teachffaca Fs2a4 command
or not may be determ ned 25based on Tag of each data. In this case, the
control el enentP21PEaReEEt &F N AETMAEY hePTBABRTEAL ASi §28 BHARARELBH not

according to the value_of Tao_of each data. ,
result of the SELECT command to the IC card processing

apparatus 1 (step S1109) and is set into a state to
walt for command reception.

iO If it is determined that data is present in the
data portion 904 of. the received SELECT command (YES in
step 51103), the control element 21 sequenzially
acguires (extracts) data items (for example, data items
in the data string unit of the TLV structure) present

15 in the data portion 904 of the SELECT command (step
S1104). When acauiring one data from the data portion
904 of the SELECT command, the control element 21
.determines whether or not the data is a command (second
command) (step S1105). For example, the control

20 element 21 determines whether or not each data
contained in the data portion 904 is a command based on
identification information of the data. When data with
the TLV structure is stored in the data portion 904,
whether each data is a command or not may be determined

25 based on Tag of each data. In this case, the control
element 21 can determine whether each data is a command

or not according to the value of Tag of each daza.



- 24'_
904 of "the SELECT conmand i s not a conmand (NOin step S1105), the control
el enent 21 determ nes whether or not next data is present in the data
portion 5904 (step S1107). If next data is present in the data portion 904

| f

it

is determned that data extracted fron1the data portion

(YES in step S1105), the control elenent 21 returns the process to step

S1104 and perforns a process of steps -S1104 to S1107 for

next data pr

esent

in.the data portion 904. 10Further, if it is determ ned that data extracted
fromthe data portion 904 of the SELECT command is a command (YES in step
t he control 1el epent 24t penfeastha€ofnBAde Pf DEESST COFbRSPHAdi ng to
the command (second command) (step S1106). The control el enent 21
15i ncor por at esdd he poocessi MY resSutie COELESPOncimend o1 ¢ heo it oamandng second
command) attached to the data portion 904 into a response (SAK) of the

SELECT conmmand (#®idious per sS1hed saneh¢ ocoherdé T ebertepr ocksde ngrmppas at us 1
For this purpose, the control elenent 21 stores 20information indicati
t he processing'hresigs @JérIfl@t? N‘E@Xac@@?@h Ag PBHeBHRt st ort cdmpmnecF hlan menory

51105),

such as the wor ki ng nenor

If there is no nore next data i

data portion 9994 ofStde @Cﬁ cohfmamextt Hatai 55 RFRFCRL ptoce’s 8ft2s
S1105 to S1107 is erf for t ata itens in the data p
904 (NO in ste%oﬁﬁ 86fhgf%%n{?o?“%?eﬁ£ﬁ@géi E%?sc?%fﬁﬁiaf%%ﬁe?hd?i

t he

25

10

15

20

returns the process to step 51104 and performs a
process of steps S1104 to S1107 for next data present
in the data portion 904.

Further, if it is determined that data extracted
from the daza portion 904 of the SELECT command is a
command (YES in step S51105), the control element 21
performs a command process corresponding to the command
(second command) {step S1106). The control element 21
incorporates the processing result corresponding to the
command (second command) attached to the data portion
904 into a response (SAK) of the SELECT command and
outputs the same to the IC card processing apparatus 1.
For this purpose, the control element 21 stores
information indicating the processing result performed
according to the second command in a memory such as the
working memory 23.

If there is no more next data in the data portion
904 of the SELECT command, that 1s, when a process of
steps 51105 to S1107 is periormed for all of the data
items in the data portion 904 (NO in step S1107), the

control element 21 sets information indicating the

i ng

n the
st eps
tion
ating



result of a process performed according to the second command in the data
portion 1002 of a response with respect to the SELECT command (step S1008).
It is assunmed that the processing result with respect to each 5second
command is data (for exanple, data with the TLV. structure) to which
identification information set to correspond to each second conmand
attached to the SELECT conmand is attachex Wen a response having the data
portion in which 10the processing result with respect to the second command
is set is formed, the control elenent 21 transmts the thus formed response

to the I C cardrqsoressi ng @ppasad use Af {shep SN indrutd hetie $dcarad command
is present in the data portion 904 of the 15SELECT command, the control

el enent 21 maycdmedrsdn in a- e spors epdiavi mig 10E daf aa posspomnsd0p2trom tted to
the I C card processing apparatus 1. FIG 12 shows an exanple of a
RATS (Request fospdnswier (e SE1leet) command Usteeb i $il0ED14448 Type A, 20The
RATS command shown in FIG 12 is one exanple of a command used in the
initializati orraddnemtilabol tisiprm proeess. resitthe eanpt ershowe ise®I G 12,
t he RATS command includes a definition portion 1201, paraneter portion
1202, data portFomd2eZ3Wnr 25° ek thdfe PHrtR by 19942 Yhth he pridsent

| S014443 Type A, the data portion js not_defined jn_the RATS conmand.
Therefore, "t he® RATS tommard Shown 185 G 192 Hag thgermation set to

correspond to each second command attached to the
SZLECT command is attached.
When a response having the data portion in which

10 The processing result with respect to the second
command is set is formed, the control element 21
transmits the thus formed response to the IC card
processing apparatus 1 (step S1109). Further, if no
command 1s present in the data portion 904 of the

15 SELECT command, the control element 21 may transmit a
response having the data portion 1002 omitted to the IC
card processing apparatus 1.

FIG. 12 shows an example of a RATS (Request for
Answer To Select) command used in IS014443 Type A.

20 The RATS command shown in FIG. 12 is one example
of a command used in the initialization and
anti-collision process. 1In the example shown in
FIG. 12, the RATS command includes a definition portion
1201, parameter portion 1202, data portion 1203 and

25 check code portion 1204. 1In the present 15014443 Type
A, the data portion is not defined in the RATS command.

Therefore, the RATS command shown in FIG. 12 has the



- 26 - structure obtained by attaching the data portion to the RATS command
defined by the present |S014443 Type A The definition portion 1201
indicates Start Byte. In the exanple shown in FIG 12, Start Byte is set to
5YEQ". The paraneter portion 1202 indicates a to-be-set paraneter
(Paraneter). The data portion 1203 is an area in which data can be stored.
In the exanple shown in FIG 12, the dat&a¢ortion 1203 in the RATS conmand
is called H gher Layer INF (I NFormation). Further, the 10check code portion
1204 stores code information (CRC A) used for checking data of the whole
portion of thetcammnt (RAES reaimand)tzaching dhe tddts eydadidrenic «data of a
preset format can be stored in the data portion 1203. In the data portion
151203, one orRALPplammatdarndy £ icormramndst {< qrmesreh tAPLI) 1 0848 Be/st dr.ed with a
preset format. For exanple, in the data portion 1203, each command is
stored as data witHhdedginstioetreetigat B2W t hndhea Ry Stauictidte i s a
data string in which Tag data, Length data and Val ue 20data are

sequenti al |y aft dited*araRy ¢ i et e ildént i ¥4 cat it i Bifter et iseF 6fc t he data
string. Length indicates the |Iength of Value data follow ng i mediately
after the aboveYat a. TRNAIRRF AR LT LU HUt ud CdatF Vit I RS SRV dat a

stored in the data 25portion 1203 is co nd or not is determ ned based
é)r H’ ). aTherggBta 1203 is

on Tag. paramet arameter portion an
area in which data can be stored. 1In the example shown
in FIG. 12, the data portion 1203 in the RATS command
is called Higher Layer INF (INFormation). Further, the
10 check code portion 1204 stores code information (CRC A)
used for checking data of the whole portion of the
command (RATS command) .

In this embodiment, data of a preset format can be

stored in the data portion 1203. 1In the data portion
15 1203, one or a plurality of commands (command APUD) can
be stored with a preset format. For example, in the

data portion 1203, each command is stored as data with
the TLV structure. DLata with the TLV structure is a
data string in which Tag dgata, Length data and Value
20 data are sequentially arranged. Tag indicates
identification information of the data string. Length

- indicates the length of Value data following

immediateiy after the above data. Value data is an
actual data value. Whether TLV data stored in the data

25 portion 1203 is a command or not is determined based on
Tag.

FIG. 13 shows the configuration of 2 response with



- 27 - respect to the RATS command shown in FIG 12. In the
configuration exanple shown in FIG 13, a response (ATS) wth respect to

t he RATS command includes TL 1301, TO 1302, TA(1) 1303, TB(1) 1304, 5TC(1)
1305, Ti 1306, ..., Tk 1307.TA(1) 1303 to TC(1) 1305 follow ng after TO
1302 are interface bytes (Interface Bytes). Ti 1306 to Tk 1307 are

hi storical bytes (Historical Bytes). FheZ2data portion 1308 is an area in
whi ch data can 10be stored. The data portion 1308 is a response (H gher
Layer Response) corresponding to Higher Layer INF of the RATS command shown
in FIG 12. Thatspsct the dat aRAMS t¢@mdi3D&leont aimsF G & eisponse for one or a
plurality of commands attached to the data portion (H gher Layer 15| NF)
1203 of the recei ved:coneandn f Fgntderoni exdhel datlzoporin ont@3083, a
information indicating the processing result for each command is stored
with a preset Hatretee nbATSf orltdxamirecnith tihe RARS stouwingd e). The check
code portion 1309 stores code 20i nformation used for checking data of the
whol e portion dFCtiees eSpohsel, TO 13NextTh &l brotess Fhorlht he® BATS command

in the contact] ess | cgrd 2 1s explain
rn

flowchart for T‘?fh\‘st]%ﬂ g'an' €kampte Tzlgg]-fyﬂve p}%@e)ssl_lqu‘qc)i} ﬁlée%CSRSﬁ%%S command
in the contact|gss LG o3 2 oLt PIIPLE fifslradd i apsuned that
(Interface Bytes). T1 1306 to Tk 1307 are historical
bytes (Historical Byrtes).
The data portion 1308 is an area in which data can
10 be stored. The data portion 1308 is a response (Higher
Layer Response) corresponding to Higher Layer INF of
the RATS command shown in FIG. 12. That 1s, the data
portion 1308 contains a response for one or a plurality
of commands attached to the data portion (Higher Layer
15 INF) 1203 of the received command. Further, in the
data portion 1308, information indicating the
processing result for each command is stored with a
preset data format (for example, with the TLV
structure). The check code portion 1309 stores code
20 information used for checking data of the whole portion
of the response.
Next, a process for the RATS command in the
contactless IC card 2 is explained.
FIG. 14 is a flowchart for illustrating an example
25 0f the process for the RATS command }n the contactless
IC card 2.

In this example, first, it is assumed that the



- 28 - contactiess IC card 2 has received a RATS command fromthe IC card
processi ng apparatus 1 (step S1401). For exanple, as shown in FIG 12, in

t he RATS command, the data portion 1203 can be attached as Hi gher Layer

I NF. 5In Hi gher Layer INF, one or a plurality of comands (second comrands)
can be stored. When receiving the. RATS command, the control el enent
21 of the contactless IC card 2 sets a pafaneter contained in the paraneter
portion 1202 of 10t he received RATS conmand (step S1402). \Wen a paraneter
specified by the paraneter portion 1202 is set, the control elenent 21

det ermi nes whetheraoriswt dat@m(H Yhers LayeritdiF)a iIRATT esamtanc fwm

recei ved RATS command (step S1403). 15if it is determned that no data is
present in thetheckl vedr RAMS ermErd NG Tat st ep S1403)514he) corfiaol

el ement 21 transmts response data to the effect that a process is nornally
term nated as theptocessi Hypwesul t76F- the RATS ot ¢t 1 ¢ ar d
processi ng apparatus 201 (step S1409) and is set into a state to wait for
command recept fdhd Portioffla(3 janeterdt P thas dtH ¢S pesentNin the
recei ved_ RATS io nd %Y Sin £p S1403) , tfgguc ntrol elenent 21
sequential |y atQuit@s{e ¥eali:t§\§ dat'® i Pend 13 or et & HEt R itens in
the data string_unit of the %%7 structure) present in the data portion 1203

Vf“ {
of the RATS co S“h%m(ls%oe%m‘gi 4)‘?a When acquifing one data - 29 -

When receiving the RATS command, the control
element 21 of the contactless IC card 2 sets a
parameter contained in the parameter portion 1202 of

10 the received RATS command (step S1402). When a
parameter specified by the parameter portion 1202 is
set, the control element 21 determines whether or not
data (Higher Layer INF) 1is present in the received RATS
command (step $1403).

15 If it is determined that no data is present in the
received RATS command (NO in step S$1403), the control
element 21 transmits response data to the effect that a
process 1s normalily terminated as the processing result
of the RATS command to the IC card processing apparatus

20 1 (step $1409) and is set into a state to wait for
command reception.

If it is determined that data is present in the
received RATS command (YES in step S1403), the control
element 21 sequentially acquires (extracts) data items

25 (for example, data items in the data string unit of the
TLV structure) present in the data portion 1203 of the

RATS command (step S$1404). When acguiring one data



fromthe data portion 1203 of the RATS command, the control elenment 21
determ nes whether or not the data is a command (second conmand) (step
S1405). For exanple, the control elenent 21 determ nes whether or 5not each
data contained in the data portion 1203 is a conmand based on
identification informati on of the data. Wen data with the TLV structure is
stored in the data portion 1203, whet her 28ach data is a command or not nay
be determ ned based on Tag of each data. In 1C this case, the control

el ement 21 can determ ne whether each data is a command or not according to
t he val ue of Tagowftleactetdatgortion 1203 dfi drse dAES mdethddat-rgat a

extracted fromthe data portion 1203 of the RATS command is not a conmand
15(NO i n step Si5)] d4lmnoontdbldeemente 2 videtlerim siesnathetterdara not next
data is present in the data portion 1203 (step S1407). If next data is
present in theldat aporaidn X0 q YESUandt e tSIA05)405he control el enent
21 returns the process to step S1404 and perfornms a 20process of steps
S1404 to S1407¢%JrP Hoxtt Haterpresemiementhel daet portioh wpgder or

Further, if it is determned that data extracted fromthe data portion 1203
of the RATS coMartP§3s 98 CorfifthcP YYES ith Stefa1uom)ttitre tont rot %1 enent

21 25perfornms a co d process. correspondi ng to_the command (second
command) (st epcm%g%al%e&c%t]r%?nte]i%fé%lﬁg ]i%%?%trla‘?%sogh@%rocessi ng
result corresponding .t.o th - 30 - om‘c&ggi second conmand) attached to

t he data porti%an'imgsrfen? o(?aataf e%b%%st&?A sg)tfrlf%%uﬁfsg csrc}tr%favn%l ahd out put s

the same to the,l Geal d, Jrocess] 59 aRPRALATUS dyorfofad Dl Ss PUr PSS nd Ne
control elenent 21 stores _

Oor not may be determined based on Tag of each data. In

1C this case, the control element 21 can determine whether
each data is a command or not according to the value of
Tag of each data.

If it is determined that data extracted from the

data portion 1203 of the RATS command is not a command

15 (NO in step S1405), the control element 21 determines
whether or not next data is present in the data portion
1203 (step S1407). If next data is present in the data
portion 1203 (YES in step S1405), the control element
21 returns the process to step S1404 and performs a

20 process of steps S1404 to S1407 for next data present
in the data portion 1203.

Further, if it is determined that data extracted

from the data portion 2203 of the RATS command is a
command {YES in step S1405), the control element 21

25 performs a command process corresponding to the command
(second command) (step S1406). The control element 21

incorporates the processing result corresponding to the



Sisnforgation indicating the result of the process perforned according to
the second command in a nenory such as the working nenory 23. | f
there is no nore next data in the data portion 1203 of the RATS comand,
that is, when a process of 10steps S1405 to S1407 is perforned for all of
the data itens in the data portion 1203 (NO in step S1407), the control

el enent 21 sets information indicating tB® result of the process perforned
atcording to the second command in the data portion 1308 of a response with
15respect to the RATS command (stet) S1408). It is assuned that the
processi ng restinmard h( geespettcdmmagaih secorite & omrattete | & tdatwo (tfiam exanpl e,
data with the TLV structure) to which identification information set to
correspond to kBdth igsecord wommaret atATdohed ttthe FRATRATS@0uehreertd i s
attached. When a response (ATS) having the data portion 1308 in which
t he processi ngPHexifls Wig Pamss gertthio e et o cotiand daPa@tuss ¥.or med,
the control elenent 21 transmts the thus fornmed response to the IC card
25processi ng dppardtis PURYSH STHOPON R Hekemed < nol coffffl i s present in
t he datag portion 1203 of the RATS command, the control elenent 21 may
transmit> a resporsEatigy l”qfaﬁﬁtrfdlgl e at S T tFontNB0F Gifittied to the IC

card processi ar at us escribed above mhen the contactless
| C card of thlége aﬁjﬁg odi nen%corre%ler} etsoAzd}l r's COC%(?TTTB.I’] ?r’%%nﬂ he vy

such as the working memory 23.
If there is no more next data in the data portion

1203 of the RATS command, that is, when a process of

10 steps S1405 to S1407 is performed for all of the data
items in the data portion 1203 (NO in step S140C7), the
control element 21 sets information indicating the
result of the process performed according to the second
command in the data portion 1308 of a response with

15 respect to the RATS command (step $1408). It is
assumed that the processing result with respect to each
second command 1is data (for example, data with the TLV
structure) to which identification information set to
correspond to each second command attached to the RATS

20 command 1s attached.

When a response (ATS) having the data portion 1308

in which the processing result with respect to the
seccnd command is set i1s formed, the control element 21
transmits the thus formed response to the IC card

25 processing apparatus 1 (step S1409). Further, if no
command 1s present in the data portion 1203 of the RATS

command, the control element 21 may transmit a response



Sexterpal device, the IC'card performs a process corresponding to the
first conmand and determ nes whether or not one or a plurality of second
commands are contained in the first command. When the second commands are
contained in the first conmand, the 10contactless IC card perforns a
process corresponding to each second command. The contactless IC card sets
information indicating the processing-result for the second conmand in the
data portion of the response with respect to the first command and
transmts the same to 15the external device. According to this enbodi nent,
the nunber of rconmmitead i Sa heiseem theogonth act d@siso [tGeara @andi t he
contactless | C card processi ng apparatus can be reduced and a command
process by contmeidesisngappatcais on. can be efficiently perforned.
20Further, a command for the initialization and anti-collision process can
be applied as the fissiecsonierd anovea, consmntdhéocbet exeltat edl Gf¢zrd
comuni cation is set up by the initialization and anti-collision process
can be appliedlasthie gdevhidrabeomrmideAsa al F estl ¢omeabnfed &e be
executed after comunication is set up by the initialization and
anti-coldi si orffProcess tant B trhhsh tT2E0 by user®f & PLOEBES command for
the initialization and anti-collision process. Further, in the
initializati o WML 170 U protessCARIeTh APracesd™ ier the
initialization and anti-collision process, fhe nupber 5of communications
between the coftactTesy I'Caty a?fg & piurasity ob second commands

are contained in the first command. When the second
commands are contained in the first command, the

10 contactless IC card performs a process corresponding to
each second command. The contactless IC card sets
information indicating the processing result for the
second command in the data portion of the response with
respect to the first command and transmits the same to

15 the externa. device. According to this embodiment, the
number of communications between the contactless IC
card and the contactless IC card processing apparatus
can be reduced and a command process by contactless
communication can be efficiently performed.

20 Further, a command for the initialization and
anti-collision process can be applied as the first
command and a command to be executed after
communication 1s set up by the initialization and
anti-collision proceés can be applied as the second

25 command. As a result, a command to be executed after
communication is set up by the initialization and

anti-collision process can pe transmitted by use of a



the contactless | C card processing apparatus can be reduced and a command
process by contactl ess comruni cation can be efficiently perfornmed. Wile
certain enbodi ments have been described, 10these enbodi nents have been
presented by way - -of exanple only, and are not intended to Iimt the scope
of the inventions. Indeed, the novel enbodi menzs described herein may be
enbodied in a variety of other forns; -funBthernore, various om ssions,
substitutions and 15changes in the form of the enbodi nents described herein
may be made wi thout departing fromthe spirit of the inventions. The
acconpanyi ng ci@irsnantht heid e val s @f esdantendeddia icover such forns
or nodifications as would fall within the scope and spirit 200of the
inventions. -pRScMHAT ISAAINEDH She initidllizAnida Gardd conpri sing:

a comuni cati on nodul e configured to nmake contactl ess data comuni cati on
with an exter maltidew ki s G fprete commehdiipraogessiany rodide tdonfigured to
performa process corresponding to a first command received fromthe
external devicepitialization gargtagrii gl foldul e Ieutfd gurtd® toldeter ni ne

whet her a second command is contained in a data portion 10of the first
conmmand,? of communications between the contactless IC card and

the contactless IC card processing apparatus can be
reduced and a command process by contactless
communication can be efficiently performed.

While certain embodiments have been described,

10 these embodiments have been presented by way of example
only, and are not intended to limit the scope of the
inventions. Indeed, the novel embodiments described
herein may be embodied in a variety of other forms;
furthermore, various omissions, substitutions and

15 changes in the form of the embodiments‘described herein
may be made without departing from the spirit of the
inventions. The accompanying claims and threir
equivalents are intended to cover such forms or
modifications as would fall within the scope and spirit

20 of the inventions.



a second command processing-nodul e configured LO performa process
corresponding to the second command if the determ ning nodul e determ nes
that the second command is contained in the data portion of the first
15conmmand, and a response processing nodule configured to set a
processing result of the second command executed by the second command
processing nodule in the data portion-of 3Bhe-response indicating a
processing result. of the 20first command executed by the first command
processi ng nodul e and transmt the same to the external device. -2,
The I C card according to cl ai m lygahereiarihesdirst conmand is a conmand
used for an anti-collision process with the IC card specified as a
conmuni cat i on 25dest | nati arc angrd heogecionichcommand is attached to the data
portion of the first conmand. 3. The I C card according to claim1
wherein the - 34 -afdomsturcioratanch imsocu conmantl usesd flor wset¢ i ng a

communi cation paraneter and the second conmand is attached to the data
portion of thecdntastt ormredata 4omhen @ darrd widdoralt rex tered aidav2,canvher ei n
the 5first command is a command used for setting a communication paraneter
and the Second conmantl st fEHEHEd ROPEHES tad apat 1§ orrof lawerd i st

conmmand. . .
perform a process corresponding to a first command

received from the external device,

a determining module configured to determine

whether a second command is contained in a data portion
10 of the first command,

a second command processing mcdule configured to
perform a process corresponding to the second command
if the determining module determines that the second
command is contained in the data portion of the first

15 command, and

a response processing module configured to set a
processing result of the second command executed by the
second command processing module in the data portion of
the response indicating a processing result of the

20 first command executed by the first command processing
module and transmit the same to the external device.

2. The IC card according to claim 1, wherein the
first command is a command used for an anti-collision
process with the IC card specified as a communication

25 destination and the second command is attached to the
data portiorn of the first command.

3. The IC card according to claim 1, wherein the



5., An LC card conprising: a nodule that includes a comunication nodule
10configured to make contactl ess data comruni cation with an external

device, a first command processing nodul e configured to performa process
corresponding to a first command received fromthe external device, a
determ ni ng nodul e configured to determ ne whether a 15second command is
contained in a data portion of the first 3@domrand, a second comand
processi ng nodul e configured to performa process corresponding to the
second command if the determ ning nodul e determ nes that the second comuand

is contained ifitdhe @atrda20posf td avrefaddienddd stocommnichg and a response
processi ng nodul e configured to set a processing result of the second
command execut@ghriyn i dret s@c qrk acrrmn dpd oces Ssagomb didrendrd the dat a
portion of the response indicating a processing result of the first comuand
25execut ed by dtheadhedttconmanthipr goessi oy abduthe andst ramsmridt he sane to
the external device, and a main body including the nodule. - 35 -

6. A nobile el ectrohic Bevite conprastpgding to alebmmiini wat Foh: nbldal e

configured to make contactl ess data comuni cation with an external device,
5 first command is a command used for setting a

communication parameter and the second command is
attached to the data portion of the first command.
5. An IC card comprising:
a module that includes a communication module
10 configured to make contactless data communication with
an external device, a first commanc processing mocdule
confiigured to perform a process corresponding to a
first command received from the external device, a
determining module configured to determine whether a
15 second command 1s contained in a data portion of the
first command, a second command processing module
configured to perform a process corresponding to the
second command if the determining module determines
that the second command is contained in the data
20 portion of the first command, and a response processing
module configured to set a processing result of the
second command executed by the second command
processing module in the data portion of the response
indicating a processing result of the first command
25 executed by the first command processing module and
transmit the same to the external device, and

a main body including the module.



a first command processing nodule configured to Sperforma process
corresponding to a first command received fromthe external device,

a determ ning nodul e configured to determ ne whether a second command is
contained in a data portion of the first command, 10a second command
.processing nodul e configured to performa process corresponding to the
second command if the determ ning nodi e et erm nes that the second command
is contained in the data portion of the first command, and 13a response
processi ng nodul e configured to set a processing result of the second
command execut ed byét hen sesonde coramndo Pt 0CesSi g OBdl esifigt he data
portion of the response indicating .a processing result of the first
command execut ed byat demhir 5¢a commrancd pr ocesst hgu 26aodol eaaad transmt the
same to the external device. 7. A data processing nethod of an IC
card t hat nakesorontattsessaidat@mmormuma catn onl Wi tdn aex extes halle devd ce,
conpri si ng: perform ng a process corresponding to a first
25comand recei ved &#rbhrshecentznthaprdeviseng moduledetei npniad whet her a
second conmmand is contained in a data portionof the first conmand, - 36 -
performhg a pPrROEEILT corPEIPONi FHYr TSP S onel Tohhahed YWHEFRTRE is
determ ned by the determining that the second command is contained in the
data portion o?e?%bv?grg?fo%o el C AP 5s@E Y11y a processing result with

respect to the a determining module configured to determine
whether a second command is contained in a data portion
of the first command,

10 a second command processing module configured to
periorm a process corresponding to the second command
if the determining module determines that the second
command is contained in the data portion of the first
command, and

1> a response processing module configured to set a
processing result of the second command executed by the
second command processing module in the data portion of
the response indicating a processing result of the
first command execuzted by the first command processing

20 moduie and transmit the same to the externel device.

7. A data processing method of an IC card that
makes contactless data communication with arn external
device, comprising:

performing a process corresponding to a first

25 command received from the external device,
determining whether a second command is contained

in a data portion of the first command,



second command in the data portion of a response indicating a processing
result of the first command and transnitting the sane to the external
device. 8. The data processing nmethod of the IC card 10according to claim
73 wherein the first conmmand is a command used for an anti-collision
process with the 1C card specified as a conmuni cati on destination and the
second command is attached to the data pozdéion of the first conmand. 159.
The data processing nethod of the I1C card according to claim7, wherein the
first conmand is a conmand used for setting a conmunication paraneter and

the second command psrabtachgdat orbhesdatgrpesbbRning thechir stcsopmand.
2010. The data processing nethod of the IC card accordi ng EC cl ai m 8,

wherei n the ficshimeoamaneh i 5t ai sonsasdmused Hortiset déngrai coNUHLat i on
paranmeter and the second conmand is attached to the data portion of the
first command.the second command is contained in the data portion of
the first command, and
5 setting-a processing result with respect to the
second command in the data portion of a response
indicating & processing result of the first command and
transmitting the same to the external device.
8. The data processing method of the IC card

10 according to claim 7, wherein the first command is a
command used for an anti-collision process with the IC
card specified as a communication destination and the
second command is attached to the data portion of the
first command.

15 9. The data processing method of the IC card
according to claim 7, wherein the first command is a
command used for setting a communication parameter and
the second command is attached to the data portion of
the first command.

20 10. The data processing method of the IC card
according tc claim 8, wherein the first command is a
command used for setting a communication parameter and
the second command is attached to the data portion of

the first command.



