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i nvention rel STATUGAROVIDERS ON AMOBRIEICOMMUNICATIONPEMGEC nessagi ng
and in particular to checking the status of digital certificates.
Description of the State of the Art 15 Known secure nmessaging clients

i ncluding, for exanple, e-mail software applications operating on desktop
conput erCRPSSSREFERENTGETO REUATED ARRLICATIONat | east a dedi cated data
storage area, for secure nessaging information such as digital

certigicates. A dirgjst @hpliegtidri tlames thebemailt|of dnachrithay té LeaitediPtateskey of an
entity as well as identity information that is bound to the public key

Wi th anvr%sméﬁpa'eam lic&RorbSSNRbUEHS65,584, %mard}vfldd POOZ, Rsentlrat er net
Mai | Extensions (S/M M) nessagi ng for exarrp e, a publ ic key is used to

verify acf(é’dl&édré'ofﬁzhﬂ:ﬂ% WcBridRatBd hERM MPrbispEEe NMessage and to encrypt a

session key that was used to encrypt a nessage to be sent. In other secure
nmessagi ng schenmes, public keys nay be used to encrypt data or nessages. |f
a public key is not available at the nessaging client when required -1 WO

03/ 079624 AR ApP0404  for encryption or digital signature verification,
then th tificate, or at |east

10 Technical Field

This invention relates generally to the field of secure electronic

messaging and in particular to checking the status of digital certificates.

Description of the State of the Art

15 Known secure messaging clients including, for example, e-mail
software applications operating on desktop computer systems, maintain a data store,
or at least a dedicated data storage area, for secure messaging information such as
digital certificates. A digital certificate normally includes the public key of an entity as
well as identity information that is bound to the public key with one or more digital

20 signatures. In Secure Multipurpose Internet Mail Extensions (S/MIME) messaging for
example, a public key is used to verify a digital signature on a received secure
message and to encrypt a session key that was used to encrypt a message to be
sent. In other secure messaging schemes, public keys may be used to encrypt data

or messages. If a public key is not available at the messaging client when required

-1-



t he public key, nust be | oaded onto the nessaging client before these
operations can be performed. Typically, a digital certificate is checked
agai nst awQapwideerate 5 Revocation List (CRL) to determ meTidAoshetodi git al
certificate has been revoked by its issuer. This check is typically

per f or metPr #RsHPHOR PHHighal signatyreivedtieatios, thepdhe digiial Gasiificatengr pelepsidi cal |y
thereafter, for exanple when a new CRL is received. However, CRLs tend to
be rel at theaupli kpkymusidoe leated paledhe messagirg slient hederedbesrorgratianss consune
consi derabl e comruni cati on resources, and storage of CRLs at a 10 messagi ng
client negnkspsdeined.gni fi cant nenmory space. CRL-based revocation status
checks are al so processor-intensive and tinme consum ng. These effects can
be particul arly priypisaly.ea idigitakxediicaly d$ i checkedpagaitdtng Cartificatel ess

nobil e comuni cati on devices, which operate within bandw dth-limted

wi r el &ssRevagationiLish{CBh) tocdakenniise ditik digijallvadidichiertiasdubeprrevd®dibydtsand nmenory
resources. 15 In addition, revocation status is updated in CRL-based

syst ens isalar. \iftes checleie tyifillyiperfdimséd ivbeh eddigifal aehificatedd érst réaeivedi gi t al
certificate revocation status checking involves querying renbte systens

whi ch maamd perodicaglyttabreadtet,ifbi exaingple avhenad new GRBtisIsecelvetiorHttdvern. A
difficulty with this schene is that it requires a separate request 20

r esponseCeke hang eo foer reeANBIYIRIGY, SoSkat Randier BECRUE D @ResshbRgetlienehanges nmay
cause significant time delays and consune significant amounts of avail able

conmuni cadrisaifdd 2BeYeiable RaANHIdaBbh YrebOlircB§CHAE TBSTAILMTHELT 8NkS
operating on wreless nobile communication devices. Digital certificate

\F/%IT ; céoA B é;rfgg%%dzﬁg BRaht P dorsLine R{YNFTCRREHSARTON BiRIRS | ORL-bagedVevOsdtRA9627
status checks are also processor-intensive and time consuming. These effects can
be particularly pronounced in messaging clients operating on wireless mobile
communication devices, which operate within bandwidth-limited wireless
communication networks and may have limited processing and memory resources.

15  In addition, revocation status is updated in CRL-based systems only when a new
CRL is distributed.

| Another scheme for digital certificate revocation status checking

involves querying remote systems which maintain digital certificate revocation status

information. A difficulty with this scheme is that it requires a separate request-

20 - response exchange for each remote system to be queried. These exchanges may

cause significant time delays and consume significant amounts of available

communication bandwidth, particularly for secure messaging clients operating on

wireless mobile communication devices.

Digital certificate validity checks may similarly be processor intensive



and tinme consuming for nessaging clients operating on constrained devices.
Digital certificate validity checks may simlarly be perforned by renote
systens awo om@yeke useful for such devices, but as descr iPb@dAaboN©4

typi cal schemes are not particularly suitable when nultiple renpte systens
are to bandjiree cetsunin@idvividR¥agiog oliehtmn gperatirgoracpsimined delices.nDigitali on, a

nmet hod of accessing nmultiple digital certificate status information

pr ovi der sertificatdvalidity dinapks ahaycimilarfy begiesfoshad by remoté systains and oaypei ses t he
steps of receiving a request for digital certificate status 1o information
from a cagefulfocsaich devides;ibtieas gesteibed aboventypicapdahesers\are aot megiiceddrly  based
upon the received request, each of the nmultiple service requests

cor r esposidiabik: Wilertmditipld @mate systbime alre iehatjusriadnf or mat i on provi der, sending
the generated nultiple service requests to their corresponding digital
certigicate status information providers, receiving a response conprising
digital certificate status 15 information fromat |east one of the digital
certificgygiAyus i nformati on providers, generating a response to the
request Tor digital certificate status information using at |east a

portion of the re?\%b&r%ﬂwgqb%hta%be@c%'ffHefn'\\Feﬂﬁ&w alnidtHsd bifceesadrd @aKipRnd sendi ng
t he generat ed response to the request to the comruni cation device. An

appar at UgighQlr ¢ cHificaR? gfaequ5+n9étrbndFﬂivrd@Ls £ obtdlin i %bﬁ?ﬂla'&e' fhfMation 20

providers to 0 rgrtal certiflcate status information for a

communi Cﬁ?drﬂﬁtlgﬁﬁﬁlﬁnsesaﬁl%ogtgbéqgf rteeei@ﬁ‘l %u@&ﬁﬁpalggélﬁe{@ dafty &y

COI’TpI’I Ses neans recel vin reque regaral ng certi fsl cat e

statlie | RGHER0N Hont 'LO0oREEAIEN MeGRE, Bherdid fuidfE 38R, & loiBae" ating

mul tipl e service reques ase upon recei reques gener at ed

service [edlPShofi Ot SBONIES GebBedt, datht B HE" Mifie" Serdba! Hiyuestd

corresponding to a digital certificate status information provider, sending the

generated multiple service requests to their corresponding digital certificate status

information providers, receiving a response comprising digital certificate status

15 information from at least one of the digital certificate status information providers,

generating a response to the request for digital certificate status information using at

least a portion of the received digital certificate status information, and sending the
generated response to the request to the communication device.

An apparatus for accessing multiple digital certificate status information

20 providers to obtain digital certificate status information for a communication device,

according to another aspect of the invention, comprises means for receiving a

request regarding digital certificate status information from the communication

device, means for generating multiple service requests based upon the received

request, each generated service request corresponding to a digital certificate status



WO 03/ 079627 PCT/ CA0O3/ 00404 information provider, neans for sending the
generated nultiple service requests to their correspondi ng status

i nf or mat iwo opioseTlers over a conputer network, and means PLCOrCA08/0€I0¥i ng
over a computer network a response containing digital certificate status

i nf or mat j einfiepividet Adbamr séndihg et genesated huliiple seMICETOWART®, wherei n
at 5 |east a portion of the received di gital certificate status information
| s used g%rpéé}}’é bAGing Stahatinerrhatic prividers oespamomputer hetwodtrAld cat i on
devi ce. BRIEE DESCR PTION OF THE DRAWNGS FIG 1 is a bl ock diagram of a

nmessagi ng, sy, ?&%cé\ﬂngb@ra%ohﬁ)uaerbiemckrkdlregjcmse cd)ritalﬂmlgailgliabceﬂlflﬁé’@re e-mai |
nmessage exc ange 1 n nmessagi ng system FIG 3 is a block diagramof a

system why 1948 oflb @ td stak@ihfofrhatidneproviderss whafedm afat i on
provi derga?llr'—% *é\’fb‘?ﬁm%.’héﬁfrﬁﬁ %[w di ggr amillustrating a method of supporting

mul t' . éeg@}sgﬂgagfoh%lfth%‘?ééélié -dd @al%éﬁlhé@cebfaﬁlﬁg ifftrh ationds Oyedjﬂpmwd‘mga 5is a

bl ock a system g multiple proxy system client nodules

whi ch SUIOIOSSY F%&%@Lﬁﬁ i ,.\t‘sgltoq;ﬁgé FinGAlatiGH @éwice.i nf or mation provi ders.

FIG 6i#& a vvlre ess nobil e conmuni cati on device. FIG
7 is a block dlagramlllustratlng a nul tiple messaging scheme 20 utilizing
an internedi ate conputer system FIG 8 is a block diagramshow ng an

& a block diagramof an alternative
exanpl e CHR¥RIH: s a bl ock di agram of anot her
alternative communi CCE‘HI Ig%. bléék diagram of a messaging system.

10 FIG. 2 is a block diagram illustrating a secure e-mail message

exchange in a messaging system.

FIG. 3 is a block diagram of a system which supports muitiple digital

certificate status information providers.
FIG. 4 is a flow diagram illusirating a method of supporting multiple
15  digital certificate status information providers.
FIG. 5 is a block diagram of a system having multiple proxy system
client modules which support muitiple digital certificate status information providers.
FIG. 6 is a block diagram of a wireless mobile communication device.
FIG. 7 is a block diagram illustrating a multiple messaging scheme
20  utilizing an intermediate computer sysiem.
FIG. 8 is a block diagram showing an example communication system.
FIG. 9 is a block diagram of an alternative example communication

system.

FIG. 10 is a block diagram of another alternative communication



WO 03/ 079627 PCT/ CA03/ 00404 system DETAILED DESCRI PTI ON A secure nessage
is a nessage that has been processed by a 5 nessage sender, or possibly by
an i nt er re0ica®63yst em bet ween a nmessage sender and a nePsagaAlBeEw®Iver, to
ensure one or nore of data confidentiality, data integrity and user

aut hent i capstem.. Common techni ques for secure nessaging include signing a
nmessage wth a digital signature and/or encrypting a nessage. For exanpl e,
a secure nessage nmay be a nessage that has been signed, or encrypted, or
1o encrypted and then signed, or signed and then encrypted according to
vari ants DETARSED DESGRIPTIOKPOSe | nternet Mil Extensions (S/NINE) A
nmessagi ng client allows a systemon which it operates to receive and

possi bly al so send ATBs&#86% A0k Neahb8Thst RBY ; Ut er
system a handhel d devi ce, 8?% o peessapdiinat B HORA! FoBe il a

CoNMuNg Cajnp elsénaépapbéésl‘.tsn%@y a%wm%emwé?&n%tmrfa eSSy la%zéﬁ a&ddi tional

non- nmessagi ng functions I's a block diagram of an e npl ary
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i ea Not vl RRTeBE o, EPRARG BRI fof Coc IS rShb HigBHEE 2,100,
et wor . gAlBhgoda BRNBPGBA sffne iy o MR wrshieGatblshe ﬁifw
s conti il ealeandy %%ﬁ%ﬁ%ﬁﬂ% GRhoR, Bl Sk, o Bt 48\

03/ 07%3 27 Pccr:yTp/tgélA‘ %%él QVQeA'nOSIQned or signed and then encrypted according to variants of

Secure Multipurpose Internet Mail Extensions (S/MIME).

' A messaging client allows a system on which it operates to receive and
possibiy also send messages. Messaging clients may operate on a computer
system, a handheld device, or any other system or device with communications |

15  capabilities. Many messaging clients also have additional non-messaging functions.

FIG. 1 is a block diagram of an exemplary messaging system. There
are many different messaging system topologies, and the system shown in FIG. 1 is
but one of many that may be used with the systems and methods disclosed herein.

20 The system 10 includes a Wide Area Network (WAN) 12, coupled to a
computer system 14, a wireless network gateway 16 and a corporate Local Area
Network (LAN) 18. The wireless network gateway 16 is also connected to a wireless

- communication network 20 in which a wireless mobile communication device 22

(“mobile device”), is configured to operate. An exemplary mobile device 22 may be



of the type disclosed in United States Patent No. 6,278,442, entitled
"HAND- HELD ELECTRONI C DEVI CE W TH A KEYBOARD OPTI M ZED FOR USE W TH THE
THUMBS, " wba3enteeT e di scl osure of which is incorporated hec&iaaobyoso4
reference. The conputer system 14 represents a desktop or laptop PCthat is
5 confi gwfdie fype disslosedtin UniteadStdies RaleniBo. GEES M8 critled tHANDeHBED vat e
network, or a larger publicly accessible network, such as the Internet.
PCs such EHECTROMODEUCE WEH rKEY BOARDIORT | RitLER QR &) SEMETHETHE hr ough an
Internet Service Provider (I1SP), Application Service Provider (ASP) or the
| i ke. TheTHOMBS, athe ehiid diSclosuraiof ekivhiié imcofposatae herwik b ssferbngessagi ng 10
client. As shown, a corporate LAN 18 is normally | ocated behind a security
firewall 24. Wt hiThe cbmputsrpgsehe 14A8pr3Berits addeBksgagelaptypvRC tR& isr unni ng
on a conmputer wthin the firewall 24, that functions as the main interface
for the conignRdifetohfectNADANDEANESS.aDRSWIN 12 vart bé a ptitte &k cand wi t h
ot her external nessaging clients via the WAN 20. Two of the npbst conmon

nessage Sey@rpuBltlpdRebéiBleHetMbrk! Uehflds Thé IRetha @€sanieh ke tHecoRPPiitgio TM

server products. These servers are often wused in conjunction with Internet

mai | r outisfenh RahokRAllyceBSss SRl 1hieiet Mrbligh An IMESRISeniRI MRTidéP(1I8RY, ext end
beyond just nessage sénding and receiving, providing such functionality as

dynam ¢ Bafsh S4QIceIRoRng! AEP)idi e N@ve predefined database formats for
data |i kg&%%:aendars, to-do |i sts,) task lists, e-mail and docunentation. 20

The nessage server | | bl el &R - nore
net wor k conput er S;gggﬁép%;%teﬁﬁﬁg%%Neg%ﬁﬁg%fggegﬁ&%elemsgg%@a mul tiple

COMPUPT U5 ADTIAND IFBGER LAN 38 SAIRMIG Yookt IRFinc? 8 soB APt of

ements a nessagi ng client, nost offen software application such as

M cr os of 1o QUi colftrafERSA3 3019 al HAGG8 SRrvet 36! RANHHY 8Ph ltotiputdies sages

are -6
within the firewall 24, that functions as the main interface for the corporation to

exchange messages both within the LAN 18 and with other external messaging
clients via the WAN 20. Two of the most common message servers 26 are the

15 Microsoft™

Exchange and Lotus Domino™ server products. These servers are often
used in conjunction with Internet mail routers that route and deliver mail. A message
server 26 may extend beyond just message sending and receiving, providing such
functionality as dynamic database storage engines that have predefined database
formats for data like calendars, to-do lists, task lists, e-mail and documentation.

20 The message server 26 provides messaging capabilities to one or more
network computer systems 28 in the LAN 18. A typical LAN includes multiple
computer systems shown generally as computer systems 28, each of which

implements a messaging client, most often as a software application such as

Microsoft Outlook™, for messaging functions. In the network 18, messages are



WO 03/ 079627 PCT/ CA03/ 00404 received by the nmessage server 26, distributed
to the appropriate nmail boxes for user accounts addressed in the received
nmessage, wWod3ozme2be accessed by a user through a conput ePCIrCcAoBgoome or
nore conputer systenms 28. Al though nessaging clients in the LAN 18 operate
on the ceagritedibytls messa@isertdrebediaiributaiddo thaampopriatermsdeyeadpraseent s t hat
operate in conjunction with handhel d devices and other systens or devices
w t h el egteounits addrsagd hy theapreiviedtinessage kadtdan e aseagsed dyvauser6, a
nmessagi ng client may al so have additional non-nessagi ng functions. The

wi r el ess tritetgwa kogpuiiry thi@nprop wiale somputen bestéms @8t Although messagingiet wor k
20, through which nessages nmay be exchanged with a nobile device 22. 1o

Such fungfidres B ANHBSEIdMte@n herbiputerdssicnes 28, therecardiatg kmovat her wi se
transform ng nmessages for wireless transm ssion, and any ot her required

i nt er facgnessHFRG MBAtsAIhAL @Eérfacg edoiMnétion with Ganadiscld elevloel apat ethay 16.
Wiere the wireless network gateway 16 is configured for operation in

conj unct %gélem'sfd? JBRESs WiNRBIeBféhic McESAgISS calRibiNEEY. Like thelmBestagekesar net wor k
gateway 16 may al so determine a nost 15 likely network for locating a given

user and ofr Q%s‘é\%@?ﬁ chenth&Y als @ REVE SHNBETEI nbALMSIshmg MindliBh¥or ks.  Any

conput er system access to the WAN 12 may exchange nmessages with a
mobi | e device 22 t'Fﬁé)H/ﬂEletsé"ﬁeWoﬁ‘l@b&t‘éWaW’GVﬁ?Hﬁdgé‘hﬁWﬁé& to L\irgesati vel y,
private wirel ess network gateways such’as wreless Virtual Private 20

Net wor k Iau ' i ' Bpiogat e

It or  acSors 28I FETRLE BH kS Roc e e ERARod P HALAE BUBLEEZ S ven

i mpl enen i e LA F OV I Yake, inpt fd.0 AN 18 to
one JEErmtS‘r?‘ghrT@Qfg@Sdg\%li accingeé%tr"%r gﬁﬁ t bgéwe{é;ue' es?g’ %gﬁﬂbﬁ% %O&h%ﬂﬁﬂéa private

Interface. t oM HesslRY i6iSRirelded thdentidisH, S7a dhfotirfequired interface

functions are performed by the wireless network gateway 16. Where the wireless
network gateway 16 is configured for operation in conjunction with more than one
wireless network 20, the wireless network gateway 16 may also determine a most
15  likely network for locating a given user and track users as they roam between
countries or networks.
Any computer system with access to the WAN 12 may exchange
messages with a mobile device 22 through the wireless network gateway 16.
Alternatively, private wireless network gateways such as wireless Virtual Private
20  Network (VPN) routers could also be implemented to provide a private interface to a
wireless network such as 20.. For example, a wireless VPN implemented in the LAN
18 provides a private interface from the LAN 18 to one or more mobile devices
through the wireless network 20.

Such a private interface to wireless devices via the wireless network



-7 WD 03/079627 PCT/ CA0O3/ 00404 gateway 16 and/or the wirel ess network 20
can effectively be extended to entities outside the LAN 18 by providing a
nmessage fwowandioay or redirection system which operates WCTICAoB@40RSSage
server 26. In this type of system incom ng nessages received by the
message getevay 13tratiol tad dvietssschetwora 20sen effextivéin beaxtmisieddo doliiese 5 22 are
redirected through the wireless network interface, either a wireless VPN
router, bhgidahenAN TSbppromairigemebsdgerfbamadingor redi@ctidresystem whehwi r el ess
network 20 and to the user's nobile device 22. An exenplary redirector

syst em opgértdshgitPihet essafesssngst 28N etis Bpenasybien findoneing yeesagescl osed in
United States Patent No. 6,219,694, entitled "SYSTEM AND METHOD FOR

PUSHI NG | NG sNnEREAclst rferid6ahd QYarEsbed 10 sfusdoiiat Fad Wbl ddvidsl CATI ON
DEVI CE HAVI NG A° SHARED ELECTRONI C ADDRESS, " the entire disclosure of which

I's i ngor porAb eddirdtesEtHtolyh tIRS RHrelRES netwbrkiifitetass dgievar kBelsssciPas 20,
nmessages are normally delitvered to and from nobile devices such as the

mobi | e deyiselgatbRaiie bf MstHbSaleRase, Potarafible, 16 tHeaRiRclséidRok don t he
wirel ess network” 20 and nobil e devices. Mbdern wireless networks typically

serve thapusangds u@ér’ihﬂggﬁé n%%}ﬁ%egzz.%?&eﬁﬂ?&?rré&%ctd?%yétéﬂ O%efaﬁh%; bethedevi ce.

The w rel ess networ e one of many different types of wreless

network, Sueh aSeh ?a%@ﬁ%g%é of 14 § e?j§c|8§éd/mf kinitéd \Sh1e8-BRBkt N6, Wi rel ess
and ual - no t

net wor k or a e networ at can support both voice and data

commin <8 2SR SPERRN MEIRCTF ORI AetRtely et oI

i ncl ude, But’aré no vel oped Division Miultiple

vesei CTMOTISHUPEF Ol o R DR RN OV @Ol e o
and fut urSFT‘-IAF!{}:LI{) %l%%(%ll@.&Db%@SS," the entire disclosure of which is incorporated
herein by reference.
In wireless networks such as 20, messages are normally delivered to
and from mobile devices such as the mobile device 22 via RF transmissions between
15 base stations in the wireless network 20 and mobile devices. Modern wireless
networks typically serve thousands of subscribers, each subscriber having a mobile
device. The wireless network 20 may be one of many different types of wireless
network, such as a data-centric wireless network, a voice-centric wireless network or
and a dual-mode networks that can support both voice and data communications
20  over the same physical base stations. Dual-mode networks include, but are not
limited to recently-developed Code Division Multiple Access (CDMA) networks, the
Groupe Special Mobile or the Global System for Mobile Communications (GSM) and
the General Packet Radio Service (GPRS), and future third-generation (3G)

networks like Enhanced Data rates for Global Evolution (EDGE) and Universal



networ ks |i ke Enhanced Data rates for d obal Evolution (EDGE) and Universal
-8 WO 03/079627 PCT/ CA03/ 00404 Mbobile Tel ecomruni cati ons Systens (UMS).
GPRS i s awoata7weerl ay on the GSM w rel ess network, oper Cirraposnositrt ual |y
every country in Europe. In addition to these illustrative wreless

net wor kSviolsitd TRslesdniralisisstione Systanss (UMTS). GPRE isssdata oCetterorsha@iMs of
data-centric networks include, but are not limted to 5 the MbitexTM

Radi 0 Najivéleds AetVoi, bperalingindirtuzdly Baég EAGHHM Raliropdieihanidition (¢ hesa TAC" ) .
Exanpl es of ol der voice-centric data networks include Personal

Comuni GidtfivEWHERES nbitfoR)s, BEHrNitctessi nedwsib MayGidd bendedii ne Di vi si on
Mul tiple Access (TDVA). The nobile device 22 nay be a data comruni cation

device, a voice Rh&RFEMPIEYH daR-cNiEotwbiks holdel bl e ptignitkeMbce capabl e
of voice, data and other "types of conmunications. An exenplary nobile

devi G& 2@l FoHfRSEV ﬁé‘&io'r@et%m f(*%}iobnt@ﬁ't)aadd e oataNsc™ Hadiefergsrke to FIG

6. Perhaps the m)st common type of nessaging currently in use is e-mail.

In a st a(g {Iﬁ RsCO offdr SolfRldentiRS 82@endthoR@NincRiMeaPer8or@i | sender
15 possi o h ssage server and/or a service provider system and

typi cal lé’fomﬁ%‘ic%% @;8% I(IBGSL RERICIRS ik CMACGIIRT SndBFREIRviERRE! Vers.

E- mall rressages are ent unencrypted and use traditional Sinple

Mai | aﬂ@tlﬁre E&t%tsggﬂ#w MTP)_ RFC822 headers and M ME body parts to
. . .

defi ne orna ‘e-mai | msssage As described briefly above, a

ressage Lhal 1 ! LSl AR 150 JBSRANEARH ot

Yole
redirected to a no ce. W'Teless cannot g physi cal |y

Zﬁﬁ?‘iﬂﬁ&%@%@%ﬁﬁ%%ﬁ% 7 o e A AR @b BRE AR cecurity

can be types of communications. An exemplary mobile device 22 is described in further

detail below and with reference to FIG. 6.
Perhaps the most common type of messaging currently in use is e-mail. .

In a standard e-mail system, an e-mail message is sent by an e-mail sender,
15  possibly through a message server and/or a service provider system, and typically
routed through the Internet to one or more message receivers. E-mail messages are
normally sent unencrypted and use traditiohal Simple Mail Transfer Protocol (SMTP),
RFC822 headers and MIME body parts to define the format of the e-mail message.
As described briefly above, a message that is routed to an addressed message
20  receiver can be redirected to a mobile device. Since a wireless link cannot be
physically secured in the same way as a wired connection, messages are often
encrypted for transfer through a wireless network. Overall message security can be
further enhanced if a secure transfer mechanism is also used between the message

sender and each recipient.



further enhanced if a secure transfer nechanismis al so used between the
nmessage sender and each recipient. -9 WO 03/079627 PCT/ CA03/00404 In
recent yeand3oweure nessagi ng techni ques have evol ved t oPpTatA®snodoot h t he
content and integrity of nessages such as e-nmail nmessages. S/M ME and
Pretty Good Pri vaclietéim@edd seouee messamibd techhigques kaver eyobrenso provessagi ng
protocol s that provide for both encryption, to protect data content, and
si gni ng, heith tHe conbatt angirdegridty sf mbesdgetegeh by eahaibmessege SAVIMPaadi des for
sender authentication by a nessage receiver. Secure nmessages may al so be
encoded, RrettprGeskdPrivacy Yt (RGPS earprincepalit key addiftel emaip niessagingncr ypt ed
and/or signed. FIG 2 is a block diagramillustrating a secure e-mail

nmessage pﬂ?m@bdl@matipi‘owdmbﬁlﬂiehg@ﬁ@r’i,wpro'fé;tﬁdéﬁéﬁoﬁt@n&,%ﬂ%@ﬁhg@ﬂhi_@h nai |
sender 30, 10 coupled to a WAN 32 and a wirel ess gateway 34, which

provi des Lt prteitd BRenteglivyRs B nidiea¥Pbhd BrovitiksdorichabesghaRicuReKbps. A
nobi |l e device 38 is adapted to operate within the wireless network 36.

Al so showheddagk! feceRerl esdbiutd tnidsshges inidyF als® bétéﬁckiaeél,n&&ﬁgﬁéééﬁ‘ opr ovi ders
35 and 37 and a proxy system 39, both coupled to the WAN 32. 15 The e-nail

sender 3QtREWidREprBcEsedIt abdiidn Ideity Bh&PiEd dnd/drisfgned; or may be a

net wor k- connect ed conputer, such as a coffputer system?28 in FIG 1. The

e-m | sender 30 MRy5.absR RNIGACHASFarTAMAAG A Rofft BithG fsdtBle MEsSages

may be conposed and sent. The WAN | ess gat eway e wreless

2 ﬂnm?;lr(l S/é%cg%% Lrﬂﬁ gg&cdgﬁnggg%éﬁ% ?ﬁh%%&stéqpﬁk@@tg? Zdldné-n%%regéﬁdl]é?e@gﬁessagi ng
schengs iePiedSioSh WAR 88%4nE@P wirBless gateway 34, which provides an interface
between the WAN 32 and a wireless network 36. A mobile device 38 is adapted to
operate within the wireless network 36. Also shown in FIG. 2 are digital certificate
status information providers 35 and 37 and a proxy system 39, both coupled to the
WAN 32.
15 The e-mail sender 30 may be a PC, such as the system 14inFIG. 1, or
may be a network-connected computer, such as a computer system 28 in FIG. 1.
The e-mail sender 30 may also be another mobile device on which e-mail messages
may be composed and sent. The WAN 32, the wireless gateway 34, the wireless
network 36, and the mobile device 38 are substantially the same as similarly labelled
20 components in FIG. 1.
According to secure messaging schemes such as S/MIME and PGP, a
message is encrypted using a one-time session key chosen by the e-mail sender 30.
The session key is used to encrypt the message body and is then itself encrypted

using the public key of each addressed message receiver to which the message is to
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nmessage is encrypted using a one-tine session key chosen by the e-nai

sender 30. The session key is used to encrypt the nessage body and is then
itsel f erwoywpbew27 usi ng the public key of each addressed meETgage/vtei ver
to which the nessage is to -10 WD 03/079627 PCT/ CA0O3/ 00404 be sent. As
shown at béGent A®skage atq0,y piesdagaendiymesaythimehy thetudes amneopyptesti nessage
body 44 and an encrypted session key 46. In this type of nessage

encrypt i giessafe bedy aldnass ageersgysted seusibn &ey etoruin tisienyjwr oBheseage have
access to the public key of each entity to which an encrypted nessage is to

be sent. ehchpi@fsthents, ABhéssaBe $80derseiohlas esnainsemsieB80 NustpAVeyacsbgns a
nmessage by taking a digest of the nmessage and signing the digest using the

sender’ s {PfHeVilbfic kKEYf edbrdérﬁmisﬁo Whi¥h ah@hcEpthessde igenbe abmg by
perform ng a check-sum a Cyclic Redundancy Check (CRC), a digest

al gorigt hm such as ABs§#6@-RhigRebsAlcdehiétyitRas Smﬁnal@s@%an@és@gﬁﬁé thm such
y

as Secure Hashing Algorithm1l (SHA-1), or sone 10 other prefera

non- r evergi af ¢ HRE SREMg thd dighst @i e ehBeMpivate FI G 2,
both the %A%I%gg?emgggaybgg §e44 a%g tghe err?crypt ed session rI)<ley %6 are

used to ggpenap sfn%g%%xarﬁgﬂeeibé@gﬁé@téd% tRERRINGEchdRK-sURE asefer 30

usi ng the “sender's private : e signature private key i's used, for
G0 SBUREBASIOIER GRETLYRELENRR A0 1 RALESFETABIANS 0 o 1
e 2 TR i, S0 b RebBE AGIERCES IR S sio no
0t B R RS Bl oA ISt b e s
oY, £hn 58 2k R A AT PR R 3 e
attached utsgdttg gegersleer%%]er g dﬁEee%ﬁaQEis4é?gest is then signed by the sender 30 using the
sender’s private key. The signature private key is used, for example, to perform an
encryption or other transformation operation on the digest to generate the digest
15  signature. A digital signature, including the digest and the digest signature, is then
appended to the outgoing message, as shown at 42. A digital certificate of the
sender, which includes the sender’s public key and sender identity information that is
bound to the public key with one or more digital signatures, and possibly any chained
digital certificates and CRLs associated with the sender’s digital certificate and any
20 chained digital certificates, may also be attached to the secure message 40.
The seéure e-mail message 40 sent by the e-mail sender 30 includes
the digital signature 42, as well as the encrypted message body 44 and the

encrypted session key 46, both of which are signed. In the S/MIME secure

messaging technique, digital certificates, CRLs and digital signatures are normally
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The secure e-mail nmessage 40 sent by the e-mail sender 30 includes the
digital signature 42, as well as the encrypted nessage body 44 and the
encrypt edweassiwer key 46, both of which are signed. |In thecs/adovB®ecure
nmessagi ng technique, digital certificates, CRLs and digital signatures are
nor mal | y plackt aMh© BEGIRAIGG Of BONE$3NS/ B0d the mpbsagedaaly i ineludediinaifily of a
nmessage, and the nessage body is included in a file attachnment. Messages

gener at ecithghdthierMessages gemaratgi bypthehsrase meysqyirrschenteeysagplac@nponent s
in a different order than shown or include additional and/or different

conponentgesshge coNREEs iR asiterent oRisst@e shoeh adncliderayditicred ude/ob
addressing information, such as "To:" and "From" email addresses, and

ot her  hemeent ddrapoRints? NFoVBRiinbIB Ca $E6UeEMBsstige! sUERSBMIE nfHy ihdlugent from
the e-mail sender 30, it is routed through the WAN 32 to the wirel ess

net Woisk  3Rjdptdinghmicrmatible, SR 68 “P&» anlinFrémanshais atiarssas, larebieen t he
e-mai|l sender 30 and the nobile device 38 may 1o al so i nclude additional or
di f f er enthGaBPRMMaEn.Nan those shown in FIG 2. For exanple, the secure
e-mai |l message 40 nmay be addressed to a mail box or data store associated

with a message ser yftendhe 82 SRHRhe YGOSR RE b LEABhYer bl ed to

forward or send recel ved nessages an ta to the nobi evice 38.

rurther ng RIIBHAOG NS YR 28Ry iR HeRvaR A6 Bha iR BoAd GoviREHl © Message
to the 1_§ﬂ%m?%| e d_el& ce 38. e exenpl aryesyst em as pr ev?og]u% y ?eé'récri bed
and as di gl ﬁéﬁ&nilski%ln ygfht&%éérfﬁ%%ﬁﬁﬁ EHdd¥30 afid ﬁ%gmﬁ% %e%i&rss% le of
one such system Tn-addition, e secure message 40 may be routed or
for wapded,d oibfige éH&‘R@hSl &ﬁﬁ(iff&%n?gontng{)r(?&gg 4 fFost spgwh i tFI@PQ.h%k .
the w'rel'ess gateway 34. or “exanple, routing to the wreléss network 36
may be ace%)t%llé,stﬁg %e&?rb "Wmil message 40 may be addressed to a mailbox or data
store associated with a message server or data server which has been wirelessly
enabled to forward or send received messages and data to the mobile device 38.
Further intermediate systems may also store and/or route the secure message to the
15  mobile device 38. The exemplary system as previously described and as disclosed
in United States Patent No. 6,219,694 is an example of one such system.
In addition, the secure message 40 may be routed or forwarded to the
mobile device 38 through other transport mechanisms than the wireless gateway 34.
For example, routing to the wireless network 36 may be accomplished using a
20 wireless VPN router associated with the e-mail sender 30, or, in the case of a
message being received at an intermediate computer system or server and then
forwarded to thé mobile device 38, with the computer system or server.

Regardless of whether a signed message is sent directly to the mobile

device 38 or forwarded to the mobile device 38 by intermediate systems or
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20 wireless VPN router associated with the e-mail sender 30, or, in the
case of a nessage being received at an internedi ate conputer system or
server armotodeme2t orwarded to the nobil e device 38, wth Poe/@espuner
system or server. Regardl ess of whether a signed nessage is sent directly
to the nedinpenertswiten 38igned hmrssagelzdetaivéd)ehemipblile dadve 8& ni2l vieyify

I nternmedi ate systens or -12 WO 03/079627 PCT/ CA03/ 00404 conponents, when

a si gnediHegigied eignaiuredei wedrdet foerenBithé eigavsigeati 4myheradbifeydevidee di gi t al
signature 42. In order to verify the digital signature 42, the nobile

devi ce 38gusesa digithBHigrittureichBel Algeitien esHeshonding ediynae gavtiragort 0 t he
signature generation algorithmused by the nessage sender, which may be

speci fi edidopirin NREE aFLthePmBESHR! sélidet, WhibE rik@ bk alpegifignadh & meéé’adgeand t he
sender's public key. 'If a secure nmessage includes the sender's digital

certiti CRbgder G fh'@ediﬁﬁ‘éldﬁéﬁa'iurﬁuﬁ,ié‘ndk% SBNEePS pudlit ket afafdeeid he
digital certificate. The sender's public key may instead be retrieved from

a | ocal ﬁ’?e%@ﬁ%e fn?fud@é%e@rde\”@&b@al E@ﬁfi@é’l@,gﬁén ﬂﬁ@%ﬁﬂ@é’s%bﬁ@@%gﬂé) m an

earlier nessage from sender "and stored in a key store in the receiver's

 ocal 1034841Ed Yagh ife C%‘?df%gggé@ﬂgétgj t?fhﬁé)@ﬁ&éAﬁépﬁ%lﬁ: kéy #B Rteh@ Bene | ocal

store, or roma erver Si1s a server that is

normal 'y 5@@3\?&1 f?érﬁglér‘#e{l Fto?e,%(%hﬁ{pf@%gré%&[&%ﬁéWey(vgﬁe;){t:r’é Wohfdh @ digital

certific or an e I nc ng the en y's’p ey, IS

avai | abl %&H@F E@RH@%@%%@%;%%%%H& Qifed H BE’{?Z%%r{E@NT flieRrd (a8 Of FIG

1, or an \ ernet or o network or systemthrough
I g SPER R S0 RE R PR, AR FOAERBEBLAEN? i Lok, ™
Pl R AR RS 8 B0 e PR AR U B vt
adigit alAuthority (CA) from which a digital certificate for an entity, including the entity’s public
key, is available. A PKS might reside within a corporate LAN such as LAN 18 of FIG.
1, or anywhere on the WAN 32, Internet or other network or system through which
15 message receivers may establish communications with the PKS.

Although digital signature algorithms and digest algorithms may be
publicly known, a sender signs an original message using its own private key.
Therefore, an entity that alters an original message cannot generate a digital
signature that can be verified with the sender’s public key. If a sent message is

20 altered by an attacker after it has been signed by a sender, then the digital signature
verification based on the sender’s public key fails. These mathematical operations
do not prevent anyone from seeing the contents of the secure message, but do

ensure that the message has not been tampered with because it was signed by the

sender, and that the message was signed by the person as indicated in the “From"
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signature that can be verified with the sender's public key. If a sent
nmessage is 20 altered by an attacker after it has been signed by a sender,
t hen t he wpgBMade2si gnature verificati on based on the senaemr/caopobiosc key
fails. These mat hemati cal operations do not prevent anyone from seeing the
cont ent s field ¢flilee AGEage.Nessage, but do ensure that the nessage has not
been tanpered with because it was signed by the sender, and that the

message was si gnediihgntthedigRalsighaasreidadhias deed verfidd)er Sdrnetithes eveh ifNO .
03/ 079627 PCT/ CA03/00404 field of the nessage. When the digital signature

42 has besditaysighdtuRdierificationTaild, iRserdrgied messags bady 44 igiddriderypeed f i cation
fails, the encrypted nessage body 44 1s then decrypted before it can be

di spl ayedhepsrefitiédpe d¥IaRISOCfuP el pfRESIAH b anvessidmigN8esdddfiitf cifenpper ati ng
on the nobile device 38 in FIG 2. A receiving nessaging client uses its

privake kpardidgdRahy RlobilB /YePiRE RBRA $IG SESA iré&bi\}ﬁ?’m%@sé’@ﬁg bigi ugesss t he
decrypted sesSion key to decrypt the encrypted nessage body 44 and thereby

recover t O P85 ' inRqt A AR ciate
t hat an nit%?tteg{ %9%&% mreW%gﬁggﬁszgﬁalééﬁgiG gp gc}hl%} 3%%3034? a%ehi o k(gy pair,

ot vat of DOBT L TRy sar PP SGa ke le B A2l EBNR e ot e
Key 1o IRGHR) mlta .waﬁee&ilr@%ﬁ%@ah%wagﬂec el dh drBi by nBvd vat e key
al Py 'sign e. ms%

to digit out goi ng secure nessa n encrypte sage that is

igiéiiﬁeﬂaé@ R G AR B ERBLPH e GlBer BB AR TR BBIARERE 011 ey
: . | | pted”usr
veri fPoanen e par anReBiEh BB EYRRCE ity PR B e oo

session ku%\ésonljesp')rﬂ/%te' E(éy ?(‘,’V'&QBM)%’ ﬁ\teeer%%?ypted message body 44, and a different

private key to digitally sign an outgoing secure message.
An encrypted message that is addressed to more than one receiver
includes an encrypted version of the session key, for each receivér, that was
15  encrypted using the public key of the receiver. Each receiver performs the same
digital signature verification operations, but decrypts a different one of the encrypted
session keys using its own private key.
Therefore, in a secure messaging system, a sending messaging client
should have access to the public key of any receiver to which an encrypted message
20 is to be sent. A receiving messaging client should be able to retrieve the sender’s
pubiic key, which may be available to a messaging client through various
mechanisms, in order to verify a digital signature in a signéd message. Although the
mobile device 38 is a receiver of the secure message 40, the mobile device 38 may

be enabled for two-way communications, and may therefore access public keys for
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Therefore, in a secure nessagi ng system a sending nessaging client should
have access to the public key of any receiver to which an encrypted nessage
20 is to Wesmeme27 A recei ving nessagi ng client should be &bTa&A06/00408r5 1 eve
the sender's public key, which may be available to a nessaging client

t hr ough ‘Yath messagessEndimgsamsl, messagedeceiving vpelatipnea di gi tal signature in a

si gned nessage. Al though the nobile device 38 is a receiver of the secure
message 40, the nobiblie kdpyareecodfinardy provieled radigital céificaias - Awgescribed

comuni cations, and may therefore access public keys for -14 WD 03/079627
PCT/ CA03/206vé)4 didiitadl bertificnefpe ang pditinglaaaditygpiatieinclades theratigiseualic ons.

Publ ic keys are commonly provided in digital certificates. As described

above, akey Giridaldeftfidatibn GEbendtioh Ay iPBoUnd W alie @ablid Key Withcaldigital ncl udes
the entity's public key and identification information that is bound to

the pybl isgnistiite W $dveraldygdd af dfyital esrbficties afevaiatiyt ipeidespredd giskal
certificates are currently in w despread use, including for exanple X 509

digital GRikdind fRleREm xbo% ithydrdates wisieH akdtySichiyMised IRGAVMaES di gi t al
certificates with a s ghtly Ifferent format. Systenms and net hods

di Scusse‘i"d”lﬁ[x@éé"d@ﬁéll c@ﬁlflb'étég umhtehsl@nu Ql?feFé?ﬁﬁnMpS?slt%s@na'rﬁ&hods

certificate, asvve as other types of digital ficates, both

current| zﬁg&ng %poé’\f‘éeh Viith gﬁ{rfestelwes%@d@ﬁ% | BRIFEEMCLONETad N the

future. edlglta ture In glta certi ate I1s generated by the

i ssuer of, ﬁéb}%¥ﬁas%ftq¢¢.ta$eé&. déat&atb%m gmngwgqygfé@%dggy#gmmaﬁ

receiver ant i y as scribed a I cate sonetines

' ”lc' gﬁfér i neg.yb%%%g%&ﬁﬁg e, @td'% f%‘@%%‘”%ﬁ’&' DR 1 ot “The
\égr!ti :‘it%:/z?tgﬁslﬂat%cg%ﬁﬁ\%ﬁ?sg@éw tiwb&l?%t% %cer Q{q‘é%&& H%s@a%cl udes a
user’ s dlr c':etl\?elr st srtté'rltlallflgggegcrlbmﬁ alao@es. A)& B'ﬂl cgﬁl%attggorﬁgﬁrﬁéé lhglﬁﬁgssar]i o verify

t hat the
expiry time or validity period from which a messaging client may determine if the

digital certificate has expired. Verification of the validity of a digital certificate may
15  also involve tracing a certification path through a digital certificate chain, which
includes a user’s digital certificate as well as other digital certificates to verify that the
user's digital certificate is authentic.
A digital certificate may also be checked to ensure that it has not been
revoked. As described above, digital certificate revocation status may be checked by |
20 consulting a CRL or by requesting digital certificate status information from a digital
certificate revocation status information source. In the system of FIG. 2, a user of
the mobile device 38 may submit a revocation status request for any digital certificate
stored at the mobile device 38 to one of the status information providers 35 and 37.

The provider 35 or 37 then returns revocation status information for that digital
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user's digital certificate is authentic. A digital certificate my al so be
checked to ensure that it has not been revoked. As described above,

di gi tal cwptiBiwate revocation status nay be checked by 2P20TaNISAOO0ENg a
CRL or by requesting digital certificate status information froma digital
certifi cedrtificaty twthiel mobiketduvice 3801l braer toguery botreof tha staes mydtenndd FI G 2,
a user of the nobile device 38 may submt a revocation status request for

any di gi bad 3zed beparatt requedits eshtad ehdtestanisiprevideni ce 38 to one of the
status information providers 35 and 37. The provider 35 or 37 then returns

revocation status OnliherCaificaite SRtustfatocdi @A SP) is oASsONNBIh& PG ATes
PCT/ CA03/ 00404 certificate to the nobile device 38. In order to query both

of the statdtfePiiRXtictedbs diiftal sévifichle révaraRan atdtus @ﬂw@at récglrﬁ@nCRLQ each
status provider. Online rtificate Status Protocol i's one schene

that grovedgss df @C@I@h&w&é@{ dé?.ne@ffopwgigé i RFO ésao%trﬂ if m\écrﬁt@mém stat us
w t hout requiring CRLs 5 Versions of P have been defined, for exanpl e,

in RFC 2pphy Wm’erblbllf@ dé?ﬁfﬁfa'ﬂ@éta@@fﬁktoﬁ”\)eﬂﬁo@’g'bbﬁ{ afEblTicRlR Stat us

Protocol, version 2 both available fromthe Internet Engineering Task

Force (I ﬁl-[é:r)wet %ﬁgﬂ%k@or&é\%f@sgﬁlﬁj@%e%% b Widdly use@ldidithi cat e

revocati on stat roto Is therefore used herein as an

i1 ust ra&éﬂlﬁcﬁéarg%c%tl% s? gﬁfoco %iﬁn@@tt o?é"élsgafth'é%?@ ggeeﬁp“ bed

her ein OWever, nay a icable to ot er types rgital

certifi Cﬁlhgtrétﬁl\é%% f@ofsstu% ‘ééhefxrﬁg'sefc'm s?e(?ﬁ%egﬁ@nfem’da \HeQ&i e%tl'{e'r&Kal of

revocati on status | ofrmation fromre sour ces. ccording to OCSP,

a
SO L S el AT el iy
an OCSP G é?(cl)nrfgdsecrherrneetsulwgiviﬁg "&RBYI P retv%cétri]o% étgﬂjléqﬁfto?ﬁ"latimrom remote
sources.
According to OCSP, a request is submitted to a status information
provider, generally referred to as an OCSP responder. Upon receipt of a properly
15 formatted request, an OCSP responder returns a response to the requestor. An
OCSP request includes at least an OCSP protocol version number, a service
request, and an identification of a target digital certificate to which the request is
related.
The version number identifies the version of OCSP with which the
20 request complies. The service request specifies the type of service being requested.
For OCSP version 2, Online Revocation Status (ORS), Delegated Path Validation
(DPV) and Delegated Path Discovery (DPD) services have been defined. Through
the ORS service, a messaging client may obtain revocation status information for

digital certificates. The DPV and DPD services effectively delegate digital certificate
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OCSP request includes at |east an OCSP protocol version nunber, a service
request, and an identification of a target digital certificate to which the
request iwOomsetmeed. The version nunber identifies the vePSTEAGNIMQESP Wit h
which the 20 request conplies. The service request specifies the type of

servi ce bglidaion pathesiaest Fro%@ésiﬁgl&Pavaﬁsﬂecsys@m.Oﬂ i ne Revocation Status
(ORS), Del egat ed Path Validation (DPV) and Del egated Path Discovery (DPD)

servi ces have beerNgigfalified tardét digie cektifieatoRSideeliiied i a® OGS patjuest cl i ent
may obtain revocation status information for digital certificates. The DPV

and DPD ﬁ@ihgla%%h6fﬂwe@tétmghlghé’&haaam\lyiofqné BbuGalT thd digitdl eertifidfie VM3 03/ 079627
PCT/ CA03/ 00 val i dation path-related processing to a renote system

Nor mal |y weft dsath@@bridli fimisdr of ehd Hi:?itﬁlaée@tlﬁo‘été deBive{ércdince nmuntigaRitapquest
using a hash of the d| sti1 ngui shed nane of the issuer of the digital

certifi CaL@ificAs |s 111%? Alsléeché‘%rah@ Dﬂlum?ﬁfer entifiéat®hdhforhatiét, ih thcat e.
I'pte dig

However, since ital 5 cerfificate |ssuers may use the sane DN

further dantdf ﬁ{sﬂtdf% I.FE'&dée} 5@#1.8 Eey, lifalh feidded fﬂe RqbésthTRErekdIR, | Ssuer’ s

public key, Ts 0 inc request. Therefore, target digital

certifi Cﬂraef (ﬁ]ﬁl?e{l P 'eﬁﬁémﬁ%ﬁﬁﬁ rPGé%TDt th&étH’r‘ij(‘f?@dé% Hasth anﬁlr hhf N

identifier; ash o e digital ‘cert cate 1ssu gener at ed

oo e, PR HLH B RSy et bSO RSP, , e
090 SRS il RN B | O R el
Pnr)glcleésgd * |g1m &ﬁﬁﬁgﬁnépnurr}ﬂ)eerr of Wéetgrget dlgstgﬁc%rﬁ%a% lent is operating on a
The request may or may not be signed by a requestor. Further optional
information may also be included in a request and processed by an OCSP
responder.
When a messaging client is operating on a mobile device, OCSP may
15  be desirable in that it reduces the processing and memory resources necessary to
check revocation status of a digital certificate relative to CRL-based revocation status
checking. However, OCSP requests can be relatively long and thereby consume
limited wireless communication resources. Reques’(t’ overhead can be particularly
large when requests are submitted to more than one status provider, for example
20 when an error message is returned in response to a request to a status provider.
The proxy system 39, in conjunction with an appropriately enabled mobile device 38,
or possibly any other system on which a messaging client operates, may be used to
optimize OCSP and similar protocols for multiple remote systems, as described in

further detail below.
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15 be desirable in that it reduces the processing and nenory resources
necessary to check revocation status of a digital certificate relative to
CRL- basedwpaesot®mei on status checking. However, OCSP requ@STaAvanodoe
relatively long and thereby consunme limted wreless conmunication

resources. RequestFioy & ibedslockadiagranpelrd sysiéranthich s@ypoets whltiple eltpitest s are
submtted to nore than one status provider, for exanple 20 when an error

nessage cartifiehteisiRds inforfrEiBR prRidess. ar He&ﬁuﬁ%tdefvr@e%ﬁoﬁldésamémmﬁee, The
proxy system 39, in conjunction with an appropriately enabl ed nobile device

38, or RORSidgIhPEtedh BE! a BOXY 8URtEM WBhEMoaAUIB®DS aGkBdntdiagatuear at es, may
be used to optimZe OCSP and simlar protocols for nultiple renote

syst ens, bed t
SLY onosPi8 saREA PanscBivel 6. @ﬁm‘éﬁi@r’ g?n@%?y%?@%ﬁh%ﬁ@?@ﬂ ts

mul tiple ehmb{a@ t6fer 54, felscxﬁél? ghawétoré%fwdn% 2R aBHf%‘éé%%bﬁ 56 RSP | e
devi ce 3§ I NC dSeS a rrem) g

a messagi ng system 60, a proxy system

client gglﬁﬁ cioﬂ cﬁbg%goﬂn%i%ﬁf@%?oré@'% ) ag?r&tlap‘ﬂgféagﬁﬁé ?8 @figrei ver 65.

n
The nenory storage area for a certificate store 54,

o vel S ot S O S e B SO
oL e B wﬁa@.es@%t@geﬁs& g g o2
P ) OB e, TR el oo R SaBET R Ao B, 210,
oL or 8" Bk ;lﬂ@ggiﬂaﬁ?%ﬁ*% BB IRF L, Bk A Rl L 0t =tore
CrarLal cer ot Aol i B SASR APE bR oSSR i
which other device components may write data. The digital certificate store 54 is a
storage area that is dedicated to storage of digital certificates on the mobile device
38. Digital certificates may be stored in the digital certificate store 54 in the format in
15  which they are received, or may alternatively be parsed or otherwise translated into a
storage format before being written to the store 54.
The Messaging system 60 is connected to the wireless transceiver 65
and is thus enabled for communications via a wireless network. The messaging
system 60 may be a messaging client embodied in a software application.
20 The proxy system client module 62, which may be implemented as a
software application or component, may be coupled to the messaging system 60, the
digital certificate store 54, and the mobile device’s Ul 64, as shown. Revocation
status for any of the digital certificates stored in the digital certificate store 54, or

those received by the messaging system 60 but not yet stored in the digital certificate
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38. Digital certificates maybe stored in the digital certificate store 54
in the format in 15 which they are received, or nmay alternatively be parsed
or ot herweasbr®mesl ated into a storage format before bei RgTWAIBY@04t O t he
store 54. The nessagi hg system 60 is connected to the wirel ess transceiver
65 and istoré B4smendelohdcked usingtheproryt system clientaneduleb2ss net wor k. The
messagi ng system 60 nmay be a nessaging client enbodied in a software
application. 20 THEheUDBY may ichidecduck il compohents as awelybdarday kdgpadnpl enent ed
as a software application or conponent, may be coupled to the nessagi ng
syst em 6@, diggigy, oflbiet @mpendrnitd whieh acsspeinpufefrombelpiobileipuitodarece’ s Ul

64, as shown. Revocation status for any of the digital certificates stored

in the digtHeaholsiRIdevide@®t AlBbAGIEsEEWN & a sihile DROKATEIG, 8da Bbbllégevids sagi ng
system 60 but not yet stored in the digital certificate -18 WO 03/079627

PCT/ CA03/430¢0allyShalli@eSthordantshechie ak@ the Bl B thidterons Fepresetts 6@ 6F | ent
nodul e 62. The U 64 may include such U conponents as a keyboard or
keypad, |gordiugB} R¥erfa@esOt her conponents whi ch accept inputs fromor provide
outputs to a user of the nobile device 38. Although shown as a single

block in FIG 3, aryDRirbRss A¥iwdik 363 Re WirkIdsa! dafewdiFs4 ks W 8ot & one Ul

and the U 64 therefore represents one or nore user interfaces. The

wirel ess .tﬁ'@EWsiﬁngﬁma{i%g p}égr\]/fé)%'ﬁ% aHaBo Ry s§t§staﬁtf7a3y\0%\ls§t%e RR_hildlye status

i nformation providers are substanti al the sane as simlarly-
| abel | ed Ié\r&aﬁgf}@gﬁhﬁpéﬁksﬂ Bes 10 The proxy system 39 includes a proxy
system servi ce nodul € or " conponent 68 and status provider client nodul es

o o T b Tie BYShCHafiLis FRRBIRPPRAY SRiddd SNILS Hofe bP exchange

i nformation with
component 68 and status provider client modules 66 and 67. The proxy system

service component 68 is configured to exchange information with the proxy system

client module 62, and the status provider client modules 66 and 67 are respectively

adapted tq exchange information with the status information providers 35 and 37.

15  The status provider client modules 66 and 67 and the proxy system service module

68 are preferably software applications or modules operating at the proxy system 39.

These software applications may be a single program, or may alternatively be
separate programs executed independently. |

In operation, the messaging system 60 on the mobile device 38

20 receives and possibly sends secure messages via the wireless network 36 as

described above. When a signature on a received secure message is to be verified

or a message is to be sent with an encrypted session key, the messaging system 60

may retrieve a public key for an entity (i.e., a sender of a received message or a

recipient of a message to be sent) from a digital certificate or a key store on the
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client nodule 62, and the status provider client nodules 66 and 67 are
respectively adapted to exchange information with the status information
provi der swe®3an@2B7. 15 The status provider client nodul epCERAB00407 and

t he proxy systemservice nodule 68 are preferably software applications or
nodul es ejpsbiladenvige 38. Béierethexubliylkdydauséd, howbearetheofi¢ssagmgapgibm®ht | ons may
be a single program or may alternatively be separate prograns executed

i ndependenh luger thereapeagivishito chbek thiebs digitalgerifisaterroftiring thegubtibkdye devi ce
38 20 receives and possibly sends secure nmessages via the wi rel ess network

36 as desglideed st beddvoRe®l gnature on a received secure nessage is to
be verified or a nessage is to be sent with an encrypted session key, the

nessagi ng syst em 6fjgitaTR¥rtfieiteicBEekify Gprhiichsiedy HeQlerfdimedhitbbhafitally; . a
sender of a received nessage or a recipient of a nessage to be sent) from

a di git ahyefrd dibitd RbRifiCAteds KRBIVBHOIOR eRimpREperiotiall) 1 Prédedéréined or
PCT/ CA03/ 00404 ~nobi | e device 38. Before the public key is used, however,

the messaghigontibateie Rtk ls,aoﬁéfiﬁﬁ‘écn Fl?g&(é%%y H%lléeWh%h eheak difigent digit al

certificate containing the pu Is valid and has not been revoked.

y
Di gi tal %gfefsioff B@g&&eﬁﬁiéﬁﬂéidﬂgcﬁﬁgggéﬂsg@% '?%Y ak§ b@%bé’i‘id@ﬁuaﬂf @gﬁebf:a' ly, 5

when a digital rtiticate 1sr exanple, perio at

d t . . _ H . 1 .. .
pr edet er %@]@&%.Zforﬂ!{?t?ﬁ?eg%H@ME@QL %y'ardﬁ{dga:é\%'dg%ﬁon Qéh.#é’.‘b‘? 2| dld?t‘éﬁ%%@‘fc}éi/e a user

through a types o ( certificate ng
oper 2 3ol kad S p FERSTAFTR AP 1AROGHn LB bl e
Chec KR TR i oSS TRE BT BB AR, o v o
}—L\Arr:vgi , %:é{‘llg&] ?sa%@{i%“i%hhétdd&féi%%w&%@ fl-iioev\(ljevieR ittsh?e\gcjicgiriéﬁ lsteﬁ&sr tn'ﬁ)} cate.
thereafter be checked once every week.
As described above, digital certificate status information requests to a
remote information provider such as 35 or 37 may be relatively long and are
15  therefore not optimal for implementation in a mobile device 38 or other bandwidth-
limited communication systems. Time delays and data transfers involved in
submitting requests to each of multiple status information providers can be
undesirable even for less constrained systems. The proxy system client module 62
and service module 68 are preferably adapted to gather digital certificate status
20 requestinformation which is used to request status information for a digital certificate
from all known status information providers.
When a user of the mobile device 38 wishes to check the revocation

status of a digital certificate, for example, the proxy system client module 62, or

possibly a software application which operates in conjunction with the proxy system
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t hereafter be checked once every week. As described above, digital
certificate status information requests to a renote information provider
such as 3®0ow®s/0d62TAY be relatively long and are 15 ther efPeracavsnodopt i mal
for inplementation in a nobile device 38 or other bandwi dth [imted

comuni cglidrRmctiuts 62Emaylbatvdidd 9 eptetind ahapprepiistecsminard b adJlics
subm tting requests to each of nultiple status infornmation providers can be

undesi r abliéh £Y& Refttiard.EFise G idyaildteshesiig theFarticlng dijikoeriificatein | ent
nodul e 62 and service nodule 68 are preferably adapted to gather digital

certifi cahsokabiations indtncedysisy thélsaramhimbemdr Glbjett WaRk bPiHedigpal st atus
information for a digital certificate fromall known status information

provi der geriHbaB, AldARkival, hBPromRlysRnflQIEnt odBibS ARG akbledssliRE kidite
revocation status of a digital "cértificate, for exanple, the proxy system

client mpgitieatB3tore’54 tBURPIY 1Y trie @s%frtavr@fsf&p@nhgewrémdi | cRrfRgkat es in
conjunction wth the proxy system -20 WO 03/0/9627 PCT/ CA03/00404 client

dule 6 Um ' éﬁi M ole ; ol tfeoéﬁ& U 64
gﬂcﬁ Ss ﬁm ey%'SQWG Eﬁ%{ssééwdrrg@gg{rso %g@é‘?ﬂ%t hglt%éa{rat I cu a?gdd?gi ?al
e care Lo P TREAP R bId R R R AREAR R Bl GonP T SUD] ect

nanme of the digit ficate. ernat proxy system client
user | i CHpBEETATAprloRlel o e o 7 85 P Mot RICEPAW e uoer
TRY ! e B e S BB B8R S RGBS (Lo
Cer LS e A0, SO ol Sl SR B Bbenddl 1 0
Lg;lggg%i ne rsntogllieuae\ﬁcr:‘ee gé( 'ang‘ ithnecs attug ?nfgr[rr?e)lg%ns rcs)\t/igé?s%% é)nrdQ (ﬁ dreedsue%ps aimnot erface

responses between the proxy system client module 62 and proxy system service

module 68 need not conform to the protocol used between the status provider client

modules 66 and 67 and the respective status information providers 35 and 37.

15  Therefore, although the status providers 35 and 37 and client modules 66 and 67

may support OCSP or a similar protocol, the proxy system service module 68 and

client module 62 may support a more compact protocol involving less data exchange.

The patrticular information extracted or obtained by the proxy system

20 client module 62 is dependent upon the communication protocol implemented
between the proxy system client module 62 and service module 68. The proxy
system client module 62 can preferably extract a digital certificate subject name;
serial number, issuer name, and other digital certificate information from a digital

certificate in the digital certificate store 54. If digital certificates are first parsed and
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the nobile device 38 and the status information providers 35 and 37,
requests and responses between the proxy systemclient nodul e 62 and proxy
syst em sew0ios®796abdul e 68 need not conformto the protocolPChgad3between the
status provider client nodules 66 and 67 and the respective status

i nf or mat itisen paresd datssis Storadth thé digial Theifiehterstoread4, lioargbudhhiafosmatiors
providers 35 and 37 and client nodules 66 and 67 may support OCSP or a

similar prgtscoltractdirdin the/parged aatasethel digitanosttfiicaté 8toae 84 bg tegprbxyrodul e 62
may support a nmore conpact protocol involving |ess data exchange. The

par ti cul aysterf eABhbANe BR! 11FGEIRSH iNforrRiticn i eshuired] Hasdrmaybsydhipied 20 client
nodul e 62 i s dependent upon the comruni cation protocol inplenented between

the proxyg §Mt§1‘=m@.mbrrﬁaﬁor{wbﬁarﬁgneamfheﬁﬁwscg@telmglIse;oﬁﬁ?ur’éb% foRY system
client rmdu e 62 can preferably extract a'digital certificate subject nane,

serials n cergt 1aPRUE iKe2BmeANWhRh hﬁélnﬂlr&'é é‘érré’éifohﬂfeh@é‘b@tvde@ﬁ@‘d?ﬁl ion from

a digital Ificate in the digital certlflcate store . If digital

certifi cabhficaibssubrsSAndaBfiliABérs apdbr Qﬁ%@ztﬁeﬁ’ﬂgéfé%% ROk  then
% I certl

parsed -data i's stored int Igita lcate store 54, en such

i nformat i Qo rﬁ@%l&?ﬁ%ﬂ ﬁ@ﬁgﬁ%@m&@&tg?& th@ts‘?hf at’u%g Eﬁjd\/ﬁifetrfé > her

cert|f|cate stor stem I ent I'TD

oL R A i DTl 0 g 0
T ST A BB AR, v 3
SLatug Provi o bl o ubaRR AP b LB TBhySEAUEF IR
Ly O 5Bkl 9 e PR S50 L1
gathers (\‘Mwn QI[ requwed m?ormatlon has been extracted or otherwise obtained by the proxy
system client module 62, a request is formatted and sent to the proxy system service
module 68. The content of this request is also dependent upon the communication
15  protocol used between the proxy system service module 68 and client module 62. If
more than one type of service is supported, then the request may specify which type
of service is requested. In some implementations, only a single service rhay be
supported, such that no service type need be specified.
Information received by the proxy system service module 68 is
20 preferably passed to each status provider client module 66 and 67. This information
is then used by the status provider client modules 66 and 67 to format a request for.
the respective status information providers 35 and 37. If the revocation status
information providers 35 and 37 and status provider clignt modules 66 and 67

support OCSP for example, information provided by the proxy system service
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that is required for requests to any of the status information providers 35
and 37. Wen all required information has been extracted or otherw se

obt ai ned W9 0Blo®6pT oXy system client nodul e 62, a request PCI/davsiew0s ed and
sent to the proxy systemservice nodule 68. The content of this request is

al so depefutitig 68| EwWdlNS anyfuriereetuind idformatidr aed fonsetled stowe Q3R pr oxy
system service nodule 68 and client nodule 62. If nore than one type of

servi ce irgquesRROIr §6ine tcasss, tthe infefmaiin pryidefdyi thy pibxcbydtemeendte ser vi ce
is requested. In sone inplenentations, only a single service may be

suppor t egnodiis BStHaY intfudsedll iceRirbd MfoMeibnh vheRRe! ihi Aler ¢aved) filthepn
recei ved by the proxy systemservice nodule 68 is 20 preferably passed to

each stafmsmpatn ARY e bRACIEPAOhE offer ttrdes, stth Ssithé Wb @ampls t hen
used by the status provider client nodules 66 and 67 to format a request

for. sthend fljag)ie‘,’_%nétilﬁﬁd@diiﬁfﬂ% PERjUESH 1BHRY 51@RIsSndPmaish providkfs sde

revocation sta information providers 35 and 37 and status provider
client mygylsgs 66 and 67 support OCSP for exanple, information provided by
the proxy system service -22 WD 03/079627 PCT/ CA03/'00404 nodul e 68, as

wel | as any furtneginpeqhd Ishthud HhOAEE LRt rﬁsﬁn%sggegéy&ofgﬂrﬂé? s8Ppdrt-SP

requests. In some cases, the ormati on provi e proxy system
e, R ORe B SRR ARy AT, HBERRCL ot
O e e g G R e
e e N A L S
differ entmc%&JleC) ég%cilu?r%s %rnf))lvai gﬁ@dseit Of ﬁwréelmjorr]rinéf-igrl re%qﬁlrré/é B? threegr%%l%r client
module 67, then each status provider client module 66, 67 preferably extracts the
information it requires from the initial request or retrieves the information it requires
from the initial request, or from a version of the initial request, or parsed data
15 extraéted therefrom, stored to a data store at the proxy system 39. Alternatively, the
. proxy system service module 68 is configured to pass any required information to
each provider client module 66 and 67. The length of the initial request may then be
further reduced by configuring the proxy system client module 62 to include any
information required by the provider client modules 66 and 67 in the initial request
20 only once. Redundancy in, and thus the length of, the initial request is thereby
reduced, since common information required by mdre than one provider client
module appears in the initial request only once, but can be extra‘cted or retrieved by,

or passed to, each provider client module 66 and 67.

Thus, the proxy system 39 requests digital certificate status information
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| o received by the proxy system service nodul e 68. For exanple, if the
provider client nodule 66 requires only a subset of the information

requi red W Blomepr ovi der client nodule 67, then each stara3/qnoevouier
client nodule 66, 67 preferably extracts the information it requires from
t he i ni tirein merpesstatus inimatoreproviders furaviielt aqmovider digoi medulefhasm t he
initial request, or froma version of the initial request, or parsed data

15 ext r apé&flinplemehtedresponsind té @ singlativitisitreqeesitio tihe proxgeysteyrs8&m 39.
Alternatively, the proxy systemservice nodule 68 is configured to pass

any requpagestdingfterkmaivnolachfiquan Bparaty rétiestsl arendubmiitied & 6&chasdtus’. The
|l ength of the initial request nmay then be further reduced by configuring

t he proxpisiidisMprdvidsizsmitdEhpihetRobikcddisle 381y i nformation required by
the provider client nodules 66 and 67 in the initial request 20 only once.

Redunglancy in, andy g§&dgminBfion 688 parfitulartdigus Mdrivation Eﬂlﬁi@iéis tb Whicher eby
reduced, since common information required by nore than one provider client

modul e a EBwilbeldafit in .Eﬂ)cﬂsert@gH‘ﬁﬁt‘ial%il)ést)ﬂ_éﬁyth@mobﬂéﬂeﬂ% 8% inaAct ed or
retrieved by, or passed to, each provider client nodule 66 and 67. Thus,

t he proxgegﬁe%agm}gg&%; ﬁggrg;.gixtp%xgﬁggm B M %@ty&aduaéﬁb@b' n -23 WO

03/ 07962 multi status I'nformation providers for

ool e, B fiFrmBlioR oy R FinbR3 orQRRR hMplRABRIBR Lo PAMIALEY! © 2

single initi reques e proxy system ccording to known
e 8o SD f BAASR BRTRTL: FRAIER SRR pkBRTRL
Par R SgBh S A  BE TGS S Bn0EER, B Sl oo 1
LA N T T N TR
'l emantsgn "from the mobile device 38. In this case, the prbxy system 39 may store the
default list received ih an initial request from the mobile device 38, and then use the
default list for subsequent initial requests from the mobile device 38, until a new
15  default list for the mobile device 38 is received. Alternatively, a user may select or
specify status information providers to be used to provide the requested service.
User-selected or specified status information providers in an initial request may over-
ride any default list of status information providers. Preferred status information
providers may also be included in each digital certificate stored in the digital
20 certificate store 54 or received by the mobile device 38 and submitted to the proxy
system service module 68 when such a digital certificate is a target digital certificate
in an initial request.

In FIG. 3, the status provider 37 may support an ORS or like service.

Upon receiving a request, each status information provider 35 and 37, which will be
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or possibly to each status information provider in a default list stored at
the proxy 1o system 39. Simlarly, a default, possibly user-configurable,
list of sweatam®7derf ormati on providers may be stored at thecCwunoBeosdevi ce 38
and included in the initial request sent fromthe nobile device 38. In

thi s cas@Csheespondgrsswhethe3Providers Boramdt 3 and efient! modiules 66emeaieed in an
initial request fromthe nobile device 38, and then use the default I|ist

for subS%gp?m OOSR, ichkckstheastSedt 6 Bhéte thatli ik fomeaticeigordBerlyy Mt thea new 15
default list for the nobile device 38 is received. Alternatively, a user

may sel eGhqistedSRAGiLE Yo &lsBRVitRe thEf RiEINfigikeBrte Yrélads dnd that tHE eéhest provi de
the requested service. User-selected or specified status information

provi der §ndiiydmallioRtHd idlorh BAdIERIqUITBY (P ¥R reqliéied SéricEefitbde dohdltio®d status
information providers. Preferred status information providers may al so be

i ncl uded 4 it il i bed 4l ificate
st or eq54 d(;(? nrggﬁieéit’\%gh t@b{oﬁg{e}ngfgl fﬁé'ﬁgﬁy ggﬁg% dgn%@u@%%%g%dtoﬁ % ?%@ pr oxy

system S%éfd&fe@%ﬂ;‘.%@% NBEMSHAE 66 afl BY Frf’ajyltﬁ&{ F;?éédr@%rﬁgg%c@séirﬁﬁget

gi gital certitfrcate 1n aln initral request. st at provi der
ot ;ﬁy ?;'?%?%Lf?@ﬁ%ﬁo@'ﬁ%%é'“@gﬁifﬁ]&bﬁ%fww%?%Hoféﬁﬁ?‘"bﬁéef‘“vgfﬁ%&“ﬂ@%%ﬁiﬁ%d;égé?
PCT/ CA03/; . . ; i g . i

rodul es é@gﬁﬁa@%%egﬁﬁﬁﬂ%!n gl él&ﬁ'?rpﬁ{ AYIASIR RricBHa tﬁ?ou@ﬁ%a lient

upp e request to ensure it is

cont qur BOPATRRaY s inde o S ER AR s Rl PG ig 1 'S
not 0t SERafr BoyE e esha i BT S famia ol TBIEENE 467 s ol ent
o oceasi RS PO PYSTEE SeB AP AR L e P RED AT SO AR L TURSS80%r ovi i ng
any m SSitg Qher Sr l>J<Iy rs?tQtem client module .62 as a response to its initial service request.
Other conditions, such as when a provider 35 or 37 receives an unsigned request but
is configured to expect signed requests, or when a provider service is unable to
15  respond, may also result in an error message being returned to a provider client
module 66 or 67. Since digital certificate status information is requested from
multiple status information providers 35 and 37 however, error processing may
possibly be'invoked only when all status information providers 35 and 37 to which
requests have been sent return a‘n error message.
20 If the request meets the above conditions, then a so-called “definitive”
response is returned to the corresponding provider client module 66 or 67. A
definitive response typically includes one of a plurality of status indications, such as a

“valid” or like indication when a target digital certificate has not been revoked, a

“revoked” indication when the target digital certificate has been revoked, or an
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i nformation, requesting mssing information fromthe nobile device 38

t hrough the proxy system service nodule 68, or returning an error nessage
to the prwoyw3s®ystem 10 servi ce nodul e 68. Responsive to aRCEANB/0MO$Sage
froma client nodule 66 or 67, the proxy system service nodul e 68

pr ef er abl“ynkreawréd irdicatidn sfahed stedurs provinler 88 ©8 8 dnas tno rebadmr krpwiegdge o cl i ent
nodul e 62 as a response to its initial service request. Qher conditions,
such as wheitargeiigitel dertifi&ieor 37 receives an unsi gned request but is
configured to expect signed requests, or when a provider service is unable

to 15 respond, naySicea reqsast is sent ReathrsiaiusssragtioheroviderSbndedr, to a
provider client nodule 66 or 67. Since digital certificate status

i nf or mat irespdrses atyai receilediny mots thaplofe of telmoviddrelismtrhodules 6 aeer s 35 and
37 however, error processing may possibly be invoked only when all status

i nf or mat igM AR YdspehSesSAreanreiciably pavkidid theasiugssystdin\ReMeABdFe®s, return an

error nessage. 20 |If the request neets the above conditions, then a

so- cal | edyhigleélaetsiong of tHeeBRRRsit6 bERisEE IePrebarifd)S résHonss R NilNge Pr ovi der
client nodule 66 or 67. A definitive response typically includes one of a

plural i tyeRimdd & the prody SAteANSient HJduRS62 on tHéInhdbileUevidekss.! i@t | on when

a target digital certificate has not geen revoked, a revoked" 1 ndication
051 070607 BT i b o SIS e e MR PR BT e kBT Ger 35 o
equost 12 aRe, 8RR A0 o Mab AR SIS ezt I A S e onces
o7 Ay TEGAREi¥ecTRER ol O & st BE rbOlely B bRBSIRNIISRY Mo o

68, whic @y%%h?%ér?/ic%r}ﬁo&fle 635 LRAMNEE To 1R Box/ LG8 ciRNE AU duI62 1§ eSPOnse

that will
indicate this result. Other selection criteria, including a status information provider

ranking list, for example, may also be used to control which one of multiple
responses will be returned to the proxy system client module 62 or used to prepare a

15  response to the proxy system client module 62. Such a ranking may be established
at the proxy system 39 or at the mobile device 38, or specified in a digital certificate.
Relative ranking may also be inherentin fhe ordering of étatus information providers
in a list that is used to control the particular status information providers to which
requests will be sent by the proxy system 39, as described above.

20 When a selected response from one of the status informatioﬁ providers
35 and 37 is signed, and the proxy system client module 62 or another component
on the mobile device 38 is configured to verify digital signatures on staius responses,
then the entire selected response, or possibly only the signed portions thereof, may

be forwarded to the proxy system client module 62 substantially unchanged. If only
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returned to the proxy systemclient nodule 62 on the nobile device 38. In
this configuration, the proxy system service nodule 68 uses the first
defini ti weorepporte to prepare a response to the proxy sPysramoshosomt
nodul e 62. If no definitive 10 response is received, then an error or
simlar pegpnsss aeysponserapaignedpihanhengigrasdy portipss @mtise rasporsarackil e 68 and
returned to the proxy systemclient nodule 62 to indicate this result.

Q her selpestbiably iehidved ibg thd prokysystgn 8eficatmedule 68 tariducathersive sieie ranki ng
list, for exanple, may al so be used to control which one of nmultiple

res p0n56$eélpdnbe Rent & thensexy Sydtéa demxModveteawig lthe Mirelded weavdik 38! used to
prepare a 15 response to the proxy systemclient nodule 62. Such a ranking

nmay be eg{chlvies lifafe paixytsbﬁems@ﬁxcém%am@&%r%e sthtuspRoviddticient@eddule 38, or

specified in a digital certificate. Relative ranking may al so be inherent
in the ors@ehkbks éiétu%tré’éﬁbﬁse @fgﬁét”?éé&fbé?faﬁ‘&fﬂ\%rrﬁoblierﬁeQICEBStthéﬁ‘@értdlﬁ used to

control the particular status information providers to requests wl |
be sent t&%rt&*b@tlﬁ’é on¥S, BMeRSmpiBSh& SRfilid Pﬂ%aﬁ@ﬁ\éﬁd t%’dygﬁﬂcémﬁ%‘t@ﬁ ed
response from one the status information providers 37 1s signed,

and the geaéwna%?éﬁureléb,eatngme%a G2 By AR BYTiné PIBY S Mom Wrlille TobI | €

device 38 1's con fo verify |g|ta si gnat ur st at us responses

then the n%Hdlé §8 éﬁé frin®! g gﬁﬁcﬁ’Q?cﬁs?onQé th%%%h%’r\eé’erﬂ% the d?%gﬁf%ﬁggi%ﬂf tions

t her eof orwar proxy system cl1 ent

substani i ld ). e hangeteo e onbn 2B g@(em@mep 084 9014, porti ons

of a response are Si en unsi 1 ons O € response are
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t he nobi Irgvoq(%\é! ce 38, then certain
The presence of a proxy system client module 62 preferably does not
preclude digital certificate validity and revocation status checks according to known
15  techniques. Thus, digital cettificate status checks involving remote systems such as
the status information providers 35 and 37 may be complementary to other status
check operations.
FIG. 4 is a flow diagram illusirating a method of supporting multiple
digital certificate status information providers. At step 80, any digital certificates for
20  which a status checvk is to be performed are identified. As described above, this step
could be performed automatically or the digital certificates could be selected by a
user. An initial request is then prepared and sent to ithe proxy system at step 82. In
some instances, the initial request includes a list of status information providers to

which a request should be sent, and possibly a ranking list that specifies an order of
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parts of the response, for exanple the status indication and the digital
certificate serial nunber or subject name, may be extracted by the proxy
syst em sewoios®796abdul e 68 and formatted into a response tRET/GAO3NMOM sent
to the proxy systemclient nodule 62. The response fromthe proxy system
servi ce prelencé detveedrheubsetioepr sponsss hymt diferenbsiatsy previdess. ekg nodul e
62 or possibly another conponent on the nobile device 38 to determ ne

whet her desdribedtdbeveli giist af staeud informatien pavideesmay bewrteaged Therder esence of a
proxy systemclient nodule 62 preferably does not preclude digital

certificpteferente @ pioviiathatie @ infurtion provides drfermator shdgretarekdeown 15

t echni ques. Thus, digital certificate status checks involving renote
systens gi6fmmamnt he status informati on providers 35 and 37 may be
conplenmentary to other status check operations. FIG 4 is a flow di agram

iIlusgrating a metAyosle®ia4s dimey Irifé\ﬁ\dﬁﬁhgjr@\h@er Slietit hiddufedy &t thegRbRy St at us
information providers. At step 80, any digital certificates for 20 which a

status ngﬁgmip'?eﬁaﬁelaﬁdﬁéﬁcﬁ Q& IRE réd R stiBRELH siathis iMPrfi8RsH pogidenBAMe. this

step could be pertormed automatically or the digital certificates could be

sel ect ed aQ\énQ)C&E'FSfée o@tgelj. :@r?tch%{atﬁé?iﬂf{ﬁﬁtati@)ﬁpnrok}%%rWeﬁ%é% i@?@aﬁ@é‘t‘b to the

proxy systemat s sone |1 nstances, the itnitial request iIncludes a

e possEhRmnal & fRraRBa RIGHARC It il riRlcBR o BRECaIggNURaRE So0!

and possi a ranking at éEECIerS an order of _ 79627

T a0 865 SR BuSABRRARE SRR SEnb A o

P Peuer iR SR B BAEE Shes OB B iy i =t ot
information provider at step 86.

If the request does not satisfy these conditions, then an error message
is returned to the proxy system at step 88. Error processing may then be executed
at step 90, to obtain further information when the request does not include all

15  required information, for example, after which a new service request may be
prepared and sent to the provider at step 84.

When the request satisfies the conditions in step 86, the status
information provider returns a status indication to the proxy system at step 92, in
response to the service request from the proxy system. The steps 86, 88 and 92 are

20 preferably performed by each status information provider to which a request has
been sent at step 84.
At step 94, the pro;<y system selects one of the responses to be used in

preparing a response to the requestor, the mobile device 38 in FIG. 3, for example.

As described above, the first definitive response is selected, or other selection
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5 At step 84, status information provider client nodules at the proxy
system prepare and send service requests to each status information

provi der ,weuwsh79¢as an OCSP responder. Each status i nfornmaPcarcAssonoder then
checks its request to ensure that it is formatted properly, that the

r equest edritedavnayebe dipgliechl The seletiedateponsey ot at least partst therdoh is hen exanpl e,
IS supported by the provider, and that all required 1o information is

I ncl udedretarneldo ithes| reegiestol, e sereshendestodhe inptial servivedehyest aaitsten 86.us

i nformati on provider at step 86. If the request does not satisfy these
condi tions, then akitrmughrtheesstge ands methed mederlibed Bboyer oelgtesicstieam at st ep
88. Error processing may then be executed at step 90, to obtain further

i nf or mat jllastradverexahplé eftigitll cettificata advocatdnstetugichediing, elipitar exttificateor mat i on,
for exanple, after which a new service request may be prepared and sent to

t he pgovivaiRiity@hesiss Bcditdini\tethe DR a18dIDPBisepAtdsSHfiCGGSE beothenstotdcoRs i n st ep
86, the status information provider returns a status indication to the

proxy sy fdresRediplsifBy Snildry bd SNBSS fdrombilipleSSthiisdBfoFRAISS provider t he proxy
system The steps 86, 88 and 92 are 20 preferably perforned by each status

i nf or mat kRBuEH ¥t systemdlbAtmEdUIS EHE Sérvitamodfs A ng spdtedlnedy dido At step
0

94, the proxy systém selects one of the responses e used i'n preparing

a respongg drabidifto’ SOVRRLIR proky) 8o tham@aNeGRoR ddViddsGand a mebilexanpl e.
As described above, the first definitive response is sel ected, or other

sel ecti 0Hevib@?na??&%érﬁié?%ﬁo%%n%@@ét@%tﬂ% r‘érthér%lhé‘ﬁﬂﬁ(y s SteaPp! i ed. The

sel ected respon | east parts thereof, 1s the urned to the

A el A N e
include multiple client and service modules. FIG. 5 is a block diagram of a system
having multiple proxy system client modules which support multiple digital certificate
status information providers. In FIG. 5, the memory 102, the data stores 104, 106,
and 108, the messaging system 110, the Ul 114, the wireless transqeiver 116, the

15  wireless network 118, the wireless gateway 120, and the WAN 122 are substantially
the same as similarly labelled components in FIG. 3.

The mobile device 100 includes N client modules 112, including the
proxy system client module A 113 and the proxy system client module N 111. The
proxy system 128 includes corresponding proxy system service modules A and N,

20 132 and 136. It should be appreciated that other proxy system client modules on the
| mobile device 100 may be supported by other proxy system service modules in the
proxy system 128, or by proxy system service modules in other proxy systems. The

proxy system 128 also includes status provider client modules A and N, 130 and 134,

which are configured for communications with the status information provider A 126
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illustrative exanple of digital certificate revocation status checking,
digital certificate 5 validity checks, according to the DPV and DPD

servi ces whD 0®@BB2Dr ot her protocols, for exanple, my si nmPCardAp3oet04

optim zed for nmultiple status information providers through a proxy system
client nohdlthe atadusimforimationpdulider NA1 24, oaspeslisélem may al so be enabled to
provide its proxy service to nmultiple nobile devices, and a nobile device

may be configured The systemishowh é MGt Hoparatestsnbstantigly ps esycribgs bbote. 10 | n
anot her enbodi nent, a nobile device 100 and proxy system 128 i ncl ude

mul tipl e WHednthe atstus of vhe @r sty lokfital Edrficabed, Sush Bk eevodditiag sraMfora system
havi ng mul ti pl e proxy systemclient nodul es which support nultiple digital

certifi cahampid, & tabel dhbekdst bhBMpRikPY¥sigh Tliedttnddue 18 ahd €1 THERALIE 02, the
data stores 104, 106, and 108, the nessagi ng system 110, the U 7114, the

Wi rel ess diaBRCel Yeierdisd: obtBslinfotnaBbRTeqiRid W ta dd@ice! ARUYSL @) §8S gat eway
120, and the WAN 122 are substantially the sane as simlarly labelled

CO”pone“trés;%]éebtiG% Broxy sySttn %ehﬁid_eememgggm 13| vﬁ't@%ta&hscglirogfater BRiyl es 112,

including t oxy systemclient nodule A 113 and the Xy system client
ervi ce adued 0 2Rl T9t YT LG ird B o Bl e SR Y Rt
uppor { od BSIEAHER £90, 2 FREMSRMabclPaudiBPle A HEKES ST 8o 126,
o1 Y P Y5t et SRBE8) TP GBI HoREB TS, TS
L B SR ST 28R P SRR el BBl R R LT
ELB\S/![ gﬁ[ isgﬂle)?ﬁlh% ,%z% ﬁfe}f%“éﬁ!y}éﬁgi}r@{ereg ¥l§éhetﬂ1a? g‘rﬁ%né Of tﬁ!ecriesp%ng STe l}rﬁgd
by the status information providers 126 and 124, or at least portions thereof, is
reformatted if necessary and returned to the proxy system client modules 113 and
111 at the mobile device 100. One of the responses may be selected according to
15 any of.the schemes described above.
Each proxy system client module 113 and 111 may be adapted to
collect request information and process response information for a different remote
digital certificate status check protocol. However, the inforrﬁation collected by both
proxy system client modules 113 and 111 may be combined into a single initial
20  request to the proxy system 128. Each proxy system service module 132 and 136
then extracts information from the service request required for a service request to its
associated status information provider 126 and 124.

A multiple-client module system such as shown in FIG. 5 is particularly

useful when a user wishes to check validity and/or revocation status of an entire
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When the status of one or nore digital certificates, such as revocation
status for exanple, is to be checked, each proxy systemclient nodule 113
and 111 pwefoanalsky 5 extracts or ot herw se obtains i nfornRCramosequired in
a service request to its respective proxy system service nodule 132 and
136. Thaligitahcertifigateohale whishiirgitdesrigial eertificatesionwhich staieninfy@aiion

i nformation fromthe service request fromthe nobile device 100, and
possi bl yis avdilablestano diffaveit statussniormatien proyiderss 8 keewn sstems, SeppeEiar e a
service request to status information providers 126 and 124. The proxy 1o
syst em gequéstefomedeh digitd 8ertifinate IiBthe chainpogstibpisgnidn thermiatug spyBadiaR of t he
proxy system 128, are preferably configured such that only one of the

r esponsaqsgovidérst ethe spstetrnef FGab bewevdroomipa isingleyequesioeed begealftom24, or at
| east portions thereof, is reformatted if necessary and returned to the
proxy SWRé anviild eaticarndaltosottdid stams itifbtmationt Fremmeby Ineimibevict estdaio®. One of
the responses nay be sel ected according to 15 any of.the schenes descri bed

above. Haphmatiexprovidetsem client nodule 113 and 111 nay be adapted to
col l ect request Information and process response information for a

different renote Fii® ibalblésk diadrafpdier wirelbsssmobiecsorpmahication déimever, the
I nformation collected by both proxy systemclient nodules 113 and 111 may

be conbifigdmbbiddvicei 618ligpiciérabRla teB-WaMmteRhuricationelepicoxvisy atieast 128. Each
proxy system service rmduFe 132 and 136 then extracts information fromthe

servi ce [HeTd ddis Ssthfichsn Sapediies T he ArbBAS Helice 60GpreRBacEhaitbd st at us
I nfor mat“lr on provi der 126l and 12%8% A multiple-client rr%dul e system such as

showg, i “cdga@ngﬁoic%nwmﬁiééi& Wthlother éoipteré)@Bma JASRS xmémbas:)er?@naihgc k
Ity and/ or

val i revocation status of ‘an entire -30 WO 03/079627
T, oA B PRIy S BB WO et Syt
to as a data messaging device, a two-way pager, a mobile telephone with data
messaging capabilities, a wireless Internet appliance, or a data communication
device (with or without telephony capabilities). As mentioned above, such devices

15  are referred to generally herein simply as mobile devices.

The mobile device 600 includes a transceiver 611, a microprocessor
638, a display 622, a Flash memory 624, a random access memory (RAM) 626,
auxiliary input/output (1/O) devices 628, a serial port 630, a keyboard 632, a speaker
634, a microphone 636, a short-ran'ge wireless communications sub-system 640, and
20  other device sub-systems 642. The transceiver 611 includes transmit and receive
antennas 616, 618, a receiver (Rx) 612, a transmitter (Tx) 614, one or more local
oscillators (LOs) 613, and a digital signal processor (DSP) 620. Within the Flash

memory 624, the mobile device 600 includes a plurality of software modules 624A-

624N that can be executed by the microprocessor 638 (and/or the DSP 620),
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is available fromdifferent status information providers. In known systens,
separate requests for each digital certificate in the chain nust be sent

to the stwoOws/orwtdrmati on providers. In the system of Fl GCTEAvomemer, only
a single request need be sent from5 the nobile device 100 to obtain status

i nf or mat inetudingaveicy coramaicatidn mbdile $24Ad datasdimatunjzation tedsie 6E4E, 6 is a
bl ock diagramof a w reless nobile communication device. The nobile device

600 is paadarpiiblity af biver yestatisHamodaRs i6aINdeMieKirteUL B PlLrklity eBsther voi ce and
data communi cation capabilities. The nobile device 600 preferably has the
1o capabglrctignd.0 communi cate with ot her conputer systens on the Internet.
Depending on the functionality provided by the nobile device, the nobile

device may be ref erHefobiddVicefo0dat BretBabRd M-y teifmuRichisl déWcebager , a
nobi |l e tel ephone with data mnessaging capabilities, a wireless Internet

appl i §”9ﬁaviﬁ§) v@i/ggaén@ SRTCHRRAI08n casMiRRs( WHUB, @ e¥hrhpRYihel RbSIRNONY

capabilitiesy. mentioned above, such devices 15 are referred to
OE e ) Yol TBATRRCHINIP o gR SO0 by B R ol 1 v
2ob™" S TURTESAT RS oo b BI opmiegl B Mgy o65
T B AR IS ST S i ler gL peegtev oo
PSS 888 e AR od BB oo Bk b Bl 20 ™
U0, el TR o, B8 a2
(and/or tlnqggrg e% i%?oogl ’sing'le3 \}vire esg :r)’lle w709rlf<5.2 Ee',?&%%o%/ t?wgl}w%%work 619 should
therefore be interpreted as encompassing both a single voice and data network and
separate networks.
The communication subsystem 611 is used to communicate with the
15  network 619. The DSP 620 is used to send and receive communication signals to
and from the transmitter 614 and receiver 612, and may also exchange control
information with the transmitter 614 and receiver 612. If the voice and data
communications occur at a single frequency, or closely-spaced set of frequencies,
then a single LO 613 may be used in conjunction with the transmitter 614 and
20 receiver 612. Alternatively, if different frequencies are utilized for voice
communications versus data communications, then a plurality of LOs 613 can be
used to generate a plurality of frequencies corresponding to the network 619.

Although two antennas 616, 618 are depicted in FIG. 6, the mobile device 600 could

be used with a single antenna structure. Information, which includes both voice and

-32 -



i ncl uding a voi ce comuni cation nodul e 624A, a data conmuni cation nodul e
624B, and a plurality of other operational nodules 624N for carrying out a
pl uralitywofo3otdser functions. The nobil e device 600 is preTarsablogoa

t wo-way conmuni cati on device 5 having voice and data conmuni cation

capabi | i daRdnfolrhation, isonexaniphted té &ed fierhitheecorduhicatiGiifodaly 6¢ drlguani cat e
over a voice network, such as any of the analog or digital cellular

net wor ks jiniapstwaeli tied DS PCEEDANY BeirficRipedcedsotadds. net wor k. The voice and data
networks are depicted in FIG 6 by the comunication tower 619. These

voi ce and data netTHY ¥&tall&y dBsigs P BiedésMORICHITOIE 8lbgyBtan® Bl diehusi Ng
separate 1o infrastructure, such as base stations, network controllers,

etc., or fleh8dhdydanBecorhporak éleetidnNpower ISVl EE, WII%'@%&nB@ithhtheReferences
to the netvvork 619 should therefore be interpreted as enconpassi ng both a

singl g V%bﬁxﬁnﬁ’ﬂ%ﬂéﬁhétvﬂﬁk 699 In @Akh (ORI @e\ft,eé 800 KSntedsd © gcation
subsystem 611 is used to communicate with the 15 network 61 The DSP 620

is used gy é%.ﬁpnanén{o%qs'd\évcegﬁgw terbp%ra@mnoﬁh Aﬂfﬂé’rléah‘?ﬁéﬁ(gﬁ
transmtter and receiver nmay al SO exchange contr ol
| nformat i |MI&(§E£BSmHLﬁ1%EEGBSQE{]e‘}n @{”Fdéﬁ ﬁéd’t%rop@ila%e with thdfold,ce and

data co ni cati1 ons occur enc cl osel y-spaced set of

tranom {0 E?’a&%@ﬁnﬁﬂé'#8%@?@@#%%5%@%%%%3%9?0‘%@#9“58?4? i

i%%iﬂﬁ?ﬁmﬁgﬁ*f;v%% SRHEon Pigs' BB ERIB M RS ohAS RS ha, .
uralit nci u WO

gnt eﬁﬁas A |£§ e g‘@[ﬁ rﬁgﬁﬁ&%\)&%@b E’%@d%ﬁ) 5%63@ e@ﬁfyﬁbgoglhdt be

32?2 ewa;horallfl SI n %oeoggrta E%h% l('fFIF%g 8ata crgrr%)r%lrjrr%tcat?onri nc\aq‘t/]vo?khar']c? ﬁue“&%ﬁ/l both

voice communication network. Other types of data and voice networks, both
separate and integrated, may also be utilized with the mobile device 600.

Depending upon the type of network 619, the access requirements for

15  the mobile device 600 may also vary. For example, in the Mobitex and DataTAC

data networks, mobile devices are registered on the network using a unique

identification number associated with each device. In GPRS data networks, however,

network access is associated with a subscriber or user of the mobile device 600. A

GPRS device typically requires a subscriber identity module (*SIM"), which is

20 required in order to operate the mobile device 600 on a GPRS network. Local or non-

network communication functions (if any) may be operable, without the SIM, but the

mobile device 600 will be unable to carry out any functions involving communications

over the network 619, other than any legally required operations, such as ‘911’

emergency calling.
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WO 03/ 079627 PCT/ CA03/00404 data information, is conmunicated to and from
the communi cation nodule 611 via a |ink between the DSP 620 and t he

m cropr ocweIMN7838. The detail ed design of the comruni cat iPeR/GuWbey®Eem 611,
such as frequency 1loand, conponent sel ection, power |level, etc., will be
dependent upon t heATe FYHROH! %ﬂ@%@rmm%rﬁnomga@wam BIPcefl@etBYee devi ce
600 is intended to operate. For exanple, a nobile device 600 intended to
operate ieen sgmplatefniiia Mobilerdevice %wqyn%@nvdén% recsaiYR APEAUNIRLIEDbsy st em
611 designed to operate with the Mobitex or DataTAC nobile data

comuni caeagr@*s,rmefpmhbélr@h@m Bethdeoi¢eyaed dein sigaala: ever thetnetwek &9.a variety
of voi ce communi cati on networks, such as AMPS, TDMA, 1o CDMA, PCS, etc.,
wher eas aigAls Irecaivad by tepanienna fakddfredr theseommuisigaiigrenetiorh 619 asaf i gur ed
to operate with the GPRS data conmuni cation network and the GSM voi ce
comuisi capiied g thewecdiver Gl Bewhicl prayides fersueh apefatiaris@s sigrahamplficatian, h
separate and integrated, nmay also be utilized with the nobil e device 600.
Dependi ndragpiency liewnygenvefsiorgt filkarings thanndi esedeations andganalegeatdigifadr 15 t he
nobi | e device 600 may al so vary. For exanple, in the Mbitex and DataTAC
dat a net wonksrsiomoAndleg thedigital soaversion @f Btearealverhsigied alievswroke cornplgxa uni que
identification nunber associated with each device. In GPRS data networKks,
however, comehuicdtionc biewtons suwho@satligitawdemodulatitns caridbelecodingister bef t he
nobi | e device 600. A GPRS device typically requires a subscriber identity

modul e ("geirfigihed whing thé BSPB20e (i siztliar mapingg Isignalsap deatahshiitedmithb e devi ce
600 on a GPRS network. Local or non- network comruni cation functions (if

any) 1wy rizewoka18kireproskdseaincludihghdduldticn drideencoBibl) 1or eeanmsie, BRewi | | be
unabl e to carry out any functions invol ving communi cations over the

network G3Sp edchendtdranthanyplovmial! ¥ freatahaditepaiat f@ngigitaUehadlog911’
energency calling.
conversion, frequency up conversion, filtering, amplification and transmission to the
communication network 619 via the antenna 618. Although a single transceiver 611
is shown in FIG. 6 for both voice and data communications, it is possible that‘ the
15  mobile device 600 may include two distinct transceivers, a first transceiver for
transmitting and receiving voice signals, and a second transceiver for transmitting
and receiving data signals. Multiple transceiver may also be provided in a mobile
device adapted to operate within more than one communication network or multiple
frequency bands.
20 In addition to processing the communication signals, the DSP 620 also
provides for receiver and transmitter control. For example, the gain levels applied to
communication signals in the receiver 612 and transmitter 614 may be adaptively

controlled through automatic gain control algorithms implemented in the DSP 620.

Other transceiver control algorithms could also be implemented in the DSP 620 in
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-33 WD 03/079627 PCT/ CA03/00404 After any required network registration or
activation procedures have been conpl eted, the nobile device 600 nmay send
and receiwe osomseni cati on signals, preferably including IperkcAassoe®s and
data signals, over the network 619. Signals received by the antenna 616

f r om t heolentapriovialeimaorersophistitatéd Bomtrad obtheddresdeiver 611 recei ver 612, which
provi des for such operations as signal anplification, frequency down

conversion, filterhegmictdprodesbossdsasreievably anghagesbnd contrals thetaverall
conversion. Analog to digital conversion of the received signal allows nore

conpl ex o&yatidbH GFathd mbbine tdeRies, 660.Ch Manylilghésl ofdeni@dploabssons apd decodi ng
to be performed using the DSP 620. In a simlar manner, signals to be

transm t pggobdhtioNErs! UREbBRISK] BiR, ¥t CaltreaReRed. sihdle D8P B2 BBGdIkRt | on and
encodi ng, for exanple, by the DSP 620 and are then provided to the

transgi t 44 t@%ﬁrr}/%’ht Hediidctont 81 tABHiGBpraeasdR 638 Abw-IdvriapaInibRIghONVer si on,
filtering, anplification and transm ssion to the comunication network 619

a2 th _ ALt - 4 i i in FIG 6
For ot H B R oGO e L |
devi ce 63 98Y eaBGh iPL IR 6PE] ' Oinbt, MBI Komanitdiionlaphligphe ver for

transnmtting and receiving vol ce signadls, and a secon scelver for

A e bldt? g kol BEd A P PLARRLR o MA, 1 & idia"EifintifikadBhy ol SO be

provi ded T a vice a O operate wthin nore han one
commun oAb RO R 5 Sl ESHUGRRES 308° o2 Beuai ) i 1 ©
Commih cBRTBRGRGRE a2t OBt te, D8N Enfup Aot U KR i
?%F;%%é}alqpeggtl{@lllﬁggl %%?ilrjlgerrlfa%g to%ré?ébilé: tgef}arr]]s ﬂnéﬁoo lrec%%v%o\yc;iéeh BBiis
between the mobile device 600 and a plurality of other voice devices via the network
619. Similarly, the data communication module 624B may provide a high-level user
interface operable for sending and receiving data, such as e-mail messages, files,
15  organizer information, short text messages, etc., between the mobile device 600 and
a plurality of other data devices via the network 619. On the mobile device 600, a
secure messaging software application, incorporating sdftware modules
corresponding to the messaging system 60 and the proxy system client module 62 or

client modules 113 and 111, for example, may operate in conjunction with the data

20 communication module 624B in order to implement the techniques described above.

The microprocessor 638 also interacts with other device subsysiems,
such as the display 622, the Flash memory 624, the RAM 626, the auxiliary

input/output (1/0) subsystems 628, the serial port 630, the keyboard 632, the speaker -
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O her transceiver control algorithnms could also be inplenmented in the DSP
620 in -34 WD 03/079627 PCT/ CA03/ 00404 order to provide nore

sophi sti caped/otwatrol of the transceiver 611. The m cropr @CEFLS06/0608
preferably manages and controls the overall operation of the nobile device

600. Many3tythe micrbphiores 638, tesiipiFiainge communizations subdsgstencénd, dndanysed her e,
or, alternatively, a single DSP 620 could be 5 used to carry out the

functi ongf ¢le biter devicORUBSRASAE JeB8ralll Aesigaxied apeaziniFoatekamplef tect i ons,
including at | east data and voi ce comruni cations, are perforned through

the DSP 678ulds 62aA-K ad 8 R&dEd bpthb mickdpedcesbbiobBd &vbinag pravitY £highon
applications, such as a voice comrunication application 624A, and a data

conmuni cadviePihterftiRBlHetRédPl BSAENAIR MbBileedbvidt 60 FhiasMerao@IypicARA for
execution by the 1o m croprocessor 638. For exanple, the voice

comupi ¢ diiesMRAYlBhRAAAoRBONeRf Providect thiotifh | BkekispRgr 62t 8hd age oper abl e

to transmt and receive voice calls between the nobil e device 600 and a
plurality DESonParichit FRNIdeB%hréligh thBuRRAVID 628543 keybdlrl 652, Yhe t he data
conmuni car%ﬁl?%/ﬁel:?odu? eﬁ%2489rray pr ovi%qe a hi ghryllyevel ’user%i rqt erf'acee oper abl e

for send isBIQ%Ir?ég B3 Shrehey hﬂﬁoﬂ?&n%ﬁs%‘ﬂ SRt idEBS hrd MirpaRM gehblaivas UP

or gani zer rmati1on, short text nessages, etc., between the nobile device

600 and Gﬁ.d?nldulrﬁl'htFYGQ.fS Qﬁclf'g,rreggé&ivgﬁ/\’i ces via the network 619. On the
, a sec

nobi | e device 60 ur € messagi ng software application, incorporating

e T 3 SRl S T SR o

systemclient nod i‘en exanpl e, may

obe! 3he RSB oed 8 AR es BRI R SRR L o
Ingt]g 3 CtGSlﬁr\?,gti%)H% %Iﬁ%@?ﬁ%c{ ﬁ.g:séu%gﬁsé; gl@’as the' Igehyb%%mI é}& a(fi\idﬁl% &Xplgfgz? the Flash
are used for both communication-related functions, such as entering a text message
for transmission over a data communication network, and device-resident functions
such as a calculator or task list or other PDA type functions.
15 Operating system software used by the microprocessor 638 is
preferably stored in a non-volatile store such as Flash memory 624. In addition to the
operating system and communication modules 624A-N, the Flash memory 624 may
also include a file system for storing data. A storage area is also preferably provided
in the Flash memory 624 to store diéital certificates, address book entries and
20 possibly other information required for messaging, shown as data stores 54, 56, and
58 in FIG. 3 or the data stores 104, 106, and 108 in FIG. 5. The operating system,
specific device applications or modules, or parts thereof, may be temporarily loaded

into a volatile store, such as RAM 626 for faster operation. Moreover, received

communication signals may also be temporarily stored to RAM 626, before
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i nput/output (I/0O subsystens 628, the serial port 630, the keyboard 632,
t he speaker -35 WD 03/079627 PCT/ CA03/ 00404 634, the m crophone 636, the
short -rarge osomsemni cati ons subsystem 640, and any of the @Charaodesdose
subsystens generally designated as 642. For exanple, the nodules 624A-N

ar e execpérathneytly Reting theaploachie s9stefitBeated inthe Rasivingmaay B24h- | evel
interface between a user and the nobile device 600. This interface

typically 5 incl ugesex@nipléy Ripphdation Tcuiss 524N it desy ibéfoadgd ohtrethdi spl ay
622, and an input/output conponent provided through the auxiliary I/O 628,

the keybgapilk G8dce 606 is aRRAMdHal fhidrmation trignabet (PIM)appliéafon Sodbingnt er f aces
are designated generally as U 64 and 114 in FIGs. 3 and 5, respectively.

Sone of ppha @HQWI@”%U&PQ%aIéthP Everfts pabpoitenyamai a8k items. Thisr el at ed
functions, whereas of her subsystems nay provide "resident” or on-device

functg On@ggl}l%t ESUN m %@o THEELE WRABthe S/ofdR. @sminDRick®IMP RRIdIOE24 206t t he

di splay are use both conmuni cation-rel ated functions, such as

entering.a, %8@% 2g8lls, LBfcel Malls B8 S M4 ral@o %E?ac?%ﬁﬁ”ﬂ‘iecééﬂaon

net wor k, an i ce- reS|dent functlons suc cal cul ator or task |ist

or ot her cg@éuh%%ggﬁ Hi?)%fe%%ﬁer agpgﬂﬁgﬁp'enﬂaﬁ Xéhﬁmn%‘éﬁf)ﬁ@éﬁd Bfhefal the

mcroprocessor ed 1n a non-volatil e store such as

FI ash 4

modul eé'eg%@%%w% @@ﬁi@”ﬁ%ﬁ °th§9 A &1 T s R O Por

storing data | ash

SLort na g @6%42+a§{°§ﬁ§d?{aﬁe%@@%$@°a TR booﬂ%&n%t%@gnz@@si s

p055| bl yP%h i nformation required for nessagi ng, shown as data stores 54,
|99ull—€fG 3 or the data stores 104, 106, and 108 in FIG 5. The

f ﬁg; 2;} " e eTr%Pﬁgﬁq i 68 pPARIALRblofREs 8 e BMb %o 1BnART  °
storage of PIM data items on the device. The PIM application preferably includes the
ability to send and receive data items, either by itself, or in conjunction with the voice
and data communication modules 624A and 624B, via the wireless network 619. The

15  PIM data items are preferably seamlessly integrated, synchronized and updated, via
the wirelessAnetwork 619, with a corresponding set of data items stored or associated
with a host computer system, thereby creating a mirrored system for data items
associated with a particular user.

Although shown as a Flash memory 624, those skilled in the art will

20 appreciate that other types of non-volatile store, such as a battery backed-up RAM,
for example, could be used in addition to or instead of the Flash memory 624.

The mobile device 600 may also be manually synchronized with a

computer system by placing the mobile device 600 in an interface cradle, which

couples the serial port 630 of the mobile device 600 to the serial port of the computer
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into a volatile store, such as RAM 626 for faster operation. Moreover,
received conmunication signals may al so be tenporarily stored to RAM 626,
before -W86 0WIw37 079627 PCT/ CA03/ 00404 pernmanently writipag/aAvenvte a file
system |l ocated in the Flash menory 624. An exenplary application nodul e
624N t hatsysigyn.bEhé seritd gpodrei30 rénealsorbbiused deenatde GABer ® setpesfe@naés

I nformati on manager (PIM application providing PDA functionality, such as
cal endar teroggh 2n exeobhtiersd sy safivre applicationsto ddwidodd otherbpplEatddh nay al so
interact with the voice conmmuni cati on nodul e 624A for nanagi ng phone

cal |'s, vehedulesb24N fetinstallation, amiposkibly tondat digital\wettilichias odit fimobile
conmmuni cati on nodul e 624B for managi ng e-mail comruni cati ons and ot her data

transm ssieoiee. id @froaidowdload csﬁ kh ey fuhieerf BeNGéd PiRAbAH ¥in @nchyPlolY REgF €
comuni cati on nodul e 624A and the data conmmuni cati on nodul e 624B may be

i nt egrzat eghid M@ delRe, WhidN M HAVIesedie MEnsh HBATEXhAZ nd RESHAbH Y
provides a file systemto facilitate storage of PIMdata |tems on the

devi ce. Tﬁf@rrﬁéﬁdrﬁ\pgkﬁéﬁﬁélggls RébRC @y includes the ability to send and
receive data itens, either by itself, or in conjunction with the voice and

data communi cat i OnARGHYAS Eﬁ’é&ﬁoﬁ%o@%&?ﬁzm ﬁ‘x be‘ae Whde 61 tﬁlﬁFn‘&B ik 619. The

15 PIM data itens are preferably seanl essl egrated, synchroni zed and

updat ed, dék/ éwt%a@%affﬁé n@ﬁ,&arﬁréggggggu% tr?guéuﬁﬁ%{rwﬁ?‘%ﬂgéﬁﬂarﬁ%z gof data

i tens store or assocrated wt fer system thereby treating a

L b AR e S%"S@‘sﬁe“rpr?cf ave”
that Bt her FURER ) o (RhAL o6yl & Sawdﬁ.ngraugd% ' et DR agap A

for exanple Se USed T R ion To or nennry
624. memory 624 or RAM 626. Such flexibility in application installation increases the

functionality of the mobile device 600 and may provide enhanced on-device

functions, communication-related functions, or both. For example, secure

communication applications may enable electronic commerce functions and other
15  such financial transactions to be performed using the mobile device 600.

When the mobile device 600 is operating in a data communication
mode, a received signal, such as a text message or a web page download, is
processed by the transceiver 611 and provided to the microprocessor 638, which
prererably further processes the received signal for output to the display 622, or,

20 alternatively, to an auxiliary /O device 628. A digital certificate received by the
transceiver 611, in response to a request to a PKS or attached to a secure message,
for example, may be added to a digital certificate store in the Flash memory 624 if it
has not already been stored. Validity and/or revoéation status of such a digital

certificate may also be checked as described above. A user of mobile device 600
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The nobil e device 600 may al so be manual ly synchronized with a conputer
system by pl acing the nobile device 600 in an interface cradle, which
coupl es twe ogeriéat port 630 of the nobile device 600 to treTaNOBAb40pOrt of
the conputer -37 WD 03/079627 PCT/ CA03/.00404 systen}q ;khae seri g& port 630
may al soNRY aSRePrERPSSfalR dems Bugh ase-Tall MRSSPERPSHSING the eyerAfd Srext er nal
device or software application, to downl oad other application nodules 624N
for inst mhickds preferably asoayilaie piphanyreis kaygpargilaid gutin Fhe(ﬁW@Ta(rﬁtﬂe'a mobi | e
device. This wired downl oad path may further be used to |oad an encryption
key 5 onelbheugh etber sylesapi epmplete alphpaumede keybRards sueh A% BRAMONGT ng
encryption information via the wireless network 619. Additional

appl i cat DMORA stydss megmlsarhg used) dlsge pohtatheHaobiishdedce @Y isciortBen t hr ough
the network 619, through an auxiliary 1/0O 'subsystem 628, through the
seri ab penhar@®d, withrayduralityieofs aaxiliary d@davimem@g&:awhi@hsmgmtie@sdeem 640, io0
or through any other suitable subsystem 642, and installed by a user in the
Fl ash mimonyweadinput Bt Z6touSnedd, fal wexietyi ¢fi swjitches, agpreicketainpairswiteBt al | at i on
i ncreases the functionality of the nobile device 600 and may provide
enhanced etm-Tevioreposedrizta ieras irnpuirby thecizder omayrtbbabedransmittédonvey trer  bot h.
For exanple, secure comunication applications nay enable el ectronic
comrer ce cbmninication astivark B¢9 vialthe sraobediver@idi al transactions to be
performed using the nobile device 600. When the nobile device 600 is
operating in a datwhepama!robilé idenice 800ds operatingiiv ad/oidegea@hmusicatioras a t ext
nmessage or a web page downl oad, is processed by.the transceiver 611 and

provijged mddel e letaIPOpsTats s of théFhobilttevite qD0aS substhytidiyrsimitar tpttecesses t he
received signal for output to the display 622, or, 20 alternatively, to an
auxi | i ar atd bk \ex66pt 874t reddivlididgritlis 416 bidiérabRldaitgLe &thy efedker 68Eand
voice signals for transmission are generated by a microphone 636. In addition, the
secure messaging techniques described above might not necessarily be applied to
voice communications. Alternative voice or audio 1/O subsystems, such as a voice
15  message recording subsystem, may also be implemented on the mobile device 600.
Although voice or audio signal output is preferably accomplished primarily through
the speaker 634, the display 622 may also be used to provide an indication of the
identity of a calling party, the duration of a voice call, or other voice call related
information. For example, the microprocessor 638, in conjunction with the voice
20 communication module 624A and the operating system software, may detect the
caller identification information of an incoming voice call and display it on the display
622.

The short-range communications subsystem 640 may include an

infrared device and associated circuits and components, or a short-range wireless
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transcei ver 611, in response to a request to a PKS or attached to a secure
nmessage, for exanple, may be added to a digital certificate store in the
Fl ash mermwoyw3®2%21f it has not al ready been stored. Vali @¢CrCAan/ddson
revocation status of such a digital certificate nay al so be checked as
descri bedommuicatidn Uaedulefsutivlsl @ Bleatooth "6 Bbdue38r 4D &I OF a8Rile to

PCT/ CA03/ 00404 may al so conpose data itens, such as e-mail nessages, using

t he keybepsviisf? .comthiridation wittesiatiiahy-gnableanspsietns ardobevicaser | Théseyyboar d
laid out in the QNERTY style, although other styles of conplete

al phanungkilied ke \the airdwills aigiresiatd it kBlustootPVeRAKEeL Y I e refey t@lsees be used.
User input to the nobile device 600 is further 5 enhanced with a plurality

of auxi | ispedifiddiiond exangsie frofh tHehinsituterot ElBEribaieardl Elbbivdrivd ERginkeguUt devi ce,
a touchpad, a variety of switches, a rocker input switch, etc. The

conposed 4afify io! ifdleds MEtsorkY afdEndtdBis B WikdEssNEANS, a8spdctivagl over the

comruni cati on network 619 via the transcei ver 611. Wien the nobile device

600 is operating ijyg N&hﬁ&ee@mwma?ﬁ%é vel QodtRBfon ife®YS palibraper ati on

of the nobile device 600 I's substantially simlar to the data node, except

t hat recgirﬁb%@nﬁé&%@@gro?e;ﬁrﬁ@@roﬁ ,%isﬁ'lé‘ib'\ %EhérQaFiQﬁm%%%%%%mﬁFé%rgﬂg voi ce

signals for transm n are generated a mcrophone ition,
(e | Se UGS SIS SRt MO Bl A eV b
b N e
OV P BB G5 R LSRR Bl ek M RS 5 e
cal 1119 BB g A g i B8 o A e R 2 o
voice operating on desktop and laptop computer systems, networked computer
workstations and other types of messaging clients for which digital certificate checks
involving remote systems may be desired.
15 The above description also relates primarily to OCSP, although other
protocols may similar be optimizéd through an intermediate proxy system which
operates in conjunction with both remote systems and proxy system client modules.
Such other protocols are not limited to digital certificate status check protocols. A
proxy system and proxy system client modules may be configured to provide other
20  services than digital certificafre status check services.
FIG. 7 is a block diagram illustrating a multiple messaging scheme
utilizing an intermediate computer system. As shown in FIG. 7, the proxy system

may in general be an intermediate computer system 700 disposed between the

mobile device 702 and status information providers (704, 706, 708). The
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20 conmuni cati on nodul e 624A and the operating system software, may detect
the caller identification information of an incom ng voice call and

di spl ay iwomn/otdse? di splay 622. The short-range comruni caPCorcAS0b®yst em
640 may include an infrared device and associated circuits and conponents,

or a ShOﬁﬁeﬁﬁd@ﬁlﬁe%ﬁ@h@%zsteﬁﬂ?d@@BéW&ﬁ:&?a R AeA3bddAce 702andhi cat i on
nodul e such as a Bl uet oot nTM nodul e or an 802.11 nodule to provide for

COMMUNI C giah@intdrinatish Eﬂ'dvﬁﬁéré{ (F0aabe 7 o8y siemgtwanccahpetise. 710hes2 Irskilled in
the art will appreciate that "Bl uet oot h" and "802.11" refer to sets of

speci fi cahhigns to a¥ah | AphBuhiciBrishehd NéinétifeOforip@eF rs}i §ém 200! fiyect roni cs
Engi neers, 5 relating to wirel ess personal area networks and w rel ess LANs,

respecti g@harmb sté.k/epﬁmeﬂmsegu@ata%%ebbmy ddManBRANR BREE! AR dRAiINGS! ates to

preferre embodi nents by way of exanple only, as many other variations and

exanpkes may = OCCUfnd thibffsfat El%ddp?ﬁer' §yctdif A0 usdPh ﬁéﬁgﬂhférméﬂlémough

digital certificate status ecki'ng according to aspects of e system and

met hod Apfavis gsiab&mca{rh%b'.a getbnmhm %ﬁﬁafﬁﬁfoﬂf\a@on%rbﬁ Ca%‘r gwpile

communi C evi ce e system and are SO a eto

e g ! ettt ben R E el AOQerQE@? %éygé@%mdﬁﬁ dHfiiich biRORR, iPPerat i ng

on deskt op an uter stat I ons
?zsorarﬁg%f%fn;%v@eﬁw L, L B A i e Bl ek
o < IR Bl U O Rl L
COnL YAt Ll o BB e B S R0 B AP TT  BeTBl oo S
protocol g, ap'%mg table may be stored in the data structure 720 which maintains a

correspondence between digital certificate issuers and serial numbers and/or subject

names. In this example, the intermediate computer system 700 may format requests

for the status information providers based on only a serial number or subject name
15 sent from the mobile device 702.

A service message handler 730 is used by the intermediate computer
system 700 to generate muiltiple service requests 732 based upon a request received
from the mobile device 702. Each of the generated service requests corresponds to
a status information provider and asks for status information from a provider. At

20 least one of the responses from the status information providers (704, 706, 708) is
used in reply to the mobile device’s request for status information.

Still further examples of the wide scope of the systems and methods

disclosed herein are illustrated in FIGs. 8-10. FIGs. 8-10 describe additional uses of

the systems and methods within different exemplary communication systems.
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proxy system and proxy systemclient nodul es may be configured to provide
other 20 services than digital certificate status check services. FIG 7
is a bl oclodBagream il lustrating a multiple messagi ng sche®eT/ioBlo4i ng an
i nternmedi ate conputer system As shown in FIG 7, the proxy system nay in

general be an int eFIG@iabdlooRigran shywinga codinahisgtizpaysieei.rEIG.Bhe nobile
device 702 and status information providers (704, 706, 708). The -40 WO

03/ 07962 %hE¥eTis ShoEn @dtdbuiendyeiain @021 £ VANBak ecorpysite TAKEDeehirnges dat a
with the nobile device 702 and status information providers (704, 706,

708) Vi a LM fikevrrBBCireiass if@structdre 810, witdlisicdloke 8 #2hRd SUTERAI cat i ons,
the internedi ate conputer system 700 may perform proxy server functions,

such as spgwild deticedETiorid 88,1 YRe €8ipbfRd LANSDEREIUBES a rRedd2BeisBhver Medi at e
conput er system 700 uses a status information provider data structure 720

i n detser nagp, Ayinedilss i&oﬁrtusi’ét(shsségs R BEBd Qdta BIGPY BHP IeIirfy ét‘?easgl g&;ﬁjréﬂﬁy a service

request. A service request dsks a status I nformation provi to " provide

the stalus halRkeR:ea dEQﬁogaéggmrﬁik%%tgr@ 8230y beoRARialieH i th

provi der i nformation that wa e e devi ce ere are many

her | id . .
e ot ARl mORRH AR Whch 48 613l ShYSHEl U Felh e R lelr

i nf or mati on.

ST Ut Ur kRN RPNl PR IRIER PO HE gy RS el €1 2t

i ssuers and seriar 'nunbers—an r namnes. example; the
e AR YR bR BB gt 1 STt
Font o e 100!k e o bea M SEaBRT BRI IR SBR0IReS0, o
732 basedco%?;?u?erasyrs?e%%%%figruergg if(\)/re gonnection to the WAN 804. Such a computer
system may connect to the WAN 804 via an ISP or ASP. Alternatively, the computer
system 802 may be a network-connected computer system that, like the computer
system 822 for example, accesses the WAN 804 through a LAN or other network.
15 Many modern mobile devices are enabled for connection to a WAN through various
infrastructure and gateway arrangements, so that the computer system 802 may also
be a mobile device.
| The corporate LAN 806 is an illustrative example of a central, server-
based messaging system that has been enabled for wireless communications. The
20 corporate LAN 806 may be referred to as a *host system”, in that it hosts both a data
store 817 with mailboxes 819 for messages, as well as possibly further data stores
(not shown) for other data items, that may be sent to or received from mobile devices

816 and 818, and the wireless connector system 828, the wireless VPN router 832,

or possibly other components enabling communications between the corporate LAN
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fromthe nobile device 702. Each of the generated service requests
corresponds to a status information provider and asks for status

i nf or mat iwo oBiomasea provider. At 20 | east one of the respomr€ELAOBOMOY he
status information providers é7Q4, 706, 708) is wused inreply to the

mobi | e d&PBcaNGoRe gl Mete Mepilesdayicas 816 andhii 8.0 Mafg generalieres. adiaftpl es of
the wi de scope of the systens and met hods disclosed herein are illustrated
in Fl Gs. WS ispprgsor wonpcerapidersal, withi ¢ israssociaiian with whinh ayieless8 and

met hods within different exenplary conmuni cati on systenms. -41 WO 03/079627
PCT/ CAQ3/a90864or $ystem & qperatingl dor cairaptea kAbEORiITeneprefered eimbatimant syst em
In FIG 8, there is shown a conputer system 802, a WAN 804, corporate LAN
806 behi raf aahosisysiem, yn hiobvibe Iho8D8ystemn rie hesssvar wompstaruronning wWathd a wi r el ess
networ ks 812 and 814, and nobile devices 816 and 818. The corporate LAN
806 i /el udeporatempsivage esdronarens dpeating hehird and pratectedty asiessbon®28, a
data store 817 including at least a plurality of mailboxes 819, a desktop
conput er segstityrwoB8RBurticationg fieewalir808niQther possitilekentdil hesttdygtes iacloudi | e

devi ce such as through physical connection 824 to an interface or

connect orlSB2 ASRamthdaother sbeice Mehideo wtr anaiB 3steMser Althoughpthd deskayst em i n
FIG 8 is described belowwth reference to the nessages 833, 834 and 836.
10 The caomputsr syypiehesaBd inerfateicomxenigr 826 neay albcred @sige epcittiogpal nt op
conput er system configured for connection to the WAN 804. Such a conputer

syst em nayskoiy) edieldss ¢dmemUvibaiidi opératians hdly 1 sifdBr ththicden@ddovibéy, the
conputer system 802 may be a network-connected conputer systemthat, |ike

t he cNMPWetdw. system 822 for exanple, accesses the WAN 804 through a LAN or
ot her network. 15 Many nodern nobil e devices are enabled for connection to

a WAN t hrough var i gHg corpBft@BANBOBIhEleRRAtsdRE RIBIEsSEdRBERIBRIem 8@ that the
conputer system 802 may al so
as an associated wireless communications enabling component, which will normally
be a software program, a software application, or a software component built tq work
with at least one message server 820. The wireless connector system 828 is used to
15  send user-selected information to, and to receive information from, one or more
mobile devices 816 and 818, via one or more wireless networks 812 and 814. The
wireless connector system 828 may be a separate component of a messaging
system, as shown in FIG. 8, or may instead be partially or entirely incorporated into
other communication system components. For example, the message server 820
20 may incorporate a software program, application, or component implementing the
wireless connector system 828, portions thereof, or some or all of its functionality.
The message server 820, running on a computer behind the firewall -

808, acts as the main interface for the corporation to exchange messages, including

for example electronic mail, calendaring data, voice mail, electronic documents, and
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be a nobile device. The corporate LAN 806 is an illustrative exanple of a
central, server- based nessaging systemthat has been enabled for wrel ess
conmuni cawpDen®796The 20 corporate LAN 806 may be referredPCo/a@3ao4dihost
systent, in that it hosts both a data store 817 with mail boxes 819 for

messages ottas PN datasvithGsWIAN 804, wuthes titainerabnr B pdnicdlasintwngdiate ot her
data itens, that nmay be sent to or received fromnobile devices 816 and

818, and gpbitivhs ah¢ssmpaRRERtiepsydEng Ip&7Be shbeifictype bRasssdgbldeiuener 832,
or possibly other components enabling conmmuni cati ons between the corporate

LAN - 42 nY¥2h@Risthemd hdifdrkSARI(HIEHPEss 6 apdExdhafged, diatierdidbé havalevi ces

816 and 818. In nore general terns, a host systemis one or nobre conputers

at, W thnoPpedrlsAFORIFAGT QNTHE JRCHbHARTY Gt thd FR5ESTe scrpsl DRy SX&iEm i S
operating. The corporate LAN 806 is one preferred enbodi nent of a host

system ipdy¥hd FhedsBfe NuHdiRY ah& TebdiviAg S BFo(Rling QUBK LBAtuFd&N RS Mnahdidi N @ 5

corporate network environnent operating behind and protected by at | east

one ' SeCUpldnefONEC R 6 il 84Bhiad0y o6l SE. BN TALS ofifal " afa host

systens inclu P and ot her service provi mai | systens.

Al t hough d&@&ngﬁtﬁ LR é‘.%gﬂé@éba)éstem 824 and interface/ connector 826 may
€ e’ ost i

be | ocat out s suc systens, w reless communi cation operations

may be simlar to Mpgga?ed%%i Sfon 13 %%b‘)%rﬂéglg &%ﬁrﬁ&ﬁaéepl{r@ﬁ{y\?mgfel oss

i mpl enents the wire connector system 8 an associa

communi caiLiRasceabl Bc (o TRARGN, SHPLE B LL g1910PLLY, B8 i Avar e

program re apprication, SOftwar € conponen 0 work

L B e R TR e B o SRR B P 20
from ON%s CL)lrserrrrgl)éc:(?)un’ts. Messages received by the message server 820 that identify a
user, a user account, a mailbox, or possibly another address associated with a user,
account or mailbox 819, as a message recipient is typically stored in the
corresponding mailbox 819. lf a message is addressed to multiple recipients or a
15  distribution list, then copies of the same message may be stored to more than one
mailbox 819. Alternatively, the message server 820 may store a single copy of such
a message in a data store accessible 1o all of the users having an account on the
message server 820, and store a pointer or other identifier in each recipient’s
mailbox 819. In typical messaging systems, each user then accesses his or her
20 mailbox 819 and its contents using a messaging client such as Microsoft Outlook or
Lotus Notes, which normally operates on a PC, such as the deskiop computer
system 822, connected in the LAN 806. Although only one desktop computer

system 822 is shown in FIG. 8, those skilled in the art will appreciate that a LAN

typically contains many desktop, notebook, and laptop computer systems. Each
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nobi | e devices 816 and 818, via one or nore wireless networks 812 and 814.
The w reless connector system 828 nay be a separate conponent of a
messagi ngwvoygmtwe] as shown in FIG 8, or may instead be pamtdsaBiogoor
entirely incorporated into other comrunication system conponents. For
exanpl e, nidssagng skege nseraligrac8@sse2@ mailbox i8¢0 thyougt the messhye\eareen®20gr am
application, or conponent inplenenting the wreless connector system 828,

por ti ons alth&lighdh some sysiensp b nedssagihg ictientindyenableadifecy accebb o thesigge server
820, running on a conmputer behind the firewall 808, acts as the main

i nt er f acetdre81¥ AAd @ahAiljoxt8 10rstbredan&@an 8¢ tesssxasscorhpaieksysigm 82ar exanpl e
electronic mail, calendaring data, voice nmail, electronic docunents, and

-43 WO OM&EgéﬁmEﬁ(s%?d&@ﬂ&fhedqmme%aM siots W {o'h RCXMMIBSsre Giich as the

Internet. The particular internediate operations and conputers are

depengenqhéjgggktgdn&nsmgi§ysqge,ﬁggg of nessage delivery nechanisns and
networ ks via which nessages are exchanged, and therefore have not been

shown in FIG 8. R}vﬁh.mﬂetdd?ﬁaiatet MAR%Gd“%hé%%%@ Rh¥sor 8gllempgogxt end 5
beyond message sendi ng and receiving, providing such features as dynami c

dat abase g Pité’é’ﬁh E&ﬁuﬁ&i&ﬁ Jvﬂt%?né:ﬁ{e%gggé %mEPBQQ |11 %lreFeéél%olnhéétér e-mail,

and docu ntation escri bed ssage servers such

nor mal | Yg@leﬁf) 9 dy Féswea%&»é Sine %M@%@é@&%ﬂﬁb PR8se SN ta stores

such as user having an ount on the server he data

i/tag;:ggg%r ;’@é’( Lmlsﬁé%meh é@?segéezj ser 32(rilﬂ {3 ﬁ}p’& a&feg\%ﬁ%@er S%ﬁtser a user
acoodf " SfeiHlerbBg methiro8ss 59%%62%9%@%2%?%& R85 B Sy T e
corr esporg egl%terEBWI{hbtﬁe rr?els%age LoRelB50: A9S wirdlRLAb st s&&emﬁéa'a% Ff‘he ecipients

or a

message server 820 are preferably designed to cooperate and interact to allow the
pushing of information to the mobile devices 816, 818. In such an installation, the
wireless connector system 828 is preferably configured to send information that is
15  stored in one or more data stores associated with the corporate LAN 806 to one or
more of the mobile devices 816, 818, through the corporate firewall 808 and via the
WAN 804 and one of the wireless networks 812, 814. For example, a user that has
an account and associated mailbox 819 in the data store 817 may also have a
mobile device, such as 816. As described above, messages received by the
20 message server 820 that identify a user, account, or mailbox 819 are stored to a
corresponding mailbox 819 by the message server 820. If a user has a mobile
device, such as 816, messages received by the message server 820 and stored to
the user’'s mailbox 819 are preferably detected by the wireless connector system 828

and sent to the user’'s mobile device 816. This type of functionality represents a
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15 distribution list, then copies of the sane nessage nay be stored to nore
than one nmailbox 819. Alternatively, the nessage server 820 nay store a
singl e copp dh7®eTh a message in a data store accessi bl e PCo/@0B/oof4t he
users having an account on the nessage server 820, and store a pointer or

ot her i degiishf infdsshge arbingetetimiqms.’ STherairklees ddhBectbn systpimcdk8 memsagi ng
systenms, each user then accesses his or her 20 nailbox 819 and its contents

usi ng a [MRsEIEMsoy bl teehaiuesin Midnapid stékid inaknaibox BOY B St s, whi ch
normal |y operates on a PC, such as the desktop conputer system 822,

connect egd mdbilklievicAN180681&Vspontale B kqass ol asidsappepPHhtide witef em 822 i's
showmn in FIG 8, those skilled in the art wll appreciate that a LAN

typi cal | yhLmBbid AsvidB Y seRs ebRibindlioh P Btk tedifiqliet op conmputer systens.
Each -44 WD 03/ 079627 PCI/ CA0O3/ 00404 messagi ng client normally accesses a

mai | bpx 819 througfhd hse HPém?es%eéoYﬁéct%?@QB tﬁérbBP'éElebé‘ aslﬂ%sa% and 3

nmessagi ng client may enabl e direct access to the data store

mai | box é%-ﬁe@ |96I é%ﬁﬁ?%g%g%ﬁ%?8§6§$<588x1%%98'%8’iha‘-ﬂé§&ﬁGb%%tzrgobl'l\@s5ages

may al so e data store 817 to a |ocal store on 5

the deskbgﬂcg%ugg 5y hEME 2D stWetohH%ssg@ Cefﬂ%r%gséc#g'sé%r gohe wirel ess

connect or system perates in conjunction wth the ressage server 820.

The W relggs, PRRSGER P(&Fn%ﬁﬂo%%%é&% &f ég?n R clwes% ffEq $8 system
er n@f? , ? ﬁ I mp e%f

as the nessa erren er ent
comut e Héhﬁ?‘%‘f GENEH S BT 0 B 02
e LRI S SRR e @9%%@%%#&%%%“?#%@ o
| nf or mat Ipag'h tt(g)chtnt]qeuerrﬂsbesl 8 vs(/jlree esCse ne%gily encoglng, cor% esswn 5N ﬁchS% the
technique to deliver all information to a mobile device, thus effectively extending the
company firewall 808 to include the mobile devices 816 and 818.
As shown in FIG. 8, there are several paths for exchanging information
15  with a mobile device 816, 818 from the corporate LAN 806. One possible
information transfer path is through the physical connection 824 such as a serial port,
using an interface or connector 826. This path is useful for example for bulk
information updates often performed at initialization of a mobile device 816, 818 or
periodically when a user of a mobile device 816, 818 is working at a compuier
20 system in the LAN 806, such as the computer system 822. For example, as
described above, PIM data is commonly exchanged over a such a connection as a
serial port connected to a cradle in or upon which a mobile device 816, 818 may be
placed. Thé physical connection 824 may also be used to transfer other information

from a desktop computer system 822 to a mobile device 816, 818, including private
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wi rel ess connector system 828 is preferably configured to send information
that is 15 stored in one or nore data stores associated with the corporate
LAN 806 twomn®7we7 nore of the nobile devices 816, 818, t RCIUNIZNIDS
corporate firewall 808 and via the WAN 804 and one of the wirel ess

net wor kssd:Lifity Bdy. (“Brivate kaygd) suchaasipevate leacryptisn oadigilatsignatusnkeysssoci at ed
mai | box 819 in the data store 817 may al so have a nobile device, such as
816. As geseclatdr:dvithbthive deskivpagamnputec asystech [B22f e QBenwslaticply deitlyer 820
that identify a user, account, or nailbox 819 are stored to a

cor r espopeirigtionisLéioRs igRabgeriffvatgsesre@RLs.er ver 820. If a user has a nobile
devi ce, such as 816, nessages received by the nessage server 820 and stored

to the user's nuifrvak & dy‘ﬂ eXtiearigeciishi@lthy phgsiealt eshriegtiorn @24darel thes
connector system 828 and sent to the user's nobile device 816. This type

of fugct gHialctdrbr MBI ReE6%lIBwWs a 4iBeHRAERtdPCHPLILEIETAVE2DiHHobilepush”

nmessage sendi ng technique. The wi rel ess connector system 828 may i nstead

enpl oy age el b1eb?9h@&&§ﬁareld%|é/&ét 6he ideRtE f6f S6REsing ol oBiypherarkld are sent
to a nobile device 816 or 818 responsive to a request or access operation

made US'é}gne& Hm%nm?héh@erdo%s% RmphRiFRy ﬁemnzzadddqﬁomlfeciéowsmgmlsques 5

The use 0 W rel ess connector t héereby enabl es a nessaging system

| udi .

édgiih ce g%ﬁa‘%@ﬁﬁg@ B Rl o A 820,
tho ;

to a “gug%\ng% gg%&?%ﬁzsh 3”8‘%%%%%‘#%%(1%32?%% ggécéral tg?rﬁ‘%\% rngeﬁlﬁs)g* aggdsol ely

massa} gc%\/ éﬂ ttﬁ)%nre%ggge h&v&rh A e Harmtiaf 8§d|§ f’a}l %@f’nﬂ?&@ QfFﬂ_%r ated by

r ef er tec nique uses a w y encodi ng,

ﬁggﬂ 253@%‘@@%9&%&%&0@@3?@ ol?ﬁ:p@ Wéﬁlgﬁlﬁ ’bhdﬁLﬂe\{/%pr‘agént'a%l%re%du?@oﬁ 0 a
the data that is required for S/MIME, PGP and other public key security methods. A
user's own digital certificate, a chain of digital certificates used to verify the user's
digital certificate, and a CRL, as well as digital certificates, digital certificate chains

15 and CRLs for other users, may be loaded onto a mobile device 816, 818 from the
user’s desktop computer system 822. This loading of other user’s digital ceﬁificétes
and CRLs onto a mobile device 816, 818 allows a mobile device user to select other
entities or users with whom they might be exchanging secure messages, and to pre-
load the bulky information onto the mobile device through a physical connection

20 instead of over the air, thus saving time and wireless bandwidth when a secure
message is received from or to be sent to such other users, or when the status of a
digital certificate is to be determined based on one or more CRLs. CRL-based status

checks can also be avoided where the systems and methods described herein are

employed.
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conpany firewall 808 to include the nobile devices 816 and 818. As shown in
FIG 8, there are several paths for exchanging information 15 with a

nobi | e dewDw®a/0@b87 818 fromthe corporate LAN 806. One poP€irhir®3/00404
information transfer path is through the physical connection 824 such as a
serial port, usintp &nownt ‘@yhctrenigatiand nigpe twirel@6 méBsagingasystdrss,uaef ul for
exanple for bulk information updates often perforned at initialization of
a nobi | e giegicak péthbhasd Hsw beepalideddicc hhgfemhmsssagess éonPmaAlboxdy Begdevi ce
816, 818 is working at a conputer 20 systemin the LAN 806, such as the

conput er g4sstiawdisth a hiyssey@EPiver 825 to HELIRY deviss@I8vmd §1gV data is commonly
exchanged over a such a connection as a serial port connected to a cradle

in or upon which aanBipiet thetitod £ dBiBexchafgdith ke nbis ¥dvicds' 816 BMG! cal

connection 824 may al so be used to transfer other information froma

deskt ap COMPI gleraheafMifddgh & WIREdsCoHMebor Fdem 328, a omaé.H 1R pr' vate
-46 V\D 03/ 079627 PCT/ CAO3/ 00404 security keys pri vate eys") such as
private epgd¥Rlddfofks ssi'zgéﬁoaéw'ﬂ@éﬁawrfmkm;f I@rREvgd Wirk[ags deskt op
conput er system 822, or other relatively bu I nformation such as digital

certifiﬁﬁﬁ r@u”[gr@-?‘f aVBiiaMaleHES et RS &K 98, ‘éﬁén‘?ﬁn&é] y&g@ﬁwmnectlon

824 and connéctor or interface 'ows a u top conputﬁr
t 8 tit
scesa) PRIl ﬁn?@ﬁgﬁgiﬂ%wﬁ%sﬁémw aE0E gL

system 3 Y,
ceys oo R FnG sBEN 512 Indwibs P Al aeda\bats RAEREIRA o "6

on the ?riéfsaZ@ﬁs%ervgﬁﬁ)@%ﬂﬁ%ﬁlﬂ@%?@ﬁégewﬁ Wfolpe ol bl Ria Plrelelnd” e

over Such, & i) C8lof QURGEEO VNP ol daB%hsy b8 Jsatn bOGUGERGRe! @ ! aroe

static addressing scheme. For example, if the wireless network 812 is an IP-based
wireless network, then IPV6 would provide enough IP addresses to dedicate an IP
address to every mobile device 816 configured to operate within the network 812 and

15  thus make it possible to push information to a mobile device 816 at any time. A
primary advantage of using a wireless VPN router 832 is that it could be an off-the-
shelf VPN component which would not require wireless infrastructure 810. A VPN
connection may use a TCP/IP or UDP/IP connection to deliver messages directly to
and from a mobile device 816. |

20 If a wireless VPN router 832 is not available, then alink to a WAN 804,
normally the Internet, is a commonly used connection mechanism that may be
employed by the wireless connector system 828. To handle the addressing of the
mobile device 816 and any other required interface functions, wireless infrastructure

810 is preferably used. The wireless infrastructure 810 may also determine a most
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the data that is required for SSM M, PGP and other public key security
methods. A user's own digital certificate, a chain of digital certificates
used to weDiBp7I6RE user's digital certificate, and a CRLPCAgCAOI408S
digital certificates, digital certificate chains 15 and CRLs for other
users, mafelpavirelessenetiRitoiof IneAlingea @iencises) 8nd gragk userd ahdeYEdm s deskt op
comput er system 822. This | oading of other user's digital certificates and
CRLs ont @eé""?ﬁ!bicpéntﬂ@%ioééﬁ%\ﬂgf,k%l@ dineleRs retwens| idheas &2uged 814, sel ect
other entities or users with whomthey m ght be exchanging secure

messages MeEsaged ars Rormalipdelivieeedigrang fram ngﬁviﬁ idevicevig Rhangspissiengievi ce

t hrough a physi cal connection 20 instead of over the air, thus saving tine
and wi r elbstecardprig stationatend the swbile glevigessage is received fromor to be
sent to such other users, or when the status of a digital certificate is
to besdet erni ned bAgdutaliiy obnennactions to \@Reless ORlwots81R andBild mayheeks can

al so be avoi ded where the systens and net hods descri bed herein are

enpl oyed.provided\in@3di0g, F62&xapgie GS0B, (04Dé Rdlay kinblwolirmatiohs asingdite on" t ype
wi rel ess nessagi ng systens, a physical path has al so been used to transfer
messages TORIIR pmiddodbusexi BiRighasaisthelpie et Wi bé wircless aaigwrised12and@B2™M t o nobi | e
devi ces 816 and 818. Another nethod for data exchange with the nobile

devi ces &b6ldappresbnididinct unigae ahl @neslated hbiwauks) ot ihey voulelresesetitmect or
system 828 and using the wreless networks 812 and 814. As shown in FIG

8, this camlethdtwe in@iferoiticolisisies, Aidinapbé any 8Bdifelcht Bpas bamdi@oiks, t he
network 806, or, alternatively, a traditional WAN connection to wrel ess

i nfragt r edluding BUOnbTIRitaer Y HERScatrid Wrekebaeetiddkd \Riceicaicwirdtese! ess
networ ks such as 814. The Wreless VPN router 832 provides for creation io

\cl)mf r2| gg’gl reBIRS! A8 diudiaRéde ridiemkahitat SRECisupfort Bth eesicdeantPrdat812 to a
communications over the same or similar infrastructure, such as any of those
described above.

In some implementations, more than .one over-the-air information

15 exchange mechanism may be provided in the corporate LAN 806. In FIG. 8 for
example, the mobile devices 816 and 818 associated with users having mailboxes

819 associated with user accounts on the message server 820 are configured to
operate on different wireless networks 812 and 814. If the wireless network 812
supports |IPv6 addressing, then the wireless VPN router 832 may be used by the

20 wireless connector system 828 to exchange data with any mobile device 816
operating within the wireless network 812. The wireless network 814 may be a
different type of wireless network, however, such as the Mobitex network, in which

case information is instead exchanged with the mobile device 818 operating within

the wireless network 814 via a connection to the WAN 804 and the wireless
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device 816. Such a Wreless VPN router 832 may be used in conjunction with
a static addressing schene. For exanple, if the wireless network 812 is an
| P- based waiser®wss network, then | PV6 woul d provi de enougirCrRAaddo®sses to
dedicate an IP address to every nobile device 816 configured to operate
wi thin thgrsaglivardsfl2 and 15 thus nake it possible to push information to
a nobile device 816 at any tine. A primary advantage of using a wirel ess

VPN router 832 is ®faatibh of the Syemain MG, g - nGh el dddehbspuBinga Wwhi ch
woul d not require wreless infrastructure 810. A VPN connection may use a

TCP/ I P olyhfaBle! B %ﬁg%lﬁ?%{ili Rn'és;&ébef'@éé \$Bht FBAS 4L 20 E)D_%Ftéyﬁtehp 80@nghd rom a

nobi | e devi ce 816. f a wreless VPN router 832 1s not avail able, then a

Link to a MiNs89th at 1BRSBRE!¥cibidAt AWM Bisth aniatcBurt AMARRAINOX 886 of MRNECT i ON
by

mechani smthat nay be enploye e W reless connector system 828. To

handl g t quaasqefe?a%%baateﬁfwifme m&ggg&&w‘ &R S rgesuéa@éwfoetéw%r rlgggui r ed

interface tunctions, wreless in structure 810 I's preferably used. The
per caos ERAT 04 Bab ptrerdE bR IS i Bt i Hupadl ol e Sna
LAk oSl il R oM RSRR TGk QUpRSIO B0 LB ¢, o
devi ces. Ao pRti by RS RSB SRR 8RR aos networke 812 and 814 may
using the. ToRI 1P LIt S M BUE Pt der PR sar et Vi ecs
et onke IAR 50, A e BB b L i Ao EIARRES e
and may %%cr?lgyed?gegér{cﬁr% L?pnotn t}'ng Bgﬁic&gr r%%tsgggrirll(gs $cheme used. For example, if
the computer system 802 is enabled for secure messaging using S/MIME, then the
e-mail message 833 may be signed, encrypted, or both.
E-mail messages such as 833 normally use traditional SMTP, RFC822
15 headers and MIME body parts to define the format of the e—méil message. These
techniques are all well known to one in the art. The e-mail message 833 arrives at
the message server 820, which determines into which mailboxes 819 the e-mail
message 833 should be stored. As described abpve, a message such as the e-mail
message 833 may include a user name, a user account, a mailbox identifier, or other
20 type of identifier that is mapped to a particular account or associated mailbox 819 by
the message server 820. For an e-mail message 833, recipients are typically
identified using e-mail addresses corresponding to a user account and thus a

mailbox 819.

The wireless connector system 828 sends or mirrors, via the wireless
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1o including but not limted to, data-centric wrel ess networks,

voi ce-centric wireless networks, and dual -node networks that can support
bot h voi cwoOan@7w@at a conmuni cati ons over the same or si m IPET/CA03/00404

i nfrastructure, such as any of those described above. In sone

i mpl ementhatwark 8,12 on8 B, tckeainaser-eslectet] iatestams orfparisadf data itehds feorolizange
mechani sm may be provided in the corporate LAN 806. In FIG 8 for exanple,

t he nobi lcerpteate¢Asl 896G dnelustt’s necisie cleaice 816vot 81 8) peaforabimipog detictipxes 819
associated wth user accounts on the nessage server 820 are configured to

oper at e @iat@nbic hné triigedh@ esentehadblcurfstl Aatnidgéiy evdnt irftfudals! Bltess net wor K
812 supports | Pv6 addressing, then the wireless VPN router 832 nmay be used

by the 2QoMirfbEIS, SIRNBERINE oF Bé EBNoMSy: LR reC SaRE act@dtnat & uaBys nobi | e
device 816 operating within the wireless network 812. The w rel ess network

814 mgy bRndorkéld EdRp@BE s*}s\fé}ﬁ g2b, WsESRTHoN 6L the User I MUBUE Hevisd'8lle 8p t he
Mobi tex network, in whic case information is instead exchanged with the

mobi | e deVgGRNPHS INBRAGE 856 othdddist of EREmM AR 38 o ARobiSddvidd 816
connection to the WAN 804 and the wireless -49 WO 03/079627 PCT/ CA03/ 00404

i nfrastryuchyse %QHOFQ;%E%S hd;%iﬁﬂfseﬁ&ﬁggﬁgggmowm%%%q% bel 2P Het descri bed

using an  exanple o messa sent the conputer system

802 and HdnES Ttk e JhirdS8oorRBich SobBIEBEe Y dlleBBoaeRAgt and

mai | box ata store asso e ne server 820 and

2 bl e el B 1 nBléce NEHSH, oS Rlor IRRRAN B S AiPohd ! ended

for illufTPative pur exchange 'of ypes o nf or mati on

bet wegn they 6ol ROkl fad ARl Sy R6RECEER! ol RN QB Budigng el ess

connector sy
disconnection events described above. When wireless access to corporate data for

a mobile device 816 or 818 has been activated at the LAN 806, for example when
the wireless connector system 828 detects the occurrence of a triggering event for a
mobile device user, data items selected by the user are preferably sent to thehuser’s
15 mobile device. In the example of the e-mail message 833, assuming that a triggering .
event has been detected, the arrival of the message 833 at the message server 820
is detected by the wireless connector system 828. This may be accomplished, for
example, by monitoring or querying mailboxes 819 associated with the message
server 820, or, if the message server 820 is a Microsoft Exchange server, then the
20 wireless connector system 828 may register for advise syncs provided by the
Microsoft Messaging Application Programming Interface (MAPI) to thereby receive
notifications when a new message is stored to a mailbox 819.
When a data item such as the e-mail message 833 istobesenttoa

mobile device 816 or 818, the wireless connector system 828 preferably repackages
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The e-mai |l nmessage 833, sent fromthe conputer system 802 via the 1o WAN
804, may be fully in the clear, or signed with a digital signature and/or
encr ypt edwodepersei ng upon the particul ar nessagi ng schemne PUTah03/ho104
exanple, if the conputer system 802 is enabled for secure nessagi ng using

SIM Mg, tifedathlitem in-ampradneitss BaanSparently the mibile dévices s 8 18dso that bot h.
E-mai |l nmessages such as 833 normally use traditional SMIP, RFC822 15

header s aiigrmdtidn depelio 4 feeived Bgiftienobikaldviversits B8 1BlRGpeardBirhildres sage.
These techniques are all well known to one in the art. The e-mail nessage

833 arri \iesinddrmattibe a8RT886n SAt betestiile avihicHo st st IS 8D IrPFIEIsCh
mai | boxes 819 the e-mail nessage 833 shoul d be stored. As described above,

a ”ESSag@rﬁ&@feﬁ‘@d"r@ﬁa&a@ﬂb|metﬁ@§ﬁ1@%e§@?a rebéiletfifedsddesio bidEn: @ user
account, a mailbox identirfier, or other type of |dent|f|er that is

mappeg t YisPa Wﬁféfe‘SQ HeflorR8¢L HF‘$1 Pin éﬁé@&f&ﬁ@@\ﬁ@?ddehﬁét %&sﬁdndét@‘%héms sage
server ‘820. For an e-mail nessage 833, recipients are typically i1dentified

usi ng_e- We'les%‘i'\‘éfﬁoﬁﬁ%%dlfe%6%@%"@%%%@1H%?é@‘ﬁ)%%ﬁth@’hﬁ’esfsg isdo  Mai | box

819. The wireless connector system sends or mrrors, via ﬁe W rel ess

-50 VIO 03019622 BRTHAD R %cka@agwﬂ@aszcmd B3 oo 3 bR sHEGEE S¢1 ect o

data itens or parts of data itens corporate to the user's

{nr)ib:glggr?%g event@wﬂz‘g%mg%@@%%gt réygge I'ng ggfptnr 8?9%% Glbé)P em)renot
L ted_ g Ao Rles RUE 18 BSR4 N e apé?@a@@afrﬁ pPhbira 2t @

user's 5 ne uter | SconnEREToN Jot The USer®s robil e
dev 55 510 B AT LR T LR ORI .,
ore mes3dd%ent 1Ir8rrnea{]I m% ile Qeewcpeq ,1\ user of a mobile device 816 or 818 may thereby
effectively share a single e-mail address between a host system account or mailbox
819 and the mobile device.
Repackaging of the e-mail message 833 is indicated at 834 and 836.
15  Repackaging techniques may be similar for any available transfer paths or may be
dependent upon the particular transfer path, either the wireless infrastructure 810 or
the wireless VPN router 832. For example, the e-mail message 833 is preferably
compressed and encrypted, either before or after being repackaged at 834, to
thereby provide for secure transfer to the mobile device 818. Compression reduces
20 the bandwidth required to send the message, whereas encryption ensures
confidentiality of any messages or other information sent to the mobile devices 816
and 818. In contrast, messages transferred via a VPN router 832 might only be

compressed and not encrypted, since a VPN connection established by the VPN

router 832 is inherently secure. Messages are thereby securely sent, via either
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system Thus, the wirel ess connector system 828 nmay detect triggering
events associated with the nessage server 820, such as receipt of a
command, w0 0fot4%s2one 10 or nore networked computer systen®PCEAA03/0004 udi ng
t he screen saver and disconnection events described above. Wen wrel ess

access t @neqphen at deddtaledsaronnactobbystem 28] which htayoe 8ditsideasd he@en- act i vat ed
at the LAN 806, for exanple when the wireless connector system 828 detects

t he occurstsdafd WPNauinidl 988 MPAN}ilevesminediion, for examiples oflbie RN Hidr,83dat a itens
sel ected by the user are preferably sent to the user's 15 nobile device. In

t he exanmb tobfle HbEcEs 888 AndB$S.206cc83iRg nisssHGRGsihdaimabiltdediseBiGgr  event
has been detected, the arrival of the nessage 833 at the nessage server 820

i's det ectgad iD¥nddIAo Wedseb&tife HOAHAEREING HRAIDDXES &t tHOLANNBOG Bengesonpl i shed,
for exanple, by nonitoring or querying mail boxes 819 associated with the

message eki% %oﬁ%%ter%&steHSéé'!e message server 820 is a Mcrosoft Exchange
server, then the 20 wi el ess connector system 828 may regi ster for advise

syncs provided by M%ﬂeyg@aeﬁﬁ&.mgeim_&%i&@ﬁa LR\

Interface (MAPI) to t y receive fiotification en a new nmessage i s

stored tgqg d?%gb?ﬂnég?%@irglé\é‘g?ﬂwfﬁag?gétgrré %@go?y%hthé%rfe 8s VPR Idutdrapage 833 is

to be sent to ce , e W reless connector’ system
025 1 S b AR or O, D BF SEHS SO IR g o
|97 B0l s BRGe DA NSE, Mk SRR e Ml e
AN S0 bl 0 RS R L BRI BRO W RglsRre 2
elect oS ERNEN IS S BRI A el HENRRS b g oo
possibly compressed and encrypted, and sent to a host system such as the LAN
806. The host system may then remove the electronic envelope from the
repackaged message, decrypt and decompress the message if desired, and route
15 the message to the addressed recipients.
Another goal of using an outer envelope is to maintain at least some of
the addressing information in the original e-mail message 833. Although the outer
envelope used to route information to mobile devices 816, 818 is addressed using a
network address of one or more mobile devices, the outer envelope preferably
20 encapsulates the entire original e-mail message 833, including at least one address
field, possibly in compressed and/or encrypted form. This allows original “To”,
“From” and “CC” addresses of the e-mail message 833 to be displayed when the

outer envelope is removed and the message is displayed on a mobile device 816 or

818. The repackaging also allows reply messages to be delivered to addressed
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be sent. Alternatively, other repackagi ng nmethods could be used, such as
speci al - purpose TCP/I P wappi ng techni ques. Such repackagi ng preferably

al so resuwD3i0m62? nai|l nmessages sent from a nobil e devi c@CABA06/004848
appearing to come froma | o correspondi ng host system account or nail box
819 even tebipiayits,twitryther€ravhikld edflecting aneaddrégsooh tae mdbileedaifel wser'sA user of
a nobile device 816 or 818 may thereby effectively share a single e-mail

addr ess badoseanommhbiix cythtdostsystem] when fii dlderenvBiddeasich fepaciarell e
devi ce. Repackaging of the e-mail nessage 833 is indicated at 834 and 836.

15 Repackag@poitignesssagslsas fiony a beobsie deliae id @movel bytiee Wibless toraitefsr pat hs
or may be dependent upon the particular transfer path, either the wreless

infrastr l%ktl{!rﬁ 8280 Uing thBRiser's atesimt YPMaiBsH &ddr8sSfromahe SHcHIB dRvickhe e- nai |
nmessage 833 is preferably conpressed and encrypted, either before or after

bei ng g epgrka808tB allovid34 mdsBagé BERtEROmM B @¥biftedévide ﬁ)\‘z&pgfe%r s inko the

nobi | e device 818. Conpression reduces 20 the band th required to send

t he ness é/&éeg S | . ' i fal ssages or
ot her i n%?ﬁ%t [ OI’{@E%I!Y[ tomﬁée%gpﬁlbggﬂgg?dgggﬂ%gﬂ% Hé)\létB%Pﬁmcé(t)}ﬁ?r ast,

messages AN Blobfdgwid.@ VPN router 832 might only be conpressed and not
encrypted, since a VPNlconnection established by the VPN router 832 is

i nh tl . : v ' r.. -52 WO
03/ 070627 PCT/ CA3/ LG 2 gt apiEih BEin BRTHG I Rlnickhch GlMin, < a2

T SRR B Y AR S OBl o 1
o104 R AR MU R S BB et ablir o
conmput er s'i)é?etrﬁ %bg,%l%AN 804, a corporate LAN 807 located behind a security firewall 808,
network operator infrastructure 840, a wireless network 811, and mobile devices 813
and 815. The computer system 802, the WAN 804, the security firewall 808, the
message server 820, the data store 817, the mailboxes 819, and the VPN router 835
15  are substantially the same as the similarly-labelled components in FIG. 8. However,
since the VPN router 835 communicates with the network operator infrastructure
840, it need not necessarily be a wireless VPN router in the system of FIG. 9. The
network operator infrastructure 840 enables wireless information exchange between
the LAN 807 and the mobile devices 813 and 815, respectively associated with the
20 computer systems 842 and 852 and configured to operate within the wireless
network 811. Inthe LAN 807, a plurality of desktop computer systems 842 and 852
are shown, each having a physical connection 846 or 856 to an interface or
connector 848 or 858. A wireless connector system 844 or 854 is operating on or in

conjunction with each computer system 842 and 852.
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When a repackaged nessage 834 or 836 arrives at a nobile device 816 or
818, via the wreless infrastructure 810, or via the wreless VPN router
832, thewpwbiotw2tevi ce 816 or 818 renpves the outer el ecPcaniav3emnwel ope
fromthe repackaged nessage 834 or 836, and perforns any required
deconpressi on and The déielkeyptormectopsysitms 844 ahd85bare sinsilanto the wirelessobi | e
device 816 or 818 and addressed to one or nore recipients are preferably

si m | ar | xonagetokaygtshm 828deseriesl dijoye ciarthateRew dnatrid datacitenpd, @dch asd- sent to a
host system such as the LAN 806. The host system may then renove the

el ect r onimgaiemnesdagee ant@ihdritemsrtiefpiack specd iMmRsitdRes G€8,ranatpossiblydRepNpr ess
the nmessage if desired, and route 15 the nessage to the addressed

reci pi entigmsMoricdan adestl oPhetWdik Whid BioPs!it6 be@RKEIrGAghd BANBOTRO Bhabh at | east
some of the addressing information in the original e-mail nessage 833.

Al t hoggh kbl A HEMOobROYBYIERES 1SRN 815." RLUEIE. DIHOWETBE, tindtRolldidratoflevi ces
816, 818 is addressed using a network address of one or nore nobile

devi ces, jhResuRishRE 820 RGNS & RE&HRR! DetdEerf ARSI &Rcds 81 £aHd B85 O | gi nal
e-mai | message 833, including at |east one address field, possibly in

3
f dhi I IveH i "da nt d
Sggl?r :ZZ%SEZEQ%L%;\J % F XOEEG el %é’?atugﬁbgt?l:\% s&%‘t‘@ﬁweﬁ’idvﬂi G, 5%“c|escnﬁée@ an

e-mal | ssage di splayed en t out er

envel ope fepof FITRY GENR oif):!}g?-ﬁ%ﬁ%?&%a{géaQiaﬁFﬂlL%Y@ﬁvé)&BaZnﬂJ‘ngég?feégié%nge SLGROr

818. The repackaging als Ws replry nessages to

addr esseq .+ 19627 A3 recipients, with the "Fronf
field re]g ?%crﬁ%ﬁépggﬁégfrrgééu{%%%e i

nmobi 1 e device user's account or mail box

on L host syst eyt LG Hb Slack Bk 008 Bledtd GRAGKABRL ccitio! N9

message sent from a nobi evi ce 1°s refhov ess connect or

system 833 ying ™'l 47 e Refag8 Wahve? 52871 BV Fatnddsalh SaRMPP! | ©

devi ce
820, the message, or possibly a pointer to a single copy of the message stored in a

central mailbox or data store, is stored in the mailbox 819 of each such recipient.

Once the e-mail message 833 or pointer has been stored to a mailbox 819, it may

15  preferably be accessed using a mobile device 813 or 815. In the example shown in

FIG. 9, the e-mail message 833 has been addressed to the mailboxes 819

associated with both desktop computer systems 842 and 852 and thus both mobile
devices 813 and 815.

As those skilled in the art will appreciate, communication network

20 protocols commonly used in wired networks such as the LAN 807 and/or the WAN

804 are not suitable or compatible with wireless network communication protocols

used within wireless networks such as 811. For example, communication bandwidth,

protocol overhead, and network latency, which are primary concerns in wireless

network communications, are less significant in wired networks, which typically have
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5 816 or 818 allows a nessage sent froma nobile device to appear as though
the nessage originated fromthe user's nmail box 819 or account at the host
syst em r awbes/0746kmn t he nobile device. FIG 9 is a bl ock dacagraasoeiosan

al ternative conmunication system in which wireless communications are

enabl ed Iuch Higareapatiyaseiapest ethnwitdessmetdorke.pEii@rbivre aholillewevieb®s s
network. As shown in FIG 9, the systemincludes a conputer system 802, WAN

804, a cqypoai 815 AMNROI ndatAll efbcbshinedddta saerer 817 diredtgvathe BBfvork net wor k
operator infrastructure 840, a wireless network 811, and nobil e devices 813

and 815. oheat6ORRAStRIcESUO Prhides 4 brRigdditGEkh the erekee wetwork 81T gl | 808,
the nessage server 820, the data store 817, the muail boxes 819, and the VPN

router 83Re LaNa@y. substantially the same as the simlarly-|abelled
conponents in FIG 8. However, since the VPN router 835 comrunicates with

the nefwork operatgpg h&%ﬁ@éﬂéﬂ&tbk‘ihﬁast%@we 840 Betfled WhobREGIRRBIG1BYr De a

wireless VPN router 1n the system of . The network operator

infrastr t’SUtB%s sﬁa%hﬁéctwnrtsltﬁéEANrB‘o@rt gﬁrihé‘ A9, RS Wa§Nor t he LAN

807 and t e nobil'e devices 813 and 815, respéctively associated wth the 20

comput er %ﬁbmeﬁégiﬁ%bsgg%na&%rﬁﬂp ?‘l’éﬁﬂ Qs AHGHEs Y bhkdrlige Wi €l ess

network 8 ural eskto conput er systens 842

and 852 e&é@déﬂﬂ%ro@i@%@ %Yés@%g@gm}icﬂtlﬁﬁl R%BF'I%?HO(M &ah 08§ %‘ELO an

interface ctor FESS Connece or sys 4 or 854
£, B4 9 Ul o8t o8 M4l SRS BIRSE LARNE AT 252
e R RPN
stored | n 6rlkbccc))mepséltlgfL dommunl 8 gn sl,)c:I mdeapreferably a secure scheme such as
Wireless Transport Layer Security (WTLS) when information should remain
confidential, and a wireless web browser such as a Wireless Application Protocol
(WAP) browser. A user then requests, through manual selection or pre-selected
15 defaults in the software residing in the mobile device, any or all information, or just
new information, for example, stored in a mailbox 819 in the data store 817 at the
LAN 807. The network operator infrastructure 840 establishes a connection or
session with a wireless connector system 844, 854, using Secure Hypertext Transfer
Protocol (HTTPS), for example, if no session has already been established. As
20 above, a session between the network operator infrastructure 840 and a wireless
connector system 844 or 854 may be made via a typical WAN connection or through
the VPN router 835 if available. When time delays between receiving a request from

a mobile device 813 or 815 and delivering requested information back to the device

are to be minimized, the network operator infrastructure 840 and the wireless
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items stored in a local or network data store, to be sent fromthe LAN 807
to one or 5 nore of the nobile devices 813 and 815. In FIG 9 however, the
net wor k opertawms27 i nfrastructure 840 provides an interfac@Chatansenos he
nobi | e devi ces 813 and 815 and the LAN 807. As above, operation of the
syst em sbowrector $yis@m® 844 alet 864 hady Heetanfigured be thainaecamro@inieation nai |
nmessage as an illustrative exanple of a data item that nmay be sent to a

nobi | e desnretiBA ferpaing dpen dAcd\bstablished: mai | nmessage 833, addressed to one
or nore recipients having an account on the nessage server 820, is

recei ved by the ngpgROSsERh BEFIG. §2fxqubbte ongbatveiroramgiiiesiebicy A8 18I nter to
a single copy of the nessage stored in a central mailbox or data store, is

stored i gpnd e a1 WeaK Bé9set wLake Giteless esinbbetol systonke sihearkt BB mMessage
833 or pointer has been stored to a nmailbox 819, it may 15 preferably be

aCCGS§ed_rééi>beﬂ/éy”9gbxh PoRNME 8 r8dest forBAformbtior fremekafeheorkperaton FIG 9,

the e-mai | nessage 333 has been addressed to the nail boxes 819 associ ated

wi th bot Fhf%%ﬁbt%}gﬂe BAHTDA el sSK SARMBCDBA 3y a8 882 opRB4LBHHEVES bguERRd ©
813 and 815. 'As |1

devi ces those skilled in the art w appreci ate,

comuni Cg-gd.}rﬂaﬁ‘ar@ﬁtfwﬁga%Wegg@?%ée-mmé’é%gH%gg, thB Wi dBRh¥GpKS such as

the LAN or t are not suitable or conpatible with

wirel ess ﬁ%}_@%ﬁ%@@{rﬁ%é e é’-ﬁ‘%ﬁl(?ﬁ@s!s%g%‘%@@r_om ﬁ‘{éi dbg}?&ﬁr@t@%ilﬁ&% wor ks

such as 8 exanpl e, comuni cation~bandw dt ot ocol overhead, and
netver b SGanpln B e AR BOICRBERIFD N L P ROl
e e L B S S
access t I§(§0doarté’llresc:]ﬂ?.r %t%%n%ti%lg/,e gt\k/i¥eles-rsh80r§heetcwré§/stem 844 or 854 may be
configured to access mailboxes 819 itself, directly or through the message server
820. Also, other data stores, both network data stores similar to the data store 817
and local data stores associated with each computer system 842 and 852, may be
15  accessible to a wireless connector system 844 or 854, and thus to a mobile device
813 or 815. |
If the e-mail message 833 is addressed to the message server
accounts or mailboxes 819 associated with both computer systems 842 and 852 and
devices 813 and 815, then the e-mail message 833 is sent to the network operator
20 infrastructure 840 as shown at.860 and 862, which then sends a copy of the e-mail
message to each mobile device 813 and 815, as indicated at 864 and 866.
Information is transferred between the wireless connector systems 844 and 854 and
the network operator infrastructure 840 via either a connection to the WAN 804 or

the VPN router 835. When the network operator infrastructure 840 communicates
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operator infrastructure 840 provides a bridge between the wrel ess network
811 and the LAN 807. 5 The network operator infrastructure 840 enables a
nobi | e dewD®a/0@b37 or 815 to establish a connection to thecrAMo800oshr ough
the WAN 804, and may, for exanple, be operated by an operator of the
wirel ess Wil i wiraless eennectossystems ddcaridi®i4 amchthepmohileddeyiosis 183 Bexs!

communi cation service for nobile devices 813 and 815. In a pull-based
system a8Ttmyaldifedentipretogals, transktibn epestibns may be pesfocnedbpiheaidtworksessi on
with the network operator infrastructure 840 using a wireless network
conpat i bl epersiariniiastiuctore 84th Repackagiigieabhigues may alse be abedisetwoemthas

Wrel ess Transport Layer Security (WLS) when information should remain
conf i dent wiaélesandnreecterr sistems 8kbabd @68 amdsthie medsork dferatbemfradipydtireat i on
Protocol (WAP) browser. A user then requests, through nanual sel ection or
pre- sed ecd4q) drisl Hefiwmeht sachnmiobite sleficecs s arsisdEngnd thd hetwsabioperaiistvi ce, any
or all information, or just new information, for exanple, stored in a

mai | box &ﬂ:ﬂastrudtdne&u@ta store 817 at the LAN 807. The network operator
infrastructure 840 establishes a connection or session with a wireless

connector system 84M’ess§§és oghé&rdnfoafisiich todHeedneibmTd MBBiEdevidd PiastOl
(HTTPS), for exanple no session has already been established. As 20

above, a $ESMHNbEGIroESS N AMMRIKmARRERAh 5OEH aﬁwm&rowﬁrs%g V\gnd a
wi rel ess connector system 844 or 854 may be nmade via a typical

connect i Ofarifertdd AR nidbfe M&%é 844 8F s$§ﬁ> i RYRb kacgule?atoé/}gﬁgsﬁandg@rgdel ays

bet ween receiving a request from a nobile device elivering

[ equerd edgdqnf ThEBCABHOBRKal ihPAIARNIME Ba0Pien' St WL hAAGehn 1d18 netverk

operator infrastructure 40 and the wrel ess

PCT/ CAO3/ (04045 c&%af&fs%teﬁv@é@&%%r Sfageh MG SRMEAPHIREAE that 2

comuni cat | on
any addressed recipients by the message server 820, for example, or may

alternatively deliver the information to the addressed recipients.
The above description of the system in FIG. 9 relates to pull-based
15 operations. The wireless connector systems 844 and 854 and the network operator
infrastructure may instead be configured to push data items to mobile devices 813
and 815. A combined push/pull system is also possible. For example, a notification
of a new message or a list of data items currently stored in a data store at the LAN
807 could be pushed to a mobile device 813 or 815, which may then be used to
20 request messages or data items from the LAN 807 via the network operator
infrastructure 840.
If mobile devices associated with user accounts on the LAN 807 are
configured to operate within different wireless networks, then each wireless network

may have an associated wireless network infrastructure component similar to 840.
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connection renmai ns open once established. In the systemof FIG 9, requests
originating fromnobile device A 813 and B 815 would be. sent to the

Wi rel ess woraeteedr systens 844 and 854, 5 respectively. PBparcacgoeiovi ng a
request for information fromthe network operator infrastructure 840, a

wi r el ess connect orAlthoighsepdrate) dedibdted elreiess eanneetpreydtenis Sihaiod 83t i on from
a data store. For the e-mail nessage 833, the wirel ess connector system
844 or 8%fe skéwn freach kemputaisysieass4dand8a2 fir ie dybenappFi@ 9] ateonai | box
819, typically through a nessaging client operating in conjunction with the

conmput er phéreSof $the WirBfbas WonBdetor Bhtems 1BaY ameic8ShisapraturatiipcoRfigured tder vi a
the nmessage server 820 or directly. Alternatively, a wrel ess connector

syst em 84pefite anbét|Q¢WItﬁWré ShHnashelo? tiRCEREsuLERdsores4 B 85561 T,
di rectly or throug he nmessage server 820. Also, other data stores, both

net Wogk @@ladcdds0s @atSbidkd 8F nidiibbk819akdosated avithlhoréififhn @fdtorfpitar St or es
associ ated with each conputer system 842 and 852, nmay be 15 accessible to a

Wi reless g%ﬁwe(ﬁo?bxﬁﬁfeeme%ﬂelﬁs Baflect8Nstehi844 ma§ bERpartBd HEEse® 813 or

815. If t mai | message 833 i s addressed to the nessage server accounts

or mail bgq% Wgﬁ?ﬁg%ﬁ%&ge‘d’wﬁ Hb%ﬂﬂe%@ﬁ%ﬂ%é?gggﬁlt@l@san%‘rh’eé&ﬂ p&eg and

devi ces en the e- nessage Is sent to the network

oper at or sﬁ&e%ﬂ?sﬁé@swﬁrgéﬁ if&n ltﬁérrﬁmleadﬁllc%@@m%m@s'&%‘ sends a
the e-

copy of mai | ssage to eac evice 813 and 815, as indicated
L e T
OB A Bt N DRI I
and 815 without requmng a desktop computer system 842 and 852 to be running for
‘each mobile device user. A wireless connector syster;1 may instead be implemented
in conjunction with the message server 820 to enable wireless communications.
FIG. 10 is a block diagram of another alternative communication
15  system. The system includes a computer system 802, WAN 804, a corporate LAN
809 located behind a security firewall 808, an access gateway 880, a data store 882,
wireless networks 884 and 886, and mobile devices 888 and 890. The combuter
system 802, the WAN 804, the security firewall 808, the message server 820, the
data store 817, the mailboxes 819, the desktop computer system 822, the physical
20 connection 824, the interface or connector 826 and the VPN router 835 are
substantially the same as the corresponding components described above. The
access gateway 880 and data store 882 provide mobile devices 888 and 890 with
access to data items stored at the LAN 809. In FIG. 10, a wireless connector system

.878 operates on or in conjunction with the message server 820, although a wireless
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with the wirel ess connector systens 844 and 854 and the nobil e devices 813
and 815 via different protocols, translation operations may be perforned
by the newvawmsk79eperator infrastructure 840. Repackagi ng PeThmoGuew4 may

al so be used between the wreless connector systens 844 and 854 and the
net wor k @oanadtor syisteni sl instéad eperatddn,or ansbniuettierewitreeredormudre desldeyi ce 813
and 815 and the network operator infrastructure 840. Messages or ot her

i nf or mat icompugerysteatsfrinnhaLANIBd9%e device 813 or 815 may be processed in
a simlar manner, with such information first being transferred froma

nmobi | e devi ce 813 The WitSlebcdrirechiRbystem sndravioss fonfraasier ofaiaty ieerd® 840. The
networ k operator infrastructure 840 then sends the information to a

W rel ess stsranes tes LANH09 T hé dtimdebf fties nivbié aedcéds@s and 8Bbox TBaSe and
delivery to any addressed recipients by the nessage server 820, for

exanplse, ffa fi@Ws profbRbRAREINES ¥-rifl m¥ssadeB&tdrad A MBANGXas BAOtimMearity essed
reci pients. The above description of the systemin FIG 9 relates to

pul | - bas il i bf RAAS Staved eMeat 7% 4ndikdr 854 and
t he net m%??(re(])%lgggt@(\)/\r?e‘ll #@?@Wﬂ%ﬁ% ?ray ingf@aé?abéég?ﬁ??gur eg torpush dat a

items to Héggéﬂk%a@&gt{ogtaﬁér Bibeal (ﬁ{g sfote of éc?ﬁ@h%éé\%?st@h’%ﬂcﬂ'—&s' g®ystemis also

possi bl e rexanp anotificatron o nessage or a list of data

items currently st Rgag&%ﬁe\?ﬁﬂgﬁé aﬁtth’hﬁil ﬁ{eggegq?ségglgtdg%%e@%rg Phgpaished to a

nobi | e devi ce 813 or may then request nessages or

data i ter@%iéf’e?l@ hg\ﬂné'%' %%)HK{;M BPtthg rﬂ&és‘éﬁ@@kse‘?fé?r@écp%\ﬂ% irﬁ%\il\?%%[#%é” e 840.

I f nobile Vi ces associ h user counts on are

i o1 26 et hoRBENAR B2l at T e TP etk By Pl R o ModfE e

corrponentsyg{errra !)falEth. q0,8 tﬁg 'exte'réaq data store 882 preferably has a similar structure to,

and remains synchronized with, the data store 817. PIM information or data stored
at data store 882 preferably is i‘ndependently modifiable to the PIM information or
data stored at the host system. In this particular configuration, the independently

15  modifiable information at the external data store 882 may maintain synchronization of
a plurality of data stores associated with a user (i.e., data on a mobile device, data
on a personal computer at home, data at the corporate LAN, etc.). This
synchronization may be accomplished, for example, through updates sent to the data
store 882 by the wireless connector system 878 at certain time intervéls, each time

20 an entry in the data store 817 is added or changed, at certain times of day, or when
initiated at the LAN 809, by the message server 820 or a computer syst;am 822, at
the data store 882, or possibly by a mobile device 888 or 890 through the access
gateway 880.

In the case of the e-mail message 833, for example, an update sent to
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WO 03/ 079627 PCT/ CA03/ 00404 Al though separate, dedicated wireless
connector systens 844 and 854 . are shown for each conputer system 842 and
852 in thwoygmtrear of FIG 9, one or nore of the wrel essPCo®aNoN4 syst ens
844 and 854 is preferably configured to operate in conjunction with nore

t han oneqf ddth 6tor@8BRIESrhe TinelafaFth842mainrhe85age 883 i réceiveddatiates tat a store
or mai l'box 819 associated with nore than one conputer system For exanple,

the Wi r elfsmeceHREEIPRashSdrestoadn arertam maiixes] %nesstoteds 17, kadrmi | boxes
819 associated wth both the conmputer system 842 and the conputer system

852. Requgsy &f {h‘ére-ﬁ‘%ﬁlanéés%p‘é id st0PacolEdrraBpRNhtingdearhge afecBihdnead 815 are
then processed by the wreless connector system 844. This configuration is

useful t @ioho s8N ReMtHEL 75| ROLERIRI IR HRNSe RHESIBRRIIN A nlaADbER 78 Fond t he
nobi | e dg\?i}%es 813 eand 815 without requiring a desktop conputer system 842

and 832 EBerﬁ)Jn‘dggi tg%é H(oPil@é&ﬁcé%S' hd 0, 6Be B Riore @cﬁ%é‘ &liess-re@nnect or

system may Inste e inpl'enented 1 n conjunction with the nessage server

820 to epffet@sﬁﬂgvi halcaRs ﬁpmrﬁrﬁ%écpﬁﬂé! ?0 1 b @er@'t@%dd'étlé%oam of

anot her alternative comrunication system The system i ncludes a

COMPUL &1 SN SR G0N RO or eBERAR R ioR0Be) opadpirbaak 3

security an access gatewa , a data store 8

141" S oY S ERIERO, WS ROLERP R Rl EiRcamutgy | SYetem
O B AL AT B DB RRRERY, For U 2 1
o 3l coPRaOP B R0 BB RSP EPRRI S R
der 023 928l 5% e oR BB LNoLg M SRS R AR L
wth the agel—ls'l'STanSeors éé/uenra S%glgéts E‘é&e@?&% n%a%é ﬁlseedg.sThose skilled in the art will
appreciate that a single copy of a data item stored in more than one location in a
data store at the LAN 809 may instead be sent to the data store 882. This copy of
15 the data item could then be stored either in more than one corresponding location in
the data store 882, or a single copy may be stored in the data store 882, with a
pointer or other identifier of the stored data item being stored in each corresponding
location in the data store 882.
The access gateway 880 is effectively an access platform, in that it
20 provides mobile devices 888 and 890 with access to the data store 882. The data
store 882 may be configured as a resource accessible on the WAN 804, and the
access gateway 880 may be an ISP system or WAP gateway through which
'mobile devices 888 and 890 connect to the WAN 804. A WAP browser or other

browser compatible with the wireless networks 884 and 886 may then be used to
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-59 WD 03/079627 PCT/ CA03/ 00404 connector system may instead operate on or
in conjunction with one or nore desktop conputer systens 822 in the LAN
809. The wDroloess7 connect or system 878 provi des for transiPem/@¥o3deoa itens
stored at the LAN 809 to one or nore of the nobile devices 888 and 890.
These 5 4tabss thbahma sioesd 882 M hich sadynderonizeaiwith ies dagestorst&l7ednd n mai | boxes
819 in the data store 817, as well as possibly other itens stored in the

dat a st orgowhloadostoadg ftemb @ither Zutoiblicelly of eesponsivé esalreglaisafremar e of a
conput er system such as 822. As described above, an e-nmail nessage 833

addr essednblgiledtRicer8g8061eB90. &%d St &t UB\HNIBIB) copies bhtheosinidie nessage
server 820 and received by the 10 nessage server 820 are stored into the

mai | box 818y BBNWAILAWAsfibliebgR the ddia bitte 8Y 3! &@seht fol the nddbilet he ext er nal
data store 887 preferably has a simlar structure to, and remains

SYNChreoni g&ftalighB and B0l K fatalibr@ c§|1<a7ach'?h&ﬂiierﬂé@fdéaééﬁhooéig(ﬁigttl@erﬁﬂb)@r ed at

data store 3882 preferably is independently nodifiable to the Pl
i nformatigy cf'?ironizﬁé’i/\ﬁth? g&ﬁgn,aél.ﬁcﬁfé‘% ahrﬂé?épo%ﬁtg?m a batd sibke $7 &d gul ar
e I nde [

configuration, t endently 15 nodifiable information at the external

data st Orcﬁ:réﬂ&%ﬁ% %Bb.n?.',?\i'aggjéé' g)cé‘ﬁ%’ﬁhé aé\i/i&-‘tb"ij?% stGrePdr sfth ﬁr% rSlectidf @ stores

; i
assocl ate a user ata on a no evice, d on a personal

conput er , corporate LAN, etc.). This synchronization
may be ac'@gﬁ%ﬁggﬁé%,gg%g?tagyaéﬁgle, t hrough updates sent to the data store

ime 20 an entry i e pa s YRLETed ot shE Eidthiten oTBLOAERYE 2y PR
or o WBmptielemyutiafidas yh et bR iBR Y BRLTRASEE 2" ohi Ve
device 88i§1vgr{tioﬁ grgcitte%rircx) ‘ﬁ?ehm%{?nes. AM5§ %v?ittelgaggc‘w@iog ﬁ\oay enable those of
ordinary skill in the art to make and use embodiments having alternative elements
that likewise correspond to the elements of the invention recited in the claims.
The inteﬁded scope of the invention thus includes other structures, systems or
15 methbds that do not differ from the literal language of the claims, and further

includes other structures, systems or methods with insubstantial differences from

the literal language of the claims.
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In the case of the e-mail nessage 833, for exanple, an update sent to -60
WO 03/ 079627 PCT/ CA03/00404 the data store 882 sone tine after the e-mail
nmessage 888 wM796eTei ved i ndicates that the nessage 833 hasThawsoswored in
a certain mailbox 819 in the store 817, and a copy of the e-mail nessage
i S storedTtlS GLAMEDRASCIHE INVENDIQIN= area in the data store 882. Wen the
e-mai | nessage 833 has been stored in the mail boxes 819 5 corresponding to
t he nobi |l e devi ces 888 and 890, one or nore copies of the e-mail nessage,
indicated at 892 and 894 in FIG 10, will be sent to and stored in

cor responfli ng el aECRSIng mibplk RiteFcdrifidafestdfie infoirRatondrdvidée shown,
updates or copies of stored information in the data store 817 may be sent

to the dajpaptiifdRitaPSetifidate @taﬁ%nwmh%h,tc@nipfﬁsmp\% g%swf: the VPN router
em

835. For exanple, the io wireless connector sys may post updates or
storeds i nf or MBhEQRNG OadrddRReI6f dibitall B@rltiﬂé‘été §tta‘t'alisse iﬁ@ﬁg&ﬁ@h FrorhlT 4P post

request. Alternatively, a secure protocol. such HT or Secure Sockets

Layer (SSlommBicBBort§&hke: Those skilled in the art will appreciate that a
single copy of a data itémstored in nore than one location in a data

store at the eﬁﬁi%g(ﬁﬁfﬁ?lé{%rﬁé%g%e%ﬂ séd’ué]d?l‘?hg?etc@ivé&?écﬁ:e@@gach-r&i S copy

of 15 the datda i1tem tored elther 1n nore than one

Crored i n BRI SARR redeste G fiERBndhdlee ighal riBaB MG ORABRY  °F o

stored d;gl,g# Lem being stored in each corresponding location in the data
store 882 He’access gateway 880 is effectively an access platform in

Storobez Theohard iR sl Re TPy MO REBha BIRCS ) .

ggt g\rll\gyV\tA(:z\lﬁrﬁ%ﬁeaﬁj%hrq%rmgﬁé:nes%v%trs?my 880 may be an | SP system or WAP

receiving a response comprising digital certificate status information from at
least oﬁe of the digital certificate status information providers;
generating a response to the request for digital certificate status information
15  using at least a portion of the received digital certificate status information; and

sending the generated response to the request to the communication device.

2. The method of claim 1, wherein the request includes a list of status
information providers to which a service request is to be sent.

20
3. The method of claim 2, wherein the request includes a ranking list that
specifies an order of preference between subsequent responses from the status

information providers.
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nmobi | e devi ces 888 and 890 connect to the WAN 804. A WAP browser or other
browser conpatible with the wireless networks 884 and 886 nay then be used
to -61 WOo360®6Y627 PCT/ CA0O3/ 00404 access the data stor @C88A3MMMOEh i S
synchroni zed with the data store 817, and download stored data itens
ei t her aut omaThe ahétiodrof rcksinaR)Shegeinatha lisegfiswtus informatiomploéviderddsi ce 888
or 890. As shown at 896 and 898, copies of the e-mail nessage 833, which

was st or @grahged i€ oftidr f HrefefenBd hetwsen seideduent fespondsd feorh thiesiates 888 and
890. A data store on each nobile device 888 and 890 is thereby

synchr onijggfintiontpravigerst i on, such as a mailbox 819, of a data store 817 on
a corporate LAN 809. Changes to a nobile device data store are simlarly
reflected in the data stores 882 and 817. The enbodi nents descri bed ‘herein
are exanpl es of structures, 10 systens or nethods having el enents

Corre%pog,g' NgThe nﬁétﬁoéloff%ﬂha ﬂIrthteP@o Pﬂ%ﬂ@&hé’@teb&ﬂ'ﬁr@@bsem gtehsedthr@i ms. This

witten scrlptlon may enabl e those o dinary skill in the art to nmake

and use (F)'l?‘n% BAhic&loheklRb b&&@&ﬁﬂ%%erét@ﬁesbb#&é’!eﬁﬁo&ﬁé respond

to the eI erren the invention recited in cl ai s The i ntended scope

of the i cl udes other structures, systens or 15 nethods that
do not d@sﬁﬂﬁ rﬁéhot%rﬁ#ﬁav‘ iteral |anguage of the clains, and further

i ncl udes other structures, systenms or nethods with insubstantial
differences from the literal |anguage of the clainms. 62 WD 03/079627

PCT/ CAO3/ 00404y b 8o SAUMPs Andidn 1HIVENIE Ohhestag daRioRES afaigitsessi ng

multiple digit rtrfica Us I ntormation pr
10  signature.

7. The method of claim 1, wherein the request comprises identification
information identifying a target digital certificate for which digital certificate status
information is requested, wherein the response from the at least one of the digital
15  certificate status information providers comprises status information for the target
digital certificate, and wherein the generated response comprises a status indicator

for the target digital certificate.

8. The method of claim 7, wherein the status indicator comprises one of: a valid

20 indicator, a revoked indicator, and an unknown indicator.

9. The method of claim 8, wherein the target digital certificate comprises a
signature key for verifying a digital signature in a secure message received at the

communication device, further comprising the steps of:
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to obtain digital certificate status information, conprising the steps of:
5 receiving a request for digital certificate status information froma
comuni cawD®BR/0TeeT ce; generating nmultiple service request PChaswdoupon t he
recei ved request, each of the nultiple service requests corresponding to a
digi tal certi fdajeminivgathethérihe siatus ipdicater isvtheoplid ngicatartandy t he generat ed
multiple service requests to their corresponding digital certificate

st at us i nf or nmatarifying e idigited ;signedere vising #hea signehse keynphersi thyg dliatyist al
certificate status information fromat |east one of the digital

certifi catndicatatiauthei validinditdtom provi ders; generating a response to the
request for digital certificate status information 15 using at |east a
portion of the received digital certificate status information; and
sendi ng the generated response to the request to the comuni cati on device.
2. Thesmetl0od THe wlethioa df claMned, evherdih¢he sepues messadaidasmassdgetthalf hast at us
information providers to which a service request is to be sent. 20 3. The

met hod of betmsighed amdn tHedi enchyped.equest i ncludes a ranking list that

specifies an order of preference between subsequent responses fromthe
status information providers. -63 WO 03/079627 PCT/ CA03/00404 4. The
nmet hod of claim 2, wherein the list of status infornmation providers is

arranged iin, orpey methdar&ichlifng evHepdingiessouls pdSAje eSResSRR thaidiast he
status information providers. 5 5. The nethod of claim1, further
conpri si ngedhen&iiiBd @hdRAEFSigReNY a secure
10
12.  The method of claim 6, wherein the secure message was signed using Secure

Multipurpose Internet Mail Extensions (S/MIME) techniques.

13.  The method of claim 6, wherein the secure message was signed using Pretty

15  Good Privacy (PGP) techniques.

14. The method of claim 6, wherein the secure message comprises an e-mail

message.

20 15. The method of claim 9, wherein the secure message further comprises the

target digital certificate.

16.  The method of claim 1, further comprising the steps of:

receiving a secure message comprising a digital certificate at the
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message at the communi cation device based on the generated response sent to
the comunication device. 6. The nethod of claim5, wherein the secure
nmessage cwopBis®e7 a digital 1o signature. 7. The method @CTalARBOVLD4
wherein the request conprises identification information identifying a

t arget dig@mrabnicaidn devicet andor which digital certificate status

information is requested, wherein the response fromthe at |east one of the
digital 15 cergehbiating@ sigaéstsior digitanedriiivate statidipfamatioprfosihe digitt us
information for the target digital certificate, and wherein the generated

response offiatesSingha seéurt utessagé.cator for the target digital certificate.
8. The nmethod of claim7, wherein the status indicator conprises one of: a

valid 20 indicator, a revoked indicator, and an unknown indicator. 9. The
met hod of claim8, wherein the target digital certificate conprises a

si gnatgur ey key irmyfblfoy biain 3, fHinBbt 8omsiigiatHé e bf: 2 secure message
received at the comunication device, further conprising the steps of: -64

W 03/ 079627 REHL(ARS/ 4 Riucdelisy MRENGoliBbResit e iwbmhaton BeiRat or i s

the valid indicator; verifying the digital signature using the

si gnat ur ec&fﬁ%yﬁn‘ﬁegﬁ&mgé\ﬁcﬁségﬁrﬁete}nﬁ%@ﬂh%rintieﬁ/aqé?e valid indicator. 5 10. The

nmet hod of cla ere secure nessage Is a nessage that has been
signed and then encrypted. 11. The nmethod of claim9, wherein the secure
nessage is a nessage that has been encrypted and then signed. 10

18. The method of claim 17, wherein the predetermined time intervals are

10 configurable by a user of the communication device.

19. The method of claim 1, further comprising the steps of:
invoking digital certificate checking operations by a user through a user
interface of the communication device; and
15 generating the request for digital certificate status information at the

communication device in response to the step of invoking.

20. The method of claim 1, wherein the request comprises a revocation status
request for a digital certificate stored at the communication device.

20
21.  The method of claim 20, wherein the generated multiple service requests that
are sent to corresponding digital certificate status information providers comprise

revocation status information requests.
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12. The method of claim®6, wherein the secure nessage was signed using
Secure Miltipurpose Internet Mail Extensions (S/M ME) techniques. 13. The
met hod ofwoloaiomed] wherein the secure nessage was signed BRETrapaoBoensy 15
Good Privacy (PGP) techniques. 14. The nethod of claim6, wherein the
secur e negsagthe ongthos @ clatmes, vetidreinrtes sagare ROssdge fibenearhpriisesfa cl ai m 9,
wherein the secure nessage further conprises the target digital

certifi cahained digitihenifiabg tvhetein siatuwidforrhatidrifer thealigital cartifigatetemdsheps of :
receiving a secure nessage conprising a digital certificate at the -65 WO

03/ 07962 ehRinél ChGiH edifidateds meguesaltinahe dequiese ;aneindhereinethatgengraded equest
for digital certificate status information for the digital certificate in

the securngsggrse 80mpriSesld stallikandieatbodr 0k dejital deriificafeLaridiies credmgerdigiiahg t he
step of: generating the request for digital certificate status information

at the cRApeaiecation device at predetermned tine intervals. 18. The

nmet hod of claim 17, wherein the predetermned tine intervals are 1o
configurable by a user of the conmunication device. 19. The nmethod of claim
1, further conprising the steps of: inveoking digital certificate checking

operat i onsg byTﬂeLIﬁ@thoHrHi‘Q:'lm £ WHREin dtatl8itBABatkin foh@ G Ui CRgitadn devi ce,
and 15 generating the request for digital certificate status information at
the compupifealdsoR ARYESRd B HeSRANES, BRd! RReifdigehdn®dd Rsbponse

comprises a status indicator for each of the plurality of digital certificates.

10

24. The method of claim 23, wherein each of the multiple service requests
comprises a status information request for at least one of the plurality of digital

certificates.

15 25. The method of claim 24, wherein each of the multiple service requests

comprises a status information request for the plurality of digital certificates.

26. The method of claim 1, wherein the multiple service requests and each
response from the digital certificate status information providers conform to Online

20 Ceriificate Status Protocol (OCSP).

27. The method of claim 8, wherein the target digital certificate comprises a
cryptographic key, further comprising the steps of:

determining whether the status indicator is the valid indicator; and
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20. The nethod of claim 1, wherein the request conprises a revocation
status request for a digital certificate stored at the comuni cation
devi ce. 280230796k net hod of claim 20, wherein the generafed/anoBooqol e
service requests that are sent to corresponding digital certificate status
i nformation pBﬁbdethg a0RBEAged0 beasent iibinahe sb@Tumicatibn derice esingdogiest s. - 66
WO 03/ 079627 PCT/ CA03/ 00404 22. The nethod of claim6, wherein the secure

message fapibgapRie KBy iviRse the sthtak iiilcalords ted validiinditatoat e, wherein status
information for the digital certificate and the chained digital

certificate is requested in the request, and wherein the generated
response conprises a status indicator for the digital certificate and the

chai ned Gig)i t gheIatRbA bf (ISR £7, whbrei iR &BH BPEroBbsSih@Edpriseshig Sieps St at us

information for a plurality of digital certificates is requested in the
request, gnd wherein the generated response conprises a status indicator
for each of the plurality of digital certificates. 10 24. The nethod of

cl ai m 23, mereﬁb@gﬁﬁ#{he%eé%@em&ﬁd PLEsshi Reyend €quest s conprises a status

i nformation requ or at ast one of the plurality of digital

certificates. e#gn%g%%meségggogquqjsm Itﬁ%??a/ﬁflo A€ REy) each of the multiple

service reques rnses statu I'on request for the plurality
of digital certificates. 26. The nmethod of claim1l, wherein the multiple
service requests and each response fromthe digital certificate status

| nfor matign PrOWIASESA SPULR 57, Whetdlh tiSstef St p%ééés“g%ﬁﬁ)ri@%@fh‘é%téﬁr gt ocol

(CCSP) .
10  encrypting the message using the cryptographic key.

30. The method of claim 27, wherein the cryptographic key is a public key

corresponding to a private key of an intended recipient of the message.

15 31. The method of claim 1, wherein a proxy computer system connected to the
communication device and to the status information providers performs the steps of
receiving the request, generating multiple service requests, sending the generated
multiple generated service requests, receiving a response from at least one of the
service providers, generating a response to the request, and sending the generated

20  response.

32. The method of claim 31, wherein the proxy computer system generates the
multiple service requests based upon the received request and upon information

stored locally at the proxy computer system.
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27. The nmethod of claim8, wherein the target digital certificate conprises
a cryptographic key, further conprising the steps of: determ ning whet her
t he statuwoimpgiiwator is the valid indicator; and -67 WO ®8TEADEBI404

PCT/ CA03/ 00404 processing a nessage to be sent fromthe conmuni cation
device using the cryptographic key where the status indicator is the valid

i ndi cator. 28. The nethod of claim 27, wherein the step of processing
conpri sexat heTré emshodoblaine 8¢ wheiergthehsepres gagrating agespanesdo de key; and
encrypting the session key using the cryptographic key. 29. The method of

cl ai m 27 reqtek ebmplides thé eppefofpr ocessing conprises the step of 10
encrypting the nessage using the cryptographic key. 30. The nethod of claim

27, wherein t Qetefminifg® SIErC thee Yedsivedd RiidHal ccekitficates atatas piafutination o a
private key of an intended recipient of the nessage. 15 31. The nethod of

clai mgl, AhfHigbd adighe@pbriPaAger system connected to the communication
device and to the status information provi ders perforns the steps of

recei ving thegbReMaSY a re§sHHsadoRthridig! thelsiyrfedrprich WRROIESHS unsighed ng t he
gener at ed rrurgtl pl e generated service requests, receiving a response from
at | east 0 Pf the service providers, generating a response to the
request, "and sending the generated 20 response. 32. The nethod of claim
31, wherein the proxy conputer systemgenerates the nmnultiple service
requests based upon the received request and upon information stored

local ly a, thepRrQX%o6 YRR 3 £ %FhéBin hE&ommunication device comprises a
10  proxy system client component, wherein the proxy computer system comprises a

proxy system service component, and wherein the proxy system service component

is configured to exchange information with the proxy system client component to

obtain digital certificate status information.

15 35. The method of claim 34, wherein the communication device comprises
multiple proxy system client components, and wherein each of the proxy system
client components is adapted to collect request information and to process response

information for a different digital certificate status check protocol.

20 36. The method of claim 35, wherein the request information collected by the
proxy system client components is combined into the request and sent to the proxy
computer system, and wherein the proxy system service component extracts

information from the request to generate the multiple service requests.
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WO 03/ 079627 PCT/ CA03/00404 33. The nethod of claim 31, wherein the step
of generating a response to the request conprises the steps of:

det er m niwg oadoetsker the received digital certificate stat®sTiaNoeoemsi on 5
conprises a signed portion; and generating a.response conprising the signed
portion wgz.houthdhethoasf da@e34, piickéinthe @éxy coneputatshsidmafonydriaesstaiis wher ei n
t he communi cati on device conprises a | o proxy systemclient conponent,

wher ei n t hieviepXdiefO BBHpBHerRY SWith ComhahgE SnRdrmatier ity sifferert estatuse
conponent, and wherein the proxy system service conponent is configured to

exchange ihfﬁrﬁ’lraﬁBﬁP%\/id&rétb6t§t§inm1§ﬁ9}’_c:ér&'lﬁéeﬁms@ti@mforﬁ@ﬂbmnent to- obtain
digital certificate status information. 15 35. The nethod of cl ai m 34,

wherein the comunication device conprises nultiple proxy systemclient
conponents, and wherein each of the proxy system client conponents is

adapt ed tgg col fRRYe elhinh 87 UHEREIh e Brody ERsIMREERToFPBABMSIudaRf or mat i on
for ae%if eren-!t- iSihft%aI celrtificatel sta‘?@syc%eck protog@? 20 36. The

met hod of in?drﬁ'ja'ﬁbﬁ?e%m%rb?/itﬂe Ef&ﬁ{)sr &QgﬁéF clie‘f'ﬁéﬁih”fﬁé r&ucerbhigehssl by the proxy

system client conponents is conbined into the request and sent to the proxy

conput er system and wherein the proxy system service conponent extracts
information fromthe request to generate the nmultiple service requests. -69

VO 03/ 079627 PR CARRLAGAn o7 oBFROHy B BLpR 34, vherel n the proxy

conputer Systemconprises status rovi client c_o'rrponents whi ch exchange
| nformation Wée?%cqfnyq? l?;ﬁ'él kR of HPETRUARBEPULAEE forlvhi@P biRfits di gi tal
certificate status Pnformation.
10  certificate status information is to be requested,
wherein the proxy system client component extracts request information

required by a proxy system service component from the selected digital certificate.

40. The method of claim 37, wherein the proxy system client component is
15 configured to collect request information comprising a unique identifier fér each
digital certificate for which digital certificate status information is requested, wherein
the proxy computer system comprises a mapping table which contains associations
between digital certificate issuers and unique identifiers, and wherein the association
is used in generating the multiple service requests.
20
41.  The method of claim 37, wherein the proxy computer system generates and
sends a service request to each status information provider for which a status

provider client component has been implemented.
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5 38. The nethod of claim37, wherein the proxy systemclient conponent
includes information required by the status provider clients in the
request owby3omser 39. The nmethod of claim 37, further compTiGioBgole step
of : selecting a digital certificate on the conmunication device for which
digital 490 CENhd histiest & cdimt3rs whefeim thet proxy campatebsystary geseraiss altter ei n t he
proxy system client conponent extracts request information required by a
proxy syséds aesatiies requ@nendachr stetushiefsmiation guiowddeyi inad liseot statwate.  40.
The met hod of claim 37, wherein the proxy systemclient conmponent is 15
conf i gur gofnation! Jreviliersasinies at inefproxpedmputepsystérai ng a uni que identifier
for each digital certificate for which digital certificate status
information is requested, wherein the proxy conputer system conprises a
mappi ng tabl e which contains associations between digital certificate

i ssueps gRd URLEURhAEBE didined S wheRsin Wepeky cbinpuies systeratsends an srrused i n
generating the nultiple service requests. 20 41. The nethod of claim 37,

wher ei n %sﬁﬁ%‘% FRTBMh RNRURSE B U8 BLIRdrE e Requese REAtainss Misufficient equest to
each status 1nformation provider for which a status provider client

conpone nﬁnfgﬁﬁa’tﬂﬁggr fh\%ﬁé@%&@ﬁters SeMQo @3 EEa85MHE nIHISE8R1ce ddiidstsd2.  The

nmet hod o aim e proxy conputer system generates and sends
a service request to each status information provider in a list of status
information providers stored at the proxy conputer system 5 43. The net hod
of claim 31, wherein the proxy conputer system sends an error nessage to

t he communi cati on device when the request contains insufficient

ir 2;8;15? ; Lo T QL ot ShBY 8 NaifiCAB Wileis it 1R AU iHERRARh Ut cBMiptised £ servi ce
list of status information providers, and wherein the proxy computer system
generates and sends a service request to each status information provider in the list

of status information providers.

15 45. The method of claim 44, wherein each unique identifier comprises a digital

certificate serial number.

46. The method of claim 44, wherein each unique identifier comprises digital
certificate subject name.

20

47. The method of claim 44, wherein a status provider client component formats a
service request for its corresponding status information provider based on a unique
identifier received by the proxy system service component from the proxy system

client component.
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10 44. The nethod of claim40, wherein the request information further
conprises a |list of status information providers, and wherein the proxy
conput er woIBemM62yener at es and sends a servi ce request toPeIANISHELOWS
information provider in the list of status information providers. 15 45.
The met hod of claim 44, wherein each unique identifier conprises a digital
certificate serial nunber. 46. The nethod of claim44, wherein each unique
i dentifiag comms nsBodlbftlamh 37c@hbidin that prosylcpaputersaystenp proyides e net hod
of claim44, wherein a status provider client conponent formats a service

request f@ériddeHREES FROcuhmgnisatidnudevige aridnsthtusrinforroaticheprobidsesd on a uni que
identifier received by the proxy system service conponent fromthe proxy
system client conponent. -71 WD 03/079627 PCT/ CA03/ 00404 48. The net hod
of claim 37, wherein the proxy conmputer system provides an interface

bet wegn yhe CORFHIGGH Hihifiem] RReritregliasty ani ésponeés isstwpeothedeosy 5 49.
The nmet hod of claim48, wherein requests and responses between the proxy

system cly BARIGIEneANShdrEXY syBiEhh 66R/BE E¥INBENSMEDISIBRN o Zdifibrentm t 0 a
differ enltsyﬁgg]m(%%m cation pr odtoé)ciésly yté’han a prot ogol used between the status

br ovi der Gl SiicarbATERER hadlpidiSil uSed bERRERCIRGaRBIBIOviUeY gt | on

provi ders of claim49, wherein the comrunication

prot ocol RELURERLAR s} BorspBhAKL deliu Ik ftarbRBRARRASS and their

correspon g Status 1 ntormation “providers iIs e Certificate Status
Protocol (OCSP), and wherein the comunication protocol between the proxy
systemclient conponent and the proxy

10 50. The method of claim 49, wherein the communication protocol between the
status provider client components and their corresponding status information
providers is Online Certificate Status Protocol (OCSP), and wherein the
communication protocol between the proxy system client component and the proxy
system service component supports a more compact protocol involving less data

15  exchange than OCSP.

51. The method of claim 50, wherein the communication device comprises
multiple proxy system client components, and wherein the proxy computer system
comprises multiple proxy system service components.

20

52.  The method of claim 31, wherein the proxy computer system is connected to

the communication device via a network connection.

53. The method of claim 52, wherein the network connection between the proxy
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system servi ce conponent supports a nore conpact protocol involving |ess
data 15 exchange than OCSP. 51. The nethod of claim50, wherein the
comuni cawpD®/0teeT ce conprises nultiple proxy system cli @ecti/@osponent s,
and wherein the proxy conputer system conprises nultiple proxy system
servi ce aommiersysten?@ndthe cbhenumicaiiod defvice lcaimprisas a wireless gatenay gnexy
conputer systemis connected to the comrunication device via a network
connect i anwirbldss mevoretbrmtbctibn.cl ai m 52, wherein the network connection

bet ween the proxy -72 WD 03/079627 PCT/ CA03/ 00404 conputer system and the
comuni cation device conprises a wireless gateway and a w rel ess network
connection. 54. The method of claim53, wherein the network connection

bet ween tde prmEymethot @FBling 63 Syisdreim tha detwigk commaatipe stivaeendbe poxyf ur t her
conprises a wide area network. 55. The nethod of claim52, wherein the

net Worgk CUMRRE SYStOAL IREThe! femmMuAsitiort 6ovics Suriitersdopmpriseg o Wiglecaauni cat i on
device conprises a virtual private network. 10 56. The nethod of claim 31,

wher ei n thgwBAOXY conputer systemis connected to the status information.
providers via a wide area network. 57. The nmethod of claim 1, wherein the
step of generating a response to the 15 request conprises the steps of:
determ ni ng whether any of the responses fromthe status information

provi der sge ontg{dngdinduldRbiafR 5bi Wh&inane diwtstk cBhRédtBh ibatweettfle proxy
computer system and the communication device comprises a virtual private network.

10
56. The method of claim 31, wherein the proxy computer system is connected to

the status information.providers via a wide area network.

57. The method of claim 1, wherein the step of generating a response to the
15  request comprises the steps of:
determining whether any of the responses from the status information
providers contain digital certificate status information; and
generating a respdnse comprising an error message where none of the
responses from the status information providers contain digital certificate status

20 information.

58. The method of claim 1, wherein the step of generating a response to the
request comprises the steps of:

detecting receipt of a first definitive response from one of the status
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generating a response conprising an error nmessage where none of the
responses fromthe status information providers contain digital certificate
status 2Woimfoosaat i on. 58. The net hod of claim 1, wherei RCrhE03H@104 Of
generating a response to the request conprises the steps of: detecting

recei pt gformation providrs;arid ve response fromone of the status -73 WO
03/ 079627 PCT/ CAO3/00404 information providers; and generating a response

to the requesderésatiyy atrebpuast t8 theredquest afsinghat leassa poisini off hevidst esponse.
5 59. The nethod of claim1, wherein the step of generating a response to

the reqyemditive@Bpbs the steps of: selecting a response fromone of the
status information providers based on predeterm ned selection criteria;

and generating a response to the request using at |east a portion of the
selected |o response. 60. The method of claim59, wherein the selection

Cri t efi aggOoNDFhs Grdingd 8t Yhim i 1)WHCFEH it spouti gierferatitmka mesplonse to 1% 61. The
met hod of claim 1, wherein the communi cation device is selected from the

group copgi Ski BShmBlisestnbafgQId comuni cation device, a data communi cation
devi ce, a Voice conmuni cation devi ce, a dual -nmode conmmuni cati on device, a

mobile telep Q&iﬁlg ébfbsg@;@e FOMTBHY Grahé SfteipfdiMatibh Providerpbassiet  di gi t al
apl e

assi stant (PD e or wireless comunications, a two-way pager, and

a wrel e%?ed@?%eggelection criteria; and

generating a response to the request using at least a portion of the selected

10  response.

60. The method of claim 59, wherein the selection criteria comprise a status

information provider ranking list.

15 61. The method of claim 1, wherein the communication device is selected from
the group consisting of: a handheld communication device, a data communication
device, a voice communication device, a dual-mode communication device, a mobile
telephone with data communication capabilities, a personal digital assistant (PDA)
enabled for wireless communications, a two-way pager, and a wireless modem.

20
62. An apparatus for accessing multiple digital certificate status information
providers to obtain digital certificate status information for a communication device,
comprising:

means for receiving a request regarding digital certificate status information
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62. An apparatus for accessing nmultiple digital certificate status
information providers to obtain digital certificate status information for
a conmuni watmomedevi ce, conprising: nmeans for receiving ®CTAN98/90404
regarding digital certificate status information -74 WO 03/079627

PCT/ CA03/ifadd e cdmmumichiorcdeniesmi cat i on devi ce; neans for generating

mul tiple service requests based upon the received request, each generated
servi ce requesteansrfoegpenaxiting mutigle degiicearequests haseat epat Weureceived or mat i on
provider; 5 nmeans for sending the generated nultiple service requests to
their coeqessosathrugnstatd servict caquest corgspondidg tea digial certficateustalus net wor k;
and neans for receiving over a conputer network a response contai ning
digital isethafiorcpiovidet;at us i nformation fromat | east one of the status
information providers, wherein at |east a portion of the received digital
certifg cate stwdats if6f @endihpothel geAbratstkmiltiplpr egivibiengequestsataisthieinf or nat i on
response to the conmuni cation device. -75

corresponding status information providers over a computer network; and
means for receiving over a computer network a response containing digital
certificate status information from at least one of the status information providers,
wherein at least a portion of the received digital certificate status information is

10 used in providing a status information response to the communication device.
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