WO 01/61692 PCT/ SGOO 00029 A Portable Data Storage Device The invention
relates to a portable data storage device, and in part] portabl e
dat a ?Pd’r”éb@zdevi ce for a conmputer. 5 Conventional dat g&g)tsgp%%?@zgdevi ces
generally fall into two categories. The fiirst category is electronic,
solid-state nenory devices such as read only nenory (ROM and random

access nenmory (RAM . These mMx1Pbiabfy Dats Stofagedpefice! |y fitted within the
conputer. They are not intended to be renovabl™e or io portable so that they

may be used on different conputers, for exanple, to permt the transfer of
data from one conputer to another conputer. The second type of device is
surface based data storage devices. in ich data .is stored, .typically, on
the surfacel 3¢ veitioR r@%‘q?%g‘é? p@ﬁi’mﬂ gé@“oéioﬁgref‘gecv C‘%t@"gt'arpfé‘%c%&liaces are
magneti c di sks and CD ROVs. Such data storage devices require a nmechanical
drive mechapodablesiaie steregaldeyics far rcoforRifPed to the conputer to pernit
the data on the storage device to be read by the conputer. |In addition,
such nmenpry devices are limted by the surface area of the storage device,
and the conbi nation of the storage device and the drive nechanismfor 20

readi ng dat@oh{eREdME dRtPERISgE BBIREs igenarIgTall into Bib leatedttice! TR fisat e due
to the noving parts that are required within the drive nechani sm and/ or

storage deyj NEa;: W i ' '

vt ded & %%??88{ 5 égggtgéﬂé, SRidMthl Frldendt, SREMes! RN R2d Sli¢hierhdry
(ROM) and random access memory (RAM). These memory devices are
generally fitted within the computer. They are not intended to be removable or

10 portable so that they may be used on different computers, for example, to

permit the transfer of data from one computer to another computer.

The second type of device is surface based data storage devices in which data
is stored, typically, on the surface of a disk or tape. Examples of surface

15 storage devices are magnetic disks and CD ROMs. Such data storage devices
require a mechanical drive mechanism to be installed in or coupled to the
computer to permit the data on the storage device to be read by the computer.
In addition, such memory devices are limited by the surface area of the storage
device, and the combination of the storage device and the drive mechanism for

20 reading data from the storage device is generally bulky and/or delicate due to

the moving parts that are required within the drive mechanism and/or storage

device.

in accordance with the present invention, there is provided a portable data

25 storage device comprising a coupling device for coupling to a computer serial



25 storage device conprising a coupling device for coupling to a conputer
serial_ WD 01/61692 PCT/ SGOQ' 00029 2 bus, an interface I pled to

t he covMBIOF/ﬁb”aevi ce, a nenory control device and a norﬁ%‘g@("ﬁ@%
solid-state nenory device; the nmenory condrol device being coupled between
the interface device and the nmenory device to control the flow of data

from the n?rﬂmrsr{aﬁlemee@cé el te &iphld ROthdetupRng Beitead vABHREE coftrbine

invention is that by providing a portable data storage device conprising a
coupling deyj | I - deyvi - r ' :
mon-vol at i | dediie 4 pdfor-IElb3eha e herBREBENE b Rl EbfifoPielie
portabl e data.storage deyice ich e .coupled to a conputer having a 10
erial bus. it Shatan belese e Bletas dRuSTalt Hie proSiiBres i ANt
mechani cal drive nechanismto read the data fromthe data storage device.
Pref erabl y, thedoworf-daia dtom e pienprydavicensrtbe foHBiNE BeWgg- be a read/ write
menory device, such as a flash nenory device. 15 Preferably, where the

menory device is a read/wite nenory device, the menory control device
controls the flow of data to and fromthe nmenory device. Typically, the

data storagefgyistabeiof Y inveAteh ethatbyphvading 0pertabiedAaaistaragd0 novabl e
between a first position in which witing of data to the nenory device is

enabl ed, - andiedickeEHBridRg s dUbiinG divicd With hiifi@riabe WRbed. rdmiBry ESRF
device and a non-volatile solid-state memory device, it is possible to provide a
portable data storage device which may be coupled to a computer having a

10 serial bus port and which does not include moving parts or require a mechanical

drive mechanism to read the data from the data storage device.

Preferably, the non-volatile solid-state memory device may be a read/write

memory device, such as a flash memory device.

Preferably, where the memory device is a read/write memory device, the

memory control device controls the flow of data to and from the memory device.

Typically, the data storage device further comprises a manually operated switch
20 movable between a first position in which writing of data to the memory device
is enabled, and a second position in which writing of data to the memory device

is prevented.



is prevented. WD 01/61692 PCT/ SGOO 00029 3 Preferably, the nencry control
aevi ce ma%/; include a read only nmenory which stores a é{)/grgmwéo control

t he oWQroé 194 of the menory control device. Preferablg, Hev %ry cont rol
device is a mcro-controller. s Typically, the interface device conprises a
uni versal serial bus (USB) driver to convert data between a USB format and

a PC f or matpreffpdbiNehe RdPhd ) ToREWI 66vics P insRRled k&R 691y héMBnARhITE-
Alternatively, thé interfacé device conprises a driver for |EEE 1394

(Firewire) b | i ELrewire
coupling dés\t/cl;r%gg Qﬁﬁggbﬁﬁdﬁé@hgﬁg@%%gﬂgﬁé @Wdﬁﬁgigg\rllgghce with the
i nvention gl} nﬁw be describe 8 t.he.acconpan itnoq drawi ngs, in which: 15
Figure 1 i &rg'aieR¥nils ORY¥E0] rQB Q¥icD IS A MIGFSHMONELt 2 storage devi ce:
Figure 2 is a flow diagram showing the initial setup of the data storage
device by a software supplier; Figure 3 is a flow diagram show ng the
initial setup of the data storage device by an end user; and 20 Figure 4
is a flew dypiraly teomteripoepdavate compfisesha whinersalt sariagbud¢USEs driver ture 1
shows a data storage device 10 which includes a USB plug 1 which is

coupl ed t 0 canWSB dath Betvasén daySB eortat B AP forireit f anethiesd ifing desviseoup! ed
to a mcro-controller 3 which is coupled to a flash nenory 4. The

m cro- cont rghlBises a USB coupling deivce.

Alternatively, the interface device comprises a driver for [EEE 1394 (Firewire)

10 protocol, and the coupling device comprises a Firewire coupling device.

An example of a data storage device in accordance with the invention will now

be described to the accompanying drawings, in which:

15 Figure 1 is a schematic block diagram of a portable data storage device;
Figure 2 is a flow diagram showing the initial setup of the data storage
device by a software supplier;

Figure 3 is a flow diagram showing the initial setup of the data storage
device by an end user; and

20 Figure 4 is a flow diagram showing operation of the data storage device.

Figure 1 shows a data storage device 10 which includes a USB plug 1 which is
coupled to a USB interface device 2. The USB interface device 2 is coupled to

a micro-controller 3 which is coupled to a flash memory 4. The micro-controller



WO 01/ 61692 PCT/ SGOQ' 00029 4 3 includes a read only menory (ROM 5 which
store ramto control the operation of the mcro; |l er 3. The
opera’fW@r{@kg@Fforned by the micro-controller 3 include %‘gﬁgéﬁq%r?ﬁze%
passwords entered by a user with a correspondi ng password stored in the
flash nenory 4 to determ ne whether the user is authorised to access the

contents of 3 jafiddsas bedEEORIMEmMoN E(ROME RRICHI RS & Brddi8mRSNontal &%

controls the data flowto and fromthe flash nmenory 4 and can al so detect

whet her the o&%@ﬁé%f Er{?ommb%nt“%ﬁepgmry device 1 is coupled has installed

sof twar e prograns 0 correspond to passwords stored in the flash
menory 4. The mcro-controller 3 can automatically retrieve passwords from
the installed software to conpare wth passwords stored in the flash
menory to verify that a user of the conputer 1is authorised to access and
run the sof tVg epenationsderfoonedtydhpraigraspatreiesd ingluderconeming al so
permts the setting of a password in the flash nenory by a 15 software
suppl i er 5t o paEsneEsE® rdtdred bliyea pserswith d coorespondingi passefordatared up phe Bdshto a
user. Typically, the password nmay correspond to the serial nunmber of the

sof tware. ThReforph tBRIEEMIAe Whdilier il ddertd Hithersbd t® adcassMper cdttents of
different sections or 20 zones. Typically, the flash nmenory is divided

oS0 RS BT ol B 5 i b O i 0
can be set iff?:)wopoear%g?r%n% %ebﬁasthhr%eﬁwaésr?%éirgd can also detect whether the computer
to which the memory device 1 is coupled has installed software programs which
10 correspond to passwords stored in the flash memory 4. The micro-controller 3
can automatically retrieve passwords from the installed software to compare
with passwords stored in the flash memory to verify that a user of the computer
is authorised to access and run the software. In addition, the program stored in
the ROM 5 also permits the setting of a password in the flash memory by a
15 software supplier to correspond to the password contained in software supplied

to a user. Typically, the password may correspond to the serial number of the

software.

The flash memory 4 is typically divided into a number of different sections or

20 zones. Typically, the flash memory is divided into two zones and each zone
has a unique password. If the data storage device 10 is supplied with packaged
software, the software serial number can be set in one zone to be the password
to permit a user to access and use the software. The other zone, which can be
used typically for storing a user’s data, may héve a separate password which is

25  set by the user. Typically, the passwords are stored in a secure location of the



to permt a user to access and use the software. The other zone, which can
used typically for storing a user's data, may h~!v e password
Whl chWQol Q%E Lot by the user. Typically, the passwords gFilssz@S@%;l n a
secure |l ocation of the WD 01/61692 PCT/ SGOO' 00029 5 flash nmenory in an
encrypted form The encryption, decryption, data flow control and USB

protocol argaaj 'mé?ﬁgﬁgi‘ﬁdarpé‘nér?ﬁté@f%hﬂ crfriétér%ryﬁtrors deEP@ptmrpagté:ﬂwol ler 3

al so includes a random access rrermry (RA a tenporary

2 manual - swepbfoRd Uss BRI SrRALH %%%EL n@“?r%%%“'%”af’?h' " osddtion

m cro-controller 3. The nanual svmtch 7 is novabl e betvveen a first position
in which a user may wite data to the flash nmenory 4 and a second position
in which data is prevented frombeing witten to the flash nenory 4. 10
The devi ce Tbeahisgoicnotrabiess3 alsodpclydes atrapdemeacdess soemoad (RAME Whichdst he
USB plug 1 and permts other USB devices to be coupled to the USB via the
devi ce 40. aRempexarysteragef areausgrermitfhestidning ot theameromontipllepdcén a USB
plug 1 of a second nenory device 10 may be connected to the USB socket 8.

15 Figure 2548it@dnf b%ﬁtJﬁgsRAﬁf&hsmvudﬂl@lémset&@eMema%ﬁaﬁuﬁ@r& araridhedevi ce
10 for a software supplier when the software supplier intends to supply

the device Bac@lcofiRfs ! FRl hhudPYhish 7 % nidVBORPEENRAISH a it Pdstion'ie P! U0

1 of the device

which a user may write data to the flash memory 4 and a second position in

which data is prevented from being written to the flash memory 4.

The device 10 also includes a USB socket 8 that is coupled directly to the USB
plug 1 and permits other USB devices to be coupled to the USB via the device
10. For example, if a user wishes to increase memory space, a USB plug 1 of a

second memory device 10 may be connected to the USB socket 8.

Figure 2 is a flow diagram showing the set up procedure for the device 10 for a
software supplier when the software supplier intends to supply the device as an
authentication device for the software. Firstly, the plug 1 of the device 10 is
plugged into 20 to a USB socket on a computer. After the device 10 has been
20 plugged into the USB socket on the computer, a communication is established
21 between the computer and the device 10. The software supplier has pre-
installed installation software on the computer which is run by the operator.
From the pre-installed software, the operator selects password set up
installation 22, in response to which the pre-installed software requests the

25  operator to enter a password or serial number corresponding to the software



pl ugged into 20 to a USB socket on a conputer. After the device 10 has been
20 pl info the USB socket on the conputer, a co | i IS
estab%ﬁg?ﬁg{zl bet ween the conputer and the device %ﬁ“g&@@%zﬁme
supplier has pre- installed installation goftware on the conputer which is
run by the operator. Fromthe pre-installed software, the operator selects

password setywHR whiBs t7d Haliten 023 to bB JUppREAS @’hécba‘é’@ir/\/gP%Fpgeﬁél -drﬂ%@g'r ed

software requests the 25 operator to enter a passwo seria

correspo(r)ldi n&te%o%ié}gpégfééé\%ﬁg? eeg%qm@gﬂgg/m%%)gl 09029 6 with which the |

device 1 S 1o uppli assword or sertli Aunber is then
encrypted 26 and stored 27 in the flash nenory 4. Figure 3 is a flow

di agram showi ng the initial set-up of a password for zone 2 of 5 the flash
menory 4 by an end user. The device 10 is typically supplied with driver
sof t war e t haltiguse Bdaadipvdiaghamshwwing the i@l setrpntd @ gasserord doszanaip off
the device. To set-up the password for zone 2 the user plugs in 20 the
device 10 i thiedlashUSBnuoy ¥ mnan kadasepuTee davitectdrintypizatly eapplled with
established between the conputer and the device 10. The user then runs the

driver io sodhv&sfitde tha igloadid BPiHaasa Gib 8hs comPRESWHA th @%E-ak)'cﬁt ion
set-up node 23 for zone 2. The user then enters 28 a password that they

110, Lo, use 8 BARIETo UIAH T8 90955 32 1802 Bk K R AT,

4. The passwor ere n encrypte ore ash
ey & 51608 38a%0h 83 Hhe RBMARRL! SHI B idioh A PSRRI et UP
between the computer and the device 10. The user then runs the driver
10  software and the driver software enters a password installation set-up mode 23
for zone 2. The user then enters 28 a password that they wish to use to prevent

unauthorised access to zone 2 of the flash memory 4. The password entered is

then encrypted 29 and stored 30 in the flash memory 4.

15 After an end user has performed the initial password set up procedure
described above and shown in Figure 3, when a user plugs in 20 the device 10
to a USB port on a computer, the computer will establish a communication 21
with the device 10 and firstly, checks 33 an installation status flag stored in the
flash memory 4 (see Figure 4). If the status flag is "Y", the device 10 outputs 34

20 an “OK’ flag to the computer. The micro-controller 3 the instructs the computer
to issue a request 35 to the user to select the zone they wish to enter. If the
status flag is “N”, the device does not output an “OK” flag to the computer, and
goes straight to step 35. In response to the request 35 for zone selection, the
user selects 36 either zone 1 or zone 2.

25



descri bed above and shown in Figure 3, when a user plugs in 20 the device

10 taygol/olgoport on a conputer, the conputer will est '
comuni cation 21 wth the device 10 and firstly, chec%&fﬁé&gﬁm?zr%st al lation

status flag stored in the flash nenory 4 (see Figure 4). If the status

flag is "Y', the device 10 outputs 34 20 an "OK" flag to the conputer. The
m cr o- cont r tfldome Bis seectedt recdevitd 6 0es8picsrthat hel sBtevisheeaupstal35 to the
user to select the zone they wish to enter. If the status flagis "N', the

devi ce doessp@lardlbRhe @8BmpXer whidl id Stor&® irF HEPHEHSH me 4955 reth/eRtPht to

step 35. In response to the request 35 for zone sel ectioh, the ser

sel ects 36 e I : r i . . (gﬁﬁ 0002 7 1f
zone 1 is sg‘(g@?é‘gﬁpékﬁ'ea]%g)\?ﬁéggﬁq @ngg%%tg&{ %é’?%f%gg%ls'gr '%rI'TSeesdgtpo i nstall
software on. t 0 er ,ch is stored in the flash nenory 4 and requests
37 the appr btLE StHier d Heom Earonialet Srectiues TRpaRor TSRy Seq. ( o
install the software. The m cro-controller 3 receives the password entered
by 5 thes ustie usalsi Fetegees theezonmnd paspwerhbliosed trothediash meedry 4s deorymis y 4,
decrypts the zone 1 password and conpares it with the password entered by
t he user t otheazareshipasawer@anditenipares itavitisthe passadri @ntered Byothensderltd t he
software. If the passwords do not match, the device 10 pronpts the
conput er t oalitpenesiteI8 Whethdrine user RTURRoASR! RARSKMIHe 2SR WAre 1% the
passwords do not match, the device 10 prompts the computer to request 37 the
user to enter the password again.
10
If the password entered by the user matches the password stored in the flash
memory 4, the micro-controller 3 starts 39 the software installation from the
flash memory 4 to the computer. In order to install software, the computer
sends 40 a read/write command in USB format to the micro-controller 3 for
15 data, the micro-controller 3 retrieves the requested data from the flash memory
4 and sends 41 the data to the driver 2. The driver 2 converts 42 the data to PC
format and outputs the data to the computer through the USB plug 1. The
micro-controller 3 then checks 43 whether the software installation is complete.
If the operation is not complete, the operation returns to step 40. If the
20  installation of the software is complete, the status flag stored in the flash

memory 4 is changed to “Y” and the device 10 may then be removed 45 from

the USB socket on the computer.

If a user selects zone 2, the micro-controller 3 sends a command to the

25 computer to request 46 the user to enter the password for zone 2. When the



If the password entered by the user matches the password stored in the
flash the mcro-controller 3 starts 39the g:f stall ation
from t‘%@ﬁﬂﬁ‘sash menory 4 to the conputer. In order to i gﬁéa??qﬁg@ptmre, t he
conputer sends 40 a read/wite command it USB format to the
mcro-controller 3 for 15 data, the mcro-controller 3 retrieves the

request ed dakar ERETs the phtasdrdrEHBEdmpdter3Enas HsS p4dsWwoHRl daha rherdhe driver
2. The driver 2 converts 42 the data to PC format and outputs the data to

the comput eohftbRHOS. i iSR-Bbiolfer 3Trfé?r|?\}ES%Q HRRUORY K zohd AfRnTiREKS 43

whet her the software installatron 1s co the operation i's not
conpl ete, peration returns st e the 20 i all ation of, the
sof bwar o | s TBsiarenary Fricevbi ?neapga%w&f%&nf*&qrfﬁ%afﬁﬁmth RS BR§E WSy
changed to "Y' and the device 10 may then be renoved 45 from the USB
socket on t katergffutbe user. £ tngéaaswpectﬁ@tef%méhe Hger isiinceredathal 1 er 3
sends a command to the 25 conputer to request 46 the user to enter the
passwor ds f oopeoatereretiinerio tskep ¥dand/tbe commEy ©QUes B0 the @sersfer tlent er s t he
password, the conputer sends the password to the micro- controller 3. The

m cro- cont r paksWword sg4ini eves the password for zone 2 fromthe flash nenory
4, decrypts 47 the password and conpares it with the password entered by
the user. If the password entered by the user is incorrect, the 5 operation
returns to step 46 and the conputer requests 46 the user for the password

agai n. If the password entered by the user is correct, the user has access to zone 2 of

the flash memory 4 to read data from the flash memory 4 and to write data to

10 the flash memory 4. However, data can only be written to the flash memory 4 if
the manual switch 7 is in the position to permit data to be written to the flash
memory 4. In order to read or write data from or to the flash memory 4 a read
or write command is sent 48 by the computer in USB format to the micro-
controller 3. In response to the read or write command the micro-controller 3

15 either retrieves 49 data from the flash memory 4 and sends it to the driver 2 for
conversion 50 to PC format and then to be output to the computer or receives

data from the driver to write it to the flash memory 4.

The micro-controller 3 then determines 51 whether the read or write operation is
20 complete. If the operation is not complete it returns to step 48. If the operation

is complete the operation terminates 52.

The device 10 described above is for coupling to a universal serial bus (USB).
However, the plug 1, the interface device 2 and socket 8 could be for use with

25 any appropriate computer serial bus. For exaraple, the device 10 could be



If the password entered by the user is correct, the user has access to zone
2 of _the flash nenory 4 to read data fromthe flash dtowite
datawg’%@lépﬁe flash nenory 4. However, data can onl yn%@&%?o?@@# to the
flash nenory 4 if the manual switch 7 i in the position to permt data to
be witten to the flash nenory 4. In order to read or wite data from or

to the 1l ashpiey ﬁ)r‘hsf'é WRRTEEL ggu: (Fhe Rstobd 15eflibstRuting theuSBENG er

in USB format to the mcro- control 3. In resporise to the read or write

command t he - 0 i I i 4 f flash
romory 4. and: DoHETEACEUE b & L ooseF s il B iR i coRpRpIE IR
then to be output to the co ter or receives data fromthe driver to
wite it to"’ttﬁga?? QEH‘Cﬁ@m%EC}??W#'E&&conHOI l er 3 then deternines 51
whet her the read or wite operation is 20 conplete. If the operation is
not conplete it returns to step 48. If the operation is conplete the
operation term nates 52. The device 10 descri bed above is for coupling to a
uni versa} sani advantsgd bSBle devibewdOetesctibed pbage is thahé provide$ acmortable ce 2
and socket 8 could be for use with 25 any appropriate conputer serial bus.

For exanpl eqatgiofeye 86vis8 1604 cerptddARith bR REIHSHROD ROGic) modi f i ed
for use with IEEE 1394 (Firewire) protocol by substituting the USB plug 1,

USB interf i : : . | ; [ ' | nati
phug. i nt cPPREea G nditFROThS, M alifol (hE ek ORISR HOTRE et

device 10 d?ﬁ?srér?a% esa g \cligtal éstotrahgaet dc'a\t/icg r18th eesm%ré) 85rtn%g|c{3 than conventional

portable data storage devices.



data storage device for a conputer which does not require a nechani cal
operated reading/witing device. In addition, the device 10 has no novi ng
parts. WOMH{636%8nabl es to data storage device 10 to be noPETSEGAFENHLI t han
conventional portable data storage devicgg. WO 01/61692 PCT/ SGOO 00029 10
CLAIMS 1. A portable data storage devi ce conprising a coupling device for
coupling to a conputer serial bus, QAQ\ﬂéace devi ce coupled to the
coupl i ng device a nenory control deV| a non-volatile solid-state

menory devic ry.control device bejng coupl ed hetween the
interface dev1 ce MFEHD B %QPWGeFBWH%ﬁ CPEB ling daviee femeeurlingm

the nmenory device to the coupl ing device. 2. A device according to claim
1, wherein tlgeagompieasenal busl aninedaee devicameupieddevtheeoupling deaitewai t e
menory device. 3. A device according to claim2, wherein the read/wite
menory devi camensorg cdntas denesmng @Iauh%latﬂéséljd-étaﬂevrhemoqca@ﬂdé;rtget oclaim
2 or claim3, wherein the nenory control device controls the flow of data

to and from fRendmeyntrol gelies. be'ing ColREl BRIAESPHE mgeﬁéb@aweé afbahgs 2 to
4, further conpriSing a manually ~ operated switch novabl e between a first

posi t1 0N i n kGl WA Glntfti o diSiar2 RoRPIR MeftRH) B8vice 1§TRR! ed. and

a second posSI on-in IC Itrng o ata

coupling device.

2. A device according to claim 1, wherein the non-volatile solid-state

10 memory device is a read/write memory device.

3. A device according to claim 2, wherein the read/write memory device is a

flash memory device.

15 4. A device according to claim 2 or claim 3, wherein the memory control

device controls the flow of data to and from the memory device.

5. A device according to any of claims 2 to 4, further comprising a manually
operated switch movable between a first position in which writing of data to the
20 memory device is enabled, and a second position in which writing of data to the

memory device is prevented.

6. A device according to any of the preceding claims, wherein the memory
control device comprises a micro-controller.

25



menory device is prevented. 6. A device according to any of the preceding
cl ai {n the nenory control device conprises aJp - roller. 25
WO oﬁ‘éﬁ@g{“ / SGOQ 00029 11 7. A device acccrding toﬂgaiﬁé‘?%ﬁ‘g%e
precedi ng clains, wherein the coupling deévice conprises a L niversal

serial bus coupling device and the interface device conprises a USB

driver. 5 87 A de\/i:léeicé%fe@éfﬂilﬁ‘?td any ey thef prededipgastsitis) gvibrainthe omu@nﬁ'%n the

coupling device conprises an [ EEE 1394 (Firewire) protocol coupling device

and the i neliRCEHABNESSa L hivRrEAI'seWhal BuPESEARRY délitd 8hd the interface

device comprises a USB driver.

5 8. A device according to any of the preceding claims, wherein the coupling
device comprises an IEEE 1394 (Firewire) protocol coupling device and the

interface device is a Firewire protocol driver.



