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Systems and Methods for Spam Detection Using Character Histograms

BACKGROUND
[0001] The invention relates to methods and systems for classifying electronic
communications, and in particular to systems and methods for filtering unsolicited

commercial electronic communications (spam).

[0002] Unsolicited commercial electronic communications, also known as spam, form a
significant portion of all communication traffic worldwide, affecting both computer and
telephone messaging services. Spam may take many forms, from unsolicited email
communications, to spam messages masquerading as user comments on various Internet sites
such as blogs and social network sites. Spam takes up‘valuable hardware resources, affects
productivity, and is considered annoying and intrusive by many users of communication

services and/or the Internet.

[0003] In the case of email spam, software running on a user’s or email service provider’s
computer system may be used to classify email messages as spam or non-spam, and even to
discriminate between various kinds of spam messages (e.g., product offers, adult content,

email scams). Spam messages can then be directed to special folders or deleted.

[0004] Similarly, software running on a content provider’s computer systems may be used to
intercept fraudulent messages posted to a website and prevent the respective messages from

being displayed, or to display a warning to the users of the website that the respective

messages may be spam.

[0005] Several approaches have been proposed for identifying spam messages, including
matching the message’s originating address to lists of known offending or trusted addresses
(techniques termed black- and white-listing, respectively), searching for certain words or
word patterns (e.g. refinancing, Viagra®, stock), and analyzing message headers. Feature
extraction/matching methods are often used in conjunction with automated data classification

| methods (e.g., Bayesian filtering, neural networks).

[0006] Spam often arrives in a rapid succession of groups of similar messages also known as

spam waves. The form and content of spam may change substantially from one spam wave
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to another, therefore successful detection may benefit from methods and systems capable of

quickly recognizing and reacting to new spam waves.

SUMMARY
[0007] According to one aspect, a method comprises: employing a computer system to
receive a target string forming a part of an electronic communication; determining a string
eligibility criterion according to the target string; and pre-filtering a corpus of reference
strings according to the string eligibility criterion, to produce a plurality of candidate strings.
In response to selecting the candidate strings, the computer system is employed to perform a
first comparison between a character histogram of the target string and a character histogram
of a candidate string of the plurality of candidate strings, and a second comparison between a
timestamp of the electronic communication and a timestamp of the candidate string. The
computer system determines whether the electronic communication is spam or non-spam

according to a result of the first comparison and second comparison.

[0008] According to another aspect, a computer system comprises at least a processor
programmed to: receive a target string forming a part of an electronic. communication;
determine a string eligibility criterion according to the target string; and pre-filter a corpus of
reference strings according to the string eligibility criterion, to produce a plurality of
candidate strings. The processor is further programmed to perform, in response to selecting
the candidate strings, a first comparison between a character histogram of the target string
and a character histogram of a candidate string of the plurality of candidate strings, and a
second comparison between a timestamp of the electronic communication and a timestamp of
the candidate string. The processor is further programmed to determine whether the
electronic communication is spam or non-spam according to a result of the first comparison

and second comparison.

[0009] According to another aspect, a method comprises: employing a computer system to
receive an electronic communication; in response to receiving the electronic communication,
extracting a target string from the electronic communication; transmitting the target string to
an anti-spam server; and in response to transmitting the target string, receiving a target label
indicative of whether the electronic communication is spam or non-spam, wherein the target
label is determined at the anti-spam server. Determining the target label comprises:
employing the anti-spam server to determine an eligibility criterion according to the target

string; pre-filtering a corpus of reference strings according to the criterion condition, to
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produce a plurality of candidate strings; in response to selecting the candidate strings,
performing a first 'compariéon between a character histogram of the target string and a
character histogram of a candidate string of the plurality of candidate strings, and a second
comparison between a timestamp of the electronic communication and a timestamp of the
candidate string; and determining the target label according to a result of the first comparison

and second comparison.

[0010] According to another aspect, a method comprises: employing a computer system to
receive a target string forming a part of an electronic communication; determining a string
eligibility criterion according to the target string; pre-filtering a corpus of reference strings
according to the string eligibility criterion, to produce a plurality of candidate strings. In
response to selecting the candidate strings, the method employs the computer system to
determine an inter-string distance separating the target string from a candidate string of the
plurality of candidate strings, the inter-string distance determined according to a count of
occurrences of a selected character within the target string and a count of occurrences of the
selected character within the candidate string. The method then comprises determining
whether the electronic communication is spam or non-spam according to the inter-string

distance.

BRIEF DESCRIPTION OF THE DRAWINGS
[0011] The foregoing aspects and advantages of the present invention will become better
understood upon reading the following detailed description and upon reference to the

drawings where:

[0012] Fig. 1 shows an exemplary anti-spam system according to some embodiments of the

present invention.

[0013] Fig. 2 shows an exemplary hardware configuration of a server computer system

according to some embodiments of the present invention.

[0014] Fig. 3-A illustrates an exemplary spam detection transaction between a client

computer and an anti-spam server, according to some embodiments of the present invention.

[0015] Fig. 3-B illustrates an exemplary spam detection transaction between a content server

and an anti-spam server, according to some embodiments of the present invention.
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[0016] Fig. 4 shows an exemplary target indicator of a target communication, the indicator
comprising a target string and additional spam-identifying data, according to some

embodiments of the present invention.

[0017] Fig. 5 shows a diagram of an exemplary set of applications executing on an anti-spam

server according to some embodiments of the present invention.

[0018] Fig. 6 shows an exemplary character histogram associated-to a target string and

computed for a plurality of character classes, according to some embodiments of the present

invention.

[0019] Fig. 7 illustrates an exemplary spam detector application operating on the anti-spam

server of Fig. 1, according to some embodiments of the present invention.

[0020] Fig. 8 illustrates a plurality of clusters, each cluster comprising a collection of similar

items, represented in a feature hyperspace according to some embodiments of the present

invention.

[0021] Fig. 9 shows an exemplary sequence of steps performed by the spam detector of

Fig. 7 according to some embodiments of the present invention.

[0022] Fig. 10-A shows a result of a computer experiment, comprising determining
computation time to generate character histograms for a collection of test strings, as a

function of the number of distinct characters of the test strings.

[0023] Fig. 10-B shows a result of a computer experiment, comprising determining
computation time to generate character histograms for a collection of test strings, as a

function of the string length of the test strings.

[0024] Fig. 10-C shows a result of a computer experiment, comprising determining
computation time to calculate a set of inter-string distances for a collection of test strings, as a

function of the number of distinct characters of the test strings.

[0025] Fig. 10-D shows a result of a computer experiment, comprising determining
computation time to calculate a set of inter-string distances for a collection of test strings, as a

function of the string length of the test strings.
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[0026] Fig 11 shows a plot of string length versus a timestamp indicator, for a collection of

real blog comments, comprising both spam and non-spam.

[0027] Fig 12 shows a plot of a number of distinct characters versus a timestamp indicator,

for a collection of real blog comments, comprising both spam and non-spam.

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS
In the following description, it is understood that all recited connections between structures
can be direct operative connections or indirect operative connections through intermediary
structures. A set of elements includes one or more elements. Any recitation of an element is
understood to refer to at least one element. A plurality of elements includes at least two
elements. Unless otherwise required, any described method steps need not be necessarily
performed in a particular illustrated order. A first element (e.g. data) derived from a second
element encompasses a first element equal to the second element, as well as a first element
generated by processing the second element and optionally other data. Making a
determination or decision according to a parameter encompasses making the determination or
decision according to the parameter and optionally according to other data. Unless otherwise
specified, an indicator of some quantity/data may be the quantity/data itself, or an indicator
different from the quantity/data itself. Computer programs described in some embodiments
of the present invention may be stand-alone software entities or sub-entities (e.g.,
subroutines, code objects) of other computer programs. Unless otherwise specified, the term
spam is not limited to email spam, but also encompasses electronic communications such as
non-legitimate or unsolicited commercial user-generated content in the form of blog
comments, forum discussions, wiki entries, customer feedback, posts on social network sites,
instant messages, as well as phone text and multimedia messages, among others. Computer
readable media encompass non-transitory storage media such as magnetic, optic, and
semiconductor media (e.g. hard drives, optical disks, flash memory, DRAM), as well as
communications links such as conductive cables and fiber optic links. According to some
embodiments, the present invention provides, infer alia, computer systems comprising
hardware programmed to perform the methods described herein, as well as computer-

readable media encoding instructions to perform the methods described herein.

[0028] The following description illustrates embodiments of the invention by way of

example and not necessarily by way of limitation.
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[0029] Fig. 1 shows an exemplary anti-spam system according to some embodiments of the
present invention. System 10 includes a plurality of content servers 12a-b, an anti-spam
server 16, and a plurality of client systems 14a-b. Content servers 12a-b may represent
webservers hosting and/or delivering online content such as personal and corporate websites,
blogs, social network sites, and online entertainment sites, among others. Other content
servers 12a-b may represent email servers providing electronic message delivery to client
systems 14a-b. Client systems 14a-b may represent end-user computers, each having a
processor, memory, and storage, and running an operating system such as Windows®, .
MacOS® or Linux. Some client computer systems 14a-b may represent mobile computing
and/or telecommunication devices such as tablet PCs, mobile telephones, and personal digital
assistants (PDA). In some embodiments, client systems 14a-b may represent individual
customers, or several client systems may belong to the same customer. Anti-spam server 16
may include one or more computer systems. A network 18 connects content servers 12a-b,
client systems 14a-b, and anti-spam server 16. Network 18 may be a wide-area network such

as the Internet, while parts of network 18 may also include a local area network (LAN).

[0030] Fig. 2 shows an exemplary hardware configuration of a server computer system such
as anti-spam server 16. In some embodiments, server 16 comprises a processor 20, a memory

unit 22, a set of storage devices 24, and a communication interface controller 26, all

connected by a set of buses 28.

{0031] In some embodiments, processor 20 comprises a physical device (e.g. multi-core
integrated circuit) configured to execute computational and/or logical operations with a set of
signals and/or data. In some embodiments, such logical operations are delivered to
processor 20 in the form of a sequence of processor instructions (e.g. machine code or other
type of software). Memory unit 22 may comprise computer-readable media (e.g. RAM)
storing data/signals accessed or generated by processor 20 in the course of carrying out
instructions. Storage devices 24 include computer-readable media enabling the non-volatile
storage, reading, and writing of software instructions and/or data. Exemplary storage
devices 24 include magnetic and optical disks and semiconductor (e.g. flash) memory
devices, as well as removable media such as CD and/or DVD disks and drives.
Communication interface controller 26 enables server system 16 to connect to network 18
and/or to other machines/computer systems. Typical communication interface controllers 26

include network adapters. Buses 28 collectively represent the plurality of system, peripheral,
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and chipset buses, and/or all other circuitry enabling the inter-communication of devices 20-
26 of server system 16. For example, buses 28 may comprise the northbridge bus connecting
processor 20 to memory 22, and/or the southbridge bus connecting processor 20 to

devices 24-26, among others.

[0032] In some embodiments, each client system 14a-b comprises a document reader
application (e.g. web browser, email reader, media player), which may be a computer
program used to remotely access data stored on content servers 12a-b. When a user accesses
an online document such as a webpage, or receives an electronic communication such as
email, data associated to the document/communication circulates on parts of network 18
between the respective content server and client system 14. In some embodiments, the reader
application receives the document data, translates it into visual form and displays it to the
user. Some embodiments of reader application may also allow the user to interact with the
displayed content. In the case of email, client system 14a-b may include specialized software
configured to classify incoming email into one of a plurality of categories (e.g, spam,

legitimate, various other classes and subclasses).

[0033] In some embodiments, content servers 12a-b are configured to receive user-generated
content (e.g. articles, blog entries, media uploads, comments etc.) from a plurality of users,
and to organize, format, and deliver such content to third parties over network 18. A portion
of user-generated data received at servers 12a-b may comprise electronic communications
which may include unsolicited messages (spam). Examples of such electronic
communications, referred to as target communications or target messages in the following
description, are email messages, blog comments, posts to social networking sites, and

comments sent to entertainment and/or news websites, among others.

[0034] In some embodiments, content servers 12a-b may comprise software components
configured to process target communications received from users to detect sparﬁ. When
detected, spam messages (e.g., fraudulent blog comments, etc.), may be blocked and/or
prevented from being displayed within the respective website. Spam-processing software
may be implemented on content servers 12a-b in the form of server-side scripts. Such scripts
may be incorporated as plugins into larger script packages, e.g. as anti-spam plugin(s) for the
Wordpress® or Drupal® online publishing platforms. In some embodiments, to detect spam,
servers 12a-b may be configured to engage in a collaborative spam-detection transaction with

anti-spam server 16, as described in detail below.
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[0035] In some embodiments, anti-spam server 16 is configured to perform a collaborative
spam-detection transaction with content servers 12a-b and/or client systems 14a-b. Fig. 3-A
illustrates an exemplary data exchange between server 16 and a client system 14, in an
embodiment configured to detect email spam. Client system 14 may receive email messages
from a mail server over network 18. After receiving an email message, client system 14 may
~send a target indicator 40 comprising spam-identifying data associated to the email message
to anti-spam server 16, and may receive in response a target label 50 indicative of whether
the respective email message is spam. Client system 14 may subsequently place the message

in an appropriate message category (e.g. spam or legitimate email).

[0036] Fig. 3-B illustrates an exemplary data exchange between anti-spam server 16 and a
content server 12, in an embodiment configured to detect user-generated spam received at
server 12, such as blog spam or spam posted on social network sites, among others. After
receiving a target communication, €.g., as a result of a user posting a comment on a website
hosted on server 12, server 12 may send target indicator 40 comprising spam-identifying data
extracted from the target communication to anti-spam server 16, and in response receive

target label 50 indicating whether the target communication is spam.

[0037] Fig. 4 shows an exemplary target indicator of a target communication, according to
some embodiments of the present invention. Target indicator 40 comprises an object ID 41
(e.g., label, hash) uniquely identifying the target communication, and a target string 42
including a text part of the target communication, such as a text part of a blog comment. In
some embodiments, target string42 comprises substantially all the text of the target
communication. When the target communication includes several text parts, target string 42
may comprise a concatenation of text parts; alternatively, each text part may receive a distinct
target string 42. In some embodiments, target string 42 comprises a section of the text part of
the target communication, the section having a pre-set string length (e.g., 128 consecutive

characters).

[0038] Some embodiments of target indicator 40 may include other spam-identifying data
corresponding to the target communication beside target string 42. In the example of Fig. 4,
target indicator 40 includes a username indicator 44 indicative of a name (e.g., pérsonal
name, pseudonym, screen name, login name, avatar, handle, etc.) provided by the submitter

of the target communication, an address indicator 46 indicative of a location of origin (e.g.
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originating IP address) of the target communication, and a time stamp 48 indicative of a point

in real time (e.g. date and time) when the target communication was submitted.

[0039] In some embodiments, target label 50 may comprise an object ID such as ID 41, and
an indicator of the spam status of the target communication. Target label 50 effectively
specifies whether the target communication is spam, according to the assessment performed

by anti-spam server 16, as described in detail below.

[0040] Fig. S shows a diagram of an exemplary set of applications executing on anti-spam
server 16 according to some embodiments of the present invention. Applications include a
spam detector 32 and a communication manager 34 connected o spam detector 32.
Applications 32 and 34 may be standalone computer programs, or may form part of larger
software suites providing, for example, computer security services such as malware detection.
In some embodiments, anti-spam server 16 also  hosts an anti-spam database 30.
Alternatively, anti-spam database may reside on a computer system distinct from server 16,

but connected to server 16 via network 18, or on computer-readable media connected to

server 16.

[0041] Anti-spam database 30 comprises a repository of knowledge related to online spam.
In some embodiments, database 30 comprises a corpus of character histograms, each
histogram calculated for an electronic communication as described further below.
Database 30 may include data for both spam or non-spam electronic communications such as
blog comments, comments posted on social network sites, etc. Beside histogram data, each
record stbred in database 30 may include additional information, such as string 42 of the
respective target communication, a time indicator such as time stamp 48, and indicators of
string length, number of distinct characters and string score of string 42; exemplary uses of
such quantities are described below. In some embodiments, in relation to each character
histogram, database 30 may store a cluster assignment indicator indicative of a cluster of
messages the respective string is currently assigned to. Database 30 may also store a data
structure comprising a plurality of identifiers such as object ID 41, each object identifier
uniquely associated to an electronic communication, and a mapping associating each
character histogram with the target communication it was calculated for, allowing spam

detector 32 to selectively retrieve histograms from database 30, as shown below.
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[0042] Fig. 6 shows an exemplary character histogram computed for target string 42
according to some embodiments of the present invention. Target histogram 60 comprises a
set of numbers, each number indicating a count of occurrences of each distinct character
within target string 42. For example, a target histogram of “Mississippi” includes 1 for “M”,
4 for “1”, 4 for “s”, and 2 for “p”. In some embodiments, characters are grouped into several
distinct character classes 62, such as “lowercase”, "uppercase”, “digits”, and “special
characters”, among others. The number and composition of various character classes may

vary among embodiments.

[0043] In some embodiments, communication manager 34 is configured to manage
communication with client systems 14a-b and/or content servers 12a-b. For example,
manager 34 may establish connections over network 18, send and receive data such as target

indicators and target labels to/from client systems 14a-b, and content servers 12a-b.

[0044] Fig. 7 shows a diagram of an exemplary spam detector operating on anti-spam
server 16 according to some embodiments of the present invention. Spam detector 32
comprises a histogram manager 36 and a clustering engine 38 connected to histogram
manager 36. Spam detector 32 may receive target indicator 40 of a target communication
from communication manager 34 (see Figs. § and 3-A-B) and a reference histogram 64 from
anti-spam database 30, and in turn outputs target label 50 to communication manager 34, to
be forwarded to client system 14 or content server 12 which initiated the respective spam-

detection transaction.

[0045] In some embodiments, histogram manager 36 is configured to receive target
indicator 40 from communication manager 34, to compute target histogram 60 from data of
target indicator 40, to perform a pre-filtering process to determine a set of eligible reference
histograms 64, to selectively retrieve reference histograms 64 from anti-spam database 30,
and to forward histograms 60 and 64 to clustering engine 38 for histogram comparison and

cluster assignment. The operation of histogram manager 36 will be discussed in detail in

relation to Fig. 9.

[0046] In some embodiments, target message analysis is performed in a message feature
hyperspace, by analyzing distances between a feature vector corresponding to a target
communication and a set of representative vectors, each defining a distinct collection

(cluster) of messages. Fig. 8 shows three exemplary message clusters 70a-c formed by
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feature vectors 74a-c, respectively, in a simple 2-D feature space having two axes, d1 and d2.
In some embodiments of the present invention, axes d1 and d2 correspond to distinct features
of the character histogram. For example, axis d1 may correspond to character “M” and axis
d2 to character “s”. Then string “Mississippi” may be represented by feature vector (1,4),

considering that “M” appears once, while “s” appears four times within the respective string.

~ Two strings having similar character histograms reside close to each other in this exemplary

feature hyperspace: in the above example, “Mississippi” and “Mission:impossible” have
identical feature vectors in this space. In some embodiments, each message cluster 70
consists of messages which occupy a substantially small region of feature hyperspace,

meaning that all members of a cluster have similar feature vectors, i.e., similar character

histograms.

[0047] In some embodiments, clustering engine 38 is configured to maintain a collection of
message clusters 70, representing a corpus of communications received at anti-spam
server 16 during a history of data accumulation, grouped into clusters according to similarity.
Some clusters 70 may represent individual spam waves, each including copies or variants of
the same spam message sent to a multitude of clients and/or posted on a multitude of
websites. Ideally, a message cluster consists of identical or nearly-identical target strings.
Clustering engine 38 is further configured to receive target histogram 60 and to assign the
target communication represented by histogram 60 to a cluster of messages that it is most
similar to according to histogram similarity. To perform cluster assignment, clustering
engine 38 receives a set of reference histograms 64 from histogram manager 36, each
histogram 64 representative of a cluster, and compares histograms 60 and 64 to determine
which message cluster best matches target histogram 60. More details of the operation of

clustering engine 38 are given below, in relation to Fig. 9.

[0048] Fig. 9 shows an exemplary sequence of steps performed by spam detector 32 (Fig. 7)
within a spam-detection transaction, according to some embodiments of the present
invention. In a step 102, spam detector 32 receives target indicator 40 from client system 14
or content server 12, via communication manager 34. Next, in a step 104, spam detector
extracts target string42 according to target indicator40, and computes character
histogram 60 of string42. Step 104 may also comprise the computation of several
parameters of target string 42, such as string length and/or number of distinct characters,

which are used to pre-filter the collection of message clusters in a step 106. In some
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embodiments, in step 106, spam detector 32 performs a pre-filtering operation to select,
according to a set of pre-filtering conditions, a subset of candidate message clusters from the
complete collection maintained by clustering engine 38. By selecting only a (small) subset of
clusters with which to perform histogram comparisons, spam detector 32 may effectively

reduce computational costs.

[0049] In some embodiments, spam detector 32 may select the subset of candidate clusters
according to string length. The string length of target string 42 is compared to the string
length of a representative of each cluster, or to an average string length of members of the
respective cluster. A cluster may be selected as a candidate for histogram comparison when
its typical string length is within a predetermined threshold of the string length of target

string 42.

[0050] An alternative pre-filtering criterion is the number (count) of distinct characters. For
example: the string “Mississippi” has 4 distinct characters: M, i, s, and p. For each cluster,
the number of distinct characters of target string 42 is compared to the number of distinct
characters of a representative member of the respective cluster, or to an average number of
distinct characters of the members of a cluster; clusters having similar numbers of distinct

characters as target string 42 are selected as candidates for histogram comparison.

[0051] In some embodiments, pre-filtering may proceed according to a string score computed

as follows:

S='Zp‘,.w,-, [1]

wherein i indexes the characters of the string, p; denotes a position indicator of character ¢
within the set of all characters (e.g., an ASCII code of the respective character), and w;
denotes a character-specific weight of the respective character. In some embodiments,
characters are divided into several classes, such as classes 62 illustrated in Fig. 6: lowercase,
uppercase, digits, and special characters, among others. Weights w(i) may be identical within
the same class of characters, but may differ from one class to another. For exémple, the
weight associated to a special character may be higher than the weight of a lowercase letter.
For each cluster, the string score [1] of target string 42 is compared to the string score of a

representative member of the respective cluster or to an average string score of the cluster;
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clusters having similar string scores as target string 42 are selected as candidates for

histogram comparison.

[0052] In some embodiments, pre-filtering criteria may be combined. For example, a first
subset of message clusters may be selected according to string score similarity; then, out of
the first subset of clusters, a second subset is selected, wherein each cluster has a similar

string length and a similar number of distinct character to target string 42.

[0053] Having selected a set of candidates for histogram comparison, for each selected
cluster, spam detector 32 may instruct histogram manager 36 to selectively retrieve from anti-
spam database 30 a reference histogram 64 corresponding to a representative message of the
respective cluster. Then, a loop sequence of steps 108-116 is executed for each selected
cluster. In a step 108, spam detector may verify whether all selected clusters were evaluated
by histogram comparison. If yes, spam detector 32 proceeds to a step 118 described below.
If no, in a step 110, the next cluster is evaluated. In a step 112, target histogram 60 is

compared to reference histogram 64.

[0054] In some embodiments, step 112 comprises computing a set of inter-string distances
indicative of the degree of similarity between histograms 60 and 64. In some embodiments,

an inter-string distance between two strings s; and s, may be formulated as:

Ds,s)= Y, wiN/ =], (2]
iesyns,
wherein / indexes the subset of characters common to string s; and s;, w; is the character
weight of character i, N 1i denotes the count of occurrences of character i within string s, and
wherein N, denotes the count of occurrences of character i within string s;. An alternative
inter-string distance is given by:
D‘z(s,,sz)z Zwi'c’ : (3]
€5y ~5,
wherein i indexes the subset of characters present only in s;, but not in s,, w; is the weight of
character i, and c is a predetermined, character-independent constant. As discussed above,
weights w; may be character-specific or class-specific (e.g., special characters vs. lowercase
letters). A rationale for using character-specific weights is that some characters are used

more often than others for text obfuscation, a method frequently employed by spammers and
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consisting of replacing certain characters in a text with other characters (e.g. “vidgra”), to
avoid spam detection. By assigning relatively small weights to characters which are used in
obfuscation, obfuscated versions of a target string may appear very similar to each other
according to the inter-string distance, and may all therefore be correctly identified as spam.
The valu§ of ¢ may be used as a tuning parameter: if ¢ is too small, two rather different
strings may be mistakenly considered to be similar; if ¢ is too large, small differences

between strings may be excessively amplified.

[0055] Some embodiments may compute a combined inter-string distance:
Dy(s;,5,) = Di(s), 8,) + Dy (s, 5,) - | [4]

Also, since D; is not commutative, an alternative inter-string distance is:
D,(s,, 5,) = D,(s,,5,) + D,(s,,5,) - [5]

[0056] In some embodiments, step 112 (Fig. 9) comprises computing D;(T,R) and/or D,(T,R),
wherein T denotes target string 42 and R denotes the reference string associated to reference
histogram 64. Alternatively, spam detector may compute D3(T,R), D3(R,T), and/or D4«T,R).
Next, a step 114 determines whether a match is found between target histogram 60 and

reference histogram 64.

[0057] In some embodiments, a histogram match requires that an inter-string distance be
smaller than a predetermined threshold. For example, a histogram match may require that
either D;<t; or D;<t;, or that both D; and D; be lower than their respective thresholds.
Alternatively, a histogram match requires that D; = D; + D, < t3. In yet another embodiment,
both D3(T,R) and D;(R,T) must be lower than a threshold, or D, <t4 for a successful match.
Threshold values #; may be independent of the strings being compared, or may vary according
to the string length and/or to the number of distinct characters of target string 42. In some
embodiments, higher threshold values are used for comparatively longer strings, or strings

with comparatively larger number of distinct characters.

[0058] When a match between histograms 60 and 64 is found, spam detector 32 proceeds to a
step 116, in which the respective message cluster is marked as eligible to receive target
string 42. If histograms do not match, spam detector 32 returns to step 108. When all

message clusters selected in step 106 have been evaluated by histogram comparison, a
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step 118 determines whether any clusters are eligible for receiving target string 42. If yes, in
a step 122 spam detector 32 may compute, for each eligible cluster, a string-to-cluster
similarity indicator indicative of how similar target string 42 is to all members of the
respective cluster. An exemplary string-to-cluster similarity indicator of each eligible cluster

comprises the fraction of cluster members having reference histograms matching target

histogram 60.

[0059] Next, a step 124 carries out the actual assignment of target string 42 to the message
cluster to which it is most similar. In some embodiments, target string 42 is assigned to the
cluster with the highest string-to-cluster similarity indicator, determined in step 122.
Clustering engine 38 may update cluster assignment data to reflect the addition of a new
cluster member, and a record of target string 42 may be introduced in anti-spam database 30.
In some embodiments, step 124 further includes the determination of a set of spam-
identifying parameters associated to the cluster receiving the target message. For example,
some embodiments may compute a time interval elapsed between successive timestamps,
within the same cluster. Such parameters may be saved in relation to each cluster, and may
be used to determine automatically (without the supervision of a human operator) whether a
particular cluster includes spam or legitimate messages, or whether a particular cluster ié

likely to represent a spam wave.

[0060] When no clusters were found eligible to receive the target message (step 118),
indicating that target string 42 is likely to be distinct from any already stored in anti-spam
database, in a step 120 clustering engine 38 may create a new cluster with the target message

as the sole member, and may save a record of the target message into anti-spam database 30.

[0061] In a step 126, spam detector 32 may determine target label 50 identifying the target
communication as spam or legitimate. In some embodiments, the decision whether the target
communication is spam is made according to the cluster assignment of target string 42.
When string 42 is assigned to a cluster consisting mainly of spam messages, then the target

message may receive a spam label as well.

[0062] In some embodiments, label 50 is determined according to certain spam-identifying
features of the members of the cluster that the target message was assigned to. One such
spam-identifying feature is timestamp 48. The assignment of numerous new members in a

short time interval may be an indication that the respective cluster consists of a wave of spam
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messages. In some embodiments, spam detector 32 may determine a time interval elapsed
between a plurality of timestamps associated to members of a cluster, e.g. the shortest time
interval within which 6 members where assigned to that cluster, and when the time interval
drops below a predetermined threshold, mark the respective cluster as spam. In some
embodiments, the count of cluster members may be used as a spam-identifying feature: when

a cluster acquires in excess of a predetermined number of members, the respective cluster

may be marked as spam.

[0063] The exemplary systems and methods described above allow an anti-spam system to
detect unsolicited communication in the form of user-generated content on the Internet in the
form of blog comments, comments posted on social network sites, etc., and also content in

the form of email messages, instant messages, and phone text and multimedia messages.

[0064] In some embodiments, a corhputer system extracts a target string of characters from
an electronic communication such as a blog comment, transmits it to an anti-spam server, and
receives an indicator of whether the respective electronic communication is spam or non-
spam from the anti-spam server. When the electronic communication is spam, the computer
system may block, quarantine, erase, or in any other way restrict the display of the electronic

communication and/or may issue a warning to the user.

[0065] The anti-spam server determines whether the electronic communication is spam or
non-spam according to a frequency of occurrence of certain characters within the target
string. A character histogram of the farget string is computed and compared against
histograms computed for a corpus of electronic communications, possibly including both
spam and non-spam messages. The methods and systems described in the present invention
exploit the observation that two similar strings always have similar character histograms.
Therefore, finding a match between the histogram of the target string and another histogram
computed for a reference string may be an indication that the target string is similar to the
reference string. In such a case, the anti-spam server may determine whether the electronic
communication is spam according to whether the reference string is indicative of spam, e.g.,

whether the reference string belongs to a cluster of electronic communications labeled as

spam.
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[0066] However, there are many situations in which two distinct strings have very similar
histograms. To avoid a false positive identification, other features of the target string, such as

a timestamp, may be considered when making a decision whether two strings are similar.

[0067] Histogram comparison may not be a reliable method of identifying similar strings
when string length exceeds a certain threshold. In the limit of very long strings all strings
have very similar histograms, which simply indicate a natural frequency of occurrence of
each character in the respective language. Therefore, the systems and methods described
here are particularly suited to analyze short strings, appearing in electronic communications

such as blog posts and comments on social networking sites such as Facebook® and

Twitter®.

[0068] An additional problem for spam detection by string comparison is obfuscation, in
which spammers may replace certain characters in a message with other characters (e.g.,
Vidgra), to avoid detection. String obfuscation may be addressed by employing a weight
specific to each characte‘r, and determining an inter-string distance according to each
character count and weight, such as in formulae [2-3]. Character-specific weights allow for
tuning the sensitivity of string comparison. In some embodiments, characters may be
grouped by categories (e.g., letters, digits, special characters), all charactérﬁ of a category
receiving an identical, category-specific weight. Such grouping may address text obfuscation
since, for example, obfuscation with random letters is more prevalent than text obfuscation
with other types of characters. When certain characters are used in obfuscation more than
others, assigning them a comparatively smaller weight advantageously reduces the inter-
string distance between two obfuscated versions of the same string, making the two strings

appear more similar.

[0069] Some embodiments of the present invention organize the corpus into a plurality of
clusters, each cluster of records consisting of similar strings. Instead of performing
histogram comparisons over all records of the corpus, clustering allows comparing the target
String to only one representative target string per cluster, thus significantly reducing

computational costs.

[0070] Clustering may also facilitate automatic (unsupervised) spam detection. As opposed
to conventional clustering methods, wherein message classification is commonly achieved by

a supervised training of a classifier, e.g., on a training corpus previously sorted into a
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plurality of pre-determined message classes, some embodiments of the present invention
perform a dynamic clustering, without prior knowledge of the spam status (spam vs. non-
spam) of clusters or messages. A cluster may be automatically identified as representing

spam when it accumulates a certain number of members in a short time interval.

[0071] In a computer experiment, a corpus of 22,000 blog comments was classified into
clusters according to some embodiments of the present invention. Calculations were carried
out on a computer system equipped with a Pentium 4 processor at 3 GHz and 1.5 GB of
RAM, running Ubuntu OS 10.04. Classification took approximately 5:00 minutes of
computation time, producing 1,741 message vclusters with more than one cluster member,
averaging 4.13 messages per cluster. By comparison, a conventional clustering system
employing a hash-based string matching algorithm and executing on the same hardware
platform produced 1,617 clusters with more than one member in 7:07 minutes of computation

time, with an average of 4.26 comments per cluster.

[0072] Figs. 10-A-D show results of a computer experiment, performed with a collection of
test strings ranging in string length from approximately 25 to 5500 characters. The hardware
configuration was the same as above. Fig. 10-A shows the time taken to generate'character
histograms as a function of the number of distinct characters of the test strings. Fig. 10-B
shows the time taken to generate character histograms as a function of the string length of the
test strings. The computation time per histogram varied from a few microseconds to

approximately one millisecond, with approximately linear correlation between time and

string length.

[0073] Fig. 10-C shows the time taken to calculate a set of inter-string distances according to
as a function of the number of distihct characters of the test strings, while Fig. 10-D shows
the same data plotted as a function of the string length of the test strings. Computation of
inter-string distances was performed from character count determinations, according to

formulas [2-3], and ranged from a few microseconds to around 500 microseconds.

[0074] Fig. 11 shows string length plotted versus a timestamp indicator, for a collection of
8676 real blog comments, comprising both spam and non-spam. Fig. 12 shows the number of
distinct characters, plotted versus a timestamp indicator, for another collection of 5351 real

blog comments, comprising both spam and non-spam. Both Figs. 11 and 12 indicate a
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clustering of spam messages according to timestamp and string length, allowing automatic

spam identification as described above.

[0075] It will be clear to one skilled in the art that the above embodiments may be altered in
many ways without departing from the scope of the invention. Accordingly, the scope of the

invention should be determined by the following claims and their legal equivalents.
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CLAIMS

1. A method comprising:

in response to receiving a target string forming a part of an electronic communication,
employing at least one processor of a computer system to select a plurality of candidate
strings from a corpus of reference strings, wherein selecting the plurality of candidate strings
comprises:

comparing a string length of the target string to a string length of a reference string of the
corpus, and

in response, selecting the reference string into the plurality of candidate strings according to a
result of the comparison of string lengths;

in response to selecting the plurality of candidate strings, employing the at least one
processor to perform a first comparison between the target string and a candidate string of the
plurality of candidate strings, and a second comparison between the target string and the
candidate string; and

employing the at least one processor to determine whether the electronic communication is
spam or non-spam according to a result of the first comparison and the second comparison,

wherein the first comparison comprises comparing, for each character of a plurality of
distinct alphanumeric characters, a count of occurrences of the each character within the
target string to a count of occurrences of the each character within the reference string,
wherein the count of occurrences of the each character within the target string is determined
without regard to a position of the each character relative to other characters within the target
string, and

wherein the second comparison comprises comparing a timestamp of the electronic
communication to a timestamp of another electronic communication, the another electronic
communication containing the candidate string.

2. The method of claim 1, wherein the corpus of reference strings comprises a plurality
of clusters, each cluster including a set of mutually-similar strings, wherein each candidate
string of the plurality of candidate strings is representative of a distinct cluster, and wherein
the method further comprises, in response to performing the first comparison, employing the
computer system to select a cluster from the plurality of clusters and to assign the target
string to the selected cluster. \



MCSLLP
21

3. The method of claim 2, further comprising determining whether the target
communication is spam or non-spam according to a plurality of timestamps, each timestamp
of the plurality of timestamps corresponding to a member of the selected cluster.

4. The method of claim 2, further comprising:

in response to assigning the target string to the selected cluster, determining a count of cluster
members of the selected cluster; and

determining whether the electronic communication is spam or non-spam according to the
count of cluster members.

5. The method of claim 2, further comprising identifying the electronic communication
as belonging to a selected spam wave according to the selected cluster.

6. The method of claim 1, wherein selecting the plurality of candidate strings further
comprises:

determining a first count of distinct characters of the target string and a second count of
distinct characters of the reference string, and

when the first count differs from the second count by an amount smaller than a predetermined
threshold, selecting the reference string into the plurality of candidate strings.

7. The method of claim 1, wherein selecting the plurality of candidate strings further
comprises:

determining a first string score of the target string as a function of:
Z Piw;

wherein p; denotes an ASCII code of the i-th character of the target string, and w; is a
character-specific weight;

determining a second string score of the reference string; and

when the first string score differs from the second string score by an amount smaller than a
predetermined threshold, selecting the reference string into the plurality of candidate strings.

8. The method of claim 1, wherein performing the first comparison comprises
determining an inter-string distance as a function of:

Z WIIN‘T —N(,::L
ieTNC
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wherein 7" denotes the set of characters of the target string, C denotes the set of characters of
the candidate string, N'r denotes a count of occurrences of character i within the target string,
N, denotes a count of occurrences of character i within the candidate string, and wherein w; is
a character-specific weight of character i.

9. The method of claim 8, wherein the inter-string distance is further determined as a
function of:

5 e

Jjer-c

wherein character j occurs within the target string, but does not occur within the candidate
string, w; is a character-specific weight of character j, and c is a number selected according to
the string length of the target string.

10.  The method of claim 1, wherein performing the first comparison comprises
determining an inter-string distance as a function of:

§ wi-C,

ieT-C

wherein 7 denotes the set of characters of the target string, C denotes the set of characters of
the candidate string, wherein character i occurs within the target string, but does not occur
within the candidate string, w; is a character-specific weight of character i, and ¢ is a number
selected according to the string length of the target string.

11.  The method of claim 1, wherein the electronic communication comprises a blog
comment.

12.  The method of claim 1, wherein the electronic communication comprises a message
posted on a social network site.

13. A computer system comprising at least one processor programmed to:

in response to receiving a target string forming part of an electronic communication, select a
plurality of candidate strings from a corpus of reference strings, wherein selecting the
plurality of candidate strings comprises:

comparing a string length of the target string to a string length of a reference string of the
corpus, and

in response, selecting the reference string into the plurality of candidate strings according to a
result of the comparison of string lengths;
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in response to selecting the candidate strings, perform a first comparison between the target
string and a candidate string of the plurality of candidate strings, and a second comparison
between the target string and the candidate string; and

determine whether the electronic communication is spam or non-spam according to a result
of the first comparison and the second comparison,

wherein the first comparison comprises comparing, for each character of a plurality of
distinct alphanumeric characters, a count of occurrences of the each character within the
target string to a count of occurrences of the each character within the reference string,
wherein the count of ocurrences of the each character within the target string is determined
without regard to a position of the each character relative to other characters within the target
string, and

wherein the second comparison comprises comparing a timestamp of the electronic
communication to a timestamp of a another electronic communication containing the
candidate string.

14.  The computer system of claim 13, wherein the corpus of reference strings comprises a
plurality of clusters, each cluster including a set of similar strings, wherein each candidate
string of the plurality of candidate strings is representative of a distinct cluster, and wherein
the processor is further programmed, in response to performing the first comparison, to select
a cluster from the plurality of clusters and to assign the target string to the selected cluster.

15. The computer system of claim 14, wherein the at least one processor is further
programmed to determine whether the target communication is spam or non-spam according
to a plurality of timestamps, each timestamp of the plurality of timestamps corresponding to a
member of the selected cluster.

16. The computer system of claim 14, wherein the at least one processor is further
programmed to:

in response to assigning the target string to the selected cluster, determine a count of cluster
members of the selected cluster; and

determine whether the electronic communication is spam or non-spam according to the count
of cluster members.

17. The computer system of claim 14, wherein the at least one processor is further
programmed to identify the electronic communication as belonging to a selected spam wave
according to the selected cluster.

18.  The computer system of claim 13, wherein selecting the plurality of candidate strings
further comprises:
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determining a first count of distinct characters of the target string and a second count of
distinct characters of the reference string, and

when the first count differs from the second count by an amount smaller than a predetermined
threshold, selecting the reference string into the plurality of candidate strings.

19.  The computer system of claim 13, wherein selecting the plurality of candidate strings
comprises: determining a first string score of the target string as a function of:

Z pPivi,
i

wherein p; denotes an ASCII code of the i-th character of the target string, and w; is a
character-specific weight;

determining a second string score of the reference string; and

when the first string score differs from the second string score by an amount smaller than a
predetermined threshold, selecting the reference string into the plurality of candidate strings.

20.  The computer system of claim 13, wherein performing the first comparison comprises |
determining an inter-string distance as a function of:

> wiNg - NE,

ieTNC

wherein T denotes the set of characters of the target string, C denotes the set of characters of
the candidate string, N'r denotes a count of occurrences of character i within the target string,
N'. denotes a count of occurrences of character i within the candidate string, and wherein w; is
a character-specific weight of character i.

21.  The computer system of claim 20, wherein the inter-string distance is further
determined as a function of.
> we

Jjer-c

wherein character j occurs within the target string, but does not occur within the candidate
string, wj is a character-specific weight of character j, and c is a number selected according to
the string length of the target string.

22.  The computer system of claim 13, wherein performing the first comparison comprises
determining an inter-string distance as a function of:
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§ w;i-C,

ieT-C

wherein T denotes the set of characters of the target string, C denotes the set of characters of
the candidate string, wherein character i occurs within the target string, but does not occur
within the candidate string, w; is a character-specific weight of character i, and ¢ is a number
selected according to the string length of the target string.

23.  The computer system of claim 13, wherein the electronic communication comprises a
blog comment.

24.  The computer system of claim 13, wherein the electronic communication comprises a
message posted on a social network site.

25. A method comprising:

employing at least one processor of a computer system to receive an electronic
communication;

in response to receiving the electronic communication, employing the at least one processor
to extract a target string from the electronic communication;

employing the at least one processor to transmit the target string to an anti-spam server; and

in response to transmitting the target string, employing the at least one processor to receive a
target label indicative of whether the electronic communication is spam or non-spam,
wherein the target label is determined at the anti-spam server and wherein determining the
target label comprises:

employing the anti-spam server to select a plurality of candidate strings from a corpus of
reference strings, wherein selecting the plurality of candidate strings comprises:

comparing a string length of the target string to a string length of a reference string of the
corpus, and

in response, selecting the reference string into the plurality of candidate strings according to a
result of the comparison of string lengths;

in response to selecting the candidate strings, employing the anti-spam server to perform a
first comparison between the target string and a candidate string of the plurality of candidate
strings, and a second comparison between the target string and the candidate string; and

employing the anti-spam server to determine the target label according to a result of the first
comparison and the second comparison,
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wherein the first comparison comprises comparing, for each character of a plurality of
distinct alphanumeric characters, a count of occurrences of the each character within the
target string to a count of occurrences of the each character within the reference string,
wherein the count of occurrences of the each character within the target string is determined
without regard to a position of the each character relative to other characters within the target
string, and

wherein the second comparison comprises comparing a timestamp of the electronic
communication to a timestamp of another electronic communication containing the candidate
string.

26. A method comprising:

in response to receiving a target string forming part of an electronic communication,
employing at least one processor of a computer system to select a plurality of candidate
strings from a corpus of reference strings, wherein selecting the plurality of candidate strings
comprises:

comparing a string length of the target string to a string length of a reference string of the
corpus, and

in response, select the reference string into the plurality of candidate strings according to a
result of the comparison of string lengths;

in response to selecting the candidate strings, employing the at least one processor to
determine an inter-string distance separating the target string from a candidate string of the
plurality of candidate strings, the inter-string distance determined according to a count of
occurrences within the target string of each character of a plurality of distinct alphanumeric
characters, and according to a count of occurrences of the each character within the candidate
string, wherein the count of occurrences of the each character within the target string is
determined without regard to a position of the each character relative to other characters
within the target string; and

employing the at least one processor to determine whether the electronic communication is
spam or non-spam according to the inter-string distance.
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