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METHOD AND APPARATUS FOR IMAGE PROCESSING, 

ELECTRONIC DEVICE, AND STORAGE MEDIUM 

 

CROSS-REFERENCE TO RELATED APPLICATION 

[ 0001] The disclosure is filed based upon and claims priority to Chinese patent 

application No. 201810757714.5, filed on July 11, 2018, the disclosure of which is 

hereby incorporated by reference in its entirety. 

 

TECHNICAL FIELD 

[ 0002] The disclosure relates to the technical field of computer vision, and more 

particularly to a method and an apparatus for image processing, an electronic device, and 

a storage medium. 

 

BACKGROUND 

[ 0003] Along with the rapid development of Internet technologies, computer-vision-

based image processing technologies have experienced unprecedented development and 

been applied to various fields. For example, face recognition technologies are extensively 

applied to scenarios such as identity authentication. However, the security of face-image-

based identity authentication needs to be further improved. 

 

SUMMARY 

[ 0004] In view of this, embodiments of the disclosure provide an image processing 

technical solution. 

[ 0005] According to an aspect of the embodiments of the disclosure, a method for 
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image processing is provided, which includes the following operations. A target region 

image may be acquired, the target region image including at least one target object. A 

state of each of the at least one target object may be determined based on the target 

region image, the state including eye-open and eye-closed. An identity authentication 

result may be determined based at least part on the state of each of the at least one target 

object. 

[ 0006] In some embodiments, it may be determined that the state of each of the target 

object may be eye-open or eye-closed, and the identity authentication result may be 

determined at least partially based on the state of each of the at least one target object. 

[ 0007] In some embodiments, recognition processing may be performed on the target 

region image to obtain the state of each of the at least one target object. For example, 

recognition processing may be performed on the target region image by use of a state 

recognition neural network to obtain state information of each of the at least one target 

object, the state information being configured to indicate the state of each of the at least 

one target object. For example, the state information may include an eye-open confidence 

or eye-closed confidence, or may include an identifier or indicator indicating the state. 

[ 0008] In some embodiments, the at least one target object may include at least one 

eye. 

[ 0009] In some embodiments, the at least one target object may include two eyes, and 

correspondingly, the target region image may be a region image including two eyes. For 

example, the target region image may be a face image or two region images of which 

each includes an eye, i.e., a left-eye region image and a right-eye region image. 

[ 0010] In some embodiments, feature extraction processing may be performed on the 

target region image to obtain feature information of the target region image, and the state 

of each of the at least one target object in the target region image may be determined 

based on the feature information of the target region image. 

[ 0011] In some embodiments, the operation that the identity authentication result is 

determined based at least part on the state of each of the at least one target object may 

include the following operation. Responsive to the at least one target object including a 



 
 

3 
 

target object of which a state is eye-open, it may be determined that identity 

authentication succeeds. 

[ 0012] In some embodiments, it may be determined that identity authentication 

succeeds at least partially responsive to the state of each of at least one target object 

being eye-open. For example, there is made such a hypothesis that the at least one target 

object is two target objects, and in such case, responsive to that a state of one target 

object is eye-open and a state of the other target object is eye-closed, or responsive to the 

state of each of the two target objects is eye-open, it may be determined that identity 

authentication succeeds. 

[ 0013] In some embodiments, face recognition may be performed based on a face 

image of a person corresponding to the target region image responsive to the at least one 

target object including the target object of which the state is eye-open. The identity 

authentication result may be determined based on a face recognition result. For example, 

it may be determined that identity authentication succeeds responsive to the face 

recognition result being that recognition succeeds, and it may be determined that identity 

authentication fails responsive to the face recognition result being that recognition fails. 

[ 0014] In some other embodiments, it may be determined that identity authentication 

succeeds only responsive to the state of each of the at least one target object is eye-open, 

or, it may be determined that identity authentication succeeds only under the condition 

that the state of each of the at least one target object is eye-open. In such case, if the at 

least one target object includes a target object of which the state is eye-closed, it may be 

determined that identity authentication fails. 

[ 0015] In some embodiments, before the operation that the state of each of the at least 

one target object is determined based on the target region image, the method may further 

include the following operation. Whether there is preset image information in a base 

database matched with an image to be recognized corresponding to the target region 

image is determined. The operation that the state of each of the at least one target object 

is determined based on the target region image may include the following operation. 

Responsive to there being the preset image information in the base database matched 

with the image to be recognized, the state of each of the at least one target object may be 



 
 

4 
 

determined. In some embodiments, the image to be recognized may be a face image or a 

human body image. 

[ 0016] In some embodiments, the method may further include that the following 

operation. Face recognition may be performed on the image to be recognized to obtain a 

face recognition result. 

[ 0017] The operation that the identity authentication result is determined based at least 

part on the state of each of the at least one target object may include the following 

operation. The identity authentication result is determined based at least part on the face 

recognition result and the state of each of the at least one target object. 

[ 0018] In an example, responsive to the face recognition result being that recognition 

succeeds and the at least one target object including the target object of which the state is 

eye-open, it may be determined that identity authentication succeeds. 

[ 0019] In another example, responsive to the face recognition result being that 

recognition fails or the state of each of the at least one target object is eye-closed, it may 

be determined that identity authentication fails. 

[ 0020] In some embodiments, the method may further include the following 

operations. Liveness detection may be performed on the image to be recognized to 

determine a liveness detection result. The operation that the identity authentication result 

may be determined based at least part on the face recognition result and the state of each 

of the at least one target object may include the following operation. The identity 

authentication result may be determined based on the face recognition result, the liveness 

detection result and the state of each of the at least one target object. 

[ 0021] In an example, responsive to the face recognition result being that recognition 

succeeds, the liveness detection result may indicate a living body and the at least one 

target object may include the target object of which the state is eye-open, it may be 

determined that identity authentication succeeds. 

[ 0022] In another example, responsive to the face recognition result being that 

recognition fails, or the liveness detection result indicating a non-living body or the state 
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of each of the at least one target object is eye-closed, it may be determined that identity 

authentication fails. 

[ 0023] In some embodiments, the operation that the identity authentication result may 

be determined based at least part on the state of each of the at least one target object may 

include the following operations. Responsive to the at least one target object including 

the target object of which the state is eye-open, face recognition may be performed on the 

image to be recognized to obtain the face recognition result. The identity authentication 

result may be determined based on the face recognition result. 

[ 0024] In some embodiments, the state of each of the at least one target object may be 

determined after face recognition of the image to be recognized succeeds, or, face 

recognition of the image to be recognition and determination of the state of each of the at 

least one target object may be executed at the same time, or, face recognition may be 

executed on the image to be recognized after the state of each of the at least one target 

object is determined. 

[ 0025] In some embodiments, whether there is reference image information in the 

base database matched with the image to be recognized  may be determined, and 

responsive to determining that there is the reference image information in the base 

database matched with the image to be recognized, it may be determined that face 

recognition succeeds. For example, preset image information in the base database may 

include preset image feature information, and whether there is the preset image 

information in the base database matched with the image to be recognized  may be 

determined based on a similarity between feature information of the image to be 

recognized and at least one piece of preset image feature information. 

[ 0026] In some embodiments, the operation that the target region image is acquired 

may include the following operation. The target region image in the image to be 

recognized may be acquired according to key point information corresponding to each of 

the at least one target object. 

[ 0027] In some embodiments, the target region image may include a first region 

image and a second region image, and the at least one target object may include a first 
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target object and a second target object. The operation that the target region image in the 

image to be recognized is acquired may include the following operations. The first region 

image in the image to be recognized may be acquired, the first region image including 

the first target object. Mirroring processing may be performed on the first region image 

to obtain the second region image, the second region image including the second target 

object. 

[ 0028] In some embodiments, the operation that the state of each of the at least one 

target object is determined based on the target region image may include that the 

following operations. The target region image may be processed to obtain a prediction 

result, the prediction result including at least one of image validity information of the 

target region image or state information of the at least one target object. The state of each 

of the at least one target object may be determined according to at least one of the image 

validity information or the state information of the at least one target object. 

[ 0029] In some embodiments, the image validity information of the target region 

image may be determined based on the feature information of the target region image, 

and the state of each of the at least one target object may be determined based on the 

image validity information of the target region image. 

[ 0030] In an example, the target region image may be processed by use of the neural 

network to output the prediction result. 

[ 0031] In some embodiments, the image validity information may indicate whether 

the target region image is valid. 

[ 0032] In some embodiments, the operation that the state of each of the at least one 

target object is determined according to at least one of the image validity information or 

the state information of the at least one target object may include the following operation. 

Responsive to the image validity information indicating that the target region image is 

invalid, it may be determined that the state of each of the at least one target object is eye-

closed. 

[ 0033] In an example, responsive to the image validity information indicating that the 

target region image is invalid, it may be determined that the state of each of the at least 
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one target object is eye-closed. 

[ 0034] In some embodiments, the operation that the state of each of the at least one 

target object is determined according to at least one of the image validity information or 

the state information of the at least one target object may include the following operation. 

Responsive to the image validity information indicating that the target region image is 

valid, the state of each of the at least one target object may be determined based on the 

state information of each of the at least one target object. 

[ 0035] In some embodiments, the image validity information may include a validity 

confidence, and the state information may include the eye-open confidence or the eye-

closed confidence. 

[ 0036] In an example, responsive to the validity confidence exceeding a first threshold 

and the eye-open confidence of the target object exceeding a second threshold, it may be 

determined that the state of the target object is eye-open. 

[ 0037] In another example, responsive to that the validity confidence is lower than the 

first threshold, or the eye-open confidence of a certain target object is lower than the 

second threshold, it may  be determined that the state of the target object is eye-closed. 

[ 0038] In some embodiments, the operation that the target region image is processed 

to obtain the prediction result may include the following operations. Feature extraction 

processing may be performed on the target region image to obtain feature information of 

the target region image. The prediction result may be obtained according to the feature 

information of the target region image. 

[ 0039] In some embodiments, the operation that feature extraction processing is 

performed on the target region image to obtain the feature information of the target 

region image may include the following operation. Feature extraction processing may be 

performed on the target region image by use of a deep Residual Network (ResNet) to 

obtain the feature information of the target region image. 

[ 0040] In some embodiments, the method may further include the following operation. 

Responsive to determining that identity authentication succeeds, a terminal device may 
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be unlocked. In some embodiments, the method may further the following operation. 

Responsive to determining that identity authentication succeeds, a payment operation 

may be executed. 

[ 0041] In some embodiments, the operation that the state of each of the at least one 

target object is determined based on the target region image may include the following 

operation. The target region image is processed by use of an image processing network to 

obtain the state of each of the at least one target object. The method may further include 

the following operation. The image processing network may be trained according to 

multiple sample images. 

[ 0042] In some embodiments, the operation that the image processing network is 

trained according to the multiple sample images may include the following operations. 

The multiple sample images may be preprocessed to obtain multiple preprocessed sample 

images. The image processing network may be trained according to the multiple 

preprocessed sample images. 

[ 0043] In some embodiments, the operation that the image processing network is 

trained according to the multiple sample images may include the following operations. 

The sample image may be input to the image processing network for processing to obtain 

a prediction result corresponding to the sample image. Model loss of the image 

processing network may be determined according to the prediction result and labeling 

information corresponding to the sample image. A network parameter value of the image 

processing network may be regulated according to the model loss. 

[ 0044] In some embodiments, the method may further include the following 

operations. Multiple initial sample images and labeling information of the multiple initial 

sample images may be acquired. Conversion processing may be performed on at least 

one initial sample image in the multiple initial sample images to obtain at least one 

extended sample image, conversion processing including at least one of occluding, image 

exposure changing, image contrast changing or transparentizing processing. Labeling 

information of the at least one extended sample image may be obtained based on 

conversion processing executed on the at least one initial sample image and the labeling 

information of the at least one initial sample image, the multiple sample images including 
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the multiple initial sample images and the at least one extended sample image. 

[ 0045] In some embodiments, the method may further include the following 

operations. A test sample may be processed by use of the image processing network to 

obtain a prediction result of the test sample. Threshold parameters of the image 

processing network may be determined based on the prediction result of the test sample 

and labeling information of the test sample. 

[ 0046] In some embodiments, the method may further include the following 

operations. 

[ 0047] The multiple initial sample images and the labeling information of the multiple 

initial sample images may be acquired. Conversion processing may be performed on the 

at least one initial sample image in the multiple initial sample images to obtain the at 

least one extended sample image, conversion processing including at least one of 

occluding, image exposure changing, image contrast changing or transparentizing 

processing. The labeling information of the at least one extended sample image may be 

obtained based on conversion processing executed on the at least one initial sample 

image and the labeling information of the at least one initial sample image. The image 

processing network may be trained based on a training sample set including the multiple 

initial sample images and the at least one extended sample image. 

[ 0048] According to an aspect of the embodiments of the disclosure, a method for 

image processing is provided, which may include the following operations. A target 

region image in an image to be recognized may be acquired, the target region image 

including at least one target object. Feature extraction processing may be performed on 

the target region image to obtain feature information of the target region image. A state 

of each of the at least one target object may be determined according to the feature 

information of the target region image, the state including eye-open and eye-closed. 

[ 0049] In some embodiments, the operation that the target region image in the image 

to be recognized is acquired may include the following operation. 

[ 0050] The target region image in the image to be recognized may be acquired 

according to key point information corresponding to each of the at least one target object. 
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[ 0051] In some embodiments, the target region image may include a first region 

image and a second region image, and the at least one target object may include a first 

target object and a second target object. 

[ 0052] The operation that the target region image in the image to be recognized is 

acquired may include the following operations. The first region image in the image to be 

recognized may be acquired, the first region image including the first target object. 

Mirroring processing may be performed on the first region image to obtain the second 

region image, the second region image including the second target object. 

[ 0053] In some embodiments, the operation that the state of each of the at least one 

target object is determined according to the feature information of the target region image 

may include the following operations. A prediction result may be obtained according to 

the feature information of the target region image, the prediction result including at least 

one of image validity information of the target region image or state information of the at 

least one target object. The state of each of the at least one target object may be 

determined according to at least one of the image validity information or the state 

information of the at least one target object. 

[ 0054] In some embodiments, the operation that the state of each of the at least one 

target object is determined according to at least one of the image validity information or 

the state information of the at least one target object may include the following operation. 

Responsive to the image validity information indicating that the target region image is 

invalid, it may be determined that the state of each of the at least one target object is eye-

closed. 

[ 0055] In some embodiments, the operation that the state of each of the at least one 

target object is determined according to at least one of the image validity information or 

the state information of the at least one target object may include the following operation. 

Responsive to that the image validity information indicating that the target region image 

is valid, the state of each of the at least one target object may be determined based on the 

state information of each of the at least one target object. 

[ 0056] In some embodiments, the image validity information may include a validity 
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confidence, and the state information may include an eye-open confidence. The operation 

that the state of each of the at least one target object is determined according to at least 

one of the image validity information or the state information of the at least one target 

object may include the following operation. Responsive to the validity confidence 

exceeding a first threshold and the eye-open confidence of the target object exceeding a 

second threshold, it may be determined that the state of the target object is eye-open. 

[ 0057] In some embodiments, the operation that feature extraction processing is 

performed on the target region image to obtain the feature information of the target 

region image may include the following operation. Feature extraction processing may be 

performed on the target region image by use of a deep ResNet to obtain the feature 

information of the target region image. 

[ 0058] According to an aspect of the embodiments of the disclosure, an apparatus for 

image processing is provided, which may include an image acquisition module, a state 

determination module and an authentication result determination module. 

[ 0059] The image acquisition module may be configured to acquire A target region 

image in an image to be recognized, the target region image including at least one target 

object. The state determination module may be configured to determine a state of each of 

the at least one target object based on the target region image, the state including eye-

open and eye-closed. The authentication result determination module may be configured 

to determine an identity authentication result based at least part on the state of each of the 

at least one target object. 

[ 0060] According to an aspect of the embodiments of the disclosure, an apparatus for 

image processing is provided, which may include a target region image acquisition 

module, an information acquisition module and a determination module. The target 

region image acquisition module may be configured to acquire one or more target region 

images in an image to be recognized, the target region image including at least one target 

object. The information acquisition module may be configured to perform feature 

extraction processing on the target region image to obtain feature information of the 

target region image. The determination module may be configured to determine a state of 

each of the at least one target object according to the feature information of the target 
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region image, the state including eye-open and eye-closed. 

[ 0061] According to an aspect of the embodiments of the disclosure, an electronic 

device is provided, which may include a processor and a memory. The memory may be 

configured to store instructions executable for the processor, the processor being 

configured to execute the above mentioned method for image processing or any possible 

embodiment of the method for image processing. 

[ 0062] According to an aspect of the embodiments of the disclosure, a computer-

readable storage medium is provided, in which computer program instructions may be 

stored, the computer program instructions being executed by a processor to implement 

the above mentioned method for image processing or any possible embodiment of the 

method for image processing. 

[ 0063] In the embodiments of the disclosure, A target region image in the image to be 

recognized may be acquired, the state of each of the at least one target object in the target 

region image may be determined, and the identity authentication result may be 

determined based at least part on the state of each of the at least one target object, so that 

improvement of the identity authentication security is facilitated. 

[ 0064] According to the following detailed descriptions made to exemplary 

embodiments with reference to the drawings, other features and aspects of the disclosure 

may become clear. 

 

BRIEF DESCRIPTION OF THE DRAWINGS 

[ 0065] The drawings included in the specification and forming a part of the 

specification, together with the specification, show the exemplary embodiments, features 

and aspects of the disclosure and are adopted to explain the principle of the disclosure. 

[ 0066] FIG. 1 is a flowchart of a method for image processing according to 

embodiments of the disclosure. 

[ 0067] FIG. 2 is another flowchart of a method for image processing according to 
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embodiments of the disclosure. 

[ 0068] FIG. 3 is another flowchart of a method for image processing according to 

embodiments of the disclosure. 

[ 0069] FIG. 4 is another flowchart of a method for image processing according to 

embodiments of the disclosure. 

[ 0070] FIG. 5 is a schematic diagram of an image processing network configured to 

implement an image processing method according to embodiments of the disclosure. 

[ 0071] FIG. 6 is another flowchart of a method for image processing according to 

embodiments of the disclosure. 

[ 0072] FIG. 7 is a flowchart of a training method for an image processing network 

according to embodiments of the disclosure. 

[ 0073] FIG. 8 is another flowchart of a training method for an image processing 

network according to embodiments of the disclosure. 

[ 0074] FIG. 9 is another flowchart of an image processing method according to 

embodiments of the disclosure. 

[ 0075] FIG. 10 is another flowchart of an image processing method according to 

embodiments of the disclosure. 

[ 0076] FIG. 11 is another flowchart of a method for image processing according to 

embodiments of the disclosure. 

[ 0077] FIG. 12 is another flowchart of a method for image processing according to 

embodiments of the disclosure. 

[ 0078] FIG. 13 is another flowchart of a method for image processing according to 

embodiments of the disclosure. 

[ 0079] FIG. 14 is another flowchart of a method for image processing according to 

embodiments of the disclosure. 
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[ 0080] FIG. 15 is another flowchart of a method for image processing according to 

embodiments of the disclosure. 

[ 0081] FIG. 16 is another flowchart of a method for image processing according to 

embodiments of the disclosure. 

[ 0082] FIG. 17 is a flowchart of another method for image processing according to 

embodiments of the disclosure. 

[ 0083] FIG. 18 is another flowchart of another method for image processing according 

to embodiments of the disclosure. 

[ 0084] FIG. 19 is another flowchart of another method for image processing according 

to embodiments of the disclosure. 

[ 0085] FIG. 20 is another flowchart of another method for image processing according 

to embodiments of the disclosure. 

[ 0086] FIG. 21 is another flowchart of another method for image processing according 

to embodiments of the disclosure. 

[ 0087] FIG. 22 is an exemplary block diagram of an apparatus for image processing 

according to embodiments of the disclosure. 

[ 0088] FIG. 23 is another exemplary block diagram of an apparatus for image 

processing according to embodiments of the disclosure. 

[ 0089] FIG. 24 is an exemplary block diagram of another apparatus for image 

processing according to embodiments of the disclosure. 

[ 0090] FIG. 25 is another exemplary block diagram of another apparatus for image 

processing according to embodiments of the disclosure. 

[ 0091] FIG. 26 is an exemplary block diagram of an electronic device according to 

embodiments of the disclosure. 

[ 0092] FIG. 27 is another exemplary block diagram of an electronic device according 
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to embodiments of the disclosure. 

 

DETAILED DESCRIPTION 

[ 0093] Each exemplary embodiment, feature and aspect of the disclosure will be 

described below with reference to the drawings in detail. The same reference signs in the 

drawings represent components with the same or similar functions. Although each aspect 

of the embodiments is shown in the drawings, the drawings are not required to be drawn 

to scale, unless otherwise specified. Herein, special term "exemplary" refers to "use as an 

example, embodiment or description". Herein, any "exemplarily" described embodiment 

may not be explained to be superior to or better than other embodiments. In addition, for 

describing the disclosure better, many specific details are presented in the following 

specific implementation modes. It is understood by those skilled in the art that the 

disclosure may still be implemented even without some specific details. In some 

examples, methods, means, components and circuits known very well to those skilled in 

the art are not described in detail, to highlight the subject of the disclosure. 

[ 0094] FIG. 1 is a flowchart of a method for image processing according to 

embodiments of the disclosure. The method may be applied to an electronic device or a 

system. The electronic device may be provided as a terminal, a server or a device of 

another form, for example, a mobile phone, a tablet computer, and the like. As shown in 

FIG. 1, the method includes the following operations. 

[ 0095] In S101, A target region image in an image to be recognized is acquired, the 

target region image including at least one target object. 

[ 0096] In S102, a state of each of the at least one target object is determined based on 

the target region image, the state including eye-open and eye-closed. 

[ 0097] In S103, an identity authentication result is determined based at least part on 

the state of each of the at least one target object. 

[ 0098] According to the embodiments of the disclosure, the target region image in the 
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image to be recognized may be acquired, the state of each of the at least one target object 

in the target region image may be determined, and the identity authentication result may 

be determined based at least part on the state of each of the at least one target object. In 

such a manner, whether an identity authentication process is known to a present user may 

be determined based at least part on the state of each of the at least one target object, so 

that improvement of the identity authentication security is facilitated. For example, it 

may be determined that the state of the target object is eye-open or eye-closed, and the 

identity authentication result may be determined at least partially based on the state of 

each of the at least one target object. 

[ 0099] In some embodiments, recognition processing may be performed on the target 

region image to obtain the state of each of the at least one target object. For example, 

recognition processing may be performed on the target region image by use of a state 

recognition neural network to obtain state information of each of the at least one target 

object, the state information being configured to indicate the state of each of the at least 

one target object. The state recognition neural network may be trained according to a 

training sample set. For example, the state information may include an eye-open 

confidence or an eye-closed confidence, or may include an identifier indicating the state 

or an indicator indicating the state. A manner for determining the state information of 

each of the at least one target object, an information content and type of the state 

information and the like are not limited in the embodiment of the disclosure. 

[ 00100] In some embodiments, the at least one target object includes at least one eye. 

In some embodiments, the at least one target object may include two eyes, and 

correspondingly, the target region image may be a region image including two eyes. For 

example, the target region image may be a face image or two region images of which 

each includes an eye, i.e., a left-eye region image and a right-eye region image. No limits 

are made thereto in the embodiment of the disclosure. 

[ 00101] In some embodiments, feature extraction processing may be performed on the 

target region image to obtain feature information of the target region image, and the state 

of each of the at least one target object in the target region image may be determined 

based on the feature information of the target region image. 
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[ 00102] In an exemplary application scenario, in an identity authentication process, the 

electronic device (for example, a mobile phone of the user) may acquire a face image 

currently to be recognized or an image of a region nearby an eye in a human body image 

and then make an eye opening/closing judgment according to the image of the region 

nearby the eye to determine whether a state of each of at least one eye is open or closed. 

The mobile phone of the user may determine an identity authentication result based on 

the state of each of the at least one eye. For example, the mobile phone of the user may 

judge whether the present user knows present identity authentication according to an eye 

state result obtained by the eye opening/closing judgment. If the user knows present 

identity authentication, the identity authentication result indicating, for example, identity 

authentication succeeds or identity authentication fails, may be determined based on that 

the user knows present identity authentication. If the user does not know present identity 

authentication, the identity authentication result indicating, for example, identity 

authentication fails, may be determined based on that the user does not know present 

identity authentication. Therefore, the probability of occurrence of the condition that 

another person passes identity authentication in a manner of shooting the face image of 

the user and the like when the user knows nothing (for example, the user sleeps, the user 

is in a coma, or various conditions that cause the user knows nothing) may be reduced, 

and the identity authentication security is improved. 

[ 00103] In some embodiments, the electronic device may be any device such as a 

mobile phone, a pad, a computer, a server and the like. Descriptions are now made with 

the condition that the electronic device is a mobile phone as an example. For example, 

the mobile phone of the user may acquire a the target region image in the image to be 

recognized, the target region image including the at least one target object. The image to 

be recognized may be a real image, and for example, may be an original image or an 

image obtained by processing. No limits are made thereto in the embodiment of the 

disclosure. The target region image may be an image of a certain region in the image to 

be recognized, and for example, may be an image nearby the at least one target object in 

the image to be recognized. For example, the image to be recognized may be a face 

image, the at least one target object may include at least one eye, and the target region 

image may be an image nearby the at least one eye in the face image. It is to be 
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understood that the target region image in the image to be recognized may be acquired in 

multiple manners and no limits are made thereto in the embodiment of the disclosure. 

[ 00104] FIG. 2 is another flowchart of a method for image processing according to 

embodiments of the disclosure. In some embodiments, as shown in FIG. 2, S101 may 

include the following operation. 

[ 00105] In S1011, the target region image in the image to be recognized is acquired 

according to key point information corresponding to each of the at least one target object. 

[ 00106] For example, a key point positioning network configured to position face key 

points may be trained by deep learning (for example, the key point positioning network 

may include a convolutional neural network). The key point positioning network may 

determine the key point information corresponding to each of the at least one target 

object in the image to be recognized to determine a region where each of the at least one 

target object is located. For example, the key point positioning network may determine 

key point information of each of the at least one eye in the image to be recognized (for 

example, the face image) and determine a position of contour points of the at least one 

eye. Based on this, the image(s) nearby the at least one eye may be captured in a well-

known manner in the related art. For example, image processing may be performed 

according to the position, determined by the key point positioning network, of the 

contour points of the at least one eye to capture a rectangular image as the image nearby 

the at least one eye, thereby obtaining the image (the target region image) nearby the at 

least one eye in the image to be recognized (for example, the face image). In such a 

manner, the target region image is acquired according to the key point information 

corresponding to each of the at least one target object, so that the target region image 

may be acquired rapidly and accurately, the target region image including the at least one 

target object. A manner for determining the key point information corresponding to each 

of the at least one target object and a manner for acquiring the target region image in the 

image to be recognized according to the key point information are not limited in the 

embodiment of the disclosure. 

[ 00107] FIG. 3 is another flowchart of a method for image processing according to 

embodiments of the disclosure. In some embodiments, the target region image includes a 
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first region image and a second region image, and the at least one target object includes a 

first target object and a second target object. As shown in FIG. 3, S101 may include the 

following operations. 

[ 00108] In S1012, the first region image in the image to be recognized is acquired, the 

first region image including the first target object. 

[ 00109] In S1013, mirroring processing is performed on the first region image to obtain 

the second region image, the second region image including the second target object. 

[ 00110] For example, the target region image may include two target objects, i.e., the 

first target object and the second target object respectively. For example, the face image 

includes a right eye (for example, the first target object) and a left eye (for example, the 

second target object). The target region image may also include the first region image 

(for example, a region including the first target object) and the second region image (for 

example, a region including the second target object). 

[ 00111] In the process of acquiring the target region image in the image to be 

recognized (S101), the first region image and the second region image may be acquired 

respectively. For example, the first region image in the image to be recognized may be 

acquired, the first region image including the first target object. For example, as 

mentioned above, the first region image in the image to be recognized may be acquired 

according to the key point information corresponding to the first target object. 

[ 00112] In some embodiments, the second region image may be acquired based on the 

acquired first region image in the image to be recognized. For example, mirroring 

processing may be performed on the first region image to obtain the second region image, 

the second region image including the second target object. For example, an image 

nearby the right eye in the face image may be acquired (for example, the first region 

image is a rectangular image). It is to be understood that the left eye and right eye in the 

face image are symmetric. Mirroring processing may be performed on the rectangular 

image to acquire an image (for example, the second region image the same as the first 

region image in shape and size) nearby the left eye in the face image. Therefore, the first 

region image and second region image in the target region image may be acquired 
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relatively rapidly. It is to be understood that, when the target region image includes the 

first region image and the second region image, the operation that the target region image 

in the image to be recognized is acquired may also be implemented in a manner that the 

first region image and the second region image are acquired according to the key point 

information corresponding to the first target object and the key point information 

corresponding to the second target object respectively. The manner for acquiring the 

target region image in the image to be recognized, the number of region images 

comprised in the target region image and the like are not limited in the embodiment of 

the disclosure. 

[ 00113] As shown in FIG. 1, in S102, the state of each of the at least one target object 

is determined based on the target region image, the state including eye-open and eye-

closed. 

[ 00114] For example, the eye opening/closing judgment may be judged according to 

the target region image to determine whether the state of each of the at least one eye in 

the target region image is open or closed. For example, the target region image includes 

the first region image and the second region image, the first region image includes the 

right eye, and the second region image includes the left eye. The mobile phone of the 

user, when acquiring the target region image (including the first region image and the 

second region image), may determine whether state of each of the right eye and the left 

eye is open or closed based on the first region image and the second region image 

respectively. It is to be understood that the state of each of the at least one target object 

may be determined based on the target region image in multiple manners and no limits 

are made thereto in the embodiment of the disclosure. 

[ 00115] FIG. 4 is another flowchart of a method for image processing according to 

embodiments of the disclosure. In some embodiments, as shown in FIG. 4, S102 may 

include the following operation. 

[ 00116] In S1021, the target region image is processed to obtain a prediction result, the 

prediction result including at least one of image validity information of the target region 

image or state information of the at least one target object. 
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[ 00117] In an example, the target region image may be processed by use of the neural 

network to output the prediction result. 

[ 00118] The image validity information may be configured to represent a validity 

condition of the target region image. For example, the image validity information may 

indicate whether the target region image is valid, and for example, may be configured to 

indicate that the target region image is valid or invalid. The state information of the target 

object may be configured to represent that the state of the target object is eye-open or 

eye-closed. At least one of the image validity information of the target region image or 

the state information of the at least one target object may be configured to determine the 

state of each of the at least one target object. For example, the mobile phone of the user 

acquires the target region image, and the mobile phone of the user may process the target 

region image to obtain the prediction result. The prediction result may include the image 

validity information or include the state information of the at least one target object, or 

may include both the image validity information and the state information of the at least 

one target object. For example, for the target region image acquired by the mobile phone 

of the user, there may be various conditions such as the eye is occluded or the target 

region image is blurry, the mobile phone of the user may process the target region image 

to obtain the prediction result, for example, obtaining a prediction result including the 

image validity information, and the image validity information may indicate that the 

target region image is invalid. 

[ 00119] In some embodiments, the operation that the target region image is processed 

to obtain the prediction result, the prediction result including at least one of the image 

validity information of the target region image or the state information of the at least one 

target object (S1021) may include the following operations. Feature extraction processing 

is performed on the target region image to obtain the feature information of the target 

region image; and the prediction result is obtained according to the feature information. 

For example, the mobile phone of the user may perform feature extraction processing on 

the target region image to obtain the feature information of the target region image. It is 

to be understood that the feature information of the target region image may be acquired 

in multiple manners. For example, feature extraction processing may be performed on the 

target region image through a convolutional neural network to obtain the feature 
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information of the target region image. No limits are made thereto in the embodiment of 

the disclosure. Then, a relatively accurate prediction result may be obtained through the 

feature information. 

[ 00120] In some embodiments, feature extraction processing may be performed on the 

target region image by use of a deep ResNet to obtain the feature information of the 

target region image. 

[ 00121] FIG. 5 is a schematic diagram of an example of an image processing network 

configured to implement a method for image processing according to embodiments of the 

disclosure. There is made such a hypothesis that the image processing network is a 

ResNet-based deep ResNet, but it is understood by those skilled in the art that the image 

processing network may also be implemented by another type of neural network. No 

limits are made thereto in the embodiment of the disclosure. 

[ 00122] As shown in FIG. 5, the deep ResNet includes a convolutional layer 51, 

configured to extract basic information of an input image (for example, the target region 

image) and reduce a feature map dimensionality of the input image. The deep ResNet 

further includes two ResNet blocks 52 (for example, a ResNet block 1 and a ResNet 

block 2). The ResNet block 52 includes a residual unit, and the residual unit may reduce 

the complexity of a task without changing an overall input/output of the task. The ResNet 

block 1 may include one or more convolutional layers and one or more Batch 

Normalization (BN) layers, and may be configured to extract the feature information. 

The ResNet block 2 may include one or more convolutional layers and one or more BN 

layers, and may be configured to extract the feature information. The ResNet block 2 

may structurally include one more convolutional layer and BN layer than the ResNet 

block 1, so that the ResNet block 2 may further be configured to reduce the feature map 

dimensionality. In such a manner, the feature information of the target region image may 

be obtained relatively accurately by use of the deep ResNet. It is to be understood that 

feature extraction processing may be performed on the target region image by use of any 

convolutional neural network structure to obtain the feature information of the target 

region image and no limits are made thereto in the embodiment of the disclosure. 

[ 00123] In some embodiments, the prediction result may be obtained according to the 
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feature information. 

[ 00124] For example, analytic processing may be performed according to the feature 

information to obtain the prediction result. Descriptions are now made with the condition 

that the prediction result includes both the image validity information of the target region 

image and the state information of the at least one target object as an example. For 

example, as shown in FIG. 5, the deep ResNet may further include a fully connected 

layer 53, for example, including three fully connected layers. The fully connected layer 

may perform dimensionality reduction processing on the feature information of the target 

region image, for example, reducing from three dimensions to two dimensions, and 

simultaneously retain useful information. 

[ 00125] As shown in FIG. 5, the deep ResNet may further include an output 

segmentation layer 54, and the output segmentation layer may perform output 

segmentation processing on an output of the last fully connected layer to obtain the 

prediction result. For example, output segmentation processing is performed on the 

output of the last fully connected layer to obtain two prediction results to obtain the 

image validity information 55 of the target region image and the state information 56 of 

the at least one target object respectively. Therefore, the prediction result may be 

obtained relatively accurately. It is to be understood that the target region image may be 

processed in multiple manners to obtain the prediction result, not limited to the above 

example. 

[ 00126] As shown in FIG. 4, in S1022, the state of each of the at least one target object 

is determined according to at least one of the image validity information or the state 

information of the at least one target object. 

[ 00127] In some embodiments, the image validity information of the target region 

image may be determined based on the feature information of the target region image, 

and the state of each of the at least one target object may be determined based on the 

image validity information of the target region image. For example, the feature 

information of the target region image may be acquired. For example, feature extraction 

may be performed on the target region image through the trained neural network to 

obtain the feature information of the target region image, and the image validity 
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information of the target region image may be determined according to the feature 

information of the target region image. For example, the feature information of the target 

region image is processed, for example, input to a fully connected layer of the neural 

network for processing, to obtain the image validity information of the target region 

image. The state of each of the at least one target object is determined based on the image 

validity information of the target region image. A manner for determining the feature 

information of the target region image, a manner for determining the image validity 

information of the target region image, and a manner for determining the state of each of 

the at least one target object based on the image validity information of the target region 

image are not limited in the disclosure. 

[ 00128] For example, if the mobile phone of the user acquires the image validity 

information, the mobile phone of the user may determine the state of each of the at least 

one target object according to the image validity information. If the mobile phone of the 

user acquires the state information of the at least one target object, the mobile phone of 

the user may determine the state of each of the at least one target object according to the 

state information of the at least one target object. If the mobile phone of the user acquires 

both the image validity information and the state information of the at least one target 

object, the state of each of the at least one target object may be determined according to 

at least one of the image validity information or the state information of the at least one 

target object. Therefore, the state of each of the at least one target object may be 

determined in multiple manners. A manner for determining the state of each of the at 

least one target object according to the prediction result is not limited in the disclosure. 

[ 00129] In some embodiments, the operation that the state of each of the at least one 

target object is determined according to at least one of the image validity information or 

the state information of the at least one target object (S1022) may include the following 

operation. 

[ 00130] Under the condition that the image validity information indicates that the target 

region image is invalid, it is determined that the state(s) of the at least one target object 

is/are eye-closed, or, responsive to that the image validity information indicates that the 

target region image is invalid, it is determined that the state(s) of the at least one target 
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object is/are eye-closed. In an example, responsive to that the image validity information 

indicates that the target region image is invalid, it is determined that the state of each of 

the at least one target object is eye-closed. 

[ 00131] In some embodiments, the operation that the state of each of the at least one 

target object is determined according to at least one of the image validity information or 

the state information of the at least one target object (S1022) may include the following 

operation. Responsive to the image validity information indicating that the target region 

image is valid, the state of each of the at least one target object is determined based on 

the state information of each of the at least one target object. 

[ 00132] In some embodiments, the operation that the state of each of the at least one 

target object is determined according to at least one of the image validity information or 

the state information of the at least one target object includes the following operation. 

Responsive to the image validity information indicating that the target region image is 

valid, the state of each of the at least one target object is determined based on the state 

information of each of the at least one target object. For example, responsive to the 

prediction result acquired by the mobile phone of the user including the image validity 

information and the image validity information indicating that the target region image is 

invalid, it may be determined that the state of each of the at least one target object is eye-

closed. 

[ 00133] In some embodiments, the image validity information may include a validity 

confidence, the validity confidence being information configured to indicate a probability 

that the image validity information is valid. For example, a first threshold configured to 

judge whether the target region image is valid or invalid may be preset. For example, 

when the validity confidence in the image validity information is lower than the first 

threshold, it may be determined that the target region image is invalid, and when the 

target region image is invalid, it may be determined that the state of each of the at least 

one target object is eye-closed. In such a manner, the state of each of the at least one 

target object may be determined rapidly and effectively. A manner for determining that 

the image validity information indicates that the target region image is invalid is not 

limited in the disclosure. 
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[ 00134] In some embodiments, the state information of the target object may include an 

eye-open confidence or an eye-closed confidence. The eye-open confidence is 

information configured to indicate a probability that the state of the target object is eye-

opened, and the eye-closed confidence is information configured to indicate a probability 

that the state of the target object is eye-closed. In some embodiments, the operation that 

the state of each of the at least one target object is determined according to at least one of 

the image validity information or the state information of the at least one target object 

(S1022) may include the following operation. Responsive to the validity confidence 

exceeding the first threshold and the eye-open confidence of the target object exceeding a 

second threshold, it is determined that the state of the target object is eye-open. 

[ 00135] In another example, responsive to the validity confidence being lower than the 

first threshold or the eye-open confidence of a certain target object being lower than the 

second threshold, it is determined that the state of the target object is eye-closed. For 

example, the second threshold configured to judge that the state(s) of the at least one 

target object is/are eye-open or eye-closed may be preset. For example, when the eye-

open confidence(s) in the state information exceeds the second threshold, it may be 

determined that the state(s) of the at least one target object is/are eye-open, and when the 

eye-open confidence(s) in the state information is/are lower than the second threshold, it 

may be determined that the state(s) of the at least one target object is/are eye-closed. 

Under the condition that the validity confidence in the image validity information in the 

prediction result exceeds the first threshold (in such case, the image validity information 

indicates that the target region image is valid) and the eye-open confidence(s) of the 

target object(s) exceeds the second threshold (in such case, the state information indicates 

that the state(s) of the at least one target object is/are eye-open), the mobile phone of the 

user may determine that the state(s) of the target object(s) is/are eye-open. Under the 

condition that the validity confidence in the image validity information in the prediction 

result is lower than the first threshold or the eye-open confidence of a certain target 

object is lower than the second threshold, it may be determined that the state of the target 

object is eye-closed. In such a manner, the state(s) of the at least one target object may be 

determined relatively accurately to judge whether the user knows identity authentication. 

It is to be understood that the first threshold and the second threshold may be set by the 
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system. A determination manner for the first threshold and the second threshold and 

specific numerical values of the first threshold and the second threshold are not limited in 

the disclosure. 

[ 00136] FIG. 6 is another flowchart of a method for image processing according to 

embodiments of the disclosure. In some embodiments, as shown in FIG. 6, S102 may 

include the following operation. 

[ 00137] In S1023, the target region image is processed by use of an image processing 

network to obtain the state of each of the at least one target object. 

[ 00138] The image processing network may be acquired from another device, for 

example, acquired from a cloud platform or acquired from a software storage medium. In 

some optional embodiments, the image processing network may also be pretrained by the 

electronic device executing the method for image processing, and correspondingly, the 

method may further include the following operation. In S104, the image processing 

network is trained according to multiple sample images. 

[ 00139] The image processing network may include the abovementioned deep ResNet, 

and the image processing network may be trained according to the multiple sample 

images. The target region image may be input to the trained image processing network 

and processed to obtain the state of each of the at least one target object. Therefore, the 

state of each of the at least one target object may be obtained relatively accurately 

through the image processing network trained according to the multiple sample images. 

A structure of the image processing network, a process of training the image processing 

network according to the multiple sample images and the like are not limited in the 

disclosure. 

[ 00140] FIG. 7 is a flowchart of a training method for an image processing network 

according to embodiments of the disclosure. In some embodiments, as shown in FIG. 7, 

S104 may include the following operations. 

[ 00141] In S1041, the multiple sample images are preprocessed to obtain multiple 

preprocessed sample images. 
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[ 00142] In S1042, the image processing network is trained according to the multiple 

preprocessed sample images. 

[ 00143] For example, the multiple sample images may be preprocessed by operations 

of, for example, translation, rotation, scaling and motion blurring addition to obtain the 

multiple preprocessed sample images, thereby training and obtaining the image 

processing network applicable to various complex scenarios according to the multiple 

preprocessed sample images. In the process of preprocessing the multiple sample images 

to obtain the multiple preprocessed sample images, labeling information of part of 

sample images is not required to be changed, and labeling information of part of sample 

images is required to be changed. The labeling information may be information manually 

labeled for network training according to a state of the sample image (for example, 

whether the sample image is valid and whether a state of a target object in the sample 

image is eye-open or eye-closed). For example, if the sample image is blurry, the labeling 

information may include image validity information, and the manually labeled image 

validity information indicates that the sample image is invalid, etc. For example, in the 

process of preprocessing the multiple sample images, the labeling information of the 

sample images obtained after the operation of motion blurring addition is executed for 

preprocessing may be controlled to be changed, and the labeling information of the 

sample images obtained after other operations are executed for preprocessing is not 

required to be changed. 

[ 00144] For example, the image processing network may be trained according to the 

multiple preprocessed sample images. For example, the image processing network is 

trained by taking the multiple preprocessed sample images as training samples and taking 

the labeling information corresponding to the multiple preprocessed sample images as 

supervisory information for training of the image processing network. In such a manner, 

an image processing network applicable to multiple complex scenarios may be trained to 

improve the image processing accuracy. A preprocessing manner, a labeling manner, a 

form of the labeling information and the specific process of training the image processing 

network according to the multiple preprocessed sample images are not limited in the 

disclosure. 
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[ 00145] FIG. 8 is another flowchart of a training method for an image processing 

network according to embodiments of the disclosure. A processing flow corresponding to 

a certain sample image in the multiple sample images is as follows. 

[ 00146] In S1043, the sample image is input to the image processing network and 

processed to obtain a prediction result corresponding to the sample image. 

[ 00147] In S1044, model loss of the image processing network is determined according 

to the prediction result and labeling information corresponding to the sample image. 

[ 00148] In S1045, a network parameter value of the image processing network is 

regulated according to the model loss. 

[ 00149] For example, the sample image may be input to the image processing network 

and processed to obtain the prediction result corresponding to the sample image, the 

model loss of the image processing network may be determined according to the 

prediction result and the labeling information corresponding to the sample image, and the 

network parameter value of the image processing network may be regulated according to 

the model loss. For example, the network parameter value is regulated by a backward 

gradient algorithm and the like. It is to be understood that the network parameter value of 

the feature extraction network may be regulated appropriately and no limits are made 

thereto in the embodiment of the disclosure. After regulation is performed for many 

times and if a preset training condition is met, for example, a regulation frequency 

reaches a preset training frequency threshold, or the model loss is less than or equal to a 

preset loss threshold, a present image processing network may be determined as a final 

image processing network, thereby completing the training process of the feature 

extraction network. It is to be understood that those skilled in the art may set the training 

condition and the loss threshold according to a practical condition and no limits are made 

thereto in the embodiment of the disclosure. In such a manner, an image processing 

network capable of accurately obtaining the state of each of the at least one target object 

may be trained. 

[ 00150] FIG. 9 is another flowchart of a method for image processing according to 

embodiments of the disclosure. In the example, there is made such a hypothesis that the 
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image processing network is pretrained and tested by the electronic device. However, it is 

understood by those skilled in the art that the training method, testing method and 

application method for the neural network may be executed by the same device or 

executed by different devices respectively. No limits are made thereto in the embodiment 

of the disclosure. 

[ 00151] In S105, multiple initial sample images and labeling information of the 

multiple initial sample images are acquired. For example, the multiple initial sample 

images may be multiple initial sample images obtained by capturing the image to be 

recognized (training sample set images in the image to be recognized). For example, if 

the trained image processing network is expected to be configured to process the target 

region image (for example, the image nearby the eye(s) in the face image), the training 

sample set images (for example, face images) in the image to be recognized may be 

captured to obtain target region images (images nearby the eye(s) in the face image) in 

the training sample set image, and the acquired target region images in the training 

sample set images are determined as the multiple initial sample images. 

[ 00152] In some embodiments, eye key points of the face in the image to be recognized 

may be labeled, for example, key points nearby the eye are labeled, and the image nearby 

the eye is captured, for example, an image nearby an eye is captured as a rectangular 

image and a mirroring operation is executed to capture a rectangular image nearby the 

other eye, thereby obtaining multiple initial sample images. 

[ 00153] In some embodiments, the multiple initial sample images may be manually 

labeled. For example, image validity information of the initial sample image and the state 

information may be labeled according to whether the initial sample image is valid (for 

example, whether the image is clear and whether the eye in the image is clear) and 

whether a state of the eye is open or closed. For example, for a certain initial sample 

image, if the image and the eye are clear and the eye is in an open state, labeling 

information obtained by labeling may be valid (representing that the image is valid) and 

open (representing that the eye is in the open state). The labeling manner and the form of 

the labeling information are not limited in the disclosure. In S106, conversion processing 

is performed on at least one initial sample image in the multiple initial sample images to 
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obtain at least one extended sample image, conversion processing including at least one 

of occluding, image exposure changing, image contrast changing or transparentizing 

processing. For example, part or all of the initial sample images may be extracted from 

the multiple initial sample images, and conversion processing is performed on the 

extracted initial sample images according to complex conditions probably occurring in a 

Red Green Blue (RGB) color mode and an Infrared Radiation (IR) camera shooting 

scenario (for example, various IR camera and RGB camera-based self-timer scenarios). 

For example, conversion processing including, but not limited to, at least one of 

occluding, image exposure changing, image contrast changing or transparentizing 

processing may be performed to obtain the at least one extended sample image. 

[ 00154] In S107, labeling information of the at least one extended sample image is 

obtained based on conversion processing executed on the at least one initial sample 

image and the labeling information of the at least one initial sample image, the multiple 

sample images including the multiple initial sample images and the at least one extended 

sample image. For example, after conversion processing is executed on the at least one 

initial sample image, the labeling information of the at least one extended sample image 

may be obtained based on a conversion processing manner and the labeling information 

of the at least one initial sample image. For example, for an initial sample image 1, if the 

image and the eye are clear and the eye is in the open state, labeling information of the 

initial sample image 1 may be valid and open. For an extended sample image obtained 

after transparentizing processing is performed on the initial sample image 1, if the image 

and the eye are still clear and the eye is still in the open state, labeling information of the 

extended sample image is the same as the labeling information of the initial sample 

image 1. 

[ 00155] In some embodiments, for an initial sample image 2, if the image and the eye 

are clear and the eye is in the open state, labeling information of the initial sample image 

2 may be valid (representing that the image is valid) and open (representing that the eye 

is in the open state). For an extended sample image obtained after conversion processing 

(for example, the eye is occluded) is performed on the initial sample image 2, if the eye is 

no more clear, labeling information, that is invalid (representing that the image is invalid) 

and close (representing that the eye is in a closed state), of the extended sample image 
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may be obtained based on the initial sample image 2 according to a condition after 

conversion processing. 

[ 00156] In some embodiments, the multiple initial sample images and the at least one 

extended sample image may be determined as the multiple sample images. For example, 

500,000 initial sample images are acquired according to the training sample set in the 

image to be recognized, and conversion processing is performed on 200,000 initial 

sample images therein to obtain 200,000 extended sample images. In such case, the 

500,000 initial sample images and the 200,000 extended sample images may be 

determined as multiple (700,000) images configured to train the image processing 

network. Therefore, multiple sample images with many complex conditions may be 

obtained. The number of the initial sample images and the number of the extended 

sample images are not limited in the disclosure. 

[ 00157] By determining the multiple initial sample images and the at least one 

extended sample image as the multiple sample images, a training dataset configured to 

train the image processing network is extended, so that the trained image processing 

network may be applied to various relatively complex scenarios, and the processing 

capability of the image processing network may be improved. For example, conversion 

processing is performed on the multiple initial sample images according to a complex 

condition probably occurring in an RGB color mode-based camera shooting scenario to 

obtain the at least one extended sample image, and through the image processing network 

trained by the sample images including the extended sample image, the state of each of 

the at least one target object in the target region image in the image to be recognized of 

the RGB color mode-based camera shooting scenario may be determined relatively 

accurately to ensure the robustness and accuracy of the image processing method of the 

embodiments of the disclosure. A determination manner for the multiple sample images 

is not limited in the disclosure. 

[ 00158] FIG. 10 is another flowchart of a method for image processing according to 

embodiments of the disclosure. In some embodiments, as shown in FIG. 10, the method 

further includes the following operations. 

[ 00159] In S108, a test sample is processed by use of the image processing network to 
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obtain a prediction result of the test sample. 

[ 00160] In S109, threshold parameters of the image processing network are determined 

based on the prediction result of the test sample and labeling information of the test 

sample. The threshold parameter may be a threshold required to be used in the process of 

determining the state of each of the at least one target object by use of the image 

processing network. For example, the abovementioned first threshold and second 

threshold may be included. The number and type of the threshold parameters are not 

limited in the embodiment of the disclosure. 

[ 00161] Descriptions are now made with the condition that the target region image 

includes the first region image and the second region image, the first region image 

includes the right eye, the second region image includes the left eye and the prediction 

result includes both the image validity information and the state information as an 

example. For example, the test sample may be processed by use of the image processing 

network to obtain the prediction result of the test sample. For example, the image validity 

information and state information of the right eye and the image validity information and 

state information of the left eye are obtained respectively. 

[ 00162] In some embodiments, the threshold parameters of the image processing 

network may be determined based on a prediction result of the right eye (the image 

validity information and state information of the right eye), a prediction result of the left 

eye (the image validity information and state information of the left eye) and the labeling 

information of the test sample. For example, prediction results of multiple test samples 

may be output to a text file, and the prediction results of the multiple test samples are 

compared with labeling information of the test samples to determine the first threshold 

and the second threshold respectively. Descriptions are now made with the condition that 

the first threshold is determined according to image validity information in the prediction 

results of the multiple test samples and image validity information in the labeling 

information of the test samples as an example. 

[ 00163] In some embodiments, a value of F1 may be determined according to a 

precision ratio and a recall ratio, and a threshold corresponding to a maximum value of 

F1 is determined as the first threshold. The precision ratio is configured to represent a 
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proportion of actually positive examples in divided positive examples, and the recall ratio 

is configured to represent the number of positive examples that are divided into positive 

examples. A positive example may refer to that image validity information exceeds a 

present threshold, and labeling information is valid (representing that the image is valid). 

[ 00164] An exemplary determination formula (1) for the value of F1 is provided below: 

[ 00165]  (1). 

[ 00166] In the formula (1), Ps represents the precision ratio, and Rc represents the 

recall ratio. 

[ 00167] An exemplary determination formula (2) for the precision ratio Ps is provided 

below: 

[ 00168]  (2). 

[ 00169] In the formula (2), Ps represents the precision ratio,  represents a numerical 

value indicating the number of the samples of which the image validity information 

exceeds the present threshold and the labeling information is valid (representing that the 

image is valid), and  represents a numerical value indicating the number of the samples 

of which the image validity information exceeds the preset threshold and the labeling 

information is invalid (representing that the image is invalid). 

[ 00170] An exemplary determination formula (3) for the recall ratio Rc is provided 

below: 

[ 00171]  (3). 

[ 00172] In the formula (3), Rc represents the recall ratio,  represents a numerical 

value indicating the number of the samples of which the image validity information 

exceeds the present threshold and the labeling information is valid (representing that the 
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image is valid), and  represents a numerical value indicating the number of the samples 

of which the image validity information is lower than the preset threshold and the 

labeling information is valid (representing that the image is valid). It is to be understood 

that, if a threshold (present threshold) is given, the numerical values of ,  and  may 

be determined according to the image validity information and the image validity 

information in the labeling information of the test samples respectively, and the precision 

ratio Ps and the recall ratio Rc may be determined according to the numerical values of 

,  and  and according to the formulae (2) and (3). A corresponding value of F1 

under the present given threshold may be determined according to the formula (1), the 

precision ratio Ps and the recall ratio Rc. Apparently, there may be a threshold 

corresponding to the maximum value of F1, and in such case, the threshold is determined 

as the first threshold. 

[ 00173] In some embodiments, a value of Mx may be determined according to a true 

positive rate and a false positive rate, and a threshold corresponding to a maximum value 

of Mx is determined as the first threshold. The true positive rate is configured to 

represent the number of positive examples that are divided into positive examples, and 

the false positive rate is configured to represent the number of counter examples that are 

divided into positive examples. A positive example may refer to that image validity 

information exceeds the present threshold, and labeling information is valid (representing 

that the image is valid). A counter example may refer to that image validity information 

exceeds the present threshold, and labeling information is invalid (representing that the 

image is invalid). 

[ 00174] An exemplary determination formula (4) for the value of Mx is provided below: 

[ 00175]  (4). 

[ 00176] In the formula (4), Tpr represents the true positive rate, and Fpr represents the 

false positive rate. 

[ 00177] An exemplary determination formula (5) for the true positive rate Tpr is 

provided below: 
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[ 00178]  (5). 

[ 00179] In the formula (5), Tpr represents the true positive rate,  represents a 

numerical value indicating the number of the samples of which the image validity 

information exceeds the present threshold and the labeling information is valid 

(representing that the image is valid), and  represents a numerical value indicating the 

number of the samples of which the image validity information is less than or equal to 

the preset threshold and the labeling information is valid (representing that the image is 

valid). 

[ 00180] An exemplary determination formula (6) for the false positive rate Fpr is 

provided below: 

[ 00181]  (6). 

[ 00182] In the formula (6), Fpr represents the false positive rate,  represents a 

numerical value indicating the number of the samples of which the image validity 

information is lower than the present threshold and the labeling information is invalid 

(representing that the image is invalid), and  represents a numerical value indicating 

the number of the samples of which the image validity information is greater than the 

preset threshold and the labeling information is invalid (representing that the image is 

invalid). 

[ 00183] It is to be understood that, if a threshold (present threshold) is given, the 

numerical values of , ,  and  may be determined according to the image validity 

information and the image validity information in the labeling information of the test 

samples respectively, and the true positive rate Tpr and the false positive rate Fpr may be 

determined according to the numerical values of , ,  and  and according to the 

formulae (5) and (6). A corresponding value of Mx under the present given threshold 

may be determined according to the formula (4), the true positive Tpr and the false 
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positive rate Fpr. Apparently, there may be a threshold corresponding to the maximum 

value of Mx, and in such case, the threshold is determined as the first threshold. It is 

understood by those skilled in the art that the second threshold may also be determined 

by the abovementioned exemplary method. In such a manner, the threshold parameters 

(for example, the first threshold and the second threshold) configured to determine the 

image processing network may be determined, and the threshold parameters may be 

configured to determine the state of each of the at least one target object. A determination 

manner for the threshold parameters of the image processing network is not limited in the 

disclosure. Therefore, the state of each of the at least one target object may be determined 

based on the target region image in multiple manners to determine the identity 

authentication result based at least part on the state of each of the at least one target 

object. Determination of the state of each of the at least one target object based on the 

target region image is not limited in the disclosure. 

[ 00184] FIG. 11 is another flowchart of a method for image processing according to 

embodiments of the disclosure. In some embodiments, as shown in FIG. 11, before the 

operation that the state of each of the at least one target object is determined based on the 

target region image, the method further includes the following operation. In S110, 

whether there is preset image information matched with the image to be recognized in a 

base database is determined. The base database may be configured to store preset image 

information for identity authentication. For example, when identity authentication is 

performed by face recognition, a face image of a reference object may be acquired in 

advance, the reference object being a legal authentication subject in an identity 

authentication process. For example, if the identity authentication is an authentication for 

a certain user to unlock a terminal thereof, the user is the legal authentication subject, i.e., 

the reference object, in the identity authentication process. For example, the face image 

of the user of the mobile phone is acquired, and the reference face image may be stored 

in the base database as a preset image for identity authentication. 

[ 00185] As shown in FIG. 11, the operation that the state of each of the at least one 

target object is determined based on the target region image (S102) may include the 

following operation. In S1024, responsive to there being the preset image information 

matched with the image to be recognized in the base database, the state of each of the at 
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least one target object is determined. 

[ 00186] For example, responsive to determining that there is the preset image 

information matched with the image to be recognized in the base database, the state of 

each of the at least one target object may be determined for identity authentication. For 

example, the mobile phone of the user may acquire the image to be recognized (the face 

image) and the target region image (the image nearby the eye) in the face image through 

a camera, and the mobile phone of the user may determine whether there is the preset 

image information matched with the face image in the base database, and for example, 

may compare the preset image information and the face image to determine whether they 

are matched. If there is preset image information matched with the image to be 

recognized, the mobile phone of the user may determine the state of each of the at least 

one eye in the face image, thereby determining the identity authentication result 

according to the state of each of the at least one eye. In such a manner, the state, obtained 

responsive to determining that there is the preset image information matched with the 

image to be recognized in the base database, of each of the at least one target object may 

ensure that the at least one target object configured to determine the identity 

authentication result is a target object of the preset reference object, so that the accuracy 

of the identity authentication result may be effectively improved. A manner for 

determining whether there is the preset image information matched with the image to be 

recognized in the base database is not limited in the disclosure. 

[ 00187] As shown in FIG. 1, in S103, the identity authentication result is determined 

based at least part on the state of each of the at least one target object. For example, the 

mobile phone of the user may determine the identity authentication result based on the 

state of each of the at least one target object. For example, as mentioned above, the 

mobile phone of the user may determine the state of each of the at least one target object 

in multiple manners, and the mobile phone of the user may determine the identity 

authentication result according to the state of each of the at least one target object. For 

example, the mobile phone of the user, responsive to determining that the state of each of 

the at least one eye is open, may determine the identity authentication result indicating, 

for example, authentication succeeds or authentication fails, based at least part on the 

open state of each of the at least one eye. A manner for determining the identity 
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authentication result based at least part on the state of each of the at least one target 

object is not limited in the disclosure. 

[ 00188] FIG. 12 is another flowchart of a method for image processing according to 

embodiments of the disclosure. In some embodiments, as shown in FIG. 12, S103 may 

include the following operation. 

[ 00189] In S1031, responsive to that the at least one target object includes a target 

object of which the state is eye-open, it is determined that identity authentication 

succeeds. 

[ 00190] In some embodiments, it may be determined that identity authentication 

succeeds at least partially responsive to that the state of at least one target object is eye-

open. For example, there is made such a hypothesis that the at least one target object is 

two target objects, and in such case, responsive to that a state of one target object is eye-

open and a state of the other target object is eye-closed or responsive to that the state of 

each of the two target objects is eye-open, it is determined that identity authentication 

succeeds. 

[ 00191] In some embodiments, face recognition may be performed based on a face 

image of a person corresponding to the target region image responsive to the at least one 

target object including the target object of which the state is eye-open, and the identity 

authentication result may be determined based on a face recognition result. For example, 

it may be determined that identity authentication succeeds responsive to the face 

recognition result being that recognition succeeds, and it may be determined that identity 

authentication fails responsive to the face recognition result being that recognition fails. 

[ 00192] In some other embodiments, it may be determined that identity authentication 

succeeds only responsive to the state of each of the at least one target object is eye-open. 

In such case, if the at least one target object includes a target object of which the state is 

eye-closed, it may be determined that identity authentication fails. For example, it may 

be preset that, responsive to that the at least one target object in the image to be 

recognized includes the target object of which the state is eye-open, it is determined that 

identity authentication succeeds. For example, the mobile phone of the user determines 
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that the two eyes of the face image include an eye (for example, the left eye), of which 

the state is open and determines that identity authentication succeeds. Therefore, the 

identity authentication security may be improved. It is to be understood that a condition 

for successful identity authentication may be set according to a requirement on the 

identity authentication security. For example, it may be set that, when the state of each of 

the two eyes in the image to be recognized is open, it is determined that identity 

authentication succeeds. No limits are made thereto in the embodiment of the disclosure. 

[ 00193] In some embodiments, the mobile phone of the user acquires the image to be 

recognized (for example, the face image). The mobile phone of the user may determine 

whether there is the preset image information matched with the image to be recognized in 

the base database. For example, the mobile phone of the user determines that the face 

image is matched with the preset image information of the reference object in the base 

database. The mobile phone of the user may acquire the one ore more target region 

images in the face image, for example, acquiring the images nearby the left and right 

eyes respectively (for example, the first region image and the second region image 

respectively). The mobile phone of the user may determine the state of each of the at 

least one target object based on the target region image. For example, the mobile phone 

of the user processes the first region image and the second region image through the 

trained image processing network to obtain the state of each of the at least one target 

object., for example, obtaining the open state of the right eye and the closed state of the 

left eye. The mobile phone of the user, responsive to determining that the face image is 

matched with the preset image information of the reference object in the base database 

and the state of the at least one target object (the eye) is eye-open, may determine that 

identity authentication succeeds. 

[ 00194] FIG. 13 is another flowchart of a method for image processing according to 

embodiments of the disclosure. In some embodiments, as shown in FIG. 13, S103 may 

include the following operations. 

[ 00195] In S1032, responsive to the at least one target object including the target object 

of which the state is eye-open, face recognition is performed on the image to be 

recognized to obtain the face recognition result. In S1033, the identity authentication 
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result is determined based on the face recognition result. For example, the mobile phone 

of the user, responsive to determining that the at least one target object includes the target 

object of which the state is eye-open, may perform face recognition on the image to be 

recognized to obtain the face recognition result. For example, face feature information 

and the like in the image to be recognized may be acquired in multiple manners. 

[ 00196] In some embodiments, whether there is reference image information matched 

with the image to be recognized in the base database may be determined, and responsive 

to determining that there is the reference image information matched with the image to 

be recognized in the base database, it is determined that face recognition succeeds. For 

example, preset image information in the base database may include preset image feature 

information, and whether there is the preset image information in the base database 

matched with the image to be recognized  is determined based on a similarity between 

feature information of the image to be recognized and at least one piece of preset image 

feature information. A face recognition manner, a content and form of the face 

recognition result, a standard for successful or failed face recognition and the like are not 

limited in the disclosure. 

[ 00197] In some embodiments, the state of each of the at least one target object is 

determined after face recognition of the image to be recognized succeeds, or, face 

recognition of the image to be recognition and determination of the state of each of the at 

least one target object are executed at the same time, or, face recognition is executed on 

the image to be recognized after the state of each of the at least one target object is 

determined. 

[ 00198] The mobile phone of the user may determine the identity authentication result 

based on the face recognition result. For example, the reference image (for example, the 

face image that is shot and stored in advance) of the reference object (for example, the 

user of the mobile phone) may be pre-stored, and the mobile phone of the user may 

compare the face recognition result (for example, the face feature information) and 

feature information of the reference image of the reference object to determine a 

matching result. For example, when the face recognition result is matched with the 

reference image, it may be determined that identity authentication succeeds, and when 
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the face recognition result is not matched with the reference image, it may be determined 

that identity authentication fails. Therefore, responsive to determining that the at least 

one target object includes the target object of which the state is eye-open, it may be 

judged that the user knows the present identity authentication process, and the identity 

authentication result determined according to the face recognition result obtained by face 

recognition has the characteristics of high accuracy, high security and the like. The face 

recognition manner, the form of the face recognition result, a manner for determining the 

identity authentication result based on the face recognition result and the like are not 

limited in the disclosure. 

[ 00199] FIG. 14 is another flowchart of a method for image processing according to 

embodiments of the disclosure. In some embodiments, as shown in FIG. 14, the method 

further includes the following operation. In S111, face recognition is performed on the 

image to be recognized to obtain the face recognition result. 

[ 00200] Correspondingly, S103 may include the following operation. In S1034, the 

identity authentication result is determined based at least part on the face recognition 

result and the state of each of the at least one target object. 

[ 00201] In some embodiments, the state of each of the at least one target object is 

determined after face recognition of the image to be recognized succeeds, or, face 

recognition of the image to be recognition and determination of the state of each of the at 

least one target object are executed at the same time, or, face recognition is executed on 

the image to be recognized after the state of each of the at least one target object is 

determined. For example, the mobile phone of the user may perform face recognition on 

the image to be recognized, for example, performing face recognition on the image to be 

recognized before, after or at the same time when the state of each of the at least one 

target object is determined, to obtain the face recognition result. The face recognition 

process is as mentioned above and will not be elaborated herein. 

[ 00202] In an example, responsive to that the face recognition result is that the 

recognition succeeds and the at least one target object includes the target object of which 

the state is eye-open, it is determined that identity authentication succeeds. In another 

example, responsive to that the face recognition result is that the recognition fails or the 
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state of each of the at least one target object is eye-closed, it is determined that identity 

authentication fails. 

[ 00203] For example, the mobile phone of the user may determine the identity 

authentication result based on the face recognition result and the state of each of the at 

least target object. For example, a condition for successful authentication may be preset. 

For example, if the face recognition result indicates that the face image in the image to be 

recognized is not the reference object, it may be determined based on the face recognition 

result and the state of each of the at least one target object that identity authentication 

fails. If the face recognition result indicates that the face image in the image to be 

recognized is the reference object, the identity authentication result may be determined 

according to the face recognition result and the state of each of the at least one target 

object. For example, it is set that, when the state of at least one target object is eye-open, 

it is determined that identity authentication succeeds. The mobile phone of the user, 

responsive to determining that the face recognition result indicates that the face image in 

the image to be recognized is the reference object and the state of at least one target 

object is eye-open, determines that the identity authentication result is that authentication 

succeeds. Therefore, improvement of the identity authentication security is facilitated. 

The face recognition manner, the form of the face recognition result, the manner for 

determining the identity authentication result based on the face recognition result and the 

like are not limited in the disclosure. 

[ 00204] In some embodiments, the method further includes the following operation. 

Liveness detection is performed on the image to be recognized to determine a liveness 

detection result. The operation that the identity authentication result is determined based 

at least part on the face recognition result and the state of each of the at least one target 

object includes that: the identity authentication result is determined based on the face 

recognition result, the liveness detection result and the state of each of the at least one 

target object. 

[ 00205] In an example, responsive to that the face recognition result is that the 

recognition succeeds, the liveness detection result indicates a living body and the at least 

one target object includes the target object of which the state is eye-open, it is determined 
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that identity authentication succeeds. In another example, responsive to that the face 

recognition result is that the recognition fails, or the liveness detection result indicates a 

non-living body or the state of each of the at least one target object is eye-closed, it is 

determined that identity authentication fails. Therefore, improvement of the identity 

authentication security is facilitated. A specific manner for liveness detection, a form of 

the liveness detection result and the like are not limited in the disclosure. 

[ 00206] FIG. 15 is another flowchart of a method for image processing according to 

embodiments of the disclosure. In some embodiments, as shown in FIG. 15, the method 

further includes the following operation. In S112, responsive to determining that identity 

authentication succeeds, a terminal device is unlocked. For example, the mobile phone of 

the user has a face unlocking function, and when the mobile phone of the user is in a 

locked state, the user may not use the mobile phone. When the user expects to unlock the 

mobile phone, the image to be recognized, for example, the face image of the user, may 

be acquired through the camera of the mobile phone, identity authentication is performed 

based on the face image, and responsive to determining that identity authentication 

succeeds, the terminal device may be unlocked. For example, the user may unlock the 

mobile phone of the user without inputting an unlocking code, and the user may normally 

use the mobile phone. Therefore, the user may conveniently and rapidly unlock the 

terminal device, and meanwhile, the security of the terminal device may be ensured. It is 

to be understood that there may be multiple locking conditions for the terminal device. 

For example, the mobile phone is locked, and the user may not use the mobile phone. Or, 

a certain application program of the terminal device is locked. No limits are made thereto 

in the embodiment of the disclosure. 

[ 00207] FIG. 16 is another flowchart of a method for image processing according to 

embodiments of the disclosure. In some embodiments, as shown in FIG. 16, the method 

further includes the following operation. 

[ 00208] In S113, responsive to determining that identity authentication succeeds, a 

payment operation is executed. For example, the user may execute various payment 

operations through the terminal device (for example, the mobile phone). When the 

payment operation is executed, fast payment may be implemented by identity 
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authentication. For example, when the user expects to pay, the image to be recognized, 

for example, the face image of the user, may be acquired through the camera of the 

mobile phone, identity authentication is performed based on the face image, and 

responsive to determining that identity authentication succeeds, the payment operation 

may be executed. For example, the user may execute the payment operation without 

inputting a payment code. Therefore, the user may conveniently implement fast payment, 

and the payment security may be ensured. An application scenario of the payment 

operation is not limited in the embodiment of the disclosure. It is to be noted that the 

identity authentication result determined in the embodiments of the disclosure may be 

applied to various application scenarios. For example, as mentioned above, responsive to 

determining that identity authentication succeeds, the terminal device is unlocked, and 

the payment operation is executed, etc. In addition, the identity authentication result may 

also be applied to various application scenarios such as access control unlocking, login 

with various virtual accounts, association of multiple accounts of the same user and 

identity authentication of the user if the operations may be executed based on the identity 

authentication result. The application scenario of the determined identity authentication 

result is not limited in the disclosure. 

[ 00209] In some embodiments, the method further includes the following operations. 

[ 00210] In S121, the multiple initial sample images and the labeling information of the 

multiple initial sample images are acquired. 

[ 00211] In S122, conversion processing is performed on the at least one initial sample 

image in the multiple initial sample images to obtain the at least one extended sample 

image, conversion processing including at least one of occluding, image exposure 

changing, image contrast changing or transparentizing processing. 

[ 00212] In S123, the labeling information of the at least one extended sample image is 

obtained based on conversion processing executed on the at least one initial sample 

image and the labeling information of the at least one initial sample image. 

[ 00213] In S124, the image processing network is trained based on a training sample 

set including the multiple initial sample images and the at least one extended sample 
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image. 

[ 00214] FIG. 17 is a flowchart of another method for image processing according to 

embodiments of the disclosure. The method may be applied to an electronic device or a 

system. The electronic device may be provided as a terminal, a server or a device of 

another form, for example, a mobile phone,  a tablet computer or the like. As shown in 

FIG. 17, the method includes the following operations. In S201, A target region image in 

an image to be recognized is acquired, the target region image including at least one 

target object. In S202, feature extraction processing is performed on the target region 

image to obtain feature information of the target region image. In S203, a state of each of 

the at least one target object is determined according to the feature information, the state 

including eye-open and eye-closed. 

[ 00215] According to the embodiments of the disclosure, the target region image in the 

image to be recognized may be acquired, the target region image including the at least 

one target object, feature extraction processing may be performed on the target region 

image to obtain the feature information of the target region image, and the state of each 

of the at least one target object may be determined according to the feature information, 

the state including eye-open and eye-closed. Therefore, the state of each of the at least 

one target object may be determined relatively accurately for identity authentication. For 

example, it may be determined that the state of the target object is eye-open or eye-closed. 

In some embodiments, recognition processing may be performed on the target region 

image to obtain the state of each of the at least one target object. For example, 

recognition processing may be performed on the target region image by use of a state 

recognition neural network to obtain state information of the at least one target object, the 

state information being configured to indicate the state of each of the at least one target 

object. The state recognition neural network may be trained according to a training 

sample set. For example, the state information may include an eye-open confidence or an 

eye-closed confidence, or may include an identifier indicating the state or an indicator 

indicating the state. A manner for determining the state information of the at least one 

target object, an information content and type of the state information and the like are not 

limited in the disclosure. In some embodiments, the at least one target object includes at 

least one eye. In some embodiments, the at least one target object may include two eyes, 
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and correspondingly, the target region image may be a region image including two eyes. 

For example, the target region image may be a face image or two region images of which 

each includes an eye, i.e., a left-eye region image and a right-eye region image. No limits 

are made thereto in the embodiments of the disclosure. In some embodiments, feature 

extraction processing may be performed on the target region image to obtain feature 

information of the target region image, and the state of each of the at least one target 

object in the target region image may be determined based on the feature information of 

the target region image. In some embodiments, the electronic device may be any device 

such as a mobile phone, a pad, a computer, a server and the like. Descriptions are now 

made with the condition that the electronic device is a mobile phone as an example. For 

example, the mobile phone of the user may acquire the target region image in the image 

to be recognized, the target region image including the at least one target object. For 

example, as mentioned above, the target region image, acquired by the mobile phone of 

the user, in the image to be recognized may include a first region image and a second 

region image. The mobile phone of the user performs feature extraction processing on the 

target region image to obtain the feature information of the target region image. For 

example, as mentioned above, the mobile phone of the user may perform feature 

extraction processing on the target region image in multiple manners to obtain the feature 

information of the target region image. The mobile phone of the user determines the state 

of each of the at least one target object according to the feature information, the state 

including eye-open and eye-closed. Descriptions are made above, and elaborations are 

omitted herein. 

[ 00216] FIG. 18 is another flowchart of another method for image processing according 

to embodiments of the disclosure. In some embodiments, as shown in FIG. 18, S201 may 

include the following operation. In S2011, the target region image in the image to be 

recognized is acquired according to key point information corresponding to each of the at 

least one target object. For example, a key point positioning network configured to 

position face key points may be trained by deep learning (for example, the key point 

positioning network may include a convolutional neural network). The key point 

positioning network may determine the key point information corresponding to each of 

the at least one target object in the image to be recognized to determine a region where 
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each of the at least one target object is located. For example, the key point positioning 

network may determine key point information of each of the at least one eye in the image 

to be recognized (for example, the face image) and determine a position of contour points 

of the at least one eye. The mobile phone of the user may acquire the target region image 

in the image to be recognized, for example, acquiring the image(s) nearby the at least one 

eye, in multiple manners. Descriptions are made above, and elaborations are omitted 

herein. In such a manner, the target region image is acquired according to the key point 

information corresponding to each of the at least one target object, so that the target 

region image may be acquired rapidly and accurately, the target region image including 

the at least one target object. A manner for determining the key point information 

corresponding to each of the at least one target object and a manner for acquiring the 

target region image in the image to be recognized according to the key point information 

are not limited in the embodiment of the disclosure. 

[ 00217] FIG. 19 is another flowchart of another method for image processing according 

to embodiments of the disclosure. In some embodiments, the target region image 

includes a first region image and a second region image, and the at least one target object 

includes a first target object and a second target object. As shown in FIG. 19, S201 may 

include the following steps. 

[ 00218] In S2012, the first region image in the image to be recognized is acquired, the 

first region image including the first target object. 

[ 00219] In S2013, mirroring processing is performed on the first region image to obtain 

the second region image, the second region image including the second target object. 

[ 00220] For example, the mobile phone of the user may acquire the first region image 

in the image to be recognized in multiple manners, for example, according to the key 

point information corresponding to the first target object. The mobile phone of the user 

may perform mirroring processing on the first region image to obtain the second region 

image, the second region image including the second target object. Descriptions are made 

above, and elaborations are omitted herein. Therefore, the first region image and second 

region image in the target region image may be acquired relatively rapidly. It is to be 

understood that, when the target region image includes the first region image and the 
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second region image, the operation that the target region image in the image to be 

recognized is acquired may also be implemented in a manner that the first region image 

and the second region image are acquired according to the key point information 

corresponding to the first target object and the key point information corresponding to the 

second target object respectively. The manner for acquiring the target region image in the 

image to be recognized, the number of region images in the target region image and the 

like are not limited in the embodiment of the disclosure. 

[ 00221] FIG. 20 is another flowchart of another method for image processing according 

to embodiments of the disclosure. In some embodiments, as shown in FIG. 20, S202 may 

include the following operation. 

[ 00222] In S2021, feature extraction processing is performed on the target region image 

by use of a deep ResNet to obtain the feature information of the target region image. For 

example, feature extraction processing may be performed on the target region image by 

use of the deep ResNet to obtain the feature information of the target region image. 

Descriptions are made above, and elaborations are omitted herein. In such a manner, the 

feature information of the target region image may be obtained relatively accurately by 

use of the deep ResNet. It is to be understood that feature extraction processing may be 

performed on the target region image by use of any convolutional neural network 

structure to obtain the feature information of the target region image and no limits are 

made thereto in the embodiment of the disclosure. 

[ 00223] FIG. 21 is another flowchart of another method for image processing according 

to embodiments of the disclosure. In some embodiments, as shown in FIG. 21, S203 may 

include the following operations. In S2031, a prediction result is obtained according to 

the feature information, the prediction result including at least one of image validity 

information of the target region image or state information of the at least one target 

object. In S2032, the state of each of the at least one target object is determined 

according to at least one of the image validity information or the state information of the 

at least one target object. In some embodiments, the image validity information of the 

target region image may be determined based on the feature information of the target 

region image, and the state of the each of at least one target object may be determined 
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based on the image validity information of the target region image. For example, the 

feature information of the target region image may be acquired. For example, feature 

extraction may be performed on the target region image through the trained neural 

network to obtain the feature information of the target region image, and the image 

validity information of the target region image may be determined according to the 

feature information of the target region image. For example, the feature information of 

the target region image is processed, for example, the feature information of the target 

region image is input to a fully connected layer of the neural network to obtain the image 

validity information of the target region image, and the state of each of the at least one 

target object is determined based on the image validity information of the target region 

image. Both a manner for determining the feature information of the target region image 

and a manner for determining the image validity information of the target region image 

and determining the state of each of the at least one target object based on the image 

validity information of the target region image are not limited in the disclosure. 

[ 00224] For example, the mobile phone of the user may obtain the prediction result 

according to the feature information, the prediction result including at least one of the 

image validity information of the target region image or the state information of the at 

least one target object. The mobile phone of the user may determine the state of each of 

the at least one target object according to at least one of the image validity information 

and the state information of the at least one target object. Descriptions are made above, 

and elaborations are omitted herein. Therefore, the state of each of the at least one target 

object may be determined in multiple manners. A manner for determining the state of 

each of the at least one target object according to the prediction result is not limited in the 

disclosure. In some embodiments, the operation that the state of each of the at least one 

target object is determined according to at least one of the image validity information or 

the state information of the at least one target object (S2032) may include that: 

responsive to the image validity information indicating that the target region image is 

invalid, it is determined that the state of each of the at least one target object is eye-

closed. 

[ 00225] In some embodiments, the operation that the state of each of the at least one 

target object is determined according to at least one of the image validity information or 
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the state information of the at least one target object (S2032) may include that: 

responsive to the image validity information indicating that the target region image is 

valid, the state of each of the at least one target object is determined based on the state 

information of each of the at least one target object. For example, as mentioned above, 

responsive to the prediction result acquired by the mobile phone of the user including the 

image validity information and the image validity information indicating that the target 

region image is invalid, it may be determined that the state of each of the at least one 

target object is eye-closed. 

[ 00226] In some embodiments, the image validity information may include a validity 

confidence, and the validity confidence is information configured to indicate a 

probability that the image validity information is valid. For example, a first threshold 

configured to judge whether a target region image is valid or invalid may be preset. For 

example, when the validity confidence in the image validity information is lower than the 

first threshold, it may be determined that the target region image is invalid, and when the 

target region image is invalid, it may be determined that the state of each of the at least 

one target object is eye-closed. In such a manner, the state of each of the at least one 

target object may be determined rapidly and effectively. A manner for determining that 

the image validity information indicates that the target region image is invalid is not 

limited in the disclosure. 

[ 00227] In some embodiments, the operation that the state of each of the at least one 

target object is determined according to at least one of the image validity information and 

the state information of the at least one target object (S2032) may include that: 

responsive to the validity confidence exceeding the first threshold and the eye-open 

confidence of the target object exceeding a second threshold, it is determined that the 

state of the target object is eye-open. For example, as mentioned above, the second 

threshold configured to judge that the state of each of the at least one target object is eye-

open or eye-closed may be preset. For example, when the eye-open confidence(s) in the 

state information exceeds the second threshold, it may be determined that the state(s) of 

the at least one target object is/are eye-open, and when the eye-open confidence(s) in the 

state information is/are lower than the second threshold, it may be determined that the 

state(s) of the at least one target object is/are eye-closed. Under the condition that the 
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validity confidence in the image validity information in the prediction result exceeds the 

first threshold (in such case, the image validity information indicates that the target 

region image is valid) and the eye-open confidence(s) of the target object(s) exceeds the 

second threshold (in such case, the state information indicates that the state(s) of the at 

least one target object is/are eye-open), the mobile phone of the user may determine that 

the state(s) of the target object is/are eye-open. In such a manner, the state(s) of the at 

least one target object may be determined relatively accurately to judge whether the user 

knows identity authentication. It is to be understood that the first threshold and the 

second threshold may be set by the system. A determination manner for the first 

threshold and the second threshold and specific numerical values of the first threshold 

and the second threshold are not limited in the disclosure. 

[ 00228] It is to be understood that the method for image processing shown in FIGs. 17 

to 21 may be implemented through any abovementioned image processing network, but 

no limits are made thereto in the embodiment of the disclosure. 

[ 00229] FIG. 22 is an exemplary block diagram of an apparatus for image processing 

according to embodiments of the disclosure. The apparatus for image processing may be 

provided as a terminal (for example, a mobile phone, a pad, a computer and the like), a 

server or a device of another form. As shown in FIG. 22, the apparatus includes: an 

image acquisition module 301, configured to acquire a target region image in an image to 

be recognized, the target region image including at least one target object; a state 

determination module 302, configured to determine a state of each of the at least one 

target object based on the target region image, the state including eye-open and eye-

closed; and an authentication result determination module 303, configured to determine 

an identity authentication result based at least part on the state of each of the at least one 

target object. 

[ 00230] In some embodiments, the at least one target object includes at least one eye. 

[ 00231] FIG. 23 is another exemplary block diagram of an apparatus for image 

processing according to embodiments of the disclosure. As shown in FIG. 23, in some 

embodiments, the authentication result determination module 303 includes a first 

determination submodule 3031, configured to, responsive to the at least one target object 
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including a target object of which the state is eye-open, determine that identity 

authentication succeeds, or, under the condition that the at least one target object includes 

a target object of which the state is eye-open, determine that identity authentication 

succeeds. 

[ 00232] As shown in FIG. 23, in some embodiments, the apparatus further includes a 

preset image information determination module 310, configured to, before the state of 

each of the at least one target object is determined based on the target region image, 

determine whether there is preset image information in a base database matched with the 

image to be recognized ; and the state determination module 302 includes a state 

determination submodule 3024, configured to, responsive to there being the preset image 

information in a base database matched with the image to be recognized, determine the 

state of each of the at least one target object. 

[ 00233] As shown in FIG. 23, in some embodiments, the apparatus further includes a 

recognition result acquisition module 311, configured to perform face recognition on the 

image to be recognized to obtain a face recognition result; and the authentication result 

determination module 303 includes a second determination submodule 3034, configured 

to determine the identity authentication result based at least part on the face recognition 

result and the state of each of the at least one target object. As shown in FIG. 23, in some 

embodiments, the authentication result determination module 303 includes: a recognition 

result acquisition submodule 3032, configured to, responsive to the at least one target 

object including the target object of which the state is eye-open, perform face recognition 

on the image to be recognized to obtain the face recognition result; and a third 

determination submodule 3033, configured to determine the identity authentication result 

based on the face recognition result. 

[ 00234] As shown in FIG. 23, in some embodiments, the image acquisition module 301 

includes an image acquisition submodule 3011, configured to acquire the target region 

image in the image to be recognized according to key point information corresponding to 

each of the at least one target object. As shown in FIG. 23, in some embodiments, the 

target region image includes a first region image and a second region image, and the at 

least one target object includes a first target object and a second target object; and the 
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image acquisition module 301 includes: a first image acquisition submodule 3012, 

configured to acquire the first region image in the image to be recognized, the first region 

image including the first target object, and a second image acquisition submodule 3013, 

configured to perform mirroring processing on the first region image to obtain the second 

region image, the second region image including the second target object. As shown in 

FIG. 23, in some embodiments, the state determination module 302 includes: a prediction 

result acquisition submodule 3021, configured to process the target region image to 

obtain a prediction result, the prediction result including at least one of image validity 

information of the target region image or state information of the at least one target 

object; and a fourth determination submodule 3022, configured to determine the state of 

each of the at least one target object according to at least one of the image validity 

information or the state information of the at least one target object. 

[ 00235] In some embodiments, the fourth determination submodule 3022 includes an 

eye-closed determination submodule, configured to, responsive to the image validity 

information indicating that the target region image is invalid, determine that the state of 

each of the at least one target object is eye-closed. In some embodiments, the fourth 

determination submodule 3022 includes a first object state determination submodule, 

configured to, responsive to the image validity information indicating that the target 

region image is valid, determine the state of each of the at least one target object based 

on the state information of each of the at least one target object. 

[ 00236] In some embodiments, the image validity information includes a validity 

confidence, and the state information includes an eye-open confidence; and the fourth 

determination submodule 3022 includes an eye-open determination submodule, 

configured to, responsive to the validity confidence exceeding a first threshold and the 

eye-open confidence of the target object exceeding a second threshold, determine that the 

state of the target object is eye-open. In some embodiments, the prediction result 

acquisition submodule 3021 includes: a feature information acquisition submodule, 

configured to perform feature extraction processing on the target region image to obtain 

feature information of the target region image; and a result acquisition submodule, 

configured to obtain the prediction result according to the feature information. In some 

embodiments, the feature information acquisition submodule includes an information 
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acquisition submodule, configured to perform feature extraction processing on the target 

region image by use of a deep ResNet to obtain the feature information of the target 

region image. 

[ 00237] As shown in FIG. 23, in some embodiments, the apparatus further includes an 

unlocking module 312, configured to, responsive to determining that identity 

authentication succeeds, unlock a terminal device. As shown in FIG. 23, in some 

embodiments, the apparatus further includes a payment module 313, configured to, 

responsive to determining that identity authentication succeeds, execute a payment 

operation. 

[ 00238] As shown in FIG. 23, in some embodiments, the state determination module 

302 includes a state acquisition submodule 3023, configured to process the target region 

image by use of an image processing network to obtain the state of each of the at least 

one target object; and the apparatus further includes a training module 304, configured to 

train the image processing network according to multiple sample images. As shown in 

FIG. 23, in some embodiments, the training module 304 includes: a sample image 

acquisition submodule 3041, configured to preprocess the multiple sample images to 

obtain multiple preprocessed sample images; and a training submodule 3042, configured 

to train the image processing network according to the multiple preprocessed sample 

images. 

[ 00239] As shown in FIG. 23, in some embodiments, the training module 304 includes: 

a prediction result determination submodule 3043, configured to input the sample image 

to the image processing network for processing to obtain a prediction result 

corresponding to the sample image; a model loss determination submodule 3044, 

configured to determine model loss of the image processing network according to the 

prediction result and labeling information corresponding to the sample image; and a 

network parameter regulation submodule 3045, configured to regulate a network 

parameter value of the image processing network according to the model loss. 

[ 00240] As shown in FIG. 23, in some embodiments, the apparatus further includes: an 

acquisition module 305, configured to acquire multiple initial sample images and 

labeling information of the multiple initial sample images; an extended sample image 
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acquisition module 306, configured to perform conversion processing on at least one 

initial sample image in the multiple initial sample images to obtain at least one extended 

sample image, conversion processing including at least one of occluding, image exposure 

changing, image contrast changing or transparentizing processing; and a labeling 

information acquisition module 307, configured to obtain labeling information of the at 

least one extended sample image based on conversion processing executed on the at least 

one initial sample image and the labeling information of the at least one initial sample 

image, the multiple sample images including the multiple initial sample images and the at 

least one extended sample image. As shown in FIG. 23, in some embodiments, the 

apparatus further includes: a result determination module 308, configured to process a 

test sample by use of the image processing network to obtain a prediction result of the 

test sample; and a threshold parameter determination module 309, configured to 

determine a threshold parameter of the image processing network based on the prediction 

result of the test sample and labeling information of the test sample. 

[ 00241] In some embodiments, besides the components shown in FIG. 22, the 

apparatus may further include the acquisition module, the extended sample image 

acquisition module, the labeling information acquisition module and a network training 

module. 

[ 00242] The acquisition module is configured to acquire the multiple initial sample 

images and the labeling information of the multiple initial sample images. 

[ 00243] The extended sample image acquisition module is configured to perform 

conversion processing on the at least one initial sample image in the multiple initial 

sample images to obtain the at least one extended sample image, conversion processing 

including at least one of occluding, image exposure changing, image contrast changing or 

transparentizing processing. 

[ 00244] The labeling information acquisition module is configured to obtain the 

labeling information of the at least one extended sample image based on conversion 

processing executed on the at least one initial sample image and the labeling information 

of the at least one initial sample image. 
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[ 00245] The network training module is configured to train the image processing 

network based on a training sample set including the multiple initial sample images and 

the at least one extended sample image. 

[ 00246] FIG. 24 is an exemplary block diagram of another apparatus for image 

processing according to embodiments of the disclosure. The apparatus for image 

processing be provided as a terminal (for example, a mobile phone, a pad and the like), a 

server or a device of another form. As shown in FIG. 24, the apparatus includes: a target 

region image acquisition module 401, configured to acquire a target region image in an 

image to be recognized, the target region image including at least one target object; an 

information acquisition module 402, configured to perform feature extraction processing 

on the target region image to obtain feature information of the target region image; and a 

determination module 403, configured to determine a state of each of the at least one 

target object according to the feature information, the state including eye-open and eye-

closed. 

[ 00247] FIG. 25 is another exemplary block diagram of another apparatus for image 

processing according to embodiments of the disclosure. As shown in FIG. 25, in some 

embodiments, the target region image acquisition module 401 includes a first acquisition 

submodule 4011, configured to acquire the target region image in the image to be 

recognized according to key point information corresponding to each of the at least one 

target object. 

[ 00248] As shown in FIG. 25, in some embodiments, the target region image includes a 

first region image and a second region image, and the at least one target object includes a 

first target object and a second target object; and the target region acquisition module 401 

includes: a second acquisition submodule 4012, configured to acquire the first region 

image in the image to be recognized, the first region image including the first target 

object, and a third acquisition submodule 4013, configured to perform mirroring 

processing on the first region image to obtain the second region image, the second region 

image including the second target object. 

[ 00249] As shown in FIG. 25, in some embodiments, the determination module 403 

includes: a fourth acquisition submodule 4031, configured to obtain a prediction result 
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according to the feature information, the prediction result including at least one of image 

validity information of the target region image or state information of the at least one 

target object; and a fifth determination submodule 4032, configured to determine the 

state of each of the at least one target object according to at least one of the image 

validity information or the state information of the at least one target object. In some 

embodiments, the fifth determination submodule 4032 includes a sixth determination 

submodule, configured to, responsive to the image validity information indicating that 

the target region image is invalid, determine that the state of each of the at least one 

target object is eye-closed. 

[ 00250] In some embodiments, the fifth determination submodule 4032 includes a 

second object state determination submodule, configured to, responsive to the image 

validity information indicating that the target region image is valid, determine the state of 

each of the at least one target object based on the state information of each of the at least 

one target object. In some embodiments, the image validity information includes a 

validity confidence, and the state information includes an eye-open confidence. 

[ 00251] The fifth determination module 4032 includes a seventh determination 

submodule, configured to, responsive to the validity confidence exceeding a first 

threshold and the eye-open confidence of the target object exceeding a second threshold, 

determine that the state of the target object is eye-open. As shown in FIG. 25, in some 

embodiments, the information acquisition submodule 402 includes a fifth acquisition 

submodule 4021, configured to perform feature extraction processing on the target region 

image by use of a deep ResNet to obtain the feature information of the target region 

image. 

[ 00252] FIG. 26 is an exemplary block diagram of an electronic device according to 

embodiments of the disclosure. For example, the electronic device 800 may be a terminal 

such as a mobile phone, a computer, a digital broadcast terminal, a messaging device, a 

gaming console, a tablet, a medical device, exercise equipment, a personal digital 

assistant and the like. Referring to FIG. 26, the electronic device 800 may include one or 

more of the following components: a processing component 802, a memory 804, a power 

component 806, a multimedia component 808, an audio component 810, an Input/Output 
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(I/O) interface 812, a sensor component 814, and a communication component 816. The 

processing component 802 typically controls overall operations of the electronic device 

800, such as the operations associated with display, telephone calls, data communications, 

camera operations, and recording operations. The processing component 802 may 

include one or more processors 820 to execute instructions to perform all or part of the 

steps in the abovementioned method. Moreover, the processing component 802 may 

include one or more modules which facilitate interaction between the processing 

component 802 and the other components. For instance, the processing component 802 

may include a multimedia module to facilitate interaction between the multimedia 

component 808 and the processing component 802. The memory 804 is configured to 

store various types of data to support the operation of the electronic device 800. 

Examples of such data include instructions for any application programs or methods 

operated on the electronic device 800, contact data, phonebook data, messages, pictures, 

video, etc. The memory 804 may be implemented by a volatile or nonvolatile storage 

device of any type or a combination thereof, for example, a Static Random Access 

Memory (SRAM), an Electrically Erasable Programmable Read-Only Memory 

(EEPROM), an Erasable Programmable Read-Only Memory (EPROM), a Programmable 

Read-Only Memory (PROM), a Read-Only Memory (ROM), a magnetic memory, a flash 

memory, a magnetic disk or an optical disk. The power component 806 provides power 

for various components of the electronic device 800. The power component 806 may 

include a power management system, one or more power supplies, and other components 

associated with generation, management and distribution of power for the electronic 

device 800. The multimedia component 808 includes a screen providing an output 

interface between the electronic device 800 and a user. In some embodiments, the screen 

may include a Liquid Crystal Display (LCD) and a Touch Panel (TP). If the screen 

includes the TP, the screen may be implemented as a touch screen to receive an input 

signal from the user. The TP includes one or more touch sensors to sense touches, swipes 

and gestures on the TP. The touch sensors may not only sense a boundary of a touch or 

swipe action but also detect a duration and pressure associated with the touch or swipe 

action. The touch sensors may not only sense a boundary of a touch or swipe action but 

also detect a duration and pressure associated with the touch or swipe action. The front 

camera and/or the rear camera may receive external multimedia data when the electronic 
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device 800 is in an operation mode, such as a photographing mode or a video mode. Each 

of the front camera and the rear camera may be a fixed optical lens system or have 

focusing and optical zooming capabilities. The audio component 810 is configured to 

output and/or input an audio signal. For example, the audio component 810 includes a 

Microphone (MIC), and the MIC is configured to receive an external audio signal when 

the electronic device 800 is in the operation mode, such as a call mode, a recording mode 

and a voice recognition mode. The received audio signal may further be stored in the 

memory 804 or sent through the communication component 816. In some embodiments, 

the audio component 810 further includes a speaker configured to output the audio signal. 

The I/O interface 812 provides an interface between the processing component 802 and a 

peripheral interface module, and the peripheral interface module may be a keyboard, a 

click wheel, buttons and the like. The buttons may include, but not limited to: a home 

button, a volume button, a starting button and a locking button. The sensor component 

814 includes one or more sensors configured to provide status assessment in various 

aspects for the electronic device 800. For instance, the sensor component 814 may detect 

an on/off status of the electronic device 800 and relative positioning of components, such 

as a display and small keyboard of the electronic device 800, and the sensor component 

814 may further detect a change in a position of the electronic device 800 or a component 

of the electronic device 800, presence or absence of contact between the user and the 

electronic device 800, orientation or acceleration/deceleration of the electronic device 

800 and a change in temperature of the electronic device 800. The sensor component 814 

may include a proximity sensor configured to detect presence of an object nearby without 

any physical contact. The sensor component 814 may also include a light sensor, such as 

a Complementary Metal Oxide Semiconductor (CMOS) or Charge Coupled Device 

(CCD) image sensor, configured for use in an imaging application. In some embodiments, 

the sensor component 814 may also include an acceleration sensor, a gyroscope sensor, a 

magnetic sensor, a pressure sensor or a temperature sensor. 

[ 00253] The communication component 816 is configured to facilitate wired or 

wireless communication between the electronic device 800 and another device. The 

electronic device 800 may access a communication-standard-based wireless network, 

such as a Wireless Fidelity (WiFi) network, a 2nd-Generation (2G) or 3rd-Generation 
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(3G) network or a combination thereof. In an exemplary embodiment, the 

communication component 816 receives a broadcast signal or broadcast associated 

information from an external broadcast management system through a broadcast channel. 

In an exemplary embodiment, the communication component 816 further includes a Near 

Field Communication (NFC) module to facilitate short-range communication. For 

example, the NFC module may be implemented based on a Radio Frequency 

Identification (RFID) technology, an Infrared Data Association (IrDA) technology, an 

Ultra-Wide Band (UWB) technology, a Bluetooth (BT) technology and another 

technology. Exemplarily, the electronic device 800 may be implemented by one or more 

Application Specific Integrated Circuits (ASICs), Digital Signal Processors (DSPs), 

Digital Signal Processing Devices (DSPDs), Programmable Logic Devices (PLDs), Field 

Programmable Gate Arrays (FPGAs), controllers, micro-controllers, microprocessors or 

other electronic components, and is configured to execute the abovementioned method. 

Exemplarily, a nonvolatile computer-readable storage medium is also provided, for 

example, a memory 804 including computer program instructions. The computer 

program instructions may be executed by a processor 820 of an electronic device 800 to 

implement the abovementioned method. 

[ 00254] FIG. 27 is another exemplary block diagram of an electronic device according 

to embodiments of the disclosure. For example, the electronic device 1900 may be 

provided as a server. Referring to FIG. 27, the electronic device 1900 includes a 

processing component 1922, further including one or more processors, and a memory 

resource represented by a memory 1932, configured to store instructions executable for 

the processing component 1922, for example, an application program. The application 

program stored in the memory 1932 may include one or more modules of which each 

corresponds to a set of instructions. In addition, the processing component 1922 is 

configured to execute the instructions to execute the abovementioned method. The 

electronic device 1900 may further include a power component 1926 configured to 

execute power management of the electronic device 1900, a wired or wireless network 

interface 1950 configured to connect the electronic device 1900 to a network and an I/O 

interface 1958. The electronic device 1900 may be operated based on an operating 

system stored in the memory 1932, for example, Windows ServerTM, Mac OS XTM, 
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UnixTM, LinuxTM, FreeBSDTM or the like. Exemplarily, a nonvolatile computer-

readable storage medium is also provided, for example, a memory 1932 including 

computer program instructions. The computer program instructions may be executed by a 

processing component 1922 of an electronic device 1900 to implement the 

abovementioned method. The disclosure may be a system, a method and/or a computer 

program product. The computer program product may include a computer-readable 

storage medium, in which a computer-readable program instruction configured to enable 

a processor to implement each aspect of the disclosure is stored. The computer-readable 

storage medium may be a physical device capable of retaining and storing instructions 

used by an instruction execution device. For example, the computer-readable storage 

medium may be, but not limited to, an electric storage device, a magnetic storage device, 

an optical storage device, an electromagnetic storage device, a semiconductor storage 

device or any appropriate combination thereof. More specific examples (non-exhaustive 

list) of the computer-readable storage medium include a portable computer disk, a hard 

disk, a Random Access Memory (RAM), a ROM, an EPROM (or a flash memory), an 

SRAM, a Compact Disc Read-Only Memory (CD-ROM), a Digital Video Disk (DVD), a 

memory stick, a floppy disk, a mechanical coding device, a punched card or in-slot raised 

structure with an instruction stored therein, and any appropriate combination thereof. 

Herein, the computer-readable storage medium is not explained as a transient signal, for 

example, a radio wave or another freely propagated electromagnetic wave, an 

electromagnetic wave propagated through a wave guide or another transmission medium 

(for example, a light pulse propagated through an optical fiber cable) or an electric signal 

transmitted through an electric wire. 

[ 00255] The computer-readable program instructions described here may be 

downloaded from the computer-readable storage medium to each computing/processing 

device or downloaded to an external computer or an external storage device through a 

network. A network adapter card or network interface in each computing/processing 

device receives the computer-readable program instruction from the network and 

forwards the computer-readable program instruction for storage in the computer-readable 

storage medium in each computing/processing device. 

[ 00256] The computer program instructions configured to execute the operations of the 
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disclosure may be assembly instructions, Instruction Set Architecture (ISA) instructions, 

machine instructions, machine related instructions, microcodes, firmware instructions, 

state setting data or a source code or target code edited by one or any combination of 

more programming languages, the programming languages including an object-oriented 

programming language such as Smalltalk and C++ and a conventional procedural 

programming language such as "C" language or a similar programming language. The 

computer-readable program instructions may be completely or partially executed in a 

computer of a user, executed as an independent software package, executed partially in 

the computer of the user and partially in a remote computer, or executed completely in 

the remote server or a server. Herein, each aspect of the disclosure is described with 

reference to flowcharts and/or block diagrams of the method, device (system) and 

computer program product according to the embodiments of the disclosure. It is to be 

understood that each block in the flowcharts and/or the block diagrams and a 

combination of each block in the flowcharts and/or the block diagrams may be 

implemented by computer-readable program instructions. 

[ 00257] These computer-readable program instructions may be provided for a universal 

computer, a dedicated computer or a processor of another programmable data processing 

device, thereby generating a machine to further generate a device that realizes a 

function/action specified in one or more blocks in the flowcharts and/or the block 

diagrams when the instructions are executed through the computer or the processor of the 

other programmable data processing device. These computer-readable program 

instructions may also be stored in a computer-readable storage medium, and through 

these instructions, the computer, the programmable data processing device and/or another 

device may work in a specific manner, so that the computer-readable medium including 

the instructions includes a product including instructions for implementing each aspect of 

the function/action specified in one or more blocks in the flowcharts and/or the block 

diagrams. 

[ 00258] These computer-readable program instructions may further be loaded to the 

computer, the other programmable data processing device or the other device, so that a 

series of operating operations are executed in the computer, the other programmable data 

processing device or the other device to generate a process implemented by the computer 
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to further realize the function/action specified in one or more blocks in the flowcharts 

and/or the block diagrams by the instructions executed in the computer, the other 

programmable data processing device or the other device. 

[ 00259] It is to be understood that the method for image processing shown in FIG. 17 

to 21 may be implemented through any abovementioned image processing network, but 

no limits are made thereto in the embodiment of the disclosure. 

[ 00260] The flowcharts and block diagrams in the drawings illustrate probably 

implemented system architectures, functions and operations of the system, method and 

computer program product according to multiple embodiments of the disclosure. On this 

aspect, each block in the flowcharts or the block diagrams may represent part of a 

module, a program segment or an instruction, and part of the module, the program 

segment or the instruction includes one or more executable instructions configured to 

realize a specified logical function. In some alternative implementations, the functions 

marked in the blocks may also be realized in a sequence different from those marked in 

the drawings. For example, two continuous blocks may actually be executed substantially 

concurrently and may also be executed in a reverse sequence sometimes, which is 

determined by the involved functions. It is further to be noted that each block in the block 

diagrams and/or the flowcharts and a combination of the blocks in the block diagrams 

and/or the flowcharts may be implemented by a dedicated hardware-based system 

configured to execute a specified function or operation or may be implemented by a 

combination of a special hardware and computer instructions. 

[ 00261] Each embodiment of the disclosure has been described above. The above 

descriptions are exemplary, non-exhaustive and also not limited to each disclosed 

embodiment. Many modifications and variations are apparent to those of ordinary skill in 

the art without departing from the scope and spirit of each described embodiment of the 

disclosure. The terms used herein are selected to explain the principle and practical 

application of each embodiment or technical improvements in the technologies in the 

market best or enable others of ordinary skill in the art to understand each embodiment 

disclosed herein. 
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CLAIMS 

 

1. A method for image processing, comprising: 

acquiring a target region image in an image to be recognized, the target region image 

comprising at least one target object; 

determining, based on the target region image, a state of each of the at least one target 

object, the state comprising eye-open and eye-closed; and 

determining, based at least part on the state of each of the at least one target object, an 

identity authentication result. 

 

2. The method of claim 1, wherein the at least one target object comprises at least one eye. 

 

3. The method of claim 1 or 2, wherein determining, based at least part on the state of each of 

the at least one target object, the identity authentication result comprises: 

responsive to the at least one target object comprising a target object of which the state 

is eye-open, determining that identity authentication succeeds. 

 

4. The method of any one of claims 1-3, before determining, based on the target region image, 

the state of each of the at least one target object, further comprising: determining whether 

there is preset image information in a base database matched with the image to be recognized, 

wherein 

determining, based on the target region image, the state of each of the at least one 

target object comprises: responsive to there being the preset image information in the base 

database matched with the image to be recognized, determining the state of each of the at least 
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one target object. 

 

5. The method of any one of claims 1-3, further comprising: performing face recognition on 

the image to be recognized to obtain a face recognition result, wherein 

determining, based at least part on the state of each of the at least one target object, the 

identity authentication result comprises: determining, based at least part on the face 

recognition result and the state of each of the at least one target object, the identity 

authentication result. 

 

6. The method of any one of claims 1-3, wherein determining, based at least part on the state 

of each of the at least one target object, the identity authentication result comprises: 

responsive to determining the at least one target object comprising the target object of 

which the state is eye-open, performing face recognition on the image to be recognized to 

obtain the face recognition result; and 

determining, based on the face recognition result, the identity authentication result. 

 

7. The method of any one of claims 1-6, wherein acquiring the target region image in the 

image to be recognized comprises: 

acquiring, according to key point information corresponding to each of the at least one 

target object, the target region image in the image to be recognized. 

 

8. The method of any one of claims 1-7, wherein the target region image comprise a first 

region image and a second region image, and the at least one target object comprises a first 

target object and a second target object; and 
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acquiring the target region image in the image to be recognized comprises: 

acquiring the first region image in the image to be recognized, the first region image 

comprising the first target object, and 

performing mirroring processing on the first region image to obtain the second region 

image, the second region image comprising the second target object. 

 

9. The method of any one of claims 1-8, wherein determining, based on the target region 

image, the state of each of the at least one target object comprises: 

processing the target region image to obtain a prediction result, the prediction result 

comprising at least one of: image validity information of the target region image, or state 

information of the at least one target object; and 

determining, according to at least one of the image validity information or the state 

information of the at least one target object, the state of each of the at least one target object. 

 

10. The method of claim 9, wherein determining, according to at least one of the image 

validity information or the state information of the at least one target object, the state of each 

of the at least one target object comprises: 

responsive to the image validity information indicating that the target region image is 

invalid, determining that the state of each of the at least one target object is eye-closed; and/or, 

responsive to the image validity information indicating that the target region image is 

valid, determining, based on the state information of each of the at least one target object, the 

state of each of the at least one target object. 

 

11. The method of claim 9 or 10, wherein the image validity information comprises a validity 

confidence, and the state information comprises an eye-open confidence; and 
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determining, according to at least one of the image validity information or the state 

information of the at least one target object, the state of each of the at least one target object 

comprises: responsive to the validity confidence exceeding a first threshold and the eye-open 

confidence of the target object exceeding a second threshold, determining that the state of the 

target object is eye-open. 

 

12. The method of any one of claims 9-11, wherein processing the target region image to 

obtain the prediction result comprises: 

performing feature extraction processing on the target region image to obtain feature 

information of the target region image; and 

obtaining, according to the feature information of the target region image, the 

prediction result of the target region image. 

 

13. The method of claim 12, wherein performing feature extraction processing on the target 

region image to obtain the feature information of the target region image comprises: 

performing feature extraction processing on the target region image by use of a deep 

Residual Network (ResNet) to obtain the feature information of the target region image. 

 

14. The method of any one of claims 1-13, further comprising: responsive to determining that 

identity authentication succeeds, unlocking a terminal device. 

 

15. The method of any one of claims 1-13, further comprising: responsive to determining that 

identity authentication succeeds, executing a payment operation. 
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16. The method of any one of claims 1-15, wherein determining, based on the target region 

image, the state of each of the at least one target object comprises: 

processing the target region image by use of an image processing network to obtain 

the state of each of the at least one target object. 

 

17. The method of claim 16, further comprising: 

acquiring multiple initial sample images and labeling information of the multiple 

initial sample images; 

performing conversion processing on at least one initial sample image in the multiple 

initial sample images to obtain at least one extended sample image, the conversion processing 

comprising at least one of occluding, image exposure changing, image contrast changing or 

transparentizing processing; 

obtaining, based on the conversion processing executed on the at least one initial 

sample image and the labeling information of the at least one initial sample image, labeling 

information of the at least one extended sample image; and 

training, based on a training sample set comprising the multiple initial sample images 

and the at least one extended sample image, the image processing network. 

 

18. A method for image processing, comprising: 

acquiring a target region image in an image to be recognized, the target region image 

comprising at least one target object; 

performing feature extraction processing on the target region image to obtain feature 

information of the target region image; and 

determining, according to the feature information of the target region image, a state of 

each of the at least one target object, the state comprising eye-open and eye-closed. 
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19. The method of claim 18, wherein acquiring the target region image in the image to be 

recognized comprises: 

acquiring, according to key point information corresponding to each of the at least one 

target object, the target region image in the image to be recognized. 

 

20. The method of claim 18 or 19, wherein the target region image comprise a first region 

image and a second region image, and the at least one target object comprises a first target 

object and a second target object; and 

acquiring the target region image in the image to be recognized comprises: 

acquiring the first region image in the image to be recognized, the first region image 

comprising the first target object, and 

performing mirroring processing on the first region image to obtain the second region 

image, the second region image comprising the second target object. 

 

21. The method of any one of claims 18-20, wherein determining, according to the feature 

information of the target region image, the state of each of the at least one target object 

comprises: 

obtaining, according to the feature information of the target region image, a prediction 

result, the prediction result comprising at least one of image validity information of the target 

region image or state information of the at least one target object; and 

determining, according to at least one of the image validity information or the state 

information of the at least one target object, the state of each of the at least one target object. 
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22. The method of claim 21, wherein determining, according to at least one of the image 

validity information or the state information of the at least one target object, the state of each 

of the at least one target object comprises: 

responsive to the image validity information indicating that the target region image is 

invalid, determining that the state of each of the at least one target object is eye-closed; and/or, 

responsive to the image validity information indicating that the target region image is 

valid, determining, based on the state information of each of the at least one target object, the 

state of each of the at least one target object. 

 

23. The method of claim 21 or 22, wherein the image validity information comprises a 

validity confidence, and the state information comprises an eye-open confidence; and 

determining, according to at least one of the image validity information or the state 

information of the at least one target object, the state of the at least one target object 

comprises: responsive to the validity confidence exceeding a first threshold and the eye-open 

confidence of the target object exceeding a second threshold, determining that the state of the 

target object is eye-open. 

 

24. The method of any one of claims 18-22, wherein performing feature extraction processing 

on the target region image to obtain the feature information of the target region image 

comprises: 

performing feature extraction processing on the target region image by use of a deep 

Residual Network (ResNet) to obtain the feature information of the target region image. 

 

25. An apparatus for image processing, comprising: 

an image acquisition module, configured to acquire a target region image in an image 

to be recognized, the target region image comprising at least one target object; 
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a state determination module, configured to determine, based on the target region 

image, a state of each of the at least one target object, the state comprising eye-open and eye-

closed; and 

an authentication result determination module, configured to determine, based at least 

part on the state of each of the at least one target object, an identity authentication result. 

 

26. The apparatus of claim 25, wherein the at least one target object comprises at least one eye. 

 

27. The apparatus of claim 25 or 26, wherein the authentication result determination module 

comprises: 

a first determination submodule, configured to, responsive to the at least one target 

object comprising a target object of which a state is eye-open, determine that identity 

authentication succeeds. 

 

28. The apparatus of any one of claims 25-27, further comprising: 

a preset image information determination module, configured to, before the state of 

the at least one target object is determined based on the target region image, determine 

whether there is preset image information in a base database matched with the image to be 

recognized, wherein 

the state determination module comprises a state determination submodule, configured 

to, responsive to that there being the preset image information in the base database matched 

with the image to be recognized, determine the state of each of the at least one target object. 

 

29. The apparatus of claims 25-27, further comprising: 
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a recognition result acquisition module, configured to perform face recognition on the 

image to be recognized to obtain a face recognition result, wherein 

the authentication result determination module comprises a second determination 

submodule, configured to determine, based at least part on the face recognition result and the 

state of the at least one target object, the identity authentication result. 

 

30. The apparatus of claims 25-27, wherein the authentication result determination module 

comprises: 

a recognition result acquisition submodule, configured to, responsive to determining 

the at least one target object comprising the target object of which the state is eye-open, 

perform face recognition on the image to be recognized to obtain the face recognition result; 

and 

a third determination submodule, configured to determine, based on the face 

recognition result, the identity authentication result. 

 

31. The apparatus of any one of claims 25-30, wherein the image acquisition module 

comprises: 

an image acquisition submodule, configured to acquire, according to key point 

information corresponding to each of the at least one target object, the target region image in 

the image to be recognized. 

 

32. The apparatus of any one of claims 25-31, wherein the target region image comprise a 

first region image and a second region image, and the at least one target object comprises a 

first target object and a second target object; and 

the image acquisition module comprises: 
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a first image acquisition submodule, configured to acquire the first region image in the 

image to be recognized, the first region image comprising the first target object, and 

a second image acquisition submodule, configured to perform mirroring processing on 

the first region image to obtain the second region image, the second region image comprising 

the second target object. 

 

33. The apparatus of any one of claims 25-32, wherein the state determination module 

comprises: 

a prediction result acquisition submodule, configured to process the target region 

image to obtain a prediction result, the prediction result comprising at least one of image 

validity information of the target region image or state information of the at least one target 

object; and 

a fourth determination submodule, configured to determine, according to at least one 

of the image validity information or the state information of the at least one target object, the 

state of each of the at least one target object. 

 

34. The apparatus of claim 33, wherein the fourth determination submodule comprises: 

an eye-closed determination submodule, configured to, responsive to the image 

validity information indicating that the target region image is invalid, determine that the state 

of each of the at least one target object is eye-closed; and/or, 

a first object state determination submodule, configured to, responsive to the image 

validity information indicating that the target region image is valid, determine, based on the 

state information of each of the at least one target object, the state of each of the at least one 

target object. 

 

35. The apparatus of claim 33 or 34, wherein the image validity information comprises a 
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validity confidence, and the state information comprises an eye-open confidence; and the 

fourth determination submodule comprises: 

an eye-open determination submodule, configured to, responsive to the validity 

confidence exceeding a first threshold and the eye-open confidence of the target object 

exceeding a second threshold, determine that the state of the target object is eye-open. 

 

36. The apparatus of any one of claims 33-35, wherein the prediction result acquisition 

submodule comprises: 

a feature information acquisition submodule, configured to perform feature extraction 

processing on the target region image to obtain feature information of the target region image; 

and 

a result acquisition submodule, configured to obtain, according to the feature 

information of the target region image, the prediction result. 

 

37. The apparatus of claim 36, wherein the feature information acquisition submodule 

comprises: 

an information acquisition submodule, configured to perform feature extraction 

processing on the target region image by use of a deep Residual Network (ResNet) to obtain 

the feature information of the target region image. 

 

38. The apparatus of any one of claims 25-37, further comprising: 

an unlocking module, configured to, responsive to determining that identity 

authentication succeeds, unlock a terminal device. 
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39. The apparatus of any one of claims 25-37, further comprising: 

a payment module, configured to, responsive to determining that identity 

authentication succeeds, execute a payment operation. 

 

40. The apparatus of any one of claims 25-39, wherein the state determination module 

comprises: 

a state acquisition submodule, configured to process the target region image by use of 

an image processing network to obtain the state of each of the at least one target object; and 

the apparatus further comprises a training module, configured to train the image 

processing network according to multiple sample images. 

 

41. The apparatus of claim 40, further comprising: 

an acquisition module, configured to acquire the multiple initial sample images and 

labeling information of the multiple initial sample images; 

an extended sample image acquisition module, configured to perform conversion 

processing on at least one initial sample image in the multiple initial sample images to obtain 

at least one extended sample image, the conversion processing comprising at least one of 

occluding, image exposure changing, image contrast changing or transparentizing processing; 

a labeling information acquisition module, configured to obtain, based on conversion 

processing executed on the at least one initial sample image and the labeling information of 

the at least one initial sample image, labeling information of the at least one extended sample 

image; and 

a network training module, configured to train, based on a training sample set 

comprising the multiple initial sample images and the at least one extended sample image, the 

image processing network. 
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42. An image processing apparatus, comprising: 

a target region image acquisition module, configured to acquire a target region image 

in an image to be recognized, the target region image comprising at least one target object; 

an information acquisition module, configured to perform feature extraction 

processing on the target region image to obtain feature information of the target region image; 

and 

a determination module, configured to determine, according to the feature information 

of the target region image, a state of each of the at least one target object, the state comprising 

eye-open and eye-closed. 

 

43. The apparatus of claim 42, wherein the target region image acquisition module comprises: 

a first acquisition submodule, configured to acquire, according to key point 

information corresponding to each of the at least one target object, the target region image in 

the image to be recognized. 

 

44. The apparatus of claim 42 or 43, wherein the target region image comprise a first region 

image and a second region image, and the at least one target object comprises a first target 

object and a second target object; and 

the target region image acquisition module comprises: 

a second acquisition submodule, configured to acquire the first region image in the 

image to be recognized, the first region image comprising the first target object, and 

a third acquisition submodule, configured to perform mirroring processing on the first 

region image to obtain the second region image, the second region image comprising the 

second target object. 
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45. The apparatus of any one of claims 42-44, wherein the determination module comprises: 

a fourth acquisition submodule, configured to obtain, according to the feature 

information of the target region image, a prediction result, the prediction result comprising at 

least one of image validity information of the target region image or state information of the 

at least one target object; and 

a fifth determination submodule, configured to determine, according to at least one of 

the image validity information or the state information of the at least one target object, the 

state of each of the at least one target object. 

 

46. The apparatus of claim 45, wherein the fifth determination submodule comprises: 

a sixth determination submodule, configured to, responsive to the image validity 

information indicating that the target region image is invalid, determine that the state of each 

of the at least one target object is eye-closed; and/or, 

a second object state determination submodule, configured to, responsive to the image 

validity information indicating that the target region image is valid, determine, based on the 

state information of each of the at least one target object, the state of each of the at least one 

target object. 

 

47. The apparatus of claim 45 or 46, wherein the image validity information comprises a 

validity confidence, and the state information comprises an eye-open confidence; and the fifth 

determination submodule comprises: 

a seventh determination submodule, configured to, responsive to the validity 

confidence exceeding a first threshold and the eye-open confidence of the target object 

exceeding a second threshold, determine that the state of the target object is eye-open. 
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48. The apparatus of any one of claims 42-47, wherein the information acquisition submodule 

comprises a fifth acquisition submodule, configured to perform feature extraction processing 

on the target region image by use of a deep Residual Network (ResNet) to obtain the feature 

information of the target region image. 

 

49. An electronic device, comprising: 

a processor; 

a memory, configured to store instructions executable for the processor, 

wherein the processor is configured to call the instructions stored in the memory to 

execute the method of any one of claims 1-24. 

 

50. A computer-readable storage medium, in which computer program instructions are stored, 

the computer program instructions being executed by a processor to implement the method of 

any one of claims 1-24. 

 

51. A computer program product, comprising computer program instructions, the computer 

program instructions being executed by a processor to implement the method of any one of 

claims 1-24. 


