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BACKGROUND
[0002] Embodiments of the invention are directed to systems and methods
that allow for user verification at point-of-sale (POS) terminals. A number of
instances exist where a user may wish to complete a transaction with their mobile
device at a point-of-sale terminal. In some cases, verification of the user may be
accomplished by, e.g., the use of a personal identification number (PIN) assigned to
the user. However, PINs are often comprised. As such, the effectiveness of PINs as
a security safeguard and for user verification is greatly reduced. Additionally the
user's trust and comfort with the verification system may be diminished as a result.
[0003] Embodiments of the invention address this and other problems, both

individually and collectively.

SUMMARY
[0004] Embodiments of the invention are directed to systems and methods for
authenticating a user for a transaction. More specifically, embodiments of the
invention relate to systems and methods for determining when a user is within a
specified location and obtaining a reference for accessing a voice model associated
with the user from a database. The reference to the voice model may then be used
to authenticate the user by comparing a received voice segment to the voice model.
Because a user's voice and speech patterns can be unique to the user, it would be
difficult for a fraudster to mimic someone else’s voice to fraudulently conduct a

transaction. As such, utilizing a user's voice to authenticate the user for a transaction



can provide better security than other authentication techniques such as PINs that
can easily be compromised.

[0005] Some aspects of the invention relate to techniques for increasing
efficiency in searching databases. In some embodiments, these databases may
store voice models for a plurality of users that can be used for voice authentication
during initiation of a transaction. These databases can include thousands or millions
of entries, which may take a significant amount of time to search. Upon the
occurrence of an event, e.g. a user entering a merchant location, a reference to the
voice model associated with the user that is stored within the database can be
obtained. The reference can be a pointer to a location of the voice model within the
database. The user can be identified based on attributes associated with his/her
communication device (e.g., serial number, International Mobile Equipment [dentity
(IMEI) number, Subscriber Identity Module (SIM) card number, phone number,
primary account number or token associated with a digital wallet application, etc.).
The user may provide a voice segment (e.g., voice sample) at the time of initiating a
transaction via the communication device. The provided voice segment may then be
compared against the voice model associated with the user stored within the
database, using the obtained reference. These techniques may eliminate or reduce
the need or the time it takes to search the entire database(s) for the user’s voice
model at the point of transaction, as a reference to the voice model may have
already been obtained at the occurrence of the event (e.g., the user entering the
merchant location).

[0006] According to a first aspect of the present invention, there is provided a
method of authenticating a user for a transaction, the method comprising: receiving,
at a server computer, a communication indicative of a communication device
associated with the user entering a location within a virtual perimeter; in response to
receiving the communication and prior to receiving a voice segment from the user,
retrieving, via the server computer, a reference for accessing a voice model
associated with the user, wherein the voice model is stored in a database; using the
reference to access the voice model stored in the database; receiving, at the server
computer, a voice segment from the user; comparing the received voice segment to
the voice model; and determining whether the user is authenticated for the
transaction based at least in part on comparing the received voice segment to the

voice model.



[0007] According to a second aspect of the present invention, there is
provided a server computer, comprising: a processor; and a non-transitory computer-
readable storage medium, comprising code executable by the processor for
implementing a method for authenticating a user for a transaction, the method
comprising: receiving a communication indicative of a communication device
associated with the user entering a location within a virtual perimeter; in response to
receiving the communication and prior to receiving a voice segment from the user,
retrieving a reference for accessing a voice model associated with the user, wherein
the voice model is stored in a database; using the reference to access the voice
model stored in the database; receiving a voice segment from the user; comparing
the received voice segment to the voice model; and determining whether the user is
authenticated for the transaction based at least in part on comparing the received

voice segment to the voice model.

BRIEF DESCRIPTION OF THE DRAWINGS
[0008] FIG. 1 is a block diagram of a payment system, according to some
embodiments.
[0009] FIG. 2 is a block diagram of communication device, according to some
embodiments.
[0010] FIG. 3 is a block diagram of server computer, according to some
embodiments.
[0011] FIG. 4 illustrates an exemplary environment including a merchant
location, according to some embodiments.
[0012] FIG. 5 illustrates a block diagram of accessing voice model within a
voice database using reference, according to some embodiments.
[0013] FiIG. 6 shows an exemplary voice database including a voice model,
according to some embodiments.
[0014] FIG. 7 illustrates a flow diagram of an exemplary method for
authenticating a user for a transaction, according to some embodiments.
[0015] FIG. 8 shows a block diagram of an exemplary computer apparatus,

according to some embodiments,
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DETAILED DESCRIPTION

{0016} Prior to discussing the specific embodiments of the invention, a further
description of some terms can be provided for a betier understanding of

embodiments of the invention.

{0017} A “payment device” may include any suitable device capable of making
a payment transaction. For example, a payment device can include a card such as a
credit card, debit card, charge card, gift card, or any combination thereol. As
another example, a payment device can be a communication device thatis used to

conduct a payment transaction.

{06018} A “payment processing network” (e.g., VisaNet™) may include data
pracessing subsystems, networks, and operations used to support and deliver
payment related services (e.9., authentication services, authorization services,
exception file services, and clearing and settlement services, atc.). An exemplary
payment processing network may include VisaNet™. Payment processing networks
such as VisaNet™ are able to process credit card fransagtions, debit card
fransactions, and other types of commeraial transactions. VisaNel™ in parlicular,
includes a VIP system {Visa Integrated Payments system} which processes
authorization requests and a Base H system which performs clearing and setflement

services.

{0019] A Fserver computer” can be a powerful computer or a cluster of
computers. For example, the server computer can be a large mainframe, a
minicomputer cluster, or a group of servers funclioning as a unit. in one example,
the server computer may be a database server coupled to 2 Web server, and may

include or be coupled to a database.

{0020} An “access device” can be any suitable device configured to process
payment transactions. For example, an access device {e.g., a point-of-sale (FOSI)
terminal, etc.) can be used to process payment transactions such as credit card or
debit card transactions. or glectronic settlement transactions, and may have optical,
electrical, or magnetic readers for reading data fram other portable communication
devices such as smart cards, keychain device, cell phones, payment cards, security

cards, access cards, and the like.
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{00211 An “acguirer” can be a business entity {e.g., a commercial bank) that
typically has a business relationship with a merchant. An acquirer may receive some

or all of the transactions from that merchant.

{00221 An "issuer” can be a business entity which issues a payment account
that can be used to conduct fransactions. Typicaliy, an issuer is a financial

institution.

{0023] An “account holder” can be a user who is authorized to conducl
transactions with a paymeant account. The account holder can be, for example, the
account owner of the account associated with a payment device, or an individual
who is authorized to use the account on behalf of the account owner, The terms
“account holder” and “user” may be used inlerchangeably in the following

description.

{0024} A “cormmunication device,” as described herein, can be any elecironic
communication device that can execute and/or support electronic communications
including, but not limited to, payment transactions. Some examples include a
personal digital assistant (PDA), a smart phone, tablet computer, notebook

computer, and the like.

{0025] An “authorization request message” may be an electronic message
that is sent to request authorizalion for a fransaction. An authorization request
message can be sent, for exampile, 1o a payment processing nelwork and/or an
issuer of a payment device. An authorization request message according to some
embodiments may comply with (International Crganization of Standardization) {SO
8583, which is a standard for systems that exchange electronic transaction
information associated with a payment made by a consumer using a payment device
or payment account. The authorization request message may include an issuer
account identifier that may he associated with a payment device or payrment
account. An authorization request message may also comprise additional data
elements correspoending to “identification information” including, by way of example
oniy: a service code, a CVV (card verification value), a dCVV {dynamic card
verification valug), an expiration date, efc.. An authorization request message may
alse comprise "transaction information,” such as any information associated with a

current transaction, such as the transaction amount, merchant identifier, merchant
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location, etc., as well as any other information that may he utilized in determining

whether to identify and/or authorize a transaction.

(3026} An "authorization response message” may be an slectronic message
reply to an authorization request message. An authorization response message can
be generated by an issuing financial institution or a payment processing network.
The authorization response message may include, by way of example only, one or
more of the following status indicators: Approval -- fransaction was approved,
Decline -- transaction was not approved; or Call Center -- response pending more
information, merchant must call the toll-free authorization phone number. The
authorization response message may also include an authorization code, which may
be a code that a issuer bank returns in response {o an authorization request
message in an elecironic message (either directly or through the payment
processing network) to the merchant's access device (g.9. POS eguipment) that
indicates approval of the transaction. The code may serve as proof of authorization.
As noted above, in some embodiments, a payment processing network may

generale or forward the authorization response meszage to the merchant.

{60271 As used herein, a “‘communications channel” may refer to any suitable
path for communication between two or more enlities. Suitable communications
channels may be present directly between two entities such as a payment
processing network and a merchant or issuer computer, or may include a number of
different entities. Any suitable communications protocols may be used for
generaling a communications channgl. A communication channel may in some
instance comprise a “secure communication channel,” which may be established in
any known manner, ingluding the use of mutual authentication and a session key
and esltablishment of a secure socket layer {SSL) session. However, any method of
creating a secure channel may be used. By establishing a secure channel, sensitive
information related to a payment device (such as account numbers, CVV values,
expiration dales, elc.) may be securely transmitted between the twn or more entities

to facilitate a fransaction.

{0028} A “digital wallet provider’” may include any suitable entity that provides
a digital wallet service. A digital wallel provider may provide software applications
that store account numbers, account numbers including unigue identifiers, or

representations of the account numbers {e.q., tokens), on behalf of an account

Al
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holder 1o facilitate payments at more than one unrelated merchant, perform perscn-

to~-person payments, or inad financial value into the digital wallet.

[4629]) “Biometric data” includes data that can be used to uniguely identify an
individual based upon cne or more intrinsic physical or behavicral traits. For
example, blomeiric data may include fingerprint data and retinal scan data. Further
sxamples of biometric data include digital photographic data {e.q., facial recognition
data), deoxyribonucleic acid {DNA) data, palm print data, hand geometry data, and
iris recognition data. In the context of the present disclosure, biometric data may

include voice data.

{06348] “Speaker recognition” is the identification of a user based on
characteristics of their voice (voice biometrics). Speaker recognilion uses the
acoustic features of speech that have been found to differ between individuals.
These acoustic patterns reflect both anatomy (e.g., size and shape of the throat and

mouth) and learned behavioral patterns (e.g.. voice piich, speaking style).

[0831) “Speech recognition” is the translation of spoken words into text
understandable by a computer system. Speech recognilion combined with speaker
recognition may simplify the task of translating speech in systems that are used to

authenticate or verify the identity of a speaker as part of a security process.

{0632] “Voice recognition” may be used to describe both “speaker

recognitton” and “speech recognition”.

[0033] A “volice model,” as described herein, can be a modsl of the user’s
voice constructed from prior voice samples received from the user. The voice model
can be used to determine a risk factor associated with a user. The voice model may
contain information about current and prior user authentications with a verification
systern. For example, the voice model may contain the time, tocation, voice dala,
and match score asscciated with each particular voice authentication with the
verification system by the user. The combination of information within the voice
model about prior authentications may be used io determine the risk factor

assogciated with the user.

[D034] A “prompt,” as described herein, can be a combination of a number of

words arranged in a particular order. A user may be requested to repeat a prompt

-~
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for authentication purposes. The terms “prompt” and "word string™ may be used

interchangeably in the following description.

(0835] A fvoice sample,” as described herein, can be captured audio data of a
user's voice. For example, a voice sample may be a captured audio signal of a
user's voice who wishes to authenticate with a transaclion system. The user may be
requested to repeat a certain prompt. The microphone may capture the prompt
repeated by the user and pass the audio data to another module for speaker
verification. The terms “voice sample,” “voice data,” “voice segmient,” and “audio

segment” may be used interchangeably in the following description.

{0B38) A “match score,” as described herein, can be a relationship between
received input data and stored data. In the context of the present disclosure, the
received input data can be a captured voice sample. The stored data canbe a
previously captured and stored voice sample or the voice model. The match score
may express the degree of confidence that the recelved input data and the stored
data correlates with each other {e.q., originated from the same individual). The
match score may be passed to other parts of a risk scoring mechanism, such that
the match score contributes along with other risk parameters to an overall decision
that may be used, for example, for approving or declining a transaction. An
appropriate threshold can be set to ensure an acceptabls level of accuracy. This
concept can be appilied to other biometric data apart from veoice samples (e.g., retinal

scans, facial recognition data, etc.).

I, Exemplary Sysltems

{06037} FIG. 1 is a biock diagram of a payment system 100, according o some
smbodiments. The system 100 includes a communication device 110, an access
gevice 12C, a merchant 125, an acquirer 130, a payment processing network 140, an
issuer 180, interconnected network 160, and a server computer 360, The acquirer
130 may further include an acquirer computer (not shown}. The payment processing
yetwork 140 may include an authorization and settlement server and/or additional
servers {not shown) t¢ carry out the various transactions described herein. In some
gmbadiments, the server computer 300 may reside within the payment processing

network 140 or issuer 150,
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{0038} in some embodiments, the communication device 110 may be in
electronic communication with the access device 120. The communication device
110 can be a personat digital assistant (FDA), a smart phone, tablet computer,
notebook computer, or the like, that can execule and/or support payment
transactions with a payment system 100. A communication device 110 can be used
in conjunction with a payment device, such as a credit card, debit card, charge card,
gift card, or other payment dgvice and/or any combination thereof, The combination
of a payment device (e.g., credit card) and the communication device 110 {e.g.,
smarf phone) ¢an be referred to as the communication device 110 for illustrative
purposes. I some embodiments, the communication device 110 may be used in
conjunction with transactions of currency or points (8.9., points accumulated in a
pariicular software application). In some embodiments, the communication device
110 may be a wireless device, a contactless device, a magnetic device, or other type
of payment device. In some embodiments, the communication device 110 inclitdes
software (e.g., application) and/or hardware 1o perform the varicus payment

transactions and capture user voice data as further described below,

{0039} The access device 120 may be configured to be in electronic
communication with the acquirer 130 via a merchant 125. In one embodiment, the
access device 120 may be a point-of-service (POS) device. Allernalively, the access
device 12C can be any suitable device configured 1o process payment transactions
such as credit card or debit card transactions, or glectronic setttement transactions,
and may have optical, electrical, or magnetic readers for reading data from portable
electronic communication devices such as smart cards, keychain device, call
phones, paymesnt cards, security cards, access cards, and the tike. In some
embodiments, the access device 120 may be located at and controlled by a
merchant. For example, the access device 120 can be a PQOS device at a grocery
store checkout line. In some embaodiments, the access device 120 can be a client
comptuter or 2 mobile phone in the event that the user is conducting a remote

transaction.

[0640]} The acquirer 130 (2.g., acquirer bank) may include an acquirer
computer {not shown). The acquirer computer can be configured to transfer data
(&.g., bank identification number {BIN), etc.) and financial information to the payment

processing network 140. In some embodiments, the acquirer 130 does not need to
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be present in the system 100 for the communication device 110 to transfer the
financial and user data to the payment processing network 144, In one non-limiting
exarnple, ihe acquiring bank 130 can additionally check the credeniials of the user

against a watch Hist in order to prevent fraud and money laundering schemes.,

(06041} In some embodiments, the payment precessing network 140 is
VisaNet™, where Visa internal processing {VIP) performs the various payment
processing network 140 or multi-lateral switch functions described herein. The
payment processing network 140 can include an authorization and settlement server
(not shown). The authorization and settlerment server ("authorization server”)
performs payment authorization functions. The authorization server is further
configured to send and receive authorization data to the issuer 150. Furthermore,
the payment processing network 140 can receive a voice sarnple by the user {e.q.,
from the payment device 110, access device 120, or acquirer 130) to determine a

risk factor associated with a transaction, as further described below.

§0042] in some embodiments, the issuer 150 is a business entity which issues
a card to a card holder. Typically, an issuer is a financial institution. The issuer 150
is configured to receive the authorization data from the payment processing network
140 (e.g., the authorization server). The issuer 150 receives authentication data
from the authorization server and determines if the user is autherized to perform a
given financial transaction {e.g., cash deposit/withdrawal, money transfer, balance

inquiry) based on whether the user was authenticated by an idenlification system.

{0043} in some embodiments, the communication device 110 may be
connected to and communicate with the payment processor network 14€ via an
interconnected network 1680, One example of an inlerconnecled nelwork 160 is the
internet. The paymeant processor network 140 may inform the communication device
110 when a payment has been successfully processed. in some embadiments, the
payment processor network 140 may be connecied to and communicate with the
access device 120 via the interconnected network 160. The payment procassor
network 140 may inform the access device 120 when a payment has been
successfully processed. In turn, the access device 120 may complete the

tfransaction with the communication device 110,

10
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{0844} A server computer 300 is also shown in FIG. 1, and is in operative
communication with the inierconnected network 160. The server computer 306 may
inciude a voice database (described below) that includes slored voice model(s) of a
user for authantication purposes. The voice model may be created for the user at
the time of enroliment with the authentication system. The voice mode! may
subsequently be updated over time as additional voice samples are captured during
subsequent user authentications performed with the authentication system. In some
embaodiments, the voice database within the server computer 300 may include voice
models for a large number of users. That is, the voice database may include
thousands or millions of voice models. Further details regarding the voice database

are provided below.

[0045] The interconnecied network 180 may comprise one or more of a local
area network, a wide area network, a metropolitan args network (MAN), an intranet,
the Internet, a Public Land Mobile Network (PLMN), a telephone network, such as
the Public Switched Telephone Network (PSTN) or a callular telephone network
{(e.g., wirgless Global System for Mobile Communications (G8M), wireiess Code
Diviston Multiple Access (CDMA), eic.), a VoIP network with mobile and/or fixed

{ocations, a wireline network, or a combination of networks.

{0046] in a typical payment transaction in some embodiments, a user may
interact with the access device 120 (e.g., with a payment device such as a payment
card, communication device, or by entering payment information) to conduct a
transaction with the merchant 125. The merchant 125 may operate a merchant
computer, which may route an authorization request message to the acquirer 130,

and eventually to the issuer 150 via the payment processing network 140.

(00471 The issuer 140 will then determine if the transaction is authorized (e.9.,
by checking for fraud and/or sufficient funds or credit). The issuer will then transmit
an authorization response message to the terminal 120 vig the payment processing

network 140 and the acquirer 130.

[3048] The transaction is cleared and setiled between the acquirer 130 and
the issuer 150 by the payment processing network 140, for example, at the end of

the day.

11
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{60491 The description below provides descriptions of other componenis in the
systemn as weli as authentication methods using authenticating a user for a
transaciion based on a received voice sample. The authentication methods can be

performed at any suitable point during the above-describad transackion flow.

[3050] FIG. 2 is a block diagram of a communication device 110, according to
some ambodiments. Communication device 110 includes a processor 210, a
location sensor 220, a display 230, an input device 240, a speaker 25{, a memory

260, and a compuler-readable medium 270.

10051} Processor 210 may be any suitable processor operable to carry out
insiructions on the communication device 110. The processor 210 is coupled to
other units of the communication device 110 including location sensor 220, display
230, input device 240, speaker 250, memory 260, and computer-readable medium
270.

(0952} L.ocation sensor 220 may be any sensor capablg of obtaining location
data associated with the communication device 110. The location sensor 220 may
communicale with a mobile netwark associated with the communication device 110
or a Global Positioning System (GPS) {or other similar systam) to obtain location
data for the communication device 110. For example, location sensor 220 ¢an be a
(3PS raceiver, or a wireless communication antenna (e.qg., cellular, WiFi, etc.) that
can be used f{o triangulate the location of commurication device 110. The location
segnsor may also be compatible with location-based services that make use of the

obtained location data to control features and information services.

{06053} Display 230 may be any device that displays information to a user,

Examples may include an L.CD screen, CRT monitor, or seven-segment display.

{0054} input device 240 may be any device that accepts input from a user.
Examples may include a keyboard, keypad, mouse, or microphone. In the case ofa
microphons, the microphone may be any device that converts sound to an electric
signal. th some embodiments, the microphone may be used to capture voice data

from & user.

[0055] Speaker 250 may be any device that outputs scund to a user.

Examples may include a built-in spaaker or any other device that produces sound in
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response to an glectrical audio signal. [n some embodiments, speaker 250 may be

used to request the user for a voice sample for purposes of authentication.

{0656} Memory 260 may be any magnetic, electronic, or optical memory.
Memory 260 includes two memory modules, module 1 262 and module 2 264. It can
be appreciated that memory 280 may include any number of memory modules. An

exampleg of memaory 260 may be dynamic random access memory (DRAM).

{0057] Computer-readable medium 270 may be any magnelic, electronic,
optical, or other computer-readable storage medium. Computerreadable storage
medium 270 includes voice data capture module 272 and voice data transmission
module 274. Computer-readable storage medium 270 may comprise any
sombination of volatile and/or non-volatile memory such as, for example, buffer
memory, RAM, DRAM, ROM, flash, or any other suitable memory device, alone orin

combination with other data storage devices.

{0058 Voice data capture module 272 is configured to capture voice data, via
input device 240, from a user for voice authentication purposes. In some
embodiments, voice data capture module 272 may capture voice data by the user for
purposes of inilially registering a user for the first time for subseguent voice
authentication. In some embodiments, voice data capture module 272 may capture
voice data, via input device 240, for purposes of authenticating a user in order to
complete a transaction. For example, communication device 110 may request a
user to register or authenticate his/her voice data by displaying a prompt, on display
230, 1o repeat {by speaking into the microphone) a specific promipt. In some
embodiments, the prompt can also be outputted on speaker 25G. Upnn capluring
the user's voice data via the microphone, the voice dala corresponding to the
prompted prompt may be transmitted to a server computer via voice data
transmission module 274 for purposes of storing the voice data for future user
guthentication or for authenticaling the user based on a stored voice model,

described below. In some embodiments, the caplured voice data can be digitized.

§0055] Voice data transmission module 274 is configurad to transmit captured
voice dala to a server computer. In some embodiments, the captured voice data
may be voice data captured during user registration and/ar authentication by voice

data capture module 272, described above. In some embodiments, the captured

13
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voice data may be voice data captured during subsequent authentications using

voice data received from the user, described in further detail below.

{8060} FiG. 3 is a block diagram of a server computer 300, according to some
embodiments of the present inveniion. Server computer 300 includes an
input/outpul interface 310, a memory 320, a processor 330, a voice database 350,
and a computar-readable medium 380, In some embodiments, the server computer
304 may reside within the interconnected network 160 (FIG. 1). In some
embodiments, the server computer 300 may reside within the payment processor
nietwork 140 (FIG. 1}.

(3061} The input/ouiput (I/O) interface 310 is configured to receive and
transmit data. For example, the O interface 310 may receive an authorization
request message from the acquirer 130 (FIG. 1). The 1O interface 310 may also be
used for direct interaction with the server computer 300. The /O interface 210 may
accept input from an input device such as, but not limited to, a keyboard, keypad, or
mouse. Further, the /O interface 310 may display output on a display device. The
/G interface 310 may also receive communications from the communication device

110 (FIG. 1), such as a voice sample from the user.

{0082} Memaory 320 may be any magnetic, electronic, or optical memory. 1t
can be appresiated that memory 320 may include any number of memory modules,
that may comprise any suitable volalile or non-volatite memory devices. An example

of memory 326 may be dynamic random access memory (DRAM).

s

fo063] Processor 330 may be any suitable processor cperable to carry out
instructions on the server computer 300. The processor 330 is coupled to other units
of the server computer 300 including inpu¥output interface 310, memory 320, voice

database 350, and computer-readable medium 360,

{0064} The voice database 330 is configured to store voice model(s) of users.
The voice modelis) of the users may be constructed from one or more prior voice
sampies received from the corresponding user. As subsequent voice samples are
received from the user, the voice model may improve over time and the voice model
data may more accurately represent the user’s voice. The voice model(s) may also
include attributes such as, but not limited o, time of the authentication / payment

transaclion, the user or payment cardholder's name, the voice data associated with

14
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the payment transaction, the outcome of payment cardhaclder
verification/authentication, and a match score for the audio data. These atiributes of

the payment user's fraud profile are described in detail in FIG. 6.

{0065] Computer-readable medium 360 may be any magnetic, elecironic,
optical, or other compuler-readable storage madium. Cornputer-readable storage
medium 360 includes address pointer generation module 362, voice madel retrieval
module 364, and match score module 366. Computer-readable storage medium 360
may ccmprise any combination ¢f volatile and/or non-volatile memory such as, for
example, buffer memory, RAM, DRAM, ROM, flash, or any other suitable memory

device, alone or in combination with other data storage devices.

{0066} Address pointer generation module 362 may be configured to generate
a reference 1o a voice mode! stored within the voice database 350 upon an indication
that the communication device 110 is within a certain location. In some
embodiments, the location may be a merchant focation. A viriual perimeter (e.g.,
geofence) may be established around the merchant {ocation. Upon the
communication device 110 entering the virtual perimeter, the server computer 300
may receive an indication and the address pcinter generation module 362 may
generate a reference to the voice model(s) associated with the user of the
communication device 110 that is stored within the voice database 350. [n some
embadiments, the reference may be a pointer to the memory location where the
voice model is stored within the voice database 350. In some embcodiments, the

reference may be a user id associated with the user, etc.

{0067} Voice model retrisval module 364 may be configured o use the
reference generated by the address poinler generation module 362 o retrieve the
voice model from the voice database 350. In some embodiments, retrieval of the
voice model may include accessing the voice database 350 using the reference. In
sorme embodiments, retrieval of the voice model may further include of copying the
vaice model from the voice database 350 to another location {described in further

detail below).

{0068} Malch score module 366 is configured to caloulate a match score
associated with captured voice data for each user voice authentication attempt using

a provided voice sample. The match score may be based on a numeric score {e.g.,
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between 0 and 100}, where the score expresses a degree of confidence that the
captured voice sample maiches with previously capiured and stored veice samples
from the user, and ullimately that the user being authenticated is the genuine user,
This score can be passed on to other parts of a risk scoring mechanism, such that
the score, along with other risk parameters, contributes to the overail decision of

approving or declining the transaction.

{0883} It can be appreciated that in some embaodiments the server computer
200 may reside within the payment processing network 140 (FIG. 1) or issuer 150
(FIG. 1).

{00703 FiG. 4 illustrates an examplary environment 400 including a plurality of
users and g merchant location, according to sorme embodiments. The environment
alsc includes a merchant store 430. The merchant store 430 may be any physical
location of a merchant. For example, merchant store 436 may be a grocery siore,
shoe store, flower slore, restaurant, coffee shop, elc. The plurality of users may
include users 420 within the boundaries of merchant store 230 and users 410
outside the boundaries of merchant store 430. Each user 410, 420 may be carrying
a communication device. The boundaries of the merchant store 430 may defined by
a virtual perimeter 440, such as a geofence. In some embodiments, the virtual
perimeter 440 may be established with the use of location-based hardware installed
at merchant store 430. In some embodiments, the virtual perimeter 440 may be
established via server-side implementation, e.g. by monitoring locations of the
various communication devices and sensing when the communication device is

within the virtual perimeter 440,

{60711} The technigues described herein provide speaker verification for
authentication purposes through the communication device. More specifically,
embodiments of the present invention pertain to transactions conducted with the use
of g communication device, such as a mobile phone or personal computer, for in-
person transactions at the merchant store 430, The speaker verification may be
accomplished using any voice biometric techniques, for example, prompted text

independent speaker verification.

{0072} The systems and methods described herein allow for location-

awareness of the communication devices, and in turn the users 420, within merchant
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store 430. The location-awarengss may he accomplished using techniques such as
geofencing, where a virtual perimeter is created around the merchant store 43C.
When the localion-aware communication device of g location-based service (LBS)
usar enters or exits a geo-fence, the communication device can receive a location
notification {also referred to herein as a “geo-fence natice”). This localion notification
may contain information aboul the location of the device. The geo-fence nolice can
be sent to the payment processor network 140 (FIG, 1) or issuer 150 (FIG. 1). In
some embodiments, the communication device may take an active role in the
location-awareness and send a notification to the payment processor network 140
(FIG. 1) orissuer 180 (FIG. 1) when the communication device senses thal it has

entarad or exited the virtuai perimeter 440 around the merchant store 430.

[6073] Once the payment processor network 140 (FIG. 1) or issuer 150 (FIG.
1) receives the geo-fence notice, a reference to a voice model associated with the
user within the boundaries ¢f merchant store 430 may be retrieved. The voice model
may be stored within voice database 350 {(FIG. 3). The reference may be a
reference pointer {o the location of the user's voice model within the voice dalabase
350 (FIG. 3). In some embodiments, searching through a large database of
thousands or millions of voice models for the user’s particular voice model may be
time consurning, process intensive, and inefficient. The user's experience with the
authentication system may be diminished as a result.  As such, the geo-fencing
techniques can greatly reduce the set of voice models that need to be segarchad {o
oniy users 420 that are within the virtual perimieter of the merchant store 430.
Furthermaore, by retrieving a reference 1o the the voice models for the users within
426 the boundarigs of the merchant store 430 as soon as the user enters the virtual
perimeter, the voice model of the user can be retrived while the user is still shopping
to improve the checkout fime at the POS.. The reference o the voice model may be
obtained when the user enters the merchant store 430 and the geo-fence notice is
sent to the payment processor network 140 (FIG. 1) or the issuer 150 (FIG. 1). In
some embodiments, the reference may be obtained on-the-ily at the time when the
transaction is initiated by the user, or when the user enters the checkout area

indicating the user is about to initate the transaction.

{06074} For example, when user John Doe enteres the merchant store 430 with

his location-aware communication device, a geo-fence notice may be sent o the
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payment processor netwerk 140 (FIG. 1) or issuer 150 (FIG. 1), Once the payment
processor network 140 (FIG. 1) or issuer 150 (FIG. 1) verifies that John Doe is &
user sel up for voice authentication, a reference to John Doeg’s voice model within
the voice database 350 (FIG. 3) may be retrieved. When John Doe is ready to
inittate a transaction, he may interact with his communication device and respond to
speaker verification prompts provided by the communication device. For example,
John Dog may spgak "My name is John,” in response to a prompt dispalyed by the
communication device. At this point, a reference to John Doe’s voice model and the
other users 420 within the merchant stcre 430 voice models may already be
retrieved. As such, comparisons of John Doe’s received volce input to the voice
model in the voice database 350 (FIG. 3) may be completed effeciently as there may
not be a large amount of voice modsis to search for and compare against. In some
embodiments, the reference may be pointer to storage addrass within the voice
databasse 350 (FIG. 3) where the voice model(s) are stored. In some embodiments,
the voice mode! may be copied from the voice database 350 (FIG. 3) {0 a second

database, as described in further detail below.

[0075] FiG. 5§ illustrates a block diagram of accessing voice model within a
voice database 35C using a reference, according to some embodiments. The
iHlustration in FIG. & depicts a communication device 110, server computer 200, and
merchant 125. The communication device 110, server computer 200, and merchant
125 are interconnected via interconnected network 160. In some embodiments, the
interconnected network 160 may be the Internet. As described above, the
cormnmunication device 110 may be associated with a user and include location
awareness functionalities. When the communication device 110 comes within the
virtuai perimeter 444 (FIG. 4), 2 notification may be sent to the server computer 350.
The notification may be include user identifying data that may allow the server
compiiter 200 to identify the user of the communication device 110. In some
embodiments, the user identifying data may be sent via a digital wallet appiication

associaled with a digital waliet provider that runs on the communication device 110.

[3576] Upon receiving the notification, the server computer 200 may retrieve a
reference o the voice model for the user stored within the voice database 350. in
some embodiments, the reference may be a poinier to the storage location of the

voice model within the voice database 350. For example, the voice model may be
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siored at address 2F8A within the voice database 350, and the reference may be a
poinier to address 2FBA. In some embodiments, identification associated with the
user (e.qg., serial number, International Mobile Equiprment Identity (IMEL number,
Subscriber Identity Module (SIM) card number, phone number, primary account
number or token associated with a digital wallet application, efc.) may be mapped o
the reference. The identification can then be used to retrieve the reference that
points to the mamory location (e.q., address 2F6A) within the voice database 350,
Accordingly, the pointer may point to address 2F8A, which contains the voice model

for the user within the voice database 350.

{0677} When the user initiates a fransaction using communication device 110,
the server scemputer 200 may have already retrieved the reference to the user’s
voice model stored within the voice database 350 (e.q., at the time the user entered
the virtual perimeter 440 (FIG. 4)). Once the user provides a voice sample via the
communication device 110, the communication device 110 may transmit the voice
sample to the server computer 200 via the interconnected network 166, The server
computer 200 may then authorize the user by comparing the received voice sample
to the retrieved voice mode! of the user. Since the reference to the voice model may
have already been retrieved, the server computer 200 may be able to quickly access
the voice model and compare the received voice sample from the user. This may be
i conirast to the server computer 200 having to search thousands or millions of
entries in the voice database 350 to find the corresponding voice model associated
with the user at the time of a transaction after the user has initiated the transaction.
These techniques may result in increased authentication efficiency and improved

user experience {e.g., reduce transaction processing at the POS).

{6078] in some embodiments, the server computer 2006 may copy the user's
voice model from the voice database 350 1o a second dalabase or queus. The
second database or queue may be reside locally within or be associated with the
merchant 125. For example, in FIG. 5, the temporary voice model queue 340
resides within the location of merchant 125. Upon recelving the notification that the
communication device 110 is within the virtual perimeter 440 (FIG. 4}, as described
above, and after retrieving the reference to the user’s voice model stored within the
veice dalabase 350, the server computer 2060 may copy the voice model (using the

retrieved reference) to the temporary voice model queue 340. This process may be
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done Tor each user's communicaiion device 110 that is within the virtual perimeter
440 (FIG. 4). Accordingly. the temporary voice model queue 340 may contain copies
of voice models for each user within the merchant store 430 (FIG. 4) at & given time.
At the time the user is ready for checkout at the merchant store 430 (FIG. 4), the
voice model for the user may already be available within the temporary voice model
gqueue 340 local to the merchant 125. Accordingly, the access device 120 (FIG. 1)
may have Taster access to the voice model for the user within the tesmporary voice
model queus 34G. This may provide an efficient method to the authenticate the user

at the time of the transaction.

{0079 in some embodiments, the voice database 350 may be associated with
an entity outside of the payment prosessing network. For example, the voice
database 350 may be associated with a maobile network operator. I such cases, the
voice model associated with the user can be copied from the voice database 350
residing within the mobile network operator to a femporary voice model queue 340
residing within the payiment processing network. This may allow for faster
transaction authentication and authorization by copying the voice model to a

database within the paymemt processor network.

[G080] FiG. 6 shows an exemplary voice database 350 including a voice
model 520 created from a plurality of voice samples, according to scme
embodiments of the present invention. The voice database 350 may inciude a voice
model 520 with voice sampies for each user. The voice samples may be stored
pravious voice inpuls from the user during the course of a transaction authentication.
The voice model 520 may include attributes such as, but not limited to, date of the
payment transaction, time of the payment transaction, the payment user’s name, the
caplurad veice data used for verification and associated with the payment
transaction, the outcome of payment user verification/authentication, and a variable
match score for the user. The voice model 520 may represent a “sianature” of the
user's voice made up from prior received (and authenticated) voice samples. As
more voice samples are recetved from the user, the voice model 520 may improve in

accuracy.

{6081} The voice model 520 shows data sats relating to nine different payment

authorization requests for a user named “John Doe.” Each of the nine payment

20



WO 2014/204855 PCT/US2014/042538

authorization reguest data sets includes the atiribute information mentioned above.

The combination of the nine data seis forms the voice model for John Doe.

{3082} The date attribute of the voice model 520 indicates the date at which a
user initiated a payment transaction using the communication device. In this
example, the first recorded date {1/4/2012) indicates the first payment transaction
initiated by the user after enroliment with the system. Each subseguent date

represents a subseguent payment transaction initiated by the user.

{0083} The time atiribute of the volce model 520 indicates the time of day on

the date at which the user initiated the padicular payment transaction.

{0084} The user attribute of the voice model 520 indicates the registered name
for the genuine user. In this example, the registered name, “John Dog” is the same
for every payment authorization request. 1t can be appreciated that the voice model
520 stores the recorded payment authorization requests for each user in a unique
storage location within the database. Other storage locations within the voice model

520, not shown in this example, may contain fraud profiles.

{0085} The voice sample data of the voice model 520 can be the captured
digital representation of the voice signal by the communication device upon veice
authentication of the user that is then sent to the voice biometric matching server.
As mentioned abaove, in some embodiments, the voice data for each individual
payment transaction request initiated by the user may be unique as weil as the
reguested prompt {e.g., the sequence of words used in a particular authentication).
In some embodiments, one or more specific prompt can be used more than once for

authentication.

{06088} The voice model 520 shows nine different captured voice data
representations for each of the nine payment transactions initiated by the user “John
Doe.” As shown, each of the voice data representations is unigue. Since it may be
nlikely that each received voice data representation from the user will be identical
every time, the voice data represeniations may be unigue for each transaction. For
example, # may be unlikely that a user speaks in the same tong for the voice

biometric every time or that the requested voice prompt is the same every time.

{0087} In this example, a first voice data representation (stored on 1/4/2012) is
generated upon a user performing their first payment authorization request afier
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regisiering with the communication device. A second voice data representation is
generated on a subsequent payment authorization request.  If a received voice data
representation is significantly different than previously received and stored voice
dgata representations in the voice model 520, the received voice data representation
may be assigned a relatively low match score and the payment ransaction request
may be denied for the possibility of g fraudster wishing to initiate the payment

fransaction reguest.

(6088} As more voice data representations are received and stored, more
comparison points for subsequently received voice data representalions are
available. For example, the ninth received voice data representation {12/24/2012)
may be compared against the previous eight stored voice data representations (or
against a model generated from the collection of those eight voice data recordings)
in order to determine its match score. Also, the voice data representaiions are used
to create a voice model for the user. tach subsequent voice data representation

received improves the user's voice model.

fB0893 The risk score attribute of the veice model 520 indicates a risk score
associated with the partictlar authentication request by the user. In this example,
the risk score may be on a scale from 0-106, with 100 being the highest {mos risk).
The match sgores may decrgase over time as the user authenticates with the

authentication system more and becomes more “trusted” over time.

f0080]} As demonstrated in FIG. 6, the risk score varies for each subssguent
payment transaction request initiated by user “John Doe.” In some embodiments, a
first ransaction request may not have a risk score because i is the first received
voice data representation used for initial enrolimsant by the user. Each subsequent
received and validated voice data reprasentation rgsults may result in a lower risk
score, as described above. The determination of the risk score may be determined
based on a predetermined formula. The risk score may be an indication of how risky

approving the payment iransaction may be.

{0031} FiG. 7 is a flow diagram 700 of an exemplary method authenticating a
user for a fransaction, according {0 some embodiments of the present invention. In
block 710, a communication indicative of a lccation of a communicative associated

with the user is received. The Incation of the communication device may have been
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determined using location based services in combination with geo-fencing, as

described above.

{00921 In block 720, a reference for accessing a voice model associated with
the user is retrieved. The voice model may be stored in 2 database (e.g., a remote
database). Forexample, if a user is determined 1o be within a store, based on the

geo-fencing, a reference to the user’s voice model stored within the voice database

may be retrieved.

{0083] in block 730, a voice segment is receaived from the user. The voice
segment may be received by the user's communication device via an internal or
external microphone input. The voice segment may be in response {o a prompted

text speaker verification prompt.

f0054} in block 740, the reference is used {0 access the voice model stored in

the database. The reference may be a pointer to the voice model.

[30395] In block 750, the received voice segment is compared to the veice
model. For example, the received voice segment may be compared to the user's
voice model within voice database by using the reference pointer to the location of
the voice maode! within the database. This may allow for more efficient compariscns

to be made.

10096} In block 750, a determination is made whether the useris
authenticatad for the transaction based at least in part on the comparing step. Hf the
received voice segment from the user matches the volce model in the voice

database, the user may be authenticated to complete the transaction.

{06097} Referring now to FIG. 8, an exemplary computer sysiem 800 according
to one embodiment of the present invention is illustrated. The system 800 may be
used to implement any of the computer systems described above {e.g., client
computer, a server computer at the card association, a server computer at the
issuer, a compuier apparatus at the merchant, etc.). The computer systern 800 is
shown comprising hardware elements that may be electrically coupled via a busg 8§24.
The hardware elements may include one or more central processing units (CPUSs}
802, one or more input devices 804 (e.g., a mouse, a keyboard, efc.), and one or
more output devices 806 (e.g., a display device, a printer, etc.). The computer

system 800 may also include one or more storage devices 808. By way of example,
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the storage device(s) 308 ¢an include devices such as disk drives, optical storage
devices, solid-state storage device such as a random access memory {("RAM”)
and/or a read-only memory ("ROM”), which can be programmable, flash-updateable

and/or the like.

{60981} The computer system 800 may additionally include a computer-
readable storage media reader 812, a communications system 814 and working
memory 8§18, which may include RAM and ROM devices as described above. The
communications systems can include, for example, a modem, a nstwork card
(wireless or wired), an infra-red cormmunication device, etc. In some embodimennts,
the computer system 800 can alsc include a processing acceleration unit 816, such

as a digital signal processor (CSP), a special-purpose processor, and/or the like.

[0099] The computer-readable storage media reader 812 can further be
connected to a computer-readable storage medium 810, together {and, opticnally, in
cormbination with storage device(s) 308) comprehensively representing remote, local,
fixed, and/or removable storage devices plus storage media for temporarilty and/or
more permanently containing, storing, transmitting, and retrieving computer-readable
information. The communications system 814 can permit data {o be exchanged with
the network andior any other computer described above with respect 1o the system
300.

{0100] The computer system 800 may also comprise software elermnents,
shown to be located within a working memoery 818, including an operating system
820 and/or apglication programs 822 comprising code, such as a client application,
Web browser, mid-tier application, RDBMS, eifc. It should be appreciated that
alternate embodimeants of a computer systern 800 can have numerous varalions
from that described above. For example, customized hardware might also be used
and/or particuiar elements might be implemented in hardware, software (including
portable soflware, such as applets), or both. Further, connection to other computing

devices such as network input/output devices may be employsd.
P %

{0161} Storage media and computer-readable media for containing code, or
portions of code, can include any appropriate media known or used in the art,
including storage media and communication media, such as but not limited to volatite

and non-volatile, remevable and non-removable media implemented in any method
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or technology for storage and/or transmission of information such as computer-
readable instructions, data structures, program modules, or ¢ther data, including
RAM, ROM, EEPROM, flash memory or other memory technology, CD-ROM, digital
versatile disk (DVD) or other optical storage, magnetic casseties, magnetic tape,
magnetic disk storage or other magnelic slorage devices, data signals, data
tranarnissions, or any other mediurn which can be used to store or ransmit the
desired information and which can be accessed by the computer. Based on the
disclosure and teachings provided herein, a person of ordinary skilt in the art will

appreciate other ways and/or methaods to implement the varicus embodiments.

0102} The above description is illustrative and is not restrictive, Many
variations of the invention may become apparent to those skilled in the art upon
review of the disclosure. The scope of the invention may, therefore, be determined
not with reference to the above description, but instead may be determined with

reference to the pending claims along with their full scope or equivalents.

10103} it may be understood that the present invention as described above
can be implementad in the form of contrai logic using computer software in a
modular or integrated manner. Based on the disclosure and teachings provided
herein, a person of ordinary skilt in the art may know and appreciate olher ways
and/or methods {0 implement the present invention using hardware and a

combination of hardware and software,

{0104} Any of the software components or functions described in this
application, may be implemented as software cade to be executed by a processor
using any suitable computer language such as, for example, Java, C++ or Perl
using, for example, conventional or object-oriented techniques. The software code
may be stored as a series of instructions, or commands on a computer readable
meadium, such as a random access memory (RAM), a read only memary (ROM), 2
rmagnetic medium such as a hard-drive or a floppy disk, or an opticat medium such
as a CO-ROM. Any such computer readable medium may reside on or within a
single computational apparatus, and may be present on or within different

computaticnal apparatuses within 2 system or network.
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[0105] One or more features from any embodimant may be combined with
one or more features of any other embodiment without departing from the scope of
the inverntion.

{6106} A recitation of "a", "an" or "the" is intended to mean "one or more"

uniless specifically indicated to the contrary.

0167 Suitable speaker verification techniques that can be used in
embodiments of the invention can also be found in U.S. Palent Application No.
13/898,496, filed on May 21, 2013 and 13/899,470, filed on May 21, 2013, which are

incorporated by reference in their entirety for all purposes.



CLAIMS

1. A method of authenticating a user for a transacticn, the method comprising:

receiving, at a server computer, a communication indicative of a communication device
associated with the user entering a location within a virtual perimeter;

in response to receiving the communication and prior to receiving a voice segment from
the user, retrieving, via the server computer, a reference for accessing a voice model associated
with the user, wherein the voice model is stored in a database;

using the reference to access the voice model stored in the database;

receiving, at the server computer, a voice segment from the user;

comparing the received voice segment to the voice model; and

determining whether the user is authenticated for the transaction based at least in part on

comparing the received voice segment to the voice model.

2. The method of claim 1, wherein the database is a first database, the method
further comprising:

using the reference, copying the voice model from the first database to a second
database, wherein the voice model being compared with the received voice segment is retrieved
from the second database.

3. The method of claim 1, wherein the comparing step further comprises

determining a match score based at least in part on the comparison.

4. The method of claim 1, wherein the virtual perimeter is established around a

merchant location.

5. The method of claim 1, wherein the reference is a pointer to a storage address
within the database.

6. The method of claim 1, further comprising updating the voice model with the

received voice segment.

7. The method of claim 1, wherein the communication indicative of a location of a

communication device associated with the user originates from the communication device.
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8. The method of claim 1, wherein the voice model is based on a plurality of voice

segments previously received from the user.

9. The method of claim 1, further comprising:
calculating a match score based at least in part on comparing the received voice
segment to the voice model; and

approving or declining the transaction based on the match score.

10. A server computer, comprising:
a processor; and |
a non-transitory computer-readable storage medium, comprising code executable by the
processor for implementing a method for authenticating a user for a transaction, the method
comprising:
receiving a communication indicative of a communication device associated with
the user entering a location within a virtual perimeter;
in response to receiving the communication and prior to receiving a voice
segment from the user, retrieving a reference for accessing a voice model associated
with the user, wherein the voice model is stored in a database;
using the reference to access the voice model stored in the database;
receiving a voice segment from the user;
comparing the received voice segment to the voice model; and
determining whether the user is authenticated for the transaction based at least in

part on comparing the received voice segment to the voice model.

11. The server computer of claim 10, wherein the database is a first database, the
method further comprising:

using the reference, copying the voice model from the first database to a second
database, wherein the voice model being compared with the received voice segment is retrieved

from the second database.

12. The server computer of claim 10, wherein the comparing step further comprises

determining a match score based at least in part on the comparison.
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13.  The server computer of claim 10, wherein the virtual perimeter is established
around a merchant iocation.

14.  The server computer of claim 10, wherein the reference is a pointer to a storage
address within the database.

15.  The server computer of claim 10, further comprising updating the voice model

with the received voice segment.

16. The server computer of claim 10, wherein the communication indicative of a
focation of a communication device associated with the user originates from the communication
device.

17.  The server computer of claim 10, wherein the voice model is based on a plurality

of voice segments previously received from the user.

18.  The server computer of claim 10, further comprising:
calculating a match score based at least in part on comparing the received voice
segment to the voice model; and

approving or declining the transaction based on the match score.
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