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METHOD AND DEVICE FOR OUTPUTTING RISK
INFORMATION AND CONSTRUCTING RISK
INFORMATION

[0001] The present application claims priority to Chin®sgent Application No.
201610176988.6, filed on March 25, 2016 and extitRlETHOD AND DEVICE
FOR OUTPUTTING RISK INFORMATION AND CONSTRUCTING BK
INFORMATION", which is incorporated here by refecenn its entirety.

TECHNICAL FIELD

[0002] The present application relates to the field obinfation technologies,
and in particular, to a method and device for otiiipg risk information and

constructing risk information.

BACKGROUND

[0003] With the rapid development of information technaoésg many services

can be performed on the Internet, bringing convesgeto people's lives but also
causing risks to the services performed on therriete For example, some services
may be illegal, some other services may be legdljllegal users can impersonate as
legal users to perform the services. In this casservice platform on the Internet
usually performs risk control on a service perfodnoa the service platform, based on
a predetermined risk control rule and/or risk coiniodel, to obtain a risk control
decision result, and output the risk control detisiesult to a service owner, so that
the service owner subsequently processes the sebased on the risk control

decision result. The risk control decision resalh @e rejecting the service, accepting
the service, etc.

[0004] In the existing technology, corresponding risk riation can also be
output to the service owner when the risk contetision result is output. The risk

information is used to explain a cause of the dsktrol decision result. Currently,
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service platforms generally simply translate applisk control rules in advance, and
then output the translated risk control rules tmexs of services as risk information.
[0005] However, in actual applications, different ownerk a service have
different industry experience and risk control dapiges. Correspondingly, risk
information requirement degrees or depths of dffierowners of the service may be
different. However, such difference is not consediewhen risk information is output
in the existing technology. Therefore, the riskomfation output in the existing
technology has poor applicability to different owsef a service.

SUMMARY

[0006] Implementations of the present application provadmethod and device
for outputting risk information and constructingkiinformation, to resolve a problem
that risk information output in the existing teclogy has poor applicability to
different owners of a service.

[0007] An implementation of the present application pregida method for
outputting risk information, including: determiningased on a predetermined risk
control rule and/or risk control model that inclideludes one or more risk factors, a
risk factor that corresponds to a risk control diegi result of a service from the risk
factors, where the risk control decision resuliésermined based on the risk control
rule and/or risk control model and service data tbkates to the corresponding risk
factor; determining a risk information set thatresponds to the corresponding risk
factor, where the corresponding risk informatioh iseludes multiple levels of risk
information with different refinement degrees, aheé risk information is used to
explain a cause of the risk control decision resigtermining one or more levels of
risk information with refinement degrees that matéchisk information requirement
level of a service owner from the multiple levefgisk information based on the risk
information requirement level of the service ownand outputting the determined
risk information, so that the service owner obtdivesdetermined risk information.
[0008] An implementation of the present application pregida device for
outputting risk information, including: a risk factdetermining module, configured to
determine, based on a predetermined risk contteland/or risk control model that
include/includes one or more risk factors, a riaktér that corresponds to a risk
control decision result of a service from the risictors, where the risk control
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decision result is determined based on the riskrebrule and/or risk control model
and service data that relates to the correspomiBkgfactor; a first risk information
determining module, configured to determine a mgkrmation set that corresponds
to the corresponding risk factor, where the comesliing risk information set includes
multiple levels of risk information with differenmefinement degrees, and the risk
information is used to explain a cause of the cisktrol decision result; a second risk
information determining module, configured to detere one or more levels of risk
information with refinement degrees that matchs& mformation requirement level
of a service owner, based on the risk informatiequirement level of the service
owner, from the multiple levels of risk informatioand a risk information output
module, configured to output the determined ristonmation, so that the service
owner obtains the determined risk information.

[0009] An implementation of the present application pregida method for
constructing risk information, including: splitting predetermined risk control rule
and/or risk control model, to obtain one or morgk rfactors included in the risk
control rule and/or risk control model; and consting a corresponding risk
information set for each obtained risk factor, véhethe corresponding risk
information set includes multiple levels of riskarmation with different refinement
degrees. The risk information is used to explaicaase of a risk control decision
result of a service, and the risk control decisesult is determined based on the risk
control rule and/or risk control model and servidata that relates to the
corresponding risk factor, so that one or more l&ewa risk information with
refinement degrees that match a risk informati@quirement level of a service owner
are determined from the multiple levels of riskoimhation based on the risk
information requirement level of the service ownand are output to the service
owner when the risk control decision result is otitp

[0010] An implementation of the present application pregida device for
constructing risk information, including: a riskctar acquisition module, configured
to split a predetermined risk control rule andfsk rcontrol model, to obtain one or
more risk factors included in the risk control raled/or risk control model; and a risk
information construction module, configured to domst a corresponding risk
information set for each obtained risk factor, whethe corresponding risk
information set includes multiple levels of riskarmation with different refinement

degrees, the risk information is used to explatawase of a risk control decision result
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of a service, and the risk control decision ressildetermined based on the risk
control rule and/or risk control model and servidata that relates to the
corresponding risk factor, so that one or more l&eva@ risk information with
refinement degrees that match a risk informati@uirement level of a service owner
are determined from the multiple levels of riskommation based on the risk
information requirement level of the service owragrd are output to the service
owner when the risk control decision result is otitp

[0011] According to one or more of the previous technisalutions in the
implementations of the present application, mudtifgvels of risk information with
different refinement degrees corresponding to tble factor can be constructed for
each risk factor to satisfy different levels ofkrimformation requirement degrees
and/or depths of different owners of a serviceadidition, different risk information
requirement levels can be used to indicate diffedemels of risk information
requirement degrees and/or depths. Further, omaaoe levels of risk information
with refinement degrees that match a risk infororatiequirement level of an owner
of a service can be determined from the multiplele of risk information based on
the risk information requirement level of the seevowner and be output when risk
information is output, so that the service ownetaots the output risk information.
Therefore, risk information output in the solutiafghe present application has better
applicability to different owners of a service, 8wt the problem in the existing

technology can be partially or completely resolved.

BRIEF DESCRIPTION OF DRAWINGS

[0012] The accompanying drawings described here are usedadilitate
understanding of the present application, and datsta part of the present
application. Example implementations of the presgplication and descriptions of
the implementations are used to explain the preapptication, and constitute no
improper limitation to the present applicationtle accompanying drawings:

[0013] FIG. 1 illustrates a process of a method for outpgtrisk information,
according to an implementation of the present appbn;

[0014] FIG. 2 is a part of a schematic diagram illustrgtiisk information sets
constructed for risk factors in a risk control smem of a payment service, according
to an implementation of the present application;
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[0015] FIG. 3 is a part of a schematic diagram illustrtiisk information sets
constructed for risk factors in a risk control saem of a payment service, according
to an implementation of the present application;

[0016] FIG. 4 illustrates a process of a method for camsiing risk information,
according to an implementation of the present appbn;

[0017] FIG. 5 is a schematic structural diagram illustrgta hierarchical infocode
output module configured to output risk informationa risk control scenario of a
payment service, according to an implementatioth@fresent application;

[0018] FIG. 6 is an example diagram illustrating a thragel infocode
framework in a risk control scenario of a paymemtvige, according to an
implementation of the present application;

[0019] FIG. 7 is a schematic structural diagram illusirgita device for outputting
risk information corresponding to FIG. 1, accordittggan implementation of the
present application; and

[0020] FIG. 8 is a schematic structural diagram illusbgtia device for
constructing risk information corresponding to FIGL, according to an

implementation of the present application.

DESCRIPTION OF IMPLEMENTATIONS

[0021] To make the objectives, technical solutions, anchathges of the present
application clearer, the following clearly and cdetply describes the technical
solutions of the present application with referetwthe specific implementations and
the corresponding accompanying drawings of thegmtegpplication. Apparently, the

described implementations are some rather thawfathe implementations of the

present application. All other implementations aked by a person of ordinary skill

in the art based on the implementations of thegmteapplication without creative

efforts shall fall within the protection scope bétpresent application.

[0022] As mentioned in the background, risk information b& used to explain a

cause of a corresponding risk control decisionlteand risk information requirement

degrees or depths of different owners of a senviag be different.

[0023] For example, an owner of a service is a merchaait ¢brresponds to a

service. Experienced merchants prefer to see \arigk signals of services behind
risk control decision results, that is, prefer & §more detailed, in-depth, etc.) risk
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information with a higher refinement degree, to ioye their own risk control levels
and understand current risk trends. New merchantise industry are more engaged
in market expansion, and have no professional tEanreceiving and processing
professional risk information output. In this cageore macro, simpler, etc.) risk
information with a lower refinement degree is e&syunderstand and therefore is
more suitable for such merchants.

[0024] However, such difference is not considered whek mgormation is
output in the existing technology. Therefore, the#pat risk information may have
poor applicability to different owners of a service

[0025] To resolve the problem in the existing technologycore idea of the
solutions of the present application is as folloMslltiple levels of risk information
with different refinement degrees are constructedadtisfy different levels of risk
information requirement degrees and/or depths &Erént owners of a service,
thereby improving applicability of output risk infoation to different owners of the
service. Different levels of risk information reggment degrees and/or depths can be
indicated by using different risk information remgment levels. The multiple levels
of risk information can be constructed based otolital risk control experience. The
solutions of the present application are descriimdw in detail.

[0026] FIG. 1 illustrates a process of a method for outpgtrisk information,
according to an implementation of the present appbn. The process can be
performed by a server or a terminal device. To leeenspecific, the process can be
performed by a function module configured to outggk information on the server or
the terminal device. A device that can be usedhaseérver includes, but is not limited
to, a personal computer, a medium- or large-sioedptiter, a computer cluster, etc. A
device that can be used as the terminal devicedes|, but is not limited to, a mobile
phone, a tablet computer, a smartwatch, an in-lehuwbile station, a personal
computer, etc. The execution body constitutes mddtion to the present application.
For ease of description, in this implementatiothef present application, for example,
the execution body is the server.

[0027] The process in FIG. 1 can include the followingpste

[0028] S101. Determine, based on a predetermined riskalontle and/or risk
control model that include/includes one or morek rfactors, a risk factor that
corresponds to a risk control decision result seevice from the risk factors, where

the risk control decision result is determined dase the risk control rule and/or risk
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control model and service data that relates ta@thmeesponding risk factor.

[0029] In this implementation of the present applicatithe service can be "one
service", and the process in FIG. 1 can be perfdromee for each service.

[0030] In this implementation of the present applicatioisk control can be
performed on the service based on the risk conttel and/or risk control model, to
obtain the risk control decision result. The rigitol rule is usually executed by the
risk control model, or the risk control model cartlude the risk control rule. In
actual applications, the risk control rule and tis& control model can be considered
as a risk policy system.

[0031] With the increasing complexity of network servicedien risk control is
performed on a service, it is difficult to accubtatprevent and control risks based on
simple risk behavior description. Therefore, therent risk control rule can be a
single behavioral characteristic in some simplenades, but in most scenarios, it is a
combination of multiple behavioral characteristiés.process of performing risk
control on a service is a process of correspondinglatching behavioral
characteristics (which can be extracted from dala@ed to the service) of the service
with behavioral characteristics of a risk contraler so that a decision can be made
based on a matching result, to determine a riskrabdecision result.

[0032] Further, each behavioral characteristic can be sanged by using one
risk factor. In this case, the risk control rulengaclude one or more risk factors.
Correspondingly, the risk control rule can be spiib one or more risk factors.
Similarly, the risk control model can also inclugiee or more risk factors.

[0033] In this implementation of the present applicatitime service data that
relates to the corresponding risk factor can beicemdata that reflects a behavioral
characteristic that corresponds to the risk fackbe risk control decision result can
correspond to one or more risk factors. If a risktool decision result of a service is
caused by service data reflecting behavioral chamatics that correspond to one or
several risk factors, it can be considered that rilsk control decision result
corresponds to the one or several risk factors.

[0034] The risk decision result of the service can includgcting the service,
accepting the service, needing to manually revienservice, etc.

[0035] S102. Determine a risk information set that coroesls to the
corresponding risk factor, where the correspondisl information set includes

multiple levels of risk information with differenmefinement degrees, and the risk
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information is used to explain a cause of the cisktrol decision result.

[0036] Because different risk factors correspond to diifier behavioral
characteristics, different risk information can bsed to explain causes of risk
decision results that correspond to different feskors.

[0037] As described above, a correspondence between afatsar and risk
information can be pre-established based on thithi$ implementation of the present
application, one corresponding risk information sah be pre-constructed for each
risk factor. The risk information set can includeltiple levels of risk information
with different refinement degrees. The risk factbat corresponds to the risk
information set is a risk factor that correspondsthe multiple levels of risk
information included in the risk information set.

[0038] It is worthwhile to note that in the present apgtion, that the risk
information set includes the multiple levels ofkrimformation can mean that the
multiple levels of risk information have been consted and stored in the risk
information set, or the multiple levels of risk anmation have not yet been
constructed but materials used to construct thetipheillevels of risk information
have been prepared in the risk information set. mh#iple levels of risk information
can be constructed in real time based on theseialatbefore being output when the
multiple levels of risk information need to be auitp

[0039] In this implementation of the present applicatiomulti-level risk
information can be multiple levels of risk inforrmaat, and the multiple levels of risk
information can be refined layer by layer. For epéenrisk information at a top layer
is macro and general, and risk information at at meyer is a further refinement (a
detailed explanation, an expansion for some neweodnetc.) of the risk information
at the top layer. By analogy, except the risk infation at the top layer, risk
information at each layer can be a further refinetnoé risk information at a previous
layer.

[0040] Certainly, there may be no "layer-by-layer refinettie association
relationship between the multiple levels of riskonmation. For example, each level
of risk information can be independently constrdcte this case, risk information at
a current layer is not necessarily constructed daserisk information at a previous
layer.

[0041] In this implementation of the present applicatidhe multiple risk

information levels can be obtained through divisi@sed on historical risk control
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experience, a requirement of a service owner, Htere can be different division
methods for different services. A specific divisiomethod of the multiple risk
information levels is not limited in the presenphgation.

[0042] S103. Determine one or more levels of risk infoioratwith refinement
degrees that match a risk information requiremewnell of a service owner, from the
multiple levels of risk information based on thgkrinformation requirement level of
the service owner.

[0043] In this implementation of the present applicatitime risk information
requirement level of the service owner can be usethdicate a risk information
requirement degree and/or depth of the service bwne

[0044] In actual applications, the risk information reguient level of the service
owner can be inferred by the server from histordala, can be specified by the
service owner, etc. In the former method, operatiofnthe service owner can be
reduced, so that convenience is higher. In therlatiethod, an opinion of the owner is
directly adopted, so that accuracy is higher. Acgmenumber and a specific division
method of risk information requirement levels aret dimited in the present
application.

[0045] In this implementation of the present applicatiomsk information
requirement levels of different owners of the ssevimay be different.
Correspondingly, risk information at correspondiegels can be separately output to
different owners, to separately satisfy requirerm@iftdifferent owners.

[0046] Further, for the multiple levels of risk informatioeach risk information
requirement level can uniquely match one of thetipiel levels of risk information,
or can simultaneously match two, even more, of theltiple levels of risk
information.

[0047] S104. Output the determined risk information, sat tthe service owner
obtains the determined risk information.

[0048] In this implementation of the present applicatitime determined risk
information can be directly output to the servieener. The risk information can be
output to another device or function module, arehtthe risk information is sent by
the another device or function module to the senawner. Alternatively, the risk
information can be pre-stored, and then the ris&rmation is output after a passive
wait for the service owner to query the risk infation, etc.

[0049] In this implementation of the present applicatithig risk control decision

9
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result and the risk information determined for tlek control decision result can be
output by one device, or can be separately output different devices.
Implementations are not limited in the present igppbn. Further, output moments
and an output sequence of the risk control decissualt and the risk information are
not limited in the present application. The riskomrmation can usually be output
when the risk control decision result is outputtlsat the service owner can know the
cause of the risk control decision result in a tinveay.

[0050] According to the previous method, multiple levelsisk information with
different refinement degrees corresponding to tble factor can be constructed for
each risk factor to satisfy different levels ofkrimformation requirement degrees
and/or depths of different owners of a serviceadidition, different risk information
requirement levels can be used to indicate diftedemels of risk information
requirement degrees and/or depths. Further, omaaoe levels of risk information
with refinement degrees that match a risk infororatiequirement level of an owner
of a service can be determined from the multiplele of risk information based on
the risk information requirement level of the seevowner and be output when risk
information is output, so that the service ownetaots the output risk information.
Therefore, risk information output in the solutiafdhe present application has better
applicability to different owners of a service, 8wt the problem in the existing
technology can be partially or completely resolved.

[0051] Based on the previous method, this implementatibnthe present
application further provides some specific impletaéon solutions and an extension
solution of the previous method, which are describelow.

[0052] In this implementation of the present applicatias, described above, a
correspondence can be established between eacHadgk included in the risk
control rule and/or risk control model and one ptednined risk information set. In
this case, for step S102, the determining a rifkmnation set that corresponds to the
corresponding risk factor can include the followidgtermining the risk information
set that corresponds to the corresponding riskofaftom predetermined risk
information sets based on the correspondence.

[0053] Certainly, alternatively, instead of being pre-domsted, the risk
information set can be constructed in real timemtie risk information needs to be
used. In this case, for step S102, the determirdngsk information set that

corresponds to the corresponding risk factor cafude the following: constructing
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the risk information set that corresponds to theesponding risk factor based on the
corresponding risk factor.

[0054] In this implementation of the present applicatiorfpormation about the
risk information requirement level of the servicener is used in a process of
performing step S103. For ease of implementing sb&utions of the present
application, two methods for obtaining the inforioatabout the risk information
requirement level are provided below as examples.

[0055] Method 1: The service owner or the server can peeify the risk
information requirement level of the service owreend then write the information
about the specified risk information requirementvele to a predetermined
configuration file. In this case, before step S10f risk information requirement
level can be read from the predetermined configumdile. In Method 1, operations
of the service owner can be reduced, so that coenes is higher.

[0056] Method 2: The server can infer the risk informatrequirement level of
the service owner in real time when step S103 neelds performed. The server can
infer the risk information requirement level of teervice owner from obtained risk
control level information and/or risk control regement information of the service
owner. In Method 2, reference is made to the in&drom related to the service owner,
so that accuracy is higher.

[0057] It is worthwhile to note that a method for obtampitihe risk control level
information and/or risk control requirement infortoa is not limited in the present
application. The risk control level information #@od risk control requirement
information can be collected by the server durinstdnical interaction with the
service owner, can be known by a service side nmartagough communication with
the service owner, and then be output to the sester

[0058] In this implementation of the present applicatitor, step S104, several
implementations have been provided above. In acapplications, one common
implementation is as follows:

[0059] The outputting the determined risk information @aclude the following:
outputting the determined risk information to tleevéce owner when outputting the
risk control decision result to the service own&his implementation has the
following advantage: The service owner can rel&iveynchronously see the
corresponding risk information when seeing the gsektrol decision result, so that

the service owner has better experience, and pesftairgeted subsequent processing
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on the service based on the transaction information example, re-submits the
service after the risk is eliminated.

[0060] Both the "multiple levels of risk information” artle "risk information
requirement level" are focuses of the solutionthan present application. For ease of
understanding, the "multiple levels of risk infortioa™ and the "risk information
requirement level" are separately further descrioee.

[0061] In this implementation of the present applicatitime risk information
requirement level of the service owner is one ofltiple predetermined risk
information requirement levels, and it is used twlicate a risk information
requirement degree and/or depth of the service owitee multiple risk information
requirement levels can be in a one-to-one corredgrmee with and match the multiple
levels of risk information, and a risk informatieaquirement level that indicates a
higher risk information requirement degree and/eptd can match a level of risk
information with a higher refinement degree in thaltiple levels of risk information.
[0062] For example, the service is a payment service,tla@dervice owner is a
merchant that corresponds to the payment servioe pyment service can be mainly
performed based on a third-party payment platfoomcan be mainly performed
based on a payment platform provided by a bank.

[0063] All merchants in a payment service scenario carlassified into three
types. A type of merchant with a relatively lowkrimiformation requirement degree
and/or depth is referred to as "weak managementcanttol merchant". A type of
merchant with a relatively moderate risk informatrequirement degree and/or depth
is referred to as "general management and congotmant”. A type of merchant with
a relatively high risk information requirement degrand/or depth is referred to as
"strong management and control merchant".

[0064] Correspondingly, the multiple levels of risk infaatron can be three levels
of risk information. When the risk information istput, if the service owner is a
weak management and control merchant, a levels@finformation with the lowest
refinement degree can be output. If the owner gemeral management and control
merchant, a level of risk information with a moderegefinement degree can be output.
If the owner is a strong management and controthaart, a level of risk information
with the highest refinement degree can be output.

[0065] In this implementation of the present applicatidtme multiple levels of

risk information can be constructed based on tslke control rule and/or risk control
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model and related historical risk control expergedata, and are described by using a
method that can be easily understood by the seovicer.

[0066] Historical risk control experience can include exgece summarized by
the server in risk control processes for historisatvices, available experience
provided by the service owner, etc. For examples #erver can infer, from
information provided by the service owner, riskoimhation needed by the owner or
similar owners, and risk information that can besilgaunderstood by the owner or
similar owners. Alternatively, the service ownen @tively notify the server of risk
information needed by the owner and a risk inforamatlescription method that can
be easily understood by the owner. All the data lbarused as the historical risk
control experience data.

[0067] The risk information can be information in a forfpoogram code, or can
be information in a form of a natural languagethe existing technology, the risk
control rule is used as the risk information afiemg simply translated. However, in
the solutions of the present application, the mgkrmation can be described in an
easy-to-understand language based on the histaiglalcontrol experience, and
therefore can be easily understood by the serwagenp Therefore, risk information
output based on the solutions of the present agdit has better applicability.

[0068] As shown in FIG. 2 and FIG. 3, an implementation tbé present
application provides a schematic diagram illust@tisk information sets constructed
for risk factors in a risk control scenario of aypeent service. FIG. 2 and FIG. 3 each
are a part of the schematic diagram illustratirggriek information sets. Subnodes of
"credit card stolen risk" in FIG. 2 are shown iiGEFB.

[0069] In this scenario, risk information is referred ®"ask information prompt
code (infocode)”, and the risk information sets starcted for the risk factors are
collectively referred to as "infocode system”. dtworthwhile to note that the two
names are merely examples and constitute no liontéd the present application. In
another scenario, other names can be used.

[0070] In FIG. 2 and FIG. 3, a tree structure is usednuicate the infocode
system. The "risk information prompt code systeratienis a root node of the tree
structure. There are four branches in total atcars# layer of the tree structure. Each
branch is an infocode set. These infocode setseapectively a set including content
of a "credit card stolen risk" node and contentabfsubnodes of the “credit card

stolen risk" node, a set including content of anctant takeover risk" node and
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content of all subnodes of the "account takeowsl" mode, a set including content of
a "trust list" node and content of all subnodesthe "trust list* node, and a set
including content of a "bank reject" node and contf all subnodes of the "bank
reject” node.

[0071] Each infocode set corresponds to one risk factwe (isk factor is not
shown). Each infocode set includes multiple lewélmfocode. From the second layer
of the tree structure, each layer is one of mutlplels of infocode, and a lower-level
infocode has a higher refinement degree.

[0072] The infocode set that includes the "credit cardestoisk” node is used as
an example. It can be seen in FIG. 3 that the odecset includes three levels of
infocode. First-level infocode includes the contefithe "credit card stolen risk" node.
Second-level infocode includes content of seven esond'high-risk account”,

"information mismatch", "high-risk environment",isk net", "risk event property",
"risk behavior path”, and "velocity".

[0073] It can be seen that the second-level infocodefisther refinement of the
first-level infocode. Similarly, the third-level fimcode is a further refinement of the
second-level infocode. For example, content of tiigh-risk account” node in the
second-level infocode is refined into content afirfmodes: "high-risk new-buyer”,
"dormant account”, "information completeness", dadatch of behaviors when the
account is logged in" in the third-level infocod€ontent of the "information
mismatch” node in the second-level infocode isnexiinto content of two nodes:
“transaction information mismatch" and "credit caxetrification information
mismatch" in the third-level infocode.

[0074] It can be seen from FIG. 2 and FIG. 3 that infocadéh a higher
refinement degree can give a more specific explamaif a cause of a risk control
decision result.

[0075] It is worthwhile to note that content of the node&I1G. 2 and FIG. 3 may
not be completely shown. FIG. 2 and FIG. 3 are tgeneamples of multiple levels of
infocode, and constitute no limitation to the pressgoplication.

[0076] The method for outputting risk information providedth the
implementations of the present application is dbedrabove in detail. Based on the
same idea, an implementation of the present apigicéurther provides a method for
constructing risk information.

[0077] FIG. 4 shows a process of the method for constrgetsk information. An
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execution body of the process can be the sameeasxtdtution body of the process in
FIG. 1.

[0078] The process in FIG. 4 can include the followingpste

[0079] S401. Split a predetermined risk control rule andigk control model, to
obtain one or more risk factors included in thé mentrol rule and/or risk control
model.

[0080] S402. Construct a corresponding risk information fee each obtained
risk factor, where the corresponding risk inforroatiset includes multiple levels of
risk information with different refinement degre@he risk information is used to
explain a cause of a risk control decision restilaservice, and the risk control
decision result is determined based on the riskrabrule and/or risk control model
and service data that relates to the correspondskgfactor, so that one or more
levels of risk information with refinement degred®at match a risk information
requirement level of a service owner are determineah the multiple levels of risk
information based on the risk information requiraiievel of the service owner, and
are output to the service owner when the risk cbecision result is output.

[0081] According to the method in FIG. 4, output risk imf@tion has better
applicability to different owners of a service, 8wt the problem in the existing
technology can be partially or completely resolved.

[0082] Based on the same idea, as shown in FIG. 5, aremwitation of the
present application further provides a schematiacsiral diagram illustrating a
hierarchical infocode output module configured tdpat risk information in a risk
control scenario of a payment service.

[0083] The module in FIG. 5 can be mainly divided intcethparts.

[0084] A first part is an infocode framework used to comst a three-layer
infocode framework based on historical risk cone&perience data of a payment
service platform. Multiple levels of risk informah are constructed based on the
three-layer infocode framework.

[0085] A second part is an infocode mapping. Here, "mappis mainly a
correspondence between risk factors (risk factoisk,factor 2, ..., and risk factor X)
included in a risk control rule and/or risk contrabdule and risk information sets
(infocode A, infocode B, ..., and infocode X).

[0086] Each risk information set includes correspondindtiple levels of risk

information. For example, infocode A includes thieeels of risk information that are
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refined level by level: codeAl, codeA2, and codeA3.

[0087] A third part is infocode output used to hierarchicautput multiple levels
of risk information to service owners who matckkiisformation requirement levels.
[0088] There are three risk information requirement levalsveak management
and control merchant, a general management andotanerchant, and a strong
management and control merchant. The weak managemercontrol merchant can
be a small-sized merchant or new merchant who daisk control capability or does
not focus on risk control. The general managemedt @ntrol merchant can be a
small- or medium-sized merchant who has a certskncontrol capability but has no
professional risk control team, The strong manageraed control merchant can be a
medium- or large-sized merchant who has a stronglkrcontrol capability and has
established a professional risk control team.

[0089] In actual applications, a server can analyze eagimpnt service in real
time, and can output infocode at a correspondingl l® an owner of a service when
outputting a risk control decision result such egetting the service" or "accepting
the service" with reference to a risk control rafel a risk control model.

[0090] As shown in FIG. 6, an implementation of the préssplication further
provides an example diagram illustrating a thrgedanfocode framework in a risk
control scenario of a payment service.

[0091] In FIG. 6, an applied risk control rule is referrem as "new account

mismatch multiple card changes”, and can be spti three risk factors: "new

account”, "mismatch”, and "multiple card changes".

[0092] Each risk factor corresponds to one infocode ské fisk factor can be
described in a more detailed dimension, and theeetlhevels of infocode can be
constructed. The three levels of infocode con#titute infocode set. For example,
"mismatch” indicates a credit card stolen risk andaccount takeover risk (which can
be used as first-level infocode). Further, the itredrd stolen risk can be classified
into a card bin mismatch, a device mismatch, &tbigh can be used as second-level
infocode). Further, the card bin mismatch can begified into a mismatch between a
card issuing country and an IP country, a mismagtiveen the card issuing country
and a card shipping country and so on (which camskee as third-level infocode).
[0093] Based on the solutions in FIG. 5 and FIG. 6, atp@sinteraction between
a payment service platform and a merchant canfbetieely enhanced, and payment

risk control experience can be enhanced.
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[0094] It is worthwhile to note that in all of the preveexamples, "three levels
of risk information” is used as the "multiple levadf risk information”. In actual
applications, the multiple levels of risk infornati can be two levels of risk
information, more than three levels of risk infotrog, etc. In addition, the solutions
of the present application can be implemented lf@raome risk factors.

[0095] The method for outputting risk information and theethod for
constructing risk information provided in the implentations of the present
application are described above. Based on the geaeas shown in FIG. 7 and FIG.
8, the implementations of the present applicatiorther provide a corresponding
device for outputting risk information and a copesding device for constructing
risk information.

[0096] FIG. 7 is a schematic structural diagram illustrgta device for outputting
risk information corresponding to FIG. 1, accordittggan implementation of the
present application. The device includes the falhgw a risk factor determining
module 701, configured to determine, based on depeemined risk control rule
and/or risk control model that include/includes @nenore risk factors, a risk factor
that corresponds to a risk control decision restila service from the risk factors,
where the risk control decision result is deterrdif@sed on the risk control rule
and/or risk control model and service data thattesl to the corresponding risk factor;
a first risk information determining module 702,nGgured to determine a risk
information set that corresponds to the correspundiisk factor, where the
corresponding risk information set includes mudiptvels of risk information with
different refinement degrees, and the risk inforamats used to explain a cause of the
risk control decision result; a second risk infotima determining module 703,
configured to determine one or more levels of rigsformation with refinement
degrees that match a risk information requiremewell of a service owner from the
multiple levels of risk information based on thgkrinformation requirement level of
the service owner; and a risk information outputime 704, configured to output the
determined risk information, so that the servicenewobtains the determined risk
information.

[0097] Optionally, a correspondence is established betwesch risk factor
included in the risk control rule and/or risk caitmodel and one predetermined risk
information set.

[0098] The first risk information determining module 708 configured to
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determine the risk information set that correspotadthe corresponding risk factor
from predetermined risk information sets basedhencbrrespondence.

[0099] Optionally, the device further includes the follomgi a risk information
requirement level determining module 705, configur® determine the risk
information requirement level that is of the seevimvner and that is specified in a
predetermined configuration file, before the secoistk information determining
module 703 determines the one or more levels bfinformation with the refinement
degrees that match the risk information requirememt| of the service owner; or
infer the risk information requirement level of teervice owner from obtained risk
control level information and/or risk control regement information of the service
owner.

[0100] Optionally, the risk information output module 784configured to output
the determined risk information to the service omnuken outputting the risk control
decision result to the service owner.

[0101] Optionally, the risk information requirement lewdlthe service owner is
one of multiple predetermined risk information regment levels, and it is used to
indicate a risk information requirement degree andépth of the service owner.
[0102] The multiple risk information requirement levelseain a one-to-one
correspondence with and match the multiple levélsisk information, and a risk
information requirement level that indicates a kighisk information requirement
degree and/or depth matches a level of risk inftionawith a higher refinement
degree in the multiple levels of risk information.

[0103] Optionally, the multiple levels of risk informati@re constructed based on
the risk control rule and/or risk control model aredated historical risk control
experience data, and are described by using a chétho can be easily understood by
the service owner.

[0104] Optionally, the risk control decision result of thervice includes rejecting
the service, accepting the service, or needingaoually review the service.

[0105] Optionally, the service includes a payment servécel the service owner
includes a merchant that corresponds to the payssewice.

[0106] The device in FIG. 7 can be located on a servarterminal device.

[0107] FIG. 8 is a schematic structural diagram illushgtia device for
constructing risk information corresponding to FIGL, according to an

implementation of the present application. The devncludes the following: a risk
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factor acquisition module 801, configured to splipredetermined risk control rule
and/or risk control model, to obtain one or morgk rfactors included in the risk
control rule and/or risk control model; and a risformation construction module 802,
configured to construct a corresponding risk infation set for each obtained risk
factor, where the corresponding risk informatioh iseludes multiple levels of risk
information with different refinement degrees, tigk information is used to explain
a cause of a risk control decision result of aiservand the risk control decision
result is determined based on the risk control ané/or risk control model and
service data that relates to the correspondingfaistor, so that one or more levels of
risk information with refinement degrees that matéchisk information requirement
level of a service owner are determined from thétipia levels of risk information
based on the risk information requirement levehefservice owner, and are output to
the service owner when the risk control decisi@ultas output.

[0108] The device in FIG. 8 can be located on a servarterminal device.

[0109] It is worthwhile to note that the devices providedhe present application
are in a one-to-one correspondence with the methpdsided in the present
application. Therefore, the devices and the metlmad® similar beneficial technical
effects. The beneficial technical effects of thethods have been described above in
detail, and therefore the beneficial technical @fef the devices are omitted here for
simplicity.

[0110] A person skilled in the art should understand thatimplementations of
the present disclosure can be provided as a meshsygktem, or a computer program
product. Therefore, the present disclosure can aiseorm of hardware only
implementations, software only implementations, ionplementations with a
combination of software and hardware. In additiire present disclosure can use a
form of a computer program product that is impletadnon one or more
computer-usable storage media (including, but inotdd to, a magnetic disk storage,
a CD-ROM, an optical memory, etc.) that include pater-usable program code.
[0111] The present disclosure is described with referéadbe flowcharts and/or
block diagrams of the method, the device (systamd,the computer program product
according to the implementations of the presentlassire. It should be understood
that computer program instructions can be usednf@ement each process and/or
each block in the flowcharts and/or the block déags and a combination of a process

and/or a block in the flowcharts and/or the blogkgdams. These computer program
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instructions can be provided for a general-purpmseputer, a dedicated computer, an
embedded processor, or a processor of anothergmogable data processing device
to generate a machine, so that the instructionguted by the computer or the
processor of the another programmable data proges&vice generate an apparatus
for implementing a specific function in one or mprecesses in the flowcharts and/or
in one or more blocks in the block diagrams.

[0112] These computer program instructions can be storadcomputer readable
memory that can instruct the computer or the amgthegrammable data processing
device to work in a specific way, so that the instions stored in the computer
readable memory generate an artifact that incluatesnstruction apparatus. The
instruction apparatus implements a specific fumctioone or more processes in the
flowcharts and/or in one or more blocks in the kld@agrams.

[0113] These computer program instructions can be loadéal the computer or
the another programmable data processing devicthas@ series of operations and
steps are performed on the computer or the angitmgrammable device, thereby
generating computer-implemented processing. Thexefbe instructions executed on
the computer or the another programmable deviceigeosteps for implementing a
specific function in one or more processes in tbe/dharts and/or in one or more
blocks in the block diagrams.

[0114] In a typical configuration, a computing device un#s one or more
processors (CPU), an input/output interface, a agtunterface, and a memory.

[0115] The memory can include a non-persistent storagear@lom access
memory (RAM), a non-volatile memory, and/or anotf@m that are in a computer
readable medium, for example, a read-only memo@MIRor a flash memory (flash
RAM). The memory is an example of the computer absslmedium.

[0116] The computer readable medium includes persisteon-persistent,
movable, and unmovable media that can store infoomdy using any method or
technology. The information can be a computer rel@d@mstruction, a data structure,
a program module, or other data. A computer storagdium includes, but is not
limited to, a phase-change random access memorjgNPRa static random access
memory (SRAM), a dynamic random access memory (DRAMrandom access
memory (RAM) of another type, a read-only memor®{®, an electrically erasable
programmable read only memory (EEPROM), a flash orgnor another memory

technology, a compact disc read-only memory (CD-ROM digital versatile disc
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(DVD), or another optical storage, a cassette, ssatée magnetic disk storage, or
another magnetic storage device or any other rarsinission medium. The
computer storage medium can be configured to stdoemation that can be accessed
by the computing device. Based on the definitiortha present specification, the
computer readable medium does not include compaadable transitory media
(transitory media), for example, a modulated dajaat and carrier.

[0117] It is worthwhile to further note that the termsclide”, "comprise”, and
any other variants of them are intended to coveoraexclusive inclusion, so that a
process, a method, an article, or a device thdudes a list of elements not only
includes those elements but also includes otheneziés that are not expressly listed,
or further includes elements inherent to such mecmethod, article, or device. An
element proceeded by "includes a ..." does not, withmre constraints, preclude the
existence of additional identical elements in thecpss, method, article, or device
that includes the element.

[0118] The previous descriptions are merely implementatioh the present
application, and are not intended to limit the présapplication. For a person skilled
in the art, the present application can have varimodifications and changes. Any
modification, equivalent substitution, improvemeett;. made based on the spirit and
principle of the present application shall falltire scope of the claims in the present

application.
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CLAIMS

What is claimed is:

1. A method for outputting risk information, comging:

determining, based on a predetermined risk contiteland/or risk control model
that comprise/comprises one or more risk factonsskafactor that corresponds to a
risk control decision result of a service from tiek factors, wherein the risk control
decision result is determined based on the riskrabrule and/or risk control model
and service data that relates to the correspondikdactor;

determining a risk information set that correspotmighe corresponding risk
factor, wherein the corresponding risk informatgat comprises multiple levels of
risk information with different refinement degreasd the risk information is used to
explain a cause of the risk control decision result

determining one or more levels of risk informatiwith refinement degrees that
match a risk information requirement level of avemr owner from the multiple levels
of risk information based on the risk informatioequirement level of the service
owner; and

outputting the determined risk information, so ttie service owner obtains the
determined risk information.

2. The method according to claim 1, wherein a spoadence is established
between each risk factor comprised in the risk rmbmtile and/or risk control model
and one predetermined risk information set; and

the determining a risk information set that coroesys to the corresponding risk
factor comprises:

determining the risk information set that corregp®mo the corresponding risk
factor from predetermined risk information setsdeshen the correspondence.

3. The method according to claim 1, wherein betbeedetermining one or more
levels of risk information with refinement degrettgat match a risk information
requirement level of a service owner, the methoth&r comprises:

determining the risk information requirement lettght is of the service owner
and that is specified in a predetermined configongile; or

inferring the risk information requirement level die service owner from

obtained risk control level information and/or riséntrol requirement information of
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the service owner.

4. The method according to claim 1, wherein thewtting the determined risk
information comprises:

outputting the determined risk information to tlegvéce owner when outputting
the risk control decision result to the service ewn

5. The method according to claim 1, wherein th& ngormation requirement
level of the service owner is one of multiple predained risk information
requirement levels and is used to indicate a righrination requirement degree
and/or depth of the service owner; and

the multiple risk information requirement levelsearnn a one-to-one
correspondence with and match the multiple levélsisk information, and a risk
information requirement level that indicates a kighisk information requirement
degree and/or depth matches a level of risk inftionawith a higher refinement
degree in the multiple levels of risk information.

6. The method according to any one of claims 1, twterein the multiple levels
of risk information are constructed based on tk& dontrol rule and/or risk control
model and related historical risk control expergedata, and are described by using a
method that can be easily understood by the seovicer.

7. The method according to any one of claims 1,twlterein the risk control
decision result of the service comprises rejectiteggservice, accepting the service, or
needing to manually review the service.

8. The method according to any one of claims 1 tovberein the service
comprises a payment service, and the service owasiprises a merchant that
corresponds to the payment service.

9. A method for constructing risk information, comspg:

splitting a predetermined risk control rule andvisk control model, to obtain
one or more risk factors comprised in the risk oanule and/or risk control model;
and

constructing a corresponding risk information smtdach obtained risk factor,
wherein the corresponding risk information set cosgs multiple levels of risk
information with different refinement degrees, tisk information is used to explain
a cause of a risk control decision result of aiservand the risk control decision
result is determined based on the risk control ané/or risk control model and

service data that relates to the correspondingfaistor, so that one or more levels of
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risk information with refinement degrees that matéchisk information requirement
level of a service owner are determined from thdtipia levels of risk information
based on the risk information requirement levehef service owner and are output to
the service owner when the risk control decisi@ultas output.

10. A device for outputting risk information, conging:

a risk factor determining module, configured to edetine, based on a
predetermined risk control rule and/or risk contradel that comprise/comprises one
or more risk factors, a risk factor that correspotada risk control decision result of a
service from the risk factors, wherein the risk tcoihdecision result is determined
based on the risk control rule and/or risk contnoldel and service data that relates to
the corresponding risk factor;

a first risk information determining module, configd to determine a risk
information set that corresponds to the correspundisk factor, wherein the
corresponding risk information set comprises mldtipvels of risk information with
different refinement degrees, and the risk inforamats used to explain a cause of the
risk control decision result;

a second risk information determining module, ogunfed to determine one or
more levels of risk information with refinement degs that match a risk information
requirement level of a service owner, based omnigtheinformation requirement level
of the service owner, from the multiple levels iskrinformation; and

a risk information output module, configured to muit the determined risk
information, so that the service owner obtainsdétrmined risk information.

11. The device according to claim 10, wherein aegspondence is established
between each risk factor comprised in the risk rmbmtile and/or risk control model
and one predetermined risk information set; and

the first risk information determining module isnfigured to determine the risk
information set that corresponds to the correspundisk factor from predetermined
risk information sets based on the correspondence.

12. The device according to claim 10, wherein teeick further comprises:

a risk information requirement level determining dule, configured to:
determine the risk information requirement levelttis of the service owner and that
is specified in a predetermined configuration fbefore the second risk information
determining module determines the one or more $ewélrisk information with the

refinement degrees that match the risk informatiouirement level of the service
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owner; or infer the risk information requiremenvéé of the service owner from
obtained risk control level information and/or riséntrol requirement information of
the service owner.

13. The device according to claim 10, wherein tlsk information output
module is configured to output the determined mgkrmation to the service owner
when outputting the risk control decision resultie service owner.

14. The device according to claim 10, wherein 1Bk information requirement
level of the service owner is one of multiple predained risk information
requirement levels and is used to indicate a rigkrination requirement degree
and/or depth of the service owner; and

the multiple risk information requirement levelseann a one-to-one
correspondence with and match the multiple levélsisk information, and a risk
information requirement level that indicates a kighisk information requirement
degree and/or depth matches a level of risk inftionawith a higher refinement
degree in the multiple levels of risk information.

15. The device according to any one of claims 1Q4pwherein the multiple
levels of risk information are constructed basedtlmn risk control rule and/or risk
control model and related historical risk contmgperience data, and are described by
using a method that can be easily understood bgdhece owner.

16. The device according to any one of claims 104owherein the risk control
decision result of the service comprises rejectimggservice, accepting the service, or
needing to manually review the service.

17. The device according to any one of claims 1@4p wherein the service
comprises a payment service, and the service owasiprises a merchant that
corresponds to the payment service.

18. A device for constructing risk information, consing:

a risk factor acquisition module, configured toitsplpredetermined risk control
rule and/or risk control model, to obtain one orennsk factors comprised in the risk
control rule and/or risk control model; and

a risk information construction module, configutedconstruct a corresponding
risk information set for each obtained risk factaherein the corresponding risk
information set comprises multiple levels of riskfarmation with different
refinement degrees, the risk information is use@xplain a cause of a risk control

decision result of a service, and the risk cordesdision result is determined based on
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the risk control rule and/or risk control model asetvice data that relates to the
corresponding risk factor, so that one or more l&wa risk information with

refinement degrees that match a risk informati@uirement level of a service owner
are determined from the multiple levels of riskoimhation based on the risk
information requirement level of the service owraerd are output to the service

owner when the risk control decision result is otitp
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