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WHAT IS CLAIMED IS: 

1. A method for linking blockchain transactions to privately verified 

identities, comprising: 

verifying a blockchain transaction having a block that is added to a 

blockchain without waiting for verification of the blockchain by a blockchain 5 

network by: 

storing, in an account database in a payment network that processes 

blockchain-based transactions and traditional payment rails, a plurality of 

account profiles, wherein each account profile includes data related to a 

transaction account including at least an account identifier and account data; 10 

receiving, by a server in the payment network that processes the 

blockchain-based transactions and the traditional payment rails, a transaction 

message to verify the blockchain transaction for the blockchain network, 

wherein the transaction message is formatted based on one or more 

standards and includes a plurality of data elements including at least a first 15 

data element configured to store a personal account number, a second data 

element configured to store a merchant identifier, and a third data element 

configured to store at least a blockchain network identifier that identifies the 

blockchain network to the payment network for posting the blockchain 

transaction after verifying the blockchain transaction; 20 

identifying, by a processing device in the payment network that 

processes the blockchain-based transactions and the traditional payment 

rails, a first account profile stored in the account database where the included 

account identifier corresponds to the personal account number stored in the 

first data element included in the received transaction message; 25 

identifying, by the processing device in the payment network that 

processes the blockchain-based transactions and the traditional payment 

rails, a second account profile stored in the account database where the 

included account identifier corresponds to the merchant identifier stored in the 

second data element included in the received transaction message; 30 

receiving, by the server in the payment network that processes the 

blockchain-based transactions and the traditional payment rails, a transaction 

notification, wherein the transaction notification indicates a transaction 
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processed using the blockchain network associated with the blockchain 

network identifier stored in the third data element included in the received 

transaction message and includes at least a transaction identifier and an 

address identifier associated with one of the first account profile and the 

second account profile; and 5 

storing, by the processing device in the payment network that 

processes the blockchain-based transactions and the traditional payment 

rails, a linkage between the transaction identifier included in the received 

transaction notification and at least one of: the address identifier, the personal 

account number, and the merchant identifier. 10 

 

2. The method of claim 1, wherein the linkage is stored in a 

transaction database as a linkage profile, the linkage profile including at least 
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the transaction identifier and the at least one of: the address identifier, the 

personal account number, and the merchant identifier. 

 

3. The method of claim 1, wherein the linkage is stored in the first 

account profile. 5 

 

4. The method of claim 1, wherein the linkage is stored in the 

second account profile. 

 

5. The method of claim 1, wherein the transaction message 10 

includes a fourth data element configured to store a processing code 

indicative of a non-currency transaction. 

 

6. The method of claim 1, wherein the address identifier is a hash 

generated using a public key associated with one of the first account profile 15 

and the second account profile. 

 

7. The method of claim 1, wherein the transaction message 

includes a message type indicator indicative of an authorization message. 

 20 

8. The method of claim 1, wherein the account data includes at 

least one of: transaction data, location data, characteristic data, and fraud 

data. 

 

9. A system for linking blockchain transactions to privately verified 25 

identities, comprising: 

an account database, in a payment network that processes blockchain-

based transactions and traditional payment rails, configured to store a plurality 

of account profiles, wherein each account profile includes data related to a 

transaction account including at least an account identifier and account data; 30 

a server, in the payment network that processes the blockchain-based 

transactions and the traditional payment rails, that receives a transaction 

message and verifies a blockchain transaction having a block that is added to 

a blockchain without waiting for verification of the blockchain by a blockchain 
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network, wherein the transaction message is formatted based on one or more 

standards and includes a plurality of data elements including at least a first 

data element configured to store a personal account number, a second data 
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element configured to store a merchant identifier, and a third data element 

configured to store at least a blockchain network identifier that identifies the 

blockchain network to the payment network for posting the blockchain 

transaction after verifying the blockchain transaction; and 

a processing device, in the payment network that processes the 5 

blockchain-based transactions and the traditional payment rails, configured to  

 identify a first account profile stored in the account database 

where the included account identifier corresponds to the personal account 

number stored in the first data element included in the received transaction 

message, and 10 

 identify a second account profile stored in the account database 

where the included account identifier corresponds to the merchant identifier 

stored in the second data element included in the received transaction 

message, wherein 

the server is further configured to receive a transaction notification, 15 

wherein the transaction notification indicates a transaction processed using 

the blockchain network associated with the blockchain network identifier 

stored in the third data element included in the received transaction message 

and includes at least a transaction identifier and an address identifier 

associated with one of the first account profile and the second account profile, 20 

and 

the processing device is further configured to store a linkage between 

the transaction identifier included in the received transaction notification and 

at least one of: the address identifier, the personal account number, and the 

merchant identifier. 25 

 

10. The system of claim 9, further comprising: 

a transaction database, wherein the linkage is stored in the transaction 

database as a linkage profile, the linkage profile including at least the 

transaction identifier and the at least one of: the address identifier, the 30 

personal account number, and the merchant identifier. 

 

11. The system of claim 9, wherein the linkage is stored in the first 

account profile. 
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12. The system of claim 9, wherein the linkage is stored in the 

second account profile. 
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13. The system of claim 9, wherein the transaction message 

includes a fourth data element configured to store a processing code 

indicative of a non-currency transaction. 

 

14. The system of claim 9, wherein the address identifier is a hash 5 

generated using a public key associated with one of the first account profile 

and the second account profile. 

 

15. The system of claim 9, wherein the transaction message 

includes a message type indicator indicative of an authorization message. 10 

 

16. The system of claim 9, wherein the account data includes at 

least one of: transaction data, location data, characteristic data, and fraud 

data. 

 15 

 




