WO 01/ 10096 PCT/ US00/ 16762 Parsing A Packet Header Background The
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a software and hardware layer that may, for transmission purposes, cause the client 10 to
package the data to be transmitted into the packets 8. For purposes of receiving packets 8, the
data link layer 16d may, as another example, cause the client 10 to determine the integrity of

20 the incoming packets 8 by determining if the incoming packets 8 generally conform to
predefined formats and if the data of the packets comply with cyclic redundancy check (CRC)
codes or other error correction codes of the packets. The data link layer 16d may also perform
address filtering.

The network layer 16¢ typically is a software layer that is responsible for routing the

25 packets 8 over the network 18. In this manner, the network layer 16¢ typically causes the
client 10 to assign and decode Internet Protocol (IP) addresses that identify entities that are
coupled to the network 18, such as the client 10 and the server 12. The transport layer 16b
typically is a software layer that is responsible for such things as reliable data transfer
between two endpoints and may use sequencing, error control and general flow control of the

30 packets 8 to achieve it. The transport layer 16b may cause the client 10 to implement a



30 packets 8 to achieve it. The transport |ayer 16b may cause the client 10
to inplenent a WO 01/10096 PC /USOQO 16762 -2 specific protocol, such as
the TCP pwattaaosdsor a User Datagram Protocol (UDP), as exaffpl/H800/169G30
application | ayer 16a typically incl ud2§ networ k applications that, upon
execution, cause the client 10 to genérate and receive the data of the
packets 8. Referring to Fig. 2, a typical packet 8 _may include an |IP header
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the same flow, and a sequence number {described below) indicates the order of a particular
20 packet 8 in that flow.
In this manner, the data bytes of the flow may be sequentially numbered even though
the data bytes may be divided among the different packets 8 of the flow. To accomplish this,
a field 34 of the TCP protocol header 22a may indicate a sequence number that identifies the
first byte number of the next packet 8. Therefore, if the last byte of data in a particular packet
25 8 has a byte number of “1000,” then the sequence number for this packet 8 is “1001” to
indicate the first byte in the next packet 8 of the flow.
The TCP protocol header 22a may include a field 38 that indicates a length of the
header 22a, a field 44 that indicates a checksum for the bytes in the header 22a and a field 40
that indicates control and status flags. For example, the field 40 may indicate whether the
30 packet 8 is the first or last packet 8 of a particular flow. As another example, the field 40 may
indicate whether or not a particular packet 8 carrics acknowledgment information that is used

for purposes of “handshaking.” In this manner, an acknowledgment packet typically does not



that indicates control and status flags. For exanple, the field 40 may
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includes receiving a packet that includes a header. The header indicates at least one

20 characteristic that is associated with a layer of a protocol stack. The packet is parsed with a
network controller to extract the characteristic(s), and the handle is passed from the network
controller to indicate the characteristic(s).

In another embodiment, an apparatus is used with a computer system that is capable
of executing software of a protocol stack to extract at least one characteristic of a packet. The

25 apparatus includes an interface and a circuit. The interface is adapted to receive the packet,
and the packet includes a header that indicates the characteristic(s). The circuit is adapted to
parse the header to extract the characteristic(s) of the packet without causing the computer to
execute the software and process the packet based on the extracted characteristic(s).

In yet another embodiment, a computer system includes a processor and a peripheral

30 device. The processor is adapted to execute software of a network stack to extract at least one
characteristic of a packet. The packet includes a header that indicates the characteristic(s).

The peripheral device is adapted to receive the packet and parse the header to extract the



parse the header to extract the characteristic(s) of the packet w thout
causing the conputer to execute the software and process the packet based
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systemincludes a processor and a peripheral 30 device. The processor is
adapted to execute software of a networK stack to extract at |east one
characteristic of a packet. The packet includes a header that indicates the
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accordi nflgos-an enbodi ment of the invention. 25 Detailed Description

Fig. 7 is a schematic diagram illustrating the transfer of packet data according to an
15 embodiment of the invention.
Fig. 8 is a schematic diagram illustrating the transfer of packet data between layers of
the network stack of the prior art.
Fig. 9 is a flow diagram illustrating parsing of packet data by a receive parser of the
network controller of Fig. 5.
20 Figs. 10 and 12 are flow diagrams illustrating operation of a zero copy parser of the
network controller of Fig. 5 according to an embodiment of the invention.
Fig. 11 is a state diagram illustrating operation of the network controller of Fig. 5

according to an embodiment of the invention.

25 Detailed Description

Referring to Fig. 4, an embodiment 50 of a computer system in accordance with the
invention includes a network controller 52 (a local area network (LAN) controller, for
example) that communicates packets of information with other networked computer systems
via at least one network wire 53. Unlike conventional network controllers, the network

30 controller 52 is adapted to perform functions that are typically implemented by a processor 54
(a central processing unit (CPU), for example) that executes one or more software layers (a

network layer and a transport layer, as examples) of a network protocol stack (a TCP/IP stack,
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(LAN) coXPOHP8F  for exanple) that communicates packet s PGSRt i on
w th other networked conputer systenssyvia at |east one network wire 53.
Unli ke conventional network controllers, the network 30 controller 52 is

adapt e or, cLLRN | enent ed. by a processor

200! S a1 AT I el Mo APHEk Sl URERON 3 bt O

mor e spﬁémte dbmyxeblsarﬁcaenmt (Nmthe packer) tiedl dypic V\g%é@ﬂﬁctécﬂ%eé xec@forf3@AP! es)

of a network prot ocol stack (a TCP/IP stack, 01/10096 PCT/ USO0/ 16762 -5
for ex&pibvars laygss. an exanpl e, these functi ons may i nclude parsing headers of
incomng p h : i e cket) that ically

are extract ée%%%%}&gitg%% gl!rrlﬂ% @ﬁg%%ﬁ%ﬁ& f"%{}%’? @at Pfﬁ% ¢ vrea‘lg"?"’e?fftg‘?i cs, in

tufn, pagket. dhrmlsfcpntem applerma bpplfvationlt mip gérerdlBoefer €o dabér offonk bEtheS packet.
In this con he term' appllcatlon may generally refer to a user of
one. of PINEEO! sty hafed 1%%@@131%) 2Dug toghusAdenif @Ramrbvé@net\méf to this
i denti I t ntr r 52
(and nfglt)ﬁg&useg %%ﬁgpﬁ%’ayerw&leﬁ %tgsog%ém lg}?ctr%ﬂhvé%actk? dﬁr ¥ ansfer

of t he cpmedehe taistertod the ;kmkéterata(uora mf&y@hmymmthS@r)sd)hﬁét it Bssasinegi at ed
with the agpl [ catl on. As a result of this arrangenment, data transfers

bet weeWitHE® AeRligaien. 105 & srut o this agangement, atadyansters wwmrythsaemykt ake | ess
tige aegmpaqre?s.@faha ﬁiees?'&tleiﬁ HEFRPSBLy (ARAGE ard$héRe ﬁ%gﬁtﬁf %%Hen!?e' Ow.

Referring to Fig. net wo I er may | nc war e. Ysuch
as a rep@cyasfuphtrkde@@;bed@ehmformfunctlons to process packets that are

received fr t he ne For _exa he re at h 92 may include a
recei ve par ggrf cTgge f‘bf: 1§a$*stge getperk eont n??{]leégt%ﬁ’aﬁé%‘ﬁ\é‘i Eree%{ché‘ét“ece“’e
char actgihi gt t&ﬁerﬂﬁ'mtﬁ]ﬁctﬁﬁi@ If@f)roc&écﬂ&cl?e?s ﬁlﬁ@él@%&weatﬂo‘ﬁ? tﬂenﬁhvgr?csnay¥ ate a

particular flow h the packet. Because the receive pat be
recei vcmgnplnctbnvmlwamttEQ%mhy mnlud;:rwrecrdvé pas@ ™8 tb lparss 2 hehderiof esihvackat h 92

100, t h d fl | 140 Each
(P ¢ G PR Ay of e Reseh QL Sas Pitpefni e batsoani i apettinliy oohe.
net wor KwthctﬁE'Fﬁ&de{ EBedadse th rdcdiviepath %ﬁ%b@%@eﬁ%éﬁWcoﬁm@ P R4S flbhttheRf ed by

the flow tuples 140 may be 20 cha y the processor''s execution of a
driver ;fqugrtaﬂm“ﬁ?them@wee@éh $2 mexinEudeosmemery §Q0 thaksteres entdies, called fipves 140

int heﬁl%?{:/é flh}% CH%%%BPle 14bru§1 %emﬁeﬁtﬁ%@ a oW iHarkto %es pgll%gdt Eh(_:(‘erna(t:vvorwI th

the nme O CO parse or mat
controller 52. As furthcr descnbed below, the flows mdlcatcd by the flow tuples 140 may be

20 changed by the processor’s execution of a driver program 57.
The receive parser 98 may use the stored flow tuples 140 in the following manner.
First, the receive parser 98 may interact with the memory 100 to compare parsed information
from the incoming packet with the flow tuples 140 to determine if the incoming flow is one
of the flows indicated by the flow tuples 140, i.e., the receive parser 98 determines if a “flow
25 tuple hit,” occurs. If a flow tuple hit occurs, the receive parser 98 may parse packets that are
associated with the flow, and other circuitry (of the controller 52) may also process the packet
based on the detected flow, as further described below.
Referring also to Fig. 6, each flow tuple 140 may include fields that identify
characteristics of a particular flow. As an example, in some embodiments, at least one of the
30 flow tuples 140 may be associated with a Transmission Control Protocol (TCP), a User
Datagram Protocol (UDP) or a Real-time Transport Protocol, as examples. The flow tuple

140 may include a field 142 that indicates an internet protocol (IP) destination address (i.e.,



fromthe incom ng packet with the flow tuples 140 to determne if the
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20 network protocol stack) the flow and a pointer to a buffer of a system memory 56, as further

described below.

If the receive parser 98 recognizes (via the flow tuples 140) the flow that is associated
with the incoming packet, then the receive path 92 may further process the packet. In some
embodiments, the receive parser 98 may indicate (to other circuitry of the network controller

25 52 and eventually to a network protoco! stack) recognition of the flow associated with a
particular packet and other detected attributes of the packet.

If the receive parser 98 doesn’t recognize the flow, then the receive path 92 passes the
incoming packet via a Peripheral Component Interconnect (PCI) interface 130 to software
layers of a network protocol stack (a TCP/IP stack, for example) of the computer system 50

30 for processing. The PCI Specification is available from The PCI Special Interest Group,
Portland, Oregon 97214. Other bus interfaces may be used in place of the PCl interface 130

to interface the network controller 52 to buses other than a PCI bus. In some embodiments,



described below. If the receive parser 98 recognizes (via the flow tuples
140) the flow that is associated wth the incom ng packet, then the
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program 57 é e Fig. 4) for the key. In this manner, the driver program
57, whBFPCESsa g?’éﬂa% ug¢,the processor 54 t0 furnish the key in response to the request and

interact with the PCI interface 130 to store the key in the key memory 104. In some

5

20 embodiments, if the key is unavailable (i.e., the key is not available from the driver program
57 or is not stored in the key memory 104), then the engine 102 does not decrypt the data
portion of the packet. Instead, the PCI interface 130 stores the encrypted datain a
predetermined location of the system memory 56 (see Fig. 4) so that software of one or more
layers of the protocol stack may be executed to decrypt the data portion of the incoming

25 packet.

After the parsing, the processing of the packet by the network controller 52 may
include bypassing the execution of one or more software layers that are associated with the
network protocol stack. For example, the receive path 92 may include a zero copy parser 110
that, via the PCI interface 130, may copy data associated with the packet into a memory

30 buffer 304 (see Fig. 7) that is associated with the application layer. In this manner, an
application may have one or more associated buffers for receiving the packet data. The

operating system creates and maintains the buffers 304 in a virtual address space, and the
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application. Instead, the typical network controller 300 transfers the data portion of the

20 packet into packet buffers 302 that are associated with the data link layer. In contrast to the
buffers 304, each buffer 302 may have a size range of approximately 1518 bytes (as an
example), i.e., the approximate size range of data for a particular packet. The execution of
the transport layer (by the processor 54) subsequently associates the data with the appropriate
applications and causes the data to be transferred from the buffers 302 to the buffers 304.

25 Referring back to Fig. 7, in contrast to the conventional arrangement described above,
the network controller 52 may use the zero copy parser 110 to bypass the buffers 302 and
copy the data portion of the packet directly into the appropriate buffer 304. To accomplish
this, the zero copy parser 110 (see Fig. 5) may receive an indication of the TCP destination
port {(as an example) from the receive parser 98 that, as described above, extracts this

30 information from the header. The TCP (or other layer 4 protocol, €.g., RTP) destination port

uniquely identifies the application that is to receive the data and thus, identifies the

appropriate buffer 304 for the packet data. Besides transferring the data portions to the



15 data fromthe network controller to application |ayer buffers, as

descri bed below. Referring to Fig. 8, for exanple, a typical network
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20 possible for each of the channels to be associated with a particular buffer 304. However, in

some embodiments, when the protocol stack (instead of the zero copy parser 110) is used to
transfer the data portions of the packets the DMA engine 131 may use a lower number (one,
for example) of channels for these transfers.
In some embodiments, the receive path 92 may include additional circuitry, such as a
25 serial-to-parallel conversion circuit 96 that may receive a serial stream of bits from a network
interface 90 when a packet is received from the network wire 53. In this manner, the
conversion circuit 96 packages the bits into bytes and provides these bytes to the receive
parser 98. The network interface 90 may be coupled to generate and receive si gnals to/from
the network wire 53.
30 In addition to the receive path 92, the network controller 52 may include other
hardware circuitry, such as a transmit path 94, to transmit outgoing packets to the network.

In the transmit path 94, the network controller 52 may include a transmit parser 114 that is



92) may be coupl ed between the FIFO nenory(ies) 106 and the PCl interface
130 for purposes of verifying checksuns that are enbedded in the packets.
The recei weopattn992 may be interfaced to a PCl bus 72 via tME/ERY/IFHRer f ace
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the header fromthe header nenory and parse the header to add such
i nf or mat | @mtrakpacket. The transmit path 94 may also include one or more FIFO memories 122 to

synchronize the flow of the packets through the transmit path 94. A parallel-to-serial
20 conversion circuit 128 may be coupled to the FIFO memory(ies) 122 to retrieve packets that
are ready for transmission for purposes of serializing the data of the outgoing packets. Once
serialized, the circuit 128 may pass the data to the network interface 90 for transmission to
the network wire 53.
In some embodiments, the receive 98 and zero copy 110 parsers may include one or
25 more state machines, counter(s) and timer(s), as examples, to perform the following functions
for each incoming packet. In the following, it is assumed that the particular flow being
described is a zero copy flow. However, the flow may or may not be a zero copy flow in
some embodiments. Referring to Fig. 9, the receive parser 98 may parse (block 200) the
header of each incoming packet. From the parsed information, the receive parser 98 may
30 determine if the packet needs authentication or decryption, as indicated in diamond 201.
if authentication or encryption is needed, then the receive parser 98 may use the

parsed information from the header to determine (diamond 216) if a flow tuple hit has



sequence and acknow edgnent nunbers (as exanples) to the header of the

out goi ng packet. 10 A checksum engi ne 120 may conpute checksuns for the IP
and net W@ R/H®9&er s of the outgoing packet and i ncor por aperub®/shecksuns
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with a checksum indicated by the IP header, ensure that the packet indicates the correct IP
20 destination address and determine if the IP indicates a recognized network protocol (the TCP
or UDP protocols, as examples). The receive parser 98 may also perform checks that are
typically associated with functions that are performed by the processor’s execution of
software that is associated with the transport layer. For example, the receive parser 98 may
determine if the size of the protocol header is within predefined limits, may compute a
25 checksum of the protocol header, and may determine if flags called ACK, URG, PSH, RST,
FIN and/or SYN flags are set. If the PSH flag is set, then the receiver parser 98 may indicate
this event to the driver program. If the RST, FIN or SYN flags are set, the receive parser 98
. may surrender control to the transport layer. If the ACK flag is sent, then the receive parser
98 may interact either with the driver program 57 or the transmit path 94 to transmit an
30 acknowledgment packet, as further described below.
After the checks are complete, the zero copy parser 110 may determine (diamond 205)

whether a data link layer occurred, an error that may cause the packet to be unusable. If this



parser 110 that nmay performa zero copy of the packet, as indicated in
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packet, as further described bel.ow. After, the checks are conpl et th
copy par sréFel‘E@d?ﬂﬁgﬂg}S Hoipg flgp, dn S‘Ym by ig %cou%eé‘tcﬁeéé a é’rﬁfﬁeﬁ‘}eﬁ I{’%m%?re re zero

occurr ed, mabuRh L Qtveliler 0RYhaG RUAG (HERnBIRE B khd ParBeniattfiRiairRent) Aot (o0
01/10096 PCT/USOQ 16762 -12"is the case, then the zero copy parser 110 may

recl ai m (288 the @3%) progenmBhtsey Figha) ortresifyl(ileak270p thegransmitipatsent Kpfftes  t he
packet, rnee%li %ol trpargslrjrlito acnkac%gg\lllehgr%er%rgc%d. II’RI?st inv\ﬁg Ia%tlelr Qa%@’ttﬁg tr];ﬁ)srmi%;e)a{rger 114

20 may be adapted to generate an acknowledgment packet, as no data for the data portion may be

needed from the application layer. The receive parser 98 transitions from either block 268 or
270 to diamond 200 (see Fig. 9) to check for another received packet. After an
acknowledgment packet is transmitted, the receive parser 98 may clear the count of received
packets for that particular flow.

25 A state diagram that illustrates transfer of control from the stack to the network
controller 52 in a synchronized manner, per flow, of the receive path 92 is illustrated in
Fig.11. When the software that is associated with the network protocol stack is handling the
parsing and processing of the packets, then the receive path 92 remains in an IDLE state.
However, in some embodiments, although the transport layer may be executed by the

30 processor 54 to initially handle the packets, subsequently control of the processing may be

transferred to the network controller 52. In this manner, the processor 54, through execution



copy of the packet and reset (block 209) the DVA channel (enul ated by the
DVA engine 131) that was associated with the packet. Otherw se, the zero
copy par¥@0119036 conpiles an 5 error statistics stack for PoEUsow16I6D!

stack. Referring to Fig. 10, the zero £opy parser 110 may performthe
followng functions to performa zer&) copy operation. First, the zero copy

par ser det er e t he nenor. address at which to store the data, as
furthe P}é‘gggﬁl %B%rg S50 o (v MRERerat %Xk@? 6 d dsringe 130to plage threrpoelwe pathioge

(di anoirda RESNITORGHe) a packet is nmissing, and if so, the zero copy parser
10 110 reserves l\glbl ock 260) nmenory space for the m ssing packet. The zero

copy par ser Inthg MONSEORusate, the preeivepamer 98 clodeke thd)inRgASS o tﬁ@ﬁﬁéoﬁﬂ%at ion to
co t t into.th nor 586. xt, the_zero co arser 1 ma
ohat P PR el i R deserBioed IS (siadioasnd by He o piesgOy et copy

a¥ ser inliditdsheredait Lo | it ti to 15 transmt
p I t r fthédEifeck dds@l?@él‘ﬂ)ea@ﬁ%vé’@ég}t@:ﬁ%}hg}egg%wgng% glgg o g’ﬁ

an acknow edgment packet back to the sender t he
nunber Mepitored e memasy d R@ mayistore hr irffbowationrfidldil 41 thanRessodidted Wah gIgUNt

exceed e \ ngd .npnber. en the receive parser 98 nmay either
(depe ngfﬁ'g Q%S‘ra\dqlt%%‘gﬁlglaer i ogpa{é%b%?%m‘)del%‘? FEWQIBF}@EWdl@%)thQ ewde theer
pr ogr anet&erk sk, EITCP dbhuérce MAkibby (2 3h i Ltoparser 114 of
the need to transmt gﬁ acgknovvl egjgne(réltﬁﬁgg%ggé. Q?ﬂhge???s{r?etaﬁ@%ipgﬁeer case,
the tr37TWRTY layerbudtier 302 (whenmsyo enwyas apt wdd). df gemecatepaseraskiend £dgment

ket .. e..d or.tion be needed fromthe application
Fgfler .pqllﬂ%r Fbg%rg:?t%/eg b{ﬁ%rs%dr}’ %%ttﬁea e B?‘Fég‘?élgo‘ﬁ‘?%wtl‘érth%%w PregamrS7 thato t o

di amongin ET SGEX I BUFD) statt) Ghesrk, hovidR0 el 1inte o thy Atk RafKPIor A4 £ 2N
acknow edq%émanfl %(aqc,ket is transmtted, the receive parser nay ¢ gar the
count BFPINEEENG EGeIVE Rateet X may updaie thsassdciatédafielfl 1. TRE A state di agram
that i GEgShER: t fygm the stack to the network |

control | ef 52 ?‘??@ﬁ%ﬁ?%ﬁaﬁe gr?élgéﬁresrj,’ogﬁgfi '} ?st?&/,lng?“taﬁ%w ERETQEOMAh 92 s
i | 1 ustusad e@hisrstaté-mgcHind and¥béypariieul &t 4ahesifidiaina) SoPSSREH 3, Bt th the
nl%tworg t;;)r(ﬁtélocol ﬁt ack is hgndl I ng the parsing and processing of the
packet EROBRIEH Iy Sack ay plsp gommiunigats tedhe petwierk mimirodlens2to staorsuer , in
sone dionesd Husyes & bl be. execut ed by the 30

pr oce;.dsﬂg? 54 th%iell}litia| Iy h%%f%‘?g?gﬁ%ﬁﬁf?hg%a%ﬁﬁ Hla(gntrol of the
pr ocesPrisEPandy ththat Xy thns Eimimating this hyecheinivartisn pegkesol | er 52. In this

manner, theI Rlocessor 54 erough e>§lecut on WO 01/10096 PCT/US00/ 16762 -
13 fhe zero copy parser 938 (by using the flow context indications 113) detects that

packets from a particular flow are to be zero copied, then the network controller 52 transitions
20 to a ZERO COPY state. In the ZERO COPY state, the zero copy parser 98 uses the
information field 115 that is associated with each zero copy flow to identify such information
as the handle that is passed to the network stack (to identify the flow) and the pointer to the
appropriate application buffer 304. If a pointer to another buffer 304 is needed, then the zero
copy parser 98 requests another pointer from the driver program 57. In response, the driver
25 program 57 (in a GET_NEXT_BUFF?2 state) transfers an indication of the pointer to the
network controller 52 for use by the zero copy parser 110. In other embodiments it is the
responsibility of the application or stack to provide enough buffers for a zero copy flow. In
some embodiments, in case the network controller 52 runs out of buffers, the network
controller 52 uses the software-based receive procedure. The zero copy parser 110, in
30 response, may update the information field 115.
In some embodiments, the driver program 57 may cause the processor 54 to exit the

MONITOR state or ZERO COPY state and return to the IDLE state. The driver program 57



of the driver program57, may interact with the PCl interface 130 to pl ace
the receive path 92 in a MONNTOR state. In the MONITOR state, the receive
parser 98 whe@mkisodshe integrity of the inconing packets thaPCEUSOHLI®L| at ed
with predetermined flows (as indicated the flow tuples 140) and 5
indicates the results of the check, as described above. For each

predeterm ned flow to be nonitored, the rrem),r}&gfloo may store an information
field 141mayseusesheprosesser Fotoviiteract weth the Byl infestags, 1 3k toraddaempyea pRtigHARL i on

Lol my | gl eat e Poiparhe IR e b OALER 19 Lot Quldine pRRRIBE Ky 8 ock. 2

TCP seque n-exanp n pointer °to ppropriate

net wor k | ay@Ferfiielaqfart®Qar lohemprel40 t6/8pyn ihe floet memer) 100L f t he receive
parser 98 needs a 10 pointer to another buffer 302, then the receive parser

98 may notify Reéerdng edrigpt i teipsriompance of the Zgrogopy RESTRUGERS 2620 5089 | i n
turn, i d h ' : L i
ocer vo. phpSEmberRahlhElodhihe fudfidl Bt fer B fuciffarh Brc i BUBIEMERI?

state i s nekargsl, the zbidf dopy a3l ldnday detersdnk ifeonthel of disctrasisfen nzexsco bopy i s

used. This state machine and this particular state t Ensi i on _may not be
used in séychionizeghsiyseRikeZerq ﬁ@%ﬁ%ﬁlﬁﬁﬁn‘&F’%u%‘Bhﬁ{F i3 edha e net work

and. 1 rom AERGPART R AGR TR, BB CERHGTRS R F Gampi Bl AP R NG

§OC1aLC E
and from ﬁ%m)ry addr ess correspon I mnating
this synchiqsic stabionrihRaessxt, kie tehe “sechronzpyoryaieaenl 1P 8feds o usimgnichtor | ow
context indications 113) detects that ackets froma particular flow.are
to bdOzer bensn &g Stﬁtcllié‘ﬁdtﬂl*fezeﬁ%?%rﬁ@“(%lllf ¢ §]r|pg§:pogt;s fdgleEmninipge ransiqnpantz Ero
COPY st at t Y, ,
ot or mat 1 ahvpitaioe pf EEER S (R Bk or iEecA Oy SR PRRALCs SOt 1R
identify stehahdbeyimptimferriasddthmidtiedluéetsd. Vitlpas spdhtanizatien Teitswog k

Sonl T Cat | GRS RY nei delePied. BETRIaE. Dar RSt o5 TR GHRCk < e | ihen
the zero r I | Nt RL; i ver program
50 Do e B PHRE! A RANES Bal RIS Lol B RpIc LI 288 Ve Pey

trangfers an i Mthusaineacemfio wergynchrenizstoon hay baededed i vemtthokdrecolm? f or
use by the zero copy. parser 11 nts jit,i

. .In.other di t t )
responsi biPRfsey 1 mtt}?él?'éﬂﬁs P?f%{ttg"oﬂmg?gré?é&?%‘[ %864’%8?7?‘8% t‘&%lb”;ﬂorgg?sf igsthe or 4
Zero copy g&k@é’&sdﬂ In &gﬂﬁa&@g@' itﬂé%ﬁosoog;i_ry gﬂ;laﬁ,é‘ﬁﬂdcfé@ed%@ﬂééﬂ?ﬂima&tzﬁw th&th2

runs out buffers, e netmnrk_ con | er 52 uses the software-based
recei ve proaoestyraeket Thibe figst padwpheipahanaiedinothe zero30py parpomid €, thenjhansast e t he
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20 110 determines (diamond 252) if an error has occurred, as described below. For purposes of
determining when the transition occurs, the zero copy parser 110 may continually monitor the
status of a bit that may be selectively set by the driver program 57, for example. Another
scenario where synchronization is needed is when an error occurs when the zero copy parser
110 is copying the packet data into the buffers 304. For example, as a result of the error, the

25 stack may temporarily resume control of the transfer before the zero copy parser 110 regains
control. Thus, if the zero copy parser 110 determines (diamond 252) that an error has
occurred, the zero copy parser 110 may transition to the block 254.

Synchronization may occur in numerous ways. For example, the zero copy parser 110

may embed a predetermined code into a particular packet status information to indicate to the

30 stack that the zero copy parser 110 handles the transfer of subsequent packets. The stack may

do the same.



MONI TOR state or ZERO COPY state and return to the IDLE state. The driver
program 57 WO 01/10096 PCTI USO0/ 16762 -14 nmay cause the processor 54 to

i nteract M2 1H9%e PCl interface 131 to add/renove a parti cetEwsoofibmey
context indication 113 to/fromthe nmempury 112 and may cause the processor
54 to add/renpve a particular flow tupl"e 140 to/fromthe flow nenory 100.

Referring t Fipg. Jlﬁia I n the performance of the zero copy operation, the
zero copy SQ?)%’ gnallys thejacqrging,paskets of 3 pantienjar flow miayrs teceivedmaiofr t he

packet sdqicAcdli THiS lay crré’alté %?r&%‘l@xﬁ ﬁg&us%gxﬁé'zeg %)i)grtpggsgg] f (g o %Y%g%f parser 110

may deternine if contro the trans nee Vait4 Bedlatanet ween
t he zertonesqsyiential packelsiGhecaftbr theanthiriing pafticule ba skt Y6, efér@&rr%%, gﬁﬁgfd at ed
&5) 0

witht | a »(the data |Ijnk and transport |ayers, as exa t he

net wor Eﬁmpbl; ot ol(maé'tebai’crﬁ‘.’ew?d lf%?@ Pagkft ambey ‘F?é@’éfm'vesythmmeylbmbi on"

gefier alpkoblérgé Hithe Ra FH PR ¢RRibRA“IF Shiack and the zero copy

parserlpllo for Q,urp(a)ses of det e?ﬂi%@ngg%ﬁ%rﬁgﬁlm %lla(%)%]l?ﬁgf {i’eda{‘)’f%i"’&%c‘one of

t he enfipmbes“265he Totpaeientihi svenarier flom@pyumpiag Siarsomt@mboakasnts IRt &b cbgypm the
h

gwg[\r ?%E‘g i o‘ﬁgy s BYF %Ségribﬁﬁez@? : gﬁiéglmﬁéf; tqlgé’g%a&tiégfgf ér(}%fvo:etgrfai,ssingen
T B g b 8oL 20 AN E S uspdsbs of B S HE H20hthe. o
oo el eserfe it Bt pag 1900 S
porti onsa'yiEHr%% i(;heﬂ%@?enggp Frmpers 3t arq gdicated by fh%‘?J,ace%rllf Pagketsip the S@gmncmhser 110
handl e@mgggﬁﬁa‘zhﬁ ‘ ﬁq‘%g?%;‘é’g?fé?m?fﬁf% S RN O ekl o e e B s e tho

packet Agae exampled gd BYovis) delackmnvledgmemumibess indicated BPYhejtcr&" 20

110 de L Q.5 {-d] ) I f_an o] s,occurred, as described bel ow

For pu?%glgéelg %?5 déé@?gr@?; %?ﬁéoe\%ee ottﬁgerwr}fﬂ&: bp aBE%ﬂf_F%’F regien 3@%.0 copy

parser 110 Fhyzaorbpyparstyl 100biedterktiEintetdcid #ith @le ??Pﬁafre/&%a@ﬁ]swse?e
e. of her

aﬁgect'vel set t he driver program 57, for exanp n scehario
bre S RPRIOBRALES Midhchagnelda pedonms 2 gerercony (sep 262) of thermckételatd in ther o copy

par ser dkidisS b i039 into the buffers.304. For exanple,
as a r zr"spkl l%h (gf_ ?ﬁ@ﬂgﬁ r (;I?l ,Q%F ﬁ:‘%?g&’%&g%ﬁl dn%§e%?ﬁ§égﬁ?93r9p?aé§ Bnercd®ievial  of
t he t r thesiestination pod thatés prewiied bpyhercaies parddt ggegai ns  control . Thus, if the
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20 “processor” may generally refer to one or more central processing units (CPUs),
microcontrollers or microprocessors (an X86 microprocessor, a Pentium MICTOProcessor or an
Advanced RISC Controller (ARM), as examples), as just a few examples. Furthermore, the
phrase “computer system” may refer to any type of processor-based system that may include
a desktop computer, a laptop computer, an appliance or a set-top box, as just a few examples.

25 Thus, the invention is not intended to be limited to the illustrated computer system 50 but
rather, the computer system 50 is an example of one of many embodiments of the invention.

The host bus 58 may be coupled by a bridge, or memory hub 60, to an Accelerated

Graphics Port (AGP) bus 62. The AGP is described in detail in the Accelerated Graphics
Port Interface Specification, Revision 1.0, published in J uly 31, 1996, by Intel Corporation of

30 Santa Clara, California. The AGP bus 62 may be coupled to, for example, a video controller

64 that controls a display 65. The memory hub 60 may also couple the AGP bus 62 and the



may enbed a predeterm ned code into a particul ar packet status information
to indicate to the 30 stack that the zero copy parser 110 handl es the
transfer &fosufeenuent packets. The stack may do the sane PCRYSO¥I6I6DO6
PCT/ US0O0/ 16762 -15 Cccasionally, the incom ng packets of a particular flow
may be received out of sequence. Thiglﬁﬁy create a probl em because the
zero copy parser 110 may store the data from sequential packets one after

t he ot hehostibua5Par 4 nemiogy bRl eThe3femonyds X aimpims, man bk souplediitesyster67 nay

be received before packet nu nt. t hat | ens
'F L he: a0 i Red T aEp eosiors tibusfls BYC Mg Atk Ry GRUEPtrRt 82 o
for packet qﬁb%{em o#H Bub 66 thal BB Leolipled (g 8 Rab liftk BEVID MOHF bilidie, of N SONE
enbodi nment s, e zero cop parser 110 Iﬁs reserve a region 308 (see Fig

€

7) in t hénmabotipoulIA) imbﬁﬁeahamzwmcd toran spamgzonﬁm[Zatan@éhed’CIéysﬂadffbat ed

m ssPng BEERE o B bk e SStEH b Bt anlesrt oS OB Bt PERLE BRI e cer o

copy parsgr éé@/ol& IR ot 56 ’ld‘xﬁaﬁ@élé’cﬁﬁb@e@ 15 WAtEY Sorifoditr 21 Bal AitoRipdrdiynt he

adj acent packets | t he sequence. this manner, the sequence nunber

i ndi cat esftileppy disk divbd éé amﬁrepmesnemt datacfzers gikerbqsad Reend 2 meuse 89,66 t he
exanpl e descrj bed above, the acknow edgnent nunbers indicated by the packet
nurmber s "“388P4nd " 267" may be used to deternine the boundaries of the

regi on 308. ThuhgenhoaRRdhiPae $athirlthe seefeFahtcRiibying i fmRC For wtdniplé e PCl
interface 130 to set up 15 the appropriate DVA channel to erforn1a zero
copy0( st eprigig2)! dsvice hélepﬁmkétnﬁmrg copiraller may implsmspt tharbovuddserbedosa. The

zero copy arser erLn n r via the

desti nat it 1:98?‘? @%‘5’“’? S B9 08%189@‘1 g{%ﬁ{glrgfeoccg% %%&gféﬁa be%gg(.i' Ref erring back
to Fig. 4, be%fﬂ@ésthémeﬁﬁéms%ee@atsmhddaxm’éaaspédnaa £hnied eumBysdfem 50 nmay
i nclude a processor 54 that is coupled to a host bus 58. In _this context,

the t er meatodiments swse skilied/ingbnatdiavingths banefibothis biclonyre Wil Appragiate
processin unlts t S (O 6

ni cr opr odBEEHT X ‘gp?%%%hs g‘garn {c%ﬁ&c}ctégs%]g%?&lo P “%rg«f\gg%%g%s%ﬁ?’g@ eéoacrr:%lgégl | er
(ARNE, aSoesaliNueh noddfajistitand vfaﬂmms agpllesithifulid ther spiriteandtsbepe qfhiase
"computer systeni may refer to any type of processor-based systemthat may
i ncl ude ™Ave#dEskt op conputer, a | aptop conputer, an appliance or a set-top
box, as just a few exanples. 25 Thus, the invention is not intended to be
limted to the illustrated conputer system 50 but rather, the conputer
system 50 i s an exanpl e of one of nmany enbodi nents of the invention.



The host bus 58 may be coupled by a bridge, or nmenory hub 60, to an

Accel erated G aphics Port (AGP) bus 62. The AGP is described in detail in
t he AcceM® BvWEIsG aphics Port Interface Specification, RepCsuUSH/ikI€d
published in July 31, 1996, by Intel Cﬁporati on of 30 Santa C ara,
California. The AGP bus 62 may be coupted to, for exanple, a video
controller 64 _that controls a display 65. The nenory hub 60 may al so coupl e
the AGP bus B2hi¢lamedi® 01/ 10096 PCTIt3S00/ 16762 -16 host bus 58 to a
menpry bus 61. Thg HaAD va [N, aaybe coupled to a system
rrerrqgry 56 thg’t ma§, as %goéglg?gg&las °orpél¥?rl§¥s%ﬂf %%}Pgﬂ%ggt and a copy of the
dri2ver program 57receiving apicketthatihclfdesiheaddss thellRad URdiBstirgVdt fealt I nk
66), to gnot her .bridge, or input/output (1/0 hub 68, that I's coupled to an
113 exp C&HISHaéha*i% %ﬁﬁfl%tﬂgwma Igygx of 2 protpgol sicky O hub 68 may al so be

coupled to, as exgmph ‘w ' hard disk drive 84. The
|/ O expansi on bus™ 70 Ergl/e I%ltta:fggi:%oup egétj’t“}gﬁégénla%q{:%n?&%ﬁ g}cfa,tdeqsﬁ%e control s
opér at i @haractsfristic;fandppy di sk drive 76 and receives input data froma
keyboard 78 and a nouse 80, gs exanples. O her enbodi ments are within the
sc%ﬁe of the fol IRATHE acplaﬁ‘i“ﬁ%m‘Fﬁ’F r\ggwfﬂce{ltrgllermnpbw@mdau leasswhee ot her
thgn a gtavprdsticontrol [ er may inpl ement the above-descri bed techniques.

O her network protocols and ot her protocol stacks may be used. Wiile the
i nvention has been disclosed with respect to a |imted nunber of

enhodi nent s, ,t ho skilled.in.the art, having the benefit of this

dingcl osure, il s@b"p‘i"é@f’i?é"ﬂﬁﬁﬁe}"gE@lWE?‘Fq DOFORHELCURRIISEAY | at i ons
therefrom It is jRtiapaechinbtotbiSmePREAdRh MBI dagcover all such

nodi fications and varrations as fall within the true spirit and scope of
the invention. WO 01/10096 PCT/US00/ 16762 -17- What is claimed is: 1 1. A
met,hod for e wih a co ter st e comprising: .2 recei.ving a packet
that incl udgfs' a h{é%ed%?‘,?m{fﬁgc'ﬁg’é ZWB?T%S@ tﬁifsh?fgq SrEactesistic cg%pﬁseg:
characteristic tfwiboriﬁurasmé@ﬁﬁéhmthianafﬁl?e)éﬁanﬁfog?mﬂfOt ocol stack; 4

parsing the packet with a network controller to extract said at |east one
5 characteristic; and

1 4. The method of claim 1, wherein the layer comprises a data link layer.

1 5. The method of claim 1, wherein said at least one characteristic comprises:

2 a type of the packet.

1 6. The method of claim 1, wherein the handle associates the packet with a flow.
1 7. The method of claim 1, further comprising:

2 selectively transmitting acknowledgment packets based on said at least one
3 characteristic.

1 8. The method of claim 1, further comprising:

2 storing data associated with the packet in a region of memory that is used by
3 execution of an application based on said at least one characteristic.

1 9. The method of claim 1, wherein the layer comprises a transport layer.

* C L M S *



6 passing a handle fromthe network controller to indicate said at |east
one 7 characteristic. 1 2. The nethod of claim1, wherein the act of

passi ng conprisews 2 passing the handle to another |ayer RCHHWPFBEocOI
stack. 1 3. The nmethod of claiml, wheregin said at | east one characteristic
conprises: 2 a port nunber associated” wth an application program 1 4.
The method of claim1, wherein the |ayer conprises a data |link layer. 1 5.
The ret hod of 16l ai ke methed of dlaigal.dvherein Higsact oHECHMAL KOOI i ¢ conpri ses:
2 a type of the packet.. 1.6. Th claim1l, wherein the handle

assodi ates the pacREFCTIAPE Pk V%%I{R%V%I?ﬁe met hod of claim1, further
conprising: 2 selectively transmtting acknow edgnent packets based on said
at least one 3 characteristic. 1 8 The nethod of claim1, further

conprli si ng: 2 it or | Ty riethed efdl@isl hifsdheticomprip@gpacket in a regi on of nenory

that s used by 3 execut.ion i .1 QN i | east one
char&cteristic. 1 é&’tcﬁ? 1%Wﬁ§t§erg$segﬁxg€})n1§?5§ %g?@??&tﬁgp?@;grﬁ%om” ses a
trangport |ayer. | |ﬂrbédséih$ b thke Ip¥élet Waseli loh thd detdi@ifktioh0096 PCT/ USO0/ 16762
-18 1 10. The method of claim1l, wherein the act of receiving conprises: 2
receiving the packet froma network. 1 11. The nethod of claim?11, further
conpr,ising: 2 tery ni [RY I vai e..for the
packét; and 3 “proc esrf’ér}goo Fél gr{%)gc e?é{{')g}geeagkg%pxjgﬁeesgggfcé?ﬁlh%éfion. 1 12.
The nmethod of cl ai naekdyptinbdaiofitieaciat of processing conprises: 2
decrypting data of the packet. 1 13. The nethod of claim1l 1 , wherein the
act of processing conprises: 2 encrypting data of the packet. 1 14. The

thad of claipg 11, Pl
method of claig 11, pfUpLhes oF ORI 1 5.4 eifl IC0Gr 51BLAsiRk cbiBRbesOne

char o] an rnteqgri t he pac
2 encrypting data of the packet.
1 14.  The method of claim 11, further comprising:
2 using said at least one characteristic to check an integrity of the packet.
1 15.  An apparatus for use with a computer system capable of executing software of
2 a protocol stack to extract at least one characteristic of a packet, comprising:
3 an interface adapted to receive the packet, the packet including 2 header
4 indicating said at least one characteristic; and
) a circuit adapted to:
6 parse the header to extract said at least one characteristic of the packet
7 without causing the computer system to execute the software, and
8 process the packet based on the extracted characteristic.
1 16.  The apparatus of claim 15, wherein said at least one characteristic comprises:
2 a port number being associated with an application program.
1 17.  The apparatus of claim 15, wherein said at least one characteristic comprises:
2 a security attribute associated with the packet.

I



1 15. An apparatus for use with a conputer system capabl e of executing
software of 2 a protocol stack to extract at | east one characteristic of a
packet, WOBIPEINg: 3 an interface adapted to recei ve the peanbsdb/1616be
packet including a header 4 indicati said at | east one characteristic;
and 5 a circuit adapted to: 6 parse the header to extract said at |east one
chgracteristjc of _the packet 7 without causing the conputer systemto
execute the f580f t weecAPParRtusfislaimalds wheesimsaid et leasi oo charatthsstixonmpeises
characteristic. ratus of claim15, wherein said at |east one
chgr acteristic céan%gfggggﬁgp% port nunber being associated with an
application program 1 17. The apparatus of claim 15, wherein said at | east
on(j charactersi sti,g conprises; .2 a security attribute associated with the
packe 4%

t. | i 1149 3ppayatys ofclaim, 15, whersinfhe gircuio gofrtbamdasednd6762 - 19 1
182 The appar at us,gekaiglaida) LB SA - ast e .chagacteristic
conprises: 2 a tyspgalof thet]%ggggr??ﬁf&i%@ #ﬁ%@%ﬁ‘aﬁ%@%%ﬁ‘ %{lﬁ'f"m 15,
wherein the circuit is further adapted to: 2 use said at |east one
characteristjL torassociaﬁitfeft pe packet with a flow. 1 20. The apparatus of
cl ai m 15, ¢ ei niQfPPATaRYs Afclam 15, phersin the spewilis further adepted to:ne whet her a
segurity key is aupirakl hdthér 482 s v [ pasg the processing
of the packet based on the derter%urﬁg?élégtrlﬁa‘%“??‘?lf{)wgﬂgﬁef’lanﬁﬂJI 1111111
~1 BJ further base the processing of the packet based on the determination.
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