; uvwxe3eB?<L6RT~~I WO 02/ 45378 PCT/ GBO1/.05243 SECURE FI LE TRANSFER METHOD
AND SYSTEM The present invention relates to a nethod and system for
confirm nggdraksgn el ectronic da“mwm”umuﬂmm oaded from a gpEam@B®E/(BNIPUL er
server by way of the 5 Internet, i de Wb (the Web) or otherw se
has, been obtained from an authenti c«@fise@aut hori sed source. The invention
also relates to a 0d..a £ Q- files fromone
conputer to anot "”L':'-'J—;—' LA ERANSEER MEBIHOD ANE S{bu MV‘éb, 10 Wth the
recent and rapid expansion of the Internet and the Web and ot her protocols
for transferring | arge anounts of data between renote conputers by way of

t el ecommuniTigt present! invisticmn delathe tb | kenethed lad systenbdopmenfimeing abainghy easy

st 0 copy and transfer fjles caontainjng video and audi o recordi ngs .as well as
many ot her SetoRkr gaté Ci ‘&WIB?@FI %?&nﬁlefF’&‘ofq PRMPYIERSFEeE g’é’ hW. ® MPEG,

JPEG an r I | | TR [ ' ordi ngs
st0 be dgmnﬁg%gge?f @grw\‘?g?)w ﬁew 2,(ﬁﬂ%s!]?wgfr,yy,oldggfgﬁ%g%g%@&%ﬁ%&;gﬁgg?ﬁ at any
conveni ent duthEatic ppasthblisedRyurcay Thé inventionbdlso tetitésstoaunéthed apbsysien fde3

pl ayers. \Wile these devel opnents are readily wel coned by consuners, it is
very diffi ceturetteansier of dlesc BpT pngneomputerute glothey, {orragmplecby taxf ten

t hese can % d(t)vmlw;)%ded so easily, and this can result in a 20 significant
| oss of revBRIEPHRa conpani es that make and rel ease these recordings, as
well as to the authors and perforners of the recorded works. Traditionally,
audi o and vi deo recordi ngs have been sold to the tgubl ic in the formof data

carrierl® suWithdke resanszand rapid espansigntaidhe Intermet: and the Yoh gt other nsetogplSch was

her et of | ati vel t t ok.. This i | { d
Ther et O ¢ e afinstetine TRRE Aodt ol i Whiednd sfifote "PSEbuERC T W B
di stri buti qEegdmmuhieefdrsTinke Gaa thd i, ifThE MR PbiRmd iBckadRay ragtoispyhe fact

that many data files which can be = downl oaded by a consuner at no cost
f r om pot entand| transferafileh exontainisg wyidee sana pudio nteedrdings rasswell asomagy etherr oj an

horses ("Troj,ans" ich c I nf nd_di sr.upt e o [,S._conputer

or network.sojﬁin‘laE‘3 CRERRS- gﬁgﬁg{‘gﬁerﬁnﬁﬂﬁ SB%%%%Q@%%@@W&% ma¥d is a

hi gh prjsce ' i hiNulifoeMdAaded fetdrlngs to bd\@PrloadtdF68v

PCT/ GBI1)51/ C%grf%ﬁ}‘?m?%&g%%gg%tﬁmﬁﬁat@hg@e ise a negg(tjoto prov?de a n%r%,hod and

system for litile if enyjroest amshiofberplayeddwmcl af amye corfvenientitimigsepessiblys by wer ©f
whereby a data file proyvider ¢ oyi de surance o _consuners..that the
data files ROA@ fep%(?i R aérpgclfe?(%}g %quyprfsugggna]%r{.ﬁese GevelopmeRts e Feadity

welcomed by consumers, it is very difficult to enforce copyright in audio and video

recordings when these can be. downloaded so easily, and this can result in a
20  significant loss of revenue to tﬁe companies that make and release these recordings,
as well as to the authors and performers of the recorded works. Traditionally, audio
and video recordings have been sold to the public in the form of data carriers such as
compact discs and the like, the distribution of which was heretofore relatively easy to
control. This is no longer the case, and there is consequently a need to provide some

25  form of control over the distribution of authentic recordings.

The problem is compounded by the fact that many data files which can be
downloaded by a consumer at no cost from potentially inauthentic sources may
contain viruses, worms or Trojan borses (“Trojans™) which can infect and disrupt the
30 consumer’s computer or network. This can have devastating and expensive

consequences, and is a high price to pay just to obtain free data files.
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5 Trojan horses. Furthernore, there is a need to provide sone way of

rai sing revenue for the data file provider and the authors and perforners
of the wopksoyseg ded by the data file provider. Moreover,pdhEB1/53438N

i ncreasing need for files of any description, such as text files, 10
spreadsheets, graphics and many others, to be securely transferred from one
aut hori sed user to another by way of a public network such as the Internet
or Web. Currently, the nost secure file transfer protocols make use of

publ i c- key Jieig clippieniothat e iis)dateed holfprovids @ mettiod aad tsheeraxfon alg gecafe publ i c
keys between a person_sending a file and a person receiving a file.

Speci fi cal frgasferiof datgelge fromesitthentis seyraess wherehy aﬂgtaeTi_é Pyider cen pg)\fﬁd;ha f
Gt houl b AEREEE 5 RRmeRY il I B Y paRi g AR Vit mifosi ol o

to sendsa fridjgh hérsé. rRgiHRhAGe, Metdlis\Whel td frovatddmd ey bPtaiftheitventl Y
*exchanged public keys. More |rrtBortantIy, public key encryption provides no
security ffathedatafitenrpodesad the puthors and perfprmersiotths svarks priewided by thwed
recipient'gtcggguter, since there 20 is no verification of the identity of
the oper at 8#2SEPR¥Eonput er, nerely of the identity of the conputer
itself (and any private key stored therein). Inproved systens and net hods
for electronically verifying an identity of a user by way of applying a
mask code Mwreovesdhetois amdwneasmgunced Jorsfiles nfjaryodessriptionyenehr ag extfiles,

vol at i one-tj identjficatjon co ar escribed in the present

nophi ol Sreadsiin avhist ol BV eirRode o 0TTNe KA R s 19754024,
USSN 09/ 66 3RHoed WSSNoORHoRED 14 ayith bISSHY k8%t thl Faslulbd ordiyes! osur es
of which are heFeby 'oingorpgﬁated into the preséht gpﬁ?ﬁhat%dﬁdgg&

r ef er ence. Chrerthe e mysit seomwedile trapsfropistocalsunale uss af pmbljckdy anqrgptionnal
identification nunber,  (PIN) .conprising n rical 30 string which,
initially eehmgues, butithess segea the sx¢ %Fs‘gﬁ%’rrgg k@;ﬁa%ﬂtww%rﬁon $¢ndinggeudo

random manggr ..\ t.he.: ' : %gwm- ) than the
user, 2 ;83@!/ 5%%%5 %@?@QB%%igﬁﬁ%éh ééf ?Ssgﬂm%ﬁrfﬁ,&rﬁga%%aﬁ%eaga” .
Thi's PI3N i encifiredvilektoctkeipientdthie Ssekded wiuso Rhyw tthe tdvipieistty publid Keg. dt Becure
renote server operated by an authentication body or_ agency. (but_not to

enpl oyees Berofore difficult e send capiesiRidie Hle tagawbiple regipienis, andimmpessidlaiok code
is only evgr str ' : | LQr r . the user
by mai | or FBERARCaS 2 sbfichl o WPtk Bl 53 hatb ot e BURRE pltle 7, |

t he aut henkdysat iMdie bishorantlagptisiic kby dnbgptiserproddes roO sacfity rofh snor her
identity to a third party, the third party requests the authentication body
or agency wrsutherised third sty yith acegestte theiniended seoinient srsommtess goefothergndom
string,4o : . t LS

pseudot antiag SEcaBRbrL U8 1aRhy dtaRe BBARRr BB ERRPWED delly b e

gener at e 1{Jemtity @ fHel dotnpiee st Candd@n biivaie &by Storedalérein)he vol atile one-tinme
identification code may be generated by selecting characters fromthe
pseudo-random string on a positional basis by taking each digit of the mask

or mask colpoRL ARt AR kbl It GRBHERTIGRRL bl M0t SURTRYE: W7

vol ati | e owgy bf applyife atrhiskCaide 3 aGRélRlocandtm Sedigity Being 3o fak ftd encd/y @nt h,
second and fourth characters taken fromthe pseudo-randomstring. The
vol ati2% ovmatile maneitiaq tidentifigation cedriare described in 4he presenid applicetis’ eser back

to the . ding patent applications GB 0021964.2, PCT/GB01/04024, USSN 09/663,281,
USSN 09/915,271 and USSN 09/982,102, the full disclosures of which are hereby

incorporated into the present application by reference. In these systems and methods,
a user is assigned a personal identification number (PIN) comprising a numerical
30 string which, initially at least, is automatically assigned by a computer in a pseudo-

random manner without the PIN becoming known to any person other than the user,



renote server, where it is conpared with an identification code cal cul ated
in the sane way at the renote server, since the renote server has know edge
of the useio @/ and the pseudo-random string. |If the twedmesinseaati on
codes match, then the 20 user is determned to have been positively
identified. The prine security feature is that the mask code is never

transmtted between the user d y ot her . party way of .a

tel ecommni‘sclétwe:l)er’]@OWR tﬂ%?r&h P&ﬁl‘%ﬁ?%ﬁ% °P%e’385§“9}ﬁ(‘8’+%‘&}6{9 e usthng i s

t hus safe | ' ' ] | pi | be
apparent t g@%%géi%ﬁ%@%ﬁ%#@%ﬁd@gggggésﬂglﬁtg%ﬂgﬁgd O(%Zagﬁﬁiwggﬂgf{ | east

t en char actoedifiplbyses of tiemtheaticaiok bodyler ageney)uandothe PR on owiske cededistonlyd

requires at |least ten positions alopng the identification stri, to be
f unct i onal SverGRYEItted 1o hecatimbgatianbady o gErcHip the g P¥mail B otfer

different ma ri : i
ssel ectimng Ef’ﬁﬁ}r%oglg‘lg'g{ gﬁ‘é}ﬁﬁ éﬁgﬂeggﬁé%igw%@yﬂrb%Hggg-a?%??f?lg%B%T% é)r/ 0S2~3
Accor di ng h&endy.f iffthé usgnrReds tofvetifiehisroedienidentityeatai third patigrtbe itirdpaty ded a

met hod of transferring a data file having a file name froma first conputer
oper at ed byequests il auBentication, bedy. G PEEBHHLR £RUSEJBE Seae JFmates sx¥FdUser

under contyol of a third conputer, .c .S - Of L)t | he
first conpgf‘réqp}li?ﬂ%e ng?cfo&”gtphgé éh(?ﬁli%é a%& at‘%&fm%é%p@}égtt}lgﬁﬂs %F%%ld

est abl i shi poha peHABLIRAdGH bIBIAS in hdtlsrddintdwith prddetaitiined iles 86 as fol denwatd f yi ng
an identity of "the first user to the third conputer by way of 10

verifi t@t i awolatilenettime idsnificasionsede. t Fee valatile onertimerideniificatigneadednay j ) jn

the first conputer, w L.ng .or encrypt i,ng_ t fil it hin:

execut abl eg‘F EE rafgd by e*gpeg‘anﬁg?mf%ﬁef% rﬁyoglb g}es%ﬁeg‘f%gﬁgg?agﬁg }éﬁ 8 md%“ﬁ% ah
aC“V?‘t!O“b%Es By WkifAs SadtCich Ot he Ak (B8 inl fu 9l tappHyihgl i1 @0 e psbudbl e file
contai ning the wapped or I5 encrypted data file directly to the second
conput fer L capelbimestring.t [Fdri examples er PINdenmask sade 657247 meyrkei aopliehdo thee fil e
nane of the data fjle; ,jv) transmtting the file.nane of, the dat ile from
the first B¥MEOY %S‘Pﬂéﬁm%" ?ﬁﬁﬂ? g’i‘ ,'p’{fl(fjé‘iﬁnﬁgf%r’ﬁ?d? ich‘Png grﬂ;e

| dent i §4 caliphn sLyahfiy g?édggn%ngnﬂuhﬂ ShRcRHE1KEY o the BRuYd-ritdokherimgcond

conput er, upoh recei e executable file containing the wapped or
encrypt ed @aé &ofatilecomntimea pdentificationptode inteasmnsmitedthy thy usercdbaskdol user

establishing a communi cati.ons link wth the,thi.rd.co ter: .25, vi

veri fy: ngI Eﬁ%lqtﬁéﬁ’fvief’y‘!"ﬁ?m!t‘hés %‘EIE%E‘WNQE}W odepy C%fﬂ“r ‘ggjdéo??ﬂ)‘t}gé?d \l%/)tkﬁ'ay of

ver| fi cati o, & QRUURAHRRS AR VGRE {HRGemBRARFCA RS libwIdEOIPME Gssrs  Vil)
stul veritfic t

upon succes ation o e 1dentity of the second user,
transmitti PON and the pseudo-random string. If the two identification codes match, then the

20 user is determined to have been positively identified. The prime security feature is
that the mask code is never transmitted between the user and any other party by way
of a telecommunications link which is vulnerable to data interception, and is thus

safe from interception by unauthorised third parties.

25 It will be apparent that the pseudo-random string as described above must be at least
ten characters long, since a mask code made up of the numbers 0 to 9 requires at Jeast
ten positions along the identification string to be functional. However, a person of
ordinary skill will appreciate that different mask codes and string lengths may be

* used as required by selecting appropriate coding schemas.
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the file nane of the data file fromthe second conputer to the third
conputer with a 30 request for the unique key code; and 4 WO (12/ 5378
PCT/ GBOL/ W®R02345%18i i ) transmtting the uni que key code fronedheBdists
conputer to the second conputer so as to cause the executable file to
unwrap or decrypt the data file and to allow access thereto in the second
conputer by the secon ser. 5. According to,a second aspect of the present
i nvent i on,X?cf‘?é&Bgi %apg‘égpﬂﬁﬂt %f@@cﬂﬁ?sénhg‘?%ml%ﬁ}%q%ﬂs 1203 %@ﬁg‘PBéﬁfng a
first oMY RYer e ol by a
second user ai;led a %?lrafagﬁ%glrfagﬁ{gleé ,ﬁiet e sflrgl?lea?n %f&ﬁgﬁ’gﬁﬁ’g‘ﬁ“@gﬁ{ ?taﬁgsgf er a
data fil e wsavitmg secbnd econgnuerf opemt¢chbyfa seond aspr)t widet @ohivel s aothitdconput er
.under control of the thi r%ﬁ%onpu{er, in which: 10 i) the first conputer is
adapt ed t oFOBYRUER FRPPTISIRG eqtions link with the third conputer upon

sel ectipn by the first user of a data file for transfer; ii) the first and
third conputers are adapted to verify an identity of the first user 15 to
t he third iyonpunethe birstvepmpiitey,ethe f firsnuber reeteotingini daai Rlasfopataneen anlte fir st
conputer and_the third conpputer; iiji) the first conputer is adapted to wap
or encr yptestahlishing a communigatipps ik with the thisbrempytes adapted to unwap or
decrypt the data file only upon actitvation by a 20 uni que key code, and to
transmt the executable file containing the wapped or encrypted data file
directly ti) th&reﬁi@ﬁﬁ?%ﬁﬂ&ﬁtﬁbﬂtﬁ@%ﬂeﬁseﬂtbhthEi thifd b'&ﬁﬁutisld%?t\iviyi @&t i on
information and the file name of the data file;, iv) the first conputer is
adapt €l t overifigation omenipations haivween thetfiret andtthird orapatersin t he 25 fir st
conputer to the third conputer, together with first user identification
information and the unique key code; ' v) the second conmputer is adapted,
upon receijfj ofint{he GirstCetrapiter, fﬁaﬁpiﬁﬁnéﬁleﬁérgﬁﬁﬁ%%wmeﬁie%itﬁﬂcﬁﬂpt ed
data file and upon attenpted access thereto by the second 30 user, to

est abl i sh exeaushie file addptasstol unvicapior Hearypd thédatd filewplyt epon detivatiad )24 - (5378
PCT/ GB(11 /0523 vi) ,.the.second and third conputers gre.adapted to verify an
dent vy PIkeY shdh doa i Pepsiiing fhe creE BT s coffeiping B Vemme otat | on
comuniscatdnefptedetin@e fild NBres@¢ A8d tHeORRIGhET cARSutbN Sodelhdrd wiB MBI Shiser 5 Vi i)

t he second conputer is adapted, upon successful verification of the

i dentity ofentifisaiariofeimation and thetfrlename of thadataifile, name of the data file
fromthe second conputer to the third conputer with a request for the

uni que key code; and viii) the third conputer is adapted to transmt the
uni que keMv)COdEEraB’“%ﬁé‘ﬁletﬁ'llern‘ﬁm%%fmé file ﬁ@m&ﬂ@ﬁ?ﬁ%@ﬁ'ﬁ! &Fﬂpﬂ!& ir$0 as to
cause the executable file to unwap or decrypt the data ?I e and to all ow
access t heonipoter,fogdtberswitioficit usempdentificdsipn tifermatomnahdithe nnigkekeyt dode;avoi dance
of douypht, the expressions "first conputer” and "second conputer” 15 are not
to be Ainderstood as being limted to first and second stand-al one conputer
devi ces, t ang CQpge. 4 f N rERERMT

net wor ks, quchlgéh?ggdgﬁggroﬁug%’ ar ea&%g?%f&%@ﬁ%g 'Eaﬁgte ?’kéeio, as g/etﬁ‘f as

port abl e coappedarsnenyptedaistaitlc sod aporattgnipdtd awssssthenstosbyathe sedond diséror

subsequent) generation nobile el epiones of router

25 vi)  verifying an identity of the second user to the third computer by way of

verification communications between the second and third computers;

vii)  upon successful verification of the identity of the second user, transmitting
the file name of the data file from the second computer to the third computer with a

30 request for the unique key code; and



comuni cators. The "third conputer” will generally be a renpte server, but
may 20 al so conprise a conputer network. Because the "third conmputer” wll
gener al | ywmeldsds a dat abase of subscribers and transacti opct/eaeieses t he
technol ogy available at the filing date of the present invention neans that
the "third conputer” will generally be a standard server, LAN or WAN, or

even a mainf.ra com&@g‘er or the Iike. :g gi.ven t he rapi d

t echnol ogi cal) adtARsREENg the dnique KRy rrye t[hmlscqrql@}tg t°25hf’c feeadi s no
reason why dofifuic Bb el i QARUHRY B

portabl e corrpH%tuer ag he?z{e{?nbef%xree gb?I r%% El:!rhe |d§ﬁzt>rp?tt&% Ja%hﬁe%furig user
may be ver|aﬂlnwchcc¢ss$heeqztemﬂ1)=:sad::mde:ompumiaydﬁedehmdtdsefd conput er
{ransmtting a pseudo-random security string to the first conputer, the
first 30 user applying a first user mask code to the pseudo-random security

string LRSEeRe! ke | if ' de. the
First uder eoRiBERE! Qb asbpliile s iR EE b sidhiRb Dol Gt g oy
vol atil e i deansfef lsyaémomr@;m‘hmg @ fifse dohiputkr Capepitee byad dirkh@sérhial Secopdrput er
comparing the first user volatile |dent| fication code with a first check

vol ati | e i demppier eperpisa bycutecord usarand sythisg pompwigr, thesystem beingadapted k code

h h d f
Laki ng bl acs G o it 99 palin O AC phlel IR thE e F Gy < B SSch ¢ o

first checleomphﬁtuj]@rlcsﬁmlloffltmrq@oﬁgdﬁﬁ mtBidhound to match each ot her.
I nstead of the pseudo-random security string being generated initially by

t he thilPd corrputer and transmtted to the first conputer, the pseudo-random

string may . ne edatona the first. co nd sent to the
third conp er ?%g@ish%qmw HS P&aé’%?‘i #ﬁ&g‘rﬂﬂ&c%%ﬂc? ?3’@%‘?”%}&‘5 code
10 gener at ngbﬂteﬁﬁlﬁﬂm’def&ubﬁlﬁyiﬂerﬁ’st eeHf JBRKARGURLhRRhe pseudo-random
string. The first user have a uni que permanent first user

identification code WhICh is known to the first user and to the third

conput er, and | so . Ub|IC| kno | lows coryelation in
the third %gﬁfa"ﬁ §6fﬁagn§%t8®°a‘t’%vﬁ;>’w “t"ﬁ%Ofﬁ’éﬁ{fPW%f t he
first uger 4 kﬁ’e ﬂﬂ?d c8@phict Ybyof;vaglr@f vériid goﬁ‘%gﬁmﬁﬁﬂ aB6ny %reh%}ﬁﬁdthk NGt eps Vi)
above in a simlar manher, uUsing a second user code e second user
mask code nalynpwerja'phhe&drd‘mnpxmﬂfl cation purposes to the sanme
pseudo-random string as sent to the first user fromthe third conputer or
generated in the first corrputer, in which case the pseudo 20 random string
i's associ atpd Wi pihe ferf is! Slabfedt ewhdn' ?}gptu r or
encryption lgf t he glétao ervastﬁh thﬂé5 engE{ gﬁ Eq%edégﬁ ransm ed to
t he second exmumhieeﬁletddeptemtd) lanwrapséreqeciypt theadutw file anly upbs actiwtiohdytai r d

corrput |n ste abov Al ternpatively, an independent pseudo-random
stri ng y“B’@“E; & 2R, 1Q Eansmit % c‘%‘ﬁéﬁ?@? #ﬁﬁ&opﬂgﬁéﬁh"eﬂrﬁl}iﬁdr‘%sm tted
to the secg Q&rp&l{{@rﬁlteo é&f 16 "B 2 cid 'Jo}dgﬁ{éro §9ﬁ191“'\§ﬁhfﬁ)1rst t3& second
user. The second user a uni que pernmanent second user

identifi caidennﬁc}mrbanmﬂormittmmﬂdrthwﬁletmﬁefwtmﬁla,lser and to the third
conputer, and nmay al so be publicly known, and which allows correlation in
the third corrputer of aII inforrration associated with the identity of the
second use I f Y entities
of the fi rgvt) ﬁor sec lig:s%dr Ee'?()tgl;n{]egrﬂh gl-ﬁgg%%ﬁtY)gFHe ﬂp g%/sﬂjo?ng%aphl cal
interf2fe fsst dasnputétedol ﬁnet tieirdoremgmuter,/ togdfiRr0RAith3 THstPUSLG idtiticati?- 43
applicant's co-pendi ng patent appl i cations USSN 09/915, 271, USSN 09/982, 102
and PCT/ Gabfe QEa“qu’re WygleReX codfier e t he identity of the first user needs
to be verified to the third conputer, there is provided a secure user code
entry interface which is stored in and runs on the first conputer, the
“interface wncl uthengeal dormpater dnadaptedriiponareciptifalye svecatablesfldicomhiajgd on a

monitor or the like of the first conputer. The
the wrapped or encrypted data file and upon attempted access thereto by the second

,-4

30  user, to establish a communications link with the third computer;



at | east one active display allows for entry, by the first user, of one
digit of a PIN or mask code per cycle of the interface. The active displ ay
of the i nPPHEE78 | | uni nates or highlights at | east one diggt/@soffi@is on
the interface and the user keys any key of a keypad or nouse or -touches any
area of a touch sensitive screen or responds through 10 any other user

i nput devi g§ Whewk deBdnd Add iy | Lghliohted .digif matches the digit to
be entered ign his or her use?%@gg%t.g{s@%g%é% PJﬁng'n%idﬁ%“Wé’ Sheoegond tine
when the usssr enther thirdheorkpytert by kieays of tveAkcAE SdthmificliciR! Bdkwk i ns
active and therefore information relating to the nuﬁ@g?ﬁ%ﬁ't er eagﬁ‘h@ not be
det er mi nedSEPNd FPMAUtEEnd the thitdqompaerng t he user or ot herwise. The secure
user interface contains one 15 cycle for each digit of a user code. After
entry of the entire user code the entered code is transmtted to the third
conput &F f wii) vethefseeuidi compiter s laple@r Uaed [k Lk ter.
‘The user cgde and the stored userﬁcod]g%r?ny jelﬁés\ftgpﬁeé.lﬂ;aé&?n%’ftgeﬁ%ﬁ% ichis
checked 20thegeconddserytasfimnsmit the Sleoratenafdhevlath fild frotaethe! S ond cémp@ekiocode or

security shLi | however, the user code is a nmask code as
her ei nb)éf oErh% ﬂggjf ?A;r%@t%‘g@lgﬁ@u %??%CHPQBP gg,y «dei@d as an interface by

whi ch the user selects characters from a pseudo-random security string so
as to genergte a volatile one-tinme identification 25 code al so as

her ei nbef ofié) dethe feind cemputeuistadapted trs eransniit thenefiqueekeyr a8 TR thl gt he
secur iy Z‘;ogﬂp@g%otn-gcreen as before, selection o? characters there?rom
bei ng 10 o ORIt 19 fAE sEcqnd; commiter soTgseto calise thesexpsuiableofils tonuwrap ntrer f ace
(the "Pin deeftf theltaty 18 GAC 0 vant ages ,over the sinple
sel ection of iE"'?har act erg(éfﬁ(ri%omhgﬁ{s%gg#@%?ﬁ %it%egsegﬁgré%?qé@ger -@EF"é’é’H‘E‘ Any
devi ce w tU§¢ keyboard or touch sensitive interface which nay be 8 WO
02/ e378 PCT/ G BO1 /052-t3 connected to a network or which is otherw se
capabl e of downl oadi ng data or machi ne code may have the integrity of a

password @or ieYavdilanye 6?&6“&,?{&3 Hﬁgﬁwgg g %?I%Cé“t??qf]‘efﬁlnw%%?%@r whi ch the

system may be conprised Is t’hrou use 0 CORPUETTr 0] an

progr df i eraneirtel be widegrtand ashbediy Haiited b RS andoMbORT Starmi-hidhe ch?ﬁkiﬂ%P for

| atter use. An %dgiti.onal (ﬁrogram can al so col |l ect password or Key entry
i nf or mat i §FVEE PPEgRtended iqsneompass first) angion second motnpater tnetwdrks tsuchi gi t  of

the | ogon endd: tique the.logon wth the real user
unawar e, by gggggm@%fﬁgq’?@&sg%f&w(l v & iwseukzﬁg%{t COMRIETE SHeR agr ogr an) .

Bot h of t pesend eliital quuistame qu third0t uaisodlnd dchétdion ARBIIE SaisMAgaLd o key
pad or ot her |“3@ut 10 gew ce. Wereas data may, by encryption or other
means, be SYBIRUHERIOE- adde  duuheomputer’ svijl gangrally e 4 ceraotd strvem tthangct ual
process 08k dohiddist Vi r S| wpi.t, if the security system
colfise B OB AATSNE] HERE Me St cpmpupd W st 1y

requi res neani ngful user® data en{r'y 0 a

syst em t hinclufatadatabasdef subseibenninddranBabtion rassess, %ﬁﬁﬂn\g#ﬁ%&gﬁ%@e Lie

security &I@heﬁg}/s‘%ﬁg 15 Al 't hough keyboard or sma ot her

i nput  dat PSS YN BESFe Inyentiommeans hatithe {‘thirdeootputes” wéle perieradiycat i on or
system pepd QrBRGA] | i %}IGI cannot be said for the devjce's

gr aphi cal di sdga ay, : e?lg e%éa\tﬁg\l’ sCHF G MRS SoPwisH oadhs dikespeci fi c.

Screen grHbbevs, given ey @pid leeoldgiday ad@aizc@soéﬁieghg bgﬂlg ngé@et fThisSeg4r ce 20

interzsjsi ve. and therefore quite likely to be discovere y a user, €specially
e

on a Vi € 1s no reason why the “third computer” may not one day be in the form of a

portable computer as hereinbefore defined.

The identity of the first user may be verified in steps ii) above by way of the third
computer transmitting a pseudo-random security string to the first computer, the first
30  user applying a first user mask code to the pseudo-random sedurity string so as to

generate a first user volatile identification code, the first user transmitting the first



of conparatively |ow processing power. A good |evel of resistance could
therefore be offered by an interface that provides information to a

security exséxisighat is only nmeaningful to that system w tpingBhgossgpe o
its own tinme interface paraneters and where any captured keyboard

information has no external neaning. Simlarly, any 25 possible screen
grabbed or screen_captured information should not conprom se the systenis

| ogon secupparyvolatile idepfifigatioy esdeatoUsher thirde computenand the thisd pompger i n a
ter, PDA 2.5 G bi | e..deyi i t. f f h

Col Towi ng Fambwie e it astt St idesi Esefart ShAE it o BRE gl valatiity i s or

her PIN nuih@fifitation ddie SRNInEE biyCaplyish uh At deer sl icaﬁe'e)al} r%éu%;%etél 8-9 o

Kkeyboard could contain a Trojan™ programthat records t
02/ 5378 PCTin@Balstiag irGtheiskird anmputeg Sdentityd verifidation takirgepla¢d whemite fise

d | d with the. w ed f th La. Rut d id
There | AdenF BUYg depuicabon P bt AENIIE AERaOn Fdce Ansact | on
ness conduckaaof AaEh dabh A OB of M plYHROROLRHPGYSlothe

aut henti cate the user t he conputer; ,
M crosoft Yémeaed iditially by hothienedngnsersand \itadonited ombelfirss cénysutélds denanme,
Password or PI.N nunber which creates a situation where the device stores

the I/ D of PavdotRomfiriRg maye swpsinderutomatically fn thrfrsiecamputer andsgale
achi eves aiPonl Wi cidBluet 480dY G4th! A8 RREMEA. BRHNS ShenfiBchith bQ1eD®
g e Pin Sa er

present during every ansactl! on. e user 1In ace 1s 1rojan

resi stagt peredskbyaplyay tieafivsbesetifask éodeits el psaudd-Pindom\serirgl ITH firgte-t i me
identification code which renders any Trojan key intercept information
usel ess, ayseldeay have agimiguepemnanantdirgausen idestifiedtionggede phigh isdenever ton, t he

user inter J [.Surfi [es] t o . re i s nothing that
coul d be gFl%antsat!dl§ ¥ fggr#j {Ogtgl it%g& 5#’[9%&?8%{1& %r%g aé%&f:é@i#ﬁﬁ?%%@ﬁ’mﬁ nput ,
rendering shiewd derrelatid iGha tARd Ndonfpuer €K AL | ifformbtisn NBSocidtéte wathS tRM 1 S
resistant to PIN interception when using the Dual and Single channel

(Appl et) pidsndlyerf therfizst yeevt ocol of the present invention is unique because
it traifn‘its a volatile one-tine 20 identification code every tine a
transaction is made. A successful attenpt to intercept/decrypt this

i nfor mat i ofrhé adunbity behe sedond! iiRr W b vERAed Rl BteBS vy abRRP O shillar
Alternative nmeans for verifying the identities of the first and second
users to tmanndyj ysin®sseconp userrmaskycode Thepsasypndiuser mask codamgy beappliegener al | y

ko 1 B B e U GBS ISk JBSESE S I B BRR
second CONBHiRhe tHi coRAREY B gRferdidd &1 PR ifrstaohBRREBRtWIIYL YAY R pdoifo-

Internet, and at no tine is sent to the third conputer, there can be no 30
possi b20 i t yandémiskringais tabsociated with throdhata Gie inghe fiyst kampnigr apoewsappingtdre dat a

File and {het chb SO A SEad il RPSHLbibe B8 ANSbDSed B e o
computer therewith in step iii) above, and also to the third computer in step iv)
above. Alternatively, an independent pseudo-random string may be generated in the
third computer and independently transmitted to the second computer to start the

25  verification process for the second user. The second user may have a unique
permanent second user identification code which is known to the second user and to
the third computer, and may also be publicly known, and which allows correlation in

the third computer of all information associated with the identity of the second user.

30 A particularly preferred method of verifying the identities of the first and/or second

users to the third computer employs a graphical interface as described in the present



WO 02/ -45378 PCT/ GBOL/ 052: 43 user, or any third party, to unwap or decrypt
the data file fromw thin the executable S file w thout the unique key
code, whi ey oxusefsf ectively held in escrow by the third congut/€Bo1/08R€ uni que
key code is only released to the second user by the third conputer upon
successful verification of the identity of the second user. Wen the first
user selects the second user as the reci gi ent o e ta file, the first

f the da
user sel ecPRPHGIBYRA-PeRding Paient applicatiens VSN 0¥ 1547 1o NSSDLRIPRE. 1 &iaidks si ng
pur poses, ! f..s5elect] [ . s S er manent
i dentifi ca?@bggyggy%ﬂe?g? ’é%’%‘&%%@ﬁ%%@% tgﬁgéd)fﬁ\gm&ts'% ef Hgé@u ~hlgeri sation
body or agesfied fthSethizdicomputet, thee 3qgovided s seciie pedriadde ntrydatifaéd cati on
.code allows the wapped or encrypted data file to be sent directly to the

second usewhigh isistoredinond ruehom therfinst copaputer; thetinteefaeeiinewdingntdeast orss
pr ot oco u,[bod?(h or
that ™ he data

, e el |. . SO
Roency 3t RV’ el PPl COT R et BLE: (TR AR AehG
file has bgeRageRk abive diSplaf el foyntry,3dthafir@Wserd, BEohd it GMEPR of he data

1 Sfile, the unique key code and the security string (in appropriate
enbodi nent sjask codrepamyclelofthsiinterfacte Thhiaetivecdisplay of theiinterfa¢reiliuminates y of

Thi s enabl @t Hienlein AT lrad onb dbeRy EAEAL HRunRraEe FRLEEMHUETRE KRS onty
gngﬁZeSS; ?e%gt& Elgd\ygéi obRREhedNly Afa 10 Bidh QhlifVe sdkdfomidonds firbegh t he

his or hef identity verified by the 20 third conputer
bef or e10 he anyiothee ukaryinpatddevice whére theedlumiated er hightighted degit infatchas itlen code
of the first user is preferably also l.ogged with the third ut er
Loget her  wiltait ©orke nisre i s QS7Her HESTEa0s Yy FBGOm R o e 19eAed R ¢ he
security stpi i ol oS diddlay FenRBSS|
gener at e awﬂgﬂ Pé th%ﬁtérg?ﬁ ?%g&sﬁ??% d oc@?rt:aﬁiteez?m idé %}aﬁe pr ov?‘?&a‘% 4
verificati cheréfbuetinformafion sdlatingetd thaaumbat editred dart aotfbd detérmindteby dirind 2S

user and that, the second user has accessed and unvvrappe%?or decrypted the
data fil e, PaHes aKeleckme,the Reeh gr CHheEYiRd CCRR{USPIENTTEATS CPRIADSAORA t trai |
provid an. 1 A ifl.cation L 1 .54

Fecei pto whYURIERGRATE EE e @il Il U5 NG hik REPRATEIANA o
are used t godecidransipttedan tthel eii, commmiterafor vedfdation Withns stokditusee cedepin and
access thereto by the second user needs to be 30 confirned. 11 WO 02/ 5378
PCT/ G BO 1theghyd compyter.her nore, by | oggi ng each transaction at the third
conputer together with the identities of the first and second users, it is
possi ble for the authorisation body or agency to nake a charge for the
servi ce prqukaes cvide ahd the dtdrell meerf dods imBpjdétc SsiapiadPINexlsich g clieskehvi saged
t hat enbodi nents of the present invention will find especial 5 utility for
conmuni@at feneteone serresaopdense Withoutibe nseqf a magsl codeor sSEUGH siigasact i on
identifiers, e.g, case reference nunbers, nmay allow periodic billings to be
sent to each user or group of users, e.g. firns of lawers, in a fully
item sed f prdferhbly, Hewéver,Sthe abét A6 AN d miGRIcod® e helethbefbed defincdathd thecodes
may be stored as digital 10 signatures in the third conmputer in conbination

with the peetivgodisplay oervee es ant Ptesfoee by, Wik the asefosclestideharadersfrany astri ng

is preferably not ored i hj r il | € ; t for
added secqu%@?’rﬁg pggcg'ﬂb? Fangoslr% é%gou%?@é{é? r}l&nlgm%a(glegﬁé%q#gnﬁgé as a

wat er ms Kk chdyals®us begeinbeford BefinvdaRRhdighaReRESE SHillofbt dechresentedpiitiothkeys. A
checksum al gorithm may be enployed to provide confirmation 15 that the data
file has beesuritneiringmadscesen dschsfiree selectiopeadt gharacters therefeamy bgingdhigdaner and
also to enﬁgLr.adE hattehgéae data file has not been nodified in transit.

Repeat ed atteh he Thteria ess t he wr apped or encrypted data file wthout the
correct key code advant ageously cause the wapped or encrypted data file to

be deleted fromthe second conputer and cause a failure nessage to be

D=0

_transmi t t eThé userof helsgeemsiecnity intsnface (he (Bin Bafe’t intenfacgnldhasra phamber of

conput §6° advantages over the simple selection of characters from a security string displayed

on-screen. Any device with a keyboard or touch sensitive interface which may be




According to a third aspect of the present invention, there is provided a
nmet hod of transferring a data file to a first conputer froma second

conput er, wanemaiod conprising the steps of 25 i) establiphi/gasodos2s

conmuni cations |ink between the first and second conputers; ii) selecting,
by way of the first conputer, a data file for transfer fromthe second
conputer; 30 12 WO 021a5378 PCT/ GO /U52~3 iii) in the second conputer,

Wr appi ng orcoanectadptd agnetiverkiar awliich ds ithenviseacapaileceofi dowaloading datmpred to

unwrap or decrypt the data file, only upon activation by a uni.gue key code,
and then t MERHHE S90FGmER Boks e inkeErly PF POPASEYYY oF Ky B srcpbesy

encrypted dahibribld ®oh8 wllinwiict e QReth Shay B bonhpoiiRh i i edepthty of a
user of the Trrst conputer to the secon onputer by way of verification
communi cat iTiofnhesgreen A Meofahpsdgrands s small prograpuwieck may)coliparkeybearéssf ul
verification of the user of the ;écést forrputer, t’an5ﬂ1'tti n&t?e #g uni que
key codé t gnfommaiion far latigrpiseeAn 2qiiipnal REPETEN S2% Bi5P o ed RASTWRHE A KEY pr esent
i nventi on, reel | e rdfsthBg a
et comutly aREE Ml e e Lt o et er
a data fil gogen ey fantSittep1® w6 edntinuenhe Hegee ovittdl thio ngaltuser uhawdrs, bji ch: i)

the first conputer is adapted to establish a conpuni cations | i n{g with the
second conyavessing fiee ilasp digib (fhiy 43 keewpaser ‘ismifispe Papgram).o Bethept thesgay o

seconc ing 1t "¥Ba
adapt ed o G TER BeRER Rk T L aybldd GASCHRTRT GOEPRNRE D

to unw@p QfevibeCrwhbrehd datdahay, folyl ehcHptiyn WP @thed alidavat beodellgred atld tesemgue key
code, and to transmt the executable file containing the wapped or

encrypt ed deterelyiright tup tomadffions thecasiypl peacess; qocuiriig in;jthe devipes MIagssHES

conputers are ted to verif n.identi e ' onput er
by way of &k ?ﬁd @gtsF%‘HltES irg% lfegr?gewél%% ﬁaéc&'?. 1%%?3 %%%&3%5%%%
conput ers; fhé secufffy Apétod Batiats GRY1H dderdepted ahd rélegedngreadyrpedueing the

adapt ed, upon successful verification of the user of the first conputer, to
transmt t heecurity gfithelsystemode to the first conputer. The third and fourth
aspects, of the present invention may be inplenented in the 5 sanme manner as
the fir®t and second aspects, particularly with regard to the identity

Although keyboard or small amounts of other input data may be redirected or stored

with little or no user indication or system performance impact the same cannot be
said for the device’s graphical display, where the output is high throughput and
device specific. Screen grabbing, or screen capturing, is possible but system resource
20 intensive and therefore quite likely to be discovered by a user, especially on a device
of comparatively low processing power. A good level of resistance could therefore
be offered by an interface that provides information to a security system that is only
meaningful to that system within the scope of its own time interface parameters and
where any captured keyboard information has no external meaning. Similarly, any
25  possible screen grabbed or screen captured information should not compromise the

system’s logon security.

The inputting of a Username, Password or PIN number in a computer, PDA, 2.5G or
3G mobile device is currently flawed for the following reasons: (1) the user can be
30 seen by onlookers entering his or her PIN number into the device (called ‘shoulder

surfing’); (2) the keyboard could-contain a ‘Trojan’ program that records the inputted



verification step. Advantageously, upon transmttal of the unique key code
to the first conputer, the user of the first conputer, who has been
identifiewdedstm second conputer, is billed 10 or invoi cestpOpdARYY Of
noney for the data file. This invoicing is made possi bl e because it is the
user of the first conputer, rather than the first conputer per se, who is
identified to the second conputer, and the second conmputer may therefore

i ssue an i ﬂ@%ﬂ&?@l%?aﬁ‘)"?"ﬁ@% msnbes £ Trojans iaessdovyndoaden avithoat thefknewledge r st

Zg(r:rglrjélle:lg t Coﬁgé B L%t(ﬁy as pe a?‘ﬁ ;réeggéeén@g eﬁ@é%.\gerlﬁ ! {:ﬁeﬂg‘f wgﬁﬁpﬁéﬁ ded a

met hod of taugesficdts tagtte tekaisactfdnl Was! ébnduétéd 6k aGeRTEdontiér Butathty HSt
t el ecommuni cations address froma second conputer having a secon

t el ecommuninsheffentiyelycythenticate dmptﬁesbdgnd the comppter;ondZd) computersgmiming ng a

request for t he i.,rst c e s d conputer,
pauest deo Mol o e pidhim Byotue IaF reBeihers; He Uy,

t el econmunipgadv i or Pﬁdfhﬁﬁx%er @ﬁlch'c}ea'té?, al S aFRLONG e PRBULES stords BRAVIH S OT
encrypting the data file within an executable file adapted to unwap or

decrypt t hehelHser witllie therdompugesn acti vati on by a uni que key code; iii)
assigning a unique identification string to the executable file in the
second 30 conputer, the unique identification string being further

associ at ed u aTag HFaTY

addr ess; 14? e Ii/l\%%gge/eg%gg&ﬁ%ﬂc%é%%/v&% %g’ o%ltﬁ?\e/mb{r?g%ﬁst%ct%ﬁl ng ﬁg@g(egﬁ:%{ abl e
file (dOnt diasito dpe tpinesentadarig bwdry dradsaclien. ur‘iihqtlémSiﬁ'dﬂhBérl medtrfaoe is Trojmg f rom
t he, second cqonputer to the first conputer; 2 causi ng a_nessage.to be

di spl ayed Eﬁlﬁtﬁé pecause @BKpkRYecay khﬁmuﬁ“gi tt‘PnemBP\ augmd%woﬁqt@%tqn@m@@ ring
and reques I r‘igﬁtﬁ_]]@ o a

t el ephone g%égglg?%%&b&&g‘gﬁ%islgﬁﬂd&g %%reec i%:ﬂ gnggl{cgﬁep one ca el%%sb%the

t el ephone dlpes the@ibplayed heforsution oh@erbeh.er m ning its tel ephone nunber and
receiving the unique identification string fromthe user; vii) in the
second conputer, generating a pseudor andom string, associati ng the
pseudor;and i I; i | ephone
nurber 115 of PRLoPanE skt iR ol i B i B AN, Slorh By bR
pseudor andalmatsdéouldde tgledned frexhelobing amef at ekk lsmeéxh%rtmerkeybd)ard)mpmpl ying a
mask code, known to the user and to the second conputer, to the

pseudor and&erderias sheuldert SUBENS; 8 MOflesD Xecisey ?g’éﬁh«qraﬂ@ sysiem i relsx@tant to

identifica or t.h ter r iy X

transn 1 RRCRERBGT v SR HR DG i SBRE ESh OERGh Aoslths

ei ther fromrdtbed] tofltRppraentdpedntioR ds Ritiqud DetitiSd it thandhvite caﬁtﬂetda@ gl ati | e
identification code is transmtted together with the tel ephone nunber of

t he t eRBphddratifipation: eeflepgvarlidime a,fransaction fiy @mdpheﬁf ispegestfshplierapt fn whi ch
case the v t o] ted toget he h t he
first tel egg%cﬁ%fdgggﬁgn@saﬁﬁﬁgg%O% ggmi §|‘1§% oﬁ H‘B%el’r Sor® gnqv: 7aee

t el ecomunicembiopnisedaddr ess respectively serving to identify the first

Alternative means for verifying the identities of the first and second users to the third

25  computer may be employed, these means being generally known in the art.

It is to be appreciated that because the wrapped or encrypted data file is sent directly
from the first computer to the second computer, for example as an e-mail aftachment
by way of the Internet, and at no time is sent to the third computer, there can be no
30 possibility of the authorisation body or agency having access to the data file and

thereby compromising its security. On the other hand, it is impossible for the second

10



conputer, the user and the executable file; 15 WO 02/.15378

PCT/ G(BOL/ US2~3 x) in the second conputer, checking that the volatile
identificayoonsnegle matches a volatile identification codepgpa®odhdds
therein by applying the mask code to the pseudorandomstring and, if so; 5
Xi) transmtting the key code to the first conputer so as to enable the

executable file to ynwap or decrypt the data file and to install this on
the first 5RO &Y tﬂﬂgpa{tbietoawir%%@cwt the st filerfeom wyithin thegrecutable st
conmput er” . - 0 hbeing,limted
Co Tirat anle uaRiant, AMR Kl ol Sl i QB Y IRIF LRI LI hP N | o
enconpass fdomputenn diter usiqoo kedy codepist enly releusedkis, the UesondsudeP &l therthitd de ar ea
networks and the |ike, as |1 ,as portable conputers such as personal

di gital as<SOEPHR IPOHIPCCEssHY veghication SEHisddentityehbe 565084 Us®Ibi | e t el ephones
or commynicators. 15 In the fifth aspect of the present invention, the
‘second conputer generally has stored therein a library of different data

files, eachWhén tieifubt wsey stlestetie feesmiuneen s iltteretipidnt af iRndo de, dhd fige ent
fromthe unique identification string, which is individually generated for
each executis®) slqcty the psanancat proend wecr jdendificatiom cedrofos grdressing purpesssent

identificaty i 0 user of, .the.first 20
Commut or ¢ GORTOR ARl bE SALANE i 28y bPulis Mol WSl sbfiacafisy 70
files for icoads hesipesviouthe beébregivteell Withathki h@tBoriRayioR ebddgei dyr owsabl e

Qig¥n:
fromthe first ,con‘guter by way of a website or the |ike hosted gy or
ot her wl8e [Selskion pbthenscand wieH s psrpucet ideptifiction cofe allews theawrapned oni s

sel ecti on, I of. S] | ect on informatio

Foget her wiePRYPEHR fledt oo irdsiR S BRESS I BSGBE M RO SPBUEERY e an

I nternet PraiyosPitaidall) cogietii@fcationsSplottokistdteds andihe ThRCHRS aflewpuher . The
second conputer, then waps or encrypts the selected data file in the

execut abl e apthogsationzbody s eagengyi atfh¢ shisdnesipputer teHassiafarted rhyi thafiystsuset | i n

the art an i ni.gue i.dentifi i.0 tri 0. the ecut abl e
firer The ot AREaR mPbEMSeClo b Richid S8HiR alils B A1 ol oF I 44
identify tifige dbd anigué Rey Bodt a@YthyvRédubity Strif® M dpgprofriateleribddim ed - t S378
PCT/ GBO1/11S2.t3 hlt}mane’t,ge? ng. For .exartryp_l e, &heﬁ ?ﬂk?ea d?at a fi Ie%ty& an MP3
audi o fil ecemelateddp tthe thirsk commer with thesidentity (o thel serond jusen bowag tofithey nay

i ncl ude ch >\ ! titdle of. th i ece.of nmusic. The

uni que | de%%ci%ﬁ Iﬁ?%? i %v%eg{}arnfeﬁg}de?ﬁﬁéaa&@flﬁogﬁ' tg}“F cfé’%‘?llgﬁ %Hmf%%o’g?(l@%foabl e
file, alsocpfiabhies thd@nigas RO c6deBWidY réléhstdl & thef stcdriPudel 68 nePPPEAELT
and/or 5 the user and/or the tel ecf)hone operated by the user by correlating

thi s data wther thikpaty, ginec thecseeond vegr must bavei hig or hen identitp visrified byt er .
| nst f ot : ' t in the li. f dat
1T es. 29 e it bARTRE il iy \daB v fehale O RerdBon a6 RiRalln, “01 °

third conpubddy of the first user is preferably also logged with the third computer together with

the file name of the data file, the unique key code and the security string (where
appropriate). In this way, it is possible to generate an audit trail at the third computer
which can provide verification that the first user has sent the data file to the second
25  user and that the second user has accessed and unwrapped or decrypted the data file,
optionally including time and date information. This audit trail provides an
independent verification of successful transmission and receipt, which may prove
useful when embodiments of the present invention are used to send important data,
such as legal summons, the receipt and access thereto by the second user needs to be
30 confirmed.

11



10 separate fromthe first and second conputers. \Wen a user nmakes a
selection fromthe library, the third conputer is then arranged to generate
t he uni qudvO 4FE i cation string and to transmt this, togethesonhiztzthe
data file and the information identifying the first conputer, such as an
11' address, to the second conputer by way of a tel ecommunications |ink.
The data fi 1 e d i n.t.he 15 executgble .file at the
second conpidﬁéé&gé&dgbg\é\%gg@g %ag%\}%ag %&ﬁgé)(r%gidﬁeg Wfﬁo@}’&tf’ﬁ UESHISE M he
present i nvilehtites ¢ff tay iftesardl sebhDdserd, it fs2pskDle Forothe aqg{oﬂséddnebadg & first
conputer having a first tel ecomunications address froma third conputer
havi ng a t h#geHCY i Bakiehaiegtipothe senvipeaueviged ard taobillathe dustrabdioo spedndr 20

having a se icati .addre co i.sing the ps of i)
Cranco ot it SRR’ G SARRIRERY BF PiesfBRb ifventon Mo HraspeRial he
third cofpuiility feheoniraniestionsetwabnowedt and dRMilkd Whadhd B sPdasiddog and
the first tel econmunications address; 25 ii) transmtting the data file

from t he t hiderfificsins:s easetreferanse swmbera, nayhglloveperiadieybillings tovbe kent keeach
identificat] fromthe request. iii.) in.the secand conmputer, w apping
or encr ypti%sgp?xﬂég%?gg P &5t %ﬁQWy%rﬁ %%éﬁ]@fg e‘??‘?rg‘a&dapt ed to unw ap

or decrypt the data file only upon activation by a unique key code; 17 WO
(12/~tS378 PCT/ GBO 1/11S2-t3 iv) assigning a unique identification string
to the execlitealrs 4nd| gecond tuser yeletiledidentifination codbe ey heestdredmsidigicdt i on

string ing further associated . in. the second ¢ uter with the first
t el econfruni ¢cati 6Rs h rﬁ%@!c%n%tert P rmRRgton, with othe psevdostandom segnrity

(contai ni nGstiife TR PsdidoSthnddif bty NItAME ik qﬁafefébuf%t Qbred 'ih e fetht t he
second conputer to the first conputér; vi) causing a nmessage to be
di spl ayed spmputeriin a cleagextfonmeat fertreddediseentity. (Fhieqseudddrandentseduritypstiiag st ri ng

and requestjn ser ao call  a predeterm ned tel ephone nunber froma
t el ephone 0‘8@?3@8 R %?@Fe,rmg’iki &‘e?’ée‘_é‘ice ﬂ’d St aggﬁg[égmgg@pqmq @8¢h t he
tel ephone apeFpties! kbys. t Rechesigim @lg&ﬁhﬁmw%leh%l&l a8 Gﬁd@U&Hﬁ{na)aeﬁn he

receiving the unique identification string fro user; Vil

second ldonphatdhe dafaride hag bepnaunyaapntd-or alachypted tcoimact]ly msthe ceahd rgmphier

pseudo-r andg tring with t nj q i dentificati tring and. the

t el ephone rﬁﬁlﬁ]oai?o tcfg © ?@fgﬁﬁfﬁaﬁ@ ﬁ%ebaét% b&ﬁ“t’ﬂ%(ﬁgg‘irl{‘ teReft-« Repested t i ng
the pseudo-sem@anioSictésdthé Wrdphdd® dnelyBRADE: ARCHALGSE Y BH@ct"k%?rcbdéX)
applying a nask code, known to the usér and to the secong conputer, to the
pseudo- r anddriageonsgy seuses theowapped ar enaryptedadata dile derlie G¢letad i foom ahele i n
accordance vvitla red%ter ] ned ruta? . 25 X) tr nsm’tti,ngﬂthe vol atil e

i denti fi cattTERCCETPYT Hife “8BEGh 2re tohenipnymied dem the esaede
oper at eg bmoh{pmeyaﬁmeiﬂgst\m%hﬂgmﬂﬁ&ré{ol atile identification code is
transmtted together with the tel ephone nunber of the tel ephone operated by
the user, or fromthe first conputer in which case the volatile

AR A A P s A s o

transferring a data file to a first computer from a second computer, the method

(D

comprising the steps of:

25
i) establishing a communications link between the first and second computers;
i1) selecting, by way of the first computer, a data file for transfer from the second
computer; -

30
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WO 02/ 5378 PCT/ GBfl 1/1152.13 or the first tel econmuni cati ons address
respectively serving to identify the first conputer, the user and the
execut abl wOrG2148378xi ) in the second conputer, checking thatprdheBmaisatsi | e
identification code matches 5 a volatile identification code generated

t herein by applying the mask code to the pseudo-random string and, if so;
Xil) transm.ftin he key. code to the first comuter sqQ .as.fo abl e the
execut abl e ] | e othﬁrﬁﬁf EPMRUEL | WIaPPIRE %fafxécrﬁ}%}ng g’r‘?dg?tﬁ ﬁ?s n #his on
the first CQORIHIE filelapted BXAGHAREY Gechypt Thddata HIE oMY PR dcleatidnf Bycat | on
string are then transmtted from'the second conputer "to the first ‘conputer
by way of amiprdeycpdd,ané theattransmitting therexeeutide filgheomtaining the wirappedior t he
first conputer, nessage be di spl ayed so as to alert a user that the
execut abl e “AfIYR egrﬁiﬁtatfﬁég%%nz.%gcpﬁ@ﬁér’fi cation string have arrived. In a 15
preferrgd enmbodi nent, the nessage pronpts the user to nake a tel ephone call
to a predeterm ned tel ephone nunber, either by way of a | andline tel ephone
or, nore prief er alerifyingdsn idaytityfof a usednfltee fisst ephper towhe secohd computerhy | s t he
predet erm ned tel ephone nunber, the tel ephone nugber of the tel ephone

oper at ed by¥and V§EHFa0R commymealiens ?Wﬂ‘?—f@?%ﬁ BSFORA SOPHES s and t he
user is then asked to give the 20 unique identification string so as to
enabl e the executable file to be correlated in the second conputer with the
t el ephone nynmberupoh stdvesstfid! vepificationopfehatsed obthetfirst apmgruter] transnpttingitbell ar | y
preferred enbodi nent V\kﬁ the user calls the predeterm ned tel ephone
nunber 1Qi t BIEAeY Sodsrtort firghfQRM P dent i fi cation string, a charge is made
to 25 the user's tel ephone account in respect of the data file requested

fromthe second conputer. This charge can be collected by the provider of
t he data fiAsohiingwya folirth agpeenof tha gemdentdnvention, there lis proviled mhwsowresdatai ce
provider to which the user ,subscri bes. Chzgfgi régﬁfrot ocols of this.type are
al ready kndRsiensYSEIT:EQMBRTSIRE 4 BRY CAYPHEE M S SCCRRT EOPRIGT (e BiSEEPLPYRE by way
of a nobi | b 815 Eﬁlﬁﬁﬁ) + EGELR EdmbnitE e, vendi ng
machi ne, C%F.a@ls@@%?@%ﬁ%@%ﬁﬁe%leﬁg@phgne n rﬁ;eer %ﬁtech etcgilal Sr@éﬂ I's or her
sel ect i1en, vaich:t he vendi ng machine is then activated to di spense 19 WO
(12/ 5378 PCT/ GBOL/ U52~3 the selection to the user while a charge is nade to
the user's tel ephone account so as to pay for the selection. The second
conputer then gepey N e3lablidhOp dofinhiiliidRs tftkSwith e t he 5
uni que | deafi fi ?g%%%ec?fﬁu%qggﬁg&?ﬁerggy \}\Aﬁgﬁ the execut abl e Y‘Vi | e and data
i dentifyi ngeé¢dnd computer;e. g. the tel ephone nunber of the tel ephone operated
by the user or the I P address of the first conputer), and then transmts
t he pseudorandom string to the tel ephone operated by the user, for exanple
by way g g;shor GtbiiGr S BpULGR 16 D8RS AR Ghe §di6ad 2Pl 1 es
t he magE cgjc}e, vﬁlﬁ@?ﬁ?n ﬁ%rlgggrﬂﬁg%te%%i nment con{)grlgrslses tﬁ@ I%st four
digits of tcompuskephone nunber of the tel ephone operated by the user but
whi ch may conprise any predeterm ned conbination of digits fromthe
t el ephone nunber or anot her prearranged nunerical string, to the
pseudor andgpy st 4 Loniphtct Gs AGRREAIE wiap B Bhdrkt gDk FICMbanagode in
accor dancqu\zthdﬁ?g@?gr mn{?ecf}rﬁl e‘?,i furtheﬁr/ details of which are provided
bel ow. The exedwnsblé Eld stiaptedftb ampiramordsteypt she data file amlymiponedtibationHey aiser to
the second conputer, either by way of, for agple, an S nmessa fromthe
Lol ephdde GPRRIE Ry Bie, B e Fengiy ey gRpopble Hes SAnAtog e | WRPB% O
I nt ernet or i e RiritcBRSHekt i Ng the volatile 20 identification

_ . t t ; . S
code by ei teﬁggg%?dthﬁerﬁgg r out es,c rte er data identifying the user and hence
the particular data file transaction is also transmtted so as to enable
t he second .conputer, to identify the transact‘ion t 0. which the vol atike

‘i denti ficatiVon dbgi8rst @%ﬁ%@?@ﬁ@@&%?fﬂ?@ﬁpt& £ VEREY FoldEniY P aWSer 8f ephone
nb f | t : ok first
Comuter. GF e, SRR P3G o Bindalitn (SRmiclibh bennan el st e

uni que 30dentédndxaimpaterst ri ng and hence the particular transaction. Wen the
second computer receives the volatile identification code and the

associ ated data identifying the transaction, it perforns a check to see
that the volatile

13




30 identification code matches a volatile identification code generated

i ndependently in the second conputer by applying the mask code to the
pseudor andmw2sissisng. |f the 20 WD (12/5378 PCT/ G BU 1 / Us2réBomskst i | e
identification codes are found to match, safe recei pt of the executable
file is thereby confirmed to the second conputer. The second conputer then

transmts the kg%qcode to the first conputer, neral |y bﬁ 5 Wax)S/tQtE an

| nt er net orv)nmoddhs secanrd ¢ mﬁerrléeéap&d,apor%%%égﬁa cation of, theryserQf they it er
t he execut ghle fi [ . t the data file and
to install Fltlcé)mglrllfetr’n% hﬁﬂ?@[ﬁgeo%g%%e&? 8?@{&@9 yttc @%%gr. The key code is

preferably a unique code generated within the executable file when it is

first conpiled and distrjbuted, but not transpitted therewith .10 Wen the
data file iEheithidandcfoush asprets pf the pravpt inyentiom anay, be ipplsmented |18 ey pe

adapted.to install I L W-r | & i W t hin
the first @Mﬁgénrn?{ %gw%ﬁ%ngﬁlde&?@e@i@%ﬁ?a e H ﬁatm%ma dlagdkﬂlteﬁaééngg}ér ating
system of tgfitatiohtstgonmputer (e.g. DOS) For a free nenmory location (e.g. a

di skvol une nane) and any 15 ot her necessary system paraneter and will then
install the data file to this nenory |ocation, generally in read-only

format. In articularl refe i , i |.ak.i cess at
the i st nBERHbAeplp HeRiRHar o MR coddo P KRk Bpliy ARECCSD °
the origi n @fr dthfie dRétaohiputeraWbo R8s Bdeaaddrtificd tekise sdoendledmpiiter, & bitled he

user. The electronic certificate may include details of, say, the IP
addr esd90of arhinvdi¢adsan amapeitefrmongytiat the dagrefile. 1 Thisdnyqieing s giade pessitle ¢ he

menory | ocation ere it is,stored | |1 | oni c
Corti Fi cat deraas i bter oF R P pigbishy et 13h FOTRYE SopuiiiierSebht 10

al so be di spkfyBHeEaCRe S6REGuRNicE, aE thdwtoridenaaiter rhay theietorefsnedn by t he
user. It is preferred that the data 25 file. is stored at the ne

. ! [1or
| ocati on i rinvoigs ot etherwise eeltechalopics dromthe usag of thgtfirt comptesn possily g}ﬁened
fromthat nenory |ocation with sinmultaneous at | east tenporary display of
the el ectro‘?ﬁ‘i‘yc"fcf’esiugisch'p@é?f’@?cquﬂt?’iw?rrgewas)‘?; the data file is protected from
infecti@n by viruses which may enter or be present in the first conputer,
si nce t]he data file is | ocked and owned by itself within the nmenory of the
first compubenordig®tea fifth\aspeeofte presey iorentiong trers istprovided @ methpd of

certificate may al so.cont.ain further detai.ls, . i and
date in reaffantg?éﬁé“%gﬁtagﬁf it?/ﬁtdéﬁ,cow}’%f)bgwég5y¢r?§%%e%§lggnr@|¥ c? P‘Zﬁrpsatdan S

regi stered g&adesddBhk Somph@t hiding @ dddenddfeltot@iuridatiohe address, tomprising/ or t he
executable file, identification details of the first conmputer (such as its

| P addr ess)thastdps efent i fi cation details of the 5 data file. Some or all of
t hese ;i%tails may be nmerged into a short aninmation watermark i nmage (which
may nominally be aninmated at a speed of 16 franes per second and shown for
several seGynds)irandfttiag a0teekst kdrahé ahatfile GohpthichBrst édrhputer totthe sebwhd file
may al so be generated and activated upon opening the data file, T%e
wat er mar k i qomyaitérs the f Yequest t inclndingc datat édepiifyarg, rther faa ¢ filee 304 8, 5t

t her eby heltgls to 10. aﬁararat ees,t hat the data file is froman authorised
source, frcElPYBMIcAIRNAIS) i censed to an authorised user. It is

i ntended that the charge raised for use of the data file is | ow enough so
as to make forgery of the electronic certificate not vvorthgﬂiele .Referring
now t o 2%he iask igothe, sacand cempuiesk WTapRINE, 0% eRERYNE (the sala, Aleawithin 8

preferred enmbodi S Vi I ' |SadtiSsiG oWt h or
sel ects a f8F" ﬁl?igiqilé ﬁg?‘%g(li goa stP?6rr1g?%erthgggtﬁg?lge@ggg?dnz%ﬁogous}v\%‘o t he
wel | - known |plidh deurrently used when operating automated teller

machi nes (ATMs). wever, different | engths of nmask code may be used as
‘appropriate. In a particularly preferred enbodi nent, the mask code is based

on the digits of_ the.tel ephone.n ¢ Of . f. i t he
user call g 'l“ﬁe p?sélgejfn@r ?n“ﬁ]tg&e t‘%‘?“ggﬁ%h%‘ %muﬁ gor %‘gﬁ %ﬁécgépfépﬁlg 1?)119 H% E@éﬂo g
i dent i f4at iddiputdr! it upidfle lilentRhAbn ls@ingdsdiig fntiedri aBodiaetd in Fg secoadpl e,

the mask code may be set as the last four digits of the user's tel ephone
nunber, saycedgmuer with the first telecommunications address;

14




In order to generate the volatile identification code, the user or the
first or second 25 conputer takes the first digit of the mask code, in this
exampl e 3woaidisi@t es the character in third position (say paRGgBdfsR43t O
right) along the identification string. The user or conputer then takes the
second digit of the mask code, in this exanple 9, and notes the character
in ninth position along the identification string, and so on for the digits
2 and 8 of the mask code. The characters selected fromthe identification
string 30 tgrm i i, id i i ,-Iﬁﬂg wiagh fil® afiethef @iqeecur e

i dentifi cat“l(%on %ﬁ%ﬂggg? lt}liefe&&%!é;gfﬁ%)ﬁgsi seght hat thez i denti fi‘((l:ati on
string assiiggificitiontshéngefremithakdcend conpiigr 10 she fingiqapyte378 PCT/ G B111
/11tS2.13 the second conputer in response to a request for the data file
will be different for each request, and that it will therefore be extrenely
di fT1cukt L9 dCLEdd e nfbstltan b@ﬁﬁé&l@@@%y%é’ﬁf&_t BoBBliice ShWinB T | Y

i nterceptable identi |cat|(§n strings and”vol atile 1dentification codes.

For a bet t gdentifidstiont siring and edquestingpr e tit calha preditsrmined telophomewuber i t may
be carried into.effect, reference shall now be nade, by way of exanple, to
t he acconpdfym Atplephans Aprated bYRASWSSH10 FIGURE | is a schematic
representation of a first enbodi nent of the present invention; FIGURE 2 is
a schematic representation of a second enbodi nent of the present invention;
15 FI GURE 3jphoveceivial sp| telepHemmrallr fivimnghen teleplewtei operafeda byathe fusére f or
transm ssion froma first conputer; FIGJRE 4 shows . secur.e user .code entry
i nterfdfe dictopminjrgiitoielephene pumbercaydseqesiing 9§ yeiqys ergffg‘:ﬁé% Stfifg SOBE r e
user code tr r,i nterface of Figure 4 after successful entry of a user code
and PIN, FI ’6 shows a display on the first conputer enabling a search
to be made for a 25 recipient of the data file; FIGJRE 7 shows a display on

the first conputer giving results of a search for.a recipient.of the data
file; 30 FIVHIRE I8 thteeeond commypicsy SeiFraiing & pseudorap tsg?n£c?ﬁ¥‘i°ﬁ%Pﬁg}E‘i hat the

gaCEI'? G{?alollle | lr}%gu(*%%%'aoﬁlr %ﬁg%{heﬂe tuﬁlqtug ‘?dernﬁﬁi:aff{oﬂ%;ing #nd thmeﬂgﬁo&%er

15  of the telephone operated by the user, and transmitting the pseudorandom string to

the telephone operated by the user;

viii) applying a mask code, known to the user and to the second computer, to the
pseudorandom identification string so as to generate a volatile identification code in

20 accordance with predetermined rules;

ix)  transmitting the volatile identification code to the second computer, either
from the telephone operated by the user in which case the volatile identification code
is transmitted together with the telephone number of the telephone operated by the
25 user, or from the first computer in which case the volatile identification code is
transmitted together with the first telecommunications address, the telephone number
or the first telecommunications address respectively serving to identify the first

computer, the user and the executable file;

15



FI GURE 9 shows a di splay on a second conputer announcing receipt of the
data file; FIGURE 10 shows a secure user code entry interface displayed on
t he secongvgemsmut er; FI GURE 11 shows the secure user codeCcEBGBONISRIB er face
of Figure 10 after successful entry of a user code and PIN, 10 FI GURE 12
shows a display on the second conputer confirmng that the data file has

been received and . .unw apped. : ' 3 f

conmput er confi rrﬁ“ﬁge ?ﬁ?g‘ﬁ)&)f‘ﬁ@‘%{%ﬁg }(ﬁ% tﬁ%?{%\é@%@l@%éﬁi ?g%ba'{ &ﬁ%enll étg%:e(s)nd
conput er andysutrerehiifidaion HRas lgeserhted ahereiar by bpplimg lthe SRsRNcbdzOwPE e ;
FIGURE 14 is a flow diagram depicting a further enbodi ment of the present

i nvent i on ipseadrandbansgengind ifg9e si xt h aspect thereof; 20 FI GURE 15 shows a
user operating the first conputer of the enbodi nent of Figure 14; FlIGURE 16
shows a display on the first conmputer offering a data file for transfer
theret 05 25 CURRshittin MSkey dBds S 8i¢ fast ddnepuitérrsblas o RPabile thepbeombblag t he
user to call”in wth thé unique identification string, FlIGJRE 18 shows the
user cal | i rfijeitoumvtap drIdecrupﬁtlwéatﬂ@&mdffpé%ﬁtalbﬁhlssmﬁhﬁ%,fst:’}en‘@mef- WO 112/ s378
PCT/GBU 1 /U2.13 FI GURES 19 and 20 show t he pseudo-random string being
transmtted to the user's telephone and illustrate the application of the
mask code thgniRt BiaiS of Gofirde R fresdifis “Rtaokdpatdrdent idecomt banprade; 5

FI GURE 21 shows a display on the first conputer pronpting the user to input
the vol ati |aze ndet bé understoed eoUeing limirdGorirspands sasand stagid-almgcompuidie fir st

t th t abl il i S bei ng d
Coaral 110, paeies T Mot oSrepan SRl e e faftub o PhaLagh
di spl ayed ot 1,bQ Jrl Witk JtQ MHvEks HA8Rhé MRe At well bé PoRatiic ReMputervaiRARRd Of

i nstal | ed.
personal digital assistants and third (or subsequent) generation mobile telephones or

communicators.

15 In the fifth aspect of the present invention, the second computer generally has stored
therein a library of different data files, each of which may have a permanent
identification code different from the unique identification string, which is
individually generated for each executable file upon respective generation thereof.
The permanent identification codes are provided so as to allow a user of the first

20 computer to browse through the library of data files and to select data files for
transmission. The library of data files may be remotely browsable from the first
computer by way of a website or the like hosted by or otherwise linked to the second

computer.

25  When the user has made his selection, for example by way of the website, selection
information together with information identifying the first computer, for example an
Internet Protocol (IP) address, is transmitted to the second computer. The second
computer then wraps or encrypts the selected data file in the executable file in a
manner which is known to those of ordinary skill in the art and assigns a unique

30 identification string to the executable file. The unique identification string may

include characters which identify the data file in a way which is meaningful to a

16




Referring firstly to Figure 1, there is shown a general architecture of a
first 15 enbodi nent of the present invention, conprising a first conputer
10, a secwgheesguter 1 | and a third conputer 12. The fi redtT/@Bai/Gesond
conputers 10, 11 may be stand-al one PCs, or may be PCs form ng part of two
separate LANs. The third conputer 12 may be a renote server having access

to a database 13 protected by a. fir . Ea f t:he.fi kst econd
conput ers MM OEE ‘?fs"?xé‘mpi‘?j W}}?E'S’F?aé?n&éds fﬂ)‘éﬁ %g?clilgﬁilﬁf) g% §ﬁ1ﬁ§l§§V\hi ch
. dant od 1 . L b, . T q
| S adapt e m}ﬁ?cgfb;fﬁ%ﬁte ﬁé){deﬁtﬁﬁééﬁsn SRR hdy iRahdPEhapictats aibctodpellvat A tiflet an

second co o0 the third computer 12, as will be described in
nor e det ai | oflibé piece dftansics iThatinoyue iddntificaticnaitring ie eddition taidegtifyinatben t he
first conputer 10 and the third co ter 12 by f teleco ni gati ons
links 1, 2 sxeentahle %Fﬂ:é A&naties é@%(ﬁ%&‘i‘?”ﬂ%%ﬁyf%g?e ‘té’is‘{n’f‘?‘%‘?‘i § andior

i denti ficatjon.d L Qllerdne Dp&afEi Wy Bauss tiesNraating i eao RethespUt er
‘11 and tSfC]e tb%ﬁl?éér%lgfr?pqﬁ%%?aiﬂﬁgy gvay of "tel econir@rﬁni cations links 4,5 via an
| nt er net Seuniquedddiitification sttinBR) the Becondicompute: or nay not be the same | SP 16
as that connecting the first and third conputers 10, 12. The application
program 15 is adapted to transmt an encrypted or wapped data file (not
shown) fro PRt liheGldrdd BfRrdid §hs GERRY of ARULRE, the (and
30 bypassi %Etjtgﬁdegt %}%r?%gg@nggﬁg}l&gﬁlgg way ofrTSP 16 ?ﬂg/or' 17 and

t el ecommuni Kribdyosdath Miles ma3Sbe stdRd0EN -add HEwRCTHERCY ©52-Birfiqgmpute? shows
an alternative architecture for the present_jnvention

Ln ich first
conput etls  xseparatefrom ihe figst apd seqpBA COMRIICEn s WIFR 13 Yren kP S?_ﬁfﬁfofémrgach of
the first c . 40" 104 i ' L& MHeRfiR&HtiaM 15.
Al so shown tﬁ@%ﬁ%’gh%m%g%%@%gﬁ é&h%%g%gt? %gﬁgﬁggltléaﬁblgtslg 13? rl)r otected by
firewal | 14sriggghd foerraoniss copptieewith the date fitd dridcthe iimformaticor identifpingi s

exchanged between any of the first conputers 10, 1Q', 10" fgrn‘i r;)g }he LAN
18 and the thhifirat egnpuenrsueh asam P pddresse dqdhf SpERRdseBRer: P? 1 and

the third conputer 12. y I -Ih I RGYMES i ransfer
an encrypt eﬁ@?%ﬁ%%ﬁ%@‘ fi hg r%tlﬁgh%vmeh%%?f?yﬁgg fro?n&alh?tihrkst
conmput efs5 10exedfXable Hie at the béont Adinpiet a5 ditvassedabovek.conput er 12, bypassi ng
the third conputer 12 entirely. Figure 3 shows a display on the first
conputer 10 conprising a directory listing 19 of files available for
transfer to,the.second ¢o e : I Jdorrmel ect ed
in a known ﬁﬁ%oﬁglpglcgh?jg?%ég%g%tl Olrfé at rgér?aglrllgér}tg%%féhg tgs;? %%&H%Ofg%? i vat gng a
button 21 i fd@atsto Harst 23mphtet havitg & firstyteledtnguneicatiisaddreas Gompd tjrdon t he

first conputer 10 after the application prgc%;am 15 has_been started. A user

of the firseompugrhavinga third tlecommumicatiens agdsess ey 61 2HEAMY%: SOURY YN code
23, in this case W Bhhéiteati lcontord sseasbpen of a first user
mask co%@: (h?ytmgs%%em\%{l](} {%\?\%I%C |scag]0;s[%§dsdt{%csr§’ecgh§)ggglrg§?y ol?l the third conputer
12 in association with the unique first user identification code 23. A

secure user code entry interface 24 is then_activajed sequentially.to

hi ghl i ght di)gi t strasmiftinghs reguess| Y thedata g?%épgﬁcfheaﬁ{?ggpmg}}%ﬁo ?‘?ee é“d
activation of a kevhoasd, 8t UgB2 FIO ad B thr@f @

t ouch- sensi % uqé'i’ l;tp ag u\%ﬂi ?ﬁ 1S grad ga\ﬁﬁéehnwaln%i {gﬂlet 58 corresponding to a
first digit tddeofdnfunidatiohs adkésspask code i s highlighted, adding a random run
on tine before refreshing the display for entry of the second, third and
fourth &nd optionally subsequent) digits of the first user mask code. Each
sel ection ofya di gid 2R CRLN ' tRirdicBinpbufdd tb WBe kbdodll cdaPhteRBSK
code resul t%l)i n gg}ségﬁ?lgn&lgf&??%g?g%t%? %6 gf gupseudo-random g%curi ty
string whi chygeteewitheic deméfication data foethbireqestcomput er 10 or transnitted
thereto by the third conputer 12, the selection of characters fromthe 26
"W O 02/ 5378 PCT/ GBO1/ 0S2. 13 pseudo-random security string conprising a

first user wvqglatj ' 14 | ' - Chholtin B EfRe t b tigten t4 t he
third corrpuf r 131. (a]léng&%lgs% dé‘%\)%?&@?%i%g it’fhlgctgtei%ag@cs:ﬁ(}%eﬁggrrl\e@at ed by
way of the spskutableufleradapid i@ mhwyap ortdecfypt thelatafite enlympon tactivation bylee third
conputer 12 is then checked in the third conputer 12 to see if 5 it matches
a first useunigae key ¢ade] dentification code generated i ndependently in the
third conputer 12 by applying the first user mask code to the pseudo-random
security string in the third conmputer 12. If the first user is thus
correctly identified to the third conpuiﬁr 12, the display causes a wel cone
nmessage 26 to be di splayed, as shown in"Figure 5. 10 Once the first user
has been identified to the third conputer 12, he or she is pronpted to
select a recipient for the data file 20, this recipient being the second
user in the |anguage of the present application. Figure 6 shows a display
including a field 27 for input of a unique pernmanent second user

o,




20 Meanwhile, the data file 20 is wapped, conpressed and/or encrypted in
the first conputer 10 by the application program 15 within an executable
file (not wihewayswhich is transmtted directly to the secorcr/caopaskey 11 by
way of teleconmunications link 3 (see Figure 1), for exanple, while a

uni que key code (not shown) generated by the application program 15 and
required by the second 25 conputer 11 to access the data file 20 is sent
directly to the third conputer 12 by way of telecommunications link 1 (see
Figure 1), for exanple. Figure 8 shqows a conf] rrrati?q% d'gfppla on the first
conput er  1)i ncpsséEning # Uaiqys identificetion siingHe the execpiable SEF Uhie §9690er manent

second user identificati 3 ]]Jﬂ% LhE ARG . t@efd 0 and

the per nang?mpgtg{:otﬁ‘a uﬂiscglrgquﬁe{g%aﬁ |§I(l:ast| B%:lgge 28 aér%o%?tggqge%f dgi:/@l}tdzhe first
30 conput egohBulePwiih thel st elcconpiintntidis dddreamy of tel ecommuni cations link 1
t oget her 27 WO 02L15378 PCT/ GBI 11/1152~3 with the uni que key code, where
they ar® al so associated with the pernanent first user identification code
23. Figure shows a. displ a esRe : 1&16h NEhdC ki Heecei pt

of an e- rnalivi9 5 %3?%’1’% Eaﬁ’leo%xeggtah%v?%g@ﬁgl ex%cutg ﬁaeﬁ%‘elb rﬁeydatt%%alggceldeet her et o
as an att agfuNRAtatRa-strilpeirén M decai tdnpaaed vedkirdi comgtuter; f rom t he first user
of the first conputer 10, and the pernmanent first user identification code
23 and the name of the data file 20 are displayed in the e-mail 32) Wen

the second user attenpts to_ac = tde

appl i cati oHBpr oﬁ?‘é?m%“}eésfgﬁg%ﬁgﬁw@%gq %gté%gﬁ%?g%m utere%ﬁyf%ng?&b:?g?t 10 and
t o di sphay j@ndificsticd arPRQuéting Y uset &F EACe pRdctermined ielephona nkinper e | 0.
The secure user code entry interface 24' of Figure 10 is substantially

i dentical tieom héclephone eparafed by dpcuse¥it ry interface 24 of Figure 4, and
allows the identity of the second user of the second conputer 11 to be
verified to the third conputer 12. Specifically, 15 the second user enters
his or her yper MaaRRLnS oF QBphGRI chlleftbin itkatttlophamdepadtedndyi thet lser,
pronpted, by way of sequential highlighting of digits Bz"sml n t.he Jnterface
24', to entdetenminngits telapherewrmtbearad rereiung BmiGGHIeHBigAion SFNE o ne
manner as descri bed above in relation to the first user. The interface 24
appl i ed>t hdh&¥¥6nd user mask code to the pseudo-random security string
transmtted by the first or third conmputer 20 10, 12 so as to generate a
second user volatile identification code (not shown) which is, then
transmtteditip tihehe kicond computenrgengrating acusailo-jaadem Giime, Assecibng e er

volatile identjfication cod not . shown).. : . i | ¥miHde t he
hird compaseiccrigm Sy Ay HeR SSTRlir R HEE ahd AERERHRR dbolder
pseudo- r anq@ms &fephbhe/ ofdrited By thé ubdiCantDir@isiittin dignpichiicatdom stadgso ar e
found to match, a wel cone nessage 26' 25 is displayed, as shown in Figure 1
| . Fi g20e IiBe tfephencoptraied bythsriseme second conputer | 1 confirming that the
data file 20 received fromthe first user having a permanent first user
identification code 23 has been unw apped and decrypted, and that a

conf i rmati qp) MeS$ARhd N agiabodty khowRitd tholseBanditoctheceasd dompulee, Waha fil e
20 by the second user has been sent to the first and/or third 28 WO

02/ 5378 PCTiseBlifaadm sgingosges tor gmrate 2 voletile, KepEcAlon fOAF (R AFFAIYANSE used

to check co&{tﬁg;edgtggﬁhgémés;the data file 20 in an uncorrupted form

25

X) transmitting the volatile identification code to the second computer, either
from the telephone operated by the user in which case the volatile identification code
is transmitted together with the telephone number of the telephone operated by the
user, or from the first computer in which case the volatile identification code is

30 transmitted together with the first telecommunications address, the telephone number

18



Figure 13 shows a display on the first conmputer 10 confirm ng receipt of

the 5 confirmation nmessage fromthe second conputer 11 in the formof an

e-mai | 34wolépssgrgmai | 34 includes a nessage that the data pdét/esaQoshsss been
correctly accessed by the second user, identified by the pernmanent second
user identification code 28, on a given tine and date 35. This information
may be sent separately to the third conputer, 12 and stored thereip as part
of an audi br theifirstateleswinmymications eddressr Teapecinelys serong Je cldewify the (st er of

the data file 20. Figure sho n.al ternative architecture relating
particul ar P?FHP‘éte{,ﬁge’gﬁe}Z?‘FF}ééﬁé%ﬁ%‘i??eﬁﬁe present invention. There is shown a
first conputer 100 and a second conputer 102. The second conputer 102 has

access to a database held on a third conputer 103 15 &gu ch may be a
separate thi)rd dmtheueerndoompater dhecking thabthe yolatile isfentification codrMatshput er

102). Co i cat.i b f.t.he .fi d

Comput 68 16vaIGiIs ddbR SRR godh B eTely t tnp AR S etk oBR S P Secon
it e . SME4 texd. h . 20 | tion,

per mi |n98¥%8q8€dﬁgﬁ?clx§d,lg§g message exchange n operation, a user

200 (Figur Frst’ computer 100 browses a selection of data files
stored on the third conmputer 103, possibly by way of a Website 201 (Figure

16) or the |ike hosted by the third, c uter 103, and regquest afile

202 for tr&Hf eﬂa&FmgF%%fdﬁy&Pdﬁog@F%ﬁo@Héer8%?21% Frfag)ﬂ?@% er%%cslt Zé a

sound, gr arﬁféﬁ] rtaéiogﬁ&ﬁ[%t! ddt il AP R tdlINhiVRE, thd/MEGconflte:. - wav formats
er pe o [

etc. or any o e. 25 The request for the data file 202
i ncludgg data identifying the data file, together with a tel ecommuni cati ons

dd f the first ter. The.thi.r.d t 3 then. i th
Gatn 110 Ao cxeenatln gl Rid e HRianE MeBHBr Te B i ARauhdP RS | 0F
comput er loocol;nh%o %te‘?%j %%ﬁtf%ﬂ’ébﬁ% bé%ty o3 Q niRhEor IAfrakA tiak fok ke 18&2 i S

wr apped andror enc ypted wt n execufable file as previously described,
and a uni quFh&ethe9Qgieve itcthe firstrcampites, amdésege ey beplispiayedtse agde aldrize from

within the executable file) js generated.. The.second. c uter. 102 y 29
WO 02/ - 453 Tgerpyay thecsreowshls file %f ther yiayR idegiificaion s Olhrg%’teﬁ"é“‘éFa : amfrrigl e 202
to check thatejtqi r ' r hRdkaNSteldpBbad €all

.Cltigt : r?ééfteLrEd e&b%ﬁlﬁg%ﬁ,eﬂ?w&ggdgé SromPRtHS ustr td mdkdNSte to a

transm hé execu o'the first conputer 100 together with an
associ at ed pradiettminete tléphbranimbers teithergb P 08yasfsa dansdliod tolephener, aara fil e.
5 When the data file 202 i.s received by t fiyst computer 1 . nessage
s di spl g;éemef@wbm@ymbépf ffwﬁe@em%f hga]f’lﬁé ¥ HET Eﬁ@e Pﬁ%ﬁfﬁga i on
string ] & n 1%99&: df the!telephddie #¢dTh gphone
nunber 204 t%xe/:f’jhv\({/an%qrt[)!L aérteeepﬁgﬁ(zﬁg% orgerat ed gghthgdiﬁser 2%0, as shown in
Figure 17. ibsnflcalgtdetemnied HyckewhoneadOand theumdseis @ askerthtcgiyetthe user
200 to an operator of the second conp Her 102. %’Qeﬁrserb Zogﬁ.{l rt1e(11. Ct?xlel s the
pr edet &0ni n@mqeéﬂéﬁiﬁﬁﬁéo%ﬁmﬁoﬁe@ﬁ??g’egﬂ\?e?ge?‘ﬁ UGS WERTF Tat't on
string 203 fo ff | & P Bhoddsperdttd Blthetusa, the

t el ephone nsﬁg%nélrgoc??pq‘ﬁﬁ?lp{eﬁhgéﬂ%ﬂgngggﬁgper at ed eE’yot he etszerBfZiOO is captured
and stored in the second conputer 102. The second conputer 102 then .
Phi's. by vayinos BN SRYFESh SEONBITholbER dphane: o8 i, eaiedffiagf ™" ' <
applies a ﬁﬁéﬁ’e o s RPN ficatiBa sirihg, 4 afdrgd Ruhadditgi ts 20
of the tel 2%%@%%93% erz‘é)q?h ‘%Eftfglsgglﬂgep 0 1(13 205 to lt hg pgeudo-gandom string
206 SO BS tie GREES tdléphany ataiunt in redpert iofitbadaterfilcadeues®d faem ghe vewond| y

Do ati Lo i commmRero Db geEapbmoalisciel by dbE iy ot RIS B My b o, 1y
UL N9 B YR S { ohahbY s ABe pRRRI S Giche kg subarbh or 100

and transm he second conputer 102 as shown in Figure 20, or by

‘way of an ShEargew!renselyefshisttype am alieedst bheyh dneelatds. toTrradingaBaiesput er

102 then checks the volatile identificati.on code 208 received 30
e s b PG 2 e B

. th
user 200 agwhishimay beceneraiest By iway phiadpoyt N AT MO ft'{/?lm ©

30 selection from the vending machine, calls a predetermined telephone number with

details of his or her selection, and the vending machine is then activated to dispense
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generated in the second conputer 102 by applying the mask code 207 to the
pseudo 30 WO 02/5378 PCT/ G BU 1 /0S2a3 random security string 206. |If the
vol atil e \\@emlisgigcati on codes match, the user 200 is consig@n€got2izave
been identified to the second conputer 102 and the unique key code is then
transmtted fromthe second conputer 102 to the first conmputer 100 so as to
allow the data file 202 to be unw apped and/or decrypted in the first
conput er 5tHe0@lection hibemsemwiElguckargelis nEda e e user s telephong japeountso 3ss
installed on thfe {higrSt conputer 100 so as to allow the user 200 access
thereto. AP B IRRBESCIEFIM™ ronic certificate 209 may be displ ayed on the
first conputer 100, as shown in Figure 22, when the data file 202 is
installed and 10 upon each subsequent access to the data file 202. 31 WO
02/ u378 CLAhMBecoRCTHMpBEer thenOg8rales a/pspedomandlont stringnesrelates disawiththe i1 e
having a file nape . froma first conputer gperat fi : - a
'second &onpitdEs }@g@h%ﬁtﬁ’& Sﬁ‘i}ngaé‘é‘g E‘EFE%YJ'%@ , efﬁﬁ%‘ﬁ%égﬁllf%‘fd @%fﬁgﬁ%ﬁ}g? d

conput er, GNP} %]g:hé epHoRBSuffbet bf the télBghdnie’ cPlerat@ITBY RS usek be the ISt user
selecting a datd file for transfer and establishing a communications |ink
with the thilddsscafihietfirst cafputed), wad ittepi tragsauits ithie psgudpraplomngripg tetheyser to
the third conputer by f verificatian,comuni.cat.i ons between f.he first
and third é@@ﬁ;@pﬁpggrapq\ﬁ%y?}}?yq% FF§‘[‘m@8rﬂ¥u\”8¥ of 7 shopt Wﬁssggmén%lr'{}%ti ng the
data file \3@1{4!35916% gxecutable file adapted to unwap or decrypt the data
file only upon act|§ation by a 15 unique key code, and then transmtting
the exgqoutable file containing the wapped or encrypted data file directly
to the second conputer together wiith first user identification.informtion
and the fi (e yesréhen anpiigs thermask ope, iy ‘E’raal_?fg-ﬁrtef‘ieﬁg"’f‘ﬁ’ée PP the
data file iLpRkiifiotd bf icCRIBHLEL nlfiod: M thékdichheR pamMicEby ticoast har Wi th
first user Tdéntitrcation Infornmation and the 'uni que key code; v) in the
second CONpeHieH may omprise ainytpredetérimined aambtingion ¢f digits dromaiths fedephpee wr apped
or encrypted data file and upon, attenpted access theretpo by the second
user, est aBMmbET giAnethes RERFFABERY BHRCTC lrﬁtmﬁ’?‘?\ R ﬁm‘g)gh%tﬂ‘f’%ls? a8 vi)
verifying an,Log gts}oiéﬁl«?{dehﬁﬁ o0 A4k MSBEorishck RAH prefdeeiiBhuids, Rifthepy Of
verificati oM cat 1 ons between the second and third computers; vii)
upon succesgfailk ofewhichcadei provifedt btow dehe twplasile tidentifisetionl coderis then

transmtting 30 the file name of the data file fromthe,.second conputer to
the third deorpoitied by ths uger @q@és*c‘?”élrcomi’é‘teﬁn?@l?é BYelra¥. 8f ,famin@%%

SMS message from the telephone operated by the user or by way of the first

computer and an Internet or modem link. When transmitting the volatile
20 identification code by either of these routes, further data identifying the user and
hence the particular data file transaction is also transmitted so as to enable the second
computer to identify the transaction to which the volatile identification code relates.
These further data may comprise the telephone number of the telephone operated by
the user or the IP address of the first computer, both of which are correlated in the

25 second computer with the unique identification string and hence the particular

transaction.

When the second computer receives the volatile identification code and the
associated data identifying the transaction, it performs a check to see that the volatile
30 identification code matches a volatile identification code generated independently in

the second computer by applying the mask code to the pseudorandom string. If the

20



WO 02/ .15378 PCT/ GB01/(152~3 viii) transmtting the unique key code from
the third conputer to the second conputer so as to cause the executable
file to umwoa@psers decrypt the data file and to all ow accescOBs@is43 N t he
second computer by the second user. 5 2. A nethod according to claiml1,
wherein the identity of the first user is verified in step ii) above by way

of the first user applying a first user nmask code to a pseudo-random
security stvolatie identifieatibh cedescaverfonngrtognately sefs rgesipiraftthe gxqoutable fileds

volatile identjfication code, the first user transmtting the first user
volatile 1 ?rﬂf%?‘?“?ﬁn@ﬁ&ootﬁeééﬁﬁ’ggf’fﬁmpﬁ%nt hird conmputer and the third
conputer conparing the first user volatile identification code wwth a first

check volatile identification code obtained by applying the first user mask
code to t heThessevet comyotentserr framymiits thékeyt eadedo dlanpust epmputgs generglly by

verification taking place when the first user . volatile ideptification code
and t heSf i réay dipadptelnst %‘PP@W &Eﬁt F&PE&WF@EO’E%‘&Z‘&Y 8?496 ﬁtéﬂ%]afsi B .f_e%’n each
other. 15 3pe éﬁ(é&fa@%dﬁﬁqgggﬂil&gs& 8 & _&wa% R lderyptiherdtfilenshd Wanshly of
the second user 1s verified in step vi) above by way of the second user
appl yi ng a thzsaanitte dfisstrcompaier fodeset by thepsenidBhe kepdoodesis queferaplysa piqgei n t he
second conputer so as tQ.generate second user .volatile identifi i on
code, the <odemanerated withih ?xteFW@g]leH@e s"gFBrf is, st compiled ﬁ?‘f p‘@hjb“%é&

i dentificatyj t.o ot ird conputer and the third conputer conparing
t he second Hﬁlgg?tctg%?%l detﬂﬁa‘tg{r}h fication code with a second check volatile

i denti flipcati on code obt ai ned by applying the second user mask code to the

pseudo-random string in the third conpyter, identjty verificgltion aki ng

pl ace when When dexdefa filsds nstalled; o they Br jcprpLish.ofhe ggeably H§ 8L P8nd
check vol atj{ e | LI qat i r ; 4. A
nmet hod accogrdaﬁtﬁgqggﬁ 4&{1!3:&% %ﬂgggggg’ng‘ ??%%nge% ) 16\%2?1&\7&3%?% ihr%gt user
mask code ajpghpuli®. Ferermhplsahe exceltabledfle may sl pid eubratimgtdystegeofghe first
pseudo-random security string. 30 33 WD 02/,5378 ng/G BU 1 /0OS2-43 5. A
met hod accoiommieriescPRAShiar 2 fice memoryacation (8- # kkyalimie 1amne) i28d ¥ er at ed
by the (thir 0 t 1 ‘o | i RSy and

t hen f rlém t%grfﬁg#ﬁgo%%g?eéﬁé}g&%éﬁfﬁ%ﬁ c%?rt%gtﬂréér.'.gaté fgé li;?Ax(ﬁﬁrmt hod t

accor di ng tigcation] gendralvhiereationthforpaeudo- random string is generated by the
third conputer and transmtted firstly to the first conputer and then from
the third conputer to the second conputer. 7. A nethod according to claim3

dependi ng from cl.ai i i : : second
user msk oo prelRf bty 68 B0l Bl e B R 275,
A met hod acgmemiddgntelechoiicetifidienghichauthentidutesethe otipim oftbatdatayfilefandhe
first or second user is verified, resprgétivel%ig t hr ut%h sai d&{dlérds'egﬂor
second 2Bonprlsceregisiersing data e tg taeussre [he SlecHy cerit Riie ey Sentry
Of a user mgsko? AloOMANRY of ind fifSt CORBUbSTacRN idbntivhRl 86 dabh a1kl thb) sal d

secure user toO ry interface contains at l[east "one active display for
entry of atmbkmastloctienditgrd itdd sterat dn dssefirsnemhputerd & Heyeledonicseertifioateeisei n

said active 20 display jllum pates_or highljghts at |Least pne di.splay digit
Wit hin sai ddisplgyedeWhsrs &%Qa‘anaﬁsgi ﬁf%sle-?tg@%ﬁ’t d way d‘llsé’t %P e‘ﬁ%ﬁ%ﬂeep"&ﬁgit of
sai d user : . [ Ut fepre t panse
ti me when 2%‘;% @g&%ﬁ%@%@%&?@g&%%ﬁ%ﬂb fmﬁf@ﬁ&golﬁrespgeﬁrgg t¥/1\,1@etﬂrﬁ1§§ai d at
| east e diigiit sefedsAithe temoryriskti@pitea psotéckddueadrankydformath anrhihiap fitead i n

said active display; and 25 ii) a rapndom run, on t{rre i S {auflded to said
response t i ordy thg @@P%@O%it@t Jremeryslocation with simultaneous at least temporary

display of the electronic certificate. In this way, the data file is protected from

infection by viruses which may enter or be present in the first computer, since the

data file is locked and owned by itself within the memory of the first computer.
30
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one active display. 9. A nethod according to claim2 or claim3 or a
cl ai m depending therefrom 3 0 wherein: 34 WO (12/ 5378 PCT/ GB0O1/ (1

t he pseud@g@nde string conprises a first |i

char act er

havi ng a given nunerical position in the first array (firs

seﬁgnd, thirﬂ etﬁb); 1i) the mask code conprises a second |inear arr
nunbers, each nunber 5 having a.given.n ri . i1 '

Ui She cloaona conieH TEAISh coih fyrcier RS i of  syifah e BEC
code 11> 9CAEEAbSHa P RRlok! RAviibe S eapieich idhifscudorogndarady

array (fir

as sequent

| 0 select numerical positions in the first array on

ny
52~3 i)

near array ofpehesmalsesss, each

t1

ay of
nd

i on
ing so
t he

basis of t frkikeheng to thetphevidarodtin data file antiw dhe execpiebietfilerdentificatitn. and to

10 return
so as to f

vol ati | i
claim glne

eSS L SO sel ek LA A0
ﬂgﬁ’&;h{e' CRbhfof QflSor Hse AeERE B0s) BEGREREAntooa ahyrtpimetiim

he conputer maintains a record of transactions

guence
t he

g.

bet ween t heyahdratk irago(wehicn ehay hiondnaibynip meirmatesbatas spedt of Hefigmes 2FT audi t
trail to be established. 11. A net hgg gﬁ;ordi n
n

any claim
vol atile i
conmput er i

depaddindshowarfer seieral weROM & SPrp Fiegﬁgétg{gr?ggt@gﬁigg :?g?ri@
Aent bl 6201 80, §0988caR SihaRY sHcel bhnid gRAtMaCle] TR

0 on Wt associ at ed pseudo-random 20 securit

3 or

e third
y

stri ng- 12, rﬂﬁh@%ﬁhgéfis gitaadf erredraae hy datrterfeil measyres, ind thereby e & from a
second computer, the nethod conprising the steps of 25 i) est. | Shi
conmunil@at iguatantee rtkato Srendata fleds fﬁ%ﬁ%@?@i@é&&?&“&?n&ﬁ? ef%%m ‘l‘lﬁ‘gégsg@e

by way of
conput er;
file withi
only upon

{(}gﬁls{eifl ;toS %"iﬁ %ﬁtﬁgﬁée%ruseﬁ Ifjﬁtn?tet dddanhiQhe thaps taded foPiReldTehseno

second conputer, wapping or encrypting the

18k lﬁmuh%bécﬁasf to ke dagére df tie elentronic certificate yostwarthevhilas a
activation by a 35 WO 02/-1S378 PCT/ GB111/ OS2-t 3 uni que

ng a
cting,
nd

dat a
file
key

code, and then transmtting the executable file containing the wapped or

encrypt ed
user of th

?qtf?r,riygllg%t aitgg 1{1%’1{?%0&0%%%5& t4100) v¥Edust B, ath bOdRtehily

e sec conputer by 5 way of verifi

of a
cation

communi Gat i REGEELWMBRindNE dsi proviowy deseribel] acperpurt isrissued)witipohsdestcessf ul

verificati
code to th

20

25

30

n of the user of the first co ter, t ' ' i
fofii digit pemprigad string, for example 3925, grgalogorugntg rﬂl& tv{le gkﬁo% By

codes currently used when operating automated teller machines (ATMs). However,
different lengths of mask code may be used as appropriate. In a particularly preferred
embodiment, the mask code is based on the digits of the telephone number of the
telephone from which the user calls the predetermined telephone number with details
of the identification string and the volatile identification code. For example, the

mask code may be set as the last four digits of the user’s telephone number, say 3928.

In order to generate the volatile identification code, the user or the first or second
computer takes the first digit of the mask code, in this example 3, and notes the
character in third position (say from left to right) along the identification string. The
user or computer then takes the second digit of the mask code, in this example 9, and
notes the character in ninth position along the identification string, and so on for the
digits 2 and 8 of the mask code. The characters selected from the identification string
form the volatile identification code which is used for secure identification purposes.

It is to be emphasised that the identification string assigned to the executable file by

22
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10 13. A nethod according to claim12, wherein the identity of the first
user is verified in step iv) above by way of the first user applying a
first usetwgmasymode to a pseudo-random security string i rrAHeBéII53L3
conputer so as to generate a first user volatile identification code, the
first user transmtting the first user volatile identification code to the
second conputer and the second conputer co i the 1 .S first er

Vol ari 1 o 1 GenebenioammHien e HIen b ArpeucE. R bt ogta1 Bl vl bedirfent B | on
code obtai ned by appl vi f i r ife@ndom
string in Fﬁg‘ ?é‘é%ﬁamﬁotﬁ%u{tgﬁ ,11 ‘?lé%%({r?? 3 eri Ellyg%ltg% cl)ltrlltO?aE??\Igﬁg?jg?jv\hen t he
first user pyakalolb eivdent sdricsast potestinlly anetcertablé iidettifidation siririgat aride
identification codes are found to match each other. 20 14. A nethod

accor di ng tolatiledientifieation a@lesmherein the identity of the first user is
verified through said first conputer by way of a secure user code entry
interface for entry of a user mask code by way of the conputer and a

di splay; Wit 8bstier dRddritaddihg of fRepreentiavention and it show heveitfraaebeoenied ns at

| east one active display for entry of at |east onemdi gi of said user mask
code by t héntosslest, wfeneatenshadl rova b imadedby wax pficxpmRien 39 4 FCoRPYRMEGht s at
| east one %igs | ay. di.gi.t wthin said active display and said user enters
said at | eZEFVBHEAY ftf' of said user mask code by a response through an

i nput device at a response tine when said at |east one display digit which
30 corresponds with said at |east one digit 33[6 sai g %g'gr n?s‘lébcode S

i || umi nat eFIGURE dhisi grachematic senrepeniation of gy Bty gmbaiznesp o ReF83 78
PCT/GBOl/OSZ-t? ii) arandomrun on tinme is added to said response tine to
ext end sai d"4™PLast one active display. S 15. A nethod according to claim
13 or any claimdepending therefrom wherein: i) the pseudo-random string
conprises a first linear array of characters, each character havi ng a given
numeri cal [RIGUREOR isra sdhenfatie srspraaquéaylopqur%ﬁ?@é&ﬁhﬂdmﬁwr?ﬁr gegprgseit g i)
the mask cade conprises a second |linear array of nunbers, each nunber

havi ng a g% ¥nerical position in the second array (first, second, third
etc.); 1§nd iii) the volatile identification code is generated by applying
t he mask code to the pseudo-random string so as sequentj atll to sel ect
nuneri cal FIGURBAshows & displdyrdomonstraiingaa sedastion of gata ﬁif‘f Of Ha" i % s in
the second array, .taken in positional order, and to return the characters
t hereby self&RMAIFCOMPEIE first array in sequence so as to forma third
linear array, this third linear array formng the volatile identification
code. 16. A nethod of transferring a data file to a first_ conputer having a
first 20 tcFGERTEdshave 3 saeureatser easls entry interfase disnlpyed Ap thefirsheoPmi ™ second
t el econ,;rmni cations address, conprising the steps of: i) transmtting a
request-of or the data file fromthe first conputer to the second conputer,
the requestpiiaitidi shewd the séi@n bdr ole ehify interfacef 6ff Bigaredd tafter fuccessfuRs

t el ecommuni cations address; ii) in the second conputer, w apping or
encrypting dnty ofatuserfoodeand PBY;n an executable file adapted to unw ap or
decrypt the data file only upon activation by a unique key code; 30 37 WO
U 2/s378 PCT/C BU 1/11S2-13 iii) assigning a unique identification string
to the execgiciiie ¢fshbws bidple GG TstComputes enaliling aisdarhetoiteenadef focat i on
string being further associated in the second conputer with the first

t el ecorafuni waipieohef thddatedde; 5 iv) transnitting the executable file
(containing the data file) and the unique identification string fromthe
second conputer to the first conmputer; v) causing a nessage to be displ ayed
by the firsfcoPyt fowshs displayt diethenfigticormplaeat givingatesolts of ni segrchrfor a
requesting a user to call a predeterm ned tel ephone nunber

' recipient of the data file;

30 FIGURE 8 shows a display on the first computer confirming that the data file has

been transmitted to the recipient;
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10 froma tel ephone operated by the user; vi) receiving a tel ephone call

fromthe tel ephone operated by the user, determning its tel ephone nunber
and recei Wigw/dskg uni que identification string fromthe user/Gadoseis) i n
t he second conputer, generating a pseudo-random string, associating the

pseudo-random string with the unique identification string and the

t el ephone nunber of the tel ephone operated by the user, and transmtting
t he pseudo-random string to the tel ephone operated by the user; 20 viii)

applying a mask code, kngwn to the user and to the secan ter, to the
pseudo- r anBYFUREShshoms aisniay it 3 $egn SOIBE‘RF%"‘“Q‘BW rgcgpg%ftﬁf?ﬁﬁg Hie;
identification code in accordance with predeterm ned rules; 25 ix)
transmtting the volatile identification code to the second conputer,

ei ther fromGhmE ¢bepbese egmratse bydd btryisuterface displayed asethehigcons at i | e
identification code is transmtted together with the tel ephone nunber of
the tel @phoompsdissr ated by the user, or fromthe first conputer in which
case the volatile identification code is transmtted together with the
first tel ecommuni cations address, the tel ephone nunber 30 or the first

t el ecoNMMUNIEG@IRING] AW S sécmsdags cudd ynisemtarfage dOFigdent 0 affertsuecessinbt
conputer, the user and the executable file; 38 WO 02L~S378 PCT/ GBOL/ U52~3
X) in the estpnflapemsodetnd Necki ng that the volatile identification code
matches a volatile identification code generated therein by applying the
mask code to the pseudo-random string and, if so; 5 xi) transmtting the
key codg t FIGURH 12 soweQrmispiey ostheasednd conmiter confermdngthat titsldataf filedas o

unw ap or decrypt the data file and to install this on the first conputer.
17. A secumeenizeceived amdsanyrapgesk em conprising a first conputer operated by a
first 10 user, a second conputer operated by a second user and a third
conputer, the system being adapted to transfer a data file having a file
name from tHE&URE $1 sEoWPH dRpldyCor fhe firecenthutarmonfiening ibkerthe datarfik has t he
third conputer, in which: i) the first conputer is adgp{iggl, to estfa}ﬁlish a
conmuni cat ibess rédeivedvattthe sevend isormputes aag FyeRessuily, SAPACKES O HRSHBPLAR fir st
user of a data file {o_r transfer; ii) the first and third conputers are
adapt ed>t o SEEMPMPI Hent ity of the first user to the third conputer by
way of verification conmmunications between the first conputer and the third

conputer; 20 iii) the first conputer is adapted to wap or encrypt the data
file withi FIGURIXdduisabl fow i diagrama genieting au%ﬂhﬁb eaboe@g%n&qu &‘ﬁeg’t% file
only upon activation by.a unigue k to transnmt the executable
file cont ailﬂY‘?{’éloPﬁ%a%‘)gdﬁB‘é%wg ensé’?téﬁgg%?glae a(il’fi le directly to the second
conputer together with first user 25 identification information and the
file name of the data file; iv) the first conputer is ad E)ted tqQ.transmt
the fil20 ndfGURE il hsholeis a upér| apefatiog the frst iCPgm“@bH{)tbFeﬁmahog e %f?ﬁlglﬁe
conputer, together with first user identification information and the

uni que key % de; 30

FIGURE 16 shows a display on the first computer offering a data file for transfer

thereto;
25
FIGURE 17 shows a display on the first computer prompting the user to call in with
the unique identification string;
FIGURE 18 shows the user calling in with the unique identification string;
30
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39 WD 021.1S378 PCT/ @B01/0S2.13 v) the second conputer is adapted, upon
recei pt of the executable file containing the wapped or encrypted data
file and weon/@sigenpt ed access thereto by the second user,pdOcBsiv@Ehs sh a
comuni cations link with the third conputer; 5 vi) the second and third
conputers are adapted to verify an identity of the second user to the third
conputer by way of verification conmunications between the.second gonputer
and the thiFIGURESpLA end 29 show thecpssudasrradens iiiise GIPQ%&B%?}BS‘(’J?" ﬁ‘ﬁo‘ﬁe’f g
successful verification o he i.dent i erh@ the¢ ansm t
PheC T 6 natieptone o iikgle the Bt %%h‘gfé‘é%gﬁb‘g%tﬁgﬁﬁgfmﬁéﬁg third

conput er W%ﬁéﬁe{d%mioﬁ%dé;he uni que key code; and viii) the thud
conputer is adapted to transmt the unique key code fromthe third conputer
to the second conmputer so as to cause the executable file to unwap or 15
decrypt the_da il e and t.0.all {t4h ot NEm@QHAPUL er by
the second Iﬂ@&b& %gs ﬁw§9s({1@#%gg\£‘?eglﬁﬁng§§?h&gf g%o%lﬂlt{;lg tggz‘a%?gtg ig%ch that the
identity of,fh8e {dehificdtRBlcollg, verified in step ii) above by way of the
first user applying a first user mask 20 code to a pseudo-random security
string in the first conputer so as to generate a first user volatile

identification code, the first user tyransmtti i tile
i denti fi catFIGVRE ¢ %1’8“15r?edlsﬂ\tay(?nc%’ﬁp%%e‘fs&aélugé?%e&%? ﬁﬁx%%ﬁtg%ﬁpﬁfgsr 16§:u(;%1)ari ng
the first ua)%;atg(p%&;sitb%&lﬂ@ﬂ"&ﬂiﬁétﬁlﬂﬂe%tacﬁlé,em&th a first check volatile

i dentificati*on code obtained by applying the first user mask code to the
pseudo-f@ndom string in the third 25 conputer, identity verification taking

place when the first user volati.le identidfi dodtBewhéd @k check
vol atile i JEWIURE 23ishews Ggeé;g%'?lgcf’%%ﬁﬁgflgprﬁag%%ﬁﬂgglég Sther 18 A system
as claimed h@aﬁ%ﬂlﬁbﬂnﬁﬁ pe@gqggtg{kd_such that the identity of the second
user is verified in step vi) above by way of the second user applying a

second 30 user mask code to a pseudo-random security string in the second
conmputer so_as to generate .a second user,vol afi ' J: . [ gde, the
second user Refegingmtisthhdo telﬁgurﬁof’ %@‘ﬁf&?@s@%&@%@b‘fﬁ%?g% g?acond
user volati Loy LGN b Al iPRcACiRckibnl RerbAing & Ertutcmputerd 10z seérindd

coﬁ% 3 ile i

conput e aring e second user vol at entification cog? W th a
second checlonipitet 11 and althindi dompater d3. Tba firsisnd seread symaRisFS/ A\t I MY %econd

user mask code to the pseudoran tring.l thi C t helantity
veri fi cati optandrriong Hfrsa & ‘W’Péﬁe S’ﬁg‘] %’“g?@g?%pﬁgg‘?’ ovo*’ %gtlel %%'eﬁ?ilef Ji[}f(;}gt i on
code and the, 35ganth hgale ¥ Mt servbRild aatd o datdesc dBerbmend bya mat ch

each ot her. “%8 Systémas clainmed in claim19 dependi ng frgr&cl.ai m 18,
adapt ed suclfréviat 14.hEaéh bh theufimst anvhsseonbeempittarst He 14 e igptajled thergmian: o ge

are applied to the sane 10 _pseudo-r.and Secuy i P : : m as
C1 ai mod20n epaliomignpragEEpI SVAHLF ARBES M sLs abs P i Bife oo PRl
gener at ed bﬁfttﬂee ér%}i Lk gﬁgsmf-it Smptidds t1oans Mot fedttiidr sérhputero 12hes il e

t'he

conmput er an romthe Tirst conputer to the second conputer. 15 22. A
system as cljaigded immotadeniPbelowd dgentificasisprinformation s qoaanyucatet IR i ng

|'s generated by the third, cOMRULENd ARdnlEATS BY Wa§behdibcthintutiCatiol§ lihkd St

conput er andhe first computer
1, 2 via an Internet Service Provider (ISP) 16. Similarly, identification information 1s

25  communicated between the second computer 11 and the third computer 12 by way of

telecommunications links 4,5 via an Internet Service Provider (ISP) 17, which may or
may not be the same ISP 16 as that connecting the first and third computers 10, 12.
The application program 15 is adapted to transmit an encrypted or wrapped data file
(not shown) from the first computer 10 directly to the second computer 11 (and
30 bypassing the third computer 12) by way of ISP 16 and/or 17 and

telecommunications link 3.
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then fromthe third conputer to the second conputer. 20 23. A system as
claimed in claim 19 depending fromclaim 18, adapted such that the first
user nmaskweopeissigd t he second user mask code are applied tpcEeBégsest
pseudo-random security strings. 24. A systemas clainmed in any one of
claims 17 to 23, adapted such that the 25 identity of the first or second
user is verified, respectively, through said first or second conputer by
way of a secure user code entry interface for entry of a user mask code by
way of the ponputer | hiteBRFE o é%/’e’%@ﬁt%§&ﬁﬂfeh¥§ﬁﬁ HCREE entry
interface ﬁoﬁ{;g:én%‘ogg e%tse %lﬁga‘%%}%l ve dlfspﬂla rfor 30 entnFy of cat' | east one
digit of sabﬂl[pu@momgkmw’taye whrkstatiens withiaraefirst £AN| 1 8ceachef dhsfitshy i s
adapted to illumnate or highlight at |east.one display digit within said
41 WO o2rempeterscf), 481 mcu‘?s UCHRE ATy &P }c's“,s%g’fmﬂ?&? égi dﬂf“gﬁ%"r“f‘hﬁ*g{‘? s
adapt ed .t o ' - 2 Py dtecte B WA 4iahd Hhe §RbA USET
‘mask cole E@I%Q%é%%ﬁgﬁﬂl%%%ﬁragﬁg?s%p!ufplgeeﬁec?’tat a res%onse ti me when
sai d at | eagmpanre di spdayifdifor ivbimdtionoisr eschengtd bétveers aangt aft theefisst one

digit of said user mask code is illumnnated or highlighted ip said active
di spl ay; aseupuiers 1Q, 150 4@ mipmming fhe LN ilg aa@&'éﬁﬁgﬁ € H“%%goﬂ?egf‘? me to
extend sai t | eas I I : ; e Cl @i M
Tt or o e R R RS Rty BB 2.y S,
pseudo- r andgm1gtaldon@rs i traisFer 4 drictypited drerappelr daty fitd (nob ahavat)adisptlpach
character having a given nunerical position_.in the first rrﬁ%lpil%l rst,

second,10t hifram et §rsf ;computer )10; HO' .k i he LéNdS; Qe thesecand 9 a array

of nunbers, each er, havj i nunerical position in the second
array (fi r@?@%‘éﬁ%‘f‘ﬁ?ﬁ‘@‘l{e}’?é?)ﬂg‘% diii) the volatile identification

code is generated by applying the nmask code to the pseudo-random string so

as sequentially to select nunerical positions in the fjrst 20 _arrgy on the
basi s of t Faguradisbews pdisphy ondhe At sempyter 1heaapprising,d diresterydistiag 42°f and to

return the gharacters. thereb fd [ nce so
e tof or milek AATHOR; e vyt gy e ShicHd, cohpicr 13, JOREr M fikes 20 BEHHE

vol ati 18 i denbiefiiif atin@wnCaseer 26d the apjfticeionaprogtani 18 dtdrtedebyyactiveting a cl ai s
17 to 25, wherein the third 25 conputer is adapted to naintain a record of
transact i orsitton 2hdren task dar 2% effthe displglid and third conputers so as to pernmit
an audit trail to be established. 27. A systemas clained in claim18 or
claim 10 or any cl ai mdepending therefrom wherein the third conputer is

adapt ed to [Sp@ee SRWd 4 display 8RCHO firg @omipater$ 0 rafidd theodpmlichtton preptant 1Eat i on
codes as digrtal signatures in combination with the associ.ated
pseudo- r andom beeu ustarted. stA jusgr of zhe Afirst aymputer 10AgBlgrsag: unique first user

L. AY(. E..Aa | Y. AYNL AL b2 ANL A I\ f
5 AN AN Agneioning et 1 gt Wig Moot o il S i dipesson of
L. ANL, . Af alfrdNisefatk ANde.-(Abt s&BR), WHich is also stored securely on the third computer

12 in association with the unique first user identification code 23. A secure user code

entry interface 24 is then activated sequentially to highlight digits 25 in the display

and to detect a user input (e.g. activation of any key on a keyboard, a key on a mouse
25  or apart of a touch-sensitive display) which is made when a digit 25 corresponding to
a first digit in the first user mask code is highlighted, adding a random run on time
before refreshing the display for entry of the second, third and fourth (and optionally
subsequent) digits of the first user mask code. Each selection of a digit 23
corresponding to a digit of the first user mask code results in selection of a character
30  of a pseudo-random security string which is either generated in the first computer 10

or transmitted thereto by the third computer 12, the selection of characters from the
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10 10 The e-mail 32 is received directly from the first user of the first computer 10, and the

permanent first user identification code 23 and the name of the data file 20 are
displayed in the e-mail 32. When the second user attempts to access the attachment
33, this causes the application program 15 resident on the second computer 11 to start

10  and to display a secure user code entry interface 24°, as shown in Figure 10.

The secure user code entry interface 24’ of Figure 10 is substantially identical to the
secure user code entry interface 24 of Figure 4, and allows the identity of the second
user of the second computer 11 to be verified to the third computer 12. Specifically,
15  the second user enters his or her permanent second user identification code 28 and is
then prompted, by way of sequential highlighting of digits 25 in the interface 24’, to
enter his or her second user mask code (not shown) in the same manner as described
above in relation to the first user. The interface 24’ applies the second user mask
code to the pseudo-random security string transmitted by the first or third computer
20 10, 12 so as to generate a second user volatile identification code (not shown) which
is then transmitted to the third computer 12 for comparison with a second user
volatile identification code (not shown) generated independently in the third
compuier 12 by applying the second user mask code to the pseudo-random security
string. If the volatile identification codes are found to match, a welcome message 26’

25  is displayed, as shown in Figure 11.

Figure 12 shows a display on the second computer 11 confirming that the data file 20
received from the first user having a permanent first user identification code 23 has
been unwrapped and decrypted, and that a confirmation message indicating receipt of

30 and access to the data file 20 by the second user has been sent to the first and/or third

28
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second user, identified by ‘the permanent second user identification code 28, on a

given time and date 35. This information may be sent separately to the third
computer 12 and stored therein as part of an audit trail allowing later confirmation of

10  successful transfer of the data file 20.

Figure 14 shows an alternative architecture relating particularly to the sixth aspect of
the present invention. There is shown a first computer 100 and a second computer
102. The second computer 102 has access to a database held on a third computer 103
15  (which may be a separate third computer or may instead form part of the second
computer 102). Communication between a user of the first computer 100 and the
second computer 102 is additionally enabled by way of a telephone link 104

permitting voice and/or SMS textmessage exchange.

20 In operation, a user 200 (Figure 15) of the first computer 100 browses a selection of
data files stored on the third computer 103, possibly by way of a Website 201 (Figure
16) or the like hosted by the third computer 103, and requests a data file 202 for
transfer at step 104 of Figure 14. The data file 202 may be a sound, graphics or video
file, for example in MP3, MPEG, JPEG, .wav formats etc. or any other type of file.
25 The reqﬁest for the data file 202 includes data identifying the data file, together with

a telecommunications address of the first computer.

The third computer 103 then transmits the data file 202, together with the
telecommunications address of the first computer 100, to the second computer 102,
30 where the data file 202 is wrapped and/or encrypted within an executable file as
previously described, and a unique key code (for unwrapping and/or decrypting the

data file from within the executable file) is generated. The second computer 102 may

29
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When the data file 202 is received by the first computer 100, a message is displayed
on the first computer 100 showing the unique identification string 203 and requesting
the user 200 to call a predetermined telephone number 204 by way of a telephone 205
operated by the user 200, as shown in Figure 17. The predetermined telephone

10  number 204 connects the user 200 to an operator of the second computer 102.

The user 200 then calls the predetermined telephone number 204 and gives the

unique identification string 203 to the operator of the second computer 102. In

addition, the telephone number of the telephone 205 operated by the user 200 is
15 captured and stored in the second computer 102.

The second computer 102 then generates a pseudo-random security string 206 (see
Figure 19) and transmits this by way of an SMS textmessage to the telephone 205.
The user 200 applies a mask code 207 (see Figure 18) comprising the last four digits
20  of the telephone number of the telephone 205 to the pseudo-random string 206 so as
to generate a volatile identification code 208 as previously described and as shown in

Figure 19.

The user 200 then transmits the volatile identification code 208 to the second
25  computer 102, either by inputting the volatile identification code 208 into the first
computer 100 and transmitting it to the second computer 102 as shown in Figure 20,

or by way of an SMS textmessage sent from the telephone 205.
The second computer 102 then checks the volatile identification code 208 received

30 from the user 200 against a check volatile identification code independently

generated in the second computer 102 by applying the mask code 207 to the pseudo-

30
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Finally, the data file 202 is installed on the first computer 100 so as to allow the user
200 access thereto. An animated electronic certificate 209 may be displayed on the
first computer 100, as shown in Figure 22, when the data file 202 is installed and

10  upon each subsequent access to the data file 202.
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i) in the first computer, the first user selecting a data file for transfer and

establishing a communications link with the third computer;

ii) verifying an identity of the first user to the third computer by way of

verification communications between the first and third computers;

iiiy in the first computer, wrapping or encrypting the data file within an
executable file adapted to unwrap or decrypt the data file only upon activation by a
unique key code, and then transmitting the executable file containing the wrapped or
encrypted data file directly to the second computer together with first user

identification information and the file name of the data file;

iv) transmitting the file name of the data file from the first computer to the third

computer, together with first user identification information and the unique key code;

V) in the second computer, upon receipt of the executable file containing the
wrapped or encrypted data file and upon attempted access thereto by the second user,

establishing a2 communications link with the third computer;

vi) verifying an identity of the second user to the third computer by way of

verification communications between the second and third computers;

vii)  upon successful verification of the identity of the second user, transmitting
the file name of the data file from the second computer to the third computer with a

request for the unique key code; and
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verified in step ii) above by way of the first user applying a first user mask code to a

pseudo-random security string in the first computer so as to generate a first user
volatile identification code, the first user transmitting the first user volatile
10  identification code to the third computer and the third computer comparing the first
user volatile identification code with a first check volatile identification code
obtained by applying the first user mask code to the pseudo-random string in the third
computer, identity verification taking place when the first user volatile identification
code and the first check volatile identification codes are found to match each other.
15
3. A method according to claim 1 or 2, wherein the identity of the second user is
verified in step vi) above by way of the second user applying a second user mask
code to a pseudo-random security string in the second computer so as to generate a
second user volatile identification code, the second user transmitting the second user
70  volatile identification code to the third computer and the third computer comparing
the second user volatile identification code with a second check volatile identification
code obtained by applying the second user mask code to the pseudo-random string in
the third computer, identity verification taking place when the second user volatile
identification code and the second check volatile identification codes are found to

25  match each other.

4. A method according to claim 3 depending from claim 2, wherein the first user
mask code and the second user mask code are applied to the same pseudo-random
security string.

30
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7. A method according to claim 3 depending from claim 2, wherein the first user
10  mask code and the second user mask code are applied to different pseudo-random

security strings.

8. A method according to any preceding claim, wherein the identity of the first
or second user is verified, respectively, through said first or second computer by way
15 of a secure user code entry interface for entry of a user mask code by way of the

computer and a display; wherein:

i) said secure user code entry interface contains at least one active display for
entry of at least one digit of said user mask code by the user; wherein said active
20  display illuminates or highlights at least one display digit within said active display
and said user enters said at least one digit of said user mask code by a response
through an input device at a response time when said at least one display digit which
corresponds with said at least one digit of said user mask code is illuminated or
highlighted in said active display; and
25
if) a random run on time is added to said response time to extend said at least

one active display.

9. A method according to claim 2 or claim 3 or any claim depending therefrom,

30 wherein:
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5  having a given numerical position in the second array (first, second, third etc.); and

iiiy  the volatile identification code is generated by applying the mask code to the
pseudo-random string so as sequentially to select numerical positions in the first
array on the basis of the numbers in the second array, taken in positional order, and to
10  return the characters thereby selected from the first array in sequence so as to form a

third linear array, this third linear array forming the volatile identification code.

10. A method according to any preceding claim, wherein the third computer
maintains a record of transactions between the first, second and third computers so as

15  to permit an audit trail to be established.

11. A method according to claim 2 or claim 3 or any claim depending therefrom,
wherein the first and/or second user volatile identification codes are stored as digital
signatures in the third computer in combination with the associated pseudo-random

20  security string.

12. A method of transferring a data file to a first computer from a second

computer, the method comprising the steps of:

25 i) establishing a communications link between the first and second computers;
ii) selecting, by way of the first computer, a data file for transfer from the second
computer,

30 iii) in the second computer, wrapping or encrypting the data file within an

executable file adapted to unwrap or decrypt the data file only upon activation by a
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iv)  verifying an identity of a user of the first computer to the second computer by

way of verification communications between the first and second computers;

V) upon successful verification of the user of the first computer, transmitting the

unique key code to the first computer.

13. A method according to claim 12, wherein the identity of the first user is
verified in step iv) above by way of the first user applying a first user mask code to a
pseudo-random security string in the first computer so as to generate a first user
volatile identification code, the first user transmitting the first user volatile
identification code to the second computer and the second computer comparing the
first user volatile identification code with a first check volatile identification code
obtained by applying the first user mask code to the pseudo-random string in the
second computer, identity verification taking place when the first user volatile
identification code and the first check volatile identification codes are found to match

each other.

14. A method according to claim 12 or 13, wherein the identity of the first user is
verified through said first computer by way of a secure user code entry interface for

entry of a user mask code by way of the computer and a display; wherein:

i) said secure user code entry interface contains at least one active display for
entry of at least one digit of said user mask code by the user; wherein said active
display illuminates or highlights at least one display digit within said active display
and said user enters said at least one digit of said user mask code by a response
through an input device at a response time when said at least one display digit which
corresponds with said at least one digit of said user mask code is illuminated or

highlighted in said active display; and

36

""dYNC



10m 10m 10mB<10%r&' ()-! S6" 109&' () - m s93&10%&' () - 0Y10%r& () - 2AAG HIEQ\ =
10! - 10% ()-nmy@ 109%&' ()- 10%& ()-y&MO%& ()-f @ 109%&' ()-3" 10% () - dBg\ =
10! 1 DO! ' PR 46378&10%E () - 3@ 109&' () - - 109&’ () - 4ss10%&' () - RuP&Bo1(s282[ 99\ =
10! 1 X4" 109&' () - 1109%&' ()-G\, "109%& ()-!1,"10%& ()-)10%& ()-! S9! m 10%& () - R~
@ 10!!- 109%& ()-3" 10%:& ()-s10%& ()- 10 10 B
10L<10% ()-!f4"109%& ()-Rop} SH= 10!! 10G 10G
10GL<10%G& () - SsY"10%G& () - Y! I SsY" 109&' ()-Y 10938 ()- ! 3109%8S& ()- aBSH=
101! 10- 189& () vyaldoml AfRod Jimk is ad@8dfto(daid response time to extend said at least
F's109& ()-3310%& ()-10%& ()-2H}[<SH= 10!!$-
109& () - 4! biyd antived@play- | |yl ni 109%& ()-- 10%& ()-F!If"10%& ()-10%& ()-
i9aBSH= 10118 109&' ()- !N, 5" 109 ()-90@ 10%& ()-.10%& ()-)-
1098 () - yS&G' 109& () - 39<=>?L\ ?bC

5 15. A method according to claim 13 or any claim depending therefrom, wherein:

1) the pseudo-random string comprises a first linear array of characters, each

character having a given numerical position in the first array (first, second, third etc.);

10 1) the mask code comprises a second linear array of numbers, each number

having a given numerical position in the second array (first, second, third etc.); and

iii) the volatile identification code is generated by applying the mask code to the
pseudo-random string so as sequentially to select numerical positions in the first
15  array on the basis of the numbers in the second array, taken in positional order, and to
return the characters thereby selected from the first array in sequence so as to form a

third linear array, this third linear array forming the volatile identification code.

16. A method of transferring a data file to a first computer having a first
20 telecommunications address from a second computer having a second

telecommunications address, comprising the steps of:

1) transmitting a request for the data file from the first computer to the second
computer, the request including data identifying the data file and the first

25 telecommunications address; -

i) in the second computer, wrapping or encrypting the data file within an
executable file adapted to unwrap or decrypt the data file only upon activation by a
unique key code;

30
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5 1iv) transmitting the executable file (containing the data file) and the unique

identification string from the second computer to the first computer;

V) causing a message to be displayed by the first computer showing the unique
identification string and requesting a user to call a predetermined telephone number

10  from a telephone operated by the user;

vi) receiving a telephone call from the telephone operated by the user,

determining its telephone number and receiving the unique identification string from

the user;

15
vii)  in the second computer, generating a pseudo-random string, associating the
pseudo-random string with the unique identification string and the telephone number
of the telephone operated by the user, and transmitting the pseudo-random string to
the telephone operated by the user;

20
viii)  applying a mask code, known to the user and to the second computer, to the
pseudo-random identification string so as to generate a volatile identification code in

accordance with predetermined rules;

25 ix) transmitting the volatile identification code to the second computer, either
from the telephone operated by the user in which case the volatile identification code
is transmitted together with the telephone number of the telephone operated by the
user, or from the first computer in which case the volatile identification code is
transmitted together with the first telecommunications address, the telephone number

30 or the first telecommunications address respectively serving to identify the first

computer, the user and the executable file;
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a volatile identification code generated therein by applying the mask code to the

pseudo-random string and, if so;

xi) transmitting the key code to the first computer so as to enable the executable

file to unwrap or decrypt the data file and to install this on the first computer.

17. A secure data transfer system comprising a first computer operated by a first
10  user, a second computer operated by a second user and a third computer, the system
being adapted to transfer a data file having a file name from the first computer to the

second computer under control of the third computer, in which:

1) the first computer is adapted to establish a communications link with the third

15 computer upon selection by the first user of a data file for transfer;

it) the first and third computers are adapted to verify an identity of the first user
to the third computer by way of verification communications between the first
computer and the third computer;
20

jii)  the first computer is adapted to wrap or encrypt the data file within an
executable file adapted to unwrap or decrypt the data file only upon activation by a
unique key code, and to transmit the executable file containing the wrapped or
encrypted data file directly to the second computer together with first user

25  identification information and the file name of the data file;

iv) the first computer is adapted to transmit the file name of the data file from the
first computer to the third computer, together with first user identification
information and the unique key code;

30
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5 vi) the second and third computers are adapted to verify an identity of the second
user to the third computer by way of verification communications between the

second computer and the third computer;

vii)  the second computer is adapted, upon successful verification of the identity of
10  the second user, to fransmit the file name of the data file from the second computer to

the third computer with a request for the unique key code; and

viii) the third computer is adapted to transmit the unique key code from the third
computer to the second computer so as to cause the executable file to unwrap or
15  decrypt the data file and to allow access thereto in the second computer by the second

user.

18. A system as claimed in claim 17, adapted such that the identity of the first
user is verified in step ii) above by way of the first user applying a first user mask
20 code to a pseudo-random security string in the first computer so as to generate a first
user volatile identification code, the first user transmitting the first user volatile
identification code to the third computer and the third computer comparing the first
user volatile identification code with a first check volatile identification code
obtained by applying the first user mask code to the pseudo-random string in the third
25  computer, identity verification taking place when the first user volatile identification

code and the first check volatile identification codes are found to match each other.

19. A system as claimed in claim 17 or 18, adapted such that the identity of the
second user is verified in step vi) above by way of the second user applying a second
30 user mask code to a pseudo-random security string in the second computer so as to

generate a second user volatile identification code, the second user transmitting the

40



102111 (@ 10%4| & ()-Fy&10%| & ()-%0%| & ()- ! @10%| & ()-yL10%4| & ()-4@
10%4| & () - F) *++++++aB7= 1 1 104| y<10%}| & ()- Y710%| & ()-y510%| & ()-2@
10%4] & () WonrHE9® & ()-! 1) m 10% | e| & () - +++++, {--j K= 1 1 AOHGhIAKEN)- ! 3
1 10%u& ()-- 109%& ()-3"L109%& ()- 109%& ()- 104| 104|--..///}"?K= 1 1

104" 10%&' ()-Z 10%&' ()-!S3n' 109%& ()-f 10%& ()-m SyZ"10%& ()- @

109%& () - m 012E3333wWU6+=

109<10%& ( yecond 3servodatile identifiomion codRtq the thiyd gomputer @dﬂmwriemqtyr 1S $"10

1€ 1) S 0 el o e BV Bt s

10% & () - Qdeptitidationh-dod® Ybthirek- Eﬁapplﬁ g@he( Qec@cﬂ-@%r&hﬁsk do@ 13 Fsdullo-
8U889d99: aBmV/, 1096 LO- 109 & ( & ()-

10% & () - | )ra&ﬂ%r&s@lg ligf the Ibﬁzd/cqb@u@e)rf idenmyf)/maf(c)anomatalgngl placg; when the @
10s109%4] & g 0/ 10

LB 1096 saopnd Roertptanit dephR ool dide B U8 Sechha shock Yf;latllefs%ﬁgat ian 2

10%| p| & (Lo&é&@(@fo&x&%m&cﬁ@a@ﬂ&h&) 3"L10%| & ()-#=] = >y>>$°dEJ 10" -
10%t| & () -nB10%4| & ()-Fni10%4| & ()-2Z- 10%| & () - 10%t| & (0)-
10%4| & () - F$’>’>@3AfAA BxY7] _@S4"10%| 4| & ()-, L3@ 10%}| & () G
b 00uy 3 000 > ook SR dlafs b A4 il o B 7O
\, "10% & (} e' ﬁvst 1565 éslk%aﬁe and b Osdbbrii ﬁaer @Ia%icocéﬁk&ré )apphé\&)wﬁie sanfdeadi ng
13]c "Headi ng 23]c Headi ng 33]c" "Headi ng 43]c" Hea Ing 53] c" "Heading
63] c" l@ieagﬁango-i‘aidomsebmlsttmgm] c" "Headi ng 93] c "A "Default Par agr aph

Font ' (1k: HCVLT] ekr xFW $>yE
4U (0J8?DFHILNPRTVXZ\ ~™ bdf hj | nprt vxz| ~$46Dq0OG\ j GURM " A8+P% j =BO X [ Nd

"#$9%f) +- (247] ;A system as claimed in claim 20, adapted such that the pseudo-rand
= FBOHFCER N e R s e P B S R s B 55 8ys <o -
' $&()+-/3-6 @n’a‘;mbb@’iy_ﬁﬁ third computer and transmltted firstly to the first computer and
then from the first computer to the second computer.
15
22. A system as claimed in claim 20, adapted such that the pseudo-random string
is generated by the third computer and transmitted firstly to the first computer and

then from the third computer to the second computer.

20 23. A system as claimed in claim 19 depending from claim 18, adapted such that
the first user mask code and the second user mask code are applied to different

pseudo-random security strings.

24. A system as claimed in any one of claims 17 to 23, adapted such that the
25  identity of the first or second user is verified, respectively, through said first or
second computer by way of a secure user code entry interface for entry of a user mask

code by way of the computer and a display; wherein:
i) said secure user code entry interface contains at least one active display for

30 entry of at least one digit of said user mask code by the user; wherein said active

display is adapted to illuminate or highlight at least one display digit within said
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digit of said user mask code by a response through an input device at a response time
when said at least one display digit which corresponds with said at least one digit of

said user mask code is illuminated or highlighted in said active display; and

it) a random run on time is added to said response time to extend said at least

one active display.

25. A system as claimed in claim 18 or claim 19 or any claim depending

therefrom, wherein:

i) the pseudo-random string comprises a first linear array of characters, each

character having a given numerical position in the first array (first, second, third etc.);

i) the mask code comprises a second linear array of numbers, each number

having a given numerical position in the second array (first, second, third etc.); and

iijy the volatile identification code is generated by applying the mask code to the
pseudo-random string so as sequentially to select numerical positions in the first
array on the basis of the numbers in the second array, taken in positional order, and to
return the characters thereby selected from the first array in sequence so as to form a

third linear array, this third linear array forming the volatile identification code.

26. A system as claimed in any one of claims 17 to 25, wherein the third
computer is adapted to maintain a record of transactions between the first, second and

third computers so as to permit an audit trail to be established.

27. A system as claimed in claim 18 or claim 10 or any claim depending
therefrom, wherein the third computer is adapted to store said first and/or second user
volatile identification codes as digital signatures in combination with the associated

pseudo-random security string.
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