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One enbodi nent of the invention relates to an

i nformati on storage nmedi um whi ch incorporates a

nonvol atile data nenory, and an I C (integrated
circuit) 10 chip having control 1el ements such as a CPU
and the Ilike, and is so-called an I C card. Al so,

anot her enbodi nent of the invention relates to an
informati on storage med $MCproCe®sICng @ppar at us whi ch
wites and reads out data to and from such
informati on storage 15 nedium and is so-called an IC
card reader/ WNFOBMATIBECRUORNGH MEDIUM ARReDNFYRAAT]ON
non- cont act BCoeaGasMBEavEMbeBROACESAPNGVRHPARATUSan be
used nore conveniently. At the sane tinme, since
information is mﬁrelessly transmtted 20 from
non-contact |C cards, kage.of .infag tion durin
conmuni cations is an |ssﬁg %E6F %h?s ?ggson IC ca?ds

(conbi ned Gar ﬁkoﬁqh%ﬁt 5 %RQpﬁthhﬁlBH PQEQte%OBBaQB

and non-contact conmuni catlons ave gotten a

at t e%ke@ma%%ﬁpsféo%ggé HEE0R (KOKA in@as@p@§§§egnal C

card conpatible to transm ssion protocols of contact
and pRaR-caRtaet JeeaMmBeal i oasd dhi sCl Cigdegreaadbeircuit)

usedchip having control elements such as a CPU and the
like, and is so-called an IC card. Also, another
embodiment of the invention relates to an information
storage medium processing apparatus which writes and
reads out data to and from such information storage
medium, and is so-called an IC card reader/writer.
Background Art

In recent years, non-contact IC cards have been
improved, and can be used more conveniently. At the
same time, since information is wirelessly transmitted
from non-contact IC cards, leakage of information
during communications is an issue. For this reason, IC
cards (combined cards) which are compatible to both
contact and non-contact communications have gotten a
lot of attention.

JP-A 2003-168092 (KOKAI) proposes an IC card
compatible to transmission protocols of contact and

non-contact communications. This IC card can be used

in both contact and non-contact modes. That is, the IC



in both contact and non-contact nodes. That is, the IC
WO 2008/ 013066 PCT/JP2007/ 063939 2 card receives
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and non-contact nodes, and checks if the commands are
received in the contact or non-contact node. Then,

the 1 C card executes an application 5 program
corresponding to the conmands, and outputs the

execution result to the external device. This IC card
extracts command infornmation included in fields of
commaads received tommrhbe €xberaal edevice] gevibdatin both
the application programis accessible to the

ext r abkedob®aconmaaddnpnfopnrbecbnmo&eaceatfhechecks if the
application programis accessible to the command

i nf oceamiodsi ackudedeiinedr é8pbhei vent el der oroRrheontact
commands received fromthe external device,_fhe

conmBnds - caﬁhﬁérréh?aEchaF?aﬁ§F€PF%8 0 ?B@llcatlon

appl i cation program whi |l e absorbin he diff
et wEGHIEHE EPAREaPeEHORSpES: E8) SOBT=rthe dom Setbdn the

222 %gnkggaggFgEEUl%ngot ﬁg %Qg? ?}eé%gy%%on fﬁfglf card

ransm-t externa

dev' %%;2-648#\ 20042748444 £ LKOKAL ) PE QRPSESa aln | £ 6808 of

via one of contact and non-cont act

acce%%mmﬁﬁafsr oL BBABE, rAGRESHCt OxBe0AkA G60I8EE 866Bhat the
corresponding to the other access control neans. In

thi sabpleardion pebgeant ast adatasible tonkhéiértracted

required to access a non-contact data file, and a 25

non- conhaatl aufhemticati onSinnk fheeapstiicablangpiegram is

an accessible to the command information included in
respective fields of the commands received from the
external device, the commands can be reliably
transferred to the application program while absorbing
the difference between the transmission protocols of
the contact and non-contact modes, and the command
execution results can be reliably transmitted (output)
to the external device.

JP-A 2004-78444 (KOKAI) proposes an IC card that
allows, via one of contact and non-contact access
control means, access to a data storage area
corresponding to the other access control means. 1In
this IC card, a non-contact data file link file
required to access a non-contact data file, and a
non-contact authentication link file used to acquire an

authentication key required to access a contact data

file are prepared in a contact data storage area. Upon



authentication key required to access a contact data
file are prepared in a contact data storage area. Upon
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file in a non-contact data storage area froma

contact type host device via a contact |F,

aut hentication for the non-contact nopde is done based

on the non-contact authenticatién link file. If the 5
authentication is OK the data file in the non-contact
data storage area is accessed based on the non-contact
fil eakcBksfihbea Navwadayie s$hneenvartonsanvndsvatacord@e
cards and contact |IC cards such as ETC cards and the

| i keamawefrd@ prevaiket, typadepsi wiéviees ¥or ahegetact IF,
non- contact and contact |C cards have al so prevail ed,

and ?H§hgéﬁéﬂaﬁloaséprcéhech@@kC@@hﬁﬁﬁl%%??ohsd%?%e based
between an I C card and reader/witer.

is nSF é§§ynP8rCPHEaGEe?uFBeHF}%ﬁ¥f9n ﬁ%nﬁggégge H ene

S dat d if.h

checR Ut RERE R P ar PolKuaras the" shalr 12 *Bg Gf-concact
datad%@ tQ%o?gﬁnahgsgrQgeggggspgdabggégognoéhe non-contact

encrypti Rg Co responses as data in

commynhcatkgps rand further appending a signature", or
a 20 nethod of "conplicating conditions required to

access S@okalalyBf 06ARLEORAridRsAndA030482313T¢C KEKAHF and
di scl oses a technique for selectively using the
comubhcationCschensssothaaschi®i oeddsaandi hhe like have
accordance with security |levels. That
prevailed, readers/writers for these non-contact and
contact IC cards have also prevailed, and the general
user can check communication data between an IC card
and reader/writer.

Of course, it is not easy for the user to directly
access specific secret data in the card if he or she
can check the communication data. The specific secret
data in the card is protected by a method of
"encrypting commands/responses as data in
communications and further appending a signature", or
method of "complicating conditions required to access
secret information"

JP-A 2003-132313 (KOKAI) discloses a technique for
selectively using the communication schemes of a
combined card in accordance with security levels. That
is, the communication schemes of the combined card are

selectively used in accordance with the importance of

security, that of shortening of a communication



25 is, the communi cation schenmes of the conbined card
are selectively used in accordance with the

wo ppenizmece of security, that of shorteni ng OPCEJIP2007/063939
conmuni cati on WO 2008/ 013066 PCT/ JP2007/ 063939 4
processing tinme, that of an easy communi cation action,
the frequency of the communication action, and the
i ke. However, the security of the I C card is not high
5 enough by only the aforenentioned neasures, and
further security neasures are demanded. Discl osure of
| nveptricea sktinigs tamegbjceat of theebnyenbimonnioapiowidetion,
an information storage nmedi um and an i nformation
stor ape fregumedicynopr bbessbnguappatapnsaahieh, aged the
excellent in security. An information storage nmedi um
accoddikeg to one enbodi nent of the invention
conprises a first conmmunication unit configured to .
comuni cati®“RivER - alt DES SERMER Yt Pon tEEorGgE@hEdi G ot P1gh
processin parat us. in contact state, _a_seco

5 ComenpUAn N QLY LBRT AoBFEae M Fo R ter earES e Fhc farcner
| nf ormat i on starage Jedi UM RLAGESSI Ng apparatus in a
non- contact “state, a storage unit configured to store

information, and an eyecuidn 2@ il cgeRbhgur ed to
execute predeterm ned processing based on the

i nformati ar Sts0L@d o elcfie oFt @hagenuBhtiodstBgprovide an
infornmation processing results of both the first
conmMymifeatna®n ounist oandet hedsemoaddcenminfoanhabnounstorage
10 medium processing apparatus which are excellent in
security.

An information storage medium according to one
embodiment of the invention comprises a first
communication unit configured to communicate with an

15 information storage medium processing apparatus in a
contact state, a second communication unit configured
to communicate with the infdrmation storage medium
processing apparatus in a non-contact state, a storage
unit configured to store information, and an execution

20 unit configured to execute predetermined processing
based on the information stored in the storage unit
using information processing results of both the first
communication unit and the second communication unit,
wherein the execution unit executes‘the predetermined

25 processing under a condition that both the first

communication unit and the second communication unit

have succeeded in authentication processing for the



wherein the execution unit executes the predeterm ned
25 processing under a condition that both the first
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have succeeded in authentication processing for the WO
2008/ 013066 PCT/ JP2007/ 063939 5 predeterm ned

processing. An information storage nedi um processing
apparatus according to one enbedi nent of the

i nvention conprises a first comunication unit

configured to conmunicate 5 with an information

st or pgedpedirmimied prooatatchgstate, a second

comuni cati on unit configured to communicate wth the

i nf ormati &n $ndpagetiedi grrirAJa MeAieBnpaefes§ipgeapparatus

and a request unit confjgured to request the . :
i nf oRRECFOANEt bPagBSNBRPAM 8N Ex8EutBE pt BURE B 71 ne R B S©5

processing via informati on processing by bpth the

firse TeBMURPRELTORSGAPE HRUCLFG"EbdBAYS CommERTEAR} GAt
unit, . erei.n the_reque ' e
authgﬁFpggpi5ﬁfoﬁpgéé§§iﬁéoggégtﬁésggédg?e?n%%%%aCt state,

procgsggggngycgﬁhnnﬁggtighrﬁBiEOHHHPEQQEEQntHn&%mﬂ@ﬁicate

t he second communication 15 unit and rfequests the

predet enmi-Red; precRssi BE- stAdditi ABak uadyank ages-eéntact
the invention will be set forth in the description

whi clthekl, owsd andehnepar iniwi tbnbégabetious tegueshethe
description, or may be | earned by practice of the

i nvenhiformathenadvantggenedfunheo20xe¢nveat boadehgrhened
real i zed and obtai ned by neans of the ,

i nst purentalingi edaandfesnbrhahi BASCPEFENGUPHrPyth the first
poi nted out hereinafter.

communication unit and the second communication unit,
wherein the request unit executes authentication
processing for the predetermined processing by both the
first communication unit and the second communication
unit and requests the predetermined processing.

Additional advantages of the invention will be set
forth in the description which follows, and in part
will be obvious from the description, or may be learned
by practice of the invention. The advantages of the
invention may be realized and obtained by means of the
instrumentalities and combinations particularly pointed
out hereinafter.

Brief Description of Drawings

FIG. 1 is a schematic block diagram showing the
arrangement of an IC card according to an embodiment of
the invention;

FIG. 2 is a view showing the presence of



Brief Description of Drawings FIG 1 is a schematic

bl ock di agram showi ng the 25 arrangenent of an IC
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FIG 2 is a view showi ng the presence of WO

2008/ 013066 PCT/ JP2007/ 063939 6 applications A and B
inthe IC card according to the enbodinent; FIG 3 is
a schematic bl ock di agram showi mg the arrangenent of

an I C card reader/witer according to 5 the

enbodinent; FIG 4 is a flowhart showng a first
exanplp@lakatGonBUAI aati Bniprenesstngaby acpbudahgt yoothe
comuni cation neans; FIG 5 is a flowhart show ng a
secortbexanphe¢ ;of 10 communi cation processing by a

plurality of communication neans; FIG 6 is a

flomchartEgﬁbmﬁngsaafﬁﬂ@?mé%aﬁppéoék diagsampumheytrgnthe
error; and FIG 7 is a flowhart s

exawﬁﬁéa@ﬂemfﬁtaOéoﬁﬁuﬁpc5?F8nr8PPSFv%Eg§?rNBSSOFS?ng to
Carr the | nvention One enbodi nent of the

a sec

i nve |oﬁ OFPm88§¢r|bed hereinafter with reference

to the accgppanyi %g draw-Rgs « %go&Egg 'S r@t example of

schemati ¢ bl ock |a ran1shomnn

rrangenent of an

I C crghn@nqeadiing b?o@@s@ggedb9EQtp@ﬁrallty of
communication means;

FIG. 5 is a flowchart showing a second example of
communication processing by a plurality of
communication means;

FIG. 6 is a flowchart showing a first example of a
communication error; and

FIG. 7 is a flowchart showing a second example of
a communication error.

Best Mode for Carrying Out the Invention

One embodiment of the invention will described
hereinafter with reference to the accompanying
drawings.

FIG. 1 is a schematic block diagram showing the
arrangement of an IC card according to an embodiment of
the present invention. As shown in FIG. 1, an IC card
1 comprises a CPU 11, ROM 12, RAM 13, nonvolatile
memory (EEPROM) 14, co-processor 15, UART (Universal
Asynchronous Receiver/Transmitter) 16, and antenna 17.

The CPU 11 executes a specific command. The UART

16 serves as a contact communication I/F. The antenna



the present invention. As shown in FIG 1, an IC card
1 conprises a CPU 11, ROM 12, RAM 13, nonvol atile
wWOoRWeHY3066EEPROM) 14, co-processor 15, UART (Unpaesmad7/063939
25 Asynchronous Receiver/Transnmitter) 16, and antenna
17. The CPU 11 executes a specific command. The UART
16 serves as a contact comunication |I/F. The antenna
WO 2008/ 013066 PCT/JP2007/063939 7 17 serves as a
non-contact comrunication I/F. Wth these I/Fs, the
ICcard 1 permits access to a specific storage area
( ROVI1 32 ser-veenwel at hbe-remeayt 14pmuodecattibe THRdI t Wbnh
that the access is authenticated in both 5 a first
commtthiecat IdFspr ahecdl usirdglt hermdhsagtcess to a specific
communi cation I/F (contact protocol) and a second
conmehiccagieon rprot(BOYI 1ldsprgnehechahl éeniaepry 14) under
comuni cation I/F (non-contact protocol and exeqgutes
specFﬁPcC@6§ﬁ§ﬁ8np&8éés§hﬁg?cﬁ9gﬁlEP %Ugéeﬁt§€ﬁ5ﬁ§t?8 both
bl ock di.a ran1shoming the _arrangenent of an I C car
> 1 eadér M PtefFCRREEHG ﬁéopopr?ﬁgcgﬁbBE?ﬁ%nF of “The®®

' ti . .As . sh ' Fl
eadsrrreer 3 Bonsr S atp P SRt bRatT 8 mafrsan
nonval,akihec 81PQSE§SPhe 2Ron UARTLadb 26,

g?qgﬁyg%%tog DT ]
and ant enna . The CPU 21 execites a specific

Co””%@ﬁmuﬁﬂ%a@éBﬁ 126 S8b¥esoABadtCPRbA6EO]), and executes
conmuni cation |I/F. The antenna 27 serves as a

non- ¢pRtagt cCemntancapirosek5EngWth these I/ Fs, the
IC card reader/witer 2 requires 20 authentication
10 processi nglicn thescentsatemprotobdbcsdhggram showing the
arrangement of an IC card reader/writer according to
the embodiment of the invention. As shown in FIG. 3,
an IC card reader/writer 2 comprises a CPU 21, ROM 22,
RAM 23, nonvolatile memory 24, co-processor 25, UART
15 26, and antenna 27.

The CPU 21 executes a specific command. The UART
26 serves as a contact communication I/F. The antenna
27 serves as a non-contact communication I/F. With
these I/Fs, the IC card reader/writer 2 reguires
20 authentication processing in the contact protocol using
the contact communication I/F and the non-contact
protocol using the non-contact communication I/F, and
further requests specific command processing.

In this embodiment, in order to prevent leakage of
25 communication data, a plurality of routes of the

communication data are prepared to make exploration of

the communication data by an ill-disposed person



the contact comunication I/F and the non-cont act
prot ocol using the non-contact conmunication I/F, and

wa B eles equest s speci fic conmand processi ng. pdTIE005063939
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enbodi nent, in order to prevent |eakage of 25

communi cation data, a plurality of routes of the

comruni cation data are prepared to nmake expl oration of

t he conmuni cati on data by an il 18 di sposed person WO

2008/ 013066 PCT/ JP2007/063939 8 difficult. For

exanpl e, the security of the IC card is enhanced by a

pl ur aliiftty cofl tconvini eatimphepeahse bacuaddiyt ob6nthe f@ecard is
met hods of encrypting communication data, appending a

si gnahbeeceantdbycenpllicailinhy afcesmmtipicBtsenraeans 1n
information. Details of comunications using a

pl ur @ddiiy ieh teoianmeahres AEaRECHYPF1pE GQ@QFPbéﬂtlon
below. In the IC, card 1, applicatiagons A and g

pr es€R{ 2 agPERBARTEN2 PF@PaEur?haansco?ﬂg fe %ﬁ?daﬁcess to

stores appli.cation 10 and B. For exanple, secret
key RESIEF %Sfp8ﬁlﬁ5y a, verification key b,

appllcatlgg %3ﬁ$ho§ngohﬁﬁ hhﬁglékg uBf ﬁﬁeﬁtphﬂrallt¥ of

appl i cation card 1 sStores secre

key Aoni@ihiitheabhORek8Y @41Vepif be8tr9BedkB¥1bw. In the IC
application data, and the |ike. This secret key 15 A

I s arairgpart apbi1sestebnker whiich hgeUpedstntgeasrahewn in
a signature in the application, and is inhibited from

bei ngIGead .outrhext ésnakhy, 1andaedl § atcaed appliécatanns A
update (rewite) the secret key. The card issuer can
updateds&r efokepxAmpiky whemehekey Bheveeififetsion key a,

verification key b, application data, and the like are
present in application A. That is, the IC card 1
stores secret key A, verification key a, verification
key b, application data, and the like. This secret key
A is an important secret key which is used to generate
a signature in the application, and is inhibited from
being read out externally, and only a card issuer can
update (rewrite) the secret key. The card issuer can
update secret key A only when he or she verifies
verification key a by the contact protocol and
verification key b by.the non-contact protocol.

FIG. 4 is a flowchart showing a first example of
communication processing by a plurality of
communication means.

ST1l: The contact communication I/F (UART 26) of

the reader/writer 2 activates the IC card 1 via the

contact I/F (UART 16) of the IC card 1, thus setting



20 verification key a by the contact protocol and
verification key b by the non-contact protocol. FIG 4

wo 3008/0idoesxchart showi ng a first exanpl e of PCT/JP2007/063939
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comuni cation processing by a plurality of

communi cation neans. 25 ST11l: The cont act

communi cation |I/F (UART 26) of the reader/witer 2
activates the ICcard 1 via the9 contact |/F (UART 16)

of the IC card 1, thus setting WO 2008/ 013066

PCT/ JP2007/ 063939 9 the IC card 1 in a conmmuni cabl e

st at ehusitngckle@ conhaat copnahdcabléesgate Tusidg the contact
protocol). ST12: The contact conmunication |I/F of the

r eaderbwoicvér (2.gxeclteslap8ELE&ECTLFILE command so as

to 5 select application Ain the ICcard 1 using the
contact pBdfldsol Thencphsare eamguricappPncat FoRfALRS
assigned to a current application_in the_contact
prot6€éﬂ?r/ST}§?rTﬁeeﬁ8ﬁ9E%ﬁt3C§EEBHWUHF%5t?8ﬁm??% so as to
(antenna 27) of .the.reader/wjter 2 sets.a__.
connﬁﬁﬁ@&ﬁl@pgﬁéféglfﬁ s?ﬂgébﬁeE%oﬁ§E%n%a%?l%?o%%%o?ontaCt

non-ggﬁgggPE%/g&gagﬁgn%g ?%fg gf %géﬁig?%§¥gaﬁfngﬁjflgned
The @gnécgﬂE§%BtCQEEE@bg§EBQHih/ghgfcgﬁgact protocol.

reader/witer 2 exgcutgs a SELECT FI LE conmand so as
to 15 sels@qts.apphieCabhoBoAtbBtt BemhGneakdidnusy Rg (kheenna

non-contact protocol. In the I1C card 1, application A

is aggijgpedthe acadetgntriappl Pcattenai nomhenicable state

non- cont act protocol.
using the non-contact protocol (e.g., T = CL protocol)
of the IC card 1 via the non-contact I/F (antenna 17)
of the IC card 1.

ST14: The non-contact communication I/F of the
reader/writer 2 executes a SELECT FILE command so as to
select application A in the IC card 1 using the
non-contact protocol. In the IC card 1, application A
is assigned to a current application in the non-contact
protocol.

ST15: The contact communication I/F of the
reader/writer 2 verifies verification key a by a Verify
command using the contact protocol. Application A
starts verification after confirmation of the
authenticity of the command. When two requirements:.
"the verification result is authentic" and "the Verify
command is transmitted in the contact protocol" are

met, the IC card 1 stores establishment of the

condition "contact & verification key a", and the



ST15: The contact communication |/F of the 20
reader/witer 2 verifies verification key a by a

wo/sg/Hisoscconmand usi ng the contact protocol. PCT/JP2007/063939
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Application A starts verification after confirmation
of the authenticity of the command. Wen two

requi renents: "the verification result is authentic"
and "the Verify 25 command is tr@nsmitted in the
contact protocol"™ are net, the IC card 1 stores
establishment of the condition "contact &

veri toeadbconckeyuaicaandnt DgFrWOr 2008/ 023666d 1 returns a
PCT/ JP2007/ 063939 10 contact communication I/F of the
| C cabdmilr ebumhsaaionorsaponeentnathan eéspoase to
that of the reader/witer 2. ST16: The non-contact
commueidati/enitEF 8f the 5 reader/witer 2 verifies

verification key b by a Verify commuand u5|ng tDe
non- conta@@lﬁrotgéélnoﬂpﬁppééFF rommugigagion L/F of the

e L L
verifi cat I t " Ver j . .
commERitPLS PaRRH FrkgrPHPREtRS: 8D oé?fprﬁ%‘*%%yfégtm A
are ng&tstggrhglggEQOﬁ §%QE?SCQ§E§Pﬁé§b8§n&fofhéhe

condition "non-contact & verification key b", and the

non- goRhask i €QRYUBECALEORoMENAE thBehC%ﬁ@rﬂeéuieéMéﬂSS
a normal term nation response to that of the 15

readerher ivber f2cabldn: rébaleontsaatithennual cahdohthéFverify
of the reader/witer 2 executes an Update Key command
usi ngommand is transmitted in the non-contact protocol" are
met, the IC card 1 stores establishment of the
condition "non-contact & verification key b", and the
non-contact communication I/F of the IC card 1 returns
a normal termination response to that of the
reader/writer 2.
ST17: The contact communication I/F of the
reader/writer 2 executes an Update Key command using
the contact protocol so as to update secret key A.
ST18: Application A confirms whether or not both
the conditions "contact & verification key a" and
"non-contact & verification key b" are established
after confirmation of the authenticity of the command.
If both the conditions are established, secret key A is
updated to new secret key A' derived from data included
in the received command, and the contact communication

I/F of the IC card 1 returns a normal termination

response to that of the reader/writer 2.



the contact protocol so as to update secret key A
ST18: Application A confirnms whether or not both 20
wo bsoooes ti ons "contact & verification key a"pangP2007/063939
"non-contact & verification key b" are established
after confirmation of the authenticity of the command.
If both the conditions are established, secret key A
is wupdated to new secret key Allderived from data
included 25 in the received conmand, and the contact
communi cation |/F of the 1C card 1 returns a nor nal
term nati afteesponse taet batret kkheg neadpdAwnedt ep B! and
WO 2008/ 013066 PCT/JP2007/063939 11 After that, the
secrebankby usedpdated to A and can be used. Note
that the first exanple of the aforenentioned .
communi catios® phecesbendican B&apPast PEelhpyafargmengioned
nodi fying it as fol |l ows. alé The order oL.thg cont act
conmGRMEEFIGAS 1PR PEPEESENAISTEE BRAPFAEThGRT cBHht actd -’
communi cati,ons.in__ST13.and ST14 may be repl aced. That
5is, BPfé ylgﬁe&ﬁt98n¥8glPHg'non-con¥act coﬁnunications

in ST13 and,10 ({E14, qkhe ;¢ORhaCL APABMNLERLLARSat Bons
ST11 and gifz na} _6e exgcuteg. ?2) The order o? tﬁgs .
cont agh 1cQpEURIrGat bAR kRe BdAScandathechRARuEOBABCHNs in
comuni cation in ST16 may be replaced. That is, after
executriign aef ©hresneaycopet aeplibedomuhiacat pnaineBT16,
the contact comunication in ST15 may be execut ed.

execution of the non-contact communications in ST13 and

10 ST14, the contact communications in ST11 and ST12 may
be executed.
(2) The order of the contact communication in
ST15 and the non-contact communication in ST16 may be
replaced. That is, after execution of the non-contact
15 communication in ST16, the contact communication in
ST15 may be executed.
(3) The contact communication in ST17 may be

implemented by a non-contact communication.

The second example of the communication processing

20 using the plurality of communication means will be
described below. FIG. 5 is a flowchart for explaining
the second example of the communication processing
using the plurality of communication means.

ST21: The contact communication I/F (UART 26) of

25 the reader/writer 2 activates the IC card 1 via the

contact I/F (UART 16) of the IC card 1, thus setting

the IC card 1 in a communicable state using the contact
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i mpl emented by a non-contact communication. The second
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plurality of comunication nmeans will be described
below FIG 5 is a flowhart for explaining the
second exanpl e of the comruni cati on processing using
the plurality of conmuni cation heans. ST21: The
contact comuni cation I/F (UART 26) of 25 the
reader/witer 2 activates the ICcard 1 via the

cont @ebtbebl( YARE. 16T eof 1t peotEcoayd 1, thus setting
the ICcard 1 in a communi cable state using the

cont act WOT2Q08/ 0h3066nRETLIPROOYNDE63930Nn 1ZFppbt b
(e.g T =1 protocol). ST22: The cont act
connﬁﬁﬁé&?/@ﬁlFPF &f ekReutpeadePEWEFT eF [ DE exeRneRd %9 as to

SELECT _FI LE conmand ;so as  to  sel ect lecatlon @
t he P@lééFdaEp&éFﬁﬁlPﬁe cont B¢ écp%fg | S1RY; Hee| gontact

o PO PR BTSSR i
tact
cont 35 IO E AT AT, Lo yE oot st deor

verifies verifica ey a by a usi ng

the contaglropr.ot @l coARBLECAbIRAONACalQo8t @7FSof the
verification after confirmation of the authent|C|ty

of theasemmpdccWhenvbworteguiseementstiontkey a by a Verify
verification result is authentic" and "the Verify

commepdmhadt nahagi thedcbnthhe pooatacdlprohppbitadien A
met, the IC card 1 stores establishnment of the 15
condstGMS"aenﬂé¢ca&iverEfteattgnfkeWaQiQHaﬁﬂ the
authenticity of the command. When two requirements:
"the verification result is authentic" and "the Verify
command is transmitted in the contact protocol” are
met, the IC card 1 stores establishment of the
condition "contact & verification key a", and the
contact communication I/F of the IC card 1 returns a
normal termination response to that of the
reader/writer 2. Then, the IC card 1 is deactivated.
ST24: The non-contact communication I/F (antenna
27) of the reader/writer 2 activates the IC card 1 via
the non-contact I/F (antenna 17) of the IC card 1, and
sets it in a communicable state using the non-contact
protocol (e.g., T = CL protocol) of the IC card 1.
ST25: The non-contact communication I/F of the
reader/writer 2 executes a SELECT FILE command so as to

select application A in the IC card 1 using the contact

protocol. In the IC card 1, application A is assigned
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ST24: The non-contact communication I/F (antenna 20

27) of the reader/witer 2 activates the ICcard 1 via

the non-contact |I/F (antenna 17) of the IC card 1, and
sets it in a comruni cabl e statelBsing the non-contact
protocol (e.g., T = CL protocol) of the IC card 1.

ST25: The non-contact communication I/F of the 25

r eadew/ ar icuere2texeplteataoSELECThE|l hEneoomaadt sprasocol.
to select application Ain the IC card 1 using the
contact @I&wocolThel monheohCacar gonmuappkiéani éAFAcfsthe
assi gned WO 2008/ 013066 PCT/ JP2007/ 063939 13 to a ,
cur r esedgppghiréseiroR VRILhécRoMeEbAlGaE1BRokeY R, Py @ Verify
ST26: The non-contact comrunication |/F oi th . .

r ead 6PTRRNCeMS2Nge N BENVEPPFRELL POATREG b b§P%llcath“ A

Ve e AT L0, DO CORLAEh. PLOOLE! e

.S r :
Appl i ication after confrrmation

of t%%th%%%@%@kkcb%ytgg.%Bﬁmgggnanﬁhengﬁot%Qquirements:

requi renents: the verification result 1s authentic"

and “ihe Veriifycae9BrBRdsihstt RangatheREiEM bAE "the Verify
non-contact protocol"” are net, the IC card 1 stores

est abbinsrment sot rbheml@teandht ths hopAcennbattpotocol” are
verification key b", and the non-contact
connm@mcathenIC/Eamﬁ flhetb€esardtiblesbmast afnohenl
term nation response to that of the reader/witer 2.
Thenconkig tiGncdndnicrstdeacki varédicsr2en fag kontaed the
conmuni cation I/ F of the
non-contact communication I/F of the IC card 1 returns
a normal termination response to that of the
reader/writer 2. Then, the IC card 1 is deactivated.

ST27: The contact communication I/F of the
reader/writer 2 activates the IC card 1 via the contact
I/F of the IC card 1, and executes an Update Key
command using the contact protocol so as to update
secret key A.

ST28: Application A confirms whether or not both
the conditions "contact & verification key a" and
"non-contact & verification key b" are established
after confirmation of the authenticity of the command.
If both the conditions are established, secret key A is
updated to new secret key A' derived from data included
in the received command, and the contact communication

I/F of the IC card 1 returns a normal termination

response to that of the reader/writer 2.
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contact |I/F of the IC card 1, and executes an Update

wdkegs/ocwegrand usi ng the contact protocol so asp¢DIP2007/063939
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update secret key A ST28: Application A confirns

whet her or not both 20 the conditions "contact &
verification key a" and "non-contact & verification

key b" are established after clohfirmation of the
authenticity of the command. |If both the conditions

are established, secret key Ais updated to new

secret kepfAerdehavedtheosedaeh kagl Ldedp@sted ther' and
recei ved conmand, and the contact comrunication |/F

of thenllcecagddl returns a normal termination

response to that of the reader/witer 2 .
2008/ 0130868 PCF3P206D%/ 663939 eiim$$?e?ft¥g%,af%ﬁeme“tloned'
secret key.is updated to A and .can be used te
that COPBC Y LEBRACRARRBPE 51T e hr 55 dREREt sred, B o9
co j i 0CEeSS] n be practiced by, e.g., 5
nogrﬁg?%gg#ggaEEf%?Igaggog%) The order of t%e cogtact

communi cathonstha o342, o BT2Re @BHt23camfuti€ations in
non-cont act " conmuni cations in ST24, ST25, and ST26

may Beciepbaged. adlasTes, andfties execedbhOicOfcéfirunications
non-contact communi cations in 10 ST24, ST25, and ST26,

t he ¢antagt, compEni gaati BN36 i may TR 1y e Fl22ed andr'tsi23i s,

may be executed. (2) The contact conmunication in ST27

my béternpkenehied by ah@omerToRRRELACorwMiEEEdbiens in
ST24, ST25, and ST26, the contact communications in
ST21, ST22, and ST23 may be executed.

(2) The contact communication in ST27 may be
implemented by a non-contact communication.

(3) After the normal termination response 1is
returned in ST26, the process may advance to the update
proceséing in ST27 without deactivating the IC card 1.

A case corresponding to a communication error will
be described below with reference to FIG. 6. FIG. 6 is
a flowchart showing the first example of a
communication error.

ST31: The contact communication I/F (UART 26) of
the reader/writer 2 activates the IC card 1 Vié the
contact I/F (UART 16) of the IC card 1, thus setting a
communicable state using the contact protocol (e.g.,

T = 1 protocol).
ST32: The contact communication I/F of the

reader/writer 2 executes a SELECT FILE command so as to



(3) After the normal term nation response is 15
returned in ST26, the process nay advance to the

wolpE8khesoepr ocessing in ST27 wi thout deacti vat i PQr/Fe01663939
card 1. A case corresponding to a comuni cation error
will be described belowwth reference to FIG 6. FIG
6 is a flowhart show ng the first exanple of a 20
conmuni cation error. ST31: The t®ntact commruni cation
I/F (UART 26) of the reader/witer 2 activates the IC
card 1 via the contact I/F (UART 16) of the IC card
1, tRuseset bbpgiaattonmuniaabhe $Caterdsingsihe the contact
contact protocol (e.g., 25 T = 1 protocol). ST32: The
cont aebtoopiuni dat tbe [LFcefdt he apphdeatipntBrip assigned
executes a SELECT FILE command so as to WO 2008/ 013066
PCT/ 3P200710689892rpbisaréen apprheatPohaati ArPhecPt:
card 1 usin% the contact protocol. In the ICc rg 1,
aﬁplicatiéﬁ A‘isT§§sF@ﬁééCttSOQmBBFFéﬁFOBpﬁffcﬁ?i RS n
the contact, protocql. ST33: The contagct co nication

5 |/F &F3FRE/HT g&ae?/%?ﬁg&ei VEFLArEat Rl FF ati o ge‘)?e”fy
a by a Verify . d ' t ct
hop! FOMTGA ko iB8aPrS sURHI s PRBERTe, ReRiPraLien,®

of the, authentiGity;af LReccORBRA nYBEBNt ¥R the

requirenents: “"the verification result is authentic”
and JthecMenichy vl rcerBaadmnsntl angRkht edoi RefB€rements:

contact protocol"™ are net, the IC card 1 stores

est abkhehrert rotathen eesdilti da 4aoheacic® and "the Verify
verification key a", and the

10 command is transmitted in the contact protocol” are
met, the IC card 1 stores establishment of the
condition "contact & verification key a", and the
contact communication I/F of the IC card 1 returns é
normal tefmination response to that of the

15 reader/writer 2.

ST34: The contact communication I/F of the
reader/writer 2 executes an Update Key command using
the contact protocol so as to update secret key A.
Application A confirms whether or not both the
20 conditions "contact & verification key a" and
"non-contact & verification key'g" are established
after confirmation of the authenticity of the command.
In this case, however, application A cannot confirm
establishment of both the conditions. That is, since
25 verification of verification key b by the non-contact

protocol does not terminate normally, application A

determines that the conditions required to update



contact communication I/F of the IC card 1 returns a
normal term nation response to that of the 15
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of the reader/witer 2 executes an Update Key conmand
using the contact protocol so as to update secret key

A.  Application A confirns whether or not both the 20
conditions "contact & verification key a" and

"non-contact & verification key b" are established

after confirmation of the authenticity of the command.

I n t Begreaseéeyhawever noappbtehll i shed, candotheondntact

est abl i shnent of both the conditions. That is, since

25 vepinhuoacatnoof IvEr pfi thei 8 keydblbyethens an abnormal

non-contact protocol does not term nate nornal
appl teanipatAondseePANRBstehabat hel cbhdi FFafer (& %h??%dz

to update WO 2008/ 013066 PCT JP2007/ 063939 16 secret
key KlEPQuﬁoPPQ§Fé89|§ﬁSBe @Ythe contact

communi catd th'e/rﬁo%,thsgggg ardsk ESLUEDSOAD: AQneL Al

term nati response tO e rea Wit

wi thaut updating, secret %S?lebe5d§é'£w§é&0k5§10@n@w§f

case corresponding to a conmunication error w

descrLbedchebowowrt . W@feF@@Ce7thFéC¥18wcﬁi£i ghbﬁlﬁg the
fl owchart showi ng the second exanple of a

conmdBkeati eragpner of ThecEibudicat ibheettoecard 1

checks if the 10 processes are executed based on the

prescri bedhepceteddi ng ohdeiCsterddli phehesROM tReor

the Iike, and
processes are executed based on the prescribed
processing order stored in the ROM 12 or the like, and
determines an error if the processes are not executed
based on the prescribed processing order. For example,
assume that verification of verification key b using
the non-contact protocol after that of verification key
a using the contact protocol is determined as the
prescribed processing order. Under this prescription,
a communication error will be explained.

ST41: The contact communication I/F (UART 26) of
the reader/writer 2 activates the IC card 1 via the
contact I/F (UART 16) of the IC card 1, thus setting a
communicable state using the contact protocol (e.g.,

T = 1 protocol).

ST42: The contact communication I/F of the

reader/write£ 2 executes a SELECT FILE command so as to

select application A in the IC card 1 using the contact

protocol. In the IC card 1, application A is assigned



determines an error if the processes are not executed
based on the prescribed processing order. For exanple,
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15 the non-contact protocol after that of verification
key a using the contact protocol is determ ned as the
prescribed processing order. Under this prescription,
a comunication error will be ekplained. ST41l: The
contact comuni cation I/F (UART 26) of 20 the
reader/witer 2 activates the ICcard 1 via the

cont act al ERrfUARTapb) ichttihe L€ thedcdptabuspsetocady. a
comuni cabl e state using the contact protocol (e.g., T
= 1 prot o68UpR: STh2: cPh&actntavmubsARLAPEaL Bnof/ Fhef
the 25 reader/witer 2 executes a SELECT F| LE conmand
so asepderderéseragplVeEatien Aerhfipatienchey a B%lﬁgverlfy
t he contact, protoc e |C card

s alemBABd VEF?@oéﬁﬁléﬁééaﬁ%ﬁ?ﬁﬁﬁﬁﬁ9}éasgggapﬁg 8bioh A,
current . %9 g%g%k'gg sgarggFf%9£$gtER£o£SE T?g 05 the

The CSH% comruni cat'1ron rea

Ver'EbﬁﬁaﬁﬂrHE'E@BE??mE@y ay ¥natw@r££4u19@ﬂgaeg usi g

the contact protoco I'n application A’ 5 verification

is startedcatteh theuaut RENhieheNt 08 tARd CORTENEri By
confirmed. When two requirenents: "the wverification

resukbmingnaut Besthasmandedt he Veei fyntsotmmndtdsol” are
transmtted in the contact protocol” are net, the IC
car dmétsgt ohesIéstabti 3haentesf eshablOskweditobnthe
"contact & verification key a", and the
condition "contact & verification key a", and the
contact communication I/F of the IC card 1 returns a
normal termination response to that of the
reader/writer 2.

ST44: The contact communication I/F of the
reader/writer 2 verifies verification key b by a Verify
command using the contact protocol. Application A
starts verification after confirmation of the
authenticity of the command. When two requirements:
"the verification result is authentic"” and "the Verify
command is transmitted in the non-contact protocol" are
met, the IC card 1 stores establishment of the
condition "non-contact & verification key b". 1In this
case, however, since these two requirements are not
met, application A determines that the condition is not
established. Based on the determination result of

application A, the contact communication I/F of the IC

card 1 returns an abnormal termination response to that
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normal term nation response to that of the

wo eder3oes i ter 2. ST44: The contact comuni cat pONIB2067/063939
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of the 15 reader/witer 2 verifies verification key b
by a Verify commuand using the contact protocol.
Application A starts verification after confirmation
of the authenticity of the comh@&nd. Wen two
requirenents: "the verification result is authentic”
and "the Verify 20 command is transmtted in the

non- ednttaet rppokcedek’itare2.net, the IC card 1 stores
establishment of the condition "non-contact &

veri fi cat iSgr Skey The, contelits copagaichswevred /Fspiicéhe
these two requirenents are not net, application A
det erifieRes /that erhé §6ﬁGPFP§naPsUHGﬁt?5 g¥t aBMMeRequsing

Based on the determ nation resul | t ,
the Go%t SERCEGIMERPEACPOnSF! Poof Ot HBtPEE shract Red' 2.

oL 190,500 L o 2 0kaal Loh, cesRange, 8o LRt YO
gead%%%Wﬁ%E Bsz"chégchgevgggkﬁegtgBHWHQyCQB'QﬂdllF

reader/witer execut es an Update Key conmand

usi ngnohhecsentack REetesekt$Bnagel,Opupdatecsesket skey
A. 5 Application A confirnms whether ©Or not both the

condiztficens coa@ntraat i&nveri theatiehekeycatyanf the command.

"non-contact & verification key b" are established

af t eIncahfiisr cateenhofietvbe, asphéntatiby df cahrotoapmhdrm

In this case, however, application A cannot confirm
establishment of both the conditions. That is, since
verification of verification key b by the non-contact
protocol does not terminate normally, application A
determines that the conditions required to update
secret key A are not established, and the contact
communication I/F of the IC card 1 returns an abnormal
termination response to that of the reader/writer 2
without updating secret key A.

Note that the aforementioned second example of a
communication error may erase establishment of the
condition "contact & verification key a" storea in ST43
based on the determination result in ST44 indicating
that the condition is not established.

This embodiment will be summarized below.

(1) When the IC card is activated by one of the
contact and non-contact I/Fs and authentication is

executed, the IC card holds the contents of the

authentication in the nonvolatile memory. After the IC



10 establishnment of both the conditions. That is,
since verification of verification key b by the
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application A determ nes that the conditions required

to update secret key A are not established, and the
contact 15 communication I/F of the IC card 1 returns

an abnormal ternination responk® to that of the
reader/witer 2 wthout updating secret key A Note

that the aforenenti oned second exanple of a
conmmuairdatisonempporrihy éeastivstadl i shapnitofstaetprated
condition "contact & verification key a" stored in
ST43bybabedoshetrhé/HepreinpubheohiFesuPe A &rgguted, the IC

indicating that the condition is not estgbllshed.
Thi s C@kBodrieat iieF| thetstinfar e bél SRt 1) OWhen ¢ he

non- GoneRLE ShPEs AR Eﬁ?ﬁ%ﬁff%a%i‘f%ﬁt?‘én""ﬁé%%t 8 et
|C . . :

e HGvaT & e Reor o Artar*(Het &e 20667 o1sbse" o
aﬁT/Qnggg/ggggggtigg.card is tenporarily deactivat ed,

en it is activated by the other I/F and

aut henti capijonTihe exeedi@dmakBe tEmmaatdadebasmvnese
that the security conditions are established when the
aut henticeatingntpheocessestbyntheob-twothtESsINBYe The IC
succeeded, and permts access fromthe I/F in
conneetdodeté2nifhe tBatarbdenakesrcbymopndations anel e

swi tching the contact and non-contact |I/Fs. The IC
established when the authentication processes by the

two I/Fs have successively succeeded, and permits
accesses from the two I/Fs.

(3) When a procedure other than the prescribed
authentication procedure ((1l) or (2) above) is
executed, the IC card immediately determines that the
security conditions are not established as well as the
intermediate authentication result, and denies access.

More specifically, this embodiment is as follows.

The IC card determines the authenticity of
processing based on both the result of authentication
(verification) itself and the type of protocol of a
command that prompts execution. That is, the IC card
determines, as independent authentication
(verification) results, the result authenticated
(verified) by a specific command of the non-contact
protocol via the non-contact communication I/F and the

result authenticated (verified) by a specific command



card determnes that the security conditions are 10
establ i shed when the authentication processes by the
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accesses fromthe two I/Fs. (3) Wien a procedure other
than the prescribed authentication procedure ((I) or
(2) above) is 15 executed, the IC card i medi ately
deternmines that the security cdhditions are not
establ i shed as well as the internediate

aut hentication result, and denies access. Mre
specifti gakl yonthics ewbedcoentiesths £ohtews. comineniCation
card determ nes the authenticity of 20 processing
based/én boththhe pesulitsofhaufhéhtwéagi operations when
(verification) itself and the t¥pe of protocol of a
conmBRdEDt KAe peBRphsSereEltl on. CFRARLNASS the | C card
deternm nes, as independent auythenticati

0
(verifica@ﬂonfor€§99F§,SFﬁBrﬁéguFFaSHFh8EtFEStS&eE%ll card
(verified) by a specific.co nd. of _{ he nop- cont act
prot888lg@iSxFﬁSSngﬁ?géﬁfgcggggnﬁﬁnF%%t?%ggf/F and t he
result authentic veri fi peci i grC
%) 2008/0%206 OP@%?%ﬁ%og?FgéggggQ¥38ugfg?hé SR
prot geeksui apkhe reenbiaeh GAABYNtRAtpen |/ F, and then
permts the PO||OMAng operati ons when both the
commands ngr mebl yiphere Baterit)y keadpdatie S8REUDFt ¥nd to

status of the overall card 5 and to access specific
dat aeixaculhe easgec2fitocupaahd sederi thesDBtus in a DF
and to access specific data under the DF

4) to update security status in an application,
and to access specific déta under the application; and

5) to update security status in the application
and to execute a specific command under the
application.

Additional advantages and modifications will
readily occur to those skilled in the art. Therefore,
the invention in its broader aspects is not limited to
the specific details and representative embodiments
shown and described herein. Accordingly, various
‘modifications may be made without departing from the

spirit or scope of the general inventive concept as

defined by the appended claims and their equivalents.
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a specific conmand under the DF;, 10 4) to update
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speci fic data under the application; and 5) to update
security. status in the application and to execute a
speci fic conmand under the application. 15 Additiona
advant ages and nodifications wi2l readily occur to

those skilled in the art. Therefore, the invention in

its broader aspects is not limted to the specific

details and representativeCeibadiImeintSs shown and
descri bed herein. Accordingly, various 20

modi f i cat ilons Amaynfermade oni sheutgdepadt tihgCPRBALERBT :
spirit or scope of the general inventive concept as
defined by ER&SappeRasalcRAIRE HRdtt REPEL8YGPdalent s.
WO 2008/ 013066 PCT/%PZOO?/ 63939, 21 CL Al _MS 1.

i nf oFREMHBACEEEr H3E nBRi ART COMPFF 8P ngoTadP; gt um

communl caLlon Uil coutLovted Lo camupLeate wi th an

Fum 5 processing apparatus in a

contact stater 34SecRinGeATYBhCahk OncURit g6eBkI gyr ed

to conmunicate with the infornmation storage nedium
procegamigidBpar i s tReaiN@Brmabi8at stbak§e Megiohage

unit configured to store information; 10 and an
execptrbeasdiiht apphirgunedihoaexeadtentact state;

a storage unit configured to store information;
and

an execution unit configured to execute
predetermined processing based on the information
stored in the storage unit using information processing
results of both the first communication unit and the
second communication unit,

wherein the execution unit executes the
predetermined processing under a condition that both

~the first communication unit and the second
communication unit have succeeded in authentication
processing for the predetermined processing.

2. A medium according to claim 1, wherein the
execution unit is activated by a communication with one
of the first communication unit and the second
communication unit to execute authentication processing
for the predetermined processing, stores an
authentication processing result in the storage unit,

and is deactivated, and the execution unit is activated



predet erm ned processing based on the information
stored in the storage unit using information

w@L@Ses®shg results of both the first comunieat/ie007/063939
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unit and the 15 second comruni cation unit, wherein the
execution unit executes the predeterm ned processing

under a condition that both the first comunication

unit and the second conmmunicat2®n unit have succeeded

in authentication 20 processing for the predeterm ned
processing. 2. A nmediumaccording to claim1, wherein

t he bgxecubmonnurnbtibs ad¢thvahedobiea cbnhbai Earson

with one of the first conmmunication unit and the .
secondmmgpprahiieat boAtuang tbeegecond ﬁ@@ﬁéﬁi@@ﬁi@@nunlt to

processing 25 for the predeterm ned processing, stor
an &4ERE ?lé&FPSﬁthFééé§§|HéoFﬁéﬁFPglﬁofhEhétBFﬁﬁ%termlned
uni t and i;s deactivate on u

actu95988S@tﬁﬁooéPélééeéeﬁcﬁPJ%EEB9?€6§©§§OH2%r%§e%?1ng
COﬁTTUnI Cﬁ.‘ttl on %t hS!i:he %hSnlgf %QS Uléséxe ution unit

COfTTTLIﬁI cati on uni e secbnd conmunication unit

%§§8HESsaHBEeEEEBQEb?ﬂlﬁé@cﬁ§§&ggsEQ& tR8er a condition

predetern1ned processi ng, and stores an

aut hepki-cahkoRwBr 96eE8hgcat i 88UptotasthRgStesates stored
unit, and the execution unit executes the

pred@hetﬁbnedopag@eaanﬁg1nadeata sondesisonl sbhahemhication.
two aut hentication processing results stored in the
storage umi.t Andidaue sccoedshgl tauthenti gat wvbare3dn phe
medi um according to claim2, wherein the 10 execution

uni t edetethpnesnas datermoneausheali earponauthentication

processing by the first communication unit and the
second communication unit that does not correspond to a
prescribed authentication processing order of the first
communication unit and the second communication unit,
and does not permit execution of the predetermined
processing.

4. A medium according to claim 3, wherein when
the execution unit stores the authentication processing
result in the storage unit via the communication with
one of the first communication unit and the second
communication unit, and the same communication unit
executes a communication again, the execution unit
deletes the authentication processing result stored in
the storage unit.

5. A medium according to claim 1, wherein the
execution unit is activated by a communication with at

least one of the first communication unit and the



processing by the first conmunication unit and the
second commruni cation unit that does not correspond to
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first communication unit and the second conmuni cati on
unit, 15 and does not permt execution of the
predeterm ned processing. 4. A nmedium according to
claim3, wherein when the execi&Bion unit stores the

aut henti cation processing result in the storage unit

via the communi cation with 20 one of the first

commsiicoald aommunti cand ohhenséecordecocbrrupiathehbncahion

and the sane conmuni cation unit executes a
conmprioc@sisdmdagairn theheredetgrménednprocgepénasushag both
aut henti cati on processing result stored in the storage

uni t thes fgrsa megmimigecsrai Hito2BraFif15eGRBei n t he
execution ynit is activated b¥ .CO nication with at y
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uni t, éxecutes authentcation processing for the

pfed%h%%%h%%@a&&%%egﬁgegs§§569r@%hhtstBﬁ Ehésgtorage unit,

conmuni cati on unit the sécon conmuni cati on unit

by swrichix_guttke theshreasruprheatboproceBsingndntibe a
second conmmuni cation unit, stores authentication

pr ocessidig ibestihts ithet h@ostaragatiuniatjionapdoexssihes
the predeterm ned processing under a condition that
t he tresudatshenbiredt iiontpeostssipg unésulindisabeedurnessful
the storage unit indicate successful
authentication.

6. A medium according to claim 1, wherein the
storage unit stores a secret key, and

the execution unit updates the secret key in
response to an update request of the secret key under a
condition that the authentication processes of both the
first communication unit and the second communication
unit have succeeded.

7. An information storage medium processing
apparatus comprising:

a first communication unit configured to
communicate with an information storage medium in a
contact state;

a second communication unit configured to
communicate with the information storage medium in a
non-contact state; and

a request unit configured to request the

information storage medium to execute predetermined



10 authentication. 6. A mediumaccording to claim1,
wherein the storage unit stores a secret key, and the
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an update request of the secret key under a 15

condition that the authentication processes of both

the first communication unit and the second

conmuni cation unit have succeeded. 7. An information
storage nedi um processi ng apparatus conprising: 20 a

first conmmunication unit configured to comunicate

Wi t hpancesbongavienisforageiordbuaréasangcontieth the first
state; a second conmunication unit configured to
comaAMEana CAE ANt HB1EneBeNRbE oﬁ%@@?‘a@‘émfﬁ‘éﬂ’r%ﬂ%%n aunit,

25 non-contact state; and a request unit configure
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request unit executes

aUthﬁHEkCQBBOEe858§€§StHQ ?95d&9§rﬁi§Q§t§f8&@§§1ng
processi ng by both i rst conmunication unit and

t he Secon@.comﬂuapga&a@ns gatbrandgr equesbtsmt Mg wherein the

predeterm ned processing. 8. An apparatus according to

cl ai rednewhenein theivaegaesheunnfoanéivabestdohege medium

i nformati on storage nedi um
by a communication with one of the first communication
unit and the second communication unit to execute
authentication processing for the predetermined
processing, activates the information storage medium by
a communication with the other of the first
communication unit and the second communication unit to
execute authentication processing for the predetermined
processing, and reqguests the predetermined processing.

9. An apparatus according to claim 8, wherein the
request unit executes the authentication processing
based on a prescribed authentication processing order
of the first communication unit and the second
communication unit.

10. An apparatus according to claim 7, wherein
the request unit activates the information storage
medium by a communication with at least one of the
first communication unit and the second communication

unit, executes authentication processing for the

predetermined processing using both the first



by a conmuni cation wth one of the first comrunication

10 unit and the second communication unit to execute
w@pdoBendoscat i on processing for the predetern nec/ypr2007/063939

processi ng, activates the information storage nmedi um

by a communication with the other of the first

communi cation unit and the second conmuni cation unit

to 15 execute authentication pratessing for the

predeterm ned processing, and requests the

predeterm ned processing. 9. An apparatus according

t o Clcammud,icaltépei mntihe ahdquest sanbhdexemmtiescehéon unit by

aut henti cati on processing based on a prescribed

aut hemtiitchtingn tpeodeégsitcngoomded cagdonf uphe fndsthe second

conmuni cation unit and the second comunication unit.
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request unit activates the information storage nedi um

by aP&8MTinit€&ti on with at | east one of the 25 first

conmuni cation unit and the second communi cation unit,

executes authentication processing for the

predet erm ned processing using both the first WO

2008/ 013066 PCT/ JP2007/ 063939 25 conmmuni cation unit

and the second comuni cation unit by swtching the

first communication unit and the second comunication

unit, and requests the predeternm ned processing.



