SYSTEM AND METHOD FOR SELECTI ON OF MESSAG NG SETTI NGS BACKGROUND 1. Field
of the Invention This invention relates generally to the field of secure

el ect roniwomemsagl ng, and in particular to sel ecting NMessagir@\03/00606
configuration settings on a nmessaging client. 2. Description of the Rel ated
Art Known secure nessaging software clients, such as e-mail software
applications operating on desktop conputer systens, can use only one set of
messagi ng settings;at@ Atavbnﬁm%sﬁﬁgbﬁﬁc%%ﬁ PO RRY e seBlRks | shed by

usi ng a nouse, a keyboard or another 1 nput device, for exanple, to
configure such nessage characteristics as formats, fonts, and comon text
that shoul d appear in all outgoing nessages, as well as secure nessagi ng
characteristics such as nessage sig&mﬁncrypti on. Although a user may
establish nore than one group of s = | y one group, previously
selected as current or default settings, controls nessagi ng operations on a
nmessaging client at any tinme. In order to configure different nessage
characteristics for an outgoing nessage than those established in the
current set th.rigjeld efikednyventian settings nust be over-ridden or another group
of settings nust be selected. These operations tend to be cunbersone,
particul arly when nesShigene¢niioacteiates generaltnide the fielkhat sacureqeleetranjc such
as when the addressees of outgoing nessages have different nmessagi ng

capabi | i t i esnessidyiigRand in particular to selecting messaging configuration settings on a

messaging client.

2. Description of the Related Art

Known secure messaging software clients, such as e-mail software
applications operating on desktop computer systems, can use only one set of
messaging settings at a time. Messaging settings may be established by using a
mouse, a keyboard or another input device, for example, to configure such
message characteristics as formats, fonts, and common text that should appear in
all outgoing messages, as well as secure messaging characteristics such as
message signing and encryption. Although a user may establish more than one
group of settings, only one group, previously selected as current or default settings,
controls messaging operations on a messaging client at any time. In order to
configure different message characteristics for an outgoing message than those
established in the current settings, the current settings must be over-ridden or
another group of settings must be selected. These operations tend to be

cumbersome, particularly when message characteristics must be changed



According to one aspect of the invention, a nmethod of selecting nessaging
settings on a nessaging client is provided. The nethod includes the steps
of conposwog3amoout goi ng nessage, addressing the out goi ng PCEFAAZO0d06 a
nmessage recipient, determ ning whether specific nessaging settings have
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messagi ng settl ng message characteristics of the outgol ng

nmessage wher, bidababifiagi ng settings for the message recipient have
been est abl i"g%%gsﬁicégét emfor selecting nessaging settings is al so

provi ded in accordance with anot her aspect of the invention. The system
i ncludes a data store configured to store a plurality of specific nmessagi ng

settings, and a nessaging client corgd,ﬁMrAﬁ:to send nessages, each of the
nmessages havi ng nessage characteris bei ng addressed to a nessage

store tao, determ ne.whether s ific. nessaging
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an exenpl ary messagi ng system Fi g. is a block diagramillustrating a
secure e- nmaiMeSv8es %&EQ% HSF?@’@'W"?QQ yﬁﬁ@gsa@%%c Wéﬁa&gﬁg #6tHingsshave besty ock

di agram of a w reless npbile comuni cation device inplenenting an_automatic
nmessagi ng S@@{qbﬁgﬁebdef(gcmeowegweefﬁaplent, and selecting the specific messaging

settings to control message characteristics of the outgoing message where specific
messaging settings for the message recipient have been established.

A system for selecting messaging settings is also provided in
accordance with another aspect of the invention. The system includes a data store
configured to store a plurality of specific messaging settings, and a messaging
client configured to send messages, each of the messages having message
characteristics and being addressed to a message recipient, to access the data
store to determine whether specific messaging settings have been stored for the
message recipient to which a message is addressed and to select the specific
messaging settings for the message recipient to control the message
characteristics of the outgoing message where specific messaging settings have

been stored for the message recipient.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagram of an exemplary messaging system.



Fig. 4 is a block diagram showi ng an exenpl ary address book entry that
supports nessagi ng settings selection. Fig. 5is a flowchart illustrating
a met hod wbh oseb®et i ng nessagi ng settings on a nessagi ng clpcantaosiq@e 6 is a
bl ock di agram of a wireless nobile comunication device. DETAILED
DESCRI PTI ON Messagi nopgeil isngpigaky ofigfirh Alludhefifg A seBFeagmaneasiqd i sti cs

such as nessage format "and fonts for "both unseclre nessages and secure

nmessages. U gﬁéﬁeg%igmg%%%wg@gféﬁg, for exanple, classical e-mail nessages

t hat are exchang aging clients through the Internet. Secure

nessage char act eri Sti g SUClbs, FEGRANS ShANLATRB: SIRMIRILAN, fRlca! SO be

controll ed by establishing nmessage”settings. cure nessages nmay be signed
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secure nessage. For e a secdre nessa I'ghed, "encrypted and
t hen signed,, qr. sighe . .enc ed by a nessage sender according to
vari ants of t@csﬁiégﬁ%ﬁe?ggﬁlﬁg%ﬁ%geey??ctelﬁgh/ai | Extensions (S/MME). A secure
nmessage could simlarly pe encoded onpr.essed t herwi se processed
ol ther before or af terSpaing e TRSPAFERE oaifed of SHRkTE RESEIRE
nmessage settings may include general nessage settings, secure nessage
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settings, of OnR MessadNngdett i ent all ows a system on which it operates

to recei ve and possi bl so send nessagges. Messagj ng client . operate
on a conput er P #.{5 g‘ !sablo& lagram of a wireless m&gfec%mmurﬁcat%nrgglcep

DETAILED DESCRIPTION

Messaging settings may control general message characteristics such
as message format and fonts for both unsecure messages and secure messages.
Unsecure messages include, for example, classical e-mail messages that are
exchanged between messaging clients through the Internet. Secure message
characteristics such as message signing and encryption may also be controlled by
establishing message settings. Secure messages may be signed with a digital
signature, encrypted, or both signed and encrypted, and possibly also processed in
other ways by a message sender or intermediate system between a message
sender and a messaging client which receives the secure'message. For example,
a secure message may be signed, encrypted and then signed, or signed and then
encrypted by a message sender according to variants of Secure Multipurpose
Internet Mail Extensions (S/MIME). A secure message could similarly be encoded,

compressed or otherwise processed either before or after being signed and/or



system a handhel d device, or any other systemor device with

communi cations capabilities. Many nessaging clients al so have additi onal
non- messagongodncti ons. Fig. 1 is a block diagram of an exeEmNoanys06
messagi ng systemin which the present invention nay be inplenented. The

system 10 i ppbiARS. aTilige m@ﬁcﬁﬁggfh\é@éé‘ge(Wg&léaXQH&Méageﬁé}aﬁnﬁew er

system 14, a wrel ess net eway 16, an orporate Local Area

Net wor k (LA%%?#ES’ Smgr%égﬁ%e%{g\é?%%ﬁﬁt eway 16 is also coupled to a

W reless co cation n ich a wireless nobil e conmuni cation
device 22 ("nobile deyice) i f] e . system
14 may be a desktop o)i'( nﬁ%ﬁ%‘glbagg%od#gwg?(C)L%%%tng?ﬁ?%@, It %g%%ﬁgv%% e|Sgured
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is normally Iocaﬁted b;@l nd a securit fizagvvall 24, #thiln the corporate LAN
30, a nessad@PRUMRS:  0aNpSRPSAORY SIPNL AlshNP BAFHONR! (ANPPPRANY 24
serves as tt?e rimary interface for the corporation to exchange nessages
both withi n"{ME°MAN 18, and with other external nessaging clients via the

2 o T St SRl s SRR TR o, 20,

Server 26 )P BISSBTRTIER RIS TTBHTT PGt FBRKS Py D EEHes HIPAME

database st ?\lre?v%grkf(\(/)\erl\?ﬁlze,} g(ojl%lgd tot a c(:jé)mrladtgrt s,syfstérr? ?5 a{ Jvisrélgés network gateway
16, and a corporate Local Area Network (LAN) 18. The wireless network gateway
16 is also coupled to a wireless communication network 20, in which a wireless
mobile communication device 22 ("mobile device") is configured to operate.

The computer system 14 may be a desktop or laptop personal
computer (PC), which is configured to communicate to the WAN 12, the Internet,
for example. PCs, such as computer system 14, normally access the Internet
through an Internet Service Provider (ISP), an Application Service Provider (ASP),
or the like.

The corporate LAN 18 is an example of a network-based messaging
client. Itis normally .Iocated behind a security firewall 24. Within the corporate LAN
30, a message server 26, operating on a computer behind the firewall 24 serves as
the primary interface for the corporation to exchange messages both within the LAN

18, and with other external messaging clients via the WAN 12. Two known

message servers 26 are Microsoft™ Exchange server and Lotus Domino™ server.



e-mai |, electronic docunentation, etc. The nessage server 26 provides
nmessagi ng capabilities to the corporation's networked conputer systens 28
coupl ed twotoseoloAN 18. A typical LAN 18 includes nultipl e PCorqueBesosyst ens
28, each of which inplenents a nessaging client, such as M crosoft

Qut | ook(t M ;THk8é YervBiR! 65 arefdifen AEHM BordjidectibAWithAntdiRaTREIFR RIS RuRI ved by
t he nmessage server 26, distributed to the appropriate mail boxes for user
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t hrough a nessagi ng client erating i n conjunction Wwth a conputer system
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t hr ough whi nessages nay be exchanged wt éew ce

functions a%-rﬂgfﬂreﬁ’éciliorﬁ?: @quHé‘?tdeBhi%tS. devi ce 22, encoding or otherw se

transform ng nmessages tor wre ess’ transm ssion, and any other required

goi 39%3;;@%“83 conf ;f%ﬁﬁé%fé%‘és%a{% %é‘?%%e%éﬁfe%a?ﬁﬁfé%#ﬂ@feslﬁeae lw‘i'kfils )
et wor k for PRI lel ot Ghioh. A ke R el 18 ABRER 1oy ™'Y
o the wal LSR8 BXERen R Sabue i m R bl FRh el dirbib The
ot cvys, sTReaangereT s s MisEosoB Oy Bek " rEPIENS e FaRirRe TN o ar so
oxanpl o, o \r BESSBROAE rergMBAbN s Firaon sovandt Bb iR b Fr Rl
interface f rrr?arnb%)r(]gs oé'ﬁs%? aggou%?seagéreggérdeinqﬁg irleceei\(/jeedvrin((:eggage, and are then

accessed by a user through a messaging client operating in conjunction with a
computer system 28.

The wireless gateway 16 provides an interface to a wireless network
20, through which messages may be exchanged with a mobile device 22. Such
functions as addressing of the mobile device 22, encoding or otherwise
transforming messages for wireless transmission, and any other required interface
functions are performed by the wireless gateway 16. The wireless gateway may be
configured to operate with more than one wireless network 20, in which case the
wireless gateway 16 may also determine a most likely network for locating a given
mobile device user and track users as they roam between countries or networks.

Any computer system 14, 28 with access to the WAN 12 may
exchange messages with a mobile device 22 through the wireless network gateway
16. Alternatively, private wireless network gateways, such as wireless Virtual

Private Network (VPN) routers could also be implemented to provide a private



22 through the wreless network 20. Such a private interface to nobile
devices 22 via the wirel ess network gateway 16 and/or the w rel ess network
20 may alwooshdmcti vely be extended to entities outside tReTIONN3AG0bY
provi ding a nmessage forwarding or redirection systemthat operates with the
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over the sane infrastructure. Recently devel oped w rel ess netvvork i ncl ude:
(1) the Cod&YgieM mcem'mmﬁﬁiﬂggs/r\%% RYaPR RS Wf%“qwfﬁssa
Speci al Mbile or the G obal System for Mbil e Conmunicatjons and the

General Pacléiseraia mokile devies ¢ nhibfougnitae wisalepssmetmork 'ﬂte@fé‘ﬁ@red‘f‘?bn (30

net wor ks, such as Enhanced Data rates for d obal ,
a wireless VPN router, the wireless network gateway 16, or some other interface, to

the wireless network 20 and to the user's mobile device 22. Another alternate
interface to a user's mailbox on a message server 26 is a Wireless Application
Protocol (WAP) gateway. In one such implementation, a list of messages in a
user's mailbox on the message server 26, and possibly each message or a portion
of each message, is sent to the mobile device 22 through a WAP gateway.

A wireless network 20 normally delivers messages to and from mobile
devices 22 via RF transmissions between base stations and mobile devices 22.
The wiréless network 20 may, for example, be: (1) a data-centric wireless network,
(2) a voice-centric wireless network, or (3) a dual-mode netwbrk that can support
both voice and data communications over the same infrastructure. Recently
developed wireless networks include: (1) the Code Division Multiple Access
(CDMA) network, (2) the Groupe Special Mobile or the Global System for Mobile

Communications (GSM) and the General Packet Radio Service (GPRS) networks,



Evol ution (EDGE) and Universal Mbbile Tel econmunications Systens (UMIS),
whi ch are currently under devel opnent. GPRS is a data overlay on the
exi sti ng WwBNBwdm™et ess network, which is used in nmany part coicAobeosoer | d.
Exanpl es of data-centric networks include: (1) the Mbitex(tm Radio
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(TDVRA) systens that have been available in Anericaand worl d-'wi de for
near | 10 I [ vice, a
VOi ceycomrﬁmgq %n evi gﬁggﬁﬁé@%&nﬁ Fg@\?gl %g%gane W }anﬁé ngt'ﬁba
comruni cat i %‘§Mf\h|%?éés%‘vbrtkywhf&ﬁ ué@& lh'"%'ﬁ/ém fq,q:é/%ﬁ capabl e of voice,

data and ot her types o conﬁunlc I ons xenp ary no |Ie device 22 is
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The mobile device 22 may be a data communication device, a voice
communication device such as a mobile telephone with data communications
functionality, or a multiple-mode device capable of voice, data and other types of
communications. An exemplary mobile device 22 is describéd in further detail
below.
Perhaps the most common type of messaging currently in use is e-
mail. In a standard e-mail system, an e-mail message is sent by an e-mail sender,
possibly through a message server and/or a service provider system, and then
routed through the Internet to one or more message receivers. E-mail messages
are normally sent in the clear and typically use Simple Mail Transfer Protocol
(SMTP) headers and Multi-purpose Internet Mail Extensions (MIME) body parts to
define the format of the e-mail message.
In recent years, secure messaging techniques have evolved to protect

both the content and integrity of messages, such as e-mail messages. S/MIME and



both the content and integrity of nessages, such as e-mail nessages. S/M ME
andPretty Good Privacy(tm (PGP(tm) are two public key secure e-mail
nmessagi ngwprosteet s t hat provi de for both encryption, to mCai@B/ocata
content, and signing, which protects the integrity of a nessage and
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nobi I e device 38 js adal(r)]t ed to operate within the wirel ess network 36. The
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device, on which a nessaging client operates to enable e-majil nessages to
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wirel ess network 36, and the nobile device 38 are substantially the sane as
selection techniques of the present invention are applicable. It should also be

appreciated that these techniques are applicable to other types of messaging than
email, including instant messaging and Short Messaging Service (SMS), for
example.

Fig. 2 is a block diagram illustrating a secure e-mail message
exchange in a messaging system. The system includes an e-mail sender 30,
coupled to a WAN 32, and a wireless network gateway 34, which provides an
interface between the WAN 32 and a wireless network 36. A mobile device 38 is
adapted to operate within the wireless network 36.

The e-mail sender 30 may be a PC, such as 14 or 28 in Fig. 1, ora
mobile device, on which a messaging client opérates to enable e-mail messages to
be composed and sent. The WAN 32, the wireless network gateway 34, the
wireless network 36, and the mobile device 38 are substantially the same as
similarly-labelled components in Fig. 1.

According to a public key signature scheme, a secure e-mail message



simlarly-1|abelled conponents in Fig. 1. According to a public key
signature schene, a secure e-nmail nessagesender 30 typically signs a
nmessage bwousioni1t he sender's signature private key to perCareaoanocos
encryption or sone other transformation operation on a nessage or a digest

of the nmessgaaRd&rBOAPHIEAIRIsRynd fthesdardle bylugMyithe Sendebraeiplatae pavatk kby f
signature algorithm Those skilled in the art will appreciate that although
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(SHA-1 ) or ssage Di gest algorithm for exanple, do not |nvoI ve
masage. | noRgTG TROE SRleS LPRE A aﬁf@&%%? FragRRoh oy R Y,

| ud th t
't R; . UI gs bougj ﬁ@f@ﬁ}a&égﬁgﬁ{?ﬁﬂd é@@m%tgh sEcreE e AR WAARRS tHeCiﬁégs'ahél seiHerr ma ' on

one OI’ nore di gt S1 ghat ures’,

T e bR o o AT SR ORI, U,
Lhe o 23'n3zreéﬁsaa?ﬁgpﬁggur%ﬁ'pgneﬁﬁrﬂa@ SO 85 P abo Ry "o,
o Sitﬁézﬂﬂasﬂg%b‘e%%“ﬁ"sgﬁﬁrﬁuﬁv @ﬁe“s%cwgﬁznzezfg.gfarms.yg;‘;‘t Jnte,
nonl Y Placed &t t e bl B0 R AR e S o Ba el B! 1,
f ﬁglrjlr ghgem;s%%d‘t ﬁe,| a%ﬁgﬁﬁgﬁ{ﬁ &%{ﬂE oistﬁgeseﬁggp r}\t mc‘udes tﬁé fsferengleernst or der
signature public key and sender identity information that is bound to the public key
with one or more digital signatures, and possibly any chained Certs and Certificate
Revocation Lists (CRLs) associated with the Cert and any chained Certs, may also
be included with the outgoing message.
The example secure e-mail messagé 40 sent by the e-mail sender 30
includes a component 42 including the sender’s Cert, Cert chain, CRLs and digital
signature and the signed message body 44. In the S/MIME secure messaging
technique, Certs, CRLs and digital signatures are normally placed at the beginning
of a message as shown in Fig. 2, and the message body is included in a file"
attachment. Messages generated by other secure messaging schemes may place
message cbmponents in a different order than shown or include additional and/or
different components. For example, a signed message may include addressing
information, such as “To:” and “From:” email addresses, and other header

information.



di fferent conponents. For exanple, a signed nessage may include addressing
I nformation, such as 'To:" and "From" email addresses, and ot her header

i nf or mat iwD.09er1t he secure e-mail nmessage 40 is sent fromcirieaos/omas |
sender 30, it is routed through the WAN 32 to the wirel ess network gateway
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signature scheme) and a signature verification algorithm corresponding to the

signature algorithm used by the message sender 30. If the secure message 40

was encrypted or otherwise processed by the sender 30 after being signed, then

the mobile device 38 first decrypts or performs other inverse processing operations

on the message before signature verification is performed. If encryption or

processing was performed before signing, however, inverse processing such as

decryption is performed after signature verification.

In order to verify the digest signature, the receiver 38 retrieves the

signature public key of the sender 30, generally by extracting the public key from

the sender’s Cert 42 attached to the message 40, and then performs the signature

verification algorithm using the retrieved public key. The secure message 40

shown in Fig. 2 includes the sender’s Cert 42, from which the sender’s public key

can be extracted. The sender’s public key may also be retrieved from a local store,

for example where the public key was extracted from an earlier message from the
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verification algorithmusing the retrieved public key. The secure nessage
40 shown in Fig. 2 includes the sender's Cert 42, fromwhich the sender's
publ i c kewomanotye7 extracted. The sender's public key may a@csacAms/oe@tri eved
froma local store, for exanple where the public key was extracted from an

earlier nmessaaged3mand SiefRNAakey Stard th thbeasvdra IGcdf Stors t Ridnatvelyl the
receiver's local store. Alternatively, the public key nmay be retrieved from

the sender’ ?u_@ﬁ‘d keyirh@y BélrdtievadliRAfiheSeAESHs O&rt 5ofIl i aTStl bordlRY freipray er
(PKS). A PKS is a server that is nornally associated wth a Certificate

Authority (@bl mmsmmpﬁsgﬁw PKSis s&Hidrl th¥t is! Aty B8sdcitfedWithtay' S

public key, is avail able. S mght reside wthin a ‘corporate LAN such as

18 (Fig. 1) gerfiicafd mrr@g@agfeh)tf%n%%@%’cém&rféa}ﬁ}ep@g, mElﬂefnﬁqﬁEVéﬁ'ﬁ P

system t hr ough whic receivers may est communi catl1ons with

the PKS. Th?ggfr?é key. §€a0aitBR g"i@l ﬁgdﬁ nﬁc{jﬂéﬁ&vﬁhii’lsaegorp&a?e [Rﬁeéuéﬁrastﬁ ensur e

that the se s Cert 1s vali the Cert has not been revoked
nct udes a (B 1 Srafee onfhe BN b7 el obBler SeiBrcHi aysfohifoud,
ncl udes t haTigl fgealle ERATRS fuayedtabibn aBhiedRhn VKR RS on nat i
currently in use i nel HReCoRerdukiihpB GHEnE defised B BrebdBoiier

i gt tal i QN IPEPRieE s o vaid die Mt BHE 63 is oL bfar ey Rl exeed ana can
expi 'yt 1 mo PDP T ERRET § GRET s GHOR PR PREH chalfe EORH RIS AT SR or i ne
T ohe Cort s R e, Eaey B nTheRl B8 Ra SRS RSk, 3 Y 1

for any particular entity typically includes the entity’s public key and identification
information that is bound to the public key with a digital signature. Several types of
Cert currently in use include, for example, X.509 Certs, which are typically used in
S/MIME, and PGP Certs, which have a slightly different format. The digital
signature in a Cert is generated by the issuer of the Cert, and can be checked by a
message receiver as described above. A Cert may include an expiry time or validity
period from which a messaging client may.determine if the Cert has expired. Each
Cert may also be checked against a CRL to ensure that the Cert has not been
revoked.

If the digital signature in a message sender’s Cert is verified, the Cert
has not expired or been revoked and the issuer of the Cert is trusted by a message
receiver, then the digital signature of the message is trusted by the message

receiver. If the issuer of the Cert is not trusted by the receiver, then the message
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revoked. If the digital signature in a nmessage sender's Cert is verified,
the Cert has not expired or been revoked and the issuer of the Cert is
trust ed bywoasme®sage receiver, then the digital signaturepaff/cAwom@ssage i s
trusted by the nessage receiver. If the issuer of the Cert is not trusted

by the recei s &R h W inGa8 Mekifyi i pat h
t hr ough theréé%merchai rré({égaggﬁﬁfy tnﬁ%t% eagﬁéwcghretc?ﬁ%{]ﬁ'gqgr%ihwt\ﬁvgttséégi“gned by

its issuer, C@ﬂ?ﬁ\)?(?,g{afn Was g(@ﬁd l%ﬁtéi?ﬁje%ﬁos%@rﬂs nHJé\tiri\);h : &édain, Sinfiound

t hat was signe r oot roma source truste e receiver, such
as froma | ar ; @%H i ' ' ~can be
trusted, be%ﬁégﬁnﬁ t S’va}e%'] er b??JB?He((?:%rf@%ﬁﬂ%tsrohjg%f} {l%ééds%{}?%gé d(;ell\%'?he r oot
Cert. This t t ' hSaU mlee, | = h ot her
rossagi ng s Chibhias TR VRRE bR TSitke 2 Riot LA Gand, Indl Mraudie AR |

rechani sits, 1 NaPRESERL ol BN Lbel Sni odbie st FREDAIRN! ob 0B €3K T cul ar

Si gnat yre S ene OI’I I'!.IS anl sm . . e. e- nal sen secure
Control 1 2" By HEEsPhey g TRRE Rt ehoflRl s Qune® AlBada e ue TR or &
e
Speci 11 ed i ATERSBLIVERONGS gt B0 SV RPeRH e HPOp A gRFWat SORaltesRNerEch o

messaging client, a different group of nmessaging settings nust be sel ected
or current YUBYTREANRR- be over-ridden. Frequent nessaging settings changes

are not only tedious and tine , L
At the e-mail sender 30, secure messaging characteristics, message

signing in the message 40, may be controlled by messaging settings, either default
messaging settings or a currently selected group of messaging settings established
by a user, or by over-riding default or current messaging settings. In known
systems, whenever a message having different message characteristics than those
specified in a current group of message settings is to be sent from a messaging
client, a different group of messaging settings must be selected or current setting
must be over-ridden.

Frequent messaging settings changes are not only tedious and time
consuming, but are also prone to error. Forl example, some secure messaging
clients may be configured to exchange either secure or unsecure messages with
other messaging clients. However, as described above, known messaging clients
allow only a single group of messaging settings to be active at any time. Therefore,
when a secure messaging client exchanges messages with unsecure messaging

clients relatively often, a user of the secure messaging client may normally select
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consum ng, but are also prone to error. For exanple, sone secure nessaging
clients may be configured to exchange either secure or unsecure nessages

wi t h ot hewommsss@agi ng clients. However, as described abovepchrans/omessagi ng
clients allow only a single group of nessaging settings to be active at any

time. Ther ebARQendRf MeBsafify EQtINRSEAHI AN mles@ergﬁngag@ SenSMEHAAGENIM th
unsecure nmessaging clients relatively often, a user t he secure nessagi ng

client my RRIBRYS M &crp%ﬂexsaﬁB?r@beémaméa@.@e&ﬂénws TAgn dﬁﬁ@fvlat
messagi ng settings to ensure that sent messages MRy be processed by

unsecure Neggage Medsabs™ o %%F ??ﬁk oW §dtufe ﬁ%%géésing‘éﬁé*rﬂ% differdrf? é;'&% &t to a

secure nessagi ng client, erent group of tings is sel or the

current gengéﬁhgg&zse%?&té’@orst%tchﬂgﬁt@%ré? ssé |ﬂ§%@ﬁm 9 ald'@erfida&s Wot .

nmessage is sent n a user forget ecur nessagi ng setti ngs or

over-ride ggngr, aéec[]??esr%égé l§§Frtét‘a:Wﬁ%?Sd§§ ﬁ@?swg‘;'e Ch%t'ﬁé%glr@ol y

sent securely I's sent I on nmay pe par

undesi rabl e %‘ﬁ\ P&%r%gﬂf‘g%ﬁ@%‘?m%%%rﬁéetﬁﬁgﬁ% LaRold, gb trgét gﬁ%{s'?r‘?t&%éoeto

sensitive |n |on nmessa ti ngsS are used

insecure mooegagouis By RIR Skat IRl < ﬁ@éﬁ%@fw%gﬁéﬁ.gﬁiﬁmﬁvé’%saﬁﬁ%ébf2 o
Tescage | n MRECLERGT BePRoraPontS sERoaRELa OREhu R Ron R R B o
eci pi ent i VBT PREN SEREMEHRO O o o oe AT BRRbbN  Ac
Lo ant 7 O G RSB BT e et '
3 1s a bloc Engéc%% %rgsgggmg V\flen? welFbe una%llel t% grg%%g aslteclzlﬁ'g n(mje%\é!age and the
message sender must re-transmit the message in an unsecure format. In most
cases, however, a sender is not aware that a recipient is unable to process a
received message until the recipient informs the sender that the message could not
be processed. As such, re-sending is not typically performed in a timely manner,
which is a substantial problem when a message inciudes time-critical information.
Fig. 3 is a block diagram of a wireless mobile communication device
implementing an automatic messaging setting selection system.
The mobile device 38 includes a memory 52, a messaging client 60, a
user interface (Ul) 62, and a wireless transceiver 64.
The memory 52 is a writeable store such as a RAM into which other
device components and systems may write data, and preferably includes a storage

area for a Cert store 54, an address book 56 in which messaging contact

information is stored, an application data storage area 58 which stores data
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I npl ementing an automati c nmessagi ng setting selection system The nobile
device 38 includes a nenory 52, a nessaging client 60, a user interface
(U) 62, wod3momiTel ess transceiver 64. The nenory 52 i s @&CwdAosadoe st ore
such as a RAMinto which other device conponents and systens may wite

data, and prgésyiall With BhWARSpRIICHBRSER tH RbileUevite@®! Andh 3E@ngSHstoR)
address book 56 in which nmessaging contact information is stored, an

appl i cation 5§%mcrﬁét9.ren§gﬁs§5§@9§§gw@§.cbﬁj&éﬁ 5925Q B 5 S jIstrBivof t war e

applications on the a settings store 59 I ch stores
nmessagi ng s | . : hl y exanpl es
of stores ¢ RAT RS ol IR (RathaPc e ifentel P8 Megtorp 58 oh iR belb 8 2 e

menmory 52 ”Hi”hé;h%&r?gsﬁggm D¥o @b%@dﬁ?‘e’drtﬁ @o&bgﬁ@%ﬁdﬁoﬁtioﬂ%wo&ehose

shown in Fig. 0 store o ypes e nessagl ng

system 60 i§h§\9m}{3§@ie§ éan%vh}sjé% tESVis{o% ﬁﬁrr){ﬁg%ﬁggﬁgr 66 and is thus enable

for comruni catl ons rel’éss” netwol 64 may include such U
accept inputs from or 5BereorsipserTedls Whiaedet REREIRBAERRA 50 A
rob: e eV, S8l YR CORUAETR AR Relaand e U B4
stores received Certsl.te t he aCertlu tor 4 and al 89" tr'bev S tored Certs
fromthe Cert store 54 %@ ane ﬁ&s@ 6&/“’??%“88 i9% Ei?‘?é( o:a é‘?VB? ' 54 in
e ot el IR 3k S5 5 o it Tl ST e SeBrfa 0 ©
store 54 CRLL oMy mobiid Gsvice S8, AmiabiiS Gevics 3B Bprcafly foiid3d Heore Shan one & <"

Ul, and the Ul 64 therefore represents one or more user interfaces.

The messaging client 60 stores received Certs to the Cert store 54

and also retrieves stored Certs from the Cert store 54. Certs are normally stored in

the Cert store 54 in the format in which they are received, but may alternatively be

parsed or otherwise translated into a storage format before being written to the

store 54. Ceris may be received with secure messages, requestéd from a Cert

source such as a PKS via the wireless transceiver 64, or loaded onto the mobile

device 38 through a communications interface such as a serial port, a Universal

Serial Bus (USB) port, an Infrared Data Association (IrDA) port, an 802.11 module,

or a Bluetooth™ module, from a similarly equipped external system, a PC for

example. Those skilled in the art will appreciate that “802.11” and “Bluetooth” refer

to sets of specifications, available from the Institute of Electrical and Electronics

Engineers, relating to wireless LANs and wireless personal area networks,

respectively. Cert loading from further sources my be supported via such other
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source such as a PKS via the wireless transceiver 64, or |oaded onto the
nobi | e device 38 through a communi cations interface such as a serial port,
a Uni ver swb osevivat Bus (USB) port, an Infrared Data Associpatricn3/écodA)
port, an 802.1 1 nodule, or a Bluetooth(tm) nodule, froma simlarly

equi pped extpeRaddesSasSh &marbcaid deabiecstdBeeureTDRfMEl E0) pet A8 ddaeriyd Wil |
appreci ate that "802. 11" and "Bl uetooth” refer to sets of specifications,

avai | abl e fR@gVd heplinirt kéW?hea @fenﬁhnegttrel féah.r@dwbrﬁie%wgoa e&emgls@eeres,

relating to wireless LANS and wirel ess personal area networKks,
respectivel yyods8hds.| 0ading fromfurther sources ny be supported via such
otherinterfaces as a smart card reader or a Secure Digital (SD) port. As

descri bed above, a pugid sd&eﬁs beoes,@%&éreg%nee InfSHHatieA, A10baste 'éﬁef. or

recei ving secure nmessages e address book 56 stores contact ormati on,

at | east song, ‘é}ﬁ}bf‘el?il?] ? ru@[eﬁftﬁ/rtﬂglrﬁe ?%gbdlghheoggﬁ%bpﬂgcdggﬁfongo in

messagi ng operat| I es ook y nost

Adoress. hool T T L8 ararersaoqted 8 DEE IR SRR AR, sucn
as an e-mai | gk a5 p ety anASh S00AIn A @.aggg%gg%ans?msareaaig@aée@e t hat

is received a sen K entry exis t he

ot o5, 200K fydd, SPRMER Rt oo B8 SR NS BB oo
MR e ﬁ?&ﬁcéce'&ﬁhoniggéﬁé%%ﬂ&%“ﬂ?ﬁ%&f'
onea eSS e e R ol 2
I nformation %O'I&ln ad%lressg bog 3 tl?y Xan typically be created either manually, for example by
inputting contact information or selecting an address from a received message
using a Ul 62, or automatically, such as by configuring the messaging client 60 to
store contact information when a message is received from a sender for which no
entry exists in the address book 56. Contact information could also possibly be
extracted and stored in the address book 56 when a new Cert is stored to the Cert
store 54, as described in the co-pending International Patent Application Serial No.
PCT/CA03/00406, entitled “Certificate Information Storage System And Method”,
assigned to the assignee of the present application and incorporated herein by
reference.

The settings store 59 stores messaging settings which control the
characteristics of outgoing messages sent from the mobile device 38. The settings

store 59 may store more than one group of messaging settings, although in known

systems, only one previously selected group of settings is active at any time. A
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extracted and stored in the address book 56 when a new Cert is stored to
the Cert store 54, as described in the co-pending International Patent
Appl i cat iwo Sepisat No. PCT/ CA03/ 00406, entitled "Certifi caca/danBoodmt i on
St orage System And Met hod", assigned to the assignee of the present

appl i cati on tyiehli eSS LRt iGN whithe jRIuBEof mgsa?ﬁg isefipgstwase 59

stores nessagi ng settings which control the characteristics of outgoing

nessages sepfeio N sBRCFRPAAE ussyY the séfingd 6 coRtrbll haScrradteristids BYarst or e
nore than one group of nessaging settings, although in known systens, only

one previ ouglgchf] Meb&thedr oup of settings is active at any tinme. Atypical
nmessagi ng client determ nes which group of nessaging settings was

previ ousl'y sei ected ant WiaSabhg Gshi b0TRoh@ueiont cBhidligd WB3aakEbat | cs of

an out goi ng nessage. The ness ng client , howeverS s configured to

rLons v R e sl Mapthe R [
bl ock di i

oot SSFAPRLY GRER, PRI APACOTRE 1001 57 08 IS 1 o

contaCt | 1 G5B ooyl gl bR ATl sl Rl oy © ™

nmessagi ng Ses‘gﬁeicﬁ(?ri 82. An actual address book entry may contain nore, fewer
or different T1Tel'ds than those shown in Fig. 4 , and sone fields in an

agress Dook ent 1 e SaHEEL el S 1S AR g AR o e
fields, for a first name 72, a last name 74, an e-mail address 76, a mailing address
78, other contact information 80, and messaging settings 82. An actljal address
book entry may contain more, fewer or different fields than those shown in Fig. 4,
and some fields in an addressvbook entry may possibly be blank. For example, the
messaging client 60 may require only an e-mail address 76 in order to use an
address book entry 70 to address an outgoing message and may thus use an
address book entry 70 if other fields are blank. The messaging client 60, or
alternatively other device components, may be configured to use other fields in the
entry 70 when they are populated. The absence of information in one or more
fields in an incomplete address book entry preferably does not preclude use of
other populated fields in the address book entry.

The content of fields 72 through 78 will be apparent from the labels in
Fig. 4. The field 80 may include such other contact information as a telephone
number, a fax number, and the like for an associated contact. The messaging

settings field 82 preferably includes a group of messaging settings to be used to
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address book entry 70 to address an out goi ng nessage and may thus use an
address book entry 70 if other fields are blank. The nessaging client 60,
or altermapiosmdy1Dt her devi ce conponents, may be confi gur @dTICA0BSE&06t her
fields in the entry 70 when they are popul ated. The absence of information

in one or NMypAdIte Qﬁaﬂa&eﬁﬁidsréﬁ@ﬁ?hﬁésgagébdéé?ﬁ% rRrUonkidt fowREe iRy ety does
not preclude use of other populated fields in the address book entry. The

content of fmeé&.%_szand&rmegécﬁg@ YatlihgPEreARBRIEAY nidrRENY le@nflg@%@éf by Fig. 4

The field 80 may i1 nclude s her Ctontact information as a ephone

number, a f %égf‘gfz‘ﬁérm?ﬁ\léd%%\@t‘”ei ﬂ:,]éc :iﬁg{égoé Lﬁ%2as°tﬁ:ﬂ%'}saé ?Q\éﬁ‘d%{i’& ARl -a Jé}ﬁngggssagi ng

settings fiel prefera S a group of nessaging settin to be

used 0ot yorbBSIGHEAGLERES IBfL 85, ACERTIAINAEA! bddk LheEahACt Lo

whi ch the entr 0 correspo ssagl ng settings are pr nual |y

confi gur abl ﬁlﬁé(aoa?%lig,qﬂsg%?e& {z,eaﬂl}ép'é{jiﬁ?ﬁg}’eirrég tg%’stdbﬁérf‘gg %H@S%?é&% s a

keyboard and a setting unction o saging cli or “exXanpl e.

Addr ess_book GaELT o5, IR hShERTHbe coaRE) GHidoha b Y 5Eddag i fier eof to

establish or nge nessagi ng settings. Once e or a contact,

[ ting : ; ' he ' i. fi .82,
TSR0 10 SR e B R oL BT AR OB MR By, ngs ey
be stored in another data stgr% ar mam)hie,r a{%(rjs aenenorgéqnzoingter or ot her
i dent ) fi ertt:h%ﬁsafffgsﬁ '“%_%%‘82 g E?é%%@sa”f di dofe e 5693_ é"lt'f‘?’HaE:Y s
t inthe.settings.fi : en address hoo includes entries
avi ng & e oliinA OBET eRGLST1H mADs Uora e AGToRs Tato B gE s ane ST 1 or
rergcszgaggszgg?%é@%biﬁhé getﬁr?gssf?e% 85).y t he nessaging client 60 'based on a

When the address book 56 includes entries having a messaging
settings field 82, messaging settings are selected for each message that is to be
sent by the messaging client 60 based on a message addressee.

In operation, a message is composed on the mobile device 38 using
Uls 62 such as a keyboard and a display. The messaging client 60 is normally
configured to send new messages and reply messages, and also to forward
received messages. When a recipient for an outgoing message is selected from
the address book 56, before or after the message has been composed or possibly
while the message is being composed, the messaging client 60 accesses the
messaging settings field 82 in the address book entry 70 to determine the
messaging settings that should be used to control message characteristics of the
outgoing message.

The messaging settings field 82 may contain either the actual

messaging settings for messages addressed to the particular contact to which the
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In operation, a nessage i s conposed on the nobile device 38 using Us 62
such as a keyboard and a display. The nessaging client 60 is normally

confi gur ewotos/osentd new nessages and reply messages, and alpsa/camspadoear d
recei ved nessages. When a recipient for an outgoing nessage is selected

from the adddarssbookehiy 70edrdspoRds, af pedsitiyan RAERIRr PaiptdpRRIgreapBPSed or
possibly while the nessage is being conposed, the nessaging client 60

accesses t hendBaagingisBaingsiHat A HdenlcdtdRishatl 4Mtestordnemhe Hhabry 8PLikthe’0 tO
determ ne the nessagi ng settings that should be used to control nessage

characteri stsbﬁmﬁefstéraesgawrgéaéanq)um%@aemeﬂa@ir@§§:ﬁ9¢me@esé inefiRiekisy d 82
may contain either the actual nessaging settings for nessages addressed to

the particul@ntfeitldoinomihl e Aty Greht B98UcRIL! the LaHAGE SRAPBIRS, OF

possibly an 1dentifier or pointer to a group of nmessaging Settings that

nave been esa iaiettedAthdit@satihddo\RBRABEcRohaldbdifesetiid [g50pt or & 59

for exanple the messagi ng settings I nc es an 1dentiftier or

Sl ect e ap a0 e oLRitet Rahe 00 rRr AR ety SPmaT el Pt ' e
use of such g JERLTd(Ghe Qlachl DlflosEUNEE Tor 15 oY BbRlabisTF IR Judibay a0
group gi ng gs

space requi re rou Mess settings 1s use or sSeveral

SCored in ?ﬁ§8§§§?{'ﬁ§?§“z ??%%féﬁ’e?sctkﬁh iRt Rl FE ol Sl B9l e
time a correspondi ldentitler or oLnter 1S
i ey e

f d. i ...add book
entry. For GVRRANGIeD drGersetianc uses Boe bt asPrrerP e inal e IS St PRI Bot t i ngs

to be used for every contact havi,n n e-mai ] address assqcjated, wi,.th a
parti cul ar 2t A RSS, DoRk Sthan PR FXBTPIEN 3 Hee' dBAafien 1o establish

common messaging settings to be used for every contact having an e-mail address
associated with a particular domain. The user may then establish the common
messaging settings, in the settings store 59 for example, and include a pointer or
messaging settings name in each address book entry having an e-mail address
associated with that domain. In this particular example, the messaging client 60
may instead be configured to determine a domain name of a recipient e-mail
address of an outgoing message and then access the settings store 59 to
determine whether common messaging settings have been established for the
domain name.

As described above, messaging settings may control general
message characteristics, such as formats and fonts, as well as secure message
characteristics, such as signing and encryption. When the selected messaging
settings dictate that a secure message is to be sent, the messaging client 60

retrieves any required keys and processes the outgoing message as specified in
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messagi ng settings, in the settings store 59 for exanple, and include a
poi nter or nessaging settings nanme in each address book entry having an
e-mai | adwoasmImssoci ated with that domain. In this parti eararamxedpl e, the
messagi ng client 60 may instead be configured to determ ne a domai n nane of

a recipi ent tgs BBlebteddAEESHiRf s@fingiUt 86} Brafipies 488n aRél sbiRerkdanessayinde
settings store 59 to determ ne whether conmmpbn nessagi ng settings have been

est abl i shed sbfiihgh "ritIAgd Br BATied M S RREEAGHG 8DBNGs fi@ﬁ%@?g%é&ysﬁéttd ngs may

control general "nessage characteristics, such as formats and fonts, as well

as secure MaaG ki MeAChEH bR SMIMENBsaReE 19 baGAN IS HeRbiGRingen the

sel ected nessaging settings dictate that a secure nessage Is to De sent,

o s, U 6Pl 410 B OGNSkl s e

out goi ng nessage as Speci e se messagi t1ngs.

The moskagi e Sast e Era a0 eupand Fd REPsoSRRARRREnAlng ARRMAd Th1 ca
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message is sent to such a contact, the preferred messaging settings are selected

and used, so that a user is not required to manually over-ride default or currently

active messaging settings. Once messaging settings have been selected for a

message, the messaging client preferably displays a settings indicator so that a

user of the messaging client can quickly determine how the message will be sent.

A settings indicator may be a messaging settings name, a type of message such as

“signed S/MIME”, or some other indicator from which the selected messaging

settings will be apparent to the user.

Messaging settings may be established for a contact, by manually

configuring settings using a Ul 62 for example, based on the relationship between

the user of a messaging client 60 and the contact. For example, a user may

establish messaging settings for only general message characteristics for personal

contacts if message security is not important for message exchange with personal

contacts. The same user may establish messaging settings for both general and

-19-



and used, so that a user is not required to manually over-ride default or
currently active nessaging settings. Once nessagi ng settings have been

sel ect ed worosmomessage, the messaging client preferably dipspl@ys/oesosetti ngs
i ndicator so that a user of the nessaging client can quickly deternm ne how

the message seblre MRsSRJY chéraskiribiidd0forl BulifedsObortBtsbe Far Mm@ Mheret ti ngs
nanme, a type of nessage such as "signed S/M ME", or sone other indicator

from which thasags %&&%g@eﬁﬁ@mteﬂmaﬁ BD&lhé%sc&Wth&tshﬁ tﬁ@%ﬁ%‘&oﬁx?aﬁﬂ‘@reuser -
Messagi ng settings may be established for a contact, by manua

confi guring afehdy BESurdS Wﬁ@naaﬁ-”ené%pﬂ&{ sBNEHB! 18, ydeasenl é?l”cérhﬁuuﬁf%bﬁédsonsm p

bet ween the user of a nmessaging cl'lent 60 and the contact. For example, a

user nmay eStb@Méeﬂbd?F&é@ué&s T WHeRGH JS?F wBFNsYatBﬁQ%@@ atdwifit Enetwork

characteristics per sonal 'cont acts nmessage security Is not I npor t ant

&é’isg‘éfﬁggié’?ﬁﬁﬁg“é‘gﬂ“ B RETTAL oo e Shabid eseding BindE st.f'si? or
busi ness ESE@%@P@@@?E*’@%“%"W{"’ RIS tHe t%ﬁ*ma e
encryption SChafs LioHsedols of%ss EBlGBL 1S BBLYBRI GUTRRE Al e user s,

](c)r when a:l user- wor E opﬁra hﬁpevvall
out gblg‘:] éee%g@iﬁétﬁﬂ%ysaﬁféw 3 ugﬁgﬁﬁéﬁaagﬁﬂgﬁfé%ﬁ%ﬁ@p epnagfoﬁsg@e&p% P8 so
§§tgf‘ac't§ é o Pifsdpt ble” QEBREREN iyt Be el o el o uiwcrypt ed
and signed usi

et er moned HiRsgaing Shithee ik S esiap Shoq forHovhlaty e S4diRst Sorkii o Cany

contact in an address book 56
Many messaging clients permit a user to create distribution lists

including multiple contacts. Messaging settings may preferably be established for
such distribution lists separately from those for each contact in the list. When a
single contact is addressed directly in an outgoing message, the messaging
settings associated with that contact are selected and used to control message
characteristics of the outgoing message. |If the same contact appears in a
distribution list that is used to address another outgoing message, then messaging
settings for the distribution list are selected. The use of such distribution list
messaging settings avoids contention between conflicting messaging settings for
contacts in the list. Such settings conflicts are effectively resolved by a user when
distribution list messaging settings are established. In a further enhancement of
basic distribution list settings implementation, the messaging client 60 is configured
to identify conflicting messaging settings between any contact and a distribution list

to which the contact is added, and to alert a user to the conflict. The user is then
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Many nmessaging clients permt a user to create distribution lists including
mul tiple contacts. Messaging settings may preferably be established for
such di stwolaboon7 | i sts separately fromthose for each comcaataodmodobe |ist.
When a single contact is addressed directly in an outgoing nessage, the

nessagi ng S%‘bleitBQe%ta%‘ﬁ§l@‘éb§chﬂafé’idié1ril§d}%h lisOibasdgity Sotfiscaiptnaoontdged to
control nessage characteristics of the outgoing nessage. If the sane

cont act appeRfthk distritdlitioh lisPedit PBsddgiig s‘e’ﬂﬁigsifér tHE B6hth&, GdakEsMmERRENeT
out goi ng nmessage, then nessaging settings for the distribution list are

sel ected. Thgiids® @Eo@%lq{'é Slntifdti bution |ist nmessaging settings avoids
contention between conflicting nmessaging settings for contacts in the list.

Such settings conflicts; 3y . .
Gstribution et meohsnitel mEeraling Yetad Shflch fopifoR sitidthe HAFRlso be

enhancenent ;af hasty Gheh dPBEGBMg Mebsaye! k! hardtdh! SiBal @ muliBR
I ent ét) % rg dto 1 E&Iﬁm g

nmessagi ng cl IS conflgure ntify con I ng nessagl

) b . oL . . ) t act
setLings DvUSaRnaYy EHkRha B A B HBHAT AdPh 0 B pRobBEP T o
cont act 1ol ReopESERUE I e fecibrt e TR TSI e R BBl
messag ng s i EuREEA A Seo Pl saflet drUERR IS hARRE WE b ERENEEY when
cont 1 gur | ng "IRESAE3 SERS 1SR X%ﬁgﬁéﬁ%séf?hotr&ac&%'aﬁé Bt o Bl Fé |

) ) ; i oi ent ¢ . ‘ oi

Cont act < wi gt B85 aetici hebEsbing Seling?IGet SHould o PESIELEHE obleBind i o & ©
with distribution |ist rressa%i ncq seé(gi ngs, or sone conbi nati,?n of contacts
and di stri b/ReSSAIE:i é’?\g_mqeﬁ;@g g client 60 preferably allows a user to specify that the

messaging settings associated with each recipient should be applied to the
outgoing message, in which case the messaging client 60 generates different
versions of the outgoing message having different message characteristics
according to recipient messaging settings. Where distribution list messaging
settings are not enabled or established, then this feature also provides for
resolution of messaging settings conflicts between contacts in a distribution list
when a composed message is addressed to .the list instead of when the list is
created.

The use of contact-specific messaging settings, group-specific
messaging settings and/or distribution list-specific messaging settings as described
above preferably does not preclude the use of default messaging settings. For
example, a user may establish certain messaging settings to control message

characteristics when no messaging settings have been established for one or more
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user then selects the nmessaging settings that should be applied to the
out goi ng nessage. The nessaging client 60 preferably allows a user to
speci fy twetosbmimessagi ng settings associ ated with each retigaoenesoshoul d
be applied to the outgoing nessage, in which case the nessaging client 60

generates d irécf:i?i@ﬁf_%tof YR bEIgRNY rRésshle, Sch A WHNFRRSAG6iphaY bifail ddréys @t
message characteristics according to recipient nmessagi ng settings. Were

di stributi orkdrgd n’f%ﬁ%r%sﬁﬁ?édli@g% ARf2sBade RBBDLEHoATa E5ritaltidrdtfich then
this feature also provi'des for resolution of nessaging settings conflicts

bet ween contRCiRirédy Bbditichirichisid on |ist when a conposed nessage is
addressed to the list instrgad of when the list is created. The use of

contact - speci fic messpg Maél?&%%%%%ﬁ%ﬁ%ﬁ%gé b& u@é\%ggﬁép%g%&g gs

and/ or distribution |iIst-speci tings as ove

preferably dResalfly BRGNS edit Sebudil hho SR AGb a8 S Ldac FO!

exanpl e, a user esta cer n messagi ng settings to control message

char act ef | St 68 MR i JIER0A0 O GRSLH RUSAINF hERBASIAL! hlied gy one or

nor er eci pi ents o n goi ng~ nmessage, n-a new recipient’ e-mail

cont act 1 or UERH SoBPRRY st TerTET o T 3RS LGP, T
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message. charit: GIALT BESSHAY SaaGh [oraubi Megeeden Vg (R b CRSTE | cs

W SPeoT 1.8 el MASan) Takd rSiithod! ahidh ' Seleiolr ubhfs Sghar!

resolution scheme as described above may instead be used.

Many messaging clients 60 allow a user to set recipient addresses in
outgoing messages in different ways. Recipient addresses may be selected from
an address book 56 as described above, but addresses may also be entered by a
user using a Ul 62 such as a keyboard or keypad, or inserted by the messaging
client 60, when an outgoing message is a reply message for example. Messaging
settings selection when a recipient address is selected from an address book 56
has been described above. When an address is entered manually or inserted by
the messaging client 60, however, the messaging client 60 preferably accesses the
address book 56 and possibly the settings store 59 to determine whether
messaging settings for the address, or similar addresses, have been established. If
an address book entry which includes the address is found, then messaging
settings specified or identified in the address book entry are selected for the

outgoing message. Where messaging settings have been stored to the settings
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and specific nmessaging settings for any nmessage characteristics, the
specific settings preferably take precedence, although a nessagi ng settings
conflict wesskhumion scheme as descri bed above may i nst eadPoe/asedocod/hny
nmessaging clients 60 allow a user to set recipient addresses in outgoing

messages i n storefserieni domum ndres irtae BinaR dddRss e compariCorslisioh admiel 6 an
address book 56-as descri bed above, but addresses may al so be entered by a

user using aokle RersdEifidFasbokiBIEOMthE BdlR¥E AHen Host BERR§E e R¥IctRE.
messagi ng client 60, when an outgoing nessage is a reply nessage for

exanmpl e. MesyrgH, 'ﬂ%s%ﬁ%ihb 36fin§§ sEIBEH SN ddtERbtd e’ RPeRbEMupdAH RIS siry &E! ect ed
from an address book 56 has been descri bed above. Wen an address is

ent er ed MaNYgkdoindmebsRRIyEdclent R8BS S8IGLIRH fdrh Rta ssh%%\sgr, the
messagi ng client 60 preferably accesses the address book 56 and possibly

the settings store 59kaAfcRioiiS SURIGRERRARPabEgnSTISIE itHirohTie

address, or sim |l ar addresses, have bee shed. ess book

entry which JVEPH&\E???Fé%ﬁly%éﬁg:g&g@%%d;g%ﬁg%tt&ﬁd@'i'n B5RE 3L st%ﬁ&ég, ?%er

specified or 1den 'nt ress ok 'entry are selecte or the

! ! . : - h
out goi ng m%ﬁé’@@rsp‘é\?%%@r-ﬂ@éﬁ%@kﬁ%r %8@5fe§9ﬁ%k%}5ﬁgﬁ?@g§? qfo?‘?ns‘té’nc%ayﬁoar

settingsstore ™ a domal'n name 1n-a ! : a conpa
those set 11 el 1ERaR; 1§ o Behl W& arf BRERIAR RMES B RS ot be
el ect i on 1 ameainQSETRIEn S P AR e NP RS BB MR iR v abi
et tings. 1 Fo0Rek g i b slol e BB o Bl i OF et BV BB IR AT o
sel ected rresrrsléas%iagﬂgss%hltniggqg 'serﬁ rani J‘nsstegtr}r%emeisgag%. Similarly, when no specific
messaging settings have been established for a recipient of an outgoing message,
a user may over-ride default messaging settings to control message characteristics
of the outgoing message.
The messaging client 60 may be configured to detect when default or
specific messaging settings are over-ridden, and to prompt the user to decide
whether stored messaging settings should be updated to reflect the resultant new
messaging settings. If specific messaging settings amaovenﬁdden,thenthe.
specific messaging settings may be updated. When default messaging settings are
over-ridden, then the resultant messaging settings may be used to update specific
messaging settings, if they exist, or if not, to establish new specific messaging
settings, for the outgoing message recipient(s) for which messaging settings were

over-ridden.

Fig. 5 is a flow chart illustrating a method of selecting messaging
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personal nessage is to be sent to an external business contact for which
nmessagi ng settings have been established to specify that outgoi ng nessages
to the cowbaswy®houl d be signed and encrypted, then the uer/amyg/ovdosh to
over-ride the nessaging settings to send an unsecure nessage. Simlarly,

when no speGittings BascmaksuhirkpéiiehNgs have been established for a recipient
of an outgoi ng nessage, a user nmay over-ride default nessaging settings to

control message char a?ﬁ@ﬁiemdd%gmfsﬁb@pmtmmm%m@eorﬁb@@éaewm ng
client 60 may be configured to detect when default or specific nmessagi ng

settings argndVedsshhd @ add@Rsed & BREMPImbREintEREd tricifRAisIR yBFtdackhst or ed
nmessagi ng settings Should be updated to reflect the resultant new nessagi ng

settings. |fmspg int;iéﬁeﬁﬁ%s%ggg%egﬁémb%%@rceseﬂ%ﬂaw%_%en ebtaBfsHdagospeci fic

messagi ng settings may When fault "nessagi ng settings are

over -riddenpd *}Sélgfehﬁé. resgbt ﬁ‘{éﬁm {res 'flégsétﬁﬁgﬁé' :&? sBRYtE a‘rﬁﬁeé’%tfo;ﬁg date

specific messaging settings, they exist, o not, to estd new
e o, TSR, AEALD 08 orslis Bl GRS TSE5 08 S Bpbol o
B e 8 UE TR0 AL LB MRS TR L
L o U B T el BB bR, 1
0P o0 ers 8 A R EBP 5E R O D Pl SRR e B 2T Y,
step 100. address book and settings store when a recipient address is entered manually or
inserted by the messaging client.

When more than one recipient is addressed in an outgoing message,
steps 96 through 100 are repeated for each recipient, and messaging settings
conflicts are detected at step 102. Detected settings conflicts are then resolved at
step 104, by alerting a user to the conflict and prompting the user to choose which
message settings should be applied, for example.

If any specific settings are over-ridden by the user, whether to resolve
a settings conflict or to change message settings for the outgoing message, as
determined at step 106, existing default or specific messaging settings may be
updated, or new specific messaging settings may be created, at step 108. If no
settings have been over-ridden or messaging settings have been created or
updated if required, the method proceeds to step 110, in which a message is

prepared under the control of the messaging settings and sent to any addressed

recipients. When the outgoing message is addressed to more than one recipient
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Any of the schenes descri bed above may be used at step 96 to determ ne
whet her specific settings have been established, including checking an
addr ess bwolozpstony when a reci pient address is sel ected frem@Ew3acusess
book, or searching an address book and settings store when a recipient

address is %HH@J\’ff%@'erﬁfﬁﬁléé%bbihg@éttlh&ﬂett@ﬁel&)éeé RecomBoFBsdage chhbierisiien nore
than one recipient is addreSsed In an outgoi ng nessage, steps 96 through

100 are repepifabut mg?r’i\% hﬂk@tﬁfanoﬁa%éﬁﬁ é‘%’aBSh&ﬁﬁ?HmFen?%Eéé S are
detected at step 102.° Detected settlngs conf |cts are en resolved at step

104, by al e%ﬁh%&té‘lsﬁ&eﬁs %@B%%g %G@ént&ﬁééﬁ"ﬁ@f onpting the user to choose

whi ch nessage settl ngs S be applie for exanple. If any specific

settings are over-ri qqgrgb %A Bid dfé@- c)?’% trﬁoﬁll%%gln‘(ﬁurﬁca%htd'e()‘éé
e

conflict or to chang ssage sett e out goi ng message, as

det er m ned afth %mlelg&ceeé‘doﬂrsmd?gfeﬁe?glfﬂlﬁvo%a &ﬁﬁrhﬁhu%at%%&ﬁde&\%ﬁﬁ 'I:dt ngs may

Ib1? ﬁgdgte;a?l new s eglfl C sagl ng sefti e creat at snep 108.
created or HaRAIGRE RERBE ¥ "%?Bn%%ﬁg@%%%‘éﬂ%@? BRI E i on o
:“Ey 3d %lasf‘@@fg? é%ﬁ@::gf@ﬁ”éﬁ%kﬁﬁw &%%ﬁinégé'tﬁ%nieaé%%@%é@%@‘d Tore
contr ol mesongas BhaRnalya GrifeLodReR IR Sk ?bsda"e"ﬁﬁf%a%ﬂﬁa*aone
message, each havin |fferent rressa e chjraci ristics. pre ared and

sent at stef'esPAgINgq5Vvics: AIWQ-WAY BRI Wb e%P%“PeW'HEQa pyRaging

conmuni cati on %gw ce. e devi ce 600 iS

conmuni cat i GAP Uleéea M/é{gfeﬁg?rgi?rnet appliance or a data C%Fner;l?nrlg t%nox devncg/?wnvy{j1 gr
without telephony capabilities).

The dual-mode device 600 includes a transceiver 611, a
microprocessor 638, a display 622, a non-volatiie memory 624, a RAM 626,
auxiliary input/output (I/O) devices 628, a serial port 630, a keyboard 632, a
speaker 634, a microphone 636, a short-range wireless communications sub-
system 640, and may also include other device sub-systems 642. The transceiver
611 preferably includes transmit and receive antennas 616, 618, a receiver (Rx)
612, a transmitter (Tx) 614, one or more local oscillators (LOs) 613, and a digital
signal processor (DSP) 620. Within the non-volatile memory 624, the device 100
preferably includes a plurality of software modules 624A-624N that can be
executed by the microprocessor 638 (and/or the DSP 620), including a voice
communication module 624A, a data communication module 624B, and a plurality
of other operational modules 624N for carrying out a plurality of other functions.

As described above, the mobile device 600 is preferably a two-way
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| east voice and data communi cation capabilities. The device preferably has
the capability to conmunicate with other conputer systens on the Internet.
Dependi ngworsibm1f uncti onal ity provided by the device, thecdeaAoseoday be
referred to as a data nmessagi ng device, a two-way pager, a cellular

t el ephone wichnslaicatioh 2o dige _ﬂgviﬁ?lﬂélbé and d28 comminicatietssapablifés) ghusped | ance
or a data communication device (wWwth or without tel ephony capabilities).

The dual - "D@RafBM, B HBLId B&JidIET May ESMARMICAR over hlvoick iBtEbRPERAEESOr 638,
a display 622, a non-volatile nmenory 624, a RAM 626, auxiliary input/out put

(110 devi C%’ﬁg@??ne Endl6d bPbigRAN dellGidPnetvoki@y BR@NthyPaSo cOMPRARER oR3% 2

m cr ophone 63 a short-range wrel ess comuni cati ons sub system 640, and

may al so in_‘%}aﬁ’ﬁg&&&ﬁr ﬁﬁaix&?cesgha%é%%@&vcﬁﬂ&ara% eSS Gy ©6 r@cg}%ver (R)

preferably in es transmt and receive antennas 616, 618, a r

612, a trang ﬁcéigﬁ)to@%ﬁgﬁ?.ngﬁseW% LAG YatLHEWdrd ﬂ{ﬂ? ted-SBdarbtk3, and a

digital signal processor hin the non-volatil'e menory 624, the
that can be2uniriebn MERIRET,hELHiBat etk 180 FRBAESIgS °= "
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6|24B,|and afp uLa |]'Ey 0] ope I"ona carrying out a
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and data ne

information with the transmitter 614 and receiver 612. If the voice and data
communications occur at a single frequency, or closely-spaced set of frequencies,
then a single LO 613 may be used in conjunction with the transmitter 614 and
receiver 612. Alternatively, if different frequencies are utilized for voice
communications versus data communications, then a plurality of LOs 613 can be
used to generate a plurality of freqﬁencies corresponding to the network 619.
Although two antennas 616, 618 are depicted in Fig. 6, the mobile device 600 could
be used with a single antenna structure. Information, which includes both voice and
data information, is communicated to and from the communication module 611 via
a link between the DSP 620 and the micfoprocessor 638.

The detailed design of the communication subsystem 611, such as
frequency band, component selection, power level, etc., is dependent upon the
communication network 619 in which the mobile device 600 is intended to operate.

For example, a mobile device 600 intended to operate in a North American market
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communi cation tower 619. These voice and data networks may be separate
conmmuni cati on networks using separate infrastructure, such as base

st ati ons,woaswemk? control lers, etc., or they may be i nt egratrarhodoodmea
single wireless network. The comuni cati on subsystem 6 11 is used to

comuni cat e nydytificllidé¢a BERINicafion SubsBRMS Geiyricd tospstatenitrRREIVRBREX ecei ve

communi cation signals to and fromthe transmtter 614 and receiver 612, and

may al so exeh@ager AORobib dafdf nRlAieAtioN idiwbis aha%méstg%d(i&ép@@fbd ecei ver
612. |If the voice and data conmunications occur at a single frequency, or

cl osel y- spagaf &Rt ofod vfaﬁétw&%lcg%on{nﬁkﬁ'ﬂcétoﬁ'riHNv@rkaWaﬂMF@e THSNEA, 1 N

conjunction wth 'the transmtter 614 and receiver 612. Alternatlvely if

different fIIURNOEESerR! RnbtdasladfihifeRlavitaons iGBINLAR a8 bt 2

communi cations, then a plurality to gen

plurality of 8{1@9%%1)8& %ﬁﬁgﬁ%ﬁhg%aﬁé’g&ﬁﬁh 'ﬁ @%)e ahl {r%o(agﬂl two

antennas 6 are eplct vice coul d be

used with a g@ic@%oﬁmﬂﬂﬂn@% REtWEH, ‘”CS:’(hmJ PPQ& rWda‘?a[‘ Wo&% hAGLHACBofOL N

voi ce and data infornm I'S conmuni c edto om t hée comhuni cati on

Todule & 11 sKbitafl MKQFLERENAL HRRSR 620, nﬂt@@gm&g&g&&g&oﬁsor 638. The

det ai | ed desi ~conmuhr cat’ion SUb sys requency
ot ot o ot s oS R ERY B g B FBESAS Ol o
St ean e PR Bt M R ulR M
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networks, s lﬂ%ﬂque ldenw?cétlon%ber associated with each device. In GPRS data networks,
however, network access is associated with a subscriber or user of a mobile device
600. A GPRS device typically requires a subscriber identity module ("SIM"), which
is required in order to operate the mobile device 600 on a GPRS network. Local or
non-network communication functions (if any) may be operable, without the SIM,
but the mobile device 600 will be unable to carry out any functions involving
communications over the network 619, other than any legally required operations,
such as ‘911’ emergency calling.

After any required network registration or activation procedures have
been completed, the mobile device 600 may send and receive communication
signals, preferably including both voice and data signals, over the network 619.
Signals received by the antenna 616 from the communication network 619 are

routed to the receiver 612, which provides for such operations as signal

amplification, frequency down conversion, filtering, channel selection, and analog to
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CDMA, PCS, etc., whereas a nobile device 600 intended for use in Europe may
be configured to operate with the GPRS data conmuni cati on network and the
GSM voi cewoaamuniitat i on network. Ot her types of data and PoraAoBeener ks,
both separate and integrated, may al so be utilized with the nobile device

600. mpendidi@tdﬂ@@ﬂ/e%i@mw%glb d@ta\r\@csmeﬁsidﬁof thB e @ifRSSigrA dldwsmeRd s for
t he dual - node nobil e device 600 also vary. For exanple, 1n the Mbitex and

Dat aTAC dat aopfiedddrsmumBdntulions Shcladifg HREAI tbfoadiafith ARFddtaking! fr Usi ng a
uni que identification nunber associated wth each device. In GPRS data

net wor ks, hquawusie, 168k \WRFHEmASE BSiRg tife BSPAHAIEE sihitd? nfarHeP SSardreto Ky user
of a nobile device 600. A GPRS device typically requires a subscri ber

dent | ty nodidmiticd Mthe NG 619 JréProccded By e BisPl 20 RPHBLGatdgndOL! | @

devi ce 600 on a GPRS network. Loc conmmuni cati1on Tunctions

(if any) myer*&@dé’%ﬂ?ﬁﬁs, 198 S0 LAY tﬁbﬁro&‘é&e& Qﬁrl}ug@l?iré theO)bGifedaP will

be unable to carry o any functions 1nvolving co ni cations over the

net wor k 6194‘1??{%@_&@ A5 A% 'o‘rf@%mggs%giéo%qﬁgw HelaBBcy BH Brddisiof! T

energency ca er any twork registrati‘on or activation
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and a second transceiver for transmitting and receiving data signals, or multiple
transceivers for operation in different operating frequency bands.

‘ In addition to processing the communication signals, the DSP 620
also provides for receiver and transmitter control. For example, the gain levels
applied to communication signals in the receiver 612 and transmitter 614 may be
adaptively controlled through automatic gain control algorithms implemented in the
DSP 620. Other transceiver control algorithms could also be implemented in the
DSP 620 in order to provide more sophisticated control of the transceiver 611.

The microprocessor 638 preferably manages and controls the overall

operation of the mobile device 600. Many types of microprocessors or
microcontrollers could be used for this pan, or, alternatively, a single DSP 620
could be used to carry out the functions of the microprocessor 638. Low-level

communication functions, including at least data and voice communications, are

performed through the DSP 620 in the transceiver 611. Other, high-level
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exanple, to be performed using the DSP 620. In a simlar manner, signals to
be transmtted to the network 619 are processed by the DSP 620 to nodul ate
and encodeotdemignal s, for exanple, and the processed si goalcaoan&os hen

provided to the transmitter 614 for digital to anal og conversion, frequency

up conver si @@mndrida8ibh nghc%ﬂ&ﬁé isietmhd 90016@€oﬁ1ﬁﬁlﬁﬁﬁil&$émcéﬂbntd2ﬁA and
conmmuni cati on network via the antenna 618. Alth ough a single

transcei ver sald cdimahrRdhion £bdfb9tion@62°4@ mE’fB@st&Sﬂédﬁﬁt@ﬁaMQm@;@mﬁbPat i ons,
the nobil e device 600 may include two distinct transceivers, such as a

first transegbdion| B te! MRFGRrbEeddr 888, MESredx4hite, WAL WBice &Pﬁhﬁmcé‘t‘ﬂw a

second transcel ver for transmtting and recelving data signals, nultlple
transcei ver r ;
2ddi 1 on- ¢ o il BBEA TP BroWbels HEHBR JRBF It %ﬂ%éﬁséf@@”ﬁso br ovi des

for recel veneans 440 SHls bdiebHd Mol EBEyEXBEB Y o N & dfSlcieePPL | o

to conmuni ca Ion Ssignals e recelver ansm

adapt 1 VoL, EBTCEE)ah HARBHENNS AR Bl ReaRRLFRkd) ARELERel ) cment e

in the DSP transcerver co ms coul'd al'So be
P T G BB BeR  HEPR R AE, ©
cont oL e T hfe's%e%q%oﬁ%%{é)rﬁ?%?r R, S35,
e Bt 8 R e e il o7
oot date SRS °°wa%sga&ﬁgs@@g%%fﬁ°f@fw@@5 Bl RSRe 20, 1,
a voice Co%mrﬁ&%a%gn arﬁg l Ilg a6t2|4%n|n6§rlc1f6\ r to |mplement the techniques described

above.

The microprocessor 638 also interacts with other device subsystems,

such as the display 622, the non-volatile memory 624, the random access memory

(RAM) 626, the auxiliary input/output (I/0O) devices 628, the serial port 630, the

keyboard 632, the speaker 634, the microphone 636, the short-range

communications subsystem 640 and any other device subsystems generally

designated as 642. The components 628, 632, 634, and 636 are examples of the

types of subsystems that could be provided as the Uls 62 (Fig. 3). The modules

624A-N are executed by the microprocessor 638 and provide a high-level interface

between a user of the mobile device and the mobile device. This interface typically

includes a graphical component provided through the display 622, and an

input/output component provided through the auxiliary I/O devices 628, the

keyboard 632, the speaker 634, or the microphone 636.
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a data communi cation application 624B may be stored in the Flash nenory 624
for execution by the m croprocessor 638. For exanple, the voice

conmuni cawpas/osodul e 624A may provide a high-1evel user i mcerdaseodper abl e
to transmt and receive voice calls between the nobile device 600 and a

plurality of other vogGRedfYhe 8SbsysmdEndvi WOE. 6 pbRornPicBhnricatiohhe data
communi cati on nodul e 624B may provide a high-level user interface operable

for sending r vy bl pFRRRA i -d&i&Qani zer
I nformat i on,r"é){gﬁ;(()jrflzg ﬁt&@tb ,ﬂﬂ%ﬂ?éﬁg&h@'éﬁ@?teﬁﬁ%{éﬁ t he gnﬁ??ﬁet %@} %ééﬁ%go and a

plaral ity OlufiBRS. NGthly Ahe Sbsfbibnid) SubPLYRdUdybodr dab AMPHERINIS devi ce

600, a nessaging client nmay operate in conjuncti wth the data

communi cat | @3o1Hesed 8 Abih RoftinfifficdiBnlriBle Fibdra® shEF BE Ltk 4eR%! | Ped

above. The m croprocessor also i nteracts wth other device“subsystens,

ooy (R EaRoe ar afemisBnd98: 4 Gadrond Aoy petad bASAEAOERTIRAESS,
port 630, lindtBHD Ok D2 LalchBfor 3 BKIE SP6tnel PEA TR DRERAR 036 the

short-range conmuni cati ons subsyst em and any Vi'te subsystens
generally destnat oo G, Mbut SREE bief S huoiteedll S 5L,
(P9 2 TBRRL Ao DB S B A R AR FRERR R,
RS STENE Y A R e i I
through the ir%gféinlein?er , folr/exoar(rjxgl\éi, gse g F%ﬁ ’metmhoery device, a battery backed-up RAM, or
a non-volatile memory chip and associated éontroller. Other suitable components or
arrangements that provide data retention when power is lost will also be apparent to
thoée skilled in the art. In addition to the operating system and communication
modules 624A-N, the non-volatile memory 624 may also include a file system for
( storing data. A storage area is also preferably provided in the non-volatile memory
624 to store public keys, a private key, and other information required for secure
messaging. The operating system, specific device applications or modules, or parts
thereof, may be temporarily loaded into a volatile store, such as RAM 626 for faster
operation. Moreover, received communication signals may also be temporarily
stored to RAM 626 before permanently writing them to a file system located in the
non-volatile memory 624.
An exemplary application module 624N that may be loaded onto the

dual-mode device 600 is a personal information manager (PIM) application

providing PDA functionality, such as calendar events, appointments, and task
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keyboard 632, the speaker 634, or the m crophone 636. Sone of the subsystens
shown in Fig. 6 perform conmmunicationrelated functions, whereas ot her
subsyst ermomagopioVvi de "resident” or on-device functions. pNoicdBYI606 ONE
subsystens, such as the keyboard 632 and the display 622 are used for both

conmmuni cat i arserAkeRoduis'62410 Ry a‘-’fé&_:ihteﬁ\éct‘%ﬂihQEé W8icé cg%urﬁ@ﬁiéﬁ%d(u%

transm ssi on over a data communi cati on network, and devi ce-resi dent

functions se@ager aqaﬁggﬁglp%ﬁé cBiis, VBiRk rhdilt o, aAbNRAy SRR idtkRRt Wil eid ons.
Qperating system software used by the m croprocessor 638 is preferably

stored in a o%‘?é é&n’%ﬁﬁi}:ﬁ?&%@dtﬁé@E4Bﬁrﬁﬁ%ﬁ{b&%ﬁgﬁﬁ:ﬂnﬁmdﬁ%§%ﬂs Sidlothés those

skilled in the art w apprecl at e, e nenory 624 nay be
i mpl ement ed, EL@s i -up
RN “or . nSEv e RHATHoRs, ARnibanal RE KoM B ngvas paih.ARALH

S 1 ost wi 1 MU 62REnd e SRRFTRNAneRn Mo RlG B840 iR bR e FO1T!

t he operati r?;qurXigal(ﬁ@ and comruni cati on nodul es 624A-N, the non-vol atile
menory 624 rmay alfso include a file systemfor storing data. A storage area

5,250 Breferably oraud e bk AR KA S B S b S B L ©
N e e S R T e N
R R T B R
system | ocated b i nonel Stle Moy Offks £9,0%8T 3 waPRlal o

network 619. The PIM data items are preferably seamlessly integrated,

synchronized and updated, via the wireless network 619, with a corresponding set

of data items stored or associated with a host computer system, thereby creating a

mirrored system for data items associated with a particular user.

The mobile device 600 may also be manually synchronized with a

host system by placing the mobile device 600 in an interface cradle, which couples

the serial port 630 of the mobile device 600 to the serial port of the host system.

The serial port 630 may also be used to enable a user to establish messaging

settings through an external device or software application, to download other

application modules 624N for installation, and to load Certs, keys and other

information onto a device. This wired download path may be used to load an

encryption key onto the device, which is a more secure method than exchanging

encryption information via the wireless network 619.

Additional application modules 624N may be loaded onto the mobile
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dual - node device 600 is a personal information manager (PIM application
provi ding PDA functionality, such as cal endar events, appointnents, and

t aski t emrswoDbiogionpdul e 624N nmay al so interact with the voipce/@@amesoscati on
nodul e 624A for managi ng phone calls, voice mails, etc., and may al so

i nteract w tdavicBesodeintolidhMReNh&tdbHOS1 ITOA HURh 6 Bukifa W%%M}eﬁ‘n 15713

communi cations and ot her data transm ssions. Alternatively, "a of the

functional i tyroghh tEEsd gsn%smmé@t tih@rgh@&%lhg% BeMmuARAibACs Ry Stem

comuni cation nbdul e 624B may be I ntegrated In the PI M nodul e’ The

nhon-vol ati | %mﬁawhyo@gan@&ﬁ@f ﬁ@'amer&mgm@ﬁq 6343;, blha s@fateafﬂywuém? kid ate

storage of PI'M data on t devi ce. The appli1cation preferably

i nel udes t hcABldldule i R34 AR ARCESS! SRR 2SRt PlidiRs T, or

in conjunction wt Ice an ata conmuni cat1on

via e Wi r SheSsdthaRi gl Ji b d dR NG HoRHELANEaIRA o551 Y

I nt egrated, synchroni ze via the wr S ne wth a
di data i : : ¢

O eny T ey Ao, ot BB Ao IO LEDEH, Pt Bl oL °1

i cul , i e.devi | 1. | zed
Wth a host LS TEPirHERY HES B8P TRt R Rt R e n R b8 o o .
whi ch I t i, al t 63 f.th bil g devi.ce, 600 th i al
port of i ne e TayEl ifnsRiehsdy Papepbittedii e fy HAE ISGAR {0 "enal o

t tablish ' ' 1 h . devi ce. or ft
appl i cat i on. to downi BAANJER BB SRFiES 00 S ABRAIEE R BIPHGERITL | on.
and to |l oad Certs, keys and ?t heEi inf?r tion onto a devi ced This, wired
downl oad pat"PP );1 i@@eéggdslqr@qs(yg ag2 text message or a web page download, is

processed by the transceiver 611 and provided to the microprocessor 638, which
further processes the received signal for output to the display 622, or, alternatively,
to an auxiliary I/O device 628. A user of mobile device 600 may also compose data
items, such as email messages, using the keyboard 632, which is preferably a
complete alphanumeric keyboard laid out in the QWERTY style, although other |
styles of complete alphanumeric keyboards such as the known DVORAK style may
also be used. User input to the mobile device 600 is further enhanced with a
plurality of auxiliary 1/0 devices 628, which may include a thumbwheel input device,
a touchpad, a variety of switches, a rocker input switch, etc. The composed data
items input by the user may then be prepared as specified in selected messaging
settings and transmitted over the communication network 619 via the transceiver
611.

When the mobile device 600 is operating in a voice communication

mode, the overall operation of the mobile device 600 is substantially similar to the
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encryption key onto the device, which is a nore secure nethod than
exchangi ng encryption information via the wreless network 619. Additi onal
appl i cat iwo ogmgheies 624N may be | oaded onto t he nobil edevipce/@d8/00dos ough
the network 619, through an auxiliary 1/0O subsystem 628, through the seri al

port 630, tRaelekdé h@xo'éBPfhfat FRBIB SRIMBI4HIE %htpﬁ’ﬁ?o ﬁfé%ﬁéﬁk&ms@%d Wicd hrough
any other suitable subsystem 642, and installed by a user in the

non-vol ati | %.dﬁ%@bb’tr%@é.oﬁé%@ ratgHGbp afr{'l%ﬁﬂohb%%@ AlerRtivE it o8r

installation ncreases the functionality of the nobile device 600 and nay

provi de e”h%ﬂﬁﬁq/d’&%yhfé%sf WG AL WoicE MBEIHYeGBL G rsﬁ!raéf;/s i, gsbépgaqel o8 rom .

bot h. For exanple ure conmuni cation applicatl on

conmer ce f Ur}ﬁf;feﬂ%té?dﬁgn %&@Bb%%@ BG@CAI oubg%&%% 51819% é&né?%u fpr med

using the I"e devi ce evi ce Isoperdting in a

dat a Com”'agé&‘ngl%h%gﬂma% a/tﬁfo%pﬁ e%l?é‘vje345 ghsﬁa fréé%&?éﬁé‘gfeoor a web

page downl o processe nscelvér rovided to the
it R RSP B NP, 2 2
e e S IR i €9
o phanurer ';gﬁﬁﬁam et AT o L 1
e o U AR S B SN SR e st
W e VA e, rocker it ot
specified in select Ethgrgssr?oarPran%e communications subsystem 640 may include any of
the Cernt loading interfaces described above for example, including an infrared
device, an 802.11 module, a Bluetooth module, a USB port, an SD port, and a
smart card reader. Although described above as Cert loading interfaces, these
interfaces are also commonly used to transfer other types of data.
The above description relates to one example of the present
invention. Many variations will be apparent to those knowledgeable in the field, and
such variations are within the scope of the invention as described and claimed,
whether or not expressly described.
For example, a messaging settings selection system or method may
also be configured to store and access information other than messaging settings.
Where a messaging client is enabled for both sending and receiving messages,

characteristics of received messages provide an indication of the capabilities of a

messaging client used by a sender. If a signed and encrypted S/MIME message is

-33-



settings and transmtted over the conmunication network 619 via the
transceiver 6 11. Wen the nobile device 600 is operating in a voice
conmuni cawoama/oodde, the overall operation of the nobile de¢rao806506s
substantially simlar to thedata node, except that received signals are

out put to thecshRRBKM aPaAicaRd séficransh @Rakely it thd SdIdl's RelSagidoliganer at ed
by a m crophone 636. Alternative voice or audio I/O subsystens, such as a

voi ce nessaggpﬂts(ﬁfgﬁanﬂafnﬂe SRS U &Nt BNs SchOit Bty HBULRFAR Y S8rdResRRingpbi | e

devi ce 600. gh voice or audio signal output is acconplished primarily

e one SABRAIRS i Sdanbing, Sy SABRA A prds LsRok, piduigle an

entity of ac Vol ce

call, or ot Q?Jre,\é ?Csee&?étlg rﬁ@és%%;ﬁgnéa\%@ﬁﬁ@%tét%: .ﬁBFed%éé'gélgﬁvgtc%agﬁbilrirtli)e&ul o 624A

m cr opr ocessor I'n conj unc the voi ce conmuni'c

and the Operng#;} Hen e hEMsIAG ta%rcﬁsépzﬁﬂféﬁaﬁgé gxl%r thFe?{’l-H%lg,r Wﬁgﬁﬁ% ;éségiirgg%“ o

i nformation an incomng Vol ce splay | 622.

The short-r ?F}ﬁ@%tgg [Hégﬁf'ecda‘t\}vgggebsgv\%ﬁi?f %e%%@ﬁg Fge[ﬁ’ngé & 5%33@% ac?cinrfegéb% ol

| oadi ng i nt SCr1'be e Tor ex ncl udi ng rared
devi cer 2 S ol VRS 8500 0BEALEe 1 SR e e SR £ 27
A M A SR o T T
R UM Tt A CEEN e S ST A e
whet her o % I'c[')wse é geers tcs) lnYak%ea%QlHoPrﬁgd decision as to how such messages with settings

conflicts could or should be sent. Another possible application of messaging

capabilities is in determining whether any discrepancy exists between established

specific messaging settings for a contact and the types of messaging settings that

appear to be supported by the contact. A user could be prompted to set secure

messaging settings for a contact in an address book entry when a secure message

is received from a contact for which no messaging settings, or only general

messaging settings, have been established.

In addition, although a wireless mobile communication device is
shown in Fig. 6 and described as one possible messaging client, the invention may

also be implemented in other messaging clients, including those operating on or in

conjunction with desktop, laptop, and networked computer systems.
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For exanpl e, a nmessaging settings selection systemor nethod nmay al so be
configured to store and access information other than nessagi ng setti ngs.
Wiere a rwesagimng’ client is enabled for both sending and PeTaiABNE0G
nmessages, characteristics of received nessages provide an indication of the
capabi li ti esWHATASCISAMED'ASCTHEINVENEION}S:2 sender. |If a signed and
encrypted SS'MME nessage isreceived froma particular sender, then it is
likely that the sender's nmessaging client supports all of the S/M M=
variants. As such, it may be useful to store nmessaging capabilities in

addi tion to fTessaghétfod 6f $diddihg nhdbsading dettiRgSorPL RiesSaind/cliedt, &thpridhep Store,
or a separate messaging capabilities store.” Stored nessagi ng capabilities
may t hen be tﬁ@%f”e?§%f! and displayed to a user, for exanple, when a settings
conflict is 1dentified. Where specific nessaging settings for a nessage

addressee differ céﬁg&iﬁﬁgﬁ%uﬂoi@q‘{%?ﬂ gessage addressee for the sane

message, stored mesSagihg capabiiities provide an indication as to whether

th dd i . i i ; th dd .
o essee m 9Bk SRR oUIANTRISARLA ERIGbER Rl oLher addrossee

Capabilities inf Intorned decision as to

how such essage oy Rk GAASHRIRE WAL 3O U nVAHl] By Aot her

possi bl e application o ssagi apa erm nl ng et her

any di screpqﬁgﬁﬁgé%@%%ggg‘%n@{aé@sest abl i shed specific nmessaging settings for

a contact an aging settings that appear to be supported

for o contact i noaRoarescyBEREHEy Tk 1oLl T oS BN I e
froma contagt, for which no e ttin ral nmessagi ng

i . |
settings, haldNBAUICg MEsFadR Hers, SHagfc marsadingieligie® SO0 MessaqR b | o

comuni cati on devjce is .
reC|p|en{ have been established.

2. The method of claim 1, wherein the step of addressing comprises the step of

selecting an address book entry in an address book.

3. The method of claim 2, wherein the step of determining comprises the step
of determining whether the specific messaging settings are stored in the address

book entry.

4. The method of claim 2, wherein:

the step of determining comprises the step of determining whether the
address book entry identifies the specific messaging settings in a data store
accessible by the messaging client; and

the step of selecting comprises selecting the specific messaging settings
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shown in Fig. 6 and described as one possible nessaging client, the
i nvention may al so be inplenented in other nessaging clients, including
t hose opewatasmgioan or in conjunction with desktop, |aptoppcarchosmoaver ked
conput er systens. WHAT IS CLAIMED AS THE INVENTION IS: 1. A nethod of

sel ecting nNBgsAMibAth HBldddREs bRk 2nifp HRADIhBGaE 5., conprising the steps
of : conposi ng an out goi ng nessage; addressing the outgoing nessage to a

nmessage recipient; determ ning whether specific nessaging settings have
been established for the nessage recipient; and selecting the specific

nessagi ng sef ti NghelpbthONSf QhimESHRG8incharact eri stics of the outgoing
nmessage where specific nessaging settings for the nessage recipient have

been_est abl | shedg Thea AFEAK Sl Md stoHREEhDall st RPaplagest 55! no

conprises the step o ess book entry in a ess book.
3. The meth j -P»@ﬁr J h N o} I t he
step of dety%ﬁépﬁgﬁé\%@eﬁl rI th%'@péeé{g??@?ﬁfe@fga%shgéiggp{vﬁﬂﬂg% @?éé% ed in
t he address Cﬂg&kaﬁgtry. 4. The nmethod of claim2, wherein: the step of

determ ni ng conprises the step of determ ning whether the address book

entry identifi estﬁqhsqeatg?%{%ﬁﬁpﬁgs%ﬁg%@g? ﬁg%%t%@%ggf:i n a data store accessible

by the nessagi ng cl1ént, 'hg conprises selecting the

specific messaging sefdLAGRg GNeldrith ddurbdiSs BOMTEn BISKSBEerk fm e
an address book; and
determining whether specific messaging settings are stored in the

address book entry where the address is stored in an address book entry in

the address book.

6. The method of claim 1, wherein:

the step of addressing comprises the step of manually entering an address
of the message recipient using a user interface associated with the messaging
client, the address comprising a user name and a domain name; and

the step of determining comprises the step of determining whether specific
messaging settings for the domain name are stored in a data store accessible by

the messaging client.

7. The method of claim 1, wherein:
the outgoing message is a reply message to a message received at the

messaging client from a message sender; and
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5. The method of claim1l1l, wherein: the step of addressing conprises the
step of manually entering an address of the nessage recipient using a user

i nterfacewaasmegivated with the nessaging client; and the step/@fo3deter m ni ng
conprises the steps of: determ ning whether the address is stored in an

address book ent fre dtép Bnadkiésascdipricesanslstdp lof IngkAing GndtRkaWRIframefd fic
nmessagi ng settings are stored in the address book entry where the address

is stored i pecHivetESsEReRAKe PilsENge Rocigiéntaddr ess book. 6. The nmethod of
claiml1, wherein: the step of addressing conprises the step of manually

entering an address of the nessage recipient using a user interface
associated with the nessaging client, the address conprising a user nane

and a domai 3 _nangje Athddd BiRR, wﬁe.féﬁhﬁé@ié@id?ae@ A ﬁritqjcgoﬁncprl&%sﬁ%ee&ﬁ e

det ermi ni ng whet her specific nessaging settings omal n na
stored in agata store accessible by the nessaging client. 7. The nethod of
claim1, wherein: the outgoing nessage is a reply nessage to a nessage

recei ved at the Hg@?ﬁ@k@g%%éﬂb&g}?e EEQR&cf?&r%gésaigggﬁd]ﬂ%ﬁ dﬁ%l%lggo%rﬁ& of

addr essi ng conpri Se Of ~ I nser an address fromthe recei ved
nmessage as Wgngﬁ&%@g%o{)l@%nei ent. 8. The nethod of claim?7, wherein the
step of determnrng conprises the steps

determining whether specific messaging settings are stored in the address
book entry where the inserted address is stored in an address book entry in the

address book.

9. The method of claim 8, wherein the inserted address is an address of the

message sender.

10.  The method of claim 1, wherein the steps of addressing, determining, and

selecting are repeated for each of a plurality of message recipients.

11.  The method of claim 10, further comprising the steps of:
detecting conflicting messaging settings between the messaging settings
selected for the plurality of message recipients; and

resolving any detected conflicting messaging settings.

12.  The method of claim 11, wherein the step of resolving detected conflicting

messaging settings comprises the steps of:
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of : determ ning whether the inserted address is stored in an address book
entry in an address book; and determ ni ng whether specific nessaging
settings woaspboned in the address book entry where the i msarcandoeddr ess i s
stored in an address book entry in the address book. 9. The method of claim

8, wherein the iQI%ﬁfn%;eéjtd\iéﬂ% mét&tgacmtmggsaggﬁn% e sender. 10.

The nmethod of claim erein the steps of “addre erm ni ng, and

sel ecting are 1 ehRAiiflohas uEATB dibodl Bl hy BhIERRPABSsR M 11

The net hod of cl furt conprising t

conflicti ”gsﬂ‘é‘él?%%is%?ec?@c}'%ags bet ween the nessagi ng settings selected for
the pluralify of message 'recipients; and resolving any detected conflicting

messaging settings., 12 ltﬁ%ﬁe%gé%g%%agé?tghﬁic@o}%e mg%ﬁ%ﬁeggggef%%dgn

resol vi ng detectéd con g settings e steps

of :alerting t etected conflicting nmessaging settings;
pronpti ng tHie {ﬁoicge %gth(?%gge whi ch of the conflicting nessaging settings

shoul d be sel ected; and controlling the nmessage characteristics of the
out goi ng nmessage based on the choice by the user. 13. The nethod of claim

11, wherein _the step of resolving.the detected conflicting, nmessagin
settings conpris @etrﬁgtfhgge% g?'”b?'épé’ﬁ?%@'na | BRI ?{ gssgﬁvmggthe def%%{eog
conflicting messaging settings comprises the step of preparing a plurality of

outgoing messages, each of the outgoing messages having message

characteristics controlled by each of the conflicting messaging settings.

14. The method of claim 10, wherein the plurality of message recipients

comprise a distribution list.

15. The method of claim 1, wherein:

the message recipient is a distribution list including a plurality of message -
recipients; and

the step of determining comprises the step of determining whether specific

messaging settings have been established for the distribution list.
16. The method of claim 1, wherein the message characteristics comprise one or

more characteristics selected from the group consisting of: message format,

message font, common message text, message signing, and message encryption.
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out goi ng nmessages, each of the outgoing nessages havi ng nessage
characteristics controlled by each of the conflicting nmessaging settings.
14. The meole@Iodi7 cl ai m 10, wherein the plurality of nessage/gasiomoent s
conprise a distribution list. 15. The nethod of claim1l, wherein: the

nessage recipi enThé snathél of Elaini 6, 0Whéredit thenfibstdige Gighiny dfdthd theedageessage
reci pients; and the step of det er mi ni ng conprises the step of determ ning

whet her spe@h&ﬂygnméfeaﬂgrhgg aAl tehagatmaa@cob@ﬁ@ & Sbalrei MiyesLrbese fntéinet

distribution Iist e nmethod of claim 1, wherein the nessage

characteri sméasg)@g{%ﬁssg/mmgpr nore characteristics selected fromthe
group consisting of: nmessage format, nessage font, common nessage text,
nmessage signing, and nessage encryptl on.17. The nethod of claim 16, wher ei n
the nmessage signing and the nessage encryption are signing and encryption

according tqssecyﬁg%ﬂ,(gd BHER ?G'Nﬁ&%ﬁ%e%ésaﬁét gPQﬁd the/ MeMdge 18. The

nmet hod of claim 16 erein t nessage signing an He nessage e cryptl on

are si oni ng ABdLAAFSXANA tﬁ&eﬁ&gmﬁ&cwﬁ%ﬁgﬂge%roam&c,ﬁ (BED), 19 The

met hod of clal wher sagi ng c rates on a wrel ess
nobi | e conmmuni cati on device. 20. The method of claim1, wherein the
nmessagi ng client operates on a personal conputer system 2 1. A system for

sel ecting ng %S ag‘rﬁ'@@‘ﬁ‘i&d &%ﬁalmqo\méljeﬁtng me%sgg%&cl?etn?Bﬁergpe%fdnga%?é?eé o store

a plurality of spec
mobile communication device.

20. - The method of claim 1, wherein the messaging client operates on a personal

computer system.

21. A system for selecting messaging settings, comprising:

a data store configured to store a plurality of specific messaging settings;
and

a messaging client configured to send messages, each of the messages
having message characteristics and being addressed to a message recipient, to
access the data store to determine whether specific messaging settings have been
stored for the message recipient to which a message is addressed, and to select
the specific messaging settings for the message recipient to control the message
characteristics of the message where specific messaging settings have been stored

for the message recipient.
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and a nessaging client configured to send nessages, each of the nmessages
havi ng nmessage characteristics and being addressed to a nessage recipient,
to accesswohe/g@ta store to determ ne whet her specific neesagiangoemdst i ngs
have been stored for the nessage recipient to which a nmessage is addressed,

and to sel egh thensgeabmidi cERRIAJWAEIEHRLi Nngs for the message recipient to
control the nessage characteristics of the nmessage where specific nessaging

settings have begR $hQs@fk EinldiRoiRFIEIR di6fel dUr AN medsagisets Ll ¢l aim
2 1, wherein: the data store is further configured to store default

messaging settinggm EcIERE RALHRG éb'ni‘igu%dité sbiect 1M/ def A inesdffhd °

sel ect the default nessdgi’ng settings to Control the nessage

char act er i StipfiigQtio LR IPHE B MIE! haPRAGHSIES oF B ARsBES GkhdIGBediye No!

been stored 1'n ata store e nessage recipient: e system of
claim2 1, yherein tde: s hSt | I j e om t he
group consi st ﬁgb'g?:&?@ér é%}ngah&cg%u?@%ﬁttg%ﬁggﬁﬁﬁdﬁ%fg.leeﬁgggar%ér’]i c
devi ce, a Wiréé?;%i@ﬁts mobi | e communi cati on device, a nobile tel ephone having
data communi ¢atiron functionality, a two-way pager, a voice comunication
device, a data comuni cation device, and a dual -nbde conmuni cati on devi ce.
24. The systemof claim2 1 , wherein the nessaging client is a secure

nmessagi ng clj,ent ﬁogfi gur & It.O §?ndheith§r Sseﬁeures orunsecur.e Ssages. 25.
The system ol & ?n ﬁf_, e 8=t n&HELs Se b é‘?écm?gf’f@ LT 'Se secure
messaging CRAALLAIR NS Srod ShsRiing oPT FESo i LR putat et RlrianlRS Sage
electronic device, a wireless mobile communication device, a mobile telephone
having data communication functionality, a two-way pager, a voice communication

device, a data communication device, and a dual-mode communication device.

24. The system of claim 21 , wherein the messaging client is a secure

messaging client configured to send either secure or unsecure messages.

25. The system of claim 24, wherein the message characteristics comprise
secure messaging characteristics selected from the group consisting of: message

signing and message encryption.

26. The system of claim 21, wherein:
the data store comprises an address book configured to store address book
entries for a plurality of contacts;

each of the plurality of address book entries comprises an address field and
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signing and nessage encryption. 26. The systemof claim2 1, wherein: the
data store conprises an address book configured to store address book
entries fwopoaopiourality of contacts; each of the pluralitycefcaddesmss book
entries conprises an address field anda nmessaging settings field for an

associ at ed qQbé&igingPirdasielPRs adia8gockabl costact kAlid i n each address book
entry is configured to store specific nessaging settings for the associ ated

contact. 27. Theygyinb8sadMg SétBhda feld in aSH Bldresh %omémrgrré Contigupsd gPMPr i ses
an address book data store configured to store address book entries for a

bl ural i ty obice8hasSmesssdingtetiffs Bf telldsbialy AAiflicRss Dook entri es

conpri ses an address fiel a nessaging settings field for an associ at ed
contact; and the nessaging settings field in each address book entry is
configured to store specific nmessaging settings for the associ ated contact.

28. The sys%qm Oﬁ'hék,gétgi‘n?ofjc#air‘f‘(*ﬁr, gfhgieiﬁ:he system further conprises an

address book data store contigured to store address book entries for a

plurality of CO“%%&E?@\‘I?@HS%P@&%QEH aﬁbgetsg gﬁ{Jk &Qgéﬁfée?%ﬁﬁhreﬁ%étbf‘es

;
conprises an addres messagi n I NQS Oor an associ at ed

cont act ; an%d&%%s%ﬁﬁ%ﬂ{r@gr@ﬁ Hg?aq@%éfic%hgac@ each address book entry is

configured to store an | specitrc nmessaging settings for the

LU O Qaéhhgf tggbﬁlraﬁﬁféfeaddress book entries comprises an address field and

a messaging settings field for an associated contact; and
the messaging settings field in each address book entry is configured to

store specific messaging settings for the associated contact.

28. The system of claim 21, wherein:

the system further comprises an address book data store configured to store
address book entries for a plurality of contacts;

each of the plurality of address book entries comprises an address field and
a messaging settings field for an associated contact; and

the messaging settings field in each address book entry is éonfigured to
store an identifier of specific messaging settings for the contact stored in the data

store.

29. The system of claim 21, wherein:
the specific messaging settings comprise specific messaging settings for

message recipients and specific messaging settings for distribution lists, each
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29. The systemof claim2 1, wherein: the specific nessaging settings
conpri se specific nessaging settings for nessage recipients and specific
messagi ngweaBdgs for distribution |ists, eachdistributi ®TIG®B/0GEPri Sing
a plurality of nessage recipients; and the nessaging client is further

confi gured tdi)stﬁlﬁﬁi%ﬁﬁstt&ﬁnﬂ%‘irfg & pRirAity 6 HesRgaIraapiehrt Agd speci fic nmessaging
settings have been stored for a distribution list to which a nessage is

addressed, and t gheSRlc864gihd R liEMER! fultherMBSSRIIY t& AbtddiOthe Qitat &i8re to
distribution list to control the message characteristics of the nessage

where speci ideferfhiSassthsr ﬁbﬁih%sﬁ@\ég sERiRGs AR bl Rbrebi A6y HdistibLH | on

list. 30. The systemof claim2 1, ther“conprising: a user Interface

configured g b GffnEmb .i&é@&%éséb?ﬁﬁdto%j‘e’c‘?{h% cBFiE FRe8adifg 8dngssed to
a nmessage recipient responsive to an 1nput fromthe user.
for the distribution list to control the message characteristics of the message where

specific messaging settings have been stored for the distribution list.

30. The system of claim 21, further comprising:
a user interface configured to receive input from a user,
wherein a message is addressed to a message recipient responsive to an input

from the user.
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