WO 2907/ 131024PC T/ US2007/ 068005 METHODS AND APPARATUS FOR PROVI DI NG A READ
ACCESS CONTROL SYSTEM ASSOCI ATED W TH A FLASH DEVI CE 5 TECHNI CAL HELD
[ OM The present disclosure relates generally to flash nenory systens, and

nmore part ivegh@hhdozsd © Mt hods and apparatus for provi Gdigdod7RaddefCCESS
control system associated with a flash device. 10 BACKGROUND ?OOOZ]AS nor e

and nore people are carrying and/or using el ectronic devices for work,
education, and/or entertainnent in various |locations (e.g., offices,

hool s, Qi , f hnol ogi cal d |
bei ng %a@@’?‘%b%ﬁ?ﬁ@ﬁ%ﬁ%ﬁﬁﬁ%#%@ﬁﬁ? READCACCESSIGORTRObUC, ng cost
and/ or power consu ?is . OLANTER WITHA FLASH DEVICE is a non-vol atil e

mam)rxhg, which nmay electrically program and erase digital information but
t

retai he i nformation withouﬁ&&r!. Wt hout noving parts such as a hard
drive, a flash nmenory may be CALFHID portable or nobile electronic

devi ces z‘g@? as .l m)éé/ éards, uni versal serial bus (USB) flash drives,
digital th p|%8¥° ¢ gisgfosurefelagsEencagly ie pshmemary sxaas, pacperes) | di gi t al
caner as, _han h?l d conput ers, handhel d %arri ng devi ces, cellular telephones,
and/ or nEYPEHAY &R petieds and apparatus for providing a read access control system

associated with a flash device.

10
BACKGROUND
{0002]  As more and more people are carrying and/or using electronic devices for
work, education, and/or entertainment in various locations {e.g., offices, schools, airports,
coffee shops, etc.), technological developments are being made to provide greater mobility
15 andfor access while reducing cost and/or power consumption. In particular, a flash
memory is a non-volatile memory, which may electrically program and erase digital
infqnnation but retain the information without power. Without moving parts such as a
hard drive, a flash memory may be well suited for portable or mobile electronic devices
such as memory cards, universal serial bus (USB) flash drives, digital audio players (e.g.,
20 MPEG Audio Layer 3 (MP3) players), digital cameras, handheld computers, handheld

gaming devices, cellular telephones, and/or medicai devices.

BRIEF DESCRIPTION OF THE DRAWINGS
[0603]  FIG. 1 is a schematic diagram representation of an example flash memory-
25 based processing system according to an embodiment of the methods and apparatus
disclosed herein.
- {0004]  FIG. 2 depicts one example of a memory array configuration.




BRI EF DESCRI PTI ON OF THE DRAW NGS [00031FIG 1 is a schematic diagram
representation of an exanple flash nenory- 25 based processing system
according to an enbodi ment of the nmethods and apparatus disclosed herein.
[ 0004] FI Gw@ 2648031634 One exanple of a menory array congdasaadriogddes VO
2007/ 131024PCT/ US2007/ 068005 [ 0005] FI G 3 depi cts anot her exanple of a

menory array configuration. [0006] FIG 4 depicts yet another exanple of a
5is a flow diagramrepresentation

of one o) 0 ISR opleRexarbin o B ST eS| 0008] FI G 6 15 a
control - SR HiGoE Rkt st sumile o eGP AL BTSSR on of an
A € TS i R Bt a5 e abnes meapovice s s e 11251
control system.
5 [0008] FIG. 6 is a flow diagram representation of another manmer to provide a read
access confrol system.
[6609]  FIG. 7 is a block diagram representation of an example processor system that

may be used to implement an example flash memory system of FIG. 1.

10 DETAILED DESCRIPTION
[0010]  In general, methods and apparatus for providing a read access control system
associated with a flash device. The methods and apparatus described herein are not
limited in this regard.
[0011]  Referring to FIG. 1, an example flash memory-based processing system 100

15  may include a central processing unit (CPU) 110 and 2 flash device 120. In general, the
flash memory-based processing system 100 may be implemented in an electronic device
(not shown). For example, the flash memory-based processing system 100 may be
implemented in a desktop computer, a network server, a laptop computer, a handheld
computer, a tablet computer, a cellular telephone (e.g., a smart phone), a pager, an audio

20 and/or video player (e.g., an MP3 player or a DVD player), a gaming device, a digital
camera, a navigation device (e.g., a global position system (GPS) device), a medical
device (e.g., a heart rate monitor, a blood pressure monitor, etc.), a memory card, a USB
flash drive, and/or other suitable relatively stationary, mobile, and/or portable electronic

devices.




10DETAI LED DESCRI PTI ON [0010] I n general, methods and apparatus for
providing a read access control system associated with a flash device. The

nmet hods and apparatus described herein are not limted in this regard.
[0011. ] Refygphdidsdosy FI G 1, an exanple flash menory- ba%&% W ng system
1.00 15 may fzncl uge a central processing unit (CPU 11 an%ba a$sh devi ce
120. In general, the flash nenory-based processing system 100 may be

I mpl ement [.n e troni c_device (not shown). For example, the flash
menor y- ba@gﬁi}pr gﬁ%éﬁﬁéi%%!f BR PGS Vel pounled toheciiash dexded ¥20avixkeRdshop

conputer,. a net %r server, a laptop conputer, a handheld conputer, a
tablet c ¢ 130, Foraxampigy the Spshipisrface(180 qay inchairarbus pindioe) dirart pager, an
audi o 20 and/or video player (e.g., an MP3 player or a DVD player), a

gani ng de?ﬁ%@?“&@ﬁ%?%‘gﬂﬂdémhﬁe‘écm@@i dhe CBH 1d@wmayendwieg hooaregd obal
position system (GPS) device), a nedical device (e.g., a heart rate

noni t or, YLHIEBAYSREYEUAR aptbhhasbeontreller. If5. I onermapple,ahclbocaROREI 40 ash dri ve,
and/ or_, other suitable relatively stationary, nobile, and/or portable

el ect Poni BAYRIVYideRoot cofiptp e TlataioRd PETBROOI:ZRGH0 0 FAA A, ThenaRU 110 nay
be operatively coupled to the flash device 120 via a flash interface 130.
For exampslesice i/%nw Reohdirastip fromdtself. 30herfagt donabild @ 45 (il San apPKYa@bn @ di rect
link between the CPU 110 and the flash device 120. The CPU 110 may i ncl ude

a boot r PEFeEANmATPadeNn { ROy K HPeratichs SorhhsCPE ano.r BdrleREmpid The hdke ONE
exanpl e, the boot ROM 140 5may provi de boot code to the flash device 120
for initicBrTolist Mormayaireessyrpeiatiohs rangiefibh aninimemioperalRsyaRh @8Ytandi rect Iy
fromitself. The host controller 145 (e.g., an application processor) may
per f or m APRigATiaRt inybkiog theopORGMS 90 at henidhel AdVe, dnBlor BkBF REble t he host
controller 145 may process operations ranging fromrunning an operating
syst dfh ( emplicatigns.
[6013]  The flash device 120 may include an integrated controller 150, a memory array
155, a random number generator {RNG) 160, a secure hash generator (SHG) 165, a
signature verifier (SV) 170, and a register 175. In general, the flash device 120 may
internally authenticate operations to protect itself against malicious and/or inadvertent
15 modifications. Prior to performing a requested operation such as read, write, patch, key,
and/or other suitable operations, the flash device 120 may authenticate the requested
operation internally. If the requested operation is authentic, the flash device 120 may
perform the operation. Otherwise if the requested operation is not authentic, the flash
device 120 may disregard the request.
26 [0014] In one example, the integrated controller 150 may comtrol read access of the
memory array 155 as described in detail below. In particular, the memory array 155 may
include one or more floating gate transistors or cells (not shown} to store data, code,
and/or other svitable information. To retrieve the data, code, or information stored in the

memory array 155, the CPU 110 may send a read access command to the mntegrated

!5 controller 150 to request for read access of one or more memory ranges (c.g., the memory
3




application to invoking the boot ROM 140 as nenti oned above, and/or other
sui tabl e 10applications. [0013] The flash device 120 may i ncl ude an
i ntegrated controller 150, a nenory array 155, a random nunber generator

(RNG 160,w@2m943168 hash generator (SHG 165, a signatgggusseyrietdosd (SVY)
170, and a register 175. In general, the flash device 120 may internally

aut henticate operations to protect itself against malicious and/or

i nadvert ent i fications. Pri t rformng a requested operation
uch as FREETROT D megii sy, ATHBIG hRPas e e BRdione, ¢ he
flash device 120 rr’[g%/ aut hg&tﬁiﬁgﬁte he reg_uested operation internally. If

t he requ8STetY BFE At PFEH 1< BoRet empydaRgeSsh devi ce 120 nay perfortn the

operatio% %he(ﬁ\ﬁ ﬁe if the requested operation_is not authentic, the flash
devi ce 131 y ars %’ﬂé‘ﬂﬁ“"‘f O m W?“We[t@biﬁﬁﬁﬁ“ﬁwmﬁ%, t he

i ntegrated controller 150 may_control read access of the nenory array 155
as descr PHREPUC fased o1 signatwie 3giiqaHon BHs T tha CPU HE masiequpstdpr a80mes5 may

i nclude one or nore floatin ate transistors or cells (not shown) to store
dat a, > coue Hom s flagh AgiicesisPy %B‘F B{lom BYTERigeReralqiol 0a%ay seprate Bed dat a, code,
or information stored in the nmenory array 155, the CPU 110 nay send a read
access cHaredhrmange valee in theogeisteaty 1 B\eegringty the intamaed eonirelerdSP miayr r ead
access of one or nore nenory ranges (e.g., the nenory range 180) of the
nenory aPﬁOé{&f‘elf%‘F’“%‘tah’Gd@ﬁmﬁP@”%-depi cts one nenory range, the nenory
array 155 rrgé i ncl ude additional menory ranges. [00151The flash device 120
may det ef®i6le wWhes GBY 130 fendviathe boy comraiighttd) may gulpdaie péirphashd on signature

verification. Briefly, the CPU 110 may request for a nonce
value. The first has value may be associated with a message from the CPU 110 to the

10 flash device 120. For example, the message may include a command to the flash device
120, corresponding data, and/or the nonce value requested from the flash device 120. The
CPU 110 may sign the first hash value using a private key (e.g., authentication signature).
In one exampie, the CPU 110 may operate in accordance with an asymmetric
authentication algorithm (e.g., public key encryption developed by Rivest, Shamir, and

15 Adieman (RSA)). Alternatively, the CPU 110 may operate in accordance with encryption
standards developed by the National Institute of Standards and Technology (NIST) such as
Advanced Encryption Standard (AES) (published November 26, 2001), Data Encryption
Standard (DES) (published January 1S, 1977), variations and/or evolutions of these
standards, and/or ether suitable encryption standards, algorithms, or technotogies. The

20  CPU 110 may forward the message and the anthentication signature {e.g., an RSA
signature) to the flash device 120.
{6617]  Based on the command and the corresponding data associated with the message
from the CPU 110 and the nonce value stored in the register 175, the secure hash generator
165 may generate a second hash value. The signature verifier 170 may verify the

25  authentication signature associated with the message from the CPU 110. Accordingly, the
4




5 value fromthe flash device 120. The random nunber generator 160 nmay
generate and store the nonce value in the register 175. Accordingly, the
integrated controller 150 may provide the nonce value to the CPU 110.

[ 00161The yeebhdodiflodse- 0., Vvia the host controller 145) g@myusalesdogd € a first
hash val ue. The first has value may be associated with a nessage fromthe
CPU 110 to the 10 flash device 120. For exanple, the nessage nmay include a
command to the flash device 120, correspondi ng data, and/or the nonce val ue
r equest edntegrged ¢anirolicrdS migrwpwparg 98 firihashOplnetd thersenpnd hgpvatuge Iffithe st hash
val ue using a private key (e.g., authentication signature). In one exanple,
t he CPU fishaphyalyp matahes fha seeondhath nalee, ket mesargedeymie CPLIC 18umidydat | cat i on

al gorithm (e.g., public key encryption devel oped by Rivest, Shamr, and 15
Adl eman @RBayipated\ Qdiervisd. thelmessagh oBRhe CRU 1iGwmap pertetaethemicared.or dance with
encryption standards devel oped by the National Institute of Standards and
Technol offif18NI SFurtkancds desribellianicail bEoer ihptrégiver 378 nuiasidre(GRES) mopeubl | shed
Novenber 26, 2001), Data Encryption Standard (DES) (published January 15,
1977)3 varedefined naluesabbospoediof tt thonsmofy rhigesi@0s irapudéouths, thaintbetitedot her

sui tabl e encryption standards, algorithms, or technol ogies. The 20 CPU 110
may f or weendroilérel Shesypyevidaitie pledefmad hand(s)xathealPlS t Yrifithd neenfcly Ginge an RSA
signature) to the flash device 120. [0017] Based on the comand and t he

cor r espoibél} ngiseldtdfonssdacamtsed with the nessage fromthe CPU 110 and the
nonce val ue stored in the register 175, the secure hash generator 165 may
gener at e{0#1%]e c ofthikealsdronpbnmts shben i BIGAL ureadepRtcdlak @parkit®idRY witkini fy the 25
aut henti cati on signature associated with the nessage fromthe CPU 110.
Accor di nd Ylast deeice i120,@igr fah@idne porfoimbd BY sobbbfRe BIOMRAES teRedriedt hash
value to the second has value. If the first hash value matches the second
hashiwal wighintaBingleasmigadicie@irtditor GRlY bk 1B8pRR¥NHBE uast RAE noad RFaraet her wi se,

t he nessage fromthe CPU 110 may not be authenticated. [0018] Further, as
descri bedgrutadiairabits. Fet exmpld) alitoagh G @indbmhmuiibyr Sh&a®r 06Pandlthd™Or € 5

predefi ned val ues corresponding to the nmenory range 180. In particular, the
i nt egr at @dure Gmdhrgehdrator 1650ireaBepidEN sRrdthBloBEseafil e dasalevieé $30, iR t he CPU
110 if the nenory range 180 is disabled for read access. [0019]Vhile the

conponentaiddiifndibdr Gerekdror 160ah@thd SQufd 1Reh SsheRBR ARy bé NedePardd ihldiah

single component. The methods and apparatus described herein are not limited in this

15  regard.
{06201 To further protect sensitive information, however, the integrated controlier 150
may directly control read access of partition(s) of the memory array 155. In general, the
memory range 180 may operate based on a read access mode such as a static read access
mode or a dynamic read access mode as described in further detail befow. In the static

20 read access mode, for example, the integrated controtler 150 may disable read access of
the memory range 180 after allowing the CPU 110 to access the memory range 180. The
memory range 180 may be enabled for read access again afier the flash device 120 is reset.
Alternatively, the memory range 180 may be disabled for read access afier the flash device

120 is reset.




the flash device 120, the functions perfornmed by sone of these bl ocks may
be integrated 10 within a single sem conductor circuit or nay be

i npl enented using two or nore separate integrated circuits. For exanple,

al t hough twe 2o@nemm nunber generator 160 and the securgehesiio@rimwg at or 165
are depicted as separate blocks within the flash device 120, the random
nunber generator 160 and the secure hash generator 165 may be integrated
into a si ngl e conponent The net hods and apparatus described herein are not
linmted il8034i s eshesdyapmic UOREHTmOf thelintegrpted tomtolise i hdywvegglafead nat i on,
however, the integrated controller 150 may directly control read access of
partiti orftssss ef the mempaeirenge 18P onpr dffSSinlilar pamperatiby intthestrrresdyactange 180 may
operate based on a read access node such as a static read access node or a
dynam ¢ rieeds. the inseesaterbehatroker d 88 mry bledlernahlefthir tnbvaorydeigri 180 b lreid.acddss t he
static 20 read access node, for exanple, the integrated controller 150 may
di sabl e raiauthe Beshgisviot 12hie resetrinthe dysagie rdhid Qcafd @odeal Howdvaigiehe CPU 110 to
access the nenory range 180. The nmenory range 180 nmay be enabled for read
access agdetegraigd tentrotiérel 50|nsaytalsd exdbdered@frces of e @iemoby f@pnadd el y, the nenory
range 180 may be disabled for read access after the flash device 120 is
reset. \WBpa®e 7 1ai04 RCTHWSK0NI GHENATeIDR24E bominhal SpaE P eadl access
node, the integrated controller 150 may toggle read access of the nenory
range 18®yoonipeiling fead Sicadslofithe n@enpperaagd 180, ihe iﬁtk%‘ats& adneoliée30 ngcess node,
the integrated controller 150 may al so enable the nenory range 180 for read
access afdttermihhrehdtharsiforbearion etofedGn the nieRfify rahfe 18085 ABAMICIoVaAGhsAcCcess node.
However, the 5 integrated controller 150 may al so enabl e read access of the
nenory r apgieatidd ninkingeapenSRU 1 00.rBRe) ¢ medhod und Uphiesthd &l dyeani ¢ read
access command fromthe CPU 110. By controlling read access of the nenory

r angd018@ay fidokud appHgitiahefors eshlotel Sid/dk20curdappleliiRhitoe nahetgr i nformation
stored in the nenory range 180 is accessible to various applications

runni ng eppliclkenCPU 110. Thus, the nethods and apparatus described herein 10
may isol ate applications fromeach other and/or secure applications from
non- secuf@22ppl s abicd aove] DAGRIHUTRPLAL, BOAYRoryhrIB 198 ¥ AG! Mindye- 9. the
menory array 155 of FIG 1) may store a variety of informati'on“(e.g., code,
dat a, et sloje.a VEHER oNBfdrmafibrie. 22 coéc‘?ﬂa@)éﬁﬂjplﬁmiﬁ% {SRTBI Y, 18 dxampfeOff i guration
200 may include one or nore partitions, generally shown as '

memory array configuration 200 may include one or more partitions, generally shown as
15 210, 220, 230, 240, 250, 260, and 270. Although FIG. 2 depicts a particular number of
partitions, the memory array configuration 200 may include more or Jess partitions.

Further, while FIG. 2 depicts a particular order of partitions, the methods and apparatus

described herein are readily applicable to other suitable memory array configurations.

{0023]  In particular, the memory array configuration 200 may include partitions for
20 storing executable codes such as a boot partition 210, an operating system (OS) partition
220, and one or more system library partitions 230. The memory array configuration 200
may also include one or more partitions for storing sensitive information (e.g., user names,
passwords, account numnbers, etc.), generally shown as memory ranges 240 (MR,), 250

(MR), 260 (MR...;) and 270 (MR,,). Although FIG. 2 depicts four memory ranges for



15 210, 220, 230, 240, 250, 260, and 270. Although FIG 2 depicts a
particul ar nunber of partitions, the nenory array configuration 200 may

i nclude nore or less partitions. Further, while FIG 2 depicts a particular
order of peobtitmmnwes, the nethods and apparatus descri heeraemiogeoss € readily
applicable to other suitable nmenory array configurations. [0023]1n
particular, the nenory array configuration 200 may include partitions for
20 storing executable codes such as a boot partition 210, an operating

syst em ( GG SHIEINE Birorgmtion, thegnpwry arraneanEgergkansil|mayrindydegaert bt | ons 230.
The nenory array configuration 200 may al so include one or nore partitions
for stor il4t§MEBRE] BAKESE | nf or nation (e.g., user names, passwords, account
nunbers, etc.), generally shown as nenory ranges 240 (MR ), 250 (MR2). 260
(MR04) ah®f2dk0 Ogm):@eswqcﬁ@ﬁ@n pAidpnsDf dephangy ey conbgonryor 00gie f or

storing sensitive information, the nenory array configuration 200 may

i ncl ude Blel 1§maygsapiseatibentioatonyds ond ©@MW]cTo fisst pemerygange 240 niagetopar ti ti ons
of the menory array configuration 200. the CPU 110 may require

aut hefit | date 26hwherpasorrecand ampicay raagd 250stayneore iyta P55 JEheZ0) THYmaf @ee 5 dat a
245 whereas a second nenory range 250 may store data 255. The CPU 110 may
use one & HEheniicwion bey kdypve madhavess vbde fiat ces®rofangd BtOfand kot NOry range
240 and anot her authentication key to have read access of the second nenory
range 25@uthgnticoiodikayglohave read @Resskf (hersagond nwassy tange 280 Acdinglyomed in the
first menory range 240 and the data 255 stored in the second nenory range
255 wi t hCPHd 1pmapyerceauthih dath R4Sttored inkby first HBmpHQide Phe ahdthegiratssl control | er
150 may enabl e read access of the first nenory range 240 so that the CPU
110 may steted irethe sechad ohamearyd4hge\liss lvithnheeptbfee aithadichtn kegy associated with
the first nmenory range 240. In another exanple, the integrated controller
150 #y HWAE e Thavigfaddrensaizoni) mey@iblereidgecedSer thofilshatmbieadeelU 110 may
retrieve the data 255 with an authentication key associated with the second
nenory r2Hye tRfthe GRU 1K sieseriche deidatadas aith ab ehdsiicidonkae adsbéiged at ed
controller 150 disabl ed read access of the nenory range 180, the integrated
contr ol | with fGirsteenmrpiinge240. (i Sxilafidr BRahpla hean@iaks dodublitNS0RG ster 175 to
the CPU 110 even though the CPU 110 nmay have an aut hentication key

associ at esbleiré of e se@nd merioy@8eeldH0.so that the CPU 110 may retrieve the data

255 with an authentication key associated with the second memory range 250. As
15 described in detail below, if the integrated controller 150 disabled read access of the
memory range 180, the integraied controller 150 may provide a predefined value stored in
the register 175 to the CPU 110 even though the CPU 110 may have an authentication key
associated with the memory range 180.
{0026]  In the example of FIG. 3, 2 memory array configuzation 300 may include one
20 or more partitions, generally shown as 310, 320, 330, 340, 350, 360, and 370. The
partitions 310, 320, 330, 340, 350, 360, and 370 may correspond to the partitions 210, 220,
230, 240, 250, 260, and 270 as described above in connection with FIG. 2, respectively.
In particular, the CPU 110 may have an authentication key associated with each of the first

and second memory ranges 340 and 350, With the first memory range 340 enabled for




[0026] In the exanple of FIG 3, a nenory array configuration 300 rmay

i nclude one 20 or nore partitions, generally shown as 310, 320, 330, 340,
350, 360, and 370. The partitions 310, 320, 330, 340, 350, 360, and 370 may
corr espondwoxReetigiq@artiti ons 210, 220, 230, 240, 250, 28@wsotodRd as
descri bed above in connection with FIG 2, respectively. In particular, the

CPU 110 may have an aut hentication key associated with each of the first
range 340

and secon y.ranges 340 and 350. Wth the fast nenory

enabl ed f%ﬁﬁ@#%%d‘hss%%g?dg‘f%gﬁwgéfﬂ&f@wv&@mw ored Boherfisst Bemeiyde t he

data stor ih the first nor ange 340 (e.g., the data 345) to the CPU

110. [002%$en§4géﬁigr§’§td%‘[agg§}f8t%e‘é%ﬁgl(?renory range 250 of the nmenory array

confi guralt“'p%@ 200 in FIG 2, the integrated controller 150 disabled read
f

access o s eFRITHE SRS Segondmermory sange 2hQief the memertaray configiratinn t he
second ngg@bxf%SQQEWSSO ngg not be available to the CPU 110 (e.g., hidden
fromthe TPY Y- B dpfegrated fontiliey 150 dispbied rad aggessef tesetond mekimyy associ at ed
with the sec nory range 350. Instead, the integrated controller 150
e‘;?’}ﬁr gﬁ‘é‘r’ [ datasraddn tsseeand megnorrap 3 J0augystoe be 4z8alilowt he CPU

may provi'de
110. Thetgg gggs and apparatus described herein are not limted in this
regard. T ap W‘fﬁ‘ﬁg"“tfﬁmﬂhacpm, 110bevenifch€PUd RO b an autheneiory ar r ay
configurq}ion 400 nag i ncl ude one or nore partitions, generally shown as
410, 420,rey8tocialnd with thy seoppd megony zpge 350 dnstead; the intapsatedll@ntrdlB 156130, 440,
450, 460, and 470 may correspond to the partitions 310. 320, 330, 340, 350,
360, and "R¥Praddererredsined valpnias storedioikercgision! Afi to kheRIRE 1 B). ‘Thespect i vel y.
The CPU 110 nay have an authentication key associated with each of the 15
first andiediadsard speammy dessribrskherzimang gt liraited inHiswepdrd. second menory range
450 enabl ed for read access, the integrated controller 150 may provide the
dat a 8t o431 n (Tyeninglediid. deromngthenmgmplsOmemory. array benfiiatasiod 5%) mhp the CPU
110. [0029]In contrast to the first nenory range 340 of the menory array
confi gur '{S’ﬁ one or more partitions, generally shown as 410, 420, 430, 440, 450, 460, and 470.
The partitions 410, 420, 430, 440, 450, 460, and 470 may correspond to the partitions 310,
320, 330, 340, 350, 360, and 370 as described above in connection with FIG., 3,
respectively, The CPU 110 may have an authentication key associated with each of the
15 first and second memory ranges 440 and 450. With the second memory range 450 enabled
for read access, the integrated conwroller 150 may provide the data stored in the second
memory range 430 (e.g., the data 455} to the CPU 110.
[0029]  In contrast to the first memory range 340 of the memory array configuration
300 in FIG. 3, the integrated controller 150 may disable read access of the first meﬁmry
20 range 440. Thus, the data 445 may not be available 1o the CPU 1 10 (e.g., hidden from the
CPU 110) even if the CPU 110 had an authentication key associated with the first memory
range 440. Instead the integrated controller 150 may provide a predefined value 4435
stored in the register 175 to the CPU 110. The methods and apparatus desciibed herein are

not limited in this regard.




300 in FIG 3, the integrated controller 150 may di sable read access of the
first menory 20 range 440. Thus, the data 445 may not be available to the
CPU 110 (e.g., hidden fromthe CPU 110) even if the CPU 110 had an

aut hent i caye ady7Mayassoci ated with the first nenory rge@uddiecdonst ead t he
integrated controller 150 may provide a predefined value 445 stored in the
register 175 to the CPU 110. The nethods and apparatus descri bed herein are
not lim tﬁﬁ inthis regard. WD 2007/131024PCT/11S2007/ 068005 [ 0030] As
ment i oned ™83y e, At Hensioned ghaye atie mngratal doatrollds O50MRMy R QtaBit adali Gede§Ad access
control or dynam c read access control of the nenory range 180. In

parti cul afontekdyparie sad aecseronudnt telmemyty dingald® Tk padicMaC 8g8e kg t he
menory range 180 until the flash device 120 is reset. In one exanple,

static re¥ecsacensobmeydisatdd readigochs of g dndntorP FARE €40 il G TRk &RicS 19§ed duri ng
a boot process (e.g., over-the-air application code such as an update

pat ch). Af feset. Beenegxapplestait i atdess &ntrol thiPbe Lssu@{fbﬂr&fzar;ﬁf%h@an may not be
accessi ble unless the flash device 120 is reset. The status for static read

acces® coted diringaypobieproqushi (2t ©derite-gir AicMnabid &ich Mn dhte ggtcfl)h e
integrated controller 150. [0031]Simlar to static read accéss control,

dynani c réfird beiog ewsssedby the ICPIE) 0pdusl gﬂi&,ﬁh&agﬁan&%@q&%@ S Snidls e menory

range 180 until the flash device 120 is reset.” However, dynam c read access

control riayh davico|120 isgesdt, divaBSsTor st ré@@é&séﬁ%ﬁnﬁjﬁ&ih&’icﬁt?%%se to an
aut henti cated read access command. Accordingly, dynamc read access control

may t oggnen-elatile ¥ ebis ofxhe inkgrai@Iddniollca1ge 180 on or off. In one exanple,
dynam c read access control may be used to provide isol ation between an

appl i cat (¥¥1hnd Senilares paitdeaicdds SsHudl, diMSic mm%cohg&q?%%%ss control

may protect sensitive data of an application when the appli’cation is not

runnilfig. difiide shdtacsssfod thedyonF anb® 88 66 82 126 ! padicated by a
RAM bit of the integrated cont roFI er 150. [OOS%V%?&@?%ﬁdH%%&Eﬁi ct

nmanners idynawiid ehd adeessexsmrm by Ehai ve AESREN PAS S ssi.ng system 100
of FIG 1 nmay provide a read access control sys{ngrqggg%gaﬁ)g?éedp th 20 a

1;3 Bgs gn g etgbagaumentg:awd €428 abdeRsdanail C R cdt@in®lly, FlnfEnictiad aLBEs g())(n%rgpllngy processes
toggle read access of the memory range 180 on or off. In one example, dynamic read
access control may be used fo provide iselation between an application and corresponding

15 data. Thus, dynamic read access contro} may protect sensitive data of an application when
the application is not ranning. The status for dynamic read access control may be
indicated by a RAM bit of the integrated controller 150,

[0032]  FIGs. 5 and 6 depict manners in which the example flash memory-based
processing system 100 of FIG. I may provide a read access control system associated with
20 aflash device (e.g., the flash device 120 of FIG. 1). The example processes 500 and 600
of FIGs. 5 and 6, respectively, may be mplemented as machine-accessible instructions
utilizing any of many different programming codes stored on any comibination of
machine-accessible media such as a volatile or nonvolatile memory or other mass storage

device (e.g., a floppy disk, a CD, and 2 DVD). For example, the machine-accessible

!5 instructions may be embodied in a machine-accessible medium such as a programmable
9




of FIG. 5 and 6, respectively, may be inplenented as_nachlge-agngZthﬁ
instructions utilizing any of many different progranmm ngI c;). Fs St

any conbi nation of machine-accessible nedia such as a vo agl e sk a b
nonvol at i |wozerTasy20r ot her nmass storage device (e.g. ,p(ar/ﬁtzmmys_ s rrsa . )
and a DVD). For exanple, the machine-accessible 15 instruc L?e me

enbodi ed i n a nmachi ne-accessi bl e nmedi um such as a progranma

|l ication specific integrated
2007/ 1310 V52007/.068005 te array, an app .
circuit (%é?%"y 8%3@#15%‘5’6|836C§€°d@?§m?d1§1@w@&cbnm srasmbleprogrida®) , a ROV

' ' ' ' Itabl e type of
¢ _nedi a optical media, and/or any other_SU|
ﬁm u% nﬁ%ggééjﬁwgf f,EPgﬁr@‘ﬂga&ﬁN\és PRAM, & glagmetio mebeia, momcﬂlngm&bgﬁ?;«r i
[ ' f FIGS. 55 and 6, these actions may be _

g{Lgftigh%gF@%rggc 538@§fﬂﬁéwnbxanple, the actions illustrated in FIGs. 5

' It [ | manners.
cuted in repetitive, serial, and/or paralle :
Agai 1 ¢ HOPlamo AT olmeb s Pobiolan i D0 aaioos itiabyteposigttiand 65c | bed

: : i i anples to provide a read
s R B8 Syt S A | 1 F
Cf?ﬂ ?ﬁgeqsc}siggﬁ agg@{eg gg ﬁi&.?&%r%my;;g;;itseﬁﬁmmhg& %041 4l dr $hrat@0)
moni tori r}g&n];)(e)rrs. Again, the example processes 500 and 600 are merely provided and described in
conjunction with the apparatus of FIG. 1 as examples to provide a read access control
system associated with a flash device.
10 [0034]  In a static read access mode, for example, the process 500 depicted in FIG. 5
may begin with the fiash device 120 (e.g., via the integrated controlier 150) monitoring for
a read access command from the CPU 110 (block 510). In particular, the CPU 110 may
fequest to access a particular memory range of the memory array 155 {e.g., the memory
range 180 of FIG. 1). ¥ the flash device 120 does not receive a read access command
15  from the CPU i10, ﬁc inteérated controller 156 may continue to moni—tm.: for a read access
command.
[0035)  Otherwise if the flash device 120 receives a read a;:cess command from the
CPU at block 510, the integrated controller 150 may determine whether the read access
command is an authenticated read access command {biock 520). In one example, the read
20 access command may be authenticated in accordance with an RSA signature protocol. ¥
the read access command is not an authenticated read access command, controls may
return to block 510. However, if the read access command js an authenticated read access
command, the integrated controller 150 may determine whether the flash device 120 is

reset (block 530). In one example, the flash device 120 may receive a reset command

5 from the integrated controtier 150 prior to and/for during a hoot process.
10




a read access command fromthe CPU 110 (bl ock 510). In particular, the CPU
110 may request to access a particular nenory range of the nmenory array 155
(e.g., the nmenory range 180 of FIG 1). If the flash device 120 does not
recei ve awe@ashrasoess command 15 fromthe CPU 110, t hepdmiesmksos
controller 150 may continue to nonitor for a read access command.
[0035]Oxherwse if the flash device 120 receives a read access command from

510, the integrated controller 150 rmay determ ne whet her
Eﬂg rcggda@@?gg‘;kﬁ the flaghrigies 1i2§?Sarﬁseaubmimgramcentmlmasmna;emvidemnd (bl ock
520). In one,exanple, the read 20 access command may be aut.hentlcat ed in
accor danc¥f inhepemeany rarag 18P i the SPYIdOGhlock F40). hicooatingl g cedsggaeanand i s
not an authenticated read access conmand, controls may return to bl ock 510.
However , Goptreles I3Gmay disthie spad anvesa of the sncanvrauinbe RO (bRtie S50) € BthegiseS S
comand, .the integrated controller 150 may determ ne whether the flash
devi ce 120ty flash devigg d20 fsisobreket B3BYck 330, e tapranidontrolldi et haghergevi ce 120
may receive a reset conmand 5fromthe integrated controller 150 prior to
and/ oF dufadigess piube memenesse | SNBRHOTIHE 3 DRALRGE /VaIS2 00H GHBR Wister

185 to the CPC 110 (block 560). The methods and apparatus described herein are not
limited in this regard.

[0037]  In a dynamic read access made, for example, the process 600 depicted in FIG.
6 may begin with the flash device 120 (e. £, via the integrated controller 150) monitoring

10 for a read access command from the CPU 110 (block 610). In particular, the CPU 110
may request to access a particular memory range of the memory array 155 (e.g., the
memory range 180 of FIG. 1). If the flash device 120 does not receive a read access
command from the CPU 110, the integrated controller 150 may continue to monitor for a
read access command.

15 [0038) Otherwise if the flash device 120 receives a read access command from the
CPU at block 610, the integrated controller 150 may determine whether the read access
command is an authenticated read access command (block 620). If the read access
command is not an authenticated read access command, controls may return to block 510.
However, if the read access command is an authenticated read access command, the

20  integrated controller 50 may mositor for a grant command to authorize read access of the
memory range 180 (block 630).
[6039]  If the integrated controller 150 detects a grant command, the integrated
controlier 150 may provide data stored in the memory range 180 to the CPU 110 (block
640). In particular, the grant command may enable read access to the memory range 180.

Y5 Accordingly, the integrated controller 150 may disable read access of the memory range
1




[0036)lithe flash device 120 is reset, the integrated controller 150 may
provide data stored in the nmenory range 180 to the CPU 110 (bl ock 540).
Accordingly, the integrated controller 150 nay di sable read access of the
menory rarke20803em ock 550). Oherwise if the flash dewiros206468s008 not
reset at block 530, the integrated controller 150 may deny 5 read access of
the nmenory range 180 and provide a predefined value stored in the register

185 to th ( ck.560). The nethods and apparatus described herein
are not I??n bgﬁ&lkgo)t EJ.L@W&@!H > Infegager|coptreller Y Hbfailstorded: mgramss node, for

exanpl e, S O depicted in FIG 6 may begin with the flash device
120 (e.qg. %@d?ﬁigﬁ’f"ﬁgg)gF"&t"é‘@’"éfﬁﬁ‘iﬁ?%ﬂoﬂéfrﬁﬂfs@)y deerinomihaerlifle flgh a read
access co réqzérom t&)gmgPU 110 (bl ock 610). In particular, the CPU 110

0

my reques EJIEYE &F%% cul ar menory range of the menory array 155
e 180 of FIG 1). If the flash device 120 does not

e.g., t nory. r ]
ﬁecei ve a redd a%é@?g‘%&B?ﬁﬁﬁéﬂfsrféw,ﬂhfein@tdteﬁlﬁmmmelsmhe_«g]lsxatriﬁéldﬁwt rol I er
150 mey C nt'ng&to nonitor for a read access command. 15 [0038] O herw se
i f the f1a8H Gt CEm20an8d 89 pabe GPYAA (Hedels). conurigklf, iR ibaEPU at
bl ock 610 t‘iq% ig&e rated controller 150 may determ ne whether the read
access cd riy0m disrbirisnd warse dof the atmary esge (RNBREE6S)) ORlenGR0) - | f the
read accs:is1 @O%n'd is not an authenticated read access commuand, controls
may r et urh™f 6B G¥Iee SAdis npigagsy airblook 660, 1he neathtaicoRGSlIeE QRRAFI an
aut henti cated read access command, the 20 integrated controller 150 may
noni t or f"?ﬁda&ce@?%frﬁ‘e@%ﬁ@[ﬁ@aedsﬁmdwm’iﬂeap&ﬂdizﬁﬁ@ﬂ&&stﬁlfedtiﬁ‘ﬁeﬁ?gfi@&y range
630) . éOOSQ]If the integrated controller 150 detect’s a grant

commnd. {42 LEBY D @ock 6701 e oitiexs arSDapPRitop UeNCHBIR! KiRtiR R gy ed i n the
menory range 180 to the CPU 110 (bl ock 640). In particular, the grant
comrdﬁd ﬁﬁ@*@%ﬁdbﬁsma@ad access to the nenmory range 180. ?5 Accordingly, the
10T e Wb e e ko s s o
access modes (e.g., static read
access mode and dynamic read access mode), the methods and apparatus described herein
are readily applicable to operate in accordance with other suitable read access modes.
While the methods and apparatus disclosed herein are described in FIGs. S and 6 to
15 operateina barl:iculat manner, the methods and apﬁar&tﬁs djscléged herein are readily
applicable without certain blocks depicted in FIGs. 5 and 6. In addition, while FIGs. 5 and
6 depict particular blocks, the actions performed by some of these blocks may be
integrated within a single block or may be implemented using two or more separate
blocks.
20 [0042]  FIG. 7 is ablock diagram of an example processor system 2000 adapted to
implement the methods and apparatus disclosed herein. The processor system 2000 may
be a desktop computer, a laptop computer, a handheld computer, a tablet computer, a
PDA, a server, an Internet appliance, and/or any other type of computing device,

[0043])  The processor system 2000 llustrated in FIG. 7 may include a chipset 2010

'3 which includes a memory controller 2012 and an mnput/output (1/0) controller 2014. The
i2




WD 2007/ 131024PCT/ 11 S2007/ 068005 180 (bl ock 650). OQtherwise if the
integrated controller 150 fails to detect a grant conmand at bl ock 630, the
integrated controller 150 may determ ne whether the flash device 120 is
reset (bl apd2080@31024 0040] I f the flash device 120 is ragsigs2bdIRedond €9r at ed
controller 150 may provide data 5 stored in the nenory range 180 to the CPU
110 (bl ock 640). Accordingly, the integrated controller 150 nay disable
read access of the menory range 180 (block 650). Otherwise if the flash
devi ce 12¢hipsst Y0 maypeevide méthey kndBO,mdnhgement REERNS & GQNT Ol 3?50 may
deny read access of the nenory range 180 and provide a predefi ng val ue
stored i ngenkel pupossiand/or special phfposorepiv@rsCRverd Jdk. (hal 86 KcBdNie otTl{lg%ﬁﬁt hods and
apparatus described herein are not 10limted in this regard. ] Al t hough
t he abovea presspir @92 eBermiriresson2020e584 LRGHBRMeABIESnd SheSr modd %B&egs&sead access
node and dynami c read access node), the nethods and apparatus sc¢ri bed

her ei n_ar ¥PAdéctiniponann WIcal banpencPBOWSLEN bAGEAS APUEEN phbfl ghber sui tabl e
read access nodes. Wiile the nethods and apparatus disclos 3 herein are
descr i%ednidfor BlhGssuittlapdedsing cdBnd@BRE b & ok | ; t he

met hods and apparatus di scl o%e%l&;\er ein ar e@@%ﬁ%éﬁﬁéﬁﬁgﬁwﬁ t hout
certain bhptikendépiiag est driindrd G5the BudP o™ | 'tin%@},%'*]}n@ FIGs. 5 and 6
depict particul ar bl ocks, the actions perforned by sone of these bl ocks may

be i nt egredhedoyy, iffei Iteil’ EinAG BredtlnBRKy, Qe HRY® éﬁtéiﬂg’h %ﬁg&,gﬁ,’ H,%ihrlr}%@t Wo or nore
|

separate blocks. 20 [0042]FIG 7 is a block agram o exanpl e processor

syst em 2000n Btaginebey endioik MBIA Scive® RBk 1 Lushdi scl osed
herein. The processor system 2000 may be a@%géﬁ]@ggg%ﬁ%% ’eorl,ma | apt op

L er net “appl | ancer aRanor o o gl GORRH S0 e pelredd 48045] he
pr ocd8somayyisdheia2QEHe 2003, WidhahBthe ilplehichted alliYa FREINES nhed r(]:lar.%% et 2010,
(L1), a second-leve] unified cache (L2), a third-level unified cache (1.3), and/or any other
suitable structures to store data. |
[0044] The memory controller 2012 may perform functions that enable the processor
2020 to access and communicate with a main memory 2030 including a volatile memory
15 2032 and a non-volatile memory 2034 via a bus 2040. The volatile memory 2032 may be
implemented by Synchronous Dynamic Random Access Memory (SDRAM), Dynami¢

Random Access Memory (DRAM), RAMBUS Dynamic Random Access Memory

(RDRAM), and/or any other type of random access memory device. The non-volatile
memory 2034 may be implemented using flash memory, Read Only Memory (ROM),

20 Electrically Erasable Programmable Read Only Memory (EEPROM), and/or any other

desired type of memory device.

[0045]  The processor system 2000 may also include an interface circuit 2050 that is
coupled to the bus 2040. The interface circuit 2050 may be implemented using any type
of interface standard such as an Ethernet interface, a universal serial bus (USB), a third

5 generation input/output (3GIO) interface, and/or any other suitable type of interface.
13



5 which includes a nenory controller 2012 and an input/output (WO
controller 2014. The WD 2007/131024PCT/ US2007/ 068005 chi pset 2010 may
provi de nmenmory and |/ O managenent functions as well as a plurality of
general puypasensogy or speci al purpose registers, tinmesSubeossobat are
accessi bl e or used by a processor 2020. The processor 2020 may be

i npl emented using one or nore processors, WPAN conponents, W.AN conponents,

component o Hor g e MRRLEREe 20603850 iedsl 150 e Rt 2080 ng one or
Bar mum t ot BevicoEp 208 pdrik AR et S R Pt TR BF XeonTi vi

br ocessi o SRh AT o P chabfe, o TG i B POMEMG heimrlsPonbabnr 2020, The
B i ot - 1 fRRRt KT MR AERE e GRERE TR Ebrda rck R wooRoabiiedpre) . &
third-sl e%kwﬁ%%ﬁ%h%%g‘e (L3), and/or any other suitable structures to

st ore dat a. nemory controller 2012 may perform functions that

enabl e t hgo% 0Cega0r 2020 to acce nd conmmunicate with a main menory 2030
i ncl udi ng a vol at'l |°émr?8“’n%“r‘%“?f%"‘%§§7‘gﬂay s RfrEopatcindite theiipitop clody via a

bus 2040 i menory 20 be i npl emented by Synchronous
Dynani ¢ %%%?rﬁ\‘%@é%% %W’S‘/X‘t‘%ﬁ%w BRnteielerenied by diselay deviestor v (]PRAM,
random ateesa iR ARG MG ELEN A idbid o ctobts Reh g cobote mapbbe

i mpl ' flash ,, Read Only Me , 20 Electricall
Er asabl o PR b T P AR ek B eH PRI 2H5mes ngige.ombeg dos | ed

type,;Qf devi ce, [,0045] The processor system 2000 may al so include an
i nt et acgﬁgﬁ;} ’ta%gﬁs[jﬂﬁetrc coupl ed to the bus 2040. The interface

circuit may, be inpl emented using any type of interface standard such
as an Et ﬁ%?&le_t i ?%rf’feéng(g,sysé""ﬁl ﬁ?qpe"f' Sesigflpds] ong 95 mOSBYSs staragh devdces
é?giez,?;?%%@g? Istgpeusto \%grte%hlcs déﬁ Gé;?a)mpller;to? gll;c%?neafss ggrgég (rievi:ggls) g(t)sr:)eirrachfdlil table type
floppy disks and drives, hard disk drives, compact disks and drives, and digital versatile
disks (DVD) and drives.
15 [0049] The interface cireuit 2050 may also include a comnmunication device suchras a
modem or a network interface card to facilitate exchange of data with external computers
via a network. The communication link between the processor system 2000 and the
network may be any type of network connection such as an Ethernet connection, a digital
subscriber line (DSL.), a telephone line, a cellular telephone system, a coaxial cable, etc.
20 [0050]  Access to the input device(s) 2060, the output device(s) 2070, the mass storage
device(s) 2080 and/or the network may be controlled by the /O controller 2014. In
particular, the VO controller 2014 may perform functions that enable the processor 2020 to

communicate with the input device(s) 2060, the output device(s) 2070, the mass storage

device(s) 2080 and/or the network via the bus 2040 and the interface circuit 2050,




WO 2007/ 131024PCT/ US2007/ 068005 [ 0046] One or nore input devices 2060 may be
connected to the interface circuit 2050. The input device(s) 2060 permt an
i ndi vidual to enter data and conmands into the processor 2020. For exanpl e,

t he i nput wievescefin)s 2060 may be inplenented by a Kk epdaogatb 708806 USE, A
touch-sensitive display, a track pad, a track ball, an isopoint, and/or a
5voi ce recognition system [0047] One or nore output devices 2070 may al so
be connecﬁé to the interface circuit 2050. For exanple, the output

devi ce(s) 0 ni¥filpeicappentatsshavbin RIGSpluaylepieni 6E%pirae Blockwlrhight
emtting display (LED), a liquid crystal display (LCD), a cathode ray tube
(CRT) di siBF Bipeesiorsysiem 8P00a the fwnctiopspakionmsdd bylomeionihetd i6dks fiay 64 t 2050 may
i ncl ude, anong 10 other things, a graphics driver card. [0048] The processor
syst em 200t85iey withio: singlé seicandactarcimmit 6r MRS iSlpRhRARIAGHE GRS0R80 to store
software and data. Exanples of such nmass storage device(s) 2080 i nclude

fl oppy dissRasate micsthi¢d @it diod extingie, dithorgh meﬁﬂémﬁﬁEor@oﬁ&Sz@@Q?@&gves, and
digital versatile disks (DVD) and drives. 15 [00491The interface circuit

2050 ray L4} eantiole|20ikan demicrdias sepdrite BIoIRYwitkin SIS 201 ATRSH Q4@ Net wor k
interface card to facilitate exchange of data with external conputers via a

net wor k. cPrieolien?@dring tieilifhcdnirokerizol Bebd RE:cRIQGRREIE sgyst em 2000 and the
network may be any type of network connection such as an Ethernet
connect i gemiconddicgr timuitsubscri ber line (DSL), a tel ephone line, a cellular
t el ephone system a coaxial cable, etc.

[0052] Although certain example methods, apparatus, and articies of manufacture have

been described herein, the scope of coverage of this disclosure is not limited thereto. On
10 the contrary, this disclosure covers ali methods, apparatus, and articles of manufacture
fairly falling within the scope of the appended claims either literally or under the doctrine
of equivalents. For example, althou gh the above discloses example systems including,
among other components, software or firmware executed on hardware, it should be noted
that such systems are merely illustrative and should not be considered as limiting. In
15 particular, it is contemplated that any or all of the disclosed izardware, software, and/or
firmware components could be embodied exclusively in hardware, exclusively in

software, exclusively in firmware or inr some combination of hardware, software, and/or

firmware,




20 [ 0050] Access to the input device(s) 2060, the output device(s) 2070, th
mass st orage device(s) 2080 and/or the network may be controlled by the I/
controller 2014. In particular, the I/0 controller 2014 may perform
functions that enable the processor 2020 to communi cate with the input

devi ce(s) 2060, the output device(s) 2070, the nmass storage device(s) 2080
and/ or th&istselsiaedi®a t he bus 2040 and the interface circuit 2050. WO
2007/ 131024PCT/ US2007/ 068005 [ 0051] Wii |l e the conponents shown in F10. 7 are
depicted as separate bl ocks within the processor system 2000, the functions
performed by sqme ofa {898 chhn gﬁg:may be integrated within a single

sem conductor circuit or ma e inplenmented using two or nore separate

i ntegrated cirdefehang, byra Bashrdsvise, araad daegss cormandroenfignredttoalisable 212 and

the 5 1f 0,641 58l hLeh ' bleacks .wi t.hin.the

chi pset 2810, t he m&\0 ry %@r%ﬁ%&%?%%%ﬁ%@ﬁggﬁﬁﬁgfl%?“ﬁ%‘ﬂl may be
i nt egr at etheapernony rangsi ngl e semi conductor circuit. [0052] Al though certain
exanpl e net hod .at us, .an rticles of ufacture ha been descri bed
herein, the sc%%%l 0 g{cugg?g’ryag 4 gfls fPdcy; stg? Jg%]p@c‘ie? ﬁB‘PmIaP‘%i ¥ Phereto. On
10 the cosignanse, vetificatiodippabear ur #h @egite] @ntrolld tof GHS fladhiReHcd! Wikoreif it
articles of matn(?f act u‘Fe fai rlﬁ%iérf al |i nggvm’ thin the scqee of the appended
clains ei e tBPEPHS TS0 Plyt epuplrgdctor PFORASSAE qUAiY ofhe riracesyas runitcanpl e,
al t hough poRidaROMme redid 964ed$ESmMMRITD h&esy HeGhEindry Fandd bfhe MIPARRL her
conponents, software or firnmware executed on hardware, it should be noted

that such syst Bif¥ding bydhe flgsh devies: read jacessaitodthe mematy nange o€ tteomemdnyr ed as
e e : o ) hraerandt
178 o o gL Ry Y i

di scl osed hardware, software, an I rmaar e conponen
excl usi vetsgessreommangdayas, degstmingd ity dk v vialid dynamic read access command based on

the signature verification protocol; disabling read access to the memory range after the

e
O

execution of the authenticated read access command; and

enabling, by the flash device prior to a reset of the flash device, further read
access to the previously disabled memory range of the memory array based on receipt of
another valid dynamic read access command, wherein the other valid dynamic read access
command was determined to be a valid dynamic read access command based on the

signature verification protocol.

2. A method as defined in claim 1, further comprising enabling, by the flash
device, read access of the memory range in response to detecting a condition indicative of

a reset of the flash device.

3. A method as defined in claim 1, further comprising:

receiving, by the flash device, a third read access command configured to disable
read access to the meinory range after reading the data in the memory range;

authenticating, by the flash device, the third read access command based on the
authentication key, wherein the third read access command is determined to be an invalid
authentication key; and

preventing read access of the memory range.
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software, exclusively in firmvare or in some conbi nation of hardware,
software, and/or firmvare. What is clained is: 1. A nethod

conpri si ng: receiving, by a flash device, a read access conmand
configured to disable read access of a nenory range of a nenory array of
the flash device after reading data within the nmenory range;

aut henti cati ngq by i § g PRSP gﬁQQ on a
signature verificqt%gﬁé%égﬁgggﬁwg?@g%&@%fgg?g?ggﬁcontro?B§? 0 ?ﬁgmflash
devi ce, wiadhepraceskiag ppit srfiesnoase todhe prevenging. s operatively coupled to a
processor unit, the processor unit providing the read access command to
access the nenory range of the flash device; provi ding, by the flash
devi ce, read afcessAtmethtrbasrdefored in ahge Iofwhehein thenmemonr raage Badiebledn an

aut henti cagi ed, read.access command, wherein the authent ted,read _ access
conmand V\%Lerglé? gfcﬁ?(ﬁ%%? o e ayg}apﬁén@ﬁg:}p% ytesta &88@@&%‘%&%‘ fesed on

t he si gnagdiatite bieisl shsoetiddonitps AyrREH¢ readl ek héde. r ead access to the nmenory
range after the execution of the authenticated read access command; and
enabling, by the flash device prior to a reset of the flash device, further
read access togthe RrfMh@dad Hef?ieé%%’bl%ﬂnﬁeﬁﬁh& SRl st d”g&ﬁéﬁhea”ay

based on recei pt of another valid dynam c read accesS comrand, wherein the

ot her val YalRedipna ipgistele agsocieted seitle thenflash daviced athereir thedpredefined avalug| isd

dynam ¢ rgad.acce &&gﬂgﬁgg ged on the signature verification protocol.

2. A netho%ﬁés de??ne In cﬁggd1l, further conprising enabling, by the

flash device, read access of the nenory range in response to detecting a
nmet hod as

condition indigative of. a reset .of the flash device 3. A

defined in cl af‘m 1, ﬁ?utcﬂeeorie n&%’ﬁ%‘? igluding comF’étc‘gﬁ’\?Pﬁ”d{en BSFerHe PPSEEh

devi ce, a ihhdhinttbead access command configured to disable read access to

the nenory range.after reading the data in the nenory range;

aut henti cat i ngr,gceb‘ﬁﬁ‘l‘FFé‘dch%ﬁcg‘@Wﬂ%FO’%ffa%r hit¢ g”?ﬁ%&*"‘&@@%@% of 8 WEIATY based on

t he aut heghdeCtainiindi® aray b¥es eéAinghRits Withifl tHe9Rdn &G e4ge; command i s determ ned
[ d

to he an invalid authentication key; an )
authenticate the read access command based on a signature verification protocol

-

at an integrated controller of a flash device operatively coupled to a processor unit, the
processor unit providing the read access command to access a memory range of the flash
device;

provide read access to the memory range of the memory array based on an
authenticated read access command, wherein the authenticated read access command was
determined to be a valid dynamic read access command based on the signature
verification protocol; disable read access to the memory range after the execution of the
authenticated read access command; and

enable further read access to the previously disabled memory range prior to a
reset of the flash device based on receipt of another valid dynamic read access command,
wherein the other valid dynamic read access command was determined to be a valid

dynamic read access command based on the signature verification protocol.

8. An article of manufacture as defined in claim 7, wherein the content,
when accessed, causes the machine to enable read access of the memory range to the

processor unit in response to detecting a condition indicative of a reset of the flash device.
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preventing read access of the nenory range. 4. A method as defined
in claim3 conprising providing a predefined value to the processing unit
in response to the preventing. 5. A nethod as defined in claim1,
wherein the nmenory range is disabled after the providing by setting a
volatile bit of the integrated controller, wherein the volatile bit is
associated w t19. a dynnaiile eRthaneeat® 408 Fined in claifd 7,AvA&ERN e 38ndRd 1 Ned in
claim1 further conprising storing a predefined value in a register

associ at ed" IRt 3585 fqa‘é@ﬁglbf‘eﬁ%lpevﬁﬁéﬁﬁbk fead aseesdeifi the anemonyerange in

associ at egespbhdd foherebBARS Yo iAAIRad access czmnﬁﬂd,a%-bﬁklﬁlt]%;th?%%m%&gsg

i ncludi ng content, which when accessed, causes a nmm eceive a
read acce$SmEBAGFidentifad pyan wrauthenticatebdmamiartadacessconimaadnenor y range of
a nenory array after reading data within the nenory range;

aut henticate the read access command based on a signature verification
protocol at an1Pnt edmasrtidlecafnmamificureads defihbdisin cthindi 7; evlepen ahé vehtyntcoupl ed

to a proc [ iL, the.processor .uni.t providi t he read access  command
to access %gl%l(r?r%%%gsﬁa’rcgﬁsg & VY e?‘? g'§ﬂ”l%| B%;ii geeess ofthe BEYOTYJangelyosetiRiess to

t he nmenor y noawvghtikf (NV) ditref iy ivitegfatalconfsled, Wheraint tReMIVant is G oiicia@th access
comrand, wher.ei n . the aut%gnti cated read access conmand was determ ned to be

a valid df %A e asFssibediss command based on the signature verification
protocol ; disable read access to the nenory range after the execution of

t he aut henticated read access conmand; and enable fluffier read access
to the previously difsawtield ofemenvfacturege dsfinet in olaim r7e yetereit theheorftérss h

devi ce ba ' ' ] access .conmand,

Wher of n 1 o ecisBE Spis e AR B Akl B E I BN RGOSR o be
val i d dyntaspinse teddectiog e senditomnditatiaselithe mettoey singebeitig disvisled foreadd on

pr ot ocol . 8. An article of manufacture as defined in claim7, wherein

accCcess. .
t he conten‘f, when accessed, causes the nachine to enable read access of the

menory range to the processor unit in response to detecting a condition
i ndi cati ve of res%‘t{_j of the flash glevi ce. 9. An article of
manuf act ure as-def i NEFPPHAES AWM horein t he content, when accessed,

causes the nacﬁlhﬁgmgparfﬁng- amnSash SSs;paf the menory range in response
to receiving a third read acgess cﬁmﬁ&éﬁd’, wherein the third read access

command i s i dehtcPitraller aperatively, counledetet the amerdomiyareayito neésiek ageassaccesnmand.

command configured to disable read access of the memory range after reading the data
within the memory range, to authenticate based on a signature verification protocol the
read access command from a processor unit to access the memory range, to provide read
access to the memory range of the memory array based on an authenticated read access
command, wherein the authenticated read access command was determined to be a valid
dynamic read access command based on the signature verification protocol; to disable
read access to the memory range after the execution of the authenticated read access
command, and to enable further read access of the disabled memory range prior to a reset
of the apparatus based on the receipt of another valid dynamic read access command,
wherein the other valid dynamic read access command was determined to be valid based
on the signature verification protocol, and

wherein the controller is operatively coupled to the processing unit via a flash
interface.

13. Anapparatus as defined in claim 12, wherein the controller is configured
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10. An article of manufacture as defined in claim?7, wherein the content,
when accessed, causes the machine to disable read access of the nenory
range by setting a non-volatile (NV) bit of the integrated controller,
wherein the NV bit is associated with a static read access node. 11.
An articl g shbleReddl 36ds8 bEhS ety Rge tothe bRicBsdr uthi 1&hBnde 1§ dGOMngRL - When
accessed, causes the machine to provide a predefined value to the

pr ocessi neendition indicative ghmresetf thelash deviee- a condi ti on i ndicative of the
menory range being disabled for read access. 12. An apparat us
conprising: a nenory array having a nenory range; and a controller
oper atively colipl edAnappiratusresrdefined in alpini ¢2,rwleeein ¢heacontrallerds cafizusdmmand
configure i I cess of the,nenory range after reading the
Gata it bion PRyt RO Bl B8 BEFR Bngd T BB ot B b gh B ENE

veri fi cat a drirdpacotss commnidnd, whaeinahe tdhid reahnreg dortiing i IRACE&DEs aid- t O
access the nory. range, t rovide read access to the nmenory range of the
menor y ar?@@gﬂﬁ§éﬁ¢ﬁﬁgﬁ eﬂﬁ?ﬁ@ﬁfpgﬁyg"read access comuand, wherein the
aut henti cated read access command was determ ned to be a valid dynam c read
access command based on the signature verification protocol; to disable

read access tolthe fi2fBPiramapydetined & claime 12 v ¢ contrelles inennfignreicat ed
read accegsiiGoRMR RemdRtahd W@é@ﬂlﬁ% Wod-Dktitk a@d)oﬁi@ e &Pﬁaﬁl&, ‘Qﬁe?ap' ed
us on of

menory ranggappipr to a reset” of the apparat ase e receip
anot her viie NY iy isansociated adthea gaticyreadansessanodaher ei n the ot her valid dynanic
read access command was determned to be valid based on the signature

verification protocol, and wherein the controller is operatively
coupl ed to thel@r ocAs sppayatusiast defined in dlhiasi? funther doagrising A refiBtepfol@drat us as
defined in cla.ma?2 rein.the copntroller is canfigured 18 to enable
read acceb ?recﬁlf:hﬁ‘iie VilEsoPY PR {9 the, Processings By 1, JRIPORsE L SRSHES 8o

det ect i ngondition tididative bl fRoMEraffe FeiiEQibledlfol f28d dcagh devi ce. 14.

An apparatus as defined in claim112, wherein the controller is configured
to prevent read access of the nenory range to the processor unit in
response to regei Vi RQyderh Rohpli@Geess conmand, wherein the third read access
comand is identified as an unauthenticated dynam c read access command.
15. An appar atagroggssiggiiti@ddi n cl aim 12, wherein the controller is

of the.cont rorf LR defict BRI o ROTE A hr B Bl QAR bl E b ey
access ndtish device havirfg a Aremapparaytant aadntgrhicdedntrollee tietitd a kendtdoedss
CODY L W% § B8k RGBSt e B b e
MENOry I aegkingd)éits §illinS@b hithorPFanke a0 adthefsdate, based onh/sigrdnRY SE@HBaGOAP! | Si Ng:
protocol, the read access command from a processor unit to access the memory range of
the memory atray, to provide read access to the memory range of the memory array
based on an authenticated read access command, wherein the authenticated read access
command is determine to be a valid read access command based on the signature
verification protocol; to disable read access to the memory range after the execution of
the authenticated read access command and to enable further read access to the previously
disabled memory range prior to a reset of the flash device based on receipt of another
valid dynamic read access command, wherein the other valid dynamic read access
command was determined to be a valid dynamic read command based on the signature

verification protocol.
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a processing unit; and a flash device operatively coupled to the
processing unit via a flash interface, the flash device having a nenory
array and an integrated controller to receive a read access conmand
configured to disable read access of a nenory range of the nenory array
after reading data within the nenory range, to authenticate, based on a
signature veri {4 cati,o the aceess GO nd.fyom a.processor
unit to accessi ‘he ﬁe%ﬁﬁagﬁgﬁﬂe&{ﬁ[ﬂgﬁﬁ%@ﬂgﬂ af%&raﬁ?d(’)%%é’n e¥d access
t o t he necomfigured g enabie relxbacessmf vheanemyryhagedo die processor ein id esgonsk foead
access co nd, wher.ein the.authenticajed read. access command i s determ ne
to be a v ﬁ?&ﬂgéz&aﬂ%&%‘& C %Wﬁde%ii%@he g?rs ‘ﬁ@‘cgi gnature verification
protocol; to disable read access to the nenory range after the execution of

t he aut henti ca{ ed read access ﬁq(l)m‘r_and and_to_enable further read access to
the previousl yl i saf 9dtereabdsined geclpim 37, plersiny theointegrated,eontollemisdevi ce

based on é&ﬁgﬁ:@& 87 disdB RS méalod rahpRaplsed lonasl n%ﬁ%ﬁ%ﬂecmvg% yhgeein the
other valjid dynam c read access comrand was determned to be a valid

dynani c rigtegratesiaeatrellasaxkercigthe IN¥ bifiigasseciated withafstatia réadracegasomods| .

18. A systemas defined in claim17, wherein the integrated controller is
configured to enable read access of the nenory range to the processor unit
i n response ta2det eAtsysigmaac defihietli innclaindil 2 awhereinothe antegmetd afntrber &l ash

devi ce. . A syste efined in claim 17, wherein the integrated
control | ecfonfigmgég? P@t‘ﬂ"%d’ s eg’-rsng‘ggfd@e SREed B Ageeister, p the Juemiosy gpray to the

non- vol atprbées{ify/hnibin re§fontd e detebtigy taditiarnhdioddve of thehERb ridye bbMghi t i s
associ at e \Mt a static read access node. 20. A system as gefi ned
in clai m4% rIEPHACRE- i ntegrated controller is configured to provide a
predefined value stored in a register of the menory array to the processing
unit in response to detecting a condition indicative of the nenory range
bei ng di sabled for read access.
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