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A HARDWARE RESET BUTTON EQUI VALENT SOFTWARE RESET
METHOD FOR NETWORK DEVI CE BACKGROUND OF THE | NVENTI ON
Field of Invention: The present invention relates to
reset function of network device. In particular, it is
a software Dbased reset nethod which hel ps
adm nistrator to recover the network device when | ogin
password or IP is forgotten. The whol e reset process
doesn't need ressinﬁ hardware reset button. This is
HARBWARE RE S dBUJ 62N BRQUIWALIN TrieOd WARE iREESETKMETHOD
W Fi Access Poi ntFORINETWGORK DEVIOEE reset button is
normal ly hard to reach. Description of the Prior Art:
Reset function is to bring the network device to a
known state or factory state (factory reset).
Appl ying reset or factory reset to a network device is
somet i nes unavoi dable for network devices. To nane a
few of theBACKGROWUND ORTHEINVENTION i on:
| oss of password or loss of IP, is nost frequently
encount ered scenari os. Wen this happens, '
Bddiopisehaé®r needs a way to restore the device to a
known state. Most of network device vendor provides a
Thepasseuipy R islaiesiie Esped fhnptign ol gedyork dedese I Raghiculap it i p goftware
based reg¢tpsthodydhichdlps admipistratogt BeavRr thengtwerkdevipewhen Ipgjgpassword or IP
is forgofft of factory, hence the nane factory-reset. The
current industry relies on a hardware reset button for
, Thegrdiolegeset prosess Jossesraed fripreing berdwagresethugion. fThisdg of great
importaggeffpg qutdooy nqtyiork devieplikeoWils dreess Pritfoln sueh/davisartBafeset bytton is
normally hord teegéhy onnent, the network device like WFi AP is
installed to a high position. And nost likely it is
Pescrdptien efdhe Rriox Artt he out door network device industry,
anyt hi ng exposed to the outside has to be carefully
Riessti fyprsign dxgo Reng e petwork dexice quknosimstte gffaaipry stetepipgeny reset).
Applyingrgpeie@ dantqry yesetAp a pefork gewicefs somemeyynay qidpble foepgiyerk devices. To
name a feasafithe scenaripethatdeads g sigh sesirafionolass of prsswprd or deseof IF is most
frequentlyerisoprsered scPnagigh.des a reset button that will not

affect the water proof requirement by carefully !
Wahei Gisddppepagilmipistrator needs a way to restore the device to a known state. Most of

network device vendor provides a reset button to achieve this. When pressed for certain time, the
device will go back to the state as just out of factory, hence the name factory-reset.

The current industry relies on a hardware reset button for reset or factory reset function. But this
faces difficulty in outdoor or some indoor environment. In this environment, the network device like
WiFi AP is installed to a high position. And most likely it is hard to reach.

In the outdoor network device industry, anything exposed to the outside has to be carefully
designed so as to meet the requirement of water proof and security. At the time of this writing , vendors
resort to the following solutions for the reset function:

e Provides a reset button that will not affect the water proof requirement by carefully designed
casing. .

e Provide a reset button inside the casing. This avoids the hurdles of exposing reset button to
outside. But it makes the reset function very inconvenient. Administrator needs to open the
casing to reset or factory reset the device.

e Pull the reset button wire down to the indoor environment. Then the reset button itself is

reachable to administrator.
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Provide a reset button inside the casing. This avoids

the hurdl es of exposing reset button to outside. But

it makes the reset function very inconvenient.

Adm ni strator needs to open the casing to reset or

factory reset the device. Pull the reset button wire

down to the indoor environnent. Then the reset button

itself is reachable to admnistrator. ~l1~l~ VIII

Thereyis alpo-q logig coptrafjed softwar resetfaggetig in mast natwerkidpyive.\Auk pser can
only invokq this\inctipn gftar Hygin. (This medndhar no FHeethen iser &irges the acenyiinformation
and IP of thetnelorledevicof Begayse itrrekastonfugar oeme and passwesd foneendisaton, it can't
replace the hardwareButtonuser can only invoke this function after

| ogin. This nmethod has no use when user forget the

Heawoigntion hak beamecnirgd outan diemfdidlie quirentrselutionsiand Emitatéons. The
objectivBesda tepbice the haldwes reset biseon withrie ffdapdesdonahddep as to avoid the
above ingemvehien&tand reductcostan't  repl ace t he hardware button.

THeandjonadvintage ohths itveatiorcats alkbeh alutinistratorite facofy tebat a network device
remotely justrliata resel huton ixpresndl. Withitheadlindngion dhehardgre btttongar sutdoor
networktdevice pluhtle dakity rasetcdvfernean méedr chmpitareven wher passvaed oni@i€lost.

based nmethod so as to avoid the above inconvenience

ﬁt&d:hﬁl&dgle&&"ad&d)by ) har'ﬂh/eren‘edeolﬁuttadV@ﬁﬁaﬂk@t?sﬁfwatd‘llba@ed reset method are:

nventlon acg

1. he meth%l ustP 1%e es Tg?evgl] 3 ey R’igrl ﬁo eﬁho% There must

bea‘”a 8"“%‘% f&‘ﬁ“&i’f’e Feée“mh‘ pipgin mye @
C‘te&* eseh‘ést‘%‘ 8‘8%1?‘“’ hﬁé"%‘és"é Sy OF gasily dgd fy g Reny of
l? conputer even when password or IP is |ost.

2. Tﬂh:ene:tlimll rh@ng&sely ag paksWyrddfolnatidmian ef & esatredueitt Since the purpose of
thj uéseedoaldtbe 3o fecnat ehelpasedrd, apaheth@t felythgameassivordiiigy defeat the
pepdded nmust provide the sane | evel of security as in

har dware button nethod. There nust be a way to ensure
that only adm nistrators that have access to the reset
button can nake a successful reset using this nethod.
SUMMARY OF sSTHE INVENTION:asi |y used as a Deny of

Service attack. 2 The method must not rely on

R LR Sl e T LR R U
introdu Feaet F olq@epb éggf%foa ag élraé g person who

can pre bl? ] oul also be ab power o on the network device gives us another way
to verify that th reset is requested by an authorized person.

Instead of using a hardware button, the present invention use 2 conditions as an indication for a
valid reset request:
1. A valid data packet containing the reset command is received.
2. The time that the said packet is received must be within a preset period from power up time.

The reset process comprises the following steps from the administrator's point of view:

P

administrator power up(off followed by on) the network device

2. administrator run software reset utility on a computer that is connected to the sald network
device.

3. The said reset utility will transmit reset command packet to the network device . The
communication between reset utility and network device is based on MAC address.

4. The reset utility will feedback the result of this reset command to administrator.

The network device will have a task running from beginning for this reset function. It will go
through the following steps. '



1.
2.

3.

SUMVARY OF THE I NVENTION In order to achieve the said

obj ective and neet the chall enges, a new paraneter:

timng is introduced to the reset nethod. This is the

key concept in this invention. The fact that a person

who can press the reset button should also be able to
power off/on the network device gives us another way

to verify that the.reset is requested by an authorized
Prerinigpl seiup Sardigign & daspasket genesateiar the wid sodpare et utility.

Ip the i rhime fpnthe dévigs it within cergaiel presed periodsit sl listeti forthe enset data
Haoket.ah vajid|r¢sgt dagaspackat il trigger the networkalevige @aloaesgteridadtory reset) and
rebaot-ai ni ng the reset command is received. 2. The tine

If Hetupttime feathel dpacsleatecilscartewapirasetchnrpyst, thedaskivtitsifently be closed. The
ek deyes noanal fumetigpowsetinugp ti ne. The reset process
conprises the following steps fromthe admnistrator's
Peisteps ofd statedagrim fachdimmigtatataod ngpeemsrdevipg ofiflusfrated ovegdre 2 and 3

respectifgly.on) the network device 2. admi nistrator run

software reset utility on a conputer that is connected
to the said network device. 3. The said reset utility
will transmt reset comrand packet to the network

BRIERCHESCRIETIQN'BR 16 SEUERACIIEWS of thE Brivines

utility will feedback the result of this reset command

A Prefdt frit SfieOfresedt1BvenBb VR ilkusHAYd BRhMcdbmpEAY g Aradwdsds in which:
runni ng frombeginning for this reset function. It

M| 1 i16@ratelthd QPRA dnhBorfnfiint MRS t8RMetHbd cHNG bl Diddi al
ﬁgtymuitﬁte thé SttRNdthidAtR wRREBLoudRN8dcah RAWEX detige.Sai d

lslg f1 iRdead tﬁ@fcttlvlﬂf bifabfad of the rbdet mBBod/R1ddd MBSk n%'ldetthkenetwork device.
device is within certain pr eset per|0d it wl [isten

for the reset data packet. A valid reset data packet
will trigger the network device to do reset(or factory
reset) and reboot. 3. If the up tine for the device
exceeds certain preset amount, the task will silently

DETAILEDRs BE STRIPHOMN OEIéK/HEPREFERREthEMBODIMENTS

conti nues. The steps and state diagram for
adm ni strator and network device is illustrated in

Thitipuffodowing dekcRptidne thp peférated ymbddithdnt widERCRIp Rile@ba el or tie

accompaiyigRMw iNEEMNE WX bd bffpaldn@ddlohksEkilled in the art, however, the invention may be

practiced without such details.

As shown in fig. 1, network device 1, computer 2 on which reset utility will be run, and network

connection 3 that connects 1 and 2 constitutes the environment where the invented reset method could
be used.

A computer 2 could be any device that has a network interface and can run a reset utility. The
reset utility will transmit the data packet when instructed by administrator.

A network 3 could be any LAN switch, hub or just cross cable.

With the setup environment ready, the administrator can reset the network device 1 following

steps in

up time

fig. 2.

The first step is to power up(off/on) the device. This step serves to reset the device's internal
timer. All operation must be conducted within certain preset time after the device is up. For

those outdoor network devices that support Power Over Ethernet. This could be done in the indoor
environment by pull out and plug in the cable.

Step 5 in figure 2 is the step to run the reset utility. This utility will transmit some reset request
command packet. The packet will contain commands to reset the device and MAC of the device for the



A preferred formof the present invention is

illustrated in the acconpanying draw ngs i n which:

Fig. 1 illustrate the typical environnent where this

reset method could be used. Fig. 2 illustrate the

steps adm nistrator will carry out to reset a network

device. Fig. 3 illustrate the activity diagram of  the

reset method related task inside the network device.
commargsoxpp D't DREECRIATIPLAY mptorplforREmERREINTEBADR VNS samng protocol
as the logipeconigelled vigsaifuasion r Qs gxample forahgyieast atilifly Mouldrise ohiu st or broadcast
UDP pagtief for Bus resgp cemmeanl tpasmigsioh t he acconpanyi ng dr awi ngs

Steg & willRbdbabehe RRAK R HdnlifstRRE off el sh&lsdilindsD6F BE teset operation.

however, the invention may be practiced wthout such

details. As shown in fig. 1, network device 1,

OPRRWbRIdedicON tidinfethal 8301ty Whdaintiy ilNbttedB il 58 .3. AAE power up, the
step 7 il YREWEHk BeviSONRACE: @Rtied o84 tHe ARRRFH device 3NBuld listen for reset packet that

would bé @8tdidduyaeset hgitgnvi ronment where the invented reset
met hod could be used. A uter 2 coul.d be any

100 . \ conp| oul. o
| Afdsyiinidal seige, neRvoriadeyige oy ikl entst wfor sidte8-dR dhisipe.r 2 myengs will trigger
action. reget utility. The reset utility will transmit the
o Hedeprioaksihg WipnRs hyTf trabkitddt, g ne@VBkniSAdeatvall jusflog this event and

JMBHWOENK this FedtIrélatB taB WOk fo¥kib& BE thOl Y iRrwill UShtingE 0SS
cable, Wth the setup environnent ready,

t he :

o LLayplid revst packet 18 ety eskasdn ransitio d yothg nefeorkedeviee  3Yill sREnprRytt the
rgtes prmmendraegordingly-phnd normally asrebopt wdll fodloWower up(of f / on)
Thik@ndiGdH 0 Cthe Tdteived feof) paEEM@S HeRhécREEbastd\6h MAC 4dreSs information

for valiliit @0k valldfredet E&nrhaddBill bACArriOPaIt BY kR Mefkisk dBgce.
conducted within certain preset tine after the device
is up. For those outdoor network devices that support
Power Over Ethernet. This could be done in the indoor
environnment by pull out and plug in the cable. Step 5
in figure 2 is the step to run the reset utility. This
utility wll transmt some reset request command
packet. The packet will contain commands to reset the
devi ce and MAC of the device for the conmands to
apply. It could use UDP/IP protocol for
communi cation. O it can use the same protocol as the
l ogin controlled reset function. One exanple for the
reset utility would use nulticast or broadcast UDP
packet for this reset command transm ssion. Step 6
wi |l feedback the result to adm nistrator on the
successful ness of the reset operation. On network
device 1, the internal activity diagramis illustrated
as in fig. 3. After power up, the



step 7 in network device I will be carried out. So the
network device | could listen for-reset packet that
woul d be generated by reset utility. After initial
setup, network device 1 will enter into state 8. In
this state, 2 events will trigger action. |If the
preset timng expires as in transition 9, the network
device | will just log this event and silently end
this reset related task. Normal function of the device

Whatis claimediis: 1f a valid reset packet is received as

1.

. Rgﬁfv%é 2tk Wnﬁl Qi QQHCH IMQILQLI \k'ﬁil g tfey h Qﬂeﬁ v QLtE r a reset

intransition 11, the network device 1 wll carry out
the reset command accordingly. And nornally a reboot
m/iscbﬂwa‘mbdsed/\zesdt method it tongprising; t he recei ved reset:
lfe{lllt?' thalt genFra?es ?gsFtergql{% Sp%%q?and runs, (ia}ldagco?nz)ﬁte{ wh18h is clg{anected toa

LT OF Ny Tor va y a va

IW? He’ carrled out by the network device. What is
cioftvaeedaskor fulnctigh Hofdeprting risatsreghestaba runyeh la mctwiokkadevice which is
thotuget fr tig:resat opesatibnadd | ity that generates reset

onputer which is

éﬁﬂﬁﬁllngg?%sgﬁﬂﬁ%tﬁggémgqe 8% and a software task or
A gasettutibity & slaimagscio staimd, whesein the@guesaied reseateqpestpacket cquld include
vesioworokfighaaticvepavimictsins that the sl et gle deviwrsuppratsy eset

Je?i%%fﬁrﬁgh‘t‘?eﬂhe id No‘?l?@etvl kL \}ép Qtte@tw
clilrguwﬁgﬁ%mhstt efan%Qe‘??%‘b Jgact request pac

vari ous con PatTon par anet ers that the '
A zisel req@iesipadketizogprdingde plpmt sontg@ns MAE i drgssrod theasiwank device and
dopfigurptom mammeteas.med in claim1 will only be in

&L LEShh¥Ess ﬁte% if Ofain? 1 MRS & of %rshg??ﬁforkt dJRe @té Bhe hEMAC
s RN ﬁWhﬁﬁyE&%‘@r'Up ective sta

ereln nmeans the tas or function will listen for
reset request packet. 4. A reset request packet |
according to claim3 contains MAC address of the
networ k device and configuration paranmeters. 5. An
algorithmas clained in claiml nmake use of the said
network device's up tine and MAC address information
for validity check.

s the task



