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(57) Abstract

A method for seamlessly transmitting application specific messages over existing wireless communication networks (448) on control
channels, access channels, digital traffic channels, and switches comprising taking existing data (426) and manipuiating the data (432) to
create a manipulated data (228). Application specific messaging bits configured to appear as an origination data packet having from eight
to thirty-two digit fields are transmitted over celular control channels (437). The manipulated data (228) is then translated (442) into an
application specific message (438). The application specific message (438) is applied to control and communicate with an application
specific apparatus (210), whereby wireless communication on the existing wireless communication network is provided without causing any
disruption, system overload, or limitation on normal system communication activity.

*@Referred to in PCT Gazette No. 40/1998, Section Iy _
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magnitude to personal computing than to cellular voice-based communications. But
much less clear is the path this revolution may take. The expressed commitment of
virtually all major providers of wireless communications for business subscribers to
15  expanding services in data messaging practically ensures that wireless data messaging
will grow rapidly in coming years. But the very diversity of the propenents of wircless
data messaging suggests an industry that will be fragmented at best, or choked by
dissent and destructive competition at worst. The foremost cause of such dissent and
fragmentation is the lack of multi-system and inter-system data communication protocol
20  uniformity and standardization. Another major problem is the staggering cost of
upgrading existing Cellular Mobile Telephone (CMT) and Enhanced Specialized Mobile
Radio (ESMR), infrastructure. If system uniformity is accomplished, the result conld
produce a seamless, worldwide data communications network. The network envisioned
could provide application specific services such as two-way paging, motor vehicle fleet
25 management, motor vehicle anti-theft and recovery, shipping container tracking, railroad
system management, personnel tracking and location, home arrest, public utility system
management, highway call box add-on services, remote traffic signal control, private
and commercial building security system status reporting, anti-kidnapping, child
protection, keep aways, point-of-sales, credit card verification, automatic teller, and a
30 myriad of other application specific short packet data communication services. Further,
these application specific systems can be location based by integrating Global
Positioning System (GPS) receivers, and other location computing systems into the
architecture of specially designed communication apparatuses.
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systems. In fact, the method and apparatuses of the present invention provide the
technical and logistical means of providing application specific services to any
communications standard which operates on wireless networks or which depends upon
a centralized control model, or operations based on centralized subscriber specific

25 authentication, registration, and inter-system control data channel, and digital signalling
architecture. In fact the present invention provides, for the first time, a system and
apparatus which utilizes and exploits physical and logical control channel, digital traffic
channel and digital access channel communication pathways for the purpose of directly
sending and receiving data messages, and which directly communicates by radio link an

30 entire Cellular Mobile Telephone (CMT) or Enhanced Mobile Radio (ESMR) network
for the purpose of commercially operating heretofore mentioned applications for specific
services that are directly controlled and communicated with on control channels that do
not require any voice channel usage operations.

In fact, with the system and apparatus of the present invention, two-way data
35 transmission can be fully accomplished without any voice channel set-up or access
attempted. An entire one-way and two-way message communicative act can be
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speci fi ¢ nessaghiifhelsCand voice channels, as well as other related processes.

Accordingly, it is a primary purpose of the present invention to provide a complete

system and apparatus for the manipulation, translation, and encryption of control

20  channel data bits such as Mobile Identification Numbers (MIN), which are the ten-digit
thirty-two bit telephone directory numbers assigned to Celiular Mobile Telephone
(CMT) and Enhanced Specialized Mobile Radio (ESMR) subscriber communication
units. In addition, the present invention adds multi-bit application specific messaging to
the control channels of said network systems. Additional control channel data bits the

25  present invention manipulates, translates and encrypts are Shared Secret Data, A Key
Data, Rand SSD data, Electronic Serial Number Data, Filler Data, Variable Length
Digital Data Burst fields, Padded Data, Reserved Format Data, Additional Data, Digital
Traffic Channel, Dialed Digit Fields, User Data, and a myriad of other control channel
data now being utilized by analog and digital Cellular Mobile Telephone (CMT) and

30 Enhanced Mobile Radio (ESMR) for subscriber registration, authentication, and internal
system management. Furthermore, the present invention does not require prohibitively
expensive Celluiar Mobile Telephone (CMT) and Enhanced Mobile Radio (ESMR)
infrastructure upgrades, or radio component add-ons for entire aforementioned
networks.

35 The system and apparatus of present invention require no expensive subscriber-
specific end user equipment; nor do they require specialized modems or other
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(CDMA) and other cellular telephone and radio systems rely upon control channels and

15  digital access channels for internal system control and mobile station management.

It is also a purpose of the present invention to provide a system and apparatus
which does not interfere with, or cause any disruption in conventional control channel
processes which manage normal voice communications. The present invention is

. essentially transparent, regardless of what type of communications network system it is
20 applied too.

It is a still further purpose of the present invention to provide a system and
apparatus which does not interfere or disrupt normal control channel operations which
were originally designed to support and manage voice communication processes only.
That is, any control channel functions which are designed to manage the voice

25 communications aspect of Cellular Mobile Telephone (CMT) or Enhanced Specialized
Mobile Radio (ESMR) Mobile Satellite are not affected by the present invention's
operations. In other words, all normal voice-based mobile subscriber stations operate
unimpeded when the present invention is installed and applied to any given cellular
telephone or radio network which relies upon a centralized control system as described.

30 There is further a great need in wireless communication technology for a low-cost
data communications system and apparatus that efficiently and economically enables
application specific services and apparatuses to be installed and utilized woridwide. The
present invention provides, at a very low cost, an improved wireless communications-
specific enabling system which overcomes the many shortcomings of prior messaging

35 systems.
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20  wireless communication application specific enabling system (WCASES) identity
number (WIN). This WIN “looks"” like a normal ten-digit mobile identification number
(MIN). During the dialed digit analysis that is activated by the RAAM code, the WIN is
analyzed. Once analyzed the switch determines that this WIN number is a roamer, then
the entire WCASES packet is converted to IS-41-S87 MAP protocol and sent to the

25  Master Central Monitoring Station (MCMS) via the SS7 network. The WIN number
cannot be used to place a voice call or receive a voice call from the landline telephone
network. The WCASES communicators can use the RAAM feature by unique
communicator and Master Central Monitoring Station (MCMS) software means that
manipulates the data and converts the data into an application specific data. In that,

30  standard dialed digits, which are conventionally used for placing mobile to land and
mobile to mobile voice channel calls, are manipulated automatically to produce a unique
application specific data that supports non-voice communications. Further, the MCMS
decodes said manipulated data and derives application specific status data and relevant
application specific meaning from the decoding means derived from analyzing the

35 manipulated data contained within dialed digit fields, that "look" to the switch like
conventional dialed digits transmitted over control channels, digital traffic channels, and
digital access channels, but, in fact the data contained within the dialed digit fields is
application specific status and command response data.
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fﬁ gms fMt ega E) ?ﬁﬁsmmp?ﬁmr ific messages ovéﬂwnBMMhBe%dﬂ Sonirdl cg:girn’\a/e‘lrsgtee?nat
t he par arret er a%: ng viddd Ed"?d anga'g?%seqrgb\rgg"%%'ﬁ?%ﬁ?‘ft?gﬁgﬁ’%ﬁn%dat ed

t hr ough di rectsp%ﬁﬁmeﬁsaaasg *nﬁras Ardlat packet Gonfigyred © apROdr §s anriginatiensdatacat ed at
the mobile  packet swmgcfmmgxgnemmﬁty(tmgnMmroebmn@/uamerbea wdnasses such

et 1 Soan phL B a0 AL RIS,
"| ooks" |ike dCH¥E KMol ageeesiTequestmaans. é"rqnaemmg the messgging bitgever cellular (M N) .

\?\lyer i ng t hesdi aioﬁﬁbldh@nbls&ﬁahyghmﬂhﬁl\MPS aaa TACS, BSK%bdhiﬁ&dWHh@@ﬂﬁql tC\?N
IS IS
nunber is a rocg‘%eﬂeyﬁﬁc 1%%%%1% ent %@E&@@ﬁ%@aﬁéﬁgﬁ 3£{]ed to

| S-41- SS7 MAP aﬁplgtngél@g mesSRBing-bifs te gm@:ﬁgmcate wnh ldenufy, monitor, and locate the
application specific system, thereby allowing for an integrated, application specific,

two-way communications system.

20 In further accordance with the invention, there is also provided a method for
wireless communication on existing wireless communication networks for
manipulation, transiation, and encryption of control channel, access channel, and digital
traffic channel data bits, comprising: taking existing data and manipulating said existing
data to create a manipulated data; translating said manipulated data into an application

25  specific message; and applying said application specific message to control and
communicate with an application specific apparatus, whereby wireless communication
on said existing wireless communication network is provided without causing
disruption, system overload, or limitation on normal system communication.

The method for wireless communication is preferably transmitted through a
30  plurality of physical and logical control channels, digital traffic channels, and digital
access channels as direct communications pathways for direct control of application
specific communication apparatuses and application specific control and management
apparatuses.

In accordance with the present invention, there is also provided an apparatus for



2 5 Mster Central Mnitoring Station (MCMS) via the SS7 network. The WN

nunber cannot be used to place a voice call or receive a voice call
fromthe |andline tel ephone net wor k. The WCASES conmuni cators can
use:t he RAAM feature by uni que comuni cat or and Master Central

Moni toring St aypemsgshfoVB) sof t ware neans t hat mani pul aPEEUS6O4USt a

and converts the data into an application specific data. In that, 3 0
standard dialed digits, which are conventignally used for placing nobile to
| and and - nobil e to mobile voice channel calls, are manipul ated
automatically tg produce a uni SP ecif ata that

ication
supports non- v oRiFest WitRIEsS GPRmpn ?&““q'—’&?"tsﬂ'é&‘eg? RRRRRE G B ek odes said
mani pul at ed dat congmidingeoiicuiery andaifiwezd means Sqyaakirig &xmnadusambnwlmgemévant

applixcation spe fJHmé‘& mgh[eg &apal yzi ng
the 35 mani pul'a {egd%E con{ a| angﬁlgd%Q&h I e d| fd\h%jll dlz{?éﬂ "l ook™"
to the switch |miazan applicationspacificmessasn: agd e %agl? Y’§ ﬁ@ﬁ\c'{“f"@c?p??%
control charnel acssﬁgegot:aimol amaf dormenunivawvethsan applitation specific apparatis, wherehys

channel s, but, ILQCCBMHQIEICMIH?HCS%tA;“E Oyttt Ric myﬂﬁlcgﬁ(ﬁlrﬁgn&lk Q;'pﬁ'o‘fﬂe%l ds is

application specific stat conmand T.esponse,
97/ 38540 without causing d:srupuon system overload, or lumtanon on normal system

PCT/ SU96/ 04915 communication activity. - 6-
Addi ti onal objects and advantages of the invention will be set forth in the

description \Ahi ch fg miﬁgly,@{ecbresemqwehum brovil&s m*fél&’d%mi:frﬂﬁ?ci&bﬁs

descripti o ear ned I nvention. The

obj ect s an %‘?ﬁ%ﬂ’é’g smcxﬁcwga@lwgém%&%%gimhno?ogy, ‘P’@ﬁ? PPEWELHY obt ai ned
by nmeans of _t heeﬁt‘msntrandremnaimdal reeans fof impleinemingisuchowipdess databarvicgs in5

poi nted out in LLeiRRRACARR S: flofir Wehicle fleet manageimeht, RS Fetidle hdiFthé@atingON

and recovery, personnel management, interactive game data management, cable

television data communications, shipping container tracking, railroad system
15 management, point-of-sales, wireless gambling, personnel tracking and locating, home
arrest, keep aways, child protection, anti-kidnapping system, outpatient management,
remote drug and alcohol testing, diabetic monitoring, blood content, personnel
identification, public utility system management, highway call box add-on services,
remote traffic signal control, public utility system management, security system status
20 reporting, offshore ship tracking and anti-piracy, robotic system control, medical alert,
agricultural system management, vending machines, emergency 911, transmission line
condition, roadway lighting status, industrial and motor vehicle emissions reporting,
and many other application specific data communications, and system command and
control services. The term application specific relates to applications which are data
25 communication specific only, which relate to: Cellular Mobile Telephone (CMT),
Enhanced Specialized Mobile Radio (ESMR), Personal Communications System
(PCS), Global System For Mobile (GSM), Code Division Multiple Access (CDMA)
PCS, DCT-1900, DCT-1800, DCT-900, ICT, Cordless Telephone PCS, CT2/CT2-
plus, DECT, Personal Handy Phone System (PHS), asynchronous and synchronous
30  data systems that operate within the logical protocol structure of cellular digital traffic
channels, Satellite Celtular Hybrid (SCH) and Low Earth Orbit (LEO) systems called
"brilliant pebbles systems,” and Inmarsat satellite systems that can integrate and apply
the present invention's method and apparatus, which will enable the communications
systems to transmit messages to an apparatus which operates as a response to direct
35 commands sent to the apparatus via cellular, PCS, satellite and or existing one-way
broadcast paging networks, and the apparatus will perform directed tasks as a response
to the commands from paging networks, cell broadcast, digital control channel



To .achi eve the foregoing objects, and in accordance with the purposes of

t he I nvention as enbodi ed and broadly descri bed herein, a nethod for
seani essly transmtting application specific nessages over cellular
radi o systemcontrol channels 1 0 and switches is provided, conprising in
one enbodi NERf, oddsfpsM tting application speci fi c nmesgagisdgodns S as
a data packet contigured to appear as an origination data packet
having fromeight- to thirty-two-digit fields containing data related to an
appl i cation specific systemutilizing cont®rol channel neans and cellul ar
switch renote feature control access request neans. Transmitting the
messagi ng bi t s(DOEH), bedaticastegontrolchanneb(RCCH), aindivariolus satellite isystems. TP, D- AMPS
and TACS, FSK S hﬁfarsq rﬁi‘é%ﬁ%eﬁﬁ?@{\%mh relate :owmeﬁkgimﬁﬁ% Lohdithtiss, £hd- Wwor d

BCH hanm ng co 0 ann , yl ng t he nessaging
bits to corrrrun‘ie\%’t"éc %?ysmﬁvﬁ?wwfﬁdﬁﬂtf‘&appmov &cgi?‘& tus }s connected
appl i cation specrintefasydwithn Préferablg e mhkoimdguﬂwcomumcmlymnylwlﬂan

applicationg sp IQ:IKEH.{& C akt In
further accrsor dgc(ré\{c"teérs\%htyﬁmj andi()#R:entlon l gi&%ﬁm@&?@&}sdm@ é?gur'fle ld for
wirel ess comru‘FhaB‘a"t'?@N%‘Wﬁqw&%w@&bﬂéaﬁ?ﬂm“&é&g%%% Mes for
mani pul ati on, CDMAPESI BithanesddMebile Ragdiol (BEME) and Biwitite CellalanHybridy(SCER S

channel , and dggigmland Low Earﬁ,r@ri,ﬁ ugwmﬁﬁﬁh bits.PhddMeARTRAT OB | aki NG

eX|st|ng dat a ni_pul at'i sa| existin to create a
mani pul at ed dafMEC mﬂg?afm hoptilize, physic @el%&abcqnﬁwhm%pﬁs%atmn 25
speci fi c el sagsfic anonélp ahy dizialwadess ehanﬂmlmau s dapspecific onlyriaemgpaf lagicabnt r ol

and co %ﬁ:ﬁ&a@xo}i‘é 5113:0@515 ¥ 'vdhgx%tﬂ’xeo&n&ﬂﬁ%'f Me??e%&g@sr A EheaitlGHERY

W rel ess commuhl ca runi cat | on
network is pr OWWJEP%FQCHGWCE%(&‘& aﬁg wave form. EP"S’F‘EFB?‘?WY @%P&W’BWP% or
limtation on aesimetin®yst idnmyg eaywith tepidabehannels and voice spec:f‘]:'mgmemnnek for

i el f lit
of ' physi cal _and" gﬁgéd““""%'%{'?é A mr g O O neihon ks,

di gital 3SVOiqe SAMBUBICAONFPECifiq Oéﬁﬁ#?ﬂ%ﬂnéhﬂafws pat hways for direct
control of appl I cation speci fi c communi cati on apparatuses and

appl i cation speci f Addidganlly,che presinrinvengem il utilizes the capsaticnalremote feature
In accordance Wikl dolol BFRSARE thaf ¥ § Hahd £ AiyEng RalBd Bigit REGHHaBSF 0B Lo-
apparatus for located and remote home location register (HLR) that is a service control point (SCP) on
8§87, X.25, and ISDN networks in the U.S. and around the world. The present
20 invention creates a novel Remote Access Application Messaging protocal (RAAM) that

further augments the operations scheme of the present invention. The present invention
utilizes its own HLR type SCP data reception and processing message management
system, in a unique application specific manner. In this way the present invention
further takes conventionally formatted data that is manipuliated data that contains

25  application specific meaning received from a host SS7, or other public switched
telephone (PSTN) signalling network, maintaining conventional standards and
protocols, and decodes the data at the HLR-SCP point and manages the data in a unique
and efficient manner. The decoded data is then relayed to application specific central
monitoring stations (ASCMS), also known as service facilitators or bearers for further

30 processing. The WCASES-RAAM feature is deployed in wireless systems without any
need to add equipment or provide any costly software revisions to the host wireless
provider. In fact, the entire system can be configured in a starswitched wireless network
with minimal time and effort, establishing a wireless communication application specific
enabling system (WCASES) that creates a control channel application data (CCAD)

35 driven system. By utilizing specialized data-only WIN numbers and WCASES serial
numbers (WSN), a new class of service is created without revising switch operating
software, by simply adding a new number class to the MSC routing tables. Updating



WD 97/ 38540

PCT/ US96/ 04915 -7-

direct wireless comuni cation on existing wreless comuni cati on networks,
conprising: circuitry and software neans for taking existing data and

mani pul ati ng Swo%7ass4e €Xxisting data to create a mani pul at edPOHUSS6/0ABENS
for translating said mani pul ated data I nto an application specific
nmessage; and neans for applying said appl i_rc?at ion specific 5 nmessage to
control” and conmuni cate with an application specific apparatus, whereby

w reless communi cation on sajd existing wireless connunicatjon network is
provi ded MIGrouting ables g ngraal spting mat regyiges M setrare gatghes oF ravisiAnS-at i on
on normal system com‘rum cat ion activity. Accordi ngly,
the present i nvBiif Des wiofl Dxaveingsd r el ess conmuni cati ons 10 application
speci fic enabling syst em (WCASES) technol ogy, which provides an

efficient and econom&@boxﬂmpﬁlgfdmwmgipmm%hmwm Wah@baﬁﬁm&aatp%nwv' ces

- I
vehi cl e ant -t hEtesPrRRlion gisire'® bfentH dnBofimen S e TRRRAG foin toadhv it 2
i nteractive Yamgenteal demmmntabowabﬂ the detailed deectrmpsobthe pieefeared

communi cati ons, eﬁ:'Bbcﬁﬂbﬁ}Q gVeNbabW RErve E@é‘a!ﬂdi\gthe bAhdipIeASE e/ mb&iTion, ©
managenent, point-of-salés, w rel ess ganbl i ng, personnel tracking and

| ocating, hone [ [e r ot nt| ki dnappi ng
system out pat | g}ﬁ rFaa ﬁa k(ﬁ%ﬁramgﬁgpr@méwlr%’éﬂssqconp umc%g(grfss (Engglf lgng,

di abet i c roni t omethed, netwerk. andappasatus aseerdingrte the i mVCﬂﬂOn i dent i f i cation, public
utility system managenent, highway call box add-on services, renot e
traffic signal ®ggRshdws hlidkidiagudm bf 4 prefeyrad wmmwmﬁuaﬁpwemﬁdgnabmgt em
SLatus 2 0 10! Rl ok SAYFarill Aol Akl AIhAALI - PITaCY, 1 ODOLIC
system contr ol Ical alert. ul tural 'system managenent,

vendi ng nachi ne mer gen 9 sm ssion.li .condi t i on,

oadway |1 ght i n§eaaaow C%&u@*esﬁmzafﬁm%wf Ao LREIBHL SHEBH, ¢ i ng,

translated data into a wireless communications network, according to the invention.

Fig. 4 is a flow chart illustrating the method of receiving manipulated and translated
data, and the processing of such data. according to the invention.

15 Fig. 5isaflow chart illustrating the method of decoding the manipulated and translated
data, according to the invention.

Fig. 6 is a schematic diagram of a bitmap iilustrating the data space of the manipuiated
and translate data on a digital traffic channel, according to the invention.

Fig. 7 shows decoded data in a bitmap flow chart representing binary data traveling in a
20  digital traffic channel, according to the invention.

Fig. 8 shows decoded data in a comparative data bas interpretation of manipulated and
translated data as it is sent from a wireless network, according to the invention.

Fig. 9 is a logic flow chart of an Application Specific Integrated Circuit and Radio
Frequency Circuit comprising the Communications Apparatus, according to the
25 invention.

Fig. 10 s a logic flow chart of an Application Specific Load Control Apparatus,
according to the invention.

Fig. 11 is a logic flow chart of an Application Specific Location and Security Apparatus
for motor vehicles, according to the invention.



and many ot her application specific data communi cations, and system conmmand

and control services. The termapplication specific relates to
applications which are data 2 5 comuni cation specific only, which relate

0:: Cel lul ar Mobil e Tel ephone (CMI), Enhanced Speci alized Mbile
Radi o ( ESVR) al Conmuni cations System (PCS), q(ﬁb@g%,&gigem
For Mobile ( de Division Miultiple Access (CDMA)

DCT- 1900, DCT- 1800 DCT- 900, JCT, Cordl ess Tel ephone PCS, CT2/ CT2-

pl us, - BECT, Personal Handy Phone SystemT pHS), asynchronous and synchronous
30 data systens that operate within the |ogical protocol structure of

cel lul ar di gi Fig. 12 isaflogic flow chart oftdnokpplicaion Speafi¢ Vi(bo Gatnke (inity acegrdingdo ( SCH)

and Low 'I'Eart hﬂﬁ?@és%nt(nlx@gmﬁys" ens called "brilliant pebbles
systens,” and rsat satellite systems that can integrate and apply

the present vent i t h arat WI | enab t he
conmmuni cat i ong 'JS rhoé’glgﬁétr?gﬂl dl:| ﬂé‘lsg%gg]aPS %‘s‘é‘gﬁﬁ? aﬁ"ﬂgs whi ch
oper at es as adategpiv piculates thiopgica WB’&CSS commmmrsor@eswmmdamlmlpwm us via

cel lular, &CSeysit Gbidrdifig 8ille RveMidnSt | Ng ONe- way broadcast pagi ng
net wor ks, and the appara%us wi || performd| rected tasks as a response

to the conmman S 1sal€@‘igi)]a : %net{\gowms:lbs worgcon fgh ml%&& hﬂg&ntrol

channel
PCT/ US96/ 049 1§resent invention is initiating an operations cycle within a routine control channel, g

(DCCH) , br oadgaskdisPptthinvadiwanel (BCCH), and various satellite systems.

The appar atus al so sends data nessages which relate to various

t t hat
paramet ers, Ceflhsidy . %m a{avﬁr@ﬁ&%mﬂs@r&am&a&l&p%ﬁsnﬁorS B

t he appllcatl Speci us I's connec I nterfaced
with. Prel@r apregent veptinmn is gontinpiae theaperations cielm withinthsroytne coptrgl chignnelsg | 5
occur on physiacardingid tho@verdioncont rol channel s, digital access channels,
and digital traffic channel s that are i ntegrate_d with Cellular Mbile

Tel ephone (CMEg. 18%s% bi&&RMiagram of a wireless network control channel activity while the
present invention is concluding an operations cycle within said routine control channels,
according to the invention.

15 Fig. 17 is an illustration of Application Specific Command and instruction Data as it
operates on a forward control channel and a forward digital traffic channel, according to
the invention.

Fig. 18 is a block diagram of a preferred interaction of the Communications Apparatus
with various Application Specific Apparatuses, according to the invention.

20 Fig. 19is an illustration of the Master Central Monitoring Station interacting with
various cellular and PCS networks, according to the invention.

Fig. 20 is an illustration of the present invention's location communicator with integral
GPS antenna and receiver, according to the invention.

25 Reference will now be made in detail to the present preferred embodiments of the
invention as illustrated in the accompanying drawings. In describing the preferred
embodiments and applications of the present invention, specific terminology is
employed for the sake of clarity. However, the invention is not intended to be limited to
the specific terminology so selected, and it is understood that each specific element

30 includes all technical egunivalents which operate in a similar manner to accomplish a
similar purpose.



CDNVA- PCS. Enhanced Mbile Radio (ESMR) and Satellite Cellular Hybrid (SCH)
systens, and Low Earth Orbit (LEO "brilliant pebbles,” and Medium Earth
O bit (MEO) satellite systenms which utilize physical and | ogical
conirol channels, digital 1 0 traffic channels, and digital access
channel s that woewseae specific only in terns of |ogical PCT/US96/04915
communi cations protocols, and where the contents of the nessages are
contai ned within. radi o frequency cangier wave and wave form The

met hodol ogy of the present invention does not interact in any way

wi th | ogical channgls and voi S | f.ic ont ai ned
within digital t rafnfarcﬁmaﬂﬁﬁﬁ'étﬁgh &FF&"?'PW@%&&@%‘%P‘%%@ a&mcat i on
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standard for r &CRAENE O %ﬁae‘i?%latﬁa@lﬁtc?rﬁ% { PRPAAS 3% Ok nation 2and
renmot e homedS| odmtn aghtr toghivy-bwo-digit Relds hertainipg data ealatédote an applicationspécific ( SCP)
on SS7,  %ysten n@idihg c'él?&bx@ﬁ&mrk@ms M&eﬁuﬁ& s$vxtcﬁ?éi‘n<ﬁé fauﬁm: dohiffol WBdesd-  The
present 2 0 I hventi on :fr eat es novel . lgm Ag@@g@eh n.. I\/Essagl ng
prot ocol ( RAAMFEQUESifmeans. Lr meSSRE A gsqvp‘reccgﬁlgtrcgp t he
present i nvent iANP, U—HMWGUE\J%CS RS&nmpdulated reverse ernitriol msneﬂRE.C@/\WIﬂtpR type

ﬁglpqggt gplro ec epus%@ﬁémiaaﬁﬁaé o UBHAR SR BEIAGRTRAN applying the SUSRER birs!

cation speC|f AN n thi resent.lnventron
further tatg FRAUATMEAE VI, 1¢eg m["to@’ﬂ"rd%ﬂdjo‘faf%tpe pRpli Pﬁ?ﬁcéécegéfsmt a that
contains 2 5 tlaqmb'ualiawmgﬁorgpememtcd anplinéting sperifi twodvdyrcommunivatidns S@Tem.or
ot her public switched t el ephone (PSTN) signalling network,

mai ntai ni ng convemrhaeﬂcJalsﬁtd@saﬂﬁwhsmamdd for w;rexessoédahﬁaﬁﬁ&aﬁon a«n@bugi@quﬁ&ss he
data at the HLR-S

ef ficient nanngf’m‘fﬁlga%?é’ 8%’ (ﬁksgp at %'gmgulf"ﬁoenng?'bs?aéz%dm? Snc ’I"P(?g‘f‘fngﬂ speC| fic
central chanaek aacessghapmel, anstigiahsafifis changekdata eomprising: eking exjsting data
facilitatots oran@@xaﬁlpmsmfgcsmdfwatt@aéa@a Qiampﬁfa@ﬁ ﬂﬁtﬁ'!ﬁﬂslaﬁﬂg%m IaBMIMa

equl prent or Y ELEPRRRon SRR Reier iy R b s el e s T

equi pnent or prowa'él
provider. In f&eatol amacmum@t@y@t wmpplicatipe specificiagparasus, Mer&bxwaclsw tched

wirel ess netwo rclsmmunmauonwntsad ek i3tiRpRvirdle ¥R oRRRnRAAH, hnd &%ﬁm

W reless communica cat kon speci V\CASES)
that creatss o Paes SrobRlaift SSHoRBC Rk auiged: exRpfstignad soiF vvés Vst em
By utilizid§ ssmwmamu-om y W N nunbers and WCASES seri al

nunbers (WBN), a new class of service is created without revising swtch
operating s ahtapgarsys foy disscnpinplesddmnmunitatiaonuneRBting wizlssst 0 t he MSC

routing tabl es.coMBiaichifh network is also described, comprising: circuitry and software means for

taking existing data and manipulating said existing data to create a manipulated data;
means for translating said manipulated data into an application specific message; and

25  means for applying said application specific message to control and communicate with
an application specific apparatus, whereby wireless communication on said existing
wireless communication network is provided without causing disruption, system
overload, or limitation on normal system communication activity, thereby allowing data
transmission without any interference or disruption with routine voice and related

30 communications and control procedures of the wireless network.

u—)

In particular, the present invention's method, apparatus and communicating
formats can be immediately implemented with existing Cellular Mobile Telephone
(CMT) systems and Enhanced Specialized Mobile Radio (ESMR) systems. The general
terminology that specify Cellular Mobile Telephone (CMT), Personal Communications

35  Systems (PCS), and Enhanced Specialized Mobile Radio (ESMR), cover a wide range
of mobile communications systems. The term Cellular Mobile Telephone (CMT) relates
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MSC routing tables is a normal routine that requires no software patches or
revi sions. Brief Description of Draw ngs The
acconpanyi Ngywi Ayk&gs. Which are incorporated in and consti tp¢rrusosgudis of.
the specification, 1llustrate a preferred enbodi nent of the invention and,
together with a 5 general description given above and the detail ed
description of the preferred enbo nts given bel ow, serve to
explain the principles of the invention. Fig. 1 is a block diagram

of a preferr edouommhmsm(mssmmm which am spesifically desigaatedas; Geflular Mobilenet hod,

net wor k, and ficd PEILIE 3 Ficfl arc? shovvs .
bl ock- di agram o 2 pr em&%gga{c . SMAHHIQSE ) systems, whic are

d wreless nlcatlo S Ific enabling 1 O
met hod, net wordurreR B‘!%?smﬂsc%?l&?‘?gsnfs@“lsh@ H@’g’g‘ﬁcc’mm“mca""" Fig. 3
is aflow charsiyswﬂnk witdelyedeeingyd ¢elialappelrsaellicavelatedt Tieremn Estahced{Spediatizpd| at ed

data and g @fe%ﬂmﬂ% &enpmﬁan Wiaf x%la?e%%o @pﬁi@&hﬁﬁ&ﬁaﬁ@ gé',@&m@r K,

according to t e |nv ow chart [a |ng t he
met hod of rece¥ F 3"%"6‘&4@(%@“&?}8‘9 P‘é’t’r‘f‘é‘l‘“&t"é‘ﬂ communmﬂ*&égmmac%
processi ng of desighatethiscEnhaed SpeciatizédiMbbik Radvwe@SMR).and g&lencd}iygmoﬁnas a flow

chart illustr g&t{a&smecm@gmmms% @AM BB PohAkit.AR shiaRs! at ed

dat a, accordi I nve
: S) CDMA PCS, TDMA PCS and Motorola Integrated Radio (MIRS).

10 The preferred method for wireless communication on existing wireless
communication networks takes existing data and manipulates the data to create
manipulated data. The data may be data providing readings of a remote monitoring
device, for example, or data monitoring a game apparatus, traffic signal control
apparatus, shipping container tracking apparatus, or the like. Preferably the manipulated

15  data is ransmitted through a plurality of physical and logically derived control channels,
digital waffic channels, and digital access channels, as a direct communication pathways
for direct control of an application specific communications apparatus, or application
specific control and management apparatus, such as those discussed above.

The present invention is applicable, adaptable, and operable with all heretofore

20 mentioned analog and digital Cellular Mobile Telephone (CMT) systems, Enhanced
Specialized Mobile Radio (ESMR) systems, and other wireless communications system
that depend upon electronic operations commonly described as centralized control,
registration, authentication, anti-fraud, system management, intersystem
communications, home location registers, and visitor location registers. These electronic

25 process are important for system operational efficiency, flexibility, overall system
security and user specific security. Such operational schemes traditionally include but
are not limited to the following; electronic processes that pefform registration routines,
authentication routines, system control management, network-to-network
communications, subscriber specific system-to-system roaming, anti-fraud procedures,

30  and voice encryption. Other characteristics of aforementioned systems include internal
system maintenance and system performance analysis, base station-to-base station hand-
offs and hand-overs, home system to serving system handoffs and hand-overs, and
other types of electronic data control channel related communications.

The present invention provides for application specific service implementation in
35 single Metropolitan Subscriber Areas (MSA), Metropolitan Transaction Areas (MTA),
and Rural Subscriber Areas (RSA), which cover various Geographical Service Areas



Fig. 6 is a schematic diagramof a bitmap illustrating the data space of

t he mani pul at ed and translate data on a digital traffic channel,
according to the invention. Fig. 7 shows decoded data in a bitnap
flow chart representing binary data traveling in a 2 0 digital traffic
channel , acconghpgsgsfy t he i nventi on. Fig. 8 shows dececiEmissdiod49asi n -a
conparative data bas interpretation of manipulated and transl at ed
data as it is sent froma wrel ess networkjzaccording to the invention.

Fig. 971s$ alogic flow chart of an Appllcatlon Specific Integrated Circuit
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according to resent I n
g via PSTN network elements.

The MSA, in the United States, for example, are traditionally served by two

cellular service providers, which are designated A side and B side. Normally, the A side

10  service is provided by non-wireline carriers; that is, a service provider who has no
affiliation with normal wireline telephone service providers. B side providers are
normally affiliated with wireline providers. In many service areas the B side is owned
and managed by a Regional Bell operating company, which operates land-line telephone
services in that same geographical area, or Geographical Subscriber Area (GSA). Now

15  there is a third service provider, called NEXTELL, which has been approved by the
Federal Communications Commission to install and operate said third Enhanced
Specialized Mobile Radio (ESMR) service. This third ESMR service is based upon an
ESMR in Europe called Global System for Mobile (GSM). Such ESMR services are
being instalied and activated all over the U.S., and in other countries' National

20  Subscriber Areas (NSA), along with other PCS operating platforms. In some cities
there will be a fourth and fifth PCS carrier to compete with conventional cellular
networks and ESMR networks.

The preferred embodiment of the present invention provides for national service

implementation using the methodology and apparatus herein described. One Master

25  Central Monitoring Station (MCMS) can manage, monitor, and control an entire
Application Specific Network (ASN). Different Application Specific Central Monitoring
Stations, (ASCMS) can be located in various metropolitan and rural subscriber areas,
and operate various application specific services throughout existing Cellular Mobile
Telephone (CMT) networks and Enhanced Specialized Mobile Radio networks

30 (ESMR). These networks are presently linked by communications pathways. Such
pathways also link Base Stations (BS) to Mobile Switching Centers (MSC). These
communication links also physically connect other Cellular Mobile Telephone (CMT)
and Enhanced Specialized Mobile Radio (ESMR) systems which operate with similar
communications protocols. Protocols such as $S7, X.25, ISDN, C7 Red and Blue,

35 ANSI, CCITT TCAP, and other such communication data management formats,
provide inter-system control from transmission tower or Base Stations (BS) which are



Fig. 13 is a flow chart of the Application Specific Video Gane Unit score
and status data as it circulates through a wireless comuni cati on
system and a cable television 5 system according to the invention.
Fig. 14 is a block diagramof a wi reless network control channel activity

whil e the 9,[(,1;8 ent invention is initiating an operati Oy e0sskbuoyd t hi n
a routine corWro annel , according to the invention. Fig. 15

is a block diagramof a wireless network control channel activity while the
1 0 -present invention is continuing thel4perations cycle within the
routine control channels, according to the invention. Fig. 16
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manner, and a Master Central Monitoring Station (MCMS) and an Application Specific
Monitoring Station (ASMS) can be linked throughout the world by the combination of

15  land links, microwave links, and satellite system links. Regional Master Central
Monitoring Stations (RMCMS) act as communication system control hubs. These
commaunication control hubs can manage Master Central Monitoring Stations (MCMS),
which in turn manage Application Specific Central Monitoring Stations (ASCMS)
throughout the world. The Regional Master Central Monitoring Stations (RMCMS) and

20  Master Central Monitoring Stations (MCMS) are connected directly to the WCASES
HLR which acts as a "home switch" in conjunction with a2 Master Central Monitoring
Station (MCMS). The WCASES HLR/SCP acts as a home switch-central processing
point of all other WCASES-compatible Mobile Switching Centers (MSC) confined
within one Geographical Subscriber Area (GSA), a Metropolitan Subscriber Area

25 (MSA), a Rural Subscriber Area (RSA), or an entire region or country. The WCASES
HLR/SCP is physically connected to other Mobile Switching Centers (MSC) via
electronic digital 857, X.25, ISDN and other standard PSTN communication links.
Such communication links act as pathways whereby different communication protocols
carry various forms of electronic data. A Regional Master Central Monitoring Station

30 (RMCMS) and/or Master Central Monitoring Station (MCMS) can be connected to the
Roamer Port (RP) or Signalling SS7 Port (SP) of that particular switch, which provides
physical access to electronic data roamer information. The roamer information can be
utilized to manage and control Application Specific Subscriber Apparatuses (ASSA).
The present invention manipulates, translates, and encrypts this data. Such data

35 conmined in the Mobile Identification Numbers (MIN) and Shared Secret Data (SSD),
A-key data, User Data (UD), and other related data is utilized in the preferred
embodiment of the invention in a novel manner, thus adding an entirely new and



enhodi ments and applications of the present invention, specific term nol ogy
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systems. When a particular Metropolitan Subscriber Area (MSA) or Rural Subscriber
Area (RSA) is interfaced to the aforementioned application specific services, such
15  services can be confined to that particular home system, and thereby do not have to

operate from a Roamer Data base (RDB), confined to a local area network (LAN) via

T1/DSO or 56kbps or 128kbps frame relay data. Local registration, authentication, and

system management control data communications pathways can be interfaced to a single

Central Monitoring Station (CMS), and confine said services to one Metropolitan
20  Service Area (MSA) or one Rural Subscriber Area (RSA), with one WCASES

HLR/SCP (HS) in the described aforementioned manner. Said Geographical Subscriber

Areas (GSA) may utilize a Cellular Mobile Telephone (CMT) system, 2 Enhanced

Specialized Mobile Radio (ESMR) system, a Personal Communications System (PCS),

or a Global System for Mobile (GSM) communications system without necessarily
25 communicating said application specific information to other Enhanced Specialized

Mobile Radio (ESMR) and Cellular Mobile Telephone (CMT) systems that operate

outside of said Geographical Subscriber Area (GSA).

| The present preferred embodiment of the invention enables increased capacity on

voice traffic pathways that are physically and logically defined. The present invention

30  wilizes control channels, digital traffic channel, digital control channels, digital access
channels, and other data-only mediums that are physically and logically defined. One of
the drawbacks of current Cellular Mobile Telephone systems (CMT) and Enhanced
Specialized Mobile Radio (ESMR) systems is the limit to the number of channels
available for use, which causes frequent system overload. This load limit is a

35  technological limitation of current systems, and is also related to current government
regulation, for the Federal Communications Commission allocates only so many
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PCT/ US96/ 0491 “Network (NACN) and Mobilelink, as well as any other enclosed or open interconnected

signalling system. In another embodiment the present invention's operating system can

15  be linked by cooperating subscriber and Roamer Data Bases (RDB). A Roamer Data
Base (RDB) is part of the SS7 IS-41 control management operational scheme, and it is a
communications system in which Cellular Mobile Telephone (CMT), Global System for
Mobile (GSM), TDMA PCS, CDMA PCS, and Enhanced Specialized Mobile Radio
(ESMR) systems are linked by the aforementioned communications pathways and

20  protocols. The present invention's MCMS HLR/SCP acts as an independent Roamer
Data Base (RDB) for WCASES communicator users, that communicate directly with a
plurality of Mobile Switching Centers (MSC) which are located throughout a country,
city, or other Geographical Service Area (GSA). Such Mobile Switching Centers
(MSC) control and manage a multitude of transmission tower Base Stations (BS) which

25  directly serve Application Specific Subscriber Apparatus (ASSA).

Subscriber information, such as subscriber identification, mobile unit Electronic
Serial Numbers (ESN), Mobile Identification Numbers (MIN), Shared Secret Data
(SSD), A-Key Data, CAVE algorithm, Rand Shared Secret Data, Dialed Numbers,
Personal Identification Numbers (PIN), User Data (UD), Filler Data (FD), Reserved
30 Formats (RF), Additional Data (AD), and other subscriber mobile unit apparatus
specific information is stored and managed at the Mobile Switching centers (MSC).
These Mobile Switching Centers (MSC) contain data bases herein termed Home
Location Registers (HLR) and Visitor Location registers (VLR). The Roamer Data
Bases (RDB) and the present invention's HLR service control point are linked by the
35 aforementioned communications pathways and protocols to the Home Location
Registers (HLR) and Visitor Location Registers (VLR). The Home Location Registers
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to properly identify which system a particular subscriber is assigned to. Once this is
accomplished, the cellular subscriber is electronically assigned a temporary roamer

25 number and allowed to make calls and receive calls in that particular service area while
his presence is detected. A preferred embodiment of the present invention operates
similarly, except the user sends and receives an encrypted control channel data packet,
digital control channel (DCCH), broadcast control channel (BCCH), synchronous and
asynchronous short messaging packets on digital traffic channels, and digital access

30  channel data packets which act as an additional but transparent communications system
which can be implemented and integrated with various Cellular Mobile Telephone
(CMT) and all other PCS and satellite network systems.

Another means of identifying a Cellular Mobile Telephone (CMT) and Mobile
Radio (MR) subscriber's home system, for example, is by electronically examining the
35 first three digits of the Mobile Identification Number (MIN). This number is a normal
area code number, such as 408, 310, 415, which is part of a normal 10-digit telephone
directory number . This number is also called the Number Plan Area number (NPA).
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data from a centralized monitoring and control center to an application specific
communicator apparatus, thereby providing individual commands to individual
subscribers. Transmitting status reports from the specific communicator apparatus back

15 toacentralized monitoring and control center is also possible . Additionally, the present
invention provides for digital data dispatch commands to be sent to groups of
application speciﬁc communicator apparatuses, preferably in the form of widely
dispersed messages transmitted to each individual Application Specific Communicator
Apparatus (ASCA) by a Command System (CS) that determines which transmission

20 path is appropriate for a particular serving system configuration. The transmission path
for command and instructions can be sent via an analog or digital forward control
channel, one-way paging network, a particular satellite network, the digital control
channel (DCCH) of a cellular system that utilizes 1S-54B/136 TDMA, or IS-95 CDMA,
or GSM TDMA logical and physical control and digital traffic channels. These downlink

25 orforward messaging pathways can send individual codes to each communicator
apparatus which are part of larger application specific service groups. Prior Cellular
Mobile Telephone (CMT) systems have been incapable of sending blanket dispatch user
specific communication messages in this manner. Such status reports encompass but are
not limited to location and positioning information that relates to Global Positioning

30  System (GPS) vectoring, triangulation, contact closure and opening information that
relates to security status information in homes, business and motor vehicie anti-theft
systems. Such encrypted data messages created by the present invention also provide
velocity and direction information, power-on and power-off commands and
information, information that relates to managing public utility information, automatic

35  utility meter reading, timer-on and timer-off control for traffic signalling equipment, and
a host of other application specific processes. The apparatus can be sent commands
from different central monitoring stations to direct the performance of desired functions,
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15 The preferred method and apparatus of the present invention allows for an

application specific communications apparatus to receive an application specific message
for control of and communication with the application specific apparatus; for example,
location and non-location data of specific service apparatuses. The location and non-
location application specific communications apparatus is preferably configured and

20  manufactured for data communications and control operations. Such operations as
location specific motor vehicle tracking, motor vehicle anti-theft and recovery, shipping
container tracking, personnel tracking, and other location-based data communications
services can be provided by configuring the location Cellular Mobile Telephone (CMT),
GSM, PCS and Enhanced Mobile Radio (ESMR) communications apparatus in

25  accordance with the hereinafter described specific nomenclature and design parameters
to accomplish electronically the application specific communications and control
processes as described.

Stationary communicator apparatus means which are non location specific include
utility management and control, roadside call box add-on services, remote traffic signal
30 control, security system status reporting, and other related services, can be designed and
implemented to provide application specific communications and application specific
control processes. The present invention may also provide for a hybrid location and
non-location method and apparatus for control and management of recreational game
information. For example, video games such as Sega Games, Nintendo, and wireless
35  casino gambling terminals can be configured to send data such as game scores and other
game related data over aforementioned control channel and digital traffic channels to a



-14- strategically placed around a CGeographical Service Area (GSA)

and connected to a Mobile Switching Center (MSC) in order to serve
and manage a particul ar Metropolitan Subscri ber Area (MSA) or Rural
Subscri ber Area (RSA). The inter-systemand intrasystem data
control and Wﬁgg‘,ﬁanagerrent links can 5 be provi ded by poPAissciodsis
(PSTN), line-of-sight mcrowave |inks, |inks provided by

geosynchronous orbit satellites, and oth simlar types of comunications
l'i nks: - Regi on-to-region |inks can 8 provi ded by various satellite
service providers. A region as applied here can be deened a separate

country or naCental Mymithring:Station (CMS) avhichdeinterfaced withothe dpplicaion $IRIIRSAT,
COVBAT, agd O'Ciefitral M&mﬁﬁgimsaw Wdu?ﬂﬁhn ﬁ@ﬁt@fdcba emg Q&:&Bl@@lchsﬂ)fn p;/g\é ! fler s
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Stations (RVChGhead c&ﬁpeﬁﬁgmm ot pdie pwy%mﬁkm& apdcr&y b.'écom%sm ame

t | St.at
(V) e il FORARIBEP AR R o0 SEpeRton e b O
St ati ons !ASCIh&)upulates mmmgﬁmcqmomol ahanriEhdatéiagi digital rafic channdtent r al

'(Vb Ngvfs ;)r ;pg ff) gnect 2 & andinfo 9‘0reni¥ﬁ§$rﬁﬂ C@ﬁﬁ]&!ﬁbhnl\ébm%pﬁédef‘(@l\rﬁt)at gonﬁ e
switch" in cof “HWP$§ ‘PFFIR@-/?"&%S‘% @?Ekﬁ%ﬁ%mw llite PP%@?@%

(MCVB) . The Wesydbéhs. fihildS@Hs prefesablysrelyébvie a phirslah ofwarsmissiop rayees daseq
point of all Qﬁﬂﬁﬁshml&ﬂﬁig%&ﬁu%%%mdc%nu%@ﬂn{&ﬁbﬂﬁ% Seatioh€ afd ﬁhﬁ?)to

confi ned

n.one reb
Met ropol i §8n SBRE &l"}"ﬁé‘?" SX?‘E‘E?’g“‘g& E’éﬁ ’°Vé{jc" I é‘ﬂf‘f“bé a“}l\?yégm( RSA), or
an entire regiwhichos tersmitiedyto thElgam@ @8 ®atching theldnﬂe SERmM gampphginels Ggme
connected to GhfiEhadvpN dreferablyvalirmited itoaically Adrindiidual game used REdulNI C

digital SS7, X 25 and ot her . standard PSTN comuni €ati 0
Sugh conmuni caMPHF #?Wgn%&gﬁwﬂﬁm%mf gy ?WEP@%P“‘?EMﬂﬁat i on
protocol s trafficechannel averioad Altomatvely, thi$ infarmetiorcead e dowrlomied iabmight ovhist er

Central Mg t Qoith (i AbohdiRk, 3ndd or t»@i@&@@g AWhG fohdhepericd THea ard/Riahy OF | Ng

Station (MMB) Qo ns St e Tt?teergéu%g game syst%m that can be implemented by utilizing the

present invention's method and apparatus. This same approach can be utilized from
smaller local area wireless networks contained within gambling casinos, whereas the
video display can be a television set or a video display in a gaming terminal. The gaming

25 terminal can operate within a building, and when it no longer detects the carrier wave of
the in-building network and detects the cellular system carrier wave, it can automatically
switch to the cellular system, and act as a true dual-mode gaming terminal. The casino
has a wireless gaming application specific central monitoring station that is connected to
the central monitoring of the present invention via the PSTN.

30 The application specific communicator apparatus preferably contains within
specially designed circuitry means by which it may add additional data, manipulate,
translate, encrypt, transmit, and receive data such as Mobile Identification Numbers
(MIN), WCASES identification numbers, dialed digits, autonomous registration
packets, new class of service packets, and other packets created by the present

35 invention. Such circuitry means take Normal Mobile Identification Numbers (NMIN)
and create Modified Mobile Identification Numbers (MMIN), such as the WCASES
identification numbers. The Modified Mobile Identification Numbers (MMIN) are



Roanmer Port (RP) or Signalling SS7 Port (SP) of that particular swtch,

whi ch provi des physi cal access to electronic data roaner information.
The roamer information can be utilized to manage and control
Application Specific Subscriber Apparatuses (ASSA). The present

I nvention mani mooesn transl ates, and encrypts this data. Su®CTUS943155
contained in the Mbile Identification Nunbers (MN) and Shared Secret Data
(SSD), A-key data, User Data (UD), and other related data is
utilized’in the preferred enbodi ment of the invention in a novel
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CMI) networ ks, Enhance ec i zed di o ESNR net wor ks,
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Appl i cation Bf tdve yanepsrant. appserl bereind desoribes thecoparationsd eenditioniof the@resersnf | ned

uti | i ZdvesridrlviiSi ideRaaIBvErIbM distaps er éanbFny bpération proBleins withOt her

f d bi bles and
ﬁ’Z‘{v ol ascos of Bl CauiaphA0HE TeRBAGETCR bl dafa adupl RaSip MR Yt
Station ( RMCVB) based cemmuniparions opgsations, fespecially in taamsiof Mlh@aammm) can
be connected toasgtimocea'@ lﬁpwn&sllch&hr&n?(tcﬂﬁahdu %Eez{laﬁﬁﬁ charffel opefisiscal | y

| ocat ed and, hnterfaced td% | e (MSC the ase
Station (BS)0"anbe BEREH mg?'g'ﬂaF??%&aﬁamwfeaﬁw@ﬁa@%ﬁ%&max)nfsa GHROIYDa
Bases ( RDB)-veingicamrianication packeth imvbanyl of itSapplightions.and Enhanced Mobi | e
Radi o ( ESMR) systens. Wien a particular Metropolitan Subscriber Area
(M5A) or Rural SubsThd dpplication specific communicator apparatus preferably contains a specially

designed circuitry means by which it manipulates, translates, encrypts, transmits and
receives control channel data such as dialed digits, in addition to creating Modified

15  Mobile Identification Numbers (MMIN). Such data and process called Shared Secret
Data (SSD) can be modified and encrypted. The circuitry means takes Normal Shared
Secret Data (NSSD) and creates Modified Shared Secret Data (MSSD). The Modified
Shared Secret Data is utilized to send encrypted data messages to central monitoring data
terminals in the same way Normal Mobile Identification Numbers (NMIN) are

20  modified, manipulated, translated and encrypted by the present invention's electronic
processes and design. Other data such as User Data (UD), Filler Data (FD), Reserved
Formats (RF), and Additional Data (AD) can also manipulated in the same manner. The
application specific communicator apparatus further contains specially designed circuitry
means which correlate and add additionat data bits which carry GPS coordinates,

25  security status, electrical load control status, and other application specific status and
command control information. This same specialized circuitry also performs
manipulation, translation, encryption, and transmission tasks of GPS information. The
Central Monitoring Stations (CMS) contain data management and control systems
means which receive the encrypted data from Cellular Mobile Telephone (CMT), GSM,

30 PCS, and Enhanced Specialized Mobile Radio (ESMR) networks' Mobile Switching
Center (MSC) signal processing systems. This data preferably originates from the
Application Specific Communicator Apparatus (ASCA), where it is processed,
evaluated, and electronically acts upon its received command data meaning. Then
Central Monitoring Stations (CMS) data management and command data terminals send

35  encrypted command data from the central monitoring station, over the heretofore
mentioned transmission mediums, which further relays the manipulated, translated, and
encrypted data to the Application Specific Communicator Apparatus (ASCA). The



Area (RSA) is interfaced to the aforenenti oned application specific
services, such 1 5 services can be confined to that particul ar hone
system and thereby do not have to operate froma Roanmer Data base
(RDB), confined to a local area network (LAN) via T1/ DSO or 56kbps

or 128kbps f ray®dseldy data. Local registration, authenti catpcamusesodis
syst em managenent control data communi cations pathways can be interfaced to
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control channel s contr el s,
di gi tal acces&Y erhll s ‘i’ﬁ'ﬁg{i oxég{lgg%%ﬁgfolaggg &'%oéu Vem%‘?pe%é g%g]war e
physi cal | ¥Oandighailjngstrdardséy which saichencrypted data is mwedfmmt@ém ent
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S A e sl A A 1,1
is a 35 tecKASCAYytoche Ctnnm Mgnitgsing Station (CMS) by yey efifeellulanabie Telephope| at ed
to current goyemMIEmts, GSM and EtHahéddiSpesialfzed Mdbae Radls (BSMRY fetwoikaahiréIns
SOCTn}ﬂUZSIES?g QSHER&%IEdSata proXessmg 2d Wansmission systems; rcccwed7 pm%esds'gd relayed, and in
turn transmitted back to the Application Specific Communicator Apparatus (ASCA) by a
technically and logistically participating Cellular Mobile Telephone (CMT) network
system, and Mobile Radio (MR) systems, which include but are not limited to: Cellular
Mobile Telephone (CMT), Enhanced Specialized Mobile Radio (ESMR), Motorola
20 Integrated Radio System (MIRS), Personat Communications System (PCS), Satellite
Cellular Hybrid systems (SCH) or by any other Cellular Mobile Telephone (CMT) or
Enhanced Specialized Mobile Radio (ESMR) system which depends upon a central data

management scheme in which the process of subscriber registration, authentication,

internal system data management, system maintenance, anti-fraud management, and

25 other intrasystem data management processes and control communications. The overall
system and data management schemes are preferably transmitted on control channels.
Other processes, such as managing roamer data bases, or managing any multi-system
data management protocol which encompasses related remote processes such as
registration, authentication, data management, call processing, and other processes

30 commonly considered and designated as control channel data communications, digital
control channel communications, digital access channel and digital traffic channel
communications, may also be utilized and applied with the present method and
apparatus.

According to another aspect of the invention, there is provided a group of central
35 monitoring, Wireless Communications Application Specific Enabling System
(WCASES), data retrieval, data decoding, data distribution, data storage, and command
data control method and apparams. The Data Reception and Distribution terminal



-16- frequenci es and channel slots for systemuse. The present

i nvention conmuni cates in short, high-speed data bursts over the
control channels, digital traffic, and digital access channel s, and
will in no way create traffic overload on the overall systemarchitecture,
system | oad capgeysgsee | Nfrastructure, and normal voi ce-based PEENAISI60491S
processi ng operations. 5 Preferably, a Regional Central
Monitoring Station (RCMS) is provided whic manages and control s an
entire country or National Service Area (N , or a particular regi on

of a given National Service Area (NSA). This is acconplished by interfacing
wi th a Nati onal (BRI s Degadexte XDE )Q@MPQ@E@MBW@HMKI:%B)TM@phone

(OO CMI) y Enbaimas %%ﬁtdlm%tﬂdnﬁ%ﬂa@a% (:?‘iquB) andB@{esMace and
nmuni cat i ons
net wor k. Suc h S%@g&"&aﬁ?ns ctogn c%’t’ltﬁ P%fe%& C%mﬁfs%‘ t‘e’ : o %R? hengs ‘:&%Asﬁﬁt a

Base (RDB), atentel prt@mgl tion (EMSx Fithey, such anmesinnme as RegionakDa#8 net wor k.
These types 5)f naie d@dm@wmummmnm Regibral Bewdbxqaﬁm{;ﬁkku ar

Net k ( NA t.he |

i nt \elrjeonﬁlec?el)d Re onN?{;O&’ﬁia{? Da%%ﬁé%?ﬁ?hag%gggﬁx}ai genc Oi@ﬂ‘f‘(a{oﬂ present

i nvention's opemeRQ%@éﬂmPa@@%pﬂ% ahd Pisgibutign teomipal (MDRIY), Mastercr i ber
and Roaner Dat aD&Qﬂ&SI‘eﬁRQ@(MM&Eﬂ?MM@mmmd DabeCéhrbReRhinigveaic), of the

SS7 1S-41 trql d
communi cat |C 8 2 s r m@ﬁ?aﬁ%e\ﬁfg gﬁg&ﬁ i “P%?"%%‘B%Egﬂdﬁé?f 3‘;5'% h‘éﬁ%ﬁkﬁﬁ"&ﬁ%%
System for 10 SpmlwqmunaKMR)mApmommﬁ& CprErdnd RatadC@®peki al i zed

Mobi | e Radi o tcnmnﬁf(%b@lﬁ&&r&mgﬁa%d dsramded%ai ARuiuflon Wit OMad
comruni cati ons Qath Theh‘%gg%en.t | nvg,gﬁl on's MCMS

HLR/ SCP acts as AN fT cfé( agﬁ&cg%cgﬁgass 598 comppsed eqREhSES

conmmuni cat or usMositor searfMicate directly with a pI urality of
Mobile Switching Centers (MSC) which are | ocated throughout a country,

city, or ot her Geoginapdther@inbbéifnehy; the AveatidrGBOws foridd mddifitation SPCIRlirNg

Centers | r
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Per sonal |denti ‘FF‘E%’E‘F’W% TeBiptrating., authenticatipn, anti-fiyd procasses, remaiedeqty) |
Reserved 20  access control and additional call feature and data processing. Key processing switches

located within a Mobile Switching Center (MSC) are connected and operational with the
present invention method and apparatus and may also be used with small registration
software and processing modifications or patches. These processing switch software
modifications do not disrupt, alter, or violate the operational integrity or system security

25  of the Cellular Mobile Telephone (CMT), GSM, PCS and Enhanced Specialized Mobile
Radio (ESMR). The CMT and ESMR preferably include, but are not limited to, Cellular
Mobile Telephone (CMT), Enhanced Specialized Mobile Radio (ESMR) system:s,
Personal Communications Systems (PCS), Global System for Mobile (GSM) network
systems, or any other communications system. This aspect is critical to successful

30  system operations and system security. The only feature that is modified in the
processing switch software is the feature that handles remote feature access control,
possibly the registration, authentication, and processes that affect the present invention's
operational scheme. This is all dependent upon cellular carrier preferences.

~

The present methodology provides a multi-featured wireless communications
35  application specific enabling system which includes means for reading, analyzing,
controlling, and communicating through various wireless communication networks and



30 . Formats (RF), Additional Data (AD), and other subscriber nobile unit
appar at us specific information is stored and managed at the Mbile
Swi tching centers (MsSC). These Mobile Switching Centers (MSC) contain
data bases herein terned Hone Location Registers (HLR) and Visitor
Locati on regWVLR). The Roaner Data Bases ( RDB) pgfisbéisaoid esent
I nvention's HLR service control point are |inked by the 3 5

af orenenti oned comuni cati ons pat hways a2§ protocols to the Home Location
Regi sters (HLR) and Visitor Location Regfsters (VLR). The Hone Locati on
Regi st ers WO 97/ 38540

PCT/ US96/ 0491te signalling, control channels, digital access channels, and through the digital traffic
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I denti ficati oghbRRicoRAlunRBidnshpPardtbiTber . A System Desi gnation

15 The invention includes means for remote monitoring and calculation of a motor
vehicle's, person's, or other moveable object’s position and direction, and detection of
local status events, and like, and calculation of a system responsc based on a plurality of
weighted variables. From such calculated response, the system notifies the user of
various status parameters of the object or person being monitored. In certain

20 circumstances, the system may be used to notify an application specific central
monitoring station via paging networks, satellite networks, and two-way data control
channels, digital access channels, data burst ficlds DCCH, and other digital wraffic
channels to allow the central monitoring station to respond appropriately to various
situations such as summoning emergency vehicles, police, private security personnel,

25 medical personnel, and other such emergency response services. Provision of a two-
way control data channel and digital traffic channel communications system also allows
the Central Monitoring Station to positively verify the message which was sent by the
motor vehicle, person, or moveable object being monitored or located.

The preferred embodiment of the apparatus for direct wireless communication on
30 anexisting wireless communication network presently includes a plurality of computer
displays and computerized graphic maps which display the relative position and status
of an object or person being monitored, such as a motor vehicle, person or moveable
object, derived from Global Positioning System (GPS), or other vectoring,
triangulating, and other relative position computing system. Other methods of
35  establishing a location can garnered by user input or by other automatic sensors and
location systems, thereby providing a highly accurate real-time tracking and status



15 Nunmber (SID) is assigned to each Metropolitan Subscriber Area (MSA)

and Rur al Subscri ber Area (RSA) by the Federal Communi cations
Comm ssi on, and each nobile subscriber unit is electronically
programmed with such particular Systemldentification Nunber (SID).

When a subscriteyoragsages a call, or transmts application speeCTA8%iMs, to
t he Enhanced Mobile Radio (ESMR) and or Mobil e Tel ephone (MI) service
provider, 2 0 the provider utilizes the fgystemldentification Designation

(SID) nunber as a neans by whi ch the visiting subscribers hone
systemis identified, Thus '(ténhe i dentification of said honme system
provider is re/oRicatonenaping S My, st em provider is then accessed, so as

to properly identi f%Whi ch systema particul ar subscriber is assigned to.
Once this is eederpsdiappasatus fopdireck WirelpsiconYBicAgRHSo iBClpdes 88 1 oni cal | y
assigned a tenpigfegfaled QS systef, a cdthfitiication detdolion@dath Confdkehanmdld, andand
Gotect ed. A pr iyt BHdrsaictha B Habing §ERm{ Sharfhly poupied 1 PRGNS ' °
simlarly, éxceystempand apnlicasionspecificdispaich capabiligvienMagist CentabMopiringhannel
dﬁt a pfclggtcm Station (ﬁ‘i@kSﬁhnmﬂpﬁbaﬁHﬂ%ﬁc ﬁmwnmm (ASOMSY! ot
channe oV ACOI O . svncnron@u [ SS I N4.. Racket s
on digital traf ﬁ%lo%g%%ggéf)?@ggmﬁné f'&vglﬁloéésc:eégggm@é%u%ﬁeaftﬁﬁg "&Ig%év%g@?(et S
whi ch act as anmanpgemensiighiclgiheft degameptastelen veldelertracking, raiimead sgrgrasking, cargo

\ﬂ chhcan be i nRtABA Ao mgxfmﬂ@mg%gwmné@pw?w»fi%e Eahitoaloaﬁmw%ﬂte

el ephone . an a Ot N . d Sal e e, ne SYS ns.

Anot por e VbR hetytiaiaglo £ Dapui s Seads i NEE WA PRI o | o
Radi 0 (MR) subsembagdiment's issrof they(GRSeand other lasationpdesignationisysterhs covpled with the
exam ning the senf ih&éﬁioﬁ'@ﬁcﬁ?tagﬂligj, iy 8€ idsRfedVRiaivs&i ViflSAlly shiwhdrt ftndlunber

(MN). This nunber,.is a nornma area code nunber, such”as 408, 310,

415, which is pgf"ild'of a nornmal 10-digit tel ephone di rectory nunber.
This nunber is also called the Nunber Plan Area nunber (NPA).
WO 97/ 38540 A plurality of calculating and control elements are preferably fixed in a given

PCT/ US96/ O4%L.5 location. Such elements or devices can be interfaced with an unlimited number of
systems and apparatuses which perform very simple tasks or complex tasks. Preferably
such elements control and detect electrical device voltage loads, or detect and report
security system status data, for use in commercial and residential buildings, control
traffic signals, interface with roadside call boxes to provide existing data for

20 manipulation and communications tasks such as measuring road conditions, counting
vehicles that pass by, measuring local temperature, and many other related application
specific functions. Other applications include collecting and reporting video game scores
and other interactive data, and operate conjunctively with one-way paging networks,
Direct Broadcast Satellites, and cable television networks. Such fixed location elements

25  ordevices also calculate a system response based on all sorts of weighted variables, and
report said variables to electronic Billboards (BBS). Such fixed location elements also
respond to both existing data, manipulated data, and application specific messages and
commands, and report the results of said data messages and commands to an
Application Specific Central Monitoring Station (ASCMS) via data control channels and

30  digital traffic channel that are operated by aforementioned wireless communications
networks that depend upon aforementioned centralized controls. In certain
circumstances, if desired, the fixed apptlication specific communication apparatus reports
the status of an electrical load control device by transmitting data information on
aforesaid data control channels that reflect whether the load control device detects

35  voltage ornot.

The electrical load control device can be commanded to turn on an electrical device



-18- Each operating home Cellular Mbile Tel ephone (CMI) system
Enhanced Speci al i zed Mobi |l e Radio (ESMR) system Personal

Comuni cat i ons System (PCS), or other centrally controlled
communi cati ons systemwhich interacts with | and based, hard-wred

t el ephone ne%ﬁs‘{os assigned a three-digit NPA area code npi¢taspenddie

present 5 I nvention utilizes a special data-only NPA such as 175 that
w [l not be used for voice calls ipgitiated by a | andline query. This
nunber -causes the present invention's refiote access application

nmessage (RAAM service class to be recognized by the serving MSC.
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i nfornmat 20 t haklekSdorimmiidatiofd Yo@Ms Posi tioning 3 0 System ( GPS)
vectoring, triangulation, contact closure and opening information that

Referring now to FIG. | and FIG. 2, a preferred embodiment of the present
invention is shown, including a set of "Stationary Units" 107A-107B, and a set of
"Mobile Units" 108A-108B. A stationary unit may represent any sort of fixed, non-
moveable interface application such as an electrical load control management apparatus,

25 video game management system, security system status reporting, roadside call box, or
any other stationary communications application. The present invention acts as a
communications interface, or enabler of communications for the operation and remote
control of said fixed systems. A mobile unit can be attached and interfaced with any sort
of moveable object like a motor vehicle, a person holding or wearing a communicator

30  apparatus as in a home arrest application or medical alert application, or a cargo shipping
container which contains the present invention's communications enabling technology.
Such mobile objects or persons are to be monitored, located, and tracked. A
communications link is provided which is represented by wireless communications
transmission towers 109A and 109B, Base Stations 106A and 106B, Mobile Switching

35 Centers 104 and 105, Integrated Services Digital Network (ISDN) 112A-112C,a
paging network 448, and Public Switched Telephone Network (PSTN) 111, which

r'




relates to security status information in hones, business and notor vehicle

anti-theft systens. Such encrypted data nessages created by the
present invention also provide velocity and direction information,
power - on and power-off comrands and i nformation, information that

relates to manq@grgssapbl ic utility information, automatic 3 5PCTESPE/G4915
neter reading, tinmer-on and tiner-off control for traffic signalling

equi pnrent, and . a host of other applhgation specific processes. The
apparatus can be sent commands fromdifferent central nonitoring
stations to direct the performgnce of desired fuynctionsg,

97/ 38540 carry special?zed data srrnqings which are manipulate'é, translatea. and encrypted data

PCT/ US96/ 04915 control channel information between the Stationary Unit 107A, 107B and the Mbbile
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Enhanced Speci aflltﬁ%@l bl e referred nethod
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i npl enent ed and oplaforesmentiared copteol tignatlingichanmels, digitehacsess chastaels canRalifiitl
( EgIVR) and \AOEI ! t&ltaﬁrc cwﬂmeisﬂh'ﬁif‘is,ﬁﬁbfnmm Mf)ﬁe%?éﬁ& @gct%mé&ﬁmaﬁf wcqo{s&sar ades,
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channel data strings.

15 Referring now to FIG. 2, Transmitted Bitstream 426 is shown. Each WCASES
Application Specific Mobile Unit 108 or Stationary Unit 107 preferably has its own
distinctive WCASES Serial Number (WSN) 427A, 427B, System Identification
Designation number (SID) 428A, 428B Group Identification number (GI) 429A, 428B,
WCASES Identification Number 1 (WIN1) 430A, 430B WCASES Identification

20  Number 2 (WIN2) 431A, 431B, and in some circumstances Shared Secret Data (SSD)
432A, 432B. Additional characters of information can be added to control and digital
traffic channel bit streams which contain application specific information such as
location specific, identification specific, and status specific data.

In normal control channel operations, digital access channels, and digital traffic

25  channel operations, data bit streams contain reserved formats, filler messages, and user
data. Such data are data bits that essentially take up space in a synchronous control
channel and digital traffic channel message. These reserved formats, filler messages, or
user data bits can be used in the method and apparatus of the present invention to
provide additional remote access application messaging (RAAM) dialed digit Application

30  Specific Messaging Data (AASMD) 433 A, 433B on the Control Channels, Digital
Access Channels, and Digital Traffic Channels of Cellular Mobile Telephone (CMT),
GSM, PCS Enhanced Specialized Mobile Radio (ESMR), Satellite Cellular Hybrid
(SCH), or any other wireless communications system that uses reserved formats, filler
data, dialed digits, registration fields, and user data, in the control channel, digital

35  access channel, and digital traffic channel messaging schemes. These communication
systems rely upon centralized control for aforementioned operations. The mobile unit



15 . The preferred nmethod and apparatus of the present invention allows

for an application specific conmunications apparatus to receive an
application specific nessage for control of and conmuni cation with
t he, application specific apparatus; for exanple, | ocation and

non-| ocat i on‘ﬁ?&%ﬂ% specific service apparatuses. The | ocatgcaiiyssspsondn-
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configured and 2 0 manufactured for data communications and control
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tracking, notor vehicle anti-theft and recovery, shipping cont ai ner
tracki ng, perawsmtbnary smiksend andmectivet dpplication speicifia status eatssagesand sommand at i ons
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processes as escr1 tationary comiuni cator apparatus
means whi ch aM@ g%(%@b@%&@pf ic include utility managenent and
control, roadside call box add-on services, renote traffic signal 3 0
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t | t h
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non- | ocati®n 42%B SO aa&v\,aqapa raad G4 4224, 420R s assignetoadviobjlekinit 108A or

recreational ﬂ%ﬁaoraStauondrﬁmftrm‘VA@f‘lOfB)r exanpl e, video ganmes such as Sega
Ganes, Nintendo, and wireless 3 5 casino ganbling term nals can be

contgur ed L0 Seri EAREyHED 1 e VI TEPIER B3l Dfin som BEERAGF | 2 20
WO 97/ 38540 data bit strcam and distributes said information to the Master Dccodcr (MDEC) 114. In
PCT/ US96/ 049 1§me applications, the configurations of the control data bit stream and digital traffic
15 channel bit stream is synonymous with other signalling operations that encompass
HLR/VLR based Roamer Data Bases, T1 and T3 carriers, SS7, X.25 communications
protocols, and other control channel, digital traffic channel, and intersystem signalling
pathways.

In reference to FIG. 4 the MDEC 114 deciphers the manipulated and translated
20 data received from the MDRD 113 which is connected to the Home System Mobile
* Switching Center (MSC) 104 via an ISDN interface 112, and determines what type of
unit transmitted said data, and the application specific configuration of said Mobile Unit
108 or Stationary Unit 107, as illustrated in FIG.3.

In FIG. 5 the MDEC 114 is shown as having decoded the Transmitted Bitstream
25  426. In this application, for example, it is designated a Mobile Unit configured for
Motor Vehicle anti-theft tracking and recovery. The WSN 427A, the SID 428A, the
Group Identification 429A, SSD 432a, WIN group 430, and dialed digit RAAM data
433A are standard to Cellular Mobile Telephone (CMT) and Enhanced Specialized
Mobile Radio (ESMR) network voice and data operations. The "A" 447 contained in the
30 RAAM data dialed digit fields activates the RAAM feature when it is detected by the
switch number parameter tables. The detected "A" 447, coupled with the detected
special WIN 427A "175" NPA, activate the present invention's RAAM feature, and the
automatic relay of the WCASES specific data packet to the CMS via the S§7, X.25, or
ISDN network is initiated. This data is expressed here in a standard synchronous bit
35  stream form, which is essentially transparent to the network, however in terms of



- 20- Central Monitoring Station (CV5) which is interfaced with the

Appl i cation Specific Central Monitoring (ASCM, which in turn is
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system This cable tel evision head end sends gane i nformati on over a
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appar at us. Thi singeaee \mppﬂloamhemawemnuteldcuqmdcﬂaum In FIG. 5, 433 dostairisoc al
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vi deo di splay can

terninal . The gsaﬂrftﬁc}s ggfeﬁ df%‘r"‘?ﬁ“ﬁgﬁ asi’g’t\‘f’im%E’Fé‘tyéee‘%et‘ﬁtﬁ“%)[rﬁﬂ?‘f%f’r@g‘qgﬁa when
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the present i nvggirtd@piohichadndR, R&EN paraﬁ.eﬁr table sofnme afPRhrGPRNthaiiRed f i C

cormuni cat or arRka {rgﬁeﬁss ol &Ee% and of orc Qs;[u'%{eg paramctzers Synchromzcd data movement
also factor in channel capacity predictability, data error correction, and other activity. In
FIG. 5, the entire operation of Data String Processing 435 and manipulation,
25 translation, and encrypting must accord to fully synchronized standards thus described.
Individual Characters and Bits 426 that are manipulated, translated, and encrypted must
"look" like any other normal character and bit routinely transmitted and received on
physically and logically derived data control, digital access and digital traffic channels.

Referring to FIG 6, another method of control channel data format and process is
30  illustrated and the manner in which the present method and apparatus utilizes,
manipulates, translates, and encrypts this type of control and traffic channel data. This
illustration of a generic digital traffic and digital access channel structure 436, is
contained within IS-54B/136, I1S-95, IS-41, ETS, Global System for Mobile (GSM),
and Enhanced Specialized Mobile Radio (ESMR) NEXTELL., which are national and
35  international standards documents that set forth system operation and performance
standards from the Telecommunications Industry Association (T1A), and European



specially designed circuitry means by which it nay add additional data,
mani pul at e, translate, encrypt, transmt, and receive data such as
Mobil e I dentification Nunbers (MN), WCASES identification nunbers,
dialed digits, autononous registration packets, new class of service
packets, andyuy _,rggackets created by the present 3 5 | NV Qidirhidoeoadisch
circuitry rreans ta Nornmal Mbbile ldentification Nunmbers (NMN) and
create Modified Mbile Identification Nu%ers (MM N), such as the WCASES
i dentification nunbers. The Modified MbiTe Identification Nunbers (MM N)

are . WO 97/ 38540 .
PCT/ US96/ 0491 Felephone Standards (ETS) for Cellular Mobile Telephone (CMT) and Enhanced 21 -
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Enhanced 'Vbbl lveridea dpplicadior\dpecii©®MeBile Unit and StRifshed (G OsHMnithliiS oper ati ons,

especially in terns of traditiona i tal access,
di gi t al contrGPpaEﬂBWﬁé'ftt? é] %fggg/aﬁgalﬁqgaﬁﬂ @Téhmﬂé’g‘é‘iaﬁ?'? ons. 10
The presehf | rwmmetegamdfgﬁ@ehneael y utilizes dialed digit data fields to
transmt data-only non-voi ce comuni cati on packets in many of its

appl i cati ons. In reference now IOBIGI7Pa préftire® iethdd Gihll hfpatdais Tormaip@latmppar at us
pr ef erably conpLa lﬂﬁlg %ﬁ&"x@ﬁrﬁ?CCH Uscr lgﬁﬁ 49’?591 Af3'8 gééhélﬁﬁlucﬁya’ﬂlsxst%dmﬁl ch it
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G. 7 a variation of DCCH user data is translatcd from bits to decimal characters that
express application specific status messages and instruction commands that directly
15 communicate to the mobile unit and the stationary unit communications apparatus while
utilizing digital traffic channels. The present invention utilizes the digital traffic and
access channel without any sort of disruption or significant increase of overail system
capacity problems associated with voice channels and other related processes. As long
as the logical structure meets with IS-136, IS-95 and GSM standards, this is all that
20  matters. In FIG. 7 Decoded Application Specific Data Meanings 435 are shown. The 'H
word' bracketed in User Data 437 translates to 'H=Longitude' in the Status Response
column of Decoded Application Specific Data Meanings 435. In this example the
longitude calculation is expressed in standard mapping coordinate. However, there are
many methods and means which encompass different topographical grid coordinate
25 systems that are utilized by Global Positioning Systems and other location and tracking
systems that depend on a coordinate reference calculated from triangulated reference
points. Each one of the letters placed at the bottom of the bracketed numbers appearing
within the DCCH user data 437 and 438 relates to data that causes certain responses
received at a Central Monitoring Station (CMS) through a Cellular Mobile Telephone
30 (CMT) and a Enhanced Mobile Radio (ESMR) or a Satellite/Cellular Hybrid (SCH)
system and certain actions initiated and completed by Mobile Unit and Stationary Unit
Application Specific Apparatus, as response to said instruction commands as outlined in
Decoded Application Specific Meanings 435.

In FIG. 1 the Master Comparative Data Base terminal (MCDB) 115 preferably
35 collects decoded data from the Master Decoder terminal (MDEC) 114. While in FIG. 7,
the Master Comparative Data Base (MCDB) 115 receives decoded data and searches
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IlcatlonSe Communi c
ég/p 38540 P (HA) Application Speclﬁc Terrmnal 120C can be located at another physical site, and the

PCT/ US96/ 04915 Master Central Monitoring Station will relay client data and status, for example, to this
terminal via an SS7, X.25 and or Integrated Services Digital Network Interface (ISDN)
112A, the Public Switch Telephone Network (PSTN) 111 and another ISDN interface

20  112C, and, finally, to the Home Arrest (HA) Application Specific Terminal 120C, a
Point-of-Sales (POS) terminal 120D, via an Application Specific Data Reception and
Distribution Routing Terminal 127 and internal fiber optic or hardwire conductors of the
Data Receive Digital Data Pathway 132 located inside an Application Specific Central
Monitoring Station 101.

25 Conceivably a wide variety of application specific service terminals can be locamed
in one monitoring facility as depicted in FIG. 1. Such application specific service
terminals preferably function as Utility Management (UM) 119C that manage utility
company load control devices which detect and control electrical voltage of an entire
electrical city grid or a single residence or business, or a particular load control

30  apparatus which controls and detects voltage to an individual system control such as a
swimming pool motor located in a residence or apartment complex.

A stationary unit electrical load control apparatus is depicted in FIG. 9 and FIG.
10, which illustrate a preferred configuration and operation methodology. The load
control device can be instructed to turn off or turn on via aforementioned transmission
35  pathways, and report its on or off status. In FIG. 1 the application specific service
terminal for Utility Management (UM) 119C receives status reports from a Stationary



-22- ASCA receives the application specific conmand data and acts

electronlcally accordi ng to the application specific electronic
processing and interpretation of said conmand dat a. Q her control
channel and digital access channel specific data such as A Key data,

CAVE Al gori tmg;g., Shared Secret Data, D aled nunbers, Usegéridgseaossi || er
Data, 5 Reserved Formats and personal identification nunbers (PIN) can
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access channelgiai&Gedp@phicdl SkfvitkfArea @EN)NSch stationary unit is then operating within
the WCASES Home System. The home system approach is valuable for closed
25 geographic areas. In some instances, operating wide area networks for various
applications may not be necessary, and the central mobile switching center (MSC) and
its collocated HLR may act as the main interface point. Furthermore, the CMS 100 can
be collocated with the MSC 104. If, for example, the stationary unit electrical load
control device is operating within another Cellular Mobile Telephone (CMT), Enhanced
30 Mobile Radio (ESMR), or a Satellite/Cellular Hybrid (SCH) system which is not
directly connected to the Master Central Monitoring Station (MCMS) 100, then the
Stationary Unit electrical load contro! device is deemed a ‘visiting roamer' by the
‘foreign' operating system. If an Application Specific Central Monitoring Station 101 is
located and operating in this 'foreign’ network area it still receives application specific
35 status data reports from the Master Central Monitoring Station (MCMS) 100 in the
following manner. First, the Stationary Unit 107B which in the present example is
configured as an electrical load control device transmits its application specific status
data to the closest Transmission Tower 109B, the Transmission Tower relays the data to
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Centr al l\!tmaﬂmeaggtesyHL%)ﬁ 18CRIB)cated at the switch 118AL Buringthisgransfeibafdi ment ,

the invention ald,aué chitnef fiforMBHn dnd Abdr HFofharioh Whithds deemed Roamer’ and
'RAAM' data, the Master Central Monitoring Station (MCMS) 100 'reads’ all control
channel data strings, digital access channel, and digital traffic channel data strings that
15  have been converted by the serving MSC into SS7, 1S-41 or ETS protocol. The DCCH
user data contained within is specifically read by the MCMS and determines which data
belongs to application specific mobile units and stationary units and processes the data
in the prescribed manner.

Preferably, when an application specific central monitoring station sends its
20 command instructions to a stationary unit or mobile unit configured for a particular
application specific task, the application specific terminal--in this example, the Utility
Management (UM) terminal 119C--sends a command to 'report status’. This application
specific command message is preferably sent to fiber optic or hardwired conductors
represented by the Data Send Digital Pathway 132 located within the application specific
25  monitoring station 101. The Data Send Digital Pathway 132 acts as a conduit for the
‘report status' command data, which is relayed to the Application Specific Command &
Dispatch Terminal 116. Terminal 116 is preferably directly connected to an Integrated
Services Digital Network interface (ISDN) 112C. This ‘report status’ command data or
message is sent from the dispatch terminal to the Public Swiiched Telephone Network
30 (PSTN) 111. If the stationary unit 107B, which is preferably configured as a load
control device, is located in a 'foreign' Mobile Cellular Telephone (CMT), or Enhanced
Specialized Mobile Radio (ESMR) operations area, ‘report status' command data is
preferably sent to the foreign' Mobile Switching Center (MSC) 105 via ISDN interface
112C, the Public Switched Telephone Network (PSTN) 111, and ISDN interface 112B.
35  This 'report status' command data is sent to the closest 'foreign’ Transmission Tower
109B and base station 106B, and transmitted to stationary unit 107B, preferably
configured as an electrical load control apparatus. This stationary unit 107B immediately
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PCT/ US96/1% 91 Home System Mobile Switching Center (MSC) 104. The Master Central Monitoring

Station (MCMS) 100 retrieves and processes this data in the aforementioned manner and
relays this data to the Application Specific Central Monitoring Station (ASCMS) 101 via
ISDN interfaces and the Public Switched Telephone Network (PSTN).

Preferably, the signalling formats and protocols, or $S7, X.25, ISDN, and the
20 like, are line-of-sight microwave geosynchronous satellite signalling pathways and or
equivalents. The 'status data’ is processed at the Application Specific Central
Monitoring Station (ASCMS) 101 and a response is made depending on the particular
stationary unit status condition. As seen in FIG. 2, a region-to-region communication
system is illustrated. As in FIG. 1, the method and apparatus operates essentially in the
25 same manner, however, there are some differences in these embodiments. FIG. 2
depicts three different satellite systems that operate differently than one another. Global
Positioning Satellites 110A and 110B serve the functions of providing land-based
positioning coordinates to the Mobile Units 108A and 108B, and their communications
apparatus which contain internally integrated global positioning receivers. A
30 geosynchronous satellite 341 provides a communications pathway between the Master
Central Monitoring Station (100) and the Application Specific Central Monitoring
Station (ASCMS) 101, Satellite 341 contains a plurality of circuits, software,
microprocessors, and other means well known in the art, that receive and transmit
Cellular Mobile Telephone (CMT) data and voice, Enhanced Specialized Mobile Radio
35 (ESMR), and Global System for Mobile (GSM) data and voice signals independent of
other system functions thus described. Geosynchronous Satellite 341 transmits and
receives Cellular Mobile Telephone (CMT), Enhanced Specialized Mobile Radio
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and Mobile Units 108A and 108B configured to transmit and receive satellite signals.
These same satellite systems provide communications pathways to the Ground Stations
357A and 357B, and these stations relay this application specific data to Application
25  Specific Central Monitoring Stations (ASCMS) 101 and the Master Central Monitoring
Stations (MCMS) 100. Additionally, these satellite systems also carry terrestrial Cellular
Mobile Telephone (CMT), GSM, PCS, and Enhanced Specialized Mobile Radio
(ESMR) control channel data, roamer data, and digital traffic channel data in the form of
synchronous T1, T2, SS7, X.25 carrier frequencies, data and carrier wave management
30 protocols.
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In FIG. 9 and FIG. 10 a Communications Apparatus 210 can be operably
connected to an electrical load control apparatus 215. A principal part of this apparatus is
an Application Specific Integrated Circuit (ASIC) 240 that comprises a plurality of
microchips and includes the WCASES Microcomputer 200. This microcomputer

35  controls the Data Receiver 201 and the Data Transceiver 202, which are components of
the Radio Frequency Circuit 241. Data is transmitted to the Stationary Unit from a
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anywhere in the p,gg, 9 Wbis ls€bn that the Duplex Combiner 203 allows full duplex

simultaneous communication data received by the Data Receiver 201 and sent by the
Data Transmitter 202. The Microcomputer 200 also is utilized to control the functions of
the specialized SNAM EPROM 206. SNAM is an acronym which stands for Specialized

15 Number Assignment Module (SNAM). The SNAM is an EPROM micro chip that
contains stored WCASES Identification Numbers (MIN), Shared Secret Data (SSD), A-
Key Data, and other related control channel, digital access channel, and digital traffic
channel data that can be used for dialed digits, dialed digit fields, reserved formats, filler
data and other related data spaces normally used for non-application specific purposes.

20 Inaddition the SNAM contains additional data, and user data used for application
specific communications on control channels and digital traffic channels. The WSN
Module 204 stores the 32-bit 7-character number that represents the WCASES Serial
Number (ESN). The WSN is a permanently stored number that uniquely identifies this
particular Stationary Unit in the previously described manner.

25 In FIG. 9 the Correlator 228 is also controlled by microcomputer 200 and acts as
a data collector. Data is route to correlator 228 by microcomputer 200 from application
specific devices interfaced to input ports 208A. Correlator 228 is preferably a
microcompressor and functions as a collector of data directly derived form the
application specific apparatus 210 interfaced with input ports 208A. Microcomputer 200

30  preferably sends this collected data to the SNAM EPROM 206. Preferably, when the
stationary unit transmits data on a control or digital traffic channel, microcomputer 200
instructs data transmitter 202 to lock on the strongest channel. Microcomputer 200
instructs SNAM EPROM 206 to send data to data transceiver 202 while simultaneously,
microcomputer 200 instructs correlator 228 to send the data it has collected to SNAM

35 EPROM 206. Accumulated data is then preferably sent to the nearest CMT, PCS, GSM
network of ESMR network of SCH network, and the network relays this data to the
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In reference to FIG. 9, communications apparatus 210 includes input ports 208A
and output ports 214A. These ports can be configured to accept RS$232 devices, DIN
PIN 9 pin in interfaces, RS422 serial and parallel inputs, and any other format of
interface plug.

20 In reference to FIGS. 10, 11, and 12, all apparatuses shown contain input ports
208B and output ports 214B. Input ports 208B are interfaceable with input ports 208A
of communications apparatus 210, as are output ports 214B. In FIG. 10, in one
example of an application specific application, stationary unit load control device 215 is
interfaced with communications apparatus 210, input port 208A, and output port 214A

25  isoperably connected to output port 214B of FIG. 10. Stationary unit load control
device 210 may be used to control and monitor any sort of 120-volt AC device or any
220 volt AC device, for example, power company switching, utility control, swimming
pool motors, street lights, air conditioning systems, and the like.

Another example of the operation and use of the method and apparatus of the
30  present invention is seen in FIG. 10, where load control apparatus 215 controls
electrical appliance 223 connected to load port B 227, which provides 120V AC rated at
20 amps. The 120V 20-amp relay 225 is shown closed, providing a complete circuit
whereby appliance 223 is turned on and fully powered. Input port conductor 230 is
preferably connected to load control sensor circuit 229 which sends bit data indicating
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upgr ades16r alustates cammand datamaessagessent Orsomanuidagons gnpasitag ey thg fpwerdab| e
and usabl e wig RETEA i) A& dssZhhnel, Wt DEICEBSorfi HEASTMB 10 DRIWSY St ens.
Referring nov% ﬁfﬁaé%ﬁflog Zss %Fé‘feferfogg e%‘%%g' Nt f H%% present
invention is OT; 10dhe g1 1o dfe s@f"é’t ' E18Y ngl'?.‘ssx nllg‘ﬁ\- 9‘8 and a
set of and Nbibe blatiosaint wiit 0J4and deBmmynication apparasyYis SST§ONdI28sent any
ol ect i cal, T oADeTaC, and PTRALE A enietRR Y mi?m"’gf m'*g#g& SaiE e agement
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g 1 tele s >

ekl i ok o o
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a notor vehi dheforwarddigitattraffi¢ chaneelaligitebancessgang RESAIgh# digita) cellular
20 telephone system, PCS and/or enhanced specialized mobile radio system. Such bitmap
can also be used in a global system for mobile system GSM as well. Bitmap 438 shows
letters 'A' through 'G' and bracketed sets of numbers of command words. Each letter
represents a command or instruction sent from the application specific central
monitoring station. Application specific data meanings 442 show what each letter
25 represents on the bitmap and the other two illustrated bitmaps. These bitmaps show
various types of command data sent to different types of stationary units and mobile
units on their respective communications apparatus. In practice, the only command
words or messages that are sent to a particular unit are the words or messages that relate
to that particular application specific apparatus configuration and particular function. For
30 example, bitmap 438 shows various command words or messages that cause certain
responses from the application specific apparatus controlled by the communications
apparatus. Application specific command data meanings 422 shown that the ‘A word’
on bitmap 438 commands an electrical load control unit to ‘turn off. The 'B word’
commands this same unit to respond with status. In this case, status data indicates that
35  the unit is turned off because of the action taken by the communications apparatus as a
response to the 'A word' that preceded the 'B word' as a command.




30 apparatus as in a home arrest application or nedical alert
application, or a cargo shipping cont ai ner which contains the
present invention's comuni cations enabling technol ogy. Such nobile
objects or persons are to be nonitored, |ocated, and tracked. A

conmmuni cat i onswipioatsgdss pProvi ded which is represented by w rel PEEUSIE04915
communi cati ons transm ssion towers 109A and 109B, Base Stations 106A
and 106B, Mobile Switching 35 Centers 1% and 105, Integrated Services

Di gi tal = Net wor k (I SDN) 112A-112C, a pagi ng network 448, and Public
Swi t ched Tel ephone Network (PSTN) 111, which 97/ 38540

PCT/ US96/ 04915 In FIGS. 9 and 10, the communications apparatus 210 receives the 'A
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to FIG amp refag controfling te3{fV 24 armnm%mtﬁ@svb@h e opws)this wdeycont ai ns

processi ng systtﬂﬁst;ycmtmguspbmﬂsdemehmn(emw b&&aseadoﬁ::ﬁmh&amta ariaasmo g
Decoder

O SR, SRRt e B ok ot L

recei ves, i1 er@h&omm%@a%tymasﬂmMMIm powsr off] $13tus. IDW;G 10Load on
af orement i oned A;Qos {sQlot used H6HAS 1odH0A ReRR 207 Howliver, tnad differefSspplidadon @logd Aand

digital ff n el ects
the data that Sﬁ\‘gé& Ta@%@fﬂli%u&ﬁn%ﬁwq ﬁg{oaéé q?m&%qs H
control, digit aﬁnmth:ramwg ag mms’pdm 230 theeaby idergeting wheﬂlet:mﬁ eRelais apen
strings. or closed, or powered or non-powered. The AC power supply 224 that powered the

15  load control apparatus 215 can either be 120 volt AC or 240 volt AC, depending on the
power requirements of the appliance or system it is managing.

I

Referring now to FIG. 11, a global positioning system receiver is shown and the
interface with communications apparatus 210 via input and output ports, thereby
allowing data bits to flow back and forth between the two apparatus as shown in Fig. 9.

20  Together, FIGS. 9 and 10 illustrate a compete mobile unit, configured, for example, for
locating, tracking, and protecting a motor vehicle as used in-automobile tracking and
anti-theft applications. Of course, this combined mobile unit may also be used for 2
wide variety or other applications such as fleet management of motor vehicles, including
trucks, taxis, ambulances, police vehicles, and other public and private fleet vehicles.

25 Forexample, Auto Security System 315 detects a vehicle intrusion which is indicated by
an open contact closure 316 which is preferably fitted to a vehicle door, trunk lid, or
hood. Auto Security System 315, having detected an intrusion, sends alarm data and
status information to Communications Apparatus 210 via an Input Port conductor 317
and to microcomputer 200 which instructs the integrated circuits to send manipulated

30  and translated data through the Radio Frequency Circuit 241 and on through the
Wireless Network and to the central monitoring stations in the aforementioned manner,
whereby the Master Central Monitoring Station (MCMS) and the Application Specific
Central Monitaring Station (ASCMS) receives, processes, and responds to the
manipulated and the translated data in relation to its status.

35 Another example of the operation of Communications Apparatus 210 is when
Communications Apparatus 210 receives command instructions from the central



15 Referring nowto FIG 2, Transmitted Bitstream 426 is shown. Each
WCASES Application Specific Mbile Unit 108 or Stationary Unit 107
preferably has its own di stinctive WCASES Seri al Nunmber (WBN) 427A,
427B, System ldentification Desi gnati on nunber (SID) 428A, 428B
Group | dent Im%é%%@ nunber (Qd) 429A, 428B, WCASES pdebdsioassst i on
Number 1 (W A, 430B WCASES | dentification 2 0 Number 2 (W N2)

431A, 431B, and in sone circumnmstances Sha ed Secret Data (SSD) 432A,
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di gi t al traffic channel bit streans which contain application
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addi ti onal reTrinemARC208S tlﬁrﬂmlwrecAtnpcﬁ@M&smglmg {niRAuttvhedvisdless netvgrkt in

Application Smgaforéggﬂoﬁé&nm,sagl ng Data (AASMD) 433A, 433B on the Control
Channel s, | Access Channels, and Digital Traffic Channels of

Nob F'eakag? o | TR SRS o, sy S R R 8 any "ot hr
wirel ess t@mommminicationssipparatsi21Qdepicted in ECk: Py dal Inpyt WOS‘N 3088y and

data, dial ed @iuwutPonsrﬁwAsatddeztmankéfbﬂngsoFmsdgtaﬁaeuzctaﬁanumaubﬁse control
channel , digital
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97/ 38540 which could be any home, casino gambling, or arcade video game playing apparatus. Of
PCT/ US96/ 4915 ! y gamPbling, or arcade viceo gaTe PAYINE AP

course, such could be downloaded and connected to Game Unit 217.

Referring now to FIGS. 9 and 12, Integrated Video Gamé Communications Unit
(IVGCU) 103 preferably includes video game firmware or Software Module 218
integrated with Communications Apparatus 210 via Input Port 208A, 208B, conductors
230, 233, and Output Port 214A, 214B, conductors 231 and 232. Seen in FIGS. 9, 10,
20 and 13, the method and apparatus of the present invention provides a very efficient and
inexpensive means and method to provide video game scores, gambling bets, odds,
type of gaming to be played, levels of play, duration of play, particular game
identification, and other data which is manipulated, translated, and transmitted to the
Video Game Cable Channel Head End 102 in the same manner as that described for the
25 other Application Specific Apparatus and Communication Apparatus systems. The
IVGUC 103 preferably transmits gaming data into the wireless network in the
aforementioned manner, and the Cable Head End 102 functions as an Applications
Specific Dispatch Center that in turn broadcasts said gaming scores and other data to the
users. This same center can be placed at a gambling casino. A television set or monitor
30 236 illustrates the game score and player status 226. However, a cable television video
game channel may transmit game score and player status, bets, paramutuals for horse
racing, Keno, and sports betting for video game and gambling players from different
parts of the country simultaneously. Best seen in FIG. 13, the Cable Head End 102
operably receives Application Specific Data and translates this data back to alpha
35 numeric text as seen on television monitor 236 and then broadcasts it in the manner
described above.



- 28- and stationary unit send and receive application specific

st at us nessages and conmmand or instructional nessages. Referring to
FIG 1 and FIG 3. when the stationary unit is transmtting status or
any: other information, it is sent to the nearest Transm ssion Tower

109A or 109B awshoPmgsao St ati on 106A or 106B. The transmitted dRCHUSHOISNH
relayed to 5 its Mobile Switching Center (MSC) 104 or 105, and then
relayed to the Master Central Moni t gfiing Station (MCMVS) 100.
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Di stribution ), ,term 113.identifie S a trings by
recogni zi ng di sti néé?‘@?m’ g%@@wé‘ﬁ%’& ‘ﬂP%ra&at?%\rﬁ\gﬁngﬁgﬂtt%h% depi ct ed
in FIG 3. |In FirGessdng, sewnaBiorddgAg a prefemred sapafimenfsrgnyentio Stepsd0& 4204,
41%32 is ﬁ? :3 gn&frolgh @4%9%'t%)i¢@bﬁ:rmt§\r&%i?gnawk§%aetﬂi@ i@}fﬁﬁﬂﬁ?@?y Uni t
or : ef err.ing to . retrieves
this informati dﬂeth?q)‘?f\ﬂfmcﬁ?ﬂﬂw%mn'q“s “°BMW§?ﬂaQ{?’PWSWEI§PE‘?Pi but es
sai d i nf or m&t i cactivased, the Poivet @n 400bscqumce privforeB)y ifitidlizes the ASIC circwitsdcomputer)
Traffio 105 sl Rpstiton Mubbhat Wil Shucfeipe W SN MINIGAM I 1 £
operations that lé‘ﬁgaﬁﬂg%é()fa"d "%‘eflﬂ??ﬁ% tﬁﬁ%’&e‘kﬁ ?(I%ﬁif‘é’i‘éggﬁgus? g‘%and T3
carriers, SS7, Dat2JFrapseeiveniocusieitote strongest pagingfoovad centwl chizneel, foovard ol

gg?ﬂ\?\g' . di gi t adigitdi AEckischaiR]) Bforw a8 dighthil tRifFY SHafiBl 304 Sahd1izAEously the ASIC
yS.

In refer.e to Fl 4 the C 114 deciphers the
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connected to t hendihis tGASKeeoniiier 487 which addsSuedifitd bity tOha owerall MBChroaos vi a
an :js([j)Nt I nter Latgi?su%l@valn&%{igﬁk&r tits '&??NMOS}E SﬂﬂM’%e_nd bits %o ASHa Joﬂpgﬁflmut t ted
sai ata, an e plicati speci fic.configuration o | ni
108 or St ati onan AICicomayer 4B spids s dafa hitsiosm tqaes mnsooiver 3150 SQUYEl G 5
the MDEC 114 i stheHmamamsceivraséndg theditotiean torthe Mobilesywitching cBiterdMS6al25  426.
][ n this apﬁ:\f/ibtcaid'sgmlﬁéiéfziv@(ﬁﬂ%&estsﬁi tthé §or%%§élﬁﬂ§él,ed¥giﬁl Mebds|cRarldei, Emﬁﬁ%%d%%ur ed

or 0 icle antizthe rackin ecovery. :
the SID a28n (e 4 daia’e BEMCMI G convettics RESSTAS i e Mo M mpiRlivo
430, and di al edretieyestWRASES dpecific data bit streams that have been converted from air interface
data to IS-41 SS7 signalling protocol, from control channels, digital access, and digital
traffic channels 415. MCMS decodes WCASES specific data 416 and sends decoded
20  datato ASCMS or to the Video Game Channel Cable Head End (GCCH) 417, gaming
casino control center, point-of-sales, security system, or any other designated

application specific central monitoring station.

The ASCMS receives decoded data 418 and the Application Specific Data

Reception and Distribution Terminal (ASDRD) distributes such data to Application

25  Specific Data Terminals (ASDT), which can also be located at GCCH 419, if desired.
The ASDT receives status information data 420 and the ASDT software processes status
data 421 to determine status. Then the ASDT transmits command data words to the
MSC 422 which receives and transmits command data words on the forward control
channels, forward digital control channels DCCH, satellite forward channels, and

30 conventional one-way paging networks PNCC or forward digital traffic channels 423
for determination with the ASM or stationary unit, and then transmits command data to
the base station and transmission tower closest to the ASM or stationary unit 425. The
base station then preferably transmits command bit stream data 426 to ASM or the
stationary unit, and the ASM or stationary unit then responds to command data 455.

35  During response procedure, the method begins all over again as shown in FIG. 14, for
the ASIC responds to command data in the same manner as its operations sequence
during a power up and registration sequence as shown. Preferably the power on



433A are standard to Cellul ar Mobil e Tel ephone (CMI) and Enhanced

Speci al i zed Mobi |l e Radio (ESMR) network voi ce and data operations.
The "A" 447 contained in the 3 0 RAAM data dialed digit fields activates
the. RAAM feature when it is detected by the swi tch nunber paraneter
t abl es. The‘ﬁgmd "A" 447, coupled with the detected peT/USOGE®Isal W N
427A " 175" A, activate the present invention's RAAM feature, and the
automatic relay of the WCASES specific data packet to the CM5 via the SS7,
X. 25, or | SDN network is initia®d. This data is expressed here in a

standard synchronous bit 3 5 streamform which is essentiall
t ranspar ent séquehdeetOdt s rdpeatdibowerver; spedification df1 through 421 are rcpeatvé'@w 38540
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bracket numeperafdnseperifivatien 401 through 455¢re ¢cdmpletgh ' f, ' i ndi cating the nunbers
bei ng mani pul at ed, encrypted, and translated. In an actual bit
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are not 1€nt expmssey irt the farmmet4 1 18dditionakiy aeseryed fovmpt andior BAAM dinledigip| aced vi a
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satel | ites 19eeodingthe ﬁwef?dr~ﬁ’ba}&fgﬂP!*cﬁtwa?Becé‘g%eWéPi@’a‘éE‘)h aping b ﬂ’bf)?zl' ed by
ot her Such examples of command data words being sent on forward control channels,
forward digital access channels, DCCH, one-way paging networks via POCSAG or
15  FLEX paging protocols, satellites, and forward digital traffic channels cause the
previously discussed actions for the ASM or Stationary Unit and the internal

=ty

communications apparatus and subsequently controlled Application Specific Apparatus.

Referring now to Fig. 18, it is seen how the Communications Apparatus 210 can
be operably coupled to an almost unlimited number of application specific devices. For
20  example; a load control apparatus 215, a location apparatus 216 such as a GPS based
system, a Game Unit 217, a home arrest apparatus 321, a personnel tracking system
322, a security system apparatus for home or business 323, an emissions measurement
appémtus 324, gas or oil well head sensor 329, a utility meter reading apparatus 330, a
road side call box apparatus 331, or the like. The applications are truly large and varied.
25  Status and command data can be sent and received in a uniform and transparent manner
in existing wireless networks, without disruption of the network or overloading of the
network, and without requiring infrastructure upgrades, with only some software
modification requirements at an existing MSC and the internal processing systems.

Referring to Fig. 19, the illustration shows how the WCASES MCMS 100
30 interfaces with a cellular mobile telephone MSC 443, an enhanced specialized mobile
radio (ESMR) MSC 444, a Global System for Mobile (GSM) MSC 444, and a person
communication system (PCS) MSC 446 that could be a IS-95 CDMA MSC or any other
PCS related platform. All the depicted MSCs can send data of the MCMS 100 in real
time, for the MCMS is a true interformatted data processing and management center. All
35  air-interface converted data is sent on the ISDN/SS7 network 112A. In turn, application
data is routed to application specific central monitoring stations 101 via public switched



el ectronic wreless positioning systens which are comonly avail abl e and

can easily interface with the present invention's electronic
circuitry. In FIG 5, 433A contains 1 5 many characters that represent
application data that is recognized by the serving cellular system
as dialed digiweersssoi n application reality relate to statusPCIHSI04US| on,
and query response data. These illustrated data strings are
structured uniformdata string |engths -43- with a specified nunber of
data bits. This operatlon schene is utilizeéd in order to mai nt ai n
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anot her od cont roI ormat _and prQcess i s ;
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and perfornance st an econmun | ons str
Associ ation (TI %w Gg§ ao%mlbtﬁ a%ﬁlf‘e y the location phone user, he sunp y opens c 1p-oul
housing, makes sure he has clear line-of-sight, and the green led light 461 flashes telling

the user that a new location has been calculated. Once this is accomplished he simply
closes the location communicators 108C flip-out housing 452 and continues on. The
20  new location update just derived from the explained procedure also causes an automatic
transmission of the location information to be transmitted to the MCMS via the present
invention's WCASES RAAM methodology. This is just one way to send such data. The
location communicator 108C has a red LED 460 that flashes when a message has been
transmitted from any of the configured downlink transmission mediums, such as
25  satellite, DCCH or normal one-way paging. The instruction from the application specific
central monitoring station could be "Report Your Position" 451 which is a readout on
the units LCD display 450. Once this accomplished in the heretofore mentioned manner,
other functions can be utilized. For example, in a two-way paging scenario, the location
communicator user receives a page that he wants to respond to. If he does not want to
30  use the voice channels, he may use the menu key 458, scroll one of the programmed
"canned" messages, such as "I'll call you tonight at home", message 6, press the set
button 464 and then press the send button 459. A message containing his canned
response plus location information is sent via the serving cellular system network, and
in particular using the present invention RAAM feature procedure, and completes the
35  two-way paging action. Once this is done the user will hear a stutter dial tone from the
location unit, or two-way paging units speaker 462. The host cellular or PCS carrier can
opt to utilize a recording to be sent on the forward voice channel, for example, "Your
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Tel ephone Standards (ETS) for Cellular Mbile Tel ephone (CMIN and Enhanced
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capacity pooblrgiseaswanetheds andl tpparanisc andcitiastaveexamples shown and desceitied.
processes. 6, 1S-95
and GSM ot an délllmgggpl%c%uon slpe&ﬁf PJ&? ﬁlle(?ig%rﬁaéndﬁtgg 's‘&éhtbrs Efof@é’afn%le"‘h&ﬁb Siiré@

Appl i cati on SPRQMItPTIRE: SRAUE Y\ SHN fRJROt quntrgl %anghoﬁm p‘1°r'Fé’“°?—1 ot ERr d'
bracket ed i n |dieholBrdnitoding by placenieat efx rhioro sehsivgnachiig erdeuser for trhmsnisionue
Response ﬁ%ﬁ%a&fr Eﬁ?ﬂg&e\ghﬁp ﬁ&?ﬁix‘?&cﬁ%@ﬁ'ﬂtbﬁ wikless Mk“gs 435.

In this exanple e C lon i s expressed .in standard
mappi ng cd&r d.enm@tmm o%vmousenvqu}gﬁtﬁgﬁ éﬂ‘a‘%ans whi ch
enconpass di f fpaiietidn, mpd‘glapirdspaédgrthdhkaopmthcnatmdanﬁumnsggﬁtbmedww are

utilized by Gigpal Qx%'tﬁé xc%\‘o?ﬁﬁ% 184 R6K- rénfb%ﬁlb%s%ﬂdbn

systens that deperi coor I nat e er er]ce lculated fromtri angul at ed

ref erence atcm%wpeamaaﬂ@“eﬁ H@“ﬁ“&lsl"g dafate thg CHPMRRSANTt ¢ om of
t he bracket ed apparams for dppaioniofig mgnalfrom the winistbantishoBDE@rrestspplicatens. and7 and

438 rel at ﬁ %?%hﬁlé&[%ﬁaatﬁﬁ '3 tlafaﬂ 1. SRAAASHSN, and status [fGrRiade at a

Central nl ! OACCO rdin y, tdle}?arx]‘m be ma8e g‘om SUC? ACLBJ.{S%ISCIOSC hereu;r‘?r{tﬁob hone

departing from the spirit or scope of the applicant’s general inventive concept.




30 (CMI) and a Enhanced Mbile Radio (ESMR) or a Satellite/Cellular

Hybrid (SCH) system and certain actions initiated and conpl eted by
Mobile Unit and Stationary Unit Application Specific Apparatus, as
response to said instruction conmands as outlined in Decoded

Appl i cation SpaséfisssoMeani ngs 435. In FIG 1 thPOVALSEP1S
Conparative Data Base term nal (MCDB) 115 eferably 3 5 collects decoded
data fromthe Master Decoder term nal ( "1 14. Wile in FIG 7,

the Mastér Conparative Data Base (MCDB) 115 receives decoded data and
sear ches WO 97/ 38540 Claims
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whi ch custoner or ch instiodtftr ssampiessty wansmittingt applicuiof spraifia messagestoviebeetluldr t o.
The WCASES J areT-TRYE A y the set of nunbers
that identify the tg%llg%g?m ltlywagﬁglfg&uﬁdtﬁ%s?&%{‘ﬁs?’%lhary Unit

communi cations apparatus .that..is installed in a.particul . tor
vehicle. Also the VENSMHRRE AP "é@o ﬁ-l‘ﬁé"eé%?‘ %ﬂ?"*‘o‘}&iﬂ ﬁn@;‘ tc?ngn,g.uéelqggot her
5 pertinen? data appedraaan hiiginaidu date puckathasingffropetight o thigtidwedigitfidkds. Thi s
is designated as  coptainifig ddtifelalediarftdiPlicdtioh Sptciffeaisent i Senirfidhsrikes t he
relative position of client's vehicle, velpcity, and al arm status.
During an al arm or BfAsgahesiular sy irgﬁ?w{qqftgc@qUQﬁqccg%{ggu A rcans; i s
rel ayed to a designated Application Specific Central Mnitoring Station or
Di spat ch Centransmitfing satd mesgaging tiis@vercellplpecontrelichannels plizing AMP, Bat a
Base 115 relays C i gapMpsiaidaAlcs) FSKifoduliedARidricC@hireinth@RRERECC 18Kbpsa8i Ng
Station (AS)MS) 100. As ?@ﬁihgt eg hcereedcc;t pri S m anépglldi cation Specific
Central MonfPoring &Pt SRaKne Sode coirplbpnnel megnisyId o f “application
specific term nals, which nmanage different application specific systens and
services. |In appli cBRRIIRE saithifesseging biksda corpmunisgie Withcidenify. prniter and keale | |
be physically said application specific system, thereby allowing for an integrated application

specific two-way communications system.

-

N

The method claim 1, wherein said app]icélion specific system comprises a two-
15 way paging system.

3. The methad of claim 1, wherein said application specific system comprises a
motor vehicle location status system.

4. The method of claim I, wherein said application specific system comprises a
personal location status system.

20 5. The method of claim 1, wherein said application specific system comprises a
home arrest status system.

6.  The method of claim 1, wherein said application specific system comprises a
security system.

7.  The method of claim 1, wherein said application specific system comprises a
25 utility meter reading status system.

8. The method of claim 1, wherein said cellular radio system is configurcd io scan,
read, collect, and process said application specific messages from said AMP, D-
AMPS and TACS, FSK modulated reverse control channel RECC 10 Kbps 48-

o
R

) O Th“‘shm“li“ﬁ““ﬁ\;\md



| ocated in many different central nonitoring stations or dispatch centers
| ocated 1 5 t hroughout a city, a region, a country, or the entire world.
For exanple, a Home Arrest (HA) Application Specific Term nal 120C
can:be | ocated at another physical site, and the Mast er Central

Moni toring Sy@bysessgM | | relay client data and status, for eperotssnadr® this
termnal via an SS7, X. 25 and or Integrated Services Digital Network

I nterface (I SDN) 112A, the Public%mitch Tel ephone Networ k (PSTN)
111 ahd another |1SDN interface 20 112C, and, finally, to the Honme Arrest
(HA) Application BeetBEHhamaing ensded ¢ongrol channel means gpg bpse-trghscgaprand @POS)
term nal 120D, Vi thobile &RMingaehte) Speci fic Data Reception and

Distribution Routing Term nal 127 and internal fiber optic or hardwire

conductors of 4 he . lwve.Di.aital X .

I nsi de an Applglt" ca?‘P%We@Bg(?? #_‘?‘mﬁ’?‘?/egf'%‘ﬂ"%%%ﬁ?fg’? g%'\é@éf'%g’%gﬁﬁwp 25
Concei vabl y a wi dehapgeliapplicatien speeific data (rom adpeaciremseeivepsiationand amebidel s can be
located 5 | NsWikéhingiRhiePlola@nird Charinkhapplicatliifi MdsidridemttamonitoriagC h

appl i cation speci fqtlac seirglf%g termnals preferably function as
Utility Managenent ‘Cw T hat manage utility conpany | oad
control devices which detect and control electrical voltage of an entire

el ectrical cithf- gAheimsthod of¢laian b whesinjestmodem 985§ srpdemoperably finked toar

| oad control 3 0 an8pPacwiods Whi ch controls and detects voltage to an

I ndi vi dual system control such as a sw nm ng pool notor located in a

resi dence or ar : : . tatl ' .ectrical
| oad cont 8I ggbaﬁlﬂtgg;se ﬂ{iag gglélgﬁf%%’ergﬂ?cﬁ :ﬂu&ngga%aﬁgé,rﬁ%‘eﬁkﬂ@: é{"d»wf%)m“ﬁl\/\"/ﬁ'lgC ch
i 11 ust rati a pref S1PPR JUPEHE METREEE O¥T sSEAFSS e -on net hodol ogy. The | oad

control device can be instructed_to turn off.qr turn on via af orenenti oned
transm ssi on 3% A pethbdvioy transmritiing applicatidntspedific messages over getlwar rdio His@m 1 t he

application speci fixfirst @hahnélS and switches gé,ﬁg’,mg;f or Utility Managenent (UM
119C receives status reports froma St ationary

transmitting application specific messaging bils as a data packet configured to
appear as an origination data packet having from eight- to thirty-two-digit fields

15 containing data related to an application specific system utilizing control channel
means;

transmitting said messaging bits over cetlular control channels utilizing AMP, D-
AMPS and TACS, FSK modulated reverse control channel RECC 10 Kbps 48
word BCH hamming coded control channe]l means; and

20 applying said messaging bits to communicate with, identify, monitor, and locate
said application specific system, thereby allowing for an integrated application
specific two-way communications system.

13. A method for converting data within an control channel application specific
communicator configured as a integrated paging network receiver and cellular
25 network control channel application specific transmitter, comprising:

receiving data commands and instructions from a paging network; .

processing said data commands and instructions; and

T
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Unit 107A or 107B which is configured for electrical |load control via a
Hone Transm ssion Tower 109A, or "foreign" transm ssion tower 109B.
Furt her, appl iwebmnseso specific status data is relayed frB@T/USR6/0491S
transm ssion tower to the Home System Basegy. Station 106A or to a

"foreign" system. Base Station 106B, depending on the operation 5

| ocation of this |oad control devi.ce and .co J i zTals) .
Subsequent | vy, transm|ing.Auigsmaticp) {;‘}PPF‘E?“g? %@“‘g‘%&é{&ﬁans n?{s_t%ggﬁ?l‘riom a
stationary unit whi picketsonfufsdgopppacas an origination packet bayiag fsom gight- (uthiry- sent
fromthe Base Statigg, difRfell o AP D-AMPOLId TACS FSK riddubielieigreeatnd 104
or 5 as desired. e . er the | &), ot
stationary unit 1078 Fel%ﬁ%&'mﬁgp‘éﬂ%m%ﬁ@ﬂ?ﬁ%%‘gra"fsﬁﬁ‘g“g‘?_g%m%‘?’b‘a"

Cel | ul ar Mob§l e 1 Ocontrbbthapind peotgcoisialiondigor mOBtegratesapplitation tRecifip b¥e-RRY
Mobi | e Radi o (ESMR) GhiEdions systemQftilidingekiStig defdiGarhliiv nawworhsland gagiiCH)
network, and if the network 1s the s%stet%t hat t'hei.“. Skathonary unit

el ectrical |oad conPeipriadherety qreatingpcontiq)chanpe] applicalion dypavitual ¢ ) 5 5 hone
system or a "forei geommeanicaions sysenem | f the stationary unit electrical

| oad control device is registered to the systemit is operating
within, then ity | lspSppshatul for aRE hiRlekidnfimafidalibf o arbexisting irelsylat a to the
Mobi | e Swi tibi ng Center 104. whi ch ffs t he ihqme system for the WCASES
system and Vs Mast SPPREREUOP MRBYRHSPIPRGS Y ati on (MOMS) | 00. The hone

MSC 104 is connected directly to the Master Central Mnitorin nter 100
and the st at | eiveuityy means fordaldngexising dta apgd magy pylalipg said gxis &P’r Pcal

| oad control appar atchic\Whhdddpuiated data; control | ed and nonitored by
application specific nonitoring station 101 |located within 2 0 t he sane

operation area of t?%!h@,lg | } i h&dh dppliaBOnGetifie nidbsagst | y
to t he MCVB m%%ﬁscon%%qégggﬂ%ﬁ%%&( a d£||| ul af‘ﬁél\}bbi |l e &

Tel ephone (CMI), ] nhanced Mobil.e Radi 0..{ESMR), .0 :

Satel litel Cel |l ul ar wﬁﬁr?@?ﬁs 9FP 8?*?%%‘5%‘”@“°%P€‘3r?“&e°%“§?3%’ﬁ?‘%a|
Servi ce Ared5 GSA). véthoin appliratiomspegifio appardtus, whenabioywielgssicagmpipicatiqn on said

the WCASES Hone SystegiflingWielBR@BmiithicaildrAitvEaR 6 prowdathivigiatut eauking distupionl 25

Var ous o appl (PSR R AT ah ouai et SRRl bR

=

ral bile

switching center (MSC) and ~its collocated HLR may act, as the main
interface poi nt.1¥urhseppastes fof digectwiselegirogpmication of cjpin I8 VAR & wi t h t he
MBC 104. I|f, for exaifebify niehss compiitaonplomlityrof iciralig operatiplinkedatiowing for

control devi is o | ] E| P:ﬁm gﬁ‘i? %a;e m+?lm@d%one (Cwm),
Enhanced 3 Mobi Bg%%%"% , orRa a%({oi te C%PI ular Hybrid (SCH)
system whi ch is not . . I . .

16. The apparatus for direct wireless communication of claim 14, wherein said means
for translating said manipulated data comprise a plurality of circuits operably

controlled by software means.

17. The apparatus for direct wireless communication of claim 14, wherein said means
25 for translating said manipulated data comprise a2 microprocessor.

18. A method for wireless communication on existing wireless communication
networks and switches for manipulation, translation, and encryption of control
channel data bits, comprising:

This Sheet Has Been Replaced
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directly connected to the Master Central Mnitoring Station (MCV5S) 100,

then the Stationary Unit electrical |oad control device is deened a
"visiting roamer' by the ‘foreign' operating system I|f an
Application Specific Central Mnitoring Station 101 is | ocat ed and
operating i nyhldhSgsed Or €i gn' network area it still receives POPUSTKAUISN
specific 35 status data reports fromthe Master Central Monitoring
Station (MCMS) 100 in the foll owi - manner. First, the Stationary
Unit 107B which in the present exanple is configured as an

electrical |oad caaMingdxistaydasandmapulting sdid exipigidotatie onals pewnipulatedt at us
data to the cl 0Seghy.IT ansm ssion Tower 109B, the Transm ssion Tower relays
the data to ? WO 97/ 38540
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the Base Station Hyguatingsaidmanipulaied dagainto an 2RRHON PG RESHEE 1 o t he
"foreign' Mbile Swi tching Center (MSC) 105. The 'foreign' Mbile

Swi t chi ng Center (dpB@ing@8 applicationspeaifjemessagerto ontyohandeqommanicateryigh ang |
A(r:]ces_s Chalsn_e:c_, g%pﬂagbﬁ Secific apparfiusCvASTEBY wﬁ?bs% communicationCdh saidxising dat a
that is specified as ' Roaner'. reqistration infar. Q[ . r.

user information fYEHEP P@W‘f?‘%d‘%‘é’%?i%ﬁ“‘%@g‘? g}% Ea"{r %ﬁ%ﬁhsﬁﬁgﬁg sé?rgd
within the ovedoadingnor livnitatibe oswprmahsysgmMAEMUNI@NEIICICUYES . or directly
to the CV5 100 via the SS7, | SDN net wor k, when the CMB is configured
as an HLR/ SCP {d.8Brichéthodtor Rirgle@6Mmunication of Blairh @8, Stherdibiid menipaialed

However, for snaller .applicati.on .AS ol h b el.nes, the
WCASES Roaner i nf o‘far‘?a'f %ﬁ"ﬁlg?daﬂgg%lkaz#ﬁ%s@roer Fg'iﬁeo(ljglfagnilﬂaend ‘E%{r?jehﬁ? . Mobile
Swi t chi ng X@nt er (dB@elsrs 4 difeel commupistinn pathyey for glirget contral of anapplietipp ne

Location Register {gohiff comBumitdiofeapa@dust the switch 118A. During this
transfer of control channel information and user informtion which

i s deemed ' Roag@r I Tﬁﬂqelgoq for “wm{}nnﬁﬂflﬁuoﬂ HARIMRI8EWhéréiR sdi@malipliale@r | NY
Station (MCOMS) “100 " reads _alf control .

data is transmitted through a plurality of control channels and digital traffic

channels as a direct communication pathway for direct control of an application

15 specific control and management apparatus.

21. The method for wireless communication of claim 18, wherein said application
specific message is applied to communicate with and control a monitoring device.

22. The method for wireless communication of claim 18, wherein said application
specific message is applied to communicate with and control a game apparatus.

20 23. The method for wireless communication of claim 18, wherein said application
specific message is applied to communicate with and control a traffic signal
control apparatus.

24. The method for wireless communication of claim 18, wherein said application
specific message is applied to communicate with and control a shipping container
25 tracking apparatus.

25. The method for wireless communication of claim 18, wherein said application
specific message is applied to communicate with and control a call box add-on
service.

aced
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channel data strings, digital access channel, and digital traffic channel
data strings that 15 have been converted by the serving MSC into SS7,

| S-41 or ETS protocol. The DCCH user data contained within is
specifically read by the MCM5S and det erm nes which data bel ongs to
appl i cati on spwoishisssnobile units and stationary units and prBEHESASHNpe
dat a in the prescribed manner. Pref erably, when an
application specific central nonitoring st on sends its 2 0 comand
instructions to a stationary unit or nmobile unit configured for a

particul ar applicatigon specific task, t .application specific
terminal -in thi Qéexgﬁbmfhogf@"ﬂf‘i“fsf gqmmunication Qgﬁ%iﬁbfgkﬂgerfﬂl\?j“dﬁ’gaﬁﬁ%

119G -sends a comuaggkcilic message istapplial to sommihicate avith ahdadntrola security systgpeci f i ¢
command nessage i S Ry %?@g o fiber optic or hardwi red conductors
represented by the B%ﬁ'g? enh*@é?%g%' Pat hway 132 | ocated within the
application specjfig,2 5 nitoring stati.on 1. e.Data Send. D.qital
Pat hway 132 act sél;as%geﬂ’ﬁﬂ’&ﬂir'r“f)”\" esfﬁcgnmumcauono&aﬁlmi@&hgrﬂ?ssm @8&?@%\ dat a,
whi ch is rel yed t o spdeificAngsbage &t appliedSp eommimicaoanvotng a vehicle anbithefiand h
Termnal 116. Term ?@onérggp' g ef erably directly connected to an

| nt egr at ed Servi cés grtal Network interface (I1SDN) 112C. This
‘report status' .commnd data or. nessage.i,s. sent .fromthe dispatch
terminal to the &Eﬁsﬁgﬂw?‘%‘a%ﬁg{wnﬁgﬁwﬁ whersligyd applicalio 1
stationary unit 107 Bpecili méssage ipanplied laisppmynicate gud eantraka ot waytpaging

control device, is lpgahggl in a "foreign' Mbile Cellular Tel ephone (CM),
or Enhanced Speci al i zed Mobil e Radi o (ESMR) operations area, 'report

t at us' mgnd At ay : . ; Lans: Mobi |
vaat g ﬁi nSOOent er#l\ggf ?T \5?%“??%%!%%&%@?2“ binl n’eﬁg%rsgltd %Eplﬁg@ﬂ ce
Swi t ched Tel ephone MB&cifisrIRessazg ThgPPiad Lo cammunicair apdieantphi pointyf Fsalegapparphis s

"report status' conmand data is sent to the closest 'foreign' Transm ssion
Tower 109R). arithe hetiwdJoavirdess tabMpnieaidn of elainn 8, herdintsaidsipplicatborar y uni t

1078, preferably  speciiCRRKAY G413RUmluihE bR ook BAHFARK EBRbERPAT 3t US-

This stationary unit 10/B |
apparatus.

LT i
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responds to the 'report stat us

of he stationary unit

traffic channelwopoangksoli gital ac
Transm ssion Tower 109B, and relayed to the base station
recogni zes this 'status data' as normal

channel ; 'and digital traffic channel
mani pul at ed,

recogni zed as

normal voice call is recognized
(MN), Shared Secret Data (SSD),

DCCH .User Data, control

channel

conmand

cess

- 34-

or nessages and sends the 'status

in the formof contro
channel

contr ol

channel ,
bits to thePEEASEMI1S

channel ,
i nf or g0 on.

di gi tal

106B, which

digital access 5
This data nessage is
encrypted, and translated data, which in a

as Mobhile ldentification Nunbers

A- Key Dat a,

and dlgltaILbrafflc channel

di

gital traffic channel

Filler

Data, Reserved Format data, and the |ike, wich was originally intended to

enable only 10 certain fypes of

anti-fraud processes,

Vi

i nt ersyst em communi cat
ot her rel ated processe
to the 'foreign~bbil
via an | SDN i nt 4

I@I’

“s?.mf?u‘&’

[ -W-THr

processes this
data to the Appl'Hcatiy
| SDN i nterfaces and t
Preferably, the sigjal
the 2 0 l'i ke, are”}

(PSTN) 111 and to the
The Mast er CBntraiy)
aka i t

S roaJ
Thi s da
Wi t chi n
ce 112B
mHonme

origgg

he

f or
oCi fi

~b#%t—

signal l'ing pathways a@d or

processed at the Appli

tlodﬂsp

(ASCV5) 101 and a respdnse |S'nade

stati onary uni t S'[C@.t ug
comuni cati on
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ygt
qehtfi
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30
between t he Master Centr al
Application Specific Central Monitoring
Satellite 341 contains a plurality of circuits,
m Cr opr ocessoiwg 97388400t her neans wel |
transmt Cel | ul ar
Speci al i zed Mobile Radio 3 5 (ESMR)
dat a and ‘voi ce signal s i ndependent of
descri bed. Geosynchronous Satellite 341 transmts and
Cel | ul ar Mobil e Tel ephone (CMI), Enhanced Speci al i zed
WD 97/ 38540
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(ESMR) control channel, digital traffic @hanneM3 T1
SS7, X 25 and other signal ling pr ocogs i
roam ng i nformation, and her u ci f\
"Brilliant Pebbles' satellites, rrc Ily
(LEO satellites, 356A, 356B, 3
the Earth in a synchrongzéd me
nmeans of transnlttrng an
Enhanced Speci al i zed

Systens (PCS) voice and (dmar
present invention utrIrzEs t e sane
systens. That is, the a IIL create a

mani pul at e, transld@e and encrlypt contro,_
drgrtarlpraffrc channel

and
A from, a&ro
L%%E,
sa

and d obal

Specific Data
Units 108A and theﬁeby utili 2%
mannéF as has

systens in the

known in the art,
Mobi | e Tel ephone (CMI) data and voi ce,
System for
2720t her system functions thus

)

geosynchronous satellite 341 provides a comuni cati ons pat hway
Monitoring Station (100) and the
Station (ASCMVS) 101.
sof t war e,

t hat BPGRAER96849 5 d
Enhanced
Mobi |l e (GSM

recei ves
Mbbi | e Radi o

- 35-
d T2 carrier signals,
nage and control
and nmessages. The
d Low Earth Obit
rotate 5 around

Tel ephone (CMI),
Communi cat i ons
d apparatus of the
ith these satellite
10 dat a.
gital access channel,
ecei ve Application
107B and Mobile
[ ferent satellite
Cel | ul ar Mobile




Tel ephone (CMI) and Enhanced Specialized Mbile Radio (ESVMR) and related 1
5 syst ens. In reference to FIG 2, satellite ground stations
357A and 357B preferably comuni cate directly with the Master Central
Moni foring Station (MCMS) 100 and the Appl i cation Specific Central
communi cat i ORETRRICIFES

Mbni tori ng St at WOHPTE8KENS) 101 by provi di ng
for Application Specific Data (ASD) being sent to the Master 2 0 Central

Monitoring. Stati on (MCVS) 100 fromthese satellite systenms The satellite
systens preferably directly receive and transngjppdata to Stationary Units
and Mobile Units 108A and 10 B configured to transmt

107A and 107B
and receive satellite signals. These sane satellite systens provide
357A and 357B, and

comuni cati ons pathways to the Ground Stations
these stations relay this application specific data to Application 2 5

Monitoring Stations (ASCMB) 101 and the Master Central

Specific Central
Moni tori ng Stations (MCMS) 100. Additionally, these satellite
Cel [ Tel ephone (CMI), GSM

systens also carry terrestrial
Mb MR) control channel

PCS, and Enhanced Specialize
data, roamer data, and di glt —F\ the form of
and carrier wave

synchronous T1, T2, SS7, X _
managenent 3 0 pr ot ocol s. = ¢ JFIG 9/and-FIG 10 a
g\ e oper atff'y I connected to an
ic

carrl‘é

Communi cat i ons Apparatus 210
art of this apparatus

el ectrical load contrdipppar 5. A pr
i's an Applicati quSpeci I ntiegr at e (ASI C) 240 that
conprises a plurality i C 'hl ps 0¢s t he WCASES
M croconputer 200. Th @mtéé)k er 35 ntrl§ he Data Receiver 201
and the Data Transceipyel] 2 ichHre co _ t he Radio
Frequency Crcuit 241 té;) lsi\tr@ f§;\r1tted at i onary Unit froma
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near by transm ssion tower and base station,
Frequency Circuit 241 unit Antenna 211 | ocated on or
passes through the antREFES%A4PLS

Radi o

St ati onary Uniwo s7isesdalat a
t hrough t he Dupl ex Conbi ner

received by the unit and data transmtted by the Stationary Unit.

Si

gnal

203 that conbi nes

which is first

-36-
recei ved by the
near the

the frequencies of data
5 I n

typical Cellular Mbile Tel ephone (CMI) and ErM&bced Speci al i zed Mobil e
(ESMR) conmuni cati on systens,
voi ce and data signals are transmtted from

Radi o

dupl ex node;

that is,

comuni cat ors on separate channel s and

signals that are received by comuni cators are sent on

channel s and frequencies, and these actions occur sinmultaneously during

conmuni cati ons occur

in a full

frequenci es. Voice and data

separ at e

full 10 duplex talk and listen node, as well as full duplex data send and
receive. In 9, it Ts_seen that the Dupl ex Conbiner 203
allows full duplex lsi ] ane$us Egy i atiEanata recei ved by the
Dat a Recei ver 201 and sept dg he E té j%ansnitter 202. The
M croconputer 200 also is ufil] zed toj control thelfynctions of t he
speci al i zed SNAM EPREW12€6. N1Ei ajr—agromym vﬁﬁcﬂ stands for Specialized
15 Nunber Assi gnnentr—tRdudel (SNAM| The SNAM i 4 an EPROM micro chip that
contai ns stored WCASES|rddnt ¥ | cati en| Nupbers [M ), Shared Secret Data
(SSD), A- Key €4, mﬂﬂ ot hel2fergted cjﬁfroﬁ channel , digital
access channel, and dRdi®gl &y pffi { ~ chahnel] data that can be used
for dialed digits, diwléd|d Qlf fielde._feserved flormats, filler
data and ot her relatea;ggta sppces [nof maljl y used fior; non-application
specific purposes. 2 0};lln ﬁﬁ }ti#n [ he JSNAM tontjaiilns addi tional data, and
user data used for applli‘cdt{@n| crfTerTonmuni cati ons on control
channel s and digital tnfapfli FoxRdnnel s Tae EEN Mbdul e 204 stores the
32-bit 7-character nufHeY |t pat repies il VYA ‘E% Seri al Nunber
(ESN). The WBN is a p8rjrarjepdd jy st uober th uni quely identifies this
particul ar Stationary : ® [he previously descyibed manner. 2 5
In FIG 9 the Correl atdu42B<i b al so control |l ed[B} Bi croconputer 200 and
acts as a dat aXfdPIlef®f. Data is route fo|cyrrel ator 228 by
m croconput er 200 frOTL?§F| S;.ion ANy speci &4 devices interfaced to
i nput ports 208A. Corr\gidtlof<2p8 i s preferably m croconpressor and
functions as a collectd~qf{fdaja directly derivéﬂéfOLnL;he
Ny [k®) / sl
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application specific apparatus 210 interfaced with input ports 208A.

M croconmputer 200 3 0O preferably sends this collected data to the SNAM
EPROM 206. Preferably, when the stationary unit transmts data on a
control or digital traffic channel, m croconputer 200 mstruct; dat a
transmtter 2 +i3gkfCk on the strongest channel. Mcr oconputR&T

i nstructs SNAM EPROM 206 to send data to data transceiver 202 while

si mul t aneousl y, m croconputer 200 instructs correlator 228 to send
the data- it has collected to SNAM 3 5 EP 206. Accunul ated data is then
preferably sent to the nearest CMI, PCS, : net wor k of ESMR net wor k
of SCH network, and the network relays this data to the WO
97/ 38540
PCT/ US96/ 04915 -37-
MCMS in the af orementioned manner. As shown in FIG 1, when
ASCM 101 sends data to stationary unit 107A, 107B or a nobile unit
108 A or 108B, the MCM5 100 relays this data to the MsC 104, and t he
MSC determ nes th em—+o€ at-eh- Of—t=hey st gtTomary—or nobil e unit, and
then sends 5 t e instructions to thejregpective unit. Best seen in
FIG 9, the preferr'éb RedEn . apparatus utilizes ¢omuni cations
apparatus 210 which i 4% st ghtlarjoi Fd WCASES| £ system |t her eby
allowing for a trgnendauyp anount @— di ver ge h@plﬁh%tgon spegific
systens and appargtu js 0 be irte}taced NithQ: cat|§ ‘é apparatus 210.
In FIGS. 10, 11, d&nd hree di f%e,ent appl &A% @h-;,g eciki ¢ appar at uses
are shomn 1 0 t hat Y& ormsepa@a e and, di $t3 m:tnfum'ctq; o6ns. However, the
present inventionl|is oM ted tf} belmbﬂ;i‘utce@@éd with only three
appl i cation speciflic dop ratuseg.?\o h fact] a1 S <« 2229
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wi de variety of application specific devices may be interfaced, performng
an al nost limtless nunber of status data gathering tasks froma
wi de variety of sensor types and systens that take neasurenents
electronically, and derive electronic digital data status 1 5 from such
measur ement s. Wwo 97/38540 In reference to FIG 9, comuni caPFHH§96/04915
apparatus 210 includes input ports 208A and out put ports 214A. These
ports can be configured to accept RS232 devices, DN PIN 9 pin in
interfaces, RS422 serial and parallel inputs, and any other format of
interface plug. 2 0 In reference to gjfgS. 10, 11, and 12, all
appar at uses shown contain input ports 208B and out put ports 214B.

| nput ports 208B are interfaceable with input ports 208A of

communi cati ons apparatus 210, as are output ports 214B. In FIG 10, in one
exanpl e of an application specific application, stationary unit |oad

control device 215 is interfaced with comuni cati ons apparatus 210,
i nput - port 208A, and output port 214A 25 is operably connected to out put
port 214B of FIG 10. Stationary unit |oad control device 210 may be
used to control and~Fefiter—ary—Sort—of—3128—vott—AC—devrce—or any
220 volt AC devi ce, Tﬁ) exanpl g, pgwer cpnpary;, sw tchi ng, utijity control,
SW nmi ng poo to sfreett lights, S4irp conditioni ég pystens, and
the |ike. AR tﬁer exanpl e of >t .japeratloh’ang upe of the
met hod and apparatup off &6 30|S pri&sent |*¥ n@dnt i on,i s seendin| FI G 10.
bl 4TS o RS .
where | oad control pppgrat g QB Qe r ol p— ebect g cdl appliance 223
connected to | oad ppnt ’? ?,'"/vhl clf—prov| des 120V AC ra=ted°at 20
anps. The 120V D (el §%n22p i s Jshown] cl oded, p_tow & ng”agtonpl et e
circuit eby lapll Tanfe—2432i s furngdzon and ul | § ‘Bowered. | nput
port conductor 230 {s|l=|¥v p efgar%l yofbﬁnec'\t_ed fo | gad toi rol sensor
circuit 229 which_sendd Biltw adnorcdl|Heg & 3 o e
(‘D\ﬁ nl= (] L Vo O o £
=15 o7l ¢ |5 Z 220 ¢
-2 19 Q té) c < c T’ni'c' <
N YR @ = 355 823
n n z |lo h e SSwr
2117 1a) S| v | o
2l 2 1: o |8 % :
11812 L2103 o 2L wd © o=
ollolo ) sl "8 & 28
N\ = oo | P18 85 3 &a
o o~ :4("’7 = o S
~ - < Lt &
1 " N g— \ C W N
252885 | = i B
Zllz]e 7|ec | v z % kS
= 'y T Lo N
cd I = c T
© o O Mmook | & ow s %o
::.) | W T eo (72 By [P 4
~ o o (@] = PR T Ull)g_ — -LE-
Silsln R 213 ® CEESTBY 3
L? Al nl= o —Fcs3
= I ODo, © v
2 @ '<;t ~l B T 56882 %
= = o !f—( x 7| & | LEE>%8 L
S11-15"] 8 ]¢C Q g, P |<'( %j
<i15] < e | 5 1l wordSs £3
S NEIEL S » £19 E9¥533 §S
,_v Dlool ol nln £ oo _9
< .=




WD 97/ 38540

PCT/ US96/ 04915 - 38-
that the "circuit is powered" to M croconmputer 200 as shown in FIG 9.
M ctoconput er 200 sends status bits to correlator 228.

In FIG 1, whewoA%8¥0 101 sends command data instructing stat PCHHSOISt
107A to "transmt status data', this action preferably occurs over
aforenentioned 5 transm ssi on nedi uns, dependi ng upon what type of
systemthe stationary unit is operating in. The stationary could be
configured as a cellular transceiver and pa{por receiver. Best seen in
FI'G 17, command data bitmaps 228 are preferably transmtted over
control channels, digital satellite, digital control channels, DCCH and
digital traffic channels within the CMI, GSM PCS, ESMR and SCH
networks. Bitmap 438 1 0O illustrates command data nessages sent to a
conmmuni cati ons apparatus over the forward digital traffic channel,
di gital access channel, or DCCH fromthe ASCMS 101 to the MCVS 101,
to the MSC 100, to the base station 106A and transm ssion tower 109A,

and to the stationary unit 107A and it conmuni cati on apparatus. via SS7,

| SDN 112A, 112 J)J 2C, a N 111 networks ALl _of the bitnmaps
shown 438, 441, and 44331]5 it map formats wperating on anal og and
digital cellular tel¢phmang syst M PESS and enhanced

O 2
speci ali zed nobile r3dio gydtens soch as NEX‘F_@ELULB%Q;,Q rel ated systens
forward anal og and di gi%al cont ,2;)I8c annelfs, @@Qﬁ_ga*@cess channel s and
3

forward digital trafflic~channelg. & fmap 438 Lﬂl@ﬁﬁié’s pn conmand dat a
string sent over e forldr | gi tall wrak? i awfihine| , digital access,
and DCCH of a digitall_c®l Iful, 202 | tel ephprfe sistem &Pds and/ or enhanced
specialized nobile rddi & syslt.grr.isgch bitep =< & 5can al so be used in a
gl obal system for no{jR & qysten)BSW ps wel|llE Bit map- 43% shows
letters "A through '|@wafd brafketed setq 3fSRinmberS af Formand words.
Each letter rdpyEsqmt s alsoghnd orf Tnstrustd én Sept from the
application specific |gent fal w & mnitcr‘ér@%ttat@@;:‘ Abpl i cation
speci fic data meani ngg%& howm’ﬂgj ach Iﬁt&?ﬁd‘?ﬁﬂjearesents on the
bitmap and t he ot her Hl\g ill'l ust gtgi Ptmapg,. hesé bi tmaps show
various types of conyanes dat a st di f flegelht!l thyged! df Ftationary units
and nobile uni &’,58)r théfy)'v—r% ﬂctiveg@whc@hpn; apparatus. In
practice, the only cdnpmenc Y=< wolde or] messages that hre sent to a
particular unit are tifechwdrpls ofSn¥spdges that rel ate
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to that particular application specific apparatus configuration and
particul ar function. For 3 0 exanpl e, bitmap 438 shows vari ous comrand
wor ds or nessages that cause certain responses fromthe application
speci fic apparatus controlled by the comruni cations appar at us.

Appl i cation sgegyissssocormand data nmeani ngs 422 shown that theCTASRGPAS

on bitmap 438 commands an electrical |oad control unit to "turn off. The 'B

wor d' comrands this same unit to respond with status. In this case,
status ddta indicates that 3 5 the unit i8/20urned of f because of the
action taken by the communi cations apparatus as a response to the 'A
word' that preceded the 'B word' as a command. WO 97/ 38540
PCT/ US96/ 04915 - 39-

In FIGS. 9 and 10, the communi cati ons apparatus 210 receives the 'A word'
command to turn off, and data receiver 201 receives the bit stream which

contains the 'A word' through antenna 211 and dupl ex conbi ner 203.
The data receiver 201 then _sends this command data to m croconputer
200. M croconputer ROO det -Hes that this 5 command glata contains the
"A word' and sends flata bit{s tq output port conductor 231 which is

connected to the input N
anp relay control lihg thec
this relay t hereb

poiint of the control nodule 2§7 for the 120V 20
V 20- anp appliance 223, which]in turn opens
ttijng its—power—seouree—trrediatel y, because

communi cati ons appafat us received the "Bword@ J it transmts a
bit stream which coftai ns taijthat signals the 1 0 applli cation specific
utility managenent fermnal |(its} ' power off stat us. In FIG} 10 Load A
205 is not used nor |is Loadi|A F‘el 207. Howevery in a different
application, Load A Load A Relay can ége fully ffunctioni ng and
t he i nput conductor |233 BCtifoms fn a sigm | ar manfer as i nput
conductor 230 therelly detgetf ngr vvh(et her joad B Relay is|open or
cl osed, or powered qr non-pomered.| The AT power Supply 224 that powered the
< ) g kY 3
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15 |load control apparatus 215 can either be 120 volt AC or 240 volt AC

dependi ng on the power requirenents of the appliance or systemit is
managi ng. Referring nowto FIG 11, a global positioning
systemreceiver is shown and the interface with comuni cati ons

appar atus 210 wosm3ssgeut and out put ports, thereby al | RGTARPIGRAS bi t s
to fl ow back and forth between the two apparatus as shown in Fig. 9. 2 0
Together, FIGS. 9 and 10 illustrate a conpete nmobile unit, configured, for
exanpl e, for | ocating, tracking, and i}r@t ecting a notor vehicle as
used -in autonobile tracking and ant i -¥8Bs applications. O course,

t his conmbi ned nobile unit may al so be used for a w de variety or

ot her applications such as fleet managenent of notor vehicles, including
trucks, taxis, ambul ances, police vehicles, and other public and private
fleet vehicles. 2 5 Fo | e, =Aoto Se%;r-i—ty' System 31 cts a

vehi cl e i ntrusion whi ch3ils i ndicated by <3 an open contact ¢losure 316
whi ch i s preferabl y\_fi tfqd vehicle dod¥, trunk lid, or hood.
Auto Security Systed 315, hawi dgt ec intrusion, $énds al'arm data

and status infornmatlon mmuni cati ons Appar at usli210 vija an | nput
Port conductor 317 . and i Cr &f,’r'p&ter 200 which instrudts the

i ntegrated ci rcuit_s()‘o send s and“transl at ed plata 't hrough the
Radi o Frequency C LEUﬂi S2p1 an
to the central nonrteri ns in fhe aforkenenti oned mahner

n thrp&dh <t he Wrel pss Network and
wher eby t he Mast;-@entra-l\g#lbnitori ng Station (MCMS) and thge Api:lication
n [

Specific tral t ojitng-St at on (ASCMS)-recei ves| prdcesses, and
responds to the na@plll;mm ted data {n relation to
its status. 3 5 An9{ her exanpl e<of the -ppe at1i on of Communi cati ons
Apparatus 210 is €N — reTepd s r gtosy 210 recei Jes conmand
instructions frorplthe jcent|ral _/ WD BV/ 3854p )
PCT/ US96/ 04915 O s = - ) o %
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- 40- nonitoring stations to send | ocation status. The Radio
Frequency G rcuit 241 receives command instructions via the unit
Antenna 21 1, Dupl ex Conbi ner 203, Data Receiver 201, and then rel ays
this data to the Application Specific Integrated G rcuit (ASIC) 240.

M croconput er R@07sgsansNits instructions to Locati on Appar at UBCTIUSP6MS
Qutput Port 5 conductors 231, 232, and to the GPS M croconputer 303 so
as to forward -l ocation coordinates to Input Port conductors 230, 233
and to the Correlator 228. the Data Transm tter 202, the Power Anp
209, Antenna 211, and into the wireless netyges in the aforenentioned
manner . In reference to FIG 18, Gane Unit 217 is preferably
directly interfaced to 1 0 Communi cat i ons Apparatus 210 depicted in FIG
9, via Input Ports 208A, 208B, and Qut put Ports 214A and 214B.
Referring to FIGS. 9 and 12, Commruni cati ons Apparatus 210 and Gane
Unit 217 are conmunicatively joined as one Integrated Video Ganme
Communi cations Unit 103. Gane Unit 217 represent a generic gane caddy

whi ch coul d be any f o1, oo caue video gane}lpl ayi ng
apparatus. O 1 5
Unit 217.

Ganme Conmuni cati ons jUni (1'vGCy) 103 pr vi deo gane
firmvare or Softwar | I nteghat ations
Apparatus 210 via | A, [208B, an uc 230} 233, and
Qut put Port 214A, 21UB, rgttetors—234 and) 232.) i .9, 10, 20
and 13, the nethod f | the pilesept inMeRti on provildes a very
efficient and gﬁﬁdﬁﬁ | @l ha®tb provide vijdeo gane
scores, ganbling bet type Qf QpifLiigl o be played, |evels of
pl ay, duration of p \ S| (Edsppification, jand ot her
data which is nmanipu and-transtifed to Vi deo
Ganme Cabl e Channel el dane_nmanngr ks thaf desqri bed for

the 2 5 other Appl
systens. The
wirel ess network in

paratus gapd LComuni €afi qn Appar at us
Hy transnits famngldafalinto the
l-ohred—arrel | gnd t he

End 102 functions as Specifi | bijspat ch nter that
in turn broadcasts s fre—otHer | dat pitq t he users.
This sanme center can Moo capr no. | At el evisifjon set or
noni t or
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30 236 illustrates the gane score and player status 226. However, a

cabl e tel evision video gane channel may transmt ganme score and
pl ayer status, bets, paranmutuals for horse raci ng, Keno, and sports
betting for video gane and ganbling players fromdifferent parts of

the country siwolot/assamusly. Best seen in FIG 13, the Cabl e HeaHUS264%82
operably receives Application Specific Data and translates this data back
to alpha 3 5 nuneric text as seen on television nonitor 236 and then

broadcasts it in the manner descri bed above. WO
97/ 38540 11/20
PCT/ US96/ 04915 -41-

In FIGS. 14, 15, and 16, flow charts illustrate the nethod of control data
processi ng, shown according to a preferred enbodi nent of the invention.

St eps 400 t hrough 445 show typical operations routine in a wireless
networ k, including the nmet hod of the present invention. It is seen
that when a Mbile pratronary oMt s o actrvated, Power On 400
sequence preferablylinijtializes the A AS| C CIHCUItS (conput r) 401 to
initialize a registfatilon rouigre t ngn turn causes the

di al ed digit §ielld data 5ﬁ4 avd her| jdata to be tr

ASIC circuits then paude the tebr] r%sceiver to tu
strongest pagi ng, f)rmgrd co f~er=vnr d i gital access
channel, or forwardjdidital | 404] Si muttandously the ASIC 1
0 conputer detect$ stjatus end t hese bits tjo Correl ator 406.

Correl ator 406 sgrfds b npykel 407 whichl adds nodified
bits to the overall synohron skrean and sendq these bits to

nsmtted. The
e to the

SNAM 408. SNAM send]bi tis \S}Q conput gr 4D§° and-ﬁ | C conputer 409
sends a data bit stgeam{ dht%gﬂﬁansce veréi4d0 Subseque ly, t he
data transcei ver sefds i bt |ES.eam t ¢ tihe Bhobil e swiitcHing center (MSC)
412. 1 5 MSC 412 fecd an(im&gzess S “p;%’)cmtrol charpnel , digital
access channel, andjdigj f a3 '
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data 414 data at the MCMS via conversion to SS7 | S-41 protocol. MOMS

preferably retrieves WCASES specific data bit streans that have been
converted fromair interface data to | S-41 SS7 signalling protocol,
fromcontrol channels, digital access, and digital traffic channels

415. MCMVS deconle97MW8MSES specific data 416 and sends decoded ECTUSI6EIMH t o
ASCMS or to the Video Gane Channel Cable Head End (GCCH) 417, gam ng
casino control center, point-of-sales, security system or any other

desi gnat ed application specific centrajpmpnitoring station.

The ASCMS recei ves decoded data 418 and the Application Specific Data
Reception and Distribution Term nal (ASDRD) distributes such data to
Application 2 5 Specific Data Term nals (ASDT), which can also be | ocated

at GCCH 419, if desired. The ASDT receives status information data
420 and the ASDT software processes status data 421 to determ ne
status. Then the ASDL transmits command data words tao the NVBC 422

whi ch' recei ves and |t r apsiit-s—cormranrd—dat-a—yords on the forwand control

channel s, forward qu#gifd—control jchannpets |DCCH, ,sfa@l\l\ite fqrward
channels, and 3 0 + enkti-enal -way pagi ng het \r’df}s PNCE or forward
I : .

e

\ d
digital traffic chqniglls oF or jdet|q4Edi nat( dn t hg ASM or
stationary unit, and the 2 conmang ~dat aj t o t hd base station
and transm ssion tdqwer |d t he ASMiqr stalio unit {425. The
base station then fgrefqr mts [comjand bjt r arqdata 426 to ASM
or the statidnary the ASM|qr statio it fthen responds
to command data 453. 3|5 respgnsq |pro :iurEDS he' netjhod begins al |
over again as showl in A r oo||t|hAS| C honds tjo command dat a
in the sane manner |as ift . ns séqq‘src - \Ng a |power up and
regi stration sequerjce gs . Pref e/ gbly e ppb WO
97/ 38540 h N Y
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-42- sequence 400 is not repeated, however, specification 401
t hrough 421 are repeated. The process halts here if no command data
need to be sent to the ASMor stationary unit. I|f command data needs
to be sent as a result of the ASCMS determining its status, E:E%Bsysmms

oper ati ons sp@g‘mg@gl on 401 through 455 are conpl et ed. FI G
17 a Command ta Bitmap is shown. illustrating forward control

channel digital access channel and forward digital traffic channel conmand
data words and the data bit streans whlgp sHarry t he command dat a

wor ds. Conmmand dat a words for the digit traffic channel 438 are
decoded 442, preferably in the formof words A t hrough H Overhead or

forward control channel Command Data words are preferably 1 0 expressed
in the form441. Additionally, reserved format and/ or RAAM di al ed digit
field data 433A is mani pul ated and transl ated and the neani ngs are

expressed by decoding the "Hword', in the Application Specific
Command Data Meani ng box 442. Such exanpl es of command data words
bei ng sent on for s fForward—orgrtar qccess
channel s, DCCH, gne-vway—pagtrg—ret ' L pagi ng
protocols, satellfites, and forwar@'digital traffic//Q |s cause the
previ ously discugse¢d actions for e ASMor Statiohgry Unft and the

i nt er nal ni cati ons appar at us. apd
Application Specifijc Apparatus. @)

ylcontrlol | ed
oké%o ig. 18, it

is seen how the ni Eati ons Apparatu§L¢ e soperfabl y coupl ed
to an al nost unlijm|ted nuiyber of applicati ces| [For 2 0
exanple; a load c apparatus_215, a | s 2 such as a
GPS based ppar atjus 321, a

322, Y Yaum ETp-appasatjus for hone

_ m a |Game Unit 217i 3
personnel trackin yjst em

or business 323, m ssi ons neasurenent 32 ,{ gas or oi
wel | head sensor igity meter readi ng apparat 330, r oad
side call box app or the I|ike. FITY ar? ruly | arge
and varied. 2 5 us and comwand daka €2 recgijed in a
uni form and trans apner ’ [ IS i $ ~net rks,
wi t hout di srupti o |oF etwork or ovérl oag 0 © etwork, and
W t hout requiringt ructure upgr A0 ES ity \ _sbfg re
nodi fication requjnenentg at an exi Sty Ng—Mse ¢ Inte nallp ocessi ng
syst ens. S F&ferrlngcﬁb Fiyg 19 the illUStTati onfshows how the
WCASES MCMS 100 oy L¢\ \
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30  interfaces with a cellular nobile tel ephone M5C 443, an enhanced
speci ali zed nobil e radio (ESMR) MSC 444, a d obal System for Mobile
(GSM MsC 444, and a person comuni cation system (PCS) MSC 446 that
could be a 1S-95 CDVA MSC or any ot her PCS related platform Al the
depi cted MSCs ovmomassad data of the MCMS 100 in real t | MET/USI6N4OE
MCMS is a true interformatted data processi ng and managenent center. Al 3
5 air-interface converted data is sent on the | SDN/ SS7 network 112A. In
turn, application data is routed to application specific central
monitoring stations 101 via public switched  14/20 WD 97/ 38540

PCT/ US96/ 04915 -43-

t el ephone network (PSTN) with various protocols such as; dial in direct
(DI D). modem V.35, 19.2, 28.8, 56 kbps frane relay, T1, DSO, | SDN- B,
| SDN- A, T1-128A, Et hernet, TCAP, TCP/IP, FTP, Internet

poi nt-of -presence. In fact, the entire network can operate via the
Internet and world wi de web (WW . 5 Referring to Fig. 20, the
illTustration depicts a WCASES Locati on Communi cat or /\that is
configured as a personal |ocator nobile unit 108C. This ¢o ni cat or
contains a normal voi ce service rel ate | og/ digital
transceiver, plus circuitry that suppo WQV@SES @at a protocols, a
nor mal but fuI ly integrated one-way paging O redeiver ] and a gl obal
positioning GPS receiver 454, a GPS antenna 453, and power81 O  supply
support electronics 455. The flip-out enclosure ; contains all

t he af orenmentioned el ectronics, Iuta_;s it]a ntai ner for the
voi ce service mcr( e ) 463.| T fs=t,r ul5) vel~ oach allows for
. il B ldm
easy access to the jeEl bt transyi tDad = J—@LRcorrel ator bits
that, when received &r ﬁtlm-‘@lfgggqﬂel I\LteﬁﬁwA ar e
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processed by the GPS receiver, that in fact reveals its relative earth
bound | ocation. The 1 5 flip-out GPS housing noves froma cl osed position
to an open position 457. Wen a new GPS position is desired by the

| ocation phone user, he sinply opens the flip-out housi ng, nakes
sure he has cl saonassee- of -si ght, and the green led |ight 461 CIIH86{04915
telling the user that a new | ocati on has been cal cul ated. Once this
i s acconplished he sinply cl oses the |l ocation comunicators 108C

fli p-out housing 452 and continues on. The 2 Oyg/29ew | ocation update just
derived fromthe explained procedure al so causes an automatic

transm ssion of the location information to be transmitted to the MCMS via

t he present i nvention's WCASES RAAM net hodol ogy. This is just one
way to send such data. The | ocation conmuni cator 108C has a red LED
460 that flashes when a nessage has been transmtted fromany of the

configured downlink transm ssion nedi uns, such as 2.5
nor mal one-way pagi ng. The igutructi on fromthe a &ll
central nonitoring station cbubd be "Report Your |

satellite, DCCH or
i specific
51 which is a

readout on the units EGD di splay 450. Once lished in the
her et of ore nenti oned nmanner, ot her functionpscx utilized. For
exanple, in a two-way paging scenario, the locatiop@ |}o = Eommuni cat or

186
piéeb not want to 3

user receives a page that he weOts to respondt o. ox
353 roll one of the

0 use the voice channels, helmay use the nﬁty keli

pr ogr ammed "canned" sagep, sugrhpas—-r- Q&Qy toni ght at
hone", nessage 6, press the set puf t on 464 |i ten press the send
button 459. A nessage cqntainjng h|s capngd i Lespon pl us | ocation
information is sent vialthe sprving cel|ufarSsystdm: @orFk] and in
particular using the[prgsen ndenth Qg eat un pGedul e, and
conpletes the 3 5 mozygg pagi &l pn agﬁbg;trispjsﬂdﬁhg the user wll
hear a stutter dial_Jone dx pm trgﬂjo E=on funt VPO | Wo- way pagi ng
units speaker 462. Jpe hpst | cefljulbap g Pupaﬁrier cah= = opt to
utilize a recording{lg b En qcrf[gtg_a% br par &) @oi de ch for exanple,
" Your W ZHaghapora I | 0«
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-44- nmessage as been sent”, or choose to only send a conpletion

i ndi cator on the forward control or digital paging channel. The
comuni cator software will detect the overhead action that in fact
causes the conpletion of the nmessage action or transaction. The

conmmuni cat or bWa%3§54456 powers all the communicator's conpon®cTAISI6RIeLS. CD
screen 5 450 displays all the information received fromthe CPS

recei ver, the paging receiver, and any status that needs to be
dlsplayed to the user concerning the operations status of t he
cellular transceiver and distinctive WCASES dd6A20onmuni cat i ons.

Addi tional advantages and nodifications will readily occur to those skilled
in the art. The invention in its broader aspects is, therefore, not
limted to the specific details, 10 representati ve nmethods and
apparatus, and illustrative exanpl es shown and descri bed. The
application specific uses are nearly endl ess, such as, for exanple: hone
security nonitoring; security systemrenote control panels; child
protection; renote drug or al cohol nonitoring by placenent of a mcro
sensing chip on a user for transm ssion to t he copmunrieatpr apparatus

whi ch can transmt such data into a wirel ess network; 115 env| ronnent al

sensors for nmonitorin tecslsuch as
pol lution, snowfall, W pr ot gctifjon ahd nonftoring of

t he aged or i nffiee ator Jisjisteffaced{to a
non-renovable wist b abnsfa sepprate

transmtter that trany® or appar at us
for detection of a si ~.ho r<£esf appl | cations,
tatus inforyation o SEL L gl feation, and
us inf . of . %= Eef o1
details disclosed hef 54 r(gggﬁe spirjt or scope
of the applicant's ge '5% =
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Cl ai s 1. A nmet hod for communi cating nessages between a comruni cat or
and a central nonitoring station over a tel ecommunications network that

i ncl udes a voice channel and a control channel, wherein the voice channel
conveys data nessages and the control channel conveys control nessages

t hat manage ac¥W%/38#o0and use of the voice channel, the net hod®CTASAER4OLS ng
the steps of: a) obt ai ni ng a nessage at the communi cator, the
message conpri sing application specific data; b)
encodi ng the nessage in a sequence of digits associated with a control
nmessage to create an encoded nessage; 12/20 encodi ng a renote
feature control request in the sequence of digits associ at ed
with the control nessage to invoke the forwardi ng of the

sequence of digits, including the encoded nessage, by a | ocal

t el econmuni cati ons switching center upon detecting the renote feature

control request;
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d) transmtting the control nmessage and associ ated sequence of digits to

t he | ocal tel econmunications swtching center over the
control channel, by passing the voice channel; e)
detecting the renpote feature control request at the |oca

t el econmuni caigpérmssidi t ching center; f) f or war di ng’@FWéW%‘m e
feature control request and the encoded nessage over a
commruni cations channel to the central nonitoring station in

response-to detecting the renote feature control request; and g)
decodi ng the encoded nessage to retrieve tﬁgﬂﬁbplication speci fic data.

-2- ¢ 2. The nmethod of claim 1, wherein the step of obtaining a nessage
at the conmmunicator includes the steps of: a) transmtting the

message from a renote nmonitoring device to the
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conmmuni cat or; and b) receiving the nessage at the conmuni cator.
3. °  The nmethod of claim2, wherein the renpte nonitoring device conprises
an alarm system and the step of receiving the nmessage at the comruni cat or
conprises the step of receiving data specifyinga status of an al arm system
at the conmuni oo ew3sss 4. The method of claim 2, wherein PGEUSSHMHILS
noni t ori ngdevi ce conprises a tracking system and the step of receiving
the nmessage at the communi cator conprises the step of receiving tracking
data fromthe tracking systemat the commgn}zgat or. 5. The net hod of
claim2, wherein the renote nonitoring device conprises a utility neter,
and the step of receiving the nessage at the conmuni cator conprises the
step of receiving a reading fromthe utility nmeter at the comruni cator.

6. . The nmethod of claim2, wherein the renpte nonitoring device is a
two-way paging device, and the step of receiving a nessage at the

communi cator conprises the step of ‘receiving a response to a page from a

t wo-way pagi ng devi ce. M
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7. @ The nethod of claim1, wherein the step of encoding the nessage in a
sequence of digts associated with a control nessage conprises the step of
encodi ng the nessage in. a sequence of digits associated with a cal

origi nati on nessage. 8. The met hod of claim7, wherein the step of
encodi ng a reno¥o9f/aRssure control request in the sequence of RETVIGV491S
associated with the control nessage to invoke the forwarding of the
sequence_ of digts, including the encoded nessage, by a | ocal

t el ecommuni cations sw tching center upon dej ing the renote feature
control request, conprises encoding a renote Teature control request in
the sequence of digits associated wth the call orignation nessage to

i nvoke the forwardi ng of the sequence of digits, including the encoded
nmessage, by the local tel ecommunications switching center upon detecting
the renote feature control request. 9. The nethod of claim8, wherein

the step of transmtting the control nessage and
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t he associ ated sequence of digits to a |ocal telelcomRERQAEGHET SHEEIBI ngSG
center over the control channel, bypassing the voifg®-shannal: pegaipr.iksqaged. .
the step of transnmitting the call- origination nesgage::ang the aﬁsobltﬁt;edeﬂ 6.
sequence of digts to a serving nobile switching ceptek./ ReB €
radi o tel ecommuni cations network, over the controf rehannel;, }{3 stng Lbei

voi ce channel . 10. The met hod of 4claim9,: Whérei n the ' eps of
detecting the renote feature control request at the Igc APR 1938

o

t el econmuni cati ons sw tching center and (E&Li\fﬁ%dl ngmihﬁ Bt e fP’af rwp ----------
control request and the encoded nessage comuni cati ons channel to
the central nonitoring station in response to detecting the renote feature

control request s the steps of detectlnrg the renote feature -
contr ol re’quest aperﬁpq é’ér‘:@f“ﬁ@’“&% g messages betweer a communicator and a central

;rg-s s aggdovrépwgérﬂigesggtﬁohneove? g?élgcofmer%}nliléa%orcxso lrl] tw k th 9 gl%:desaan goxtceh ghzﬁlrr]xglogn%da

control channel, wherein the voice channel conveys data messages and the control channel
conveys control messages that manage access to and use of the voice channel, the method
comprising the stebs of:

a) obtaining a fnessage at the communicator, the message comprising
application specific data;

b) encoding the message in a sequence of digits associated with a control
message to create an encoded message;

c) encoding a remote feature control request in the sequence of digts
associated wifh the control message to invoke the forwarding of the
sequence of digts, including the. encoded message, by a Jocal
telecommunications switching center upon detecting the remote fea_ture
control request;

d) transmitting the control message and associated sequence of digts to the
local telecommunications switching center over the control channel,
bypassing the voice channel;

e) detecting the remote feature control request at the Jocal
telecommunications switching center;

f) forwarding the remote feature control request and the encoded message
over a communications channel to the central monitoring station in
response to détecting the remote feature control request; and

g decoding the encoded message to retrieve the application specific data.
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one inter cellular serving area |ink between the serving MSC and the
central nonitoring station in response to detecting the renote feature
control request. 11. The net hod of claim 10, wherein the inter
cellular serving area |link between the serving M5C and the central
nonitoring station operates according to the signaling system?7 (SS7)

prot ocol standard. 12. A nmet hod fpr communi cati ng nessages between
a communi cator and a central nonitoring Station over a nobile satellite
comuni cati ons Tigd Waltkod RAt clhifC| U d@RerdinV thieC @tepC lbfingthinivad a amesyaks adt the
channel , wherein the voice channel conveys data nessages and the control
channel ceomeymicaontincbdesehsagps of:hat nanage access to and use of the voice
channel, the nmethod conprising the steps of: a) obtaining a nessage
at the communi ct or , trédsenittings thee maspeei fiomy gappholeationioring device to the
speci fic data; b) encoding the nessage in a sequence of digits
associ ated with a cotmmlnipsss aue to create an encoded nessage;
c) encoding a renote feature control request,in the sequence of digits
associ at ed b)  receiying thayeessashal Hhe EYRMYBIPo | nvoke the forwarding of
t he sequence of digits, '

3. The method of claim 2, wherein the remote monitoring device comprises an alarm
system, and the step of receiving the message at the communicator comprises the step of

receiving data specifying a status of an alarm sy stem at the communicator.

4. The method of claim 2, wherein the remote monitoring device comprises a tracking
sy stem, and the step of receiving the message at the communicator comprises the step of

receiving tracking data from the tracking sy stem at the communicator.

5. The method of claim 2, wherein the remote monitoring device comprises a utility
meter, and the step of receiving the message at the communicator comprises the step of

receiving a reading fron the utility meter at the communicator.

6. The method of claim 2, wherein the remote monitoring device is a two-way pagng
device, and the step of receiving a message at the communicator comprises the step of

receiving a response to a page from a two-way pagng device.
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incluajng t he encoded nessage, by a local nobile satellite conmunications
switching center up on detecting the renote feature control request;
d) transmttingthe control nessage and associ ated sequence of digits to the

| ocal nobil e satellite comuni cations switching center over the
control channel, bypassi ng the voi ce channel;

-5- e) detecting the renote feaéure control request at the |ocal
nobil e satellite communi cat i ons swi tchi ng center; f)

f orvar di ng; t he fR0RfthJeeRitS 1C%EFeﬁJ th%? eb?tenc.ao'a% tﬂgmeég 39dl¢ nﬂarsrg u:ﬂ]?%ﬁpver

conmruni cat1 ons chan e centr noni ri

response tdigits associated witHl£ESHtEd] kst c5rﬁ §e‘§ th Brcﬁ ehf l)fljﬁ{ L e ?getmoag?g

g) decodi ng 't he encoded nessage to retr |
sequence of digits associated with a call origination message.

8. The method of claim 7, wherein the step of encoding 2 remote feature control
request in the sequence of digts associated with the control message to invoke the
forwarding of the sequence of digts, including the encoded message, by a local
telecommunications switching center upon detecting the remote feature control request,
comprises encoding a remote feature control request in the sequence of digits associated
with the call origination message to invoke the forwarding of the sequence of digts,
including the encoded message, by the local telecommunications switching center upon

detecting the remote feature control request.

9. The method of claim 8, wherein the step of transmitting the control message and
the associated sequence of dig'jts to a local telecommunications switching center over the
control channel, by passing the voice channel, comprises the step of transmitting the call
origination message and the associated sequence of digits to a serving mobile switching
center (MSC) in 2 cellular radio telecommunications network, over the control channel,

bypassing the voice channel,

10. The method of claim 9, wherein the steps of detecting the remote feature
control request at the local telecommunications switching center and forwarding the
remote feature control request and the encoded message over a communications channel to
the central moniioring station in response to detecting the remote feature control request

comprises the steps of detecting the remote feature control request at the serving M SC
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13. The nethod of claim 12, wherein the step of obtaining a nessage

at the comuni cator includes the steps of: a) transmtting the
nmessage froma renote nonitori.ng device to the comuni cat or;
and b) receiving the nessage at the comruni cator. 14. The

met hod of claim 13, wherein the renote nonitoring device conprises an
alarm system and the step of receiving4-he nessage at the communi cat or

conprises the step of receiving data specifyi ng a status of an alarm
od _of Ia|m13 wher ei n

The ot o *hE FeSIPRIAL G Brore feafits consrol et 4HB1 e egspﬁ S5 CRRSOERY o
[ Poekt no2 oRE iteocdifer bodiCaref T BLEALE Ine RREY MESC bAE e bERrndfiching TP,

met hod of  glbMid s ?wfet%'aaécpﬁ%nﬁ%&emw&w& e, comrises a

utility nmeter, and the step o ecelving the nessage at the comruni cat or
conprises the step of receiving a reading fromthe utility nmeter at the

conmuni cat or.
11 The method of claim 10, wherein the inter cellular serving area link between

the serving MSC and the central monitoring station operates according to the signaling

system 7 (SS7) protocol standard.

12, A method for communicating messages between a communicator and a central
monitoring station over 2 mobile satellite communications network that includes a voice
channel and a control channel, wherein the voice channel conveys data messages and the
control channel conveys control messages that manage access to and use of the voice
channel, the method comprising the steps of:
a) obtaininga message at the communicator, the message comprising application
specific data,
b) encoding the message in a sequence of digits associated with a control message
to create an encoded message; |
¢) encoding a remote feature control rcquest.in the sequence of digits associated
with the control message to invoke the forwarding of the sequence of digits,
including the encoded message, by a local mobile satellite communications
switching center up on detecting the remote feature control request;
d) transmittingthe control message and associated sequence of digits to the local
mobile satellite communications switching center over the control channel,

bypassing the voice channel;
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-6-  1i7. The nethod of claim 13, wherein the renote nonitoring device
Is a two-way paging device, and the step of receiving a nessage at the
comuni cat or conprises the step of receiving a response to a page froma

t wo-way pagi ng devi ce. 18. The nethod of claim 12, wherein the step
of encoding the nessage in a sequence of digits associated with a control
nmessage conprises the step of encoding the nessage in a sequence of digts
associated with a call orignation nessagé€.” 19. The net hod of claim
18, wherein the_st f encodin renote feature c rol_.request in.the
sequence of di gle)[S sceeggscgggit&eeﬁ"wg? ﬁeifwé RN Orleqlg%gsaggbeﬁ(gcqlnvgﬁle tsﬁ@ﬂ”e
forwardi ng of the g,gﬁgm : Qb ol including the encoded message, by a
| ocal nmobile satellite gﬁl&%ﬂ?g%%?@k%m tching center upon detecting the

remote feature gONRQhdideQAd Redlote gP EGHtRl FRfmed 1D fle bSCHRLE nlS Mt Ber o
control request ‘in the séquence o Igits
communications: channel 1o the central monitoring station in response to
detecting the remote feature control request; and

g) decodingthe encoded message to retrieve the application specific data.

13. The method of claim 12, wherein the step of obtaining a message at the
communicator includes the steps of:
a) transmitting the message from a remote monitoring device to the
communicator; and

b) receiving the message at the communicator.

14. The method of claim 13, wherein the remote monitoring device comprises an
alarm system, and the step- of receiving the message at the communicator comprises the

step of receiving data specifying a status of an alarm sy stem at the communicator.

-

15. The method of claim 13, wherein the remote monitoring device comprises a
tracking sy stem, and the step of receiving the message at the communicator comprises the

step of receiving tracking data from the tracking sy stem at the communicator.

16. The method of claim 13, wherein the remote monitoring device comprises a
utility meter, and the step of receiving the message at the communicator comprises the

step of receiving a reading from the utility meter at the communicator.
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associated with the call origination nessage to invoke the forwarding of
the sequence of digits, ncluding the encoded nessage, by the local nobile
satellite conmmuni cations siwtchingcenter upon detectingthe renote feature
control request.

-6-
17. The method of claim 13, wherein the remote monitoring device is a two-way
paging device, and the step of receiving 2 message at the communicator comprises the step

of receiving a response to a page from a two-way paging device.

18. The method of claim 12, wherein the step of encoding the message in a
sequence of digits associated with a control message comprises the step of ericoding the

message in a sequence of digits associated with a call origination message.

19. The method of claim 18, wherein the step of encoding a remote feature control
request in the sequence of digits associated with the control message to invoke the
forwarding of the sequence of digts, including the encoded message, by a local mobile
satellite communications switching center upon detecting the remote feature control
request, comprises encoding a remote feature control request in the sequence of digts
associated with the call origination message to invoke the forwarding of the sequence of
digits, including the encoded message, by the local mobile satellite communications

switching center upon detecting the remote feature control request.
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