W RELESSLY CONTRCLLI NG UNMANNED Al RCRAFT AND ACCESSI NG
ASSQOCI ATED SURVEI LLANCE DATA TECHNI CAL FI ELD [ 0001] The
present invention is directed generally to systens and
met hods for wirelessly controlling unmanned aircraft
and accessing associ ated surveillance data. BACKGROUND
[ 0002] Unmanned aircraft or aerial vehicles (UAVs)
provi de enhanced and

WIRELESSLY CONTROLLING UNMANNED AIRCRAFT AND
ACCESSING ASSOCIATED SURVEILLANCE DATA

TECHNICAL FIELD

[0001] The present invention is directed generally to systems and methods
for wirelessly controlling unmanned aircraft and accessing associated

surveillance data.
BACKGROUND

[0002] Unmanned aircraft or aerial vehicles (UAVs) provide enhanced and
economical access to areas where manned flight operations are unacceptably
costly and/or dangerous. For example, unmanned aircraft outfitted with
remotely controlled cameras can perform a wide variety of surveillance
missions, including spotting schools of fish for the fisheries industry, monitoring
weather conditions, providing border patrols for national governments, and

providing military surveillance before, during, and/or after military operations.

[0003] Existing techniques for controlling unmanned aircraft systems suffer
from a variety of drawbacks. For example, existing unmanned aircraft systems
(which can include the aircraft itself along with control devices, launch devices,
recovery devices, and storage methods) are typically controlled using either
direct RF communication or satellite communication. Direct RF-based control
is limited by its short range and high power requirements. It also requires
specialized equipment at both the UAV and the ground control station.

[0004] While controlling UAVs by satellite may allow for longer-range
communications when compared with direct RF-based control, satellite control



econom cal access to areas where manned fli ght
operations are unacceptably costly and/ or dangerous.

For exanpl e, unmanned aircraft outfitted with renotely
controlled canmeras can performa w de variety of
surveill ance m ssions, including spotting schools of
fish for the fisheries industry, nonitoring weather
condi tions, providing border patrols for nationa
governnents, and providing mlitary surveillance
- before, during, and/or after mlitary operations.
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[0006] Figure 2 is a block diagram showing an example of a mobile
wireless device, such as the mobile wireless device of Figure 1, that can be
used as a ground control station for controling a UAV via the wireless

telecommunication network in an embodiment of the invention.

[0007] Figure 3 is a block diagram showing an example of control
components of a UAV, such as the UAV of Figure 1, which can be used for
communication via the wireless telecommunication network in an embodiment

of the invention.

[0008] Figure 4 is a block diagram showing an example of a computer,
such as the supporting technology/computer of Figure 1, which may also be
used for communication via the wireless telecommunication network in an

embodiment of the invention.



BRI EF DESCRI PTI ON OF THE DRAW NGS [0005]Figure 1 is a

system di agram showi ng an exanple of an environnent in

which a wirel ess tel ecommuni cati on network i s used

along with nobile wirel ess devices and possi bly ot her

supporting technol ogies to communi cate command and

control data to one or nore UAVs and/or to access and

nonitor signals and data transmtted fromthe UAVs in

an enbodi nent of the invention. [0006]Figure 2 is a

bl ock di agram showi ng an exanple of a nobile wreless
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[0007] Figure 3 is a block diagram show ng an exanpl e
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gure 1, which can be used f or conmuni cati on vi a
bw\ﬁrmllegtson ef eperanmorsacomponentamniboard arJAYbwhicheenable the

Uﬁ\b/e t6 n(\{&ﬂHu%%ate via the wireless telecommunication network in an

embodiment of the invention.

[0011] Figure 7 is a flow chart showing an example of a routine performed
by a computer that is capable of establishing a wireless communication link (via
a wireless telecommunication network) to control one or more UAVs or,
alternatively, is wirelessly connected to a mobile wireless communication
device that is, in turn, used to communicate with one or more UAVs via the

wireless telecommunication network in an embodiment of the invention.

[0012] Figure 8 is a flow chart showing an example of a routine performed
onboard an aircraft that is capable of forming a network bridge that enables
communication of control devices with other aircraft, such as UAVs that are
otherwise outside the wireless telecommunication network in an embodiment of

the invention.

DETAILED DESCRIPTION

l. Overview

[0013] Aspects of the invention are directed generally to systems and
methods for wirelessly controlling unmanned aircraft and accessing associated
surveillance and monitoring data. In one embodiment a wireless
communication network (e.g., an existing cell phone network) is used along with
handheld devices (cell phones or PDAs), and possibly other supporting



[0008] Figure 4 is a block diagram showi ng an exanpl e

of a conputer, such as the supporting

t echnol ogy/ conputer of Figure 1, which nay al so be

used for conmunication via the wirel ess

t el econmuni cati on network in an enbodi ment of the

invention. [0009]Figure 5 is a flow chart show ng an

exanple of a routine perforned at a nobile device used

for controlling a UAV via the wirel ess

t el econmuni cati on network in an enbodi nent of the
te'phn@lngieento ¢@omohkiateicemarsl and tontralftata tesboson gose UAVs

exa e of, a_routine rned. col,l nofo
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cqripellinorhgaasial maneyversogf Pt mae WAYs ﬁﬂmé‘%&'?ﬂaﬂ@ weagons
sysRthi B¢ oREIrAh8RAUAVS, receiving mission surveillance information from
one or more UAVs (including border surveillance information, tracking of
moving or stationary subjects, etc.), receiving UAV health and/or status
monitoring information, monitoring other aircraft in the area of one or more
UAVs, etc. In this way, long-range communications can be achieved without
having to design and build custom direct communications systems and without

having to rely on expensive and complex satellite systems.

[0014] In some embodiments, the use of the wireless communication
network and supporting devices provides nearly unlimited communication range
capabilities within urban areas, where direct RF communication is typically
inhibited by obstructions such as buildings and other large structures.
Moreover, urban areas typically have dense pre-existing wireless
communication capabilities due to the high demand for mobile phone service

and related services in these areas.

[0015] While the supporting devices used to control the UAVs via the
wireless communication network may be custom devices, pre-existing devices
may also be used. For example, many off-the shelf wireless devices are highly
programmable (e.g., due, in part, to programming languages like Java), support
arbitrary user interfaces, and connect via wireless link to other devices including
wireless devices (e.g., on the ground or in the air) and computer systems.
Moreover, such wireless devices are typically small, portable, inexpensive, and

have low power requirements.



by a conputer that is capable of establishing a
W rel ess communi cation link (via a wrel ess
t el econmruni cati on network) to control one or nore UAVs
or, alternatively, is wirelessly connected to a nobile
wi rel ess communi cation device that is, in turn, used
to communi cate with one or nore UAVs via the wrel ess
t el econmruni cati on network in an enbodi ment of the
invention. [0012]Figure 8 is a flow chart show ng an
exanple of a routine perforned onboard an aircraft
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propagated signal via a propagation medium (e.g., an electromagnetic wave(s),
a sound wave, etc.) over a period of time, or on any analog or digital network

(packet switched, circuit switched, or other scheme).

[0018] Aspects of the invention can be embodied in a special purpose
computer or data processor that is specifically programmed, configured, or
constructed to perform one or more of the computer-executable instructions
explained in detail herein. Aspects of the invention can also be practiced in
distributed computing environments where tasks or modules are performed by

remote processing devices that are linked through a communication network.
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[0014] I n sonme enbodi nents, the use of the wirel ess
comruni cati on network and supporting devi ces provides
nearly unlimted comunicati on range capabilities
wi thin urban areas, where direct RF conmunication is
typically inhibited by obstructions such as buil di ngs
and other |arge structures. Mreover, urban areas
typi cally have dense pre-existing wrel ess
conmuni cation capabilities due to the high demand for
nobi | e phone service and related services in these
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(g]qhgh,qy@@qr@rg)r mobile communlcatlons) GP S (general packet radio

service), EDGE (enhanced data rates for GSM evolution), CDMA (code division

multiple access), 1S-136/TDMA (time division multiple access), EV-DO

(evolution-data optimized), analog, 3GSM (third generation global system for

mobile communications), iDEN (integrated digital enhanced network), etc.

[0021] While not illustrated in detail, the wireless communication network
may include components typical of most cellular networks, such as one or more
base stations 112, mobile switching centers 114, home location registers (not
shown), visitor location registers (not shown), wireless network databases (not
shown), etc. An example of the frequencies on which channels of the mobile
telecommunication network may operate include the typical American cell
phone frequencies, which start at 824 MHz and end at 894 MHz.

[0022] The wireless telecommunication network 102 may also include

various wired or partially wired networks, such as the Internet, a wired LAN
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[0017] Figures 1-4 and the foll ow ng discussion provide

a brief, general description of a suitable environnent

in which aspects of the invention can be inplenented.

Aspects of the invention may be stored or distributed

on conputer-readabl e medi a, including nmagnetically or

optically readabl e conputer disks, as m crocode on

sem conduct or nenory, nanotechnol ogy nmenory, organic

or optical nmenory, or other portable data storage
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beaoperawd fra\sutdide thedebulat oetrark 6 cantilolr bid\bopariating méthin
thand daﬁ(a transmtted fromthe UAVs 108. The UAvVs 108,
=) wirel ess devices 104, and other supporting

robif?“”"' Y SSTTBHARERIR PRUGES 418 POSF e pehe mestistetwork
1108t ISk extdBiple, the mesh network 110 may facilitate aircraft-to-mobile
device communication, where a user of the mobile device 104 (located on the
ground and thereby comprising a ground control station) inputs commands into
the mobile device 104 to control the aircraft/UAV 108 or access data collected
by systems onboard the aircraft/UAV 108. In another example, the mesh
network 110 facilitates aircraft-to-aircraft communication, which enables
scenarios such as target handoff, collision avoidance, separation assurance,

and flock behaviors. Where a more sophisticated user interface (Ul)



[ 0020] Exanpl e i npl ementations of the wirel ess

t el ecomuni cati on network 102 include UMIS (universal

nobi | e tel ecommuni cation system, GSM (gl obal system

for nobile communi cations), GPRS (general packet radio

service), EDGE (enhanced data rates for GSM

evol ution), CDVA (code division nultiple access),

| S-136f TDVA (tine division nmultiple access), EV-DO

(evol ution-data optinized), analog, 3GSM (third

generation gl obal system for nobile comunications),
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even re located on opposite sides of the
[06%]t h. The mesh network 110 may be utilized for communication from a

mobile device 104 to a computer 106, for example, in contexts such as chat
and target hand-off. Mobile device-to-computer communication may also be
used when transferring information between a mobile device 104 and a
computer or other supporting device 106. For example, this communication
pattern may be used in the case where the mobile device 104 is used to
establish a communication link with the UAV 108 but where a user interfaces
with the computer/supporting device 106 when he or she needs a more robust
user interface to, for example, input more complex control instructions or view

graphically rich information transmitted from the UAV 108.



[0023]Whil e not shown in detail in Figure 1, in sone
enbodi nents, one or nore of the three basic cl asses of
devi ces (UAV 108, nobile device 104,
conmput er/ supporting device 106, or their hybrid
derivatives such as cellular enabl ed PDA) may be
connected to the cellular network indirectly via an
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[ 0026] The nmesh network 110 may be utilized for

communi cation froma nobile device 104 to a conputer

106, for exanple, in contexts such as chat and target

hand- of f. Mobil e devi ce-to-conputer comruni cati on may

al so be used when transferring information between a

nobi | e device 104 and a conputer or other supporting

devi ce 106. For exanple, this comrunication pattern

may be used in the case where the nobile device 104 is

used to establish a comunication link with the UAV
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apmanueﬂs dtridsineld gevices) weiarable og»nmsuﬁerssnmlm-omqe@sohaystems

| d
micdoriobEsiolasel O BB =B, thAsiingS slertrgniesy seiop boxes,
PBA@brﬁﬂaEI@ﬂbepCmmr)OdeeraridTQhéJﬂké 10hedteranemobilerdecice” is
mobi | e devices 104 within the wirel ess

intended deniRphidexall WchdeviedS, even though the UAV 108
itself is outside the ph si cal tel econmunication

[0A801or k The2 mabileadeyiper 1 1Rt Or amopey iptergal or external
adtﬁﬁﬁﬁ@? fo F‘r%é?\l/iﬂg ﬁ{c{iﬁagg@gg \éﬁasctr%ﬁw éﬁ\%ﬂ?&él@%?s t158‘§h as

rad;meiradmm@yvmgri’alm Aaingresoefiver [204vis roehaested to the antenna(s) 202
L eco ni cati on ne rk 102 ena th troll

anf WECAD BietiiesomolRlalohane Kereiiion, Of b MARayhEd and

reé&ﬁew sighalst h%see eRES el R66seBeRi Gt | 206 n&irmébl%dl% the
108 may operate as a "cell tower™

im | ar

tr%rga@awieea%ﬂyrr@m eqQaPHisee acwealag@css@%r dmcwnme%asegsASlC or
00 |

othe} SEAREIBhAHioRBs0h Bk, A0l OOFFL! roBaler unit 206 may

pesfam sigma auesling; alalts pmaesemgd lf*pet/mﬂipﬂt prmb@ssmgt howet bentrol,

h k 110. F ti hile d
A ol TGRS CBRSRSRPBL PO AMPISTIEMIS, o 4VGH e TRy Eaton

defidech & amser @y stdirRpdft Gohtrer @@tsoamagcmyobrdwﬁeorﬁwtl enthe
to each nobil e device. These aspects of ‘informatio

pPreeessey eAit @vaya pdeypad BDﬁd@!(‘é@P'BH@«ZT thQS déspéaﬂ@ughaafé g12.
Insﬁjfrf,. ﬁro%essci ©Olinit 098! fay2h o@ ’gﬂ) > user via the
mul t’i - cafl s |ncrease dt

conti guration provi
digmagtouchpad@y 2loe ar sppakeed140 pass full size and full
frame rate digital video froma UAV 108 to a

[0oe8ppor t The precessorl@ii) 206nobhesccesy informiation frarnf iapd estore

calls can be used s Itaneo y r nea
intormafion b SR SMoyabls RRSRE ?%&ﬁ%o@m%/ahwemow 218. The
n%n?%r‘n@@élﬁléﬁﬁem%ﬂ??% GRLY %oﬁ@i@t Be RWIWt RON N5 HBH disk, or other

ferent base stations in the wrel ess
welkkrayommemen storageetaabinelopiss. s d hergmaveblenimaneeryf 318 may
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Wi rel ess device, such as the nobile wrel ess device

104 of Figure 1. While a nobile phone is shown as the

nobile wireless device 104 in Figures 1 and 2, those

skilled in the relevant art will appreciate that the

i nvention can be practiced wth other devices and

configurations, including nobile Internet appliances,

hand- hel d devi ces, wearable conmputers, multi-processor

systens, m croprocessor-based or programrabl e consumner

el ectronics, set-top boxes, PDAs, portable |aptop
GGMTpGDmenI%‘l@ﬂSh§MSIGmS mre otbem WwetHknbwndenenery i storage

i ntended to.,include,al devi T i
tegBOTREREo Ao 8E catRe BatsTe CGrEE bPogton 22D alfen B8 Wirless
canesNNGOWer hpplidations viang atitrésanbeoK t apglications may be

electronagnetlc signal s such as radi g frequency

implemgnted An ¢ eithes c e, dempyables mRARC2d8 06 ke fonremovable

% Q%S) T%Q%?%Oa&l&%&ﬁb}yzpé %\ﬁbgﬁ%o%b@éme ?né}ﬂger 216
enodul ation of the transmtted recel ved S|gnas

may siiscbé venfigured r mwsmmem(e 9206ingom mabileversion loé Java or

in G0 feibofle ViRl LRl F o s BlsRP torhBiRg T80 lertaces and
full@@lor grapleios.t Mhe réh@v@b@cm@aﬁﬂy 2n8tandlfr naryemevalslemember

si gnal codi ng, data processing, input/output
21 BravsalsRbe GigHracher Pr&graramfdotprfém anARRIicatien (6., a Java

pﬂgg FmP hat E%ide%péﬁ%%éﬁ%@ﬁpgbkl%aeoéﬂmml Cid QI%uahzatuon
|ce er (e.g., aircraft trol personnel) nmay
wblcbvumayu inelidet ofunstiomality esuch @ni ta 20@vinga Zowewapled map.

m,cr.ophone., 210.. or, gdi spl t h I ra.,.
Afttanai BBIRORNS Heues 1 ARV KENIIPER & Hoy' Ty # fiited
inFSﬁhtéﬁa@etdhﬂ shsspletydisplag plaged imagerya speaker 214.
0031] The processor unit 206 nay access information
[obsem avmb@réoee.é i WiGEK iddgraf  shoMdmy eéﬂ)Vé)@n%lgeﬁpfdbntrol
216 or a renovable nenory 218. The nonrenpvabl e

compenanis ebadiAY, %fchmllhew 188 rFdgwresk, |noFParB@lHé'h the Uav
| t h h -
i el S ke Ghgnafie ik oo e ARUAPA v -

wifsedd telacoimmuniicationanatwoek.l KmoWAY mashdiso have components

aSPEPLL  BIRBBH LE0 g atRar (e aHEoTd Epation can
inéDAb | ldiMdtice2d0 afrtiaht MBNHbAIR) FFSIRATIrEtHat kb’a@N\E@f’[ransmltted

appl i cations and address_book applications ma
ZE%N@W-Hﬁéome

badldpenegntedingdeyigewip g wseleshielgspamuaigation

b I
R NG e nd oo Pl o s DRGIRIAS, e BE° Blecidtod with 2
ccmsumemgnabﬂeedb\(m guch asmgaraeraabnabied@eﬂlpdmnef adédusomay

b U Spiacdy e cappSnarts Heacitind Witbiaepdal 43HRE oo device
1043610FPDP<,£2 nwdn@éﬁtr@@élwmwmt&@o BeMTh&drpdidied onto

so be configured or programmed to run an

thapléAVca@nafatedse (@8 opaogg@dowejgg e{?ﬁCk@%%d vty ieg Bpicah mobile
| t
el fid ik oihebt (Wi, ERAROR0VIREN saasEnt o

zoomabl e map. Alternatively, the nobile device 104 nay
be configured to have only a limted input interface

and passively display relayed i nagery. [0032] Figure 3

is a block diagram show ng gn exanpl e of control °



conponents of a UAV, such as the UAV 108 of Figure 1.
In particular, the UAV may have several onboard
conmponents that allowit to be controlled via a
wi rel ess tel econmuni cati on network. The UAV may al so
have conponents associated with providi ng outgoing
i nformati on. The outgoing information can incl ude
surveillance or aircraft nmonitoring information that
can be transmtted back to a controlling device via a
Wi rel ess tel econmuni cati on network. In sone
[0838bdi neliites, casopanants atrlayofinelhes eac drapscaivers argjorbegateway

aSSOCI consuper _nobil e device C S .
SRSl . SRR ofi2 e o SHGH 24 3 38 provides
mddlidtiah drdl Hbﬁhoﬁgmﬂeﬁﬁﬁttﬁar@ﬁlﬁédw micklvetesi § doothat the
the nobile device 104 of Figure 2. Any one of these

Mnﬁmﬁerﬁ%nmﬂplcat%d"q)ethrenwpmsaﬂ@acmwntq@éwwmetwork A
t
pr%%@é‘écﬂ Ghit 36? og'fe?v\%e td %é?%ﬁ%&@&#@@@%%y {Tﬂ)é@e a signal

ypi cal , and en connect
pnoeehsurl omicreprobessora ASIE o0 08T heonttipana nprocesging logic

include a transceiver, d/ or t ewa onponent . 304
GG {8 MHAEETREE Pl baaY RERLTg] Y S5 Bropessing.
inpUBMIBAE prockdsiid, opoward cadatrer ubad l@tﬁepffuﬁétmﬁhéb@@bary for
and received signhals so that the UAV may conmuni ca

implemeRtingymehilecommappicatian Anbgard fhen r Whether included on
th@r r‘?l%ﬁﬁé‘?fevié'é' br 396, %?Sé‘l%‘fé &Dnd Cpbnteh? thé%ﬁ@ééb‘?rurﬁloém may

nprise a signal process m'cropr ocessor
tahe oastsmferaicmlensdjeyand "jwstice ssmngunicagions proeassor.y FofT hmmple

pro S QL. Ul t 306 erf [m Si naJ codin dat a
it BPEE S RS asac BATDGBRIRe L iTGeiopofeinPdis PoRavigation
ccﬁﬁp‘ut@t h@rf af Vitigd | frD6esHRr Meés@fr | THé Qﬂ‘@dﬁéSSbg unitb30& may
conmuni cati on onboard t UAV. Whet her included on the

aGaess iforaatienefrem, agdaﬁt%rsgafoam@t'ewﬁadﬂ@ﬁpw $H) which can be a
néﬁr@ﬁ%?ﬁﬂl’é H@nt\or?c}@r @Yerﬁ@lf?ol@nméﬁ%‘?%% d.0La% Qﬁﬂ?’ndVarlous

comuni cati ons processor or “exanpl e,
gemermand sperialized ddpligatiorssoddineay, be canfiglired oa:cnmnae‘rmed in
a_navi gat i conmputer, or a video
mﬁ%’@égg&eﬁ f’%pr ocessor. The processor unit 306 may

ORSRE?; SORRORE 92, KRG e Sl SRt i ar

oﬁﬁ&@hh@luﬂ@ﬂnyaﬁ@mgarketwbﬂérdd-)ncewucﬁb@s gqcn@turec phbfes),
speci alized a i cati ons 320 may be configured or

mpvagplaﬁﬁenorenﬁ'ﬂ@lﬁ@n@l I&@%é@asorpmﬂ]echl . dBug pgoviding an

ultrd %o %ﬂ&:{lﬂ 5B {)%u@?ﬂé@r LE’RI%’" @”ﬁoa?eéo%b&ga@%&agkgen%r

NOW I ern‘a ’I e devices suU
exangiler thepmobis devitels mefibaoe stitiraanteradnay bealsddngtseg and

, t th | t t
a¥oig Qi Shrnfenrder raagtia oFodeLebisdsa r econnai ssance)
UAV. For exanple, the nobile device's tion qgr still
loeaﬁler a &awlﬁr@png@% qoppanent HE. shaas dowed 1 the typical cel
el Ghay WEE& rﬁrbb%g;%stléso%%éhpaé“n‘??rﬂﬁﬂiﬁpethe UAV's
as found el

corrpone t 3 In the typic _
engimmdealipy Dus dre@dihtmopiécwirtg infoinzafions care $hers behpassed via a

vorlrcl:)enc':ﬁé)nrr{erl]go yH’?oblUé\Gesvice that is being used to control the UAV (such as
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engi ne health. This health nonitoring information can

then be passed via a voice channel to a nobile device

that is being used to control the UAV (such as a

nobi |l e device at a ground station). In sone

enbodi nents, a standard cell phone m crophone is

replaced with any other appropriate transducer on the

aircraft, such as an accel eroneter, for neasuring UAV

body vi bration. This signal may al so be passed to the

controlling nobile device over a voice channel or even
aanohiteadevied@atla gfoundestativrelc olmaeine embedimenis ra standard cell

: h _

oL RERReRE TR RRA T a9 b PR FaSifis on e

aivéraft] 666h eenamRicedlerameter Nfor ASEINY BIpRAkedy Mm‘aﬁmentThls
314, such as found in t he ty £|cal cel ] phone,

sigRglimay also:hripatsed toithe canisaling okl dsyiceguer @rﬁmqenchannel
orr 8V&n %Cﬁgl%r bﬁ’ﬁﬁlnnetl pfhéthg‘iééllegbh\?ﬁﬁrﬁcét%'ﬁoﬁmmﬁfﬂeo mli&bpBhone

to people vi ew of the UAV canera,
31thi nayr alsai henyssaftol yacgwag airesaftt tedemeten on seasor data for

udhstisBh eS8 8 Woolesg PRFR EE e TRnent ) on (he uav

[Oggéj ces%?g%?é'? So%eqcﬁgpﬁéqg L{@n‘g% VI Sed&ﬁﬁgkﬁaavc%ll phone,

m@g! desampfifie®sAlMIsed [Hdeea BOKIicRMdFeds! sylsteiin C ahlsopie BEenarios,
tr| gger on an eneny |IED to trigger safel 003

th@qﬁ!%pﬁ@%ﬁﬂﬂ'ﬂ%h“@a@e’ﬁ@l talk @omﬁﬂﬂ%m@"h{h% lﬁng?veew of the
Ugﬁ/:éé?ﬁé?aamatrgﬁxa%*lﬁg 3%5%1@#? thd A& 4 Hﬁhté&o context,

navi gat| on via
thexspygaker cfiﬁmenpnl 814 t(mnanmtbas uiadite rdevicer redated aon@@ent) on

d
SRR ke R VPO 46T e s 5. o
flyifk§ BlofRf roads and making calls. For example, the UAV may call the cell
phone trigger on an enemy IED to trigger safely.

[0037] If equipped with mobile device components allowing it to perform
assisted global positioning (AGPS), the AGPS function 318 may be used for
UAV navigation via, for example, CDMA pilot tone measurements or actual
GPS measurements. This provides an improvement in interference rejection

compared to a stand-alone GPS receiver.

[0038] If the UAV is equipped with mobile device components allowing it to
function as a "cell tower," the UAV may be configured to selectively place or
block calls (e.g., for strategic purposes). The UAV may also be used to "sniff"
the cell call activity for unauthorized calls in controlled areas, such as in war

combat zones.

[0039] Figure 4 is a block diagram showing an example of a computer 400,
such as the supporting technology/computer 106 of Figure 1, which may also
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[0038]If the UAV is equi pped with nobil e device

conponents allowng it to function as a "cell tower,"

the UAV nay be configured to selectively place or

bl ock calls (e.g., for strategic purposes). The UAV

may al so be used to "sniff" the cell call activity for

unaut horized calls in controlled areas, such as in war

conmbat zones. [0039]Figure 4 is a bl ock diagram

showi ng an exanple of a conmputer 400, such as the

supporting technol ogy/ conputer 106 of Figure 1, which
bmedlteoccb”érqhstbel WAVe via thed mdbdle Ualgsoninunibatiorobetvweork. As

wh T P LB BbiEPS doe Sl bl i H eCRgossing

unini4n2 4323ys€9rﬁ}fﬁémmy‘fﬂmvf ¥nd Ghsysiath busuebeaiabusupes various
t hat coupl es varl ous system conponents i ncluding the

SYSRMSAMRIASNYS NFluding i sesdiemngenary 1o fifpirassaibginy- The

touchU
p@?b%%ﬁg cent?%?n%nggeé}g [r‘?gw EI ts %@%Us)f S#Cﬁ %10% SHtore
Cw@haﬂmq&s‘smsmts((@m@)s)dlgltmysignadatpmnessp@cm%s) application-

SRS LB B4 SR, S UL RsfFRRd i, e

coffstruetion kﬁr@Cbpe@lm@nnoﬂ mdzlvgtidil@s bicske showmorineRiguenal are of
desi result, such bl ocks need not be descri

cqrwef\gmi desigt oAF aniesitrsuchsblpgls nagd nobpe deggribsd in fifther
d%tggglgfé_rﬁoé’s eyt DRSS Fé%idgil ‘iﬁl\db%té@ by Sh&X thllé’d Lnutshe relevant

e syst'em bus 406° can enpl oy” any novvn
arttructures or architectures, including a nenory bus
with menory controller, a peri pheral bus, and a | ocal

[00408] Thdheysystemmboer406!@4ani anipiale any akribwwn dusestsuctures or

08 and d- onl ROVI') 410. A
AR aaet o iSRG, 8 e S WRBTeE SaNtEHES & pariharal Bus
amfat |o@é| bie REM éﬂé@emcm@hﬂirmohambmdée%ha@m é&tﬁsshﬁéﬁlory

transfer information between el enents with

("BOMLEER andoeadwity a@mm('r'%owbﬂﬂo B\ basie IWM@ system
(l/@ge 13niBh daes rﬂﬁpﬁ%{ft %‘l‘ttﬂétR N/ISH‘FES” ?J@t?ﬁu'e' s' 245 r?ﬁﬁ{es that

et e onvand nfor m |on
hd@@rarisfelugfmrmpun bzladaweereselezmemtsamtran ltbgkmomputera400 such as

t deyi h h [ t
ofiRorstad el ol i Fakearer e BpB Y the Suftlobfbut siitém 442 allow a
usEF 30 teiter €drimanak! ariCinfetiratoh. lnf&ﬂ%ec&ﬁﬁu@rhﬂ)o hfdWh input
devi ces are connected to the processing unit 402

dQVI*ﬁ%lﬁ}H?ha?ﬁ arkeyboardle anpiMingsdeviee sueh ap s Mouae et tber input

I t a
o TRNA 4 IR, R0 BERNORoS Reanhel 26 o
smwn)ale ahdUSB‘ier mpunlt tevicsedre Eonneptedid d¢he @rda@assing unit
war, e deV| such A read hat
sZineotirtan Tikigce sitf Be R ol aunt 1arfee, teb Fouples toythe bus
A0 HIthBlgle otifdriAterffice B | stith ARVA GRirdlfel povDIgathd Pofther briversal
406 via a video interface,
serial bus ("USB") can be used. For example, other hardware devices, such as
a PCMCIA reader that receives a card, can be coupled to the interface. A

monitor or other display device is coupled to the bus 406 via a video interface,
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such as a video adapter. The conputer 400 can include

ot her output devices, such as speakers, printers, etc.

[ 0041] The conputer 400 al so includes a hard disk drive

414 for reading fromand witing to a hard di sk (not

shown), and an optical disk drive 416 and a nmagnetic

di sk drive 418 for reading fromand witing to

renovabl e optical disks 420 and magnetic di sks 422,

respectively. The optical disk 420 can be a CD ROM

whil e the magnetic disk 422 can be a magnetic fl opp
sutins&s aMidethadapter.s kheardomputen 400 pan dacludie Qmeirdutmtz&a&,ices,

s aThdschagabier s Thardoeout ndechuds s
BHRTRERS M550 2 (he bus 406 The hard di sk
e 478 o iEr 40" dng drelineioa et Bk By 14 g foading

fréraMe) whigPloes hard WRRTnsUsHbwH) HRE aftbticBEdiBkarid@a16amd a
i's known %y those skilled in the art. The drives 414,
118

mageeticéigk 4itige 4d8dor reading ot pad sditing tp ieeovaklgdaical disks

iA, i | at.i . r . . _
A SRl 1T 0RE ASHhANERE" 18 Sihcal ik g20,0an be 2 0D
RPpMygrhile thedmagsetiakisko4 22 caddieaaf magnéte opmutisk. 400e hard

Al t h depi ct t 400 I , d,.

digh @V ot | Saionibel, 9. SRR Finaic BPOICUS A%k nife 418
corlfinuhRétd With it pRIcRYSIRG it 408 Vih tAROBUS A0St eTHBardAdisiedrive
4{%pes of conputer-readable nedia that can store data

opssalifliek gijve4d8npnd aragngjic siskairpieod b mayiipalugg interfaces
o G A 5 Ly g s
kroard by thesetsiileddhde artnoflye deves 41@042pPrangr 408, and their
asRBCIaIE G RTer S TR Moy, St O Bloked 4T CSMputer-
reBHAGIEIRRrULEBNE hddta el es NSrog /i Meddués, UNdsotheg datzfor the

allow for data received fromUAVs to be readily _
comeritigs 480; n Adtheualy dhe edepicisAnsempaiee 430 eatrlowsngr harodisk,
0 r .
ol BR A i bt K05 A8 S0l i i Hfark ' v
appreciatel that hoeeh& types\Vifd eomphterfreadablé nhediaethat Tae store data

BB B BB R TRy R0 MRl B8, iAok 81E Pfafies, s
mément eafdle! Blgitalite6 sk €DVDS BémbulliedartilyebaRAMs, ROMs,

access to a mag dat abase 430 (which stores naps for

smaaré §ardghBaeot lagyemaneeryt 8¢) . a combat pl ans
dat abase 432 (which stores conbat plans for UAVs
[0042) at i Repgramameidulasaegn benstesad) in thedsysiemi pemosy K84, such

oo SR be B8 G- 8t 881350 ok ARAR PR APt e
control of UAVs and that allow for data received from UAVs to be readily
accessed in a convenient format. The system memory 404 may also include a
web browser 428 for permitting the computer 400 to access and exchange data
with web sites in the World Wide Web of the Internet. The application

programs 426 may have access to one or more databases, which may be
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| ogi cal connections to one or nore renote conputers,

such as a renote conputer 450. For exanple, the

comput er 400 may be involved in performing a first set

of tasks in a workflow and the renote conputer 450 nay

be involved in perform ng a second set of tasks in the

wor kfl ow. I n another exanple, the renote conputer 450

of fers an input source for a workflow facility hosted

at the conputer 400. Likew se, the conputer 400 may be

i nvol ved in desi ng wor kfl ows having tasks to be
mtﬁ@naloorn@atebyaltthe?neen@neumnpﬁoreexalrsple lth& ecanieuter may have

oG R hed STBLREN RS d50 SPI5B8 o vy

opmereddeu icombab plavfslwtabammm rowmh rskor@ed}ammcblans for UAVs
the el eme

i cal i.ncl udes 0
oRaL8Ing IAmiBEvE T R oH Dl b BPU SHHER IRyabases 434.
renpte conputer 450 includes a nmenory storage device
[0842h as Taeqrasmpeter #0043 opp@te dhdt REWWEH RS BRVIERIeRtyUSINg
t 0
Iogﬁai %ghﬁ?ﬁioﬁsfﬁi;%?\%e??n rtlgreg Eﬁ%‘&%@ otegf% sYJ'cﬁ 9:?3’3 remote
cmu;mheaéS@hrF@m@xamplegdhb cmrmwtaeﬂ()ﬁ)may( beANb)vetsm rarfaming

i de ar et wor k r Internet 456. ch .
a st Sef R RsRE @ miarlioly Ak B8 (ol Gt 45D au be involved
in §JErRITMINgS 8-sdcBAd Gl tasksNit ther Werkflow! rlar@icﬁhexaaxabmble the
Internet. [0044]1n a LAN networki ng environnent

rem% GBS HOT R TNBU SRIoR N SuNordlow hcéugho%ﬁd at the
EP"40 rl‘.‘ﬁ%é()@é\% Y %Bfrgﬁﬁgr( gggr}lrngg mu',i\?b?Y]ééP% H¥gning

en use in a net wor
wcorkﬂqws daavmgaasks tnbeé m:erfochaed dyrthe eemote ooﬂmputeﬂeﬂxﬁOc eLike the

es [,i shi n conmun ons pver the
copgutey 468, thE P BiS BOMRONeY Hnoditin 58 Bipsradhalichinudst, B¥erver,
a fdRkH, CRlneWorRIPO! aBeerofieléd, dor 6IheP @oiMOG rtdmmoﬁode and
can be stored in the renote comput er_ 450, such as in

typigallygingludgs imanysgrall %tﬁ‘@eelgmelnﬁse@eﬁ%'bﬁﬁémé’?é%ﬁh@ Gampputer
400, \'}\'A){[)I nﬂ&k__‘lt}’\err% Q'c%‘?ndél,f}é?‘ 4506n06540 km‘éﬁrﬁﬂ?%bn%@% device

sho ure are Yy Sone exanp
suebt abl a stiisk gdm@m%m cafherremoté scdu”epme nMadrpay ebes logucally

co R BIB e e IBN A0 5 5% P PO oA Mt
to Qfélmhbﬁxbat‘éo%u@ﬁcbsf ®Idlgh adaepalt freadidiwork G’LANSF abhest a wide
her ei n, RFC s of the invention are equal

arga yﬁ‘leﬁ"&%l( "h&H é%tem?té’fﬁ@etﬁﬂﬁh(”%@\(ﬂ”ﬁgg &hv F@%’ﬁéﬁﬂi #g well
oyt C a t h t
o R Pl RS WS oo B SRS, IitarRS &R the
Intermat. dlagrans t hat show processes that occur within
the environnment of Figure 1. These flom1diagrans do
[0044] shoim alUAN urem/om envieorthertg ée odbmpatex 400 is connected

o RS AP 5 30 4057 TR SRR R e

406%! GVABH u’éé& |MV'aJ WAIQQ%%%% 8alirornehtf Hf&&dnﬁﬁﬁteﬁamoo often
exchanges of commands and a may be repeate

incladess@ mede et other deyipe dokpsteblishing conisrnigsfiens over the

RSP SEY P8 FAO0 el TREATER gl BB Goation

data may be transmtted through a nessage queue, over
HTTP, etc. 16 o



[0046] Figure 5 is a flow chart showi ng an exanple of a
routine 500 perforned at a nobil e device used for
controlling a UAV. For exanple, the nobile device my

be a nobil e phone configured as a ground control

station, which can be operated by a user to send

control signals to the UAV and/or receive data back
fromthe UAV, such as nonitoring and surveillance

data. [0047] At bl ock 501, the routine 500 sets up a

wi rel ess communi cation link with the UAV on the
pragraehgser damnonipoet(dnsmheeewfpcan bieostoeechimpthe, rendte ceagputer

I ti. . Qe Vi trol, ch
446 2R BT sl 467 . s i TR 8hd, Buup R Wy remcity
rebBQnMeftﬁlaﬁftﬁe ORITWUIK @B8hhédtionet ¥RoWn iASFigufeUlake Anly some
this communi cation, both the npbile device and the UAV

9W|¢%ﬁ|Qﬁéa@ﬁhmeﬁoﬁwn@?rﬁ'@ﬁt“ﬂkﬁfbﬁ%laﬂ GeMRWerks; fppd other
nrmebmagh%\é,ﬂ hg ,O%@gdgﬁ%rr @egs PRI t Snagsssal, tWhEé‘%é}Hware

nor e annel's ess conmmuni cati on
platforims)isugh casethercampuder 40¢ endramode $ommvten45mtaaie described
channel s. 0 .,recej ves t he

| ack 502, th ti
A Aepectsdr rdivertaruaterSatally ke8RS afcHal S, o etwork
haih@66rr&shoringridis6aiceddcatorktovilentip&uoh noBes
desi gnat ed conmuni cati on channels. At bl ock 503, the

routi ne 500 sends control signals to the UAV (e.g
1 nst W80 control the activities of the UAV

including its direction and speed, of t av% pﬁ@s{
loaﬂékhar éQU@%c?’ fhrordn 6t are Jepiesentplivg iy 4973 fhat show
@%/ 64 that oééUrWﬁﬂLrl\ ane enlirdihe®t dratigurd fieThese flow diagrams

ormati on, UAV health nonitoring |nformat|on etc.
ddl'h@tf shqmtalbr&matnppesorofexcmrmeeatof tata obuturingteadd provide an

5o R4RR o SRR AN BB bl B BB rose
skilRidain thextelelaing arevill recdgpizedihag soméﬁmceomslmi exehangés of
conflguratl ons. At bl ock 504, assum pg the session

cafpmANdH @ndyatA Jeak RedEPeatey, varisd QIRUeRa ST shpaiegnented, and

| !,Ilmb’?é (S W@%ﬂh t
othé‘ﬁﬁ:%’éoﬁ%pg )S/ﬁ@ﬁ'gln?%y téﬁqe)e%ﬁ{/ Sessr?&%gfeﬁgoo48] Fi g‘ﬂrée{,\,ﬂ"'e not
dassribed limwWetdiha message goniainirg gsita nedy gerteansmideddorough a

message queue, over HTTP, etc.

[0046] Figure 5 is a flow chart showing an example of a routine 500
performed at a mobile device used for controlling a UAV. For example, the
mobile device may be a mobile phone configured as a ground control station,
which can be operated by a user to send control signals to the UAV and/or

receive data back from the UAV, such as monitoring and surveillance data.

[0047] At block 501, the routine 500 sets up a wireless communication link
with the UAV on the wireless communication network. For example, this may

include communication (e.g., via a control channel) with a mobile switching
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performed by a collection of one or nore conmponents

onboard a UAV, which enable the UAV to comunicate via

a Wreless tel ecomuni cati on network. For exanple, the

col l ection of conponents may be packaged together as a

nobi | e device, such as a cell phone, which is

connected to other control and/or surveillance systens

of the UAV (e.g., via a connection such as a USB bus).

[ 0049] At bl ock 601, the routine 600 receives channe

assignnment information for establishing a wirel ess
cardentiat ¢aassucidted Iwilshi thi veireless cahmimidation(neivbrkasAaa result

aqund- based tel ephone) via the wre .
o Hig ceamnicalpen oAk S IMORs b\ pd iy URYGgnay receive
chdﬂﬁéll \SsigARTEAR nrﬁ@tm@tmn( frof thevimdblle GWtChing cﬁdmrnmla) permits
wth a nobile switching center assom ated with th

a%as(slt@s@ec@hmﬂﬁe @a@nws r&fttwg irdless Ge@MBIGANR ik, including

ﬁ% o 41\ n%or{% Qﬁ% an n@z%th%énﬂel%g c @9 gdeRr 53%2’ %hé&Goutine

SOQ)U'Ecaleeﬁ(lﬁeesha‘MGI ermeratcmfmaimmuherﬁm eatablishing an

a‘?t'c‘fﬁt fq%&rﬁgwc?{g% CVé% ﬂfqﬁlgf of ;A‘ta}pgcia g %glggg’tedt & mmunication

chdrpleldICAL Biagk 503 cetroating B0 arhdy iconi sl si§nalbeo WUAV (e.g.,
including its direction and speed of travel, wea

ingiragtioaege, copirel thecstvities Ghine HAY: siing dsdiragiir and speed
h

o 4R 0R8pohd UALAS 61 AJS P, Yegcball ek 85 unv

(elgf osuraeillamce \infbemation o rviced dnfontﬂAVoh,ealMH meaith omongoring

infabirREn. BEor - EhS rroitcaneh Bkl ot HOURERR R RelbatBe via the
eswﬂmmumumcétlémﬁnl@ﬁia’a}blhbﬁh@d/o%é‘fmﬂdtﬁ@talﬁlﬂo J dats, image
i ncl ude voi ce gor ot her audi 0) dat a, ﬁ@g%’ﬁ at a,

daﬁad\eaea seta, binanydptaidext dataxetcgdepending on Angynework
coﬁf@h%ﬁoﬂgd AEbRK ‘Soﬁo%géﬂl‘r\frﬁf {Hén§e%s'%n WI@%GQQAV has ﬁnded

um ng the session Wt as en
(eWpV trees EIANeI lyad asafely) lahdedbutheeradner ead) va'rmnates the

| f h
CQWWk‘P'Cﬁh ng tﬂﬁr%bxge%@@e@g AL g bRe communi cat i on
[Obggfo] FIF%&S § is% ow Hal ghowmgog\f'ln ample 6 ' &ughe %600

i ne
performed by a collection of one or more components onboard a UAV, which

enable the UAV to communicate via a wireless telecommunication network.
For example, the collection of components may be packaged together as a
mobile device, such as a cell phone, which is connected to other control and/or

surveillance systems of the UAV (e.g., via a connection such as a USB bus).

[0049] At block 601, the routine 600 receives channel assignment
information for establishing a wireless communication link with a control device
(such as a ground-based mobile telephone) via the wireless telecommunication

network. For example, this may involve communication (e.g., via a control
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performed by a conmputer that is capabl e of

establishing a wreless communication link (via a

Wi rel ess tel econmuni cati on network) to control one or

nore UAVs or, alternatively, a conputer that can

establish a connection (e.g., wWreless, wred,

Bl uetooth, infrared, etc.) to a nobile wreless

comuni cation device that is, in turn, used to

communi cate with one or nore UAVs via the wirel ess

t el econmuni cati on network. In either scenario, the
cheomeljt evithal & omobiler switcbingstcentasr gssoeiatest ewith othewwicgiess

' ' I U, .
odtpiflsAtBR SRR b FeREr el B ERMERE ol flafon folating to
ond deoncrar wsice lcham@elslaﬂ‘ﬁ!@frrd'atathblsﬁoAt blockngn2, ehe .rputine

fromthe UAV. [0051] At b| ock 701 the routine 700
60Qeglpblishessn pelive eumunicalien lipk ¥ia theaner mere.ehanngls. At
blb&e eb’é\Vth\@ :%uﬁﬁe'amb%teéﬁss %ﬁtfbp'ﬁgnax é@rg aiReirl@RINsaB control

running a he conputer. routine 700
thesaciivlities mzfstheu WAY¥r inghudinglits elinection @nndefmee@loWntﬁa‘(eloweaponS

o8 iy S T o bR RS SRt A o

altdrnativens éte!bledoremntr@atdlmnermméy éend dat@isg smm/mttance
and nobile swtching center), so that the co

r a
NS AR CYified ARORM&tInJAY: PEBlth Zrariiaang RETEUTh i) Back to
th%CQFHHH? $3LEQMn I\é' &htrd lyeRBY ﬂ%‘ftﬁ%dt%d"@b@s% inf8ffation
ct wth t V via a partially wreless
cmmmnem:atem vial theaasuahbshea# c@mgmmatlontlné( mayt ingkideoypice (or

ol G SHRL TaSRTIAREIARD 4 Sl R 4.

dependiridien dpdtew ana netwmkmﬂgomensl out, bladcmzasasssmmg the
descriped with respect to Fi 5. At

Sassion WY Hoso UASHRES BBAER 46.rIbB1UAY, helcsalply Iopdeditas Toutin
GOTtrSféi%’é & MefRiPaticn dsﬁdhéleﬁoraferh‘?r?a‘-iﬁwlg' EhéJQfo?nM!tJﬁc&m link,

wi rel ess communi cati on"networ k. At block 704
theraltyi enslirtpther eareinusication sessidmnce and/ or nonitoring
data fromthe UAV (or via the intermediary nobile
[0050] ce) Figureeads a rfloparchasti shawisgwam ebasiple of a routine 700

ation net rk., The routine 700 t ends.
PTBEBERFiur . SOMEUETY (R dhabePLilowehg eHREUg! & JYireless
condmtihieatiS® BinReviko4 m‘éléysbt@wdénﬂﬁumbéﬁdrﬂhbt\ﬁdrﬂ{ td 8ontrol one

capable of form ng a network bri dtgmg t hat enabl es

orceriHAYE ia5n aliermabivelyop erspeles thak gantastablighr & cgppection
(est‘:;uchwfi‘éleyévswfr&iit %ﬁ?mm%pﬂer:mrér%dou%&' fled éfDHHdb%ﬁ wireless

€l econmuni cat i dn I'n"anobt her’ exanpl e
coammunlaétlom slesicedhdi |$g irutirh, tised o gooupuiCateuvith phe or more
rcraf thatI et% conflt ured, to perforﬂwﬁ}_ th
Pive HRNWEGEPS telecgmmiyniGatihn PREVQTK, g Fith 5“9”3”0 ©
cdn@&ﬁ&ﬂ Allols Ok @Q&buéthﬁséroﬁﬁerm&ceg%n@%ﬁbhl§hﬁs‘ér &an easily

wi rel ess connection with a ground control device (such
pravide eantwl commands: émubAvat MeRitefethiec BJAM, and/or receive data

feeds (e.g., video surveillance, imagery, health monitoring, etc.) from the UAV.
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ground station or a PC) via the nobile

t el ecommuni cati on networ k. Exanples of establishing

such a wirel ess connection were described in nore

detail above with respect to Figure 5 and 7. At bl ock
802, the routine 800 establishes a comunication |ink
with one or nore UAVs (e.g., UAVs that are outside the

t el econmruni cati on network or UAVs that are part of a
group of nultiple aircraft that are configured to

erforn1 oi nt aerial maneuvers). This connection may

[G9§1h a tAteblaghin0d, ttie¢ aoutima 00 aneiceiven ezondiok inputvirem a user

LR M —

at the dopuputee AOBlock FORY tte rutihe FI00segialslishes reithiet Ae indirect or
round contr ol Vi C bl ock ,5.3?(04h based on the

di %‘éé%%”@&c%hwtlﬂld thei Hg%(l? Of Rrampls ithe oSS Sy be Ghlp to

es"cﬁﬂl‘ié?PréatWA‘F\Pﬁ[pbm coirdRabs Wt NEoMpBn&hts Mgfe tHéVSWIreless
Bl ock 804 of the routine 800 may al so be reversed

telecemmuication nefwirk ée. gdaha@efst@tmrt faed m@nlerswmmgwemer) SO

taf (B 2R hen' Qiadlfiiate BReh (Sandthf ol ydlfianay uiggless
cdhhﬁ!ltllntdaeoﬁ Qavicel tirdreby coaascting morebhdéssy dieectly with the UAV
term na I V. Concl usj on 0054aFromthefore oi ng,.

vigia |pa5@ 'XWF"é%%%B”??%" s geénether avpswemeaits s ra 'é‘e 700
mb?v BIRRA. &M ARG fihk Q@#e&%r%ﬁel%@é) With p@%?ébll@fdewce

| ustration, but that various nodifications my
thatad@n,wmtwasupomwmcatﬁgvﬁhm ltJNg{ Vimaaviteless ccmnectlon such as

|
iscEERbEL M el 1808 §ar RONDEA S N ARRE SR, Benas
cartrol Ihﬂ)ut rwa;m U@f(\/ (C&)éhﬁ&nﬁewnbelﬁﬁnh?tﬂnleraieam\eam Mastn'lf pgrt via
wirel ess networks er ects u
thepuireless cCQRIMYRIRRIIAN B?t"@é y bleg%g%ﬁonﬁ%ﬁ?% ](ﬁ\@geceelves
siveilide 3pdiPEmBHREHE Lt tfRﬁﬁdthbthl‘JA\(ér R/léeriﬁ@'n"{@ﬁnedlary

Aspects of the inventlon described in the context of
mpbite devica) abieastiimpars vieetpebuirgesh cagmuticaliamnetasy  The

mggg%(tgagrt%%{rgg ments. Further, while advantages

certain enbodi nents of the invention

be desgr.i be ont.ext of those .
(OBREE i 8 %61 o T s SR b IR o  reine 800
petfbraRbastfoar@ 2@ diRjrafdthatesaghprerétSonarg @%ﬁﬁ@rﬂrbrldge that
exhi bit such advantages to fall within the sco

f
enahies GoRRIINAONCeb FanFel Jevicarewithyalher aifcralt, fuch as UAV
thhf 3 Sth&ARPbuRRILY MaBiIGRBBBIRThUHiGitITH network. In another

example, the aircraft is a leading unit for a group of multiple aircraft that are
each configured to perform joint aerial maneuvers (e.g., led by the leading unit).

[0053] At block 801, the routine 800 establishes a wireless connection with
a ground control device (such as a wireless telecommunication device at a
ground station or a PC) via the mobile telecommunication network. Examples

of establishing such a wireless connection were described in more detail above
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CLAI M5 1. Anmethod for controlling an

unmanned aerial vehicle (UAV), the nethod conpri sing:

transmtting a control nessage to a receiver at a

first UAV over a wireless network configured primarily

for nobile tel ephone comuni cation; transmtting the

control nessage fromthe first UAV to a second UAY,

wherein the control nmessage includes instructions to

control at |east one of: surveillance activities of

the second UAV, activities of a weapons system of the
witk cespedlAY, Figue boarehént Abblacke8G% dbadouliing 88fAdestablishes a

o it PRI G’ 8P Rdb A5 6 2SOtk Shaf hrd Btside the
telddnerhanicaBoTs AbtWdrk ®r UZVS Bzt afd paR ©F Q0Group f URGtiple aircraft
transmtting a nessage including instructions to

thabare epnfigyeed & perferm igint agriab mansHvers)t fbisseutiggtiommay be
via the mobile telecommunication network or via some other form of wireless
communication (e.g., direct RF, infrared, Bluetooth, etc.). At block 803, the
routine 800 receives control signals from the ground control device. At block
804, based on the received control signals, the routine 800 passes along
appropriate control signals to the one or more UAVs. Block 804 of the routine
800 may also be reversed so that the UAV receives data from the one or more
UAVs to pass back to the ground control station. The routine 800 then ends
when the control session ends or when the communication session is otherwise

terminated.

V. Conclusion

[0054] From the foregoing, it will be appreciated that specific embodiments
of the invention have been described herein for purposes of illustration, but that
various modifications may be made without deviating from the invention. For
example, while certain telecommunication networks are described with respect
to various embodiments, aspects of the invention may be implemented on a
variety of wireless networks. Other aspects that may vary include the type and
makeup of devices used to control UAVs, as well as the systems on board the
UAVs themselves. Aspects of the invention described in the context of
particular embodiments may be combined or eliminated in other embodiments.
Further, while advantages associated with certain embodiments of the invention
have been described in the context of those embodiments, other embodiments

may also exhibit such advantages, and not all embodiments need necessarily



3. The method of claim1l wherein transmtting the
control nessage includes transmtting a nessage
including instructions to control takeoff and/or
| andi ng of the second UAV. 4. The nmet hod
of claim1, further conprising establishing an ongoing
connection between a wreless device transmtting the
control nessage to the first UAV and the receiver at
the first UAW 5. The nethod of claim1l
wherei n recei ving conmmuni cations fromthe transmtter
exttibit Isacls edvactagey/ to fall witbin thecsiopenf tberipvardioad Accordingly,
di.gi tal wvidep.transni ssions. .6. The net hod
thirtugronis nGpUSd SReelias BLhe ARRSRIBL LIS from t he
transmtter at the second UAV incl udes receiving ful
size and full franme rate digital video transm ssions.
7. The nmethod of claim 1l wherein receiving
conmuni cations fromthe transmtter at the second UAV
i ncl udes receiving surveillance information coll ected
by the second UAV. 8. The nethod of claim
1 wherein receiving conmuni cations fromthe
transmtter at the second UAV incl udes receiving
heal th and/or status information associated with the
second UAV.
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9. The method of claim1 wherein receiving

communi cations fromthe transmtter at the second UAV

i ncl udes receiving surveillance information collected

by the UAV, wherein the collected information includes

information associated with a third UAV and is

collected for the purpose of avoiding airspace

conflicts, conducting joint surveillance of a

geogr aphi cal area, and/or conducting joint tracking of

a subj ect. 10. The nmethod of claiml
CLABMSi n recei ving communications fromthe transmtter

at the second UAV incl udes receiving comruni cations

fromthe second UAV via the first UAW.

11. The qret hadnethdgd fIrBohtroidgeAruh@@fh¥d R@rial vehicle QfAV),

comuni cations fromthe transmtter at the second UA
therfaethed coryyising: ng comuni cations directly fromthe

second - t . [y

an nmadabsTItRe & oonire! anéssdORRY o el dkr FEA S UAUbver o

conpri si ng: eounetassi getivonly coinfigur@dnpiimbelyt foir apbbifes telephone

switching center via.a control channel associated with

a wirel ess t SPEEHHEAHIC ati on network to establish a

wirel e$$ra‘h§mimﬁé QA | Ihtrol !ﬁ!‘fe’ss%@@oﬁr&ﬁ m@nﬁr"sP!U/W _%144 $econd
to a first UAV over the wirel ess tel ecommuni cation

networ k, whetii\h Whereip e spniplyieissage dngligdas {nstructions to

control acti f \A . j ye

signals fr omg{iﬁté&f?t?igy éﬁ&'ﬁl?’ g' éﬁggygﬁ% BE«@’Iﬁ%%gf gﬂde second
out si de t he WA\Elaesigities béaoveapuinsaystem péthesdcond UAV, and
control at | east one survei I}\%g_nce activities of

t he second URPVERN Q?Eﬁeée%mau afdhs system of the
second kbiviag doRPNiIBAtioneffrdrh @ thatmmiletdMhe second UAV.

2. The method of claim 1 wherein transmitting the control
message includes transmitting a message including instructions to control the

velocity and direction of the second UAV.

3. The method of claim 1 wherein transmitting the control
message includes transmitting a message including instructions to control

takeoff and/or landing of the second UAV.

4. The method of claim 1, further comprising establishing an
ongoing connection between a wireless device transmitting the control

message to the first UAV and the receiver at the first UAV.



13. The nmethod of claim 12, wherein establishing a

W rel ess communi cation |ink includes receiving a
channel assignnent that pernits access to a designated
channel of the wireless tel econmuni cation networKk.

14. The nmethod of claim 12 wherein sending contro
signals to the first UAV includes sending the contro
signals over a data or voice channel. 15.
The method of claim12 wherein establishing a wireless

conmuni cation link includes receiving a channel
assi gnnént t Haxe pwtihed of alaiesd wbeeeume'gcgmgeebmmrimhons

ol bR R0 L SRR AR T b 5 e it

viflee raasmyssimisneen 824 and 849Mz. 16. At
an unmanned aerial vehicle (UAV), a nethod for
rel ayi ng control instructions froma renpote source to

anot her gUAV, 1t n{?ﬂﬂcﬂp%fmm HSiRGre r‘i ‘?Eéélvwggccflﬂmumcatlons

i ndi cation of a nnel assi gnnent rom a
fremi th@htragsmétera’t theheeasind UAY/ iinodlidest remeiving et sizeeand full

C r,Ql nneI associated with a wirel ess
fr%rh%{%g @g{t"f“ vllld %W'Ss'gﬁa wher ei n t he channel
assi gnment permts access to at | east one designated

channel of the wi rel ess communi cati on network;
recei vi g cordheomethash of §|€F*moﬂ1 Whereir feeRivigg GrBMyNigations

fréri® 1 ﬂrgr?s%ltt Pead§sd 95% ‘ig%\?rg'{clud\@!ge?&%?vlﬁg surveillance

control s are use | ea

lntmnwmohmaMmﬂeatwnheSBesubUAAMe ot her UAV, activities
of a weapons system of the other UAV, and novenent of
t he ot her UAV; and

8. The method of claim 1 wherein receiving communications
from the transmitter at the second UAV includes receiving health and/or status

information associated with the second UAV.

9. The method of claim 1 wherein receiving communications
from the transmitter at the second UAV includes receiving surveillance
information collected by the UAV, wherein the collected information includes
information associated with a third UAV and is collected for the purpose of
avoiding airspace conflicts, conducting joint surveillance of a geographical area,

and/or conducting joint tracking of a subject.

10. The method of claim 1 wherein receiving communications
from the transmitter at the second UAV includes receiving communications
from the second UAV via the first UAV.



transmtting the received control signals to the other
UAV, wherein the other UAV is not wwthin the wreless
conmuni cat i on net wor K. 17. The met hod of
claim 16, further conprising sending data signals from
the renote source via the at | east one designated

channel . 18. The nmethod of claim 16

wherein the at | east one designated channel is
associated with a frequency between 824 and 849MHz.

19. The nmethod of claim 16, further conprising

gener at illg addet methad ebrriaigl 1swheis reegiving ceammupigations

e.Qr : It jQn ' fi t. L0t I
SGHE GRS R AR St A incl ] FeELihRE sqmpmypications
diggatiyifrone thebgeddmel SRYoNd UAV. 20. The

nmet hod of claim 16, further conprising generating
addi tional control signals for receipt by the UAV,
wher ei n qphe ?\dmeihcﬁﬁﬂir RblIiRY aH gRRLANEQHeral véfiBle (UAV),
actions of the UAV. 21. A nmethod for
theamethed woounising: 1 i ng an unmanned aircraft, the nethod

conpri si_ng.  conmni i ng .W.t C rol_pode in .
ool oo cBm AL ity A0 mdci, BiEttrOenfiifig) Befter via o
conmuni cat i ogohtrslk Wichhnhéle urRBsdigdail r eitk t, avherwirgless
the communi cation |link includes a wireless. . .
conmmuni cat i ofP'RSRMMRINIGAHAR pRetWOTS tiRe GRIRRNPRG @ Wwireless
aircraft to EQH%UHi&éﬁo‘?\ Wkt h at |east one node of the
W rel ess tel econmuni cation network; and

sending control signals to a first UAV over the wireless

telecommunication network, wherein the control signals are
used to control actions of a UAV; and

relaying the control signals from the first UAV to a second UAV
located outside the wireless telecommunication network to
control at least one of: surveillance activities of the second
UAV, activities of a weapons system of the second UAV, and

movement of the second UAV.

13.  The method of claim 12, wherein establishing a wireless
communication link includes receiving a channel assignment that permits

access to a designated channel of the wireless telecommunication network.

14. The method of claim 12 wherein sending control signals to
the first UAV includes sending the control signals over a data or voice channel.

15. The method of claim 12 wherein establishing a wireless

communication link includes receiving a channel assignment that permits
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sending control signals to the aircraft, at least in
part, via the established communication |ink, wherein
the control signals are used to control at |east one

of : surveillance activities of an aircraft, activities

of a weapons system of an aircraft, novenent of an
aircraft, and operation of a payload at an aircraft;

and relaying at |east a part of the control signals
received by the aircraft to an aircraft out of range

of the wireless tel ecomuni cati on network to contro

aqoiees dot a giesighatachehanmelodf then gireldssclelsicommunication network,

g BE 0 e 8 oo ST ke blcen
8Zﬂeawwskglmeiznect| on. 23. The net hod of

claim 21 wherein the communication |ink further
i ncludes a non-w rel ess aspect that permts access to

the at hgast Apgg d"rf?ﬁgnr‘r'gq(éé“ﬁal‘%rh?él@%@AV) a method for relaying

t el ecommuni cati on net
control instructions from a remote source to another UAV, the method

comprising:

receiving an indication of a channel assignment from a mobile
switching center, wherein the indication is received via a
control channel associated with a wireless communication
network, and wherein the channel assignment permits
access to at least one designated channel of the wireless
communication network;

receiving control signals from the remote source via the at least one
designated channel, wherein the control signals are used to
control at least one of: surveillance activities of the other
UAYV, activities of a weapons system of the other UAV, and
movement of the other UAV; and

transmitting the received control signals to the other UAV, wherein
the other UAV is not within the wireless communication
network.

17. The method of claim 16, further comprising sending data

signals from the remote source via the at least one designated channel.

18. The method of claim 16 wherein the at least one designated
channel is associated with a frequency between 824 and 849MHz.



19. The method of claim 16, further comprising generating
additional control signals for receipt by one or more additional aircraft, wherein
the additional aircraft are part of a joint operational group led by the second
UAV.

20. The method of claim 16, further comprising generating
additional control signals for receipt by the UAV, wherein the additional control

signals control the actions of the UAV.

21. A method for remotely controlling an unmanned aircraft, the
method comprising:

communicating with a control node in a wireless telecommunication
network to establish a communication link with the
unmanned aircraft, wherein the communication link includes
a wireless communication channel that permits the
unmanned aircraft to communicate with at least one node of
the wireless telecommunication network; and

sending control signals to the aircraft, at least in part, via the
established communication link, wherein the control signals
are used to control at least one of: surveillance activities of
an aircraft, activities of a weapons system of an aircraft,
movement of an aircraft, and operation of a payload at an
aircraft; and

relaying at least a part of the control signals received by the aircraft
to an aircraft out of range of the wireless telecommunication

network to control the actions of the out of range aircraft.



22. The method of claim 21 wherein communicating with the

control node is performed via a non-wireless network connection.
23. The method of claim 21 wherein the communication link

further includes a non-wireless aspect that permits access to the at least one

node of the wireless telecommunication network.
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