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- 1 DESCRI PTI ON DATA PROCESSI NG ‘METHOD AND I TS
APPARATUS TECHNI CAL FI ELD The present invention

relates to a data processing nethod, its apparatus,

its program a sem conductor g¢ircuit, and an

aut hentication apparatus useful in the case of

conducting a transaction through a network using an IC
10 (integrated circuit) PRSCRIPPEI@N A card or a nobile
term nal apparatus. BACKGROUND ART At the present

time, conmunication systens using |C cards etc. for

t ransact:i ons through the Internet and other 15

net wor ks pAEAbEROCEEEYREONEFHODN ARKC R T ﬁ@@ﬂ&ﬁrﬁﬁ'on
systens, a server receives fromfor exanple
‘reader/witers of I1C cards or PCs (persona

conputers) processing requests using the |IC cards and
perfor@%qﬁﬁ?' u%ﬁ i cation, data encryption and '
decryptio her processing. In the above
expl ai ped communi cation system however, it is

envi si CHEJ PEREEY davenitignr agdates ftor aadadaag@nmm:'-ng
of IC cards will be received sinultaneously or in
giedhod,i #bs gppawedsis 25 teptdysaasesenbeosdurebrh@breuit,

~to be able to efficiently - 2 - handle such processing -

afdlant authehthieatiadns ﬁb}b&&a&%@ews@%ﬁ&%‘: WHeS chse of
plurality of

conducting a transaction through a network using an IC
(integrated circuit) built into é’card.or a mobile terminal
apparatus. |

BACKGROUND ART

At the present time, cdmmﬂnication systems using IC
cards etc. for transactions throggh the Internet and other
networks are being developed.

In_éuch a communication systems, a server receives
fromnfor'example reader/writers of IC cards or PCs (perso;al
computefs) processing requests using the IC cards and
performs user authentication, data encryption and decryption,
and other processing.

In the above explained.coﬁmunication system, however,
it is envisioned that processing requests for a-large number
éf IC cards will be réceived simultaneously'ér in shért time
periods. |

In this case, the ser#erjhas to be able to efficiently
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application prograns for processing for procedures
relating to a plurality of settlenent businesses and
perfornms 5 processing using selected application
progranms in accordance wth 2he processing requests.
Such processing requests also have to be efficiently

h@gﬁﬁf@.s%%%téﬁﬁ?egg%égerg Qyg. £xpl ai ned communi cation

system plrca N progr am execut ed by the

server /has .to 10 describe codes using key information
or  acdMUSHF 1 8 GRARET HTIDaReR | DTRFS Lot kb ThaLy of

~operating the IC cards. Here, the key information and

AR AT Pgasnrns £an PEoReeshng diny prpcedunemnagirting

of the server if expecting security of transactions

ks iy Rhurdid oarelf . sdStTdmert desinassde padtpethérms
manager of the server produced and custom zed the
Fpidecsatimy upl G SeFe P app2 4 bath oh' PEn 8l Eccordance
service providers. Wth the manager of the server _

e ey PR A eSO PR P oAU PRt atso

e ager .hecqnes,great. Further, in the
g%%%éqg&%%héﬁg} ?R£;¥(#§ﬂdé%é;¢ﬂe, appl i cation
prograns of a plurality of credit card conpanies or
ot her BUEtheZsein the %&ﬁﬂ? gypilpdapdogonruniaatignesystem,
produced by the individual businesses and downl oaded

thet aprdd cadviver prsigygp ensandied: diyp uiter seatvier -hads s

expl ai ned above, however, when the above expl ai ned
desveibeunsdapphs tagilosy AMEPE it Eopl Heabkbingl IC cards
busi nesses, it is necessary to ensure that the

RhACEHEFAYiB8ha®aEBmmands for operating the IC cards. Here,

‘the key information and operational commands can be known

"only by the manéger of the server if expecting security of

transactions using the IC cards.

Therefore, in the past, the manéger of the server
produced and customizéd the application programs upon
requestA f_f:om the above service providers.

With the manager of the server producing and
customizing application programs in this way, howe.ver, there
is the problem that the load on the manager becomes great.

Further , in the above explained server, for example,
application pi:dgz:a.ms of a plurality of credit card companies .
or other businesses run. Such application programs are
produced by the individual businesses énd downloaded to j:hé

server using personal computers etc.
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appl i cation programnot be nonitored or tanpered with

by 5 another application program On the other hand,

there is a demand for providing diverse services

while transferring data betwe@n-application prograns.

Further, individual businesses download their 10

applic th r, e deb t hem i

accordgﬁ%e MAEﬁg%eeg B&ﬁ%nﬁ?ﬁgﬁéﬁd W$Q ug?nes es &kplained
or_debu

t to_th
S SOy B B 0BT, o S,

i.s necessary to prevent programs 15 in the server from

B g |‘H?‘?::?§?’§]Yt'é‘i’fp%‘?%‘6mw t the preeepsingeofoeach

realizing this, for exanple, there is the techni que of
dtan mqgmsmh@qsumk@edlmfotampeﬁQdMEﬁh by

accessing the server. Usually, such key information

e cathare chppl dfdeet i vofard. t er m nal apparatus 20
(personal conputer), however, so there is the

pOSSi bihi the Serd:l Helra us&egaad Eoblg
security. Ehrther t he 'LSI rm ng ?%e 5§%v r dlng

e bui l.t-in CP o
SRR SGLUEL 1SS, R BULELE LN T IR G20, o scation
25 In such a case, data flows over the bus provided
BEPAEBM®4 the LSI chip and external nenory, so that
data can be viewed by probing the bus. Wen the above
expl ai Fegtberveindividval busdmesseisaldomisal tiheris,
personal authentication, and other highly
application programs to the server, then debug them in

accprdance with need.

When individqal businesses download application
Programs to the server or debug those application programs
in this way, however, it is necessary to prevent programs
in the server from being illicitly tampered with.

As a technique for realizing this, for example, there
is the technique of authentication processing using key
information when accessing the server. Usually, such key
information is stored in the memory of a terminal apparatus
{(personal computer), however, so there is the possibility
of illicit use and there is a problem in security.

Further, the LSI forming the above explained server

‘has a built-in CPU. The CPU sometimes accesses a memory

outside of the LSI chip.

In such a case, data flows over the bus provided between
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5 confidential processing, however, as expl ai ned
above, there is a problemin security if the data is
probed. Further, the above explained server is
sonmetimes conprised of a single conputer. In this
case, a single conmputer runs a plurality of 10

Iatl q.lo a urallt i ces provjded
Mhegg%?g%gﬁta SRR “Wf‘é’ﬁ: 58e§ \f?%%% Fahfeeviewed
Eﬁgﬁ@y confldentlal data such as with settlenents,

Ringcthey ¥ em that there is a possibility of
the highly confidential data owned by each business
bei ng Mhencthpyabgge xomiaiged seryepepedforis bycommercial
anot her busi ness. Further, there have been the
wmdnaaqu;qnsyﬂpansoMum1autﬁénkfbaxxbﬁunaﬁuwétw@ﬁEﬁﬁ§h1
conputer as. the above explained conmputer. FIG 13 ;

oS delift iRAS beocekiayr ahb
coput & 6101 - cérnput‘é%%%iaz’ﬁ%aﬁl?%ﬂ%a%

U,6 ol si ng the instructions
gﬁd dat a dg%ggugﬁnﬁiad@ﬁ%om& }P%c&’fé'rhe CPU .
602 ou%g %g dre s for access.in the nenory 25 603
to an addrass- ove sxplained seryecpdssePmatimes

fromthe nenDry 603 or wites in it according to a
EpnPréped gfalk séogleTeeompydgirtc A nodul e B, and

nodul e C stored in the nenory 603 are processing -

units Dh shpsogaam, havsiggipeebhpaterf tafls Aplurality of

pPrograms relating to a plurality of services provided by

different businesses. When those services handle highly

confidential data such as with settlements, there is the
problem that there is a possibilify of the higbly
coqfidential_data owned by each business being illicitly
acquired or tamperéd with by another business.

Further, there have been the following problems when

using a conventional general computer as the above explained

-computer.

FIG. 133 shows the basic configuration of a general
computer 601.

In the computer 601 shown in FIG. 133, a CPU 602
rerforms processing using the instructions and data of a
program read from a memory 603,

The CPU 602 outputs an address for ac'.ce_.'ss in the memory

603 to an address bus 604.
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A debugger 605 checks the operation of the CPU 602 at
the tinme of devel opnent of a program It uses a HALT
signal to tenporarily halt the operation of the CPU
602, read internal informati®n-of the CPU 602, and
informthat 10 information to the program devel oper.

e a Bat o e P BRA RSAR E Bt e Memy, 5 O writes

nod assune that_the routine of the basic

ule C . I e,
Fiheth GETMPREFES P FRAFERLI Bignak $6QR v

confidential. I'n such 15 a case, since the nodule A

i s a bddie maghdis dn, Maduyle Feceyshmodule [ atickedinin the
envi ronment enabling the devel oper of the nodule B or
msthAy €08oade i@ sdinguagnanofAs pieyrdaRavihgl specific
this, there is the nethod of distributing a library. .
Funztidmxpressed. in an i nternedi at e | anguage bet ween

20 a hi gher | anguage and machi ne | anguage (normally

cal | edaa " [y | '\ but_ _qnal ysi.s ,i.S

rel ati 9e Ilal)‘/3 bg g?%%n?ﬁér & %rélg% %gethhl)e’g r?‘%é’ & gzllt?lrﬂy iotti 1‘_thlﬁaatcptq] e692
rocessi.ng rautine of a programdesired to be kept

B PR A VS LeRmEE 0D HARS Tt 9385 PHBRLT algnal

anot her nmeans, the basic nodule (in this 25 exanpl e,
fRe tRBBGrETALY hadftoithe opearedimmnmms 368 0BV &hZncmad
6 and, rather than using it as a library, the
#everopdr idfeehepdont bE Shiel WRTE 6029SU RN infatrnd Rhat
basic nmodule is present at a specific |ocation. Even
#hfbrihtioneeds thaopRvgrant BRA@1cpehe problem 5 that

it is not that hard for the devel opers of the nodul es

B and fiatg, readri6e 1994l 2cAi8! QLGHnbA LHELTRHR  Yollie A
has a basic function used by the module B or the module C.
Here, assume that the routine of the basic function
included in the module A is highly confidential. Ix; such
a case, since the module A is a basic function, it is necessary
to provide an en\(ironment enabling the developer of the
imodule B or medule C to develop its program. As one means
for. this, there is the method of distributing a library.
This is expressed in an intermediate 1‘anguage bgtween

a highe;: language and machine language (normally called an

- "assembly language"), but analysis is relatively easy. There

is a high possibility that the processing routine of a program

- desired to be kept confidential will end up becoming known.

Further, as another means, the basic module (in this

example, the module A) jts- stored in the. memory 603 in advance
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this tinme, the read content is in-a nmachi ne | anguage
of a level which the CPU 602 executes, but there are
tools for converting this machi ne | anguage to an
assenbly | anguage. 10 The fo@it+ne can be anal yzed-
relatively easily. Further, there is the problemthat

t d e. B_and can t or ar,i

o Aot b il lﬁg%%ieag% tie Sradree aeviiops
ecy n of the nodul e A at devel opnent stage of

S 4P T om et SETRA e P TS M et e eemt at

t he contfent of the sane and thereby learn the entire

rRE3IHCDE the program of the nodule A

Further, an application program running on the above

expl ai Fane s avivtdy tHhdmd meminsqy hebaexrerchahgireg idatthe Ip}g;blem

data, 20 and other high security data set by the :

$hat de [dsoviodetha tSRaklBerer hefe M®Pe Poplor® g f Be modules

protecting it fromillicit tanpering or nDnltorlng A '

B atld ejiertrld Wi MRRAY A 0 P90 $hkP deso:f". At

data processing nethod, sem conductor ciTeu

' r ffi tl, perforn1 oce
facg%rghncé @%: ré%ﬁacoﬁ 5 &'1%uﬁﬁeF BRefigee q%%age of a
ﬁ cond o%|ect of the present invention is
| o &é’h Hhgatr QRcs¥prytRyhbut $bareondectools for

CIrCUIt and program enabling a user to produce and
€8§F8#F2§gaﬁhaspmﬂsbnnenlpnggagﬁl@b aheassembilly Nanguage.
executed by a server without allow ng the user to

- Ther rohitghky caanbedentuilgkelniel agivenly Aakhigd obj ect
- of the present invention is to provide

Further, there is the problem that the developers of

the modules B and C can temporarily halt the execution by

' the CPU 602 in the middle of execution of the module A at

the development stage of fheir prqgrams. so as to learn the
data handled or the content of the same and thereby. learn
tﬁe entire processing routine of the program of the module
A, |

Further., an application program running on the above
explained server handles key data, charging data, log data,
and other high security data set by the service provider,
so there has been a demand f&r protecting it from illicit
tampering or ‘monitoring'.

A first object of the present invention is to provide
a data processing method, semiconductor circuit, and program

able to effic'iently perform processing in accordance with
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a data processing. met hod, sem conductor circuit, and
program abl e to prevent each individual application
program from 10 bei ng influenced by anot her
appl i cation program when the gane seni conduct or
circuit runs a plurality of application programs. A
fou bj f_the present invention is to provide
dgdgégg%r%gﬁéggnakn%f%%ﬁ?sﬁﬁﬂiE%ﬁﬁﬁ%?ﬁr circuit, and
program 15 al]ow.ng transfer of data between
appli cdt F6TPoGPAREL| ¢f dh@Pasaestvirventian s |te provide
preventi'ng each application programfrom bei ng
i3 dpdi Pyoeanspingmetihdd, semiconddetetrocirdyit handbsprogram
of another application programwhen the sane
SHRELITI | ouseEr 1 Cali prodinsSe dapd Udwd toiiHé MPPAPSBLEQBion
20 progranms. A fifth object of the present invention .
igrdgr i OF dhe skt APV CSHATRINCD SEMCONGHERGh
circuit, authentication apparatus; and program

b e f..accesq. to a_server _or. opher .
?el%mg}oln tg?l %rﬁglg%cﬁt} tl%%or elfé P'eg??ﬁ‘fﬁsﬂgf"ﬁg itkofhation.
accor dgn .mﬁthP[i ts_tq the same. 8 A sixth object
of thei‘pggéﬁﬂto AERtPHrF1e Aressndyigyention is to provide
sem conductor circuit and data processing nethod
endpFR Ryoqsasicuhmedbod, s enicoiduater i dymingi ahdi precgram
even when transmtting highly confidential data '
bbileedr phrevesdnieamhd dsidinicivaluiappaiic st ST xRt Of rom
storage circuit through an external bus. A seventh
bbjiagt iafluendeide PN lanctHeH iapp1itaitd i P dtfran WP the

processi ng apparatus enabling the confidéntiality
same semiconductor circuit runs a plurality of application

programs.

A fourth object of the present invention is to provide
a data processing method, semiconductoxr c¢ircuit, and program
allowing transfer of data between application Programs in

accordance with need while preventing each application

program from being illicitly tampered with, monitored, etec.

by the user of another application pProgram when the same
semicoqductor circuit runs a plurality of application
programs.

A fifth object of the present invention is to provide
a.data processing method, semiconductor circuit,
authentication apparatus, and program enabling the content
of access to a -server or other semiconductor circuit to be

restricted in accordance with rights to the same.
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of instructions and data to be mai ntai ned between
prograns 10 when executing a plurality of prograns.
An ei ghth object of the present inventionis to
provide a sem conductor circait enabling the
confidentiality of a programto be executed to be

0 AR s A IR LT L Brovsae

method, and its program enabling the security of an

ATy CATeRdinpRg data Mreasssidtg metheod enabling

i mproved when providing a service using an IC or

dthre reqnidgnikall Y cof tdath S8 ISYREa DRt S HEed YR Ghen
20 To achi eve the above expl ai ned objects, the data
prarensi tigime thhiogh f  ddvef fdest i p@ata Gbeth@eh N¥RAL I ON

is a data processing nethod perfornmed by a

SRRV Wit Aﬁaa¥%&Hﬁ%¥ﬁH&@£8r3s9£H%3LiEir;uit

of processing requests, conprising the steps o

IR G | Egaﬂﬁgqﬂﬁpt data 25 including job

execut’l on ofﬁg? at'a showi ng an order of - 9

execut i,on_of pluralit f jobs form ng processing in
accor dan’i:%"?\ﬁ'ﬁh b 3&5&08&5‘%@%‘8&?@& igNENELap s Fetprovide
showing the state of progress of execution of the

B Gr&R PYFosessipy apperatys emalddng Wrhe iconDidentiality
processing requests, selecting one job nmanagenent

gft anstonrthengeandatataptarbé inyiwtajnbd bategenestograms

data based on a predetermned rule, selecting a job

whenbexexatihgdanpliurhasey oF HiwgaMdls data and the
processi ng order data of the sel ected job nanagenent

dat a, £ QGYH#1obRectebL MRfpk8lendNfhvyRdeling J 1S provide

status data
a semiconductor circuit enabling the confidentiality of a

program to be executed to be improved.

A ninth object of the present inve_ntion is to provide
a data processing apparatus, its method, ‘and its program
enabling the security of an aﬁpliqation program running on
the server to be :i.m'pzfoved when providing a service using
an IC or other integrated circuit.

DISCLOSURE OF THE INVENTION

To achieve the above explained objects, the data
pProcessing method lof the firs£ aspect of the invention is;
a data processing method performed by a semiconductor circuit
in accordance with a plurality of processing requests,
comprising the steps of: generating job management ciata

including job execution order data showing an order of
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10 of the selected job managenent data in accordance
wth the execution of that job. In the data
processi ng nethod of the first aspect of the
invention, first, the semi conductor circuit generates
j ob managenent data including job execution order data

15 ShOMA ord exec tLo of a plurality of
BT %? %P f%ggihbylﬂ EYA ?dgﬂE@EﬂFtHr8°9331ng in
.proceSS|ng zﬁgyest and status data show ng the state

he A RIS T t‘-‘r‘i’élﬂegﬂtuﬁaﬂl stals dadn ﬁbpw:mg
each of ‘the plurality of processing requests. 20
Ndve state ofnbrogaessorfcexecutiseleftthoopdurellity of jobs
managenent data fromthe generated plurality of job
Eanngakinbfdeha PRSEANL DEy M padRie¥sTnde Qewla_gtsl\leafsalectmg

the sem conductor circuit selects the jOb to

Ly bﬁdmaﬁégeﬁéﬁ%d d2bal o ﬁLér'e %Seqﬁ;:%tﬁ%fj Jpll;b}lq:all ty of job

pr océssi ng 5 order data o

t 10 hbxt sen1co r cir
execglt%g%q}%?aste ec%seod Bbh.2 Pﬁ’e’gﬁ e e c’b ct%?fec‘tlng
circ i%gu dates the status dat a of the selected job
ﬁaﬁsé nPedg¥kgikedcBexYahegedi PR theecgtatupodatp and the
that job. Further, the data processing nethod of the
PPP§PS§9thPrd@r ﬁh@alnfehheoaepeetedabby hamadpanent data,
conprises a step of updating the status data of the
ebeatddg thamardgemd at,a,and hpiaalRE g SnecidMata
managenent data fromthe plurality 10 of data

. §Bdyh8Sselected job management data in accordance with the

execution of that job.

In the data pProcessing method of ﬁhe first aspect of
thq. invention, first, the semiconductor circuit generates
job management data including job e#ecution order data

showing an order of execution of a plurality of jobs forming

processing in accordance with a processing request and status

data showing the state of progress of execution of the
plurality of jobs for each of the plurality éf processing
requests.

Next, the semiconductor circuit selects one job
management da.'_ta from the generated plurality of job
management data based on a predetermined rule.

‘Next, the semiconductor circuit selects the job to |
be executed next based on the status data and the processing

or_de:; data of the selected job managelﬁent data.
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Further, the data processing nethod of the first
aspect of the invention preferably further conprises a
step of selecting one job nmanagenent data fromthe

-plurality of data nodul es-afiter updating the status

data of the sel ected job 15 managenent dat a. Further

't he da ro SSI od. of the f.irst aspect _ of
i nvent ?q%r:f@ﬁré ery yc? R AT W%?xﬁ%‘l&&ﬁ Ghe 531e°t9d

degFtlng the job managenent data when all jobs formng
* processing in accordance with the processing

request "finish 20 being executed. Further, the data

pr oces¥ewl  nthieogenficohdutitost cagpudtt uphattes the status
invention preferably further conprises a step of

datei vEnghé heesoeas Sjol) matddenen tf HaEkADn | AtE68FA4R8e with
circuit having a storage unit storing data to be used

beecAteeas SiENEhdt fehk.a procedure. perfornmed with the

sem conductor circuit - 11 or a comrunication

appar a ut d out D uttin h e

i nt egrﬁa‘#gahgfgr‘ c‘%ﬂ{gaig errﬁ%o%scf‘d}g %F%?‘ ?C?J%Mtli‘ }'?fSt aspect

d as of the_invention is a sem conductor
‘8? gﬁﬁ ’-f’ F88e§’§Pﬁ§raBM fpreher compragrce anistera of
plurality of processing requests, conprising an
vrdatingcthe ptafyetda by aththe asladted Gbb mamagesent data,
requests, a storage circuit for storing job
thengeatattilmgaocnactiodi mgnpgbmenecdakanfepfethdaipdurality
showi ng an order~of execution of a plurality of jobs
oDraabg moédplesessing in accordance wth a proceSS|ng
request and status

Further, the data processing method of the first as;;ect
of the inveﬂtior_x prefera}_ply further comprises a step of
selecting one job management data from the Plurality of data
modules after updating the status data of the selected job

management data.

Further, the data processing method of the first aspect

-of the invention preferably further comprises a step of

- deleting the job management data when all jobs forming the

processing in accordance with the proceésing request finish
being executed.

Further, the data processing method of the first aspect
of the invention preferably further comprises a s-tei: of
receiving the processing requests from an integrated circuit
having a storage qnit storing data to be uSed for processing

for a procedure performed with the semiconductor circuit
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data showing a state of progress of execution of the-
plurality of jobs, and a control circuit for
generating the job mnmanagenent data for each of the
input plurality of processi-ngi r-equests and storing it
in the storage circuit, selecting 15 one job

fromthe generated plurality

dat
%%?&%‘J“&ﬁﬁm%ﬁ%rﬁ S aobRataponghtnbPoRt Eongedata
next based_on the status data and the
ﬂ?&gb éﬁﬁgm tRIRAtetei¥Fuithe sel ected job managenent
data, and updating the status data of the selected

j ob na#a@@ﬂyqpnﬂﬂﬁanwQﬂrqmwmwdhmceemdudtdupect of the
execution of that job. In the sem conductor circuit of

timeresdtiend ias pedemifcorndifeddly il ddii £ 1H igHSEd A0y data
inputs a plurality of processlng requests. Next, the.

| G0N akQlordandd twidsD el F18ad
- PREdOL R dat a% ng%q'gér §ets

including job eXecution or der

&%m an.s&l gcgn' QLQIt(g al Iﬁ%%élq:p / Ob t vy of

processin accor ance W t
and status data showing a state of pro ress of

x8CACTOR Tof SHEHBitur A iKHPTHIS ST ERTIRI AT
the plurality of processing requests and 5 stores them
ranagemendr dgbacipelndingeiob exmcwiivn girder glitta showing
sel ects one job managenent data fromthe plurality of
fobordeagefienkedatdonNert o plearadityobfchobidi FoTalingt S
and executes the job to be executed next based on the

pratessiagamadcbh@antd wi O 8S5EH0 O A8 rdhR ¥ 2 A 8% tatus
sel ected j ob managenent data and updates the status

qata -SQIOJ:L% 594@‘&1_:@ g:fj [plpom&g %?e&ecutlon of the plurality

of jobs, and a control circuit for generating the job
ménagement data for each of the inpu£ plurality of proceésing
requests and storing it in the storagé circuif, selecting .
one job management data from the generated plurality of job
management data, selecting and executing the job to be
executed next based on the status data and the proceséing
ord_ér data of the selected job management data, and updé.ting
the status data of the selected job management data in
accordance with the execution of that job.

.In the semiconductor circuit of the second aspect of
the invention, the interface inputs a plurality of processing
reéuests. |

Next, the control circuit generates job management

data j.ncluding job execution order data showing an order‘
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data in accordance with execution of that job. A
programof a third aspect of the invention is a

programto be executed by a sem conductor circuit for

15 processing data in accordddce with a plurality of
processing requests, conprising a routine for

Gefh ae6d cuif o Lo FB GURIFAL i eyl Al @ §dKd Wb AR hfYorocessing in
execution order data showi ng an order of eXecution o

& . [ [ accardance .
w({&lﬁ\ﬁpdr%% gg'fs'fllﬂng %&i&ﬁ%ﬂ% gégggg 11}3 atsaq: G RGaBRowing
t t.at e of - progress of execution of the plurality of
-j'%gsstsél orOé; c’ﬁo% stsnec"gl?}f%cf“}'i’f'bfmgr% Yrplity ‘of jobs
requests, a routine for_ selecting one job nmanagenent

d&t 3°FPEApnre Watbr the Plynakidy of BroFessingayemuasts and
data, a routine for selecting the job to be executed :
werasaddemin thes isaragate i t25 t he processi ng

order data of the selected job managenent 13 data, a
routi n¥ekar, ekecdbhBgolheisehett e6168bs dfbl:'i Qi ddfement
for updating the status data of the selected job

daRA0EHOM thdAblurd1aR0LHANCH WalldglhifbadXefitld On Of

the job. A data procesSing method o aspect

of theyl, LNV i on | dat.a processing nethod
perforﬁg ltbygggsg?nng%ﬁ uc 5?“%& 88??°F§nﬁf‘ﬁge§ﬁcut‘as the

a Iicag)i on programfor _processing relating to a -
ngcéau 8 8§gﬁb‘%8 PrEtgPased or Fg‘@i gtajmer data pad the
seni conductor circuit can view correspondence
Prefpigtragogdes Aagncafi fhecsrleshedd dobe mbdagemendn data
-operation codes used for the application program to
apdrupdatae the cgtates datswf tdrd ddimdtanesiodf mdvdgement
operations, that is, the operation nanmes, having the

data in accordance with execution of that job.

A program of a third aspect of the invention is a
program to be executed by a semiconductor circuit for
Processing data in accordance with a plurality of processiﬁg
requests, comprising a routine for generatihg job management

data including job execution order data showing an order

of execution of a plurality of jobs forming Processing in

- accordance with a processing request and status data showing

the state of progress of execution of the plurality of jobs

.for each of the plurality of processing requests, a routine

for selecting one job management data from the generated
plurality of job management data, a routine for selecting

the job to be executed next based on the status data and

‘7 the processing order data of the selected job management
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sem conductor circuit receive as input an operation
descri bi ng program descri bing the operations of the 15
appl i cation program usi ng the operation nanes, and
having the sem conductor eindgui-t obtain the operation
codes corresponding to the operation nanes described

[ e at | descrl ro Vi, e )
é%rérahe's po%g@%%%e %lnonsfaftﬁs? 8d§f%\%§ﬁﬁ°&e€ g‘ cfg‘?élanEB“tlne
gperati on codes to 20 deflne t he processing of the

T Pedetdnd, Fher Ahn tuE fAtROE (Hhe 4alacsescdebi mgnagement
nmet hod according to the fourth aspect of the

dakentiro egsraafdands wifth tthe comgutises ofiathagjohe
correspondence instructing data further show the

COr r es Bodagdac priveiasadng e theel alf o FAlfRh akbddey &6 the

i nformati on used when the integrated circuit perforns .

in¥éntARAY dld ANUAY aRendiy trﬁéﬂl{mepé%ﬂﬁé@rbnyt%e

nanmes and having the sem conductor circuit obtai

[ e [ to th ratlon nanes

S “i@#r?%ax%g%a IR0 2 A G e e fox

Vi GMAn .t he cqrrespondence |nstruct|ng data and use
PRRF oSN 88 Lok Ath 1461 e BroIr s r | F Mg it integrated
processing of the application program Further, the
BArguditoc #hermg nmitieo @ cor comeluicdpn Ieigspyedy asin tiieew
invention preferably further conprises having the
senrespdodeocec inskiricgdngr dada dndiradgene oiaispditience
i ncluding job execution order data show ng an order of )

BaEadbhobpetatiphltalely nebd By tWaTaphIRRASTHH KW ram
the application programand status data show ng the

| E&aBEeQEtepEﬁgr§§%e&§a%é99ﬁ&%%ﬂlgfak%?ﬂw Uilldds! ¥ the

j obs, select the

operations, that is, the operation namesf having the
semiconductor circuit receive as inéut an operation
describing progfam describing the operations of the
application program using theropération names, and having
the semiconductor circuit obtain the operation codes
éorresponding to the operation names described in the

operation describing program by viewing the correspondence

" instructing data and use the cbtained operation codes to

define the processing'of the application program.

Further, the data processing method according to the

fourth aspect of the invention preferably further comprises

having the correspondence instructing data further show the

_correqundence between the operation names and key

information used when the integrated circuit performs °
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job to be executed next based on the status data and
the 15 processing order data of the job managenent
data, execute the selected job, and update the status
data of the selected job mranagenent data in
accordance with the execution of that job. A

] r _cireuit,.of fifth aspect .of the 20 .
i%%{/gent i ohqgl' g‘ OXTSSRrAsHR gc?%rt}tqsrecfﬂ’ AGLOP RHPRT anf having

| i cation program for perform ng processing relating

S PPHFRAHLERR [GIFCHLF 254 dehei koY information
conprising a storage circuit for storing
Sorrespaning Yo dtheuctierp tiom names cd¢sogibed in the
correspondence between operation codes used for 25 the
speinaddicdn depcagbimg progeanl Byt #Eewihg0tRéedosi&SPbhdence

- 15 and nanes of the operations, that is, operation .

QaERFudting Halal a6R1 e HHUA LKk AL PRRLAL . |
descri bi ngdprogram descri bi ng the Opergﬁ%n lg#:bxt:rhaet:.on to
the operation nanes, and a

AR hGAtdHAN RUATHE W el G S REQTT A p

control circui tai ni ng

corres onggn? t% thg %ggration nanmes described . in the

i nput BPEFAEFon“BBsHRER RFOFPSSLRG Bthad fithFhendourth
correspondence instructing data and using the obtained
Bperati of thridaven tiem prefiesaplacEusthgrotomheises having
,application program 10 In the sem conductor circuit

thet hemficbnbHuatpec bivbuitthgenerats Gob mmdgumniticiata

i nputs the operation describing program describing _
ihelagengt j6B BketleisApbirdall o thl WA U GANEr of
operation nanes. Next, the control circuit obtains the
OREERLEBA §PU8Splurality of jobs forming processing of the
application program and ;status data showing the state of
Progress of execution of the plurality-of jobs, select the
job to be executed next based on the status data and the
processing order data of the job management data, execute
the selected job, and update the status data of the selected
job management data in accordance with the execution of that
job.

A semiconductor circuit of a fifth aspect of the
invention is a semiconductor circuit for running an
application program for performing processing relating to
a procedure using an integrated circuit, comprising a storage
circuit for storing correspondence instructing data

indicating correspondence between operation codes used for

the applicatipn program to operate the integrated circuit
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: Yis¥ingedhen cope
routine for using the obtained operation codes to

15 corresponding to the operation names described in

the input operation describing programby view ng the
correspondence instructing data. Next, the contro
circuit uses the obtained apgsati on codes to define
the processing of the application program 20 A

program of a_sixth aspect of the invention is a
ﬁ"ég RS He e QrerHens se‘?ﬁ%‘bﬁoﬁmt‘tﬂe’éﬁ?mtnm‘as , an

runnin an_application program for perform ng
andzee'e‘gaqm fioat dnpnftting @propethkion slerpaibing program
integrated circuit, conprising: a routine for

dqaqm:xmgxgartmqoes;&trmdew | tHeN Gapy il ob program using
descri bing an operation of the application program

thien@perbiiditma, QR af Iteddy ditedintd e.ﬂf@t&gtalnlng
ci rCUl t, that i S, oper ation nanes, a routine fo

EheWope Q%Qﬂgp gg%g Sat i cat,i.n

correspondence etween oper at | ﬁgcode%éus%dezbat’t names
licati ramfqr erat.in the inte ated

dBkcripe d‘ g rFZ‘% L (fﬁjp g essitihing program by

CIrcui
operati on_codes corresEondlng to t he operation namnes

nse dastsitiaddodramncinsing the

detamhpegr opesaitign chdese tappleifinie dtheppagiciasikly Af the
data processing nethod of a seventh aspect of the
-appkhtaeionsS paogdthd.processi ng method performed by a

sem conductor circuit executing an application

progr agm enapaéﬁiagnanetékeeireﬁlt%@t %ﬁa' g %ﬁCQS fec% of
pIurallty of program nodul es form ng the app |cat|

q{@%rﬁyu%b ;Lﬁ:@g%l:erégcgla[n& q_f e@hteoolgehreérg{gxg rdaelssscr:::.b:l.ng |
program descr:l.b:l.ngl the operation of the épplication pProgram
using' the operation names.

Néxt, the control ¢ircuit obtains the operation codes
corresponding to the operaf:ion ﬁames described in the input
operation describing program by viewing the cor_reséondeﬂce
instructing data.

Next, the control circuit uses the obtained operation
codes to déf:i.ne the processing of the epplication program.

A program of a sixth aspect of the invention is a

Program to be executed by a semiconductor circuit running

‘an application program for performing processing relating

to a procedure using an integrated circuit, comprising: a

routine for inputting an operation describing program

. describing an operation of the application program using
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of fifemalls, regi stering a program nodule |inked wth
firewall identification information for identifying
the firewall allocated to the program nodul e, and

-executing the program nodu décenditional on the

regi stration being 20 performed. The data processing

: f he, | ' .
maﬁ yéé%’f‘%ﬁ}élcr%% hféa.'é p@ﬁé J(.)nt?%ra?té I 3;1??%%\}9%5, E]a?ié is,

prefer conpri ses a step
transfer or data view ng anpng a plurality of program
aptration i e | ’r‘?m‘kgb“w 107 | FAPELAG FOFRRBPOndEnce
identification information and prohibiting data
tfffusting daty indicating mprrespendepice détyeert
program nodul es registered |inked with different
foRegadiiion dedesfuoal bgnthe appliehitien ghegteh Eor operating
processi ng nethod of the seventh aspect of 5 the B
itihiee ritn teity iRl P il S e T fRE T D "B d 5551 d ) %éﬁ@spﬁtcpfc}btain

regi stering a program nodul e further linked wt
¢penlRad-a tih | ' en downl.oadin
the pr ograﬁ%mﬁﬁ%d%%%ﬁ% ghef [peration ihmes

' r..circuit to the sem conductor circuit .
SRR LB R B i B TRy Ra a0 A, Siba routine

Erogran1nndule, usi ng the downl oad key information
8gi BELREgthe (RtR iRt aRRralian sedesdtiPedebinedhipoddssing
downl oad i s possi ble and downl oadi ng the program

fabdthe AppAicakdgnngrogaamdownl oad is possible. A

sem conductor -circuit of an eighth aspect of the 15

i nventhodata preessefngubehod bEUh! sbQentUNRisp@cNof the
application program protecting each of a plurality of
invention is a data processing method performed by a

semiconductor circuit executing an application program,

‘comprising the steps of: protecting each of a plurality of

Program modulesl forming the application program by a firewall
allocated to the program module in advance in a plurality
of firewalls, registering a program module linked .with
firewall identification information for identifying the
firewall allocated to the program module, and aexecuting the
program module conditional on the registration being
performed.

The data processing method of the seventh aspect of
the invent;i.on preferably fu.f:ther comprises a step of allowing

data transfer or data viewing among a plurality of program

‘modules registered linked with the same firewall

identification information and prohibiting data transfer
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program nodul es form ng the application programby a
firewall allocated to each program nodule in advance
inaplurality of firewalls, registering a program
modul e linked with 20 firewahly i.dentification
information for identifying the firewall allocated to
t he program npdul e, and executing the program nodul e
&n d‘Fﬁ‘F% Nt ST HEORG)i 3 BTN Bej ol Reegormeredules
program of a ninth aspect of the invention is a 25
Fresrstin el belnked idth A £Ff eoean i ofictastaok L cidentiffostion
- 18 executing an application program conprising a
Agufidmeatficon. protecti ng each of a plurality of program
nodul es formng the application programby a firewal

al | ocatred R RAPTJURF NG AR 10F ANANGER ddLiR as ect of

plurality of firewalls, & 5 routine for registering a,

HHYSRAY,E o i i,rewal | identification :

?%%rﬁni?t | onLélfho|IJJ%édk}(fzeﬁ[%'b\féﬂ))’it nl%dLi%héa]? iGRRE Se % Mt AP T °F
t he .progr.am nodul e, and a routine for executing the
FPEIFIASHEE IR PRARAM Sieduls, furdhasrildmkad ori Beidrpnload

erforned. 10 A data processing nethod of a 10th
g?ﬁeéﬁ‘f@ﬁfmﬁﬁémﬁ Fre e Hiseds whethadewloeshigion e thoyram
performed by a sem conductor circuit for executing an
mppghileafron thegnargide @rthe Bgmibendtiepsrofircuit to the
i ndependently executing a plurality of application

. peRgeantupteiesi fuby drd ewibhSred&0l Sifh 8udPokll request

advance a condition for allow ng conmuni cation between

tfsﬁ @ﬁ@lbf%i’-‘ 195&93[??5!1%% %ﬂ@%&ﬂf&gﬁ] kteg{e information -
firewalI's, “judging it a co nicat1on reque
f’g&igi:leggdt Egnicggl ic’vt:i.%{'le-%he program module to judge if
download is possible and downloadihg the program module when
judging that download is possible.

A semiconductor circuit of an eighth aspect of the
invention is a semiconductor circuit for running an
application program, protecting each of a plurality ofr

progra.m modules forming the application programby a firewall

allocated to each program module in advance in a plurality

of firewalls, registering a program module linked with

firewall identification information for identifying the

firewall allocated to the program module, and executing the

program module conditional on the registration being

performed.
A program of a ninth aspect of the invention is a

program to be executed by a semiconductor circuit for
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FptTecking eaqhy ohraplwsabi

condi tion when an application program generates a

request for communication with another application

program and 20 executing communi cation between the

application prograns in accargdance with the

comuni cation request when judging that it satisfies

t %‘?ﬁi“?t ea{ned cqln.di ttj_.on. A sem conductaqr circuit of ‘

an 1 A pect AT ThPRAIGT i SOPPTIFitghduEpytine for

circuit which 25 independently executes a plurality of
éYe‘éf P ogram pogdules forming

regi sters in advance a condition for allow ng '

camarrhi ¢kl e tneegrancnpp| ftedwahl plbogated to each

performed through the firewalls, judges if a

qorogrEnc aidduld eifesdvaitde Sin 65 pherd POLPI6F eflirewalls, a

condition 5 when an application programgenerates a .

RfAESe E8F r&PIEREY LG £ din ARALREM 1 APPLY Eﬁ.tét!hogirewall

G 5§

program and executes ~ communi cati on between

Gl NI OG | .Aaccor danc w t h. the .
?gﬁﬁgﬁg%égggﬁh}ghues %ﬁﬁﬁ?]lﬁﬁﬁﬁé%ﬁ?ﬁéyﬁqgsﬁﬁ?éﬁ*@%"all
%ﬁﬁtreq%%{ﬁre condi tion. 10 _The sem conductor circuit

A CaEBR ATOITAR POty | Jrd i Eepddng fpgrexeeyting
of application prograns protected by firewalls.
e pép,gnanafu%gmec seanekittdons ) cui ttheegiegtisrtsratnion being
advance a condition for all owi ng conmuni cati on between
regfolrdedppl i cati on prograns performed through the

“firewalls. Further, that sem conductor circuit judges

if a moawua pabbaas&ﬁ?ua&tth%at of ked olthe alsp@ict Yedhe
condition when an application program generates a

F8QEA%E ohOhis a data processing method performed by a.

‘semiconductor circuit for executing an application program,

comprising the steps of: independently executing a plurality
of application programs protected by firewalls, registering
in advance a condition for allowing communication betwéeh
the application programs performed through the firewalls,
judging if a communication request satisfies the registéred
vconc.li_tion when an application program generétes a request
for communication with another application program, and
executing communication between the application programs
in accordance with the communication request when judging
that it satisfies the registered condition.
A semiconductor circuit of an 1lth aspect of the

invention is a semiconductor circuit which

independently executes a plurality of application
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conmuni cation with another application program 20
Further, that sem conductor circuit executes
communi cati on between the application prograns in
accordance wth the conmunri @ati-on request when

-judging that it satisfies the registered condition. A

f 2t h .aspect of,fhe invention is a, 25
WAL plotededd SIS eiade ot MLt eE oAl Rpuftce =
routj.ne - %O for independently executing a plurality
SO Yt PER LB A RETBRBE cetdane Freeddineapgl ication

routine' for registering in advance a condition for

- BYogHanF Earinrmed drowwthre firewsbls cajudges if a

prograns performed through the firewalls, 5 a routine
foommjurdgiatgiarf ecereiindoaid ke cthee Stedibd tsféd Scohdetion
regi stered conditi on when an application program

SRREY Al b IiREHETn fﬂodﬁannga:féafs&s i e pOs Pefor

-application program an routi ne for executing

TR0 fet pication QLG |

SO DRSS 2BR Rk R A A executes
judging that it satisfies tge regi stered condition. A
femtuglsation e FEeRR Fis 2BP 1 3pAtLepaKoFHanFén accordance
invention is a data processing nmethod by which a o
vt comaundicadidion seauestmheshindgbngsthatads satisfies
apparatus 15 accessible by the sem conductor circuit
tbenkegds taredr ogmarihtiomni ng i n the sem conduct or
circuit, conprising the steps of: having the

sem COTHdCk@hi&bhaudktoRave rausef bfatte IUAMC HYHRCE
conprised of a plurality of layers and having :
1Haupbaadntignakibatys” b pFALL PRl Ve AP IBLE PO programs
pProtected by firewalls.

Further, that semiconductor circuit registers in
advance a condition for allowing communication between the
applicatién programs performed through the firewalls.

Further, that semiconductor circuit judges if a
communicatioh request satisfies the registered condition
when an application program generates a request for

communication with another application program.

Further, that semiconductor circuit executes

communication between the application programs in accordance

with the communication request when judging that it satisfies
the registered condition.
A program of the 12th aspeci: of the invention is a

program for making a semiconductor circuit execute a routine
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20 corresponding to each |ayer able to be viewed by
the sem conductor circuit, having the sem conduct or
circuit. verify download signature informtion
generated in accordance w-tzoa-downl oad request using
t he domnload signature verification key information

ei Vi t.he 25 downl oad request, and havjng fhe
G RAnIeh Y SRatiing ¥ gtk Tiey RE pil % s
downl oad request to downl oad _a program of a |ayer °
PEFOIFEHsH Brvdact-achbydSimeyad 18 gRargrEingcfoF| ¥e@ivhering

"key information used for that verification

donadidvames 2o rearivi tovin| fxad &k kpveing ecomviunied ton between
being 5 legitimate. Further, the data processing

tbieh agpdfi date okS tpr cpnead peﬁffd:h&d NBFE UG Eh)étflﬁfewalls,
conprises a steps of: having an authentication

‘appattine §BQr?uﬁ@iﬁﬁslﬁa§t86m$@¥1&9£95ﬁ3£éQ9est satisfies

corresponding fo a layer to which a programallowed to
1 the aut hentication
o FeBLetRA LR I 2 IR e n
sem conductor circ and havi ng the authentication
SFPRFates aouettins b SommBARASR T ARTGET o
generate the downl oad signature information and
ePRhiFRtipRaPregRApadnst @naomtd nenffsmhedesntirgs t o

.the sem conductor circuit. Further, the data

peonwusdcadivet betweén tthe aﬁphiaspiaoh prafgidres invaniddance
further conprises a steps of: having an

witheilid eohndnidRRAA HEqEé Ot WHALTLAFLAGIHHEL it satisfies
informati on of the semi conductor circuit and having

the ﬂH%QSE&&%ﬁtbBBd%Q;%EParatUS encrypt use the
identification information as

A data process;ng method of a 13th aspect of the
invention is a dota'processing method by which a
semiconductor circuit or a semiconductor Storage apparatus
accessible by the semiconductor circuit downloads a program
runoing in the semiconductor circuit, comprising the steps
of; having the semiconductor circuit have a software

structure comprised of a plurality of layers and having

.download signature verification key information

corresponding to each layer able to be viewed‘byrthe
semiconductor circuit, having the semiconductor circuit .
ﬁerify download signature information generated in
accordance with a downlocad request using the downlcad
signature verification key information when receiving the

download request, and having the semiconductor apparatus
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: sem con

plain text using the access master key information to
gener ate downl oad master key information and use that
downl oad nmaster key infornmation to generate the

downl oad signature infornatan—-ZS A sem conduct or
circuit of a 14th aspect of the - I nvention |s a

ctaor. cir avi soft tu

conﬁ&ogg oY rp?%%é\ 9 ?own?glaaye g\gﬁwgf’ei u:ﬁ% & progran
Sgg#ctor circuit is able to view downl oad

T FATTT R BR kAP it drtiard st EspoHER ng
to each'l ayer,, 5 verifies downl oad signature
VerdLhmatderg ey dndiprime tigue orsdeh dtomi that Wovkf bzattion
request using the download signature verification key
ephdritzional wine rthee clriwtiltgadn s idmathosd irefpesd tiembeing
allows the issuer of the downl oad request to downl oad
2epiegma®Benf a layer corresponding to 10 the downl oad
signature verification key |nfornat|on used for that

verifi ﬁg&ltﬂart Otﬁgéz{aéaeg'rsaa gl essug?&'cgf the’13th aspect

uctor "storage cflrcul

nductor it condltlonal on t e do
8F o KR LB SRS R G CRPETOgias Mt SEePtS SHre having an
sen1conductor circuit of the 14th aspect of t he
puthantisativarrraE: (s § toréoanread maaﬁmkeyqumtmn
the downl oad signal information generated
corresponding to hhdayesowel edhdcheauesiogisimagldewmdddd be
signature verification key information. 20 Further,

dbah168800Bd16hgE ,Chafing &hl0\ws thied tistitdlon prﬂeﬂ%tus
downl oad request to downl oad a ‘program of a | ayer A
transmit the download request to the semiconductor circuit,
and having the authentication lapparatus use that access
master key informat‘.ior; to generate the download signaﬁure
information and transmit that download signature inf ormation
to the semiconductor circuit. |

' Further, the data processing method of the 13th aspect
of the invention further comprises a steps of: having an
aﬁthentication apparatus store identification infonatién
of the semiconductor circuit and ﬂaving the authentication
apparatus encrypt use the identification information as.
plain text ﬁsing the access master key information to
generate download master key information and use‘that
download master key information to generate the download
signature information.

~ A semiconductor circuit of a 14th aspect of the
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correspondi ng, the downl oad signature verification key

i nformati on used for that verification to that

sem conductor circuit or a sem conductor storage

circuit accessible by 25 thejsgem conductor circuit

condi tional on the download - 23 - signature

i.nformation being legitimte. An authentication

ATSERR oS 2 EUH- Bt qiReuit hawing § software
aut henti cati on apparatus used for authentication when
gdmuctadien sarpiiggdhm thmivwrality S dewormluctioerein the
circuit-to a sem conductor circuiit having a software
Semiconds e rdixenhidf iss Ebllealtid Wiclw [duilodd signature
sem conduct or storage apparatus accessible by that

FeFi FQRAMGIRY Key QY fornEtAld) %&&%&%m&l\aﬁ t&@hach layer,
information corresponding to a layer to ich a ,

| I - .
e g e i P QR Y fherated 1
] duct or, g' I t, d ' that . i HE tﬁ
égrynogl n g:C or " | hi:: 'oé" anr %SI n at acce Seg ster ad

information and transm tting that downl oad signature
PhEBAMIERo erd filiga tiganikeyh dddicgmadiion iwhen Fepad ving a
aut henti cati on apparatus of the 15th aspect of the
davehbrdn regueis t,r ansimatld.dwse thewilssaskr efuddte tdownismad
sem conductor circuit. Further, the authentication :
2HA68LUSOULOHNACAES R PRRYaR KT a Nhgelddirdsponding to
generate downl oad signature 20 information. Further,

 £h8 aukhNeBhHC 2 LAR tARRARALYF I Kyl fi%fo%wit%d used

Sl ghature information to the sem conduCtor circult.

for that verification to that semiconductor circuit or a
semiconductor storage circuit accessible by the
semiconductor circuit conditional on the download.éignature
information being legitimate. |

The semiconductor circuit of the 1l4th aspect of the

‘invention; when receiving a download request, verifies the

download signal information generated corresponding to that

download request using download signature verification key

" information.

Further, that sgmiconductor circuit allows the issuer
of the download request to download a program of a layer
corresponding the download signature verification key
information used for that verification to that semiconductor
circuit or a semiconductor storage circuit accessible by

the semiconductor circuit conditional on the download
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A program of a 16th aspect of the invention is a
programto be executed by a sem conductor circuit
having a software 25 structure conprised of a
plurality of layers, conpri-siZ@g-- 24 a routine for
verifying downl oad signature information generated in:
A LANES M £ dhrn WD 1024, QQHE . recei vi ng
sd%ﬁ{a domﬁ%ggd request u3|%g t %éﬂﬁgﬁ oad signature
verifigati key .inf.armation of a corresponding 5
Vayer P Airnsnbicacion anparatds of's TRED (arback of the
al lowm ng the issuer of the downl oad request to
JERVTFULP™ 15 Gt AR thantiqakian appasasosliveed oEehe
downl oad signature verification key information used
FYthendiiaadriion adreino avmn Lasditn g eniresrghtzot arumiieyiin a

or a sem conductor storage 10 circuit accessible by :
Sleaisemidyerisuc edir ciiine Wid o€ eRitifdotRictddn dhedoMlHethg a
signature information being legitimte. A
SQ@W@F&MW@'&O ri%ehno_tf %S@ﬁ?.ﬁragl\g.'%f layers or
invention is a sem conductor circuit having a date

r [ ILCUl at a _i_nput /out put. . progessin

o BERRPoRnc e Wb Ble SREReshaite S ey i
gnd.outgut; data with a bus outside of that )
SEM EORAUEESF rret b shesdgs fre s ma s tapkey dmfapmation
processing circuit, and the data input/output circuit
EAEF§EPengaRd tapat lavem thewbarh pr pregsiamgadilismid to be
in units of predeterm ned data |engths and outputs the-
daweloagded bhtobgs, deangpistiayathapdbwhiead Reqest to
and outputs the sane to the data processing circuit,
tind i s iducied R ciril ¥ 0dhnUb s hgnNeReL | D8Se s £ key
the bus in units of m nunber of data input/output
1% 268REEL ORSEINFIh N DD Th i1 0ad signature information

and transmitting that download signature information to the
semiconductor circuit.

The authentication apparatus of the 15th aspect of
fhe invention first transmits the download request to the
semiconductor circuit.

Further, the authentication apparatus uses access

miaster key information to generate download signature

-information.

- Further, the authentication apparatus transmits the

- download signature information to the semiconductor circuit.

A program of a 16th aspect of the invention is a program
to be executed by a semiconductor circuit having a software

structure comprised of a plurality of layers, comprising




10

i5

20

- 25

the bus width of the bus is Nb and the data length is
Nc 25 and the small est whole nunber of n or nore is m .
- 25 The sem conductor circuit of the 17th aspect of
the invention inputs and aupguts data with a bus
outsi de of the sem conductor circuit through the data

|nput/out proceSS|ng circuit, 5 At this tinme, the
ﬁ%ﬂi{)/éﬁﬁ PRTHEFAT (dmlaast siqne thie infrumation

the data processing circuit in units of predeterm ned
aé‘mf{) H @nrandanas wikh saownd.aase rdmst when
Further the data input/output circuit decrypts data
n&deﬂnﬁnqrannﬂi&adnnnkuaﬂ(nﬁqnﬁgtiﬁsﬂﬂ@tﬂhﬁ(Hﬂﬁhload
processing circuit. At this time, that data

isA gl tkHeD We riHIR A ibh W) FiQIAByniialidd Rty %Mspond:.ng

transactions through the outside bus in units of

f it i_0
RAFRE S8 A P L 87 IR BB R oo
ta |_engt h he smal | est. whol e nynber of n
SRengPE] af it P Ldad TRaeRh Con AR Ao rearan
of t he 17th aspect of the invention, preferably the
85t 2 LAYEE coxFesPoRdisig &@ theysonndeass siigpature -
sem conductor storage circuit based on a first address _
vapu€itatdenhbegainfprmationngsedifanithat oreserfticdthion to
first address to a second address so as to access the
tkatcoadtiebatustoragt renitlor aN seflibendhictsrOkddage

areas in which the data of No is stored and uses
circuit accessible by the semiconductor circuit conditional
on the download signature information being legitimate.

A semiconductor circuit of a 17th aspect of the

invention is a semiconductor circuit having a data processing

circuit and data input/output processing circuit, wherein

the data processing circuit inputs and ocutputs data with

a bus outside of that semiconductor circuit through the data

input/output processing circuit, and the data input/output

circuit encrypts data input from the data processing circuit

in units of predetermined data lengths and ocutputs the same
to the bus, decrypts data input from the bus and outputs
the same to the data processing circuit, and performs data

input/output transactions through the bus in units of m

‘number of data input/output transactions when Nc¢/Nb=n where

the bus width of the bus is Nb and the data length is Nc

and the smallest whole number of n or more is m.
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25 that second address to access the sem conduct or

storage - 26 circuit. A data processing nethod of an
18t h aspect of the invention is a data processing

met hod performed by a senicggductor circuit when
accessing a sem conductor storage 5 circuit when a

sem conductor circuit and the sem conductor storage

ci r cui Thgr Serdsradustorhcdagnis ofs theoHitihsiaspeadte of the
steps of: encrypting data to be witten in the

damendriduc ioputst endgeutputsidata wikit & blis outside of the
predeterm ned data | engths and outputting the sane to
skaikwhdudariy piiidtg idatthdouyl theomakd tiigpdiyon it
perform ng data input/output transactions through the

B¥scled sibigt Si%leynunber of data input/out put
transacti ons when Nc/ Nb=n where the bus width of the

bus i d d ength is nd the smallest =
whol ¢ AtngfBosihg, CEAS aZ0d Tue Mo @RSk ST itrvpts
gggara%us,of-a 19th agpect of the invention conprises
t BR%Ge 10PPEUET oM Phe Gatdg Procassing GHFaid day anits

of a, plurality of prograns, a conputation circuit

?Er rredessrmgnede dater dgagdhiscand otpuds dhe same to the
transm ssion |ine and using the instructions and 20
Iasa of the plurality of prograns to execute the
plurality of programs, a connection switching circuit

| Nt ef PRELEhe ROl URENIAER LHANS/BPENAN LI A Gddi3pts data
storage circuit for setting the-transm ssion |i an

ﬁﬁu t e fLrayit f a,connectiqgn,state and.
£|scgn%£§¥igﬁgs§g eab§38§%§H%§51§ %8n$§8|ggfangf?c3351ng
gfpg&g%ion control circuit for generating

At this time, that data input/output apparatus
performs data input/output transactions through the outside

bus in units of m number of data input/output transactions

' when Nc/Nb=n where the bus width of the bus is Nb and the

data length is Nc ahd.the smallest whole number of n or more
is m.

Further, im the semiconductor circuit of the 17th

aspect of the invention, preferably the data input/output

circuit, when accessing a semiconductor storage circuit
based on a first éddreSS'input from the data processing
cirduit, converts the first address to a second addres; so
as to access the semiconductor storage circuit in units of
storage areés in which the data of Nc is stored and uses

that second address to access the semiconductor storage




10

15

20

25

- 27 the control signal for control to set the
transm ssion line and the storage circuit to one of a
connection state and disconnection state based on
access range defining data_ dgfi.ning an address range
in the storage circuit able to 5 be accessed while the
conputation circuit is executing the plurality of
ﬁngFHH%'for each of the plurality of prograns, an
address in the storage circuit for which the

conput &t iderta ginangistsiings wer-hanl adt ess Itdduestpecnf the
executing program instructing information which which
Amegmariidm izs [ Watld tpirckis afiqy QU EHEd i £ud 3ty o
circuit is executing, and an input/output interface

Slehi WidnduitdNBYFELR D wHYh AHERYEEhE% sgﬁigo\%ﬁlgthp: to age

conputation circuit through the transm ssion |ine
[ d 20 a_w.th ut.si de of
AR UL MRS L ol ptaceor

roceSS|n% ggaratus of the 19th aspect of the
F%?g CofilTFPetean I SPIMRE b iddiqush @oktfol comprising the

generates the control signal indicating to set the
pransnessiancrypiing datise totlor agd tdienc ént the semiconductor
connection state when the address in the storage

storage Edrculitcint teifd eHidétarminéd Wita SI8ieptlnd and
access request is inside the address range

6atpasRengi BHel SaflePEOJRE B&E: NHEXBHM ﬁ&t{ S8d e from
t he access range defining dat a’ and gene es the

GHQtBQLx Shaaabe&@gm%b? alat#%aig,%ggfg%utt@%s 'Er%s Q0 4] ons

and the storage Cl r cul nnettion s ate
'Eltlrougﬁogzhgsblugsh.geuglg g:'dresimi)angof data input/output

transactions when Nc/Nb=n where the bus width of the bus
is Nb and the data length is Nc and the smallest whole number
of n or more is m.

A data processing apparatus of a 19th aspect of the

invention comprises a storage circuit for storing

instructions ‘and data of a plurality of programs, a
compqtation .circuit for accessixig the storage circuit
through a transmission line and using the instruétions and
data of the plurality of programs to execute the plurality

of programs, a connection switching circuit interposed

between the transmission line and the storage circuit for

setting the transmission line and the storage circuit to

one of a connection state and disconnection state based on

a control signal, a connection control circuit for generating
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- 28 Further, a sem conductor circuit of a 20th
aspect of the invention is a sem conductor circuit
for executing a program conprising a first
transmi ssion line, a storagecircuit for storing
instructions or data for executing the 5 program a
q:qggagtio ci.rcui.t for ogerating based on the = ]
i AT TR TS Hs SAER L APBUGARERRLt Fe stet thes FrasspA seige line
from the storage circuit, a first connection
&9 e Feeraan tcirenikete i ore o€ 4 ¢onanertheni state and
Fine and the storage circuit in one of a connection
sHqonnwr oy girrdot ilsed atre décdas erhnge adéfifing data
control signal, a second connection switching circuit
fderf iasitrig nth adkdBf ] RS S SENS o agdUtsideiffable to
that sem conductor circuit and the first transm ssion
lHeN@ dcde ¥Rl YhideC Qﬁ@eEEhgﬂtﬁttlﬂzﬁ. @ngzugltsgg ngﬁ&gﬁggng the
signal, and 15 a

state based on a second contro

t.l ontrol cirgcuit for tputting.the second
PLMET Qo B O Gearis, G4k, G0 0B HiR P &G o 8L JoromRAmS

rconn'gtion switching circuit when outputtinghthe first

EBntrgEesE oAl the tTRag Ficsmide fpanwhachhEhegapputation
connection switching circuit and outputting the second
ZBTreYAty dissyiegnan arcessc tiagpresdnneotd exda tiey yeoanchm
connection switching circuit when outputting the first
tostraktingnahformbitiohi WEiBhSWRNBRCHLOGraR 1Mea ffrBtality
connection switching circuit. Further, 1n the

SE€MpeageHmkohel Eoibl taft il AWIHidd 135 REG 'é'ltJ],e and an
invention, the second connection swtching - L :
input/output interface circuit for inputting and outputting
data with the computatidn circuit through ﬁhe transmission
line and inputt.ing and outputting data with the outside of
that data processing apparatus.

Further_, in the data processingrapparatus of the 19th
aspect of the invention, preferably therconn.ection control
circuit generates the control signal indicating to set the
transmission line and the storage circuit in a connection
state when the address in the storage circuit for which the

computation circuit issues an access request is inside the

address range corresponding to a program being executed

defined by the accéss range défin:i.ng data and generates the

control sjtgnal indicating to set the transmission line and

_the storage c_:i.:r:cuit in a disconnection state when it is not

inside that address range.
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circuit is connected through the second transm ssion
line to a storage apparatus at the outside of the
sem conductor circuit. Further, in the sem conductor
circuit of the 20th 5 aspect 2gf -t he i nvention, when
the conputation circuit reads instructions fromthe
storage.citcuit, the ,connection _control circuit
out put ﬁ&eﬁ'r§t388ﬁFPB ugtgrarirfAetFuefi fag20th aspect of
connection to the first connection switching circuit

190 3E Fe dHH-ndugion iqgirduiithfow sikempting a
di sconnection 10 to the second connection sw tching
pirogwiam., Acspricdmgu et it dbansefissidistliaspea sHorage
the invention is a sem conductor. circuit for executing
a1 pcaditaforCOMPELAbNIna8raRei ¥AL! 8P/ 464 Vb Uk &kt ity the
for storing encrypted instructions or data of the : -
pregiaf, SNChiplicdd by Wil OO WL LWL on the

e of that se G

irSt transm sSion |1 ne outst o conduct or

] .t,to a stora a ratus,. and . decryptin )
EhEFHubLiOnd PrRa PRreREP farSrifRt it ire g Line £rom
E%rst transm ssion line fromthe storage apparatus, a

fpitarreR ELreyit. f 8r fiestocrpRgetdppusHitehing mjreuit
th e 20 decrypted instructions or data, a selection
Eprcaetting thel firstgtwheshdsstionalliow aodnthiec attoaage
bet ween a second transmi ssion |line outside of the
strtebhdiscioile BErL Wdnmdtikidhe ta@epahatd Mt didddion state
based on a control signal, and a control circuit for

Basedt 6ANS E9rEBec8/LEEE! QRghRkACULT shRENAD 6RALLY: o
signal for instructing to disallow comrunication - %o

%ﬁ%%ﬁﬁ%ﬁ§2§i§8&99df££agé€1§ﬁ&02 nggngngrgngmission line

outside of that semiconductor circuit and the first

"transmission line in one of a connection state and

disconnection state based on a second control signal, and
a connection control circuit for outputting the second

control signal instructing disconnection to the second

connection switching circuit when outputting the first

control signal instructing connection to the first
connectipn switching circuit and ocutputting the second
control siéqal instructing connection to the second
connection switching circuit when outputting the first
céntrol signallinstructing discbnhection to the first
connection switching circuit. |

Further, in the semiconductor circuit of the 20th

aspect of the invention, the second connection switching
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program data s

circuit while the conputation circuit is performng
processing using instructions or data of the program
A data processing apparatus of a 22nd aspect of the 5
invention is a data processi pg apparatus conprising a
storage circuit for storing in predeterm ned storage

ar.eas plurall |ication prograns each

S35 o‘sofc"d‘“if?'iﬁ‘%ﬂ'r ’5‘“&1 dHhe IR/RALSETFRIMEI AL 1ine
proceSS|ng routi ne data describing processing
TSP RESTRGIe comRFRitaa Rfg thit Autinide pfit tiye asemliconductor
circuit'to provide a service and storing managenent
gdxgudttoni ng | i nked together a data nodule, first key
data used for using another data nodule in processing
accor dFagthext,hdn died sEadHonduditd s Radth ke b Hala 20th
used for transferring data with the integrated

Slsb%‘é'tt olENtRE OLEPSh £lor O -wiGf Phdl Bg % %Q?Iﬁ]ngrgiécult reads |

nodul e and a senlconducfor clrcu

[ relatin serV|ce bas d on a data .
Rkﬁ%?%%t@%ngwfﬁrgﬂ Hre TR C R §n Mg Connection
using the first key data correspondlng to

SRBEERY ST HOREF ©THRR b SharHRRE coORtEotomeRal dms tructing
usi ng the second key data 20 correspondi ng to that
garpessdone teo theaddrert dmnaegittilont eri tioktiegr atieduit and
circuit. Further, in the data processing .apparatus of
thepidtn dthasqlﬁﬂind)fcohlt&dmﬁﬁﬁhhm Nin PELICEBRY Mildtdnnection
storage circuit stores as a data nodule at |east one

86 tRE datanal cBhAeetIbhd s%éa%&fn%r BeRG ormed using
the data nodul e, program data - show ng a routine

for reﬁ' §élﬁ£&9ﬂd&g§oga}:§rgﬁggl ofor gef(%tolr% eéct o%a'the

ow ng a routine

invention is a semiconductor circuit for executing a program,

comprising an encryption/decryption circuit for storing

encrypted in-stz_:uctions or data of the program, encrypting
data to be output through a first transmission iine outside
of that semiconductor circuit to a storage apparatus, and
decrypting encrypted instrucfions or data input through the
first transmission liner from the storage apparatus, a
computation circuit for performing computation using thé
decrypted instructions or data, a selection circuit for

selecting whether to allow communication between a second

‘transmission line outside of the semiconductor circuit and

the computation circuit based on a control signal, and a
control circuit for outputting to the selection circuit the

control signal for instructing to disallow communication
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registration of the data nodule fromthe storage area,
and program data show ng a routine for defining the
storage area 5 for storing the application program
Further, in the data processb?g_apparatus of the 22nd
.aspect of the invention, preferably when processing

in accordance with another data nodule is to be

the second dgidmsmi@sican dy@ine ansk the computation

sem conductor circuit uses the 10 nanagenent data to
chraiud tf iwhsitl ek dhed atcarpedratdspondinmitto ig performing

.predeterm ned data nodule and the first key data

, | MG iy St il @ TRIHYE A AHE Yrddi®am .
other data nodule fromthe predeterm ned data nodul e

bei ng ﬁxas@heﬁroeg%&hgoagk:a%tu;e o20H2ReH LW IJY YF the

key data matchi ng a processing nmethod of a
(B ReR At B oAES e RsR R phefp Ll B PEITY storae

conmuni cating Wi th an Int@%@$tEd circuit to perform
FrEEUdL f§¥t & tPrdPadd ta PEeFtCE NG Or age 258a% 2 a

~storage circuit, conprising the steps of: when the

pluraddtyoofi ﬁpmlttcgttepespmgmamaeaqh otmpstigesyeof a
areas a plurality of application prograns each

phupalieg of daty woahilies mﬁclda&agnpﬁlubesﬂﬁglx&hme data
processi ng routine data describing processing

485EFIBEn5O0broeBRERhGALbAeiNesh £32 AR Rt ing weﬂ an
to providing a serviCe and stores managenent data 2

%ﬁg&%ggaggn}éggc{lgge&gerprgvd L2 m)dlil:lvgc fi r%t s %X:J.ng
se 2 usi ng=ano 205f3 nodule i n
roceSS|n n rdanc mnth t hat data nodul e, .
T AR T AT Y AP T
integrated circuit |n proceSS|ng
key data used for using another data module in process:l.ng

‘according to thrat data module, and second key data used for

" transferring data with the integrated circuit in processing

according to that data module and a semiconductor circuit
performing processing relating to a service based on a data

modules, viewing the management data in that processing,

using the first key data corresponding to that data module

to use another data module, and using the second key data
corresponding to that data module to transfer data with the
integrated circuit.

Further, in the data processing apparatus of the 22nd
aspect of the invention ; preferably the storage circuit
stores as a data module at least one of log data of processing

performed performed using the data module, program data
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- afPefifeg

according. to that data nodul e, having the

sem conductor circuit performprocessing relating to-
a service based on the data nodul es, having the

sem conductor circuit view-tBe managenent data in the

processing relating to the service and use the first

Kk dat a_correspopdi ng to .a data dule t se,

SREVRBE B ACH IR TeT he TR Ty Ehe At pefalsin aptorage
circuit use the second key data corresponding to the

XL RESFEM MataoEdeNing rfelmitigia Fanhealatine to
transfer data with the integrated circuit. A program
rRgd s2areitigopeft the dhéai modnleofiros therstpwoage tards, and
executed by a semi conductor circuit for conmunicating

proyirth datanileswii®c ebutliht £6r RRIFiNiIAPLAGESEbDgge area

for providing services and transferring data with a

gber 886rngChe apPTRUaTiRG: pMak1e StOrage circuit

stores in “predeterm ned storag€ areas a plurality of

applicgLlLon... p ch_conpri.sed-of a_plura

o Paat Aok Blier DL S K R pr e 0 aBrr R Shuble 220a

descri bi ng,processin routines fqQr communi cating wth
aitgﬁ chventions Preferablye Whede Prosessididedn

managenent data showi ng |inked together a data nodul e,

aeeerdrageduifhugngther daitagmadutlieed s ttee begatexeruhsid by

i'n processing according to that data nodule, 25 and

3 epanicdisducieda aigethifto; Hheasahéboatludabe #itbuibeises the

33 integrated circuit in processing according to that

fiahageBAYl 8ata €8ULLRAiIHOFiRaA REY Qg tAr %Q\‘i%istgmding to

relating to the service based on the data nodule, a

£RU L PEL PL ik BUENGa b CmoMRARIEHAN knda R e RLOCHRTANY

relating to the service an

corresponding to the other data module and uses the other

data module from the pi’edetermined data module being executed

- conditional on the obtained two first key data matching.

A data processing method of a 23rd aspect of the

invention is a data processing method whereby a semiconductor

‘circuit for communicating with an integrated circuit to

perform processing to provide a service transfers data with

a storage circuit, comprising the steps of: , when the storage

circuit stores in predetermined storage areas a plurality

of application programs each comprised of a plurality of

“data modules including processing routine data describing

processing routines for communicating with an integrated
circuit to providing a service and stores management data

showing linked together a data module, first key data used
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using the first key data corresponding to that data
nodul e to.use the other data nodule, and a routine

for using the second key data corresponding to that

data nodule in processing rejgating to the service to
transfer data with the integrated circuit. 10 '
According to the above expl ai ned present invention,

frE psirgwangtheredatacmedpdeadni prog¢esdliag iie accordance
according to the first to third. aspects of the

.. Wwakbnthet, datai mododsi, bhedt seprad #teya dadataa upiedr E3i Ng

met hod, - sem conductor circuit, and program able to 15

erhhsiferiliyighes ta Wi i RS ShiRegkA+aaCei d3REL M irressing
| arge ~ nunber of processing requests. According to the

foubkhihg tbXtHa®sA8ELSmBhuiRe hlaQ'Y.ﬁgt QR sigﬁniic%nductor
de a d net hod, ‘

possi bl et o provi ata processin
ram enablin

pconductar _circuit, and pr a.user to
STEGHLE DS 2RHm BEPERP2EnE*RYBEREH: Fn 2pPBEVAREoPATRE o
user to be executed by the server w thout inform ng
the drtr naduhemy havissr thensenicopdeehari ohrcuit view the
According to the seventh to ninth aspects of the
nagagerent datasipotbebbrotespivgi delatdagatpr sbesseryice
met hod, 25 semi conductor circuit, and programable to
pdvesé ERehfirsd Repl Ha8hi e8rpesPLARL AHFORLLEI AEta module
i nfluenced by another application program when
€Nk 8% Ao Phitk Aikty badPB! | SA4! RLviREO8hE B eRlchABuCtor

same sem conductor circuit. According™to the 1

A EREE Sl LOShBVRDY 8lka BortebBoRAIRL LS tRe data

ne

providée a a processin

module in processing relating to the service to transfer
data with the integrated ci;r:cuit.

A prégram of a 24th aspect of tlie invention is a program
to be execute.d by a semiconductor circuit for communicating

with an integrated circuit to perform processing for

providing services and transferring data with a storage
circuit, comprising, when the storage circuit stores in

- predetermined storage areas a plurality of appl_ic‘atioh’

programs each comprised of a plurality of data modules
including processing routine data describing processing
routines for communicating with an integra'ted circuit to
provide services and stores management data showing J.inked
tﬁgether a data module, first key data ﬁsed for using another

the data module in processing according to that data module '

"and second kéy data used for transfer of data with the
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sem conductor circuit, and program nmade in

consi deration of the above explained prior art and
allowing the transfer of data anong application
prograns in accordance with pged while preventing
each application programfrombeing 10 illicitly

. e ith, nmonitored, etc., by a user. of another
%%prﬁél%’grgtq:le\c% D rrc%’r”}m’\ﬂw TSGR £979R4MG (Eprthat data
appli.cation prograns on the same sem conduct or

FPrdS . 2AELBFAPRL 2D REREorming progessiogeredatinghbo the
invention, it is possible to provide a data processing
ferNdge basedeancthetitn meidudid t 2 aovukénti fatiViewing the
apparatus, and program able to restrict the content of

movegenko ta dataniito plieeicds itigh GCéllatihg® teHY 2Gridd) and
accordance with its right. According to the 17th and,

W8ihgasnacksrat kbe have r@é%sp&@dilta%' o P95t U fed frodule

provide a sem conductor circuit and data processing

t e [ i p the confidentiali.t dat.a
EE o, TLPokRetdld Rekil ol B0 PussBtaRbudes SBihg the
bet ve n, thg %eniconductor_circuit and sem conduct or
LEBPAGe T BB cPrFBEHRNIATExter thrthdatacmoduder dinng

to a 19th aspect of the invention, it is - 35
pElcessenygorplating todthe peovéssi bg &ppasfiewsdalthewith
to maintain the confidentiality of instructions and

the ainbegretadpebgeais. when executing a plurality of
progranms. According to the 20th and 21st aspects of

the | ME@fStding té tife PASSEE| ExbPa PROY | PFefent invention,
sem conductor circuit able to.
the following effects can be achieved.

That is, according to the first to third aspacts of
the invention, it is possible to provide a data pProcessing
method, semiconductor circuit, and program able to
efficiently perform processing in accordance with a large
number of processing reqnests.

Accerding to the fourth to sixth aspects of the
invention, it is possible to provide a data processing method,
semiconductor circuit, and program enabling a user to produce
and customize an application program of the user to be
executed by the server without informing the user of highly
confidential information. |

According to ﬁhe seventh to ninth aspects of the
invention, it is possible to provide a data processing method,

semiconductor circuit, and program able to prevent each
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inprove the confidentiality of the'progran1executed.
According to the 22nd to 24th aspects of the

invention, it is possible to provide a data

processi ng apparatus, methediz4 and programable to

i nprove the security of an application 10 program

s s Qn_a_server en providing a service usin an
PEPAE ST BROSRA G RAANS S e R
THE.DRAWNGS FIG 1 is a view of the overal
EERISRLIaT L REEETAm Fhamriening @ Blyrakisy off application
enbodi nent of the present 15 invention. FIG 2 is a
pregregys eppltiienisape memsigiantratow anifrauirtat i on of a

SAM chip shown in FIG 1. FIG 3 is a functional block

di agr akcebrdingGefthanl 0tk tand thh@spedds fGehd idfention,
FIG 4 is a viewfor explaining information stored in

atstier pgesibille ROWIrdvAdE G d%taFpoo_c%sjﬁ VUL

r.
expl-aining information stored in- an exterral nenory
A it in BlG 1. FIG,6.s a view .
PombBEnaRNY b12UANE." Rol Bretsem Bade i dhne Eaiion
- 36 _FIG 7 is a view for explaining the

i G 5. ,
- %? ogiég SFRQVE rexPlaned Pl ok 2kt tanrd S lgwing dihenitansfer

tabl e data and script programshown in FIG 5. FIG 8

?£ data ey appl idation quregrrdes Ugegidgpmlarens iwitth need
program FIG 9 is a functional block diagram of the

@AM ehppeventing each application program from being

illicitly tampered with, monitored, etc. by a user of another

_appl:i.cation program when running a plurality of application

- programs on the same semiconductor circuit.

chording fo the 13th to 16th aspects of the inveption,
ii_.t is possible to provide a data processing method,
semi_conductor circuit, authentication apparatus, and
program able to restrict the content of access to a

semiconductor circuit of a server ete. in accordance with

- its right.

According to the 17th and 18th aspects of the invention,

‘it is possible to provide a semiconductor circuit and data

ﬁsrbcessing method able to maintain the confidehtialit:y of"

. data even when transmiﬁting highly confidential data between

the semiconductor circuit and semiconductor storage circuit

through an eéxternal bus.

According to a 19th aspect of the invention, it is
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shown in FIG 1. FIG 10 is a view for explaining. the
data stored in a storage unit shown in FIG 9. 10 FIG
11 is a view for explaining the format of I1C card
entity data generated by thesgSAM chip. FIG 12 is a
state transition chart of the IC card entity data
shown in FIG 11. FIG 13 is a view for explaining a .

‘pragébipnfor preividde a5 deftagproCessiggpappadatas able to

managenent task shown in FIG 10. FIG 14 is a view

Maingaphaithengonifddentriallli tgperfatin@trveftidnds and data

communi cati on systemshow in FIG 1. FIG 15 is a

Meewekbal peXgramsi %ehh%x@é%!‘tﬁ.hé AP &iradl ty0lofl Brograms.
comuni cati on systemshown in FIG 1. 20 FIG 16 is a

C carA SR S g b IR A o Ep I Al son,

RePSART EOhBRRVARS By ESMGCOBEUSET FETAY

for explaining another node of use - 37 of the SAM

~diagram showi,ng. more specifically the function bl ocks
I Bhep i} Wi to

- EAPEove| theigopfidepitinldtyt R &bher Brraxenf eFecattiesh

of the communication system of an enbodi nent of the

- preserfccording itenthe 216l t2024 th aspenvts of helidvenigion,

the software configuration of the SAM chip shown in

‘lr_d(::@sf ﬂlﬂﬁsﬁ_:b@e €d prova deladd tiplobbeskng f85 24 Bhs Aethod,
of the

and program able to improve the security of an applicafion

program running on a server when providing a service using

an IC or other integrated circuit.

‘BRIE? DESCRIPTION OF THE-DRAWINGS
FIG. 1 is a view of the overall configuration of a
commiunication system of an embodiment of the present
invention,
- FIG. 2 is a view for explaining the software
configuration of a SAM chip shown in FIG. 1.
FIG. 3 is ' a functional block diagram of an IC of an
IC card shown in ¥IG. 1.
FIG. 4 is a view for explaining information stored
in a storage unit shown in FIG, 3.
FIG. 5 is a view for explaining information stored
in an external memory of the SAﬁ unit shown in FIG. 1.
FIG. 6 is a view for explaining service definition

table data shown in FIG. 5.
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-functi

IC card shown in FIG 19. FIG 22 is a view for
explaining information stored 10 in the storage unit
shown in FIG 21. FIG 23 is a view for expl aining an
external nmenory of the SAM ggit shown in FIG 19.
FIG 24 is a view for explaining the format of nodul e
rmnagegﬁglt at.a shown i:%FIG 3. 15 FIG 25 is a .

" Bl 88k AVAGFatCF SHReadAYNGhithe RFRGeSTIRg in a
FIG 1..FIG 26 is a view for expl aining tasks :

SR Ghip B§inghehementiown definiciors tabilg dataj and script

flow chart for explaining the operation 20 for
powgiramdisingpwan iap LG ath.on program from t he personal
conputer to an external nmenory shown in FIG 19. FIG

28 is BIGlLow dbaat view EvRl akplagntiRg e@mAlndd) used in a
of .the SAM chi p executing an application program shown
bBripk! Prod®am?d® FIG 29 is a view for explaining the
operation during - 38 - execution of an application

DTSR oo ] RSO0 SRR CF Bk o

. %ﬁg FIG 31.is_a functional block diagram show ng nore

BRcPi EZFiytthe function bl ocks of the SAM chip -
shown in FIG 25. FIG 32 is a view for explaining
anot heFI@pdt0oisuseview fhe Siplaibnpng. the data stored in

' a storage unit shown in FIG. 9.

FIG. 11 is a view for explaining the format of IC card
entity data generated by the SAM chip.

FIG. 12 is a state transition chart of the IC card

~entity data shown in FIG. 11.

FIG. 13 ié a view for explaining a processing routine
of an IC card procedure management task shown in FIG. iO.

FIG. 14 is a yiew'for-explaining the overall operation
of the coﬁmuﬁidation system shown in FIé. 1.

" FIG. 15 is a view for explaining the overall operation

- of the communication system shown in FIG. 1.

FIG. 16 is a view for explaining communication protocol

between an IC card and SAM chip.

FIG. 17 is a functional block diagram showing more

N specifically the function blocks of the SAM chip shown in

FIG. 9.

FIG. 18 is a view for explaining another mode of use
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FIG 33 is a view of the overall configuration of the
10 conmuni cation system of an enbodi nent of the

present invention. FIG 34 is a view for explaining
the software configuration gff the SAM chip shown in
FIG 33. FIG 35 is a functional block diagramof an

I .t 15 JC card shown in FIG 33. FIG 36 is a
\?%e%}f%%p%ﬁ%i ng the information stored in the

storage unit shown in FIG 35. FIG 37 is a view of

t he exteGall Srdforyvievwiok thevoveralls rowsignratGon38f the
20 FIG 38 is a view for explaining AP sel ection data
Seymunicati@n 35y st oB8%n sebadisredbrof xthai piagent

i nter-AP conmuni cation data shown in FIG 37. FIG 40
inventiraii onal bl ock diagram of the SAMchip 25

shown in FIG 33. - 39 FIG 41 is a view for

expl 2l B LEKS SR oG NN 0k L5 |

40. FIG 42 is a view for exp unct'i ons of

] %f | nt_porgce r.outine ta.sk_ﬁnown in FIG
&% é'%%ltrtat%'ﬁ‘ |°sfozf Mh%ﬁp RO i K g ]tére
proces '&ng 8f the inter-AP communication task shown in
FIG 4YIC-rd 1842 i0metiengk dlaslpddiaginap pfean IC of the
i nter-SAM communi cation task shown in FIG 41 FIG 45
£S sa¥dewhiomn dwplEdGhi APt he overal | operation
- FIG. 22 is a view for explaining information stored
in the storage unit shown in FIG. 21.
FIG. 23 is a view for-expiaining an external memory
of the SAM unit shown in FIG. 19.
‘FIG. 24 is a view for explaining the format of module
management data shown in FIG. 23.
FIG. 25 is a functional block diagram of the SAM chip
shown in FIG. 1,
FIG. 26 is a view for explaining tasks executed by
the CPU shown in FIG. 25.

FIG. 27 is a flow chart for explaining the opération

for downloading an application program from the personal

~computer to an external memory shown in FIG. 19.

FIG. 28 is a flow chart for explaining the operation

of the SAM chip executing an application program shown in

- FIG. 19.

FIG. 29 is a view for explaining the operation during
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10 of the communication systemshow in FIG 33. FIG

46 is a functional block di agram showi ng nore

specifically the function bl ocks of the SAM chi p shown

in FIG 40. FIG 47 is a vigw tor explaining anot her

node of use 15 of: the SAMchip. FIG 48 is a view of

the overall configuration of the comuni cati on system

SFes b A Plitation gfogEaention. FIG 49 is

a view for explaining the software 20 configuration

of t heF&Rv i 35 shyhavwi Forlegplgining Ghe50vesaldl operation

functional- bl ock di agram of an aut henti cation unit of

£ trbien exomagiice ttilvn  ayH termtstswn AEOEIEN STHWN i N ,.

FIG 48. FIG 51 is a view for explaining the function

of therrzg? outual aavuhertibaall YWlodk dinewh ighdWify more
- 40 FIG 52 is a view for explaining the functlon

50.
i ' gl ' I = N CT

Shebificlty MAC. MEREID R MU SHf sttt sitegp 4o

H'Ebt %tj a software devel oper of a handler |ayer shown

ImFIG "48. FIG 54 is a view for explaining the

function of _the download processing unit shown in

FIG 5BIGF & 58 asviewfex iomlabnink anekhemmndde ef use

aut hentication unit of the manager of the SAM chip
afiokhe18AMnchig. 48.

FIG. 33 is a view of the overall configuration of the

~communication system of an embodiment of the present

invention.
FIG. 34 is a view for explaining the software
configuration of the SAM chip shown in FIG. 33.
| FIG. 35 is a functional block diagram of an IC of the
IC cérd éhown in FIG. 33.
| FIG. 36 is a view for explaining the information stored
in the storage unit shown in FIG. 35.
FIG.737 is a view of the external memory of the SAM
unit shown in FIG. 33.
FIG. 38 is a view for explaining AP selection data
shown in FIG. 37.
FIG. 39is a vigw for explaining inter-AP communication
data showp in FIG. 37. |

FIG. 40 is. a functional block diagram of the SAM chip

shown in ¥FIG. 33.
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- 59.is

FIG 56 is a view for explaining the function of the
downl oad processing unit shown in FIG 55. FIG 57 is
a view for explaining the external nenory of the SAM
unit shown in FIG 48. 15 Fl& 58 is a functi onal
bl ock di agram of the SAM chip shown in FIG 48. FIG

g-fl oy chart fqr explaining . the operation for
downl o&dPng4&nigpp V2gW SRTprFRLRAPARGMtR ke Sgpguted by
conputer .to an external nmenmory shown in FIG 48. 20
Ehe CBY ishowny iewFI&- &bl ai ni ng processing for a
transaction using an I C card of the conmunication
syst enFI€hodR im &FhGewlForFeSplainisgathenfahetfibns of the
bl ock di agram showi ng nore specifically the function

- bbeekemehtt peocal s Rgh roURWRe Raskd shlown 3% Frcdl 41,

FIG 62 is a view for -explaining another node of use , .
of thepfdM ghin F 631, |.e . L0 .
modi fication of -the go%}%uh%itgﬁg#on gé?rgﬁéﬁ%%ll%no%ESL?’lng.
E of the_ overall

48, FI G 64 | ' . . :
BB FP AP REPERAR CORBOTBRNGARC Seeln SRy e AR F TG 41

enmbodi nent of the present invention. FIG 65 is a :
vi ew fFCexpf ai i Agviae Sortauplaivdngi fheainsaroShithe
SAM chip shown in FIG 64. 10 FIG 66 is a view for

- eophanitagiohetagkeshaimneénoFYEG.ofllt he SAM unit shown

in FIG 64.
FIG. 45 is a view for explaining the overall operation

of the communication system shown in FIG. 33.

FIG. 46 is a functional block diagram showing more
specifically the function blocks of the SAM chip shown in
FIG. 40. |

'FIG. 47 is a view for explaining another mode of use

of the SAM chip.

FIG. 48 is a view of the overall configuration of the
éommuniqation system of an embodiment of the present
invention.

FIG. 49 is a view for_explaining the software
configuration of the SAM'chip shown ;n FIG. 48.
| FIG. 50 is a functional block diagram of an
authentication unit of a business using the application
prégram shown in FIG. 48,

FIG. 51 is a view for explaining the function of the

mutual authentication unit shown in FIG. 50.
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"FIG 67 is a functional block di agram-.of the SAM chip

shown in FIG 64. FIG 68 is a view for explaining the
rel ati on between 15 the CPU, bus scranble unit, and
external nenory shown in FLG4066. FIG 69 is a view
for explaining the address space between the CPU and

t h in.FIG 68.. FIG 70 1is a .
Funct | BRET BROVE ) KPHITOF THELBHRInSONE Affioniaf the

hown in FIG 67. FIG 71 is a view for explaining a
FReogHePEPr6#sisn Uhd todhemtalimEF-y 3 t he bus
scramble unit shown in FIG 67. FIG 72 is a flow
chart BIGt hB3oper at functiboad bloEkGAdidgrak of 42
FIG 73 is a viewfor explaining a read operation of
adhehextecatloicmiy BY bhedFtwas@ @Eed opeird cFaWMhdrdler
FIG 67. FIG 74 is a flow chart of the operation .

3R9¥P 5HokthGinSFfé. EBG 75 is a view for explaining

swtch processing of a scranble key in a scranble key

manag t-apit_shown in FIG 70. FIG, 76 is a Vview

for exp ‘gi n#%giséwl tC evﬁrf]o%reses’f%]gaufdl%fﬂhe stlc%'%bﬁoé‘ & the
Ln alscrarrbl e key managenent unit shown _in FIG 70.

é‘?‘@ 934 BrQCopEdngornd kpPRPHPNd s WL Bch B8i-ni ng of a

FIG. 55 is a functional block diagram of the

authentication uniﬁ of the manager of the SAM chip shown

in FIG. 48.

FIG. 56 is a view for explaining the function of the
dowpload processing'unit shown in FIG. 55.

FIG. 57 is a view for explaining the external memory
of the SAM unit shown iﬁ FIG. 48.

FIG. 58 is a functional block diagram of the SAM chip
shown in FIG. 48,

FIG, 59 is a flow chart for explaining the operation
for downléading an application program from a personal
computer to an external memory shown in FIG. 48.

FIG. 60 is a %iew for explainiﬁg proces;ing for a
fransaction using an IC card of the communication system.
shown in FIG. 48.

FIG. 61 is a fqnctional block diagram showing more
specifically the fqnction blocks of tﬁe SAM chip shown in

FIG. 58.
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scranbl e key in the scranble key managenent -unit shown
in FIG 70. 15 FIG 78 is a view for explaining

switch timng of a scranble key in the scranble key
managenment unit shown in Flg 70. FIG 79 is a view

for explaining pipeline processing by a pipeline
procesgl ng %gntrol upit showmn in FIG 70. 20 FIG 80

is a vieR-f é?p?aYh?‘ﬁgf?ﬁ@’ﬁ?ﬂéw*n%@%h% megde (9f use
communi cation systemshown in FIG 64. FIG 81 is a
pfin&hrofAM whdek di agram showing nore specifically

the function bl ocks of the SAM chip shown in FIG 67.

25 Fl FI82 68 dsvaewiber fexpeaphangingobhpabdigdeatfion of
use - 43 of the SAMchip. FIG 83 is a functional

- Bhackoginagh adeebnd s¢akBm 8howrSed Frge! @gt.ronic

settlenent formng a related.art of the present .

i nventEpa. 4 [

sof tware stér:%cqtsu%e‘}ﬁf"aa¥ IQM/eu ‘é‘?f{éﬂ %@f‘%}ﬁ igp of the
nbdrren .0f the Fl G 85|sa

?/?W?b?a BPaFﬁPﬁgf"t f ?Vpgg‘ggaﬂ“%p‘&ans thenBregmF

the computer shown in FIG 83. 10 FIG 86 is a view

*%Ye‘é‘kb‘l"arm ng the storage state of the nenory shown
in FIG 83 before witing. FIG 87 is a view for

expl aiFikGg éheistaraiew sfat cexplaihtngetbhe yssfouwaren
FIG -83 after writing. '

configuration of the SAM chip shown in FIG. 64.

FIG. 66 is a view for explaining the external memory

of the SAM unit shown in FIG. 64.

FIG. 67 is a functional block diagram of the SAM chip
shown in FIG. 64.

FIG. 68 is a view for explaining'the relation between

_thé CPU, bus scramble unit, and external memory shown in

FIG. 66.

FIG. 69 is a view for explaining the address space
between the CPU and external memory shown in FIG. 68.

FIG. 70 is a fungtional block diagram of the bus
scramble unit shown in FIG. 67.

FIG. 71 is a view for explaining’a write operation
of‘the external memory by the bus sqramble unit shown in
FIG. 67.

FIG. 72 is a flow chart of the operation shown in FIG.

1.
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FIG 88 is-a view for explaining the correspondence

15 between the application prograns and types of IC

cards shown in FIG 84. -FIG 89 is a view of the
configuration of a conputer gecarding to an enbodi nent

of the present invention. FIG 90 is a view of the

config i of a jud nt 20 circuit shown in FIG

89. Flé&aglq%sli 9L%ﬁﬁ%?EPHeE§BﬁPF§aPat?oﬁe%@ opexREhon of
judgnment circuit shown in FIG 90. FIG 92 is a view

the extezmdlngemeryn byc #8esbugngeranbleniangt dshaws hbmnFIG .
in FIG*91. 25 FIG 93 is a view of fetch inter-AP

6311 relation - 44 defining data shown in FIG 91.

FIG 94 is a view of the configuration of a read

j UdgMERIGCi T4Uid 0w ERaktGf Hhe BperataonSsAoWheih FIG.
for explaining read access range 5 defining data
ghown in FIG 94. FIG 96 is a. view for explaining
read inter-AP call relation defining data shown in

FIG 9 Fl 97 is_a view of the.configuration of a -
wite éfﬁdg%nfsc?r LGP %ﬁ&,ﬁ"? 2EPEndg Vl%ﬁhFPéc’%S"“g
ig a viremgr (Expl aining wite access range defining
Patd SAGHMIPIR FPE 1973 proambde key yiagpgesent unit shown
explaining wite inter-AP call relation defining data

BmoRAG n7€L G 97.

FIG. 76 is a view for explaining switch processing'

of a scramble key in a scramble key management unit shown
in FIG. 70, |
FIG. 77 is a view for explaining switch timing of a
sdrémbie key in the scramble key management unit shown in
'FIG. 70.
FIG. 78 is a view for explaining switch timing of a
scramble key in the scramble key management unit shown in
FIG. 70.

FIG. 79 is a view for explaining pipeline processing

by a pipeline processing control unit shown in FIG. 70.

FIG. 80 is arview:for'eXplaining the overall operation
of the communication system shown in FIG. 64.

FIG. 81 is a functional b;ock diagram showing more
specifically the function blocks of the SAQ chip shown in
FIG. 67.

' FIG. 82 is a view for explaining another mode of use
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‘perforned by the encryption/decrypt

FIG 100 is a view for explaining another enbodi nent
15 of the present invention. FIG 101 is a view for
expl ai ni ng anot her enbodi nent of the present '
invention. FIG 102 is a view3ot the configuration of
a semconductor chip of a first enbodi nent of the

t A&p |nvent|on FIG 103 is a view for
explalnlng f%% software configuration of the
sem conductor chip shown in FIG 102. FIG 104 is a
vi ew f BLG exﬁpaFﬁlﬁgfPﬂgtéﬁﬁﬁﬂgbﬂapkoﬁlégr&mppégﬁamomputer
nmodul e shown in FIG 102. 25 FIG 105 is a view of the
veatl goralechrohig setiflemenkcbodmitgrachébatédaart of the
second enbodi nent of the present invention. FIG 106
psesgenitewnientispl.ai ning the configuration of a
program nodul e shown in FIG 105. 5 FIG 107 is a view
for expr@l HgstH& i Fopfe ﬂﬁﬂé’%heaggfgﬁg{:g @#%ture

Cl rcul

exp alnlégéﬁgggfg F g%%Fagkggm#S%&IS %1vke¥he present

encrxgtlon/decryptlon CIrCUIt shown in FIG. 105. 10

¥9%is a view of the overall configuration of a
comuni cation system of the present enbodi nent. FIG

110 i SFE6 vi&hwimEop ekgW dior egxrdadirtiarg ShM tippswhiE CIC cards
the SAM chip shown in FIG 109 comruni cates with.

'HaﬂﬁlédjbyStheVcempﬁﬁére!hbﬁhnhﬁgFMGOtBBT SAM chi p

FIG. 86 is a view for explaining thg storage state
of the memory shown in FIG. 83 befdre writing.

AFIG. 87 is a view for explaining the storage state
of the memory shown in FIG. 83 after writing.

FIG 88 is a view for explaining the correspondence
between the application érggrains and tjgpes of IC cards shown
in FIG. 84.

'FIG. 89 is a view of the configuratien of a computer

'according to an embodiment of the present invention.

FIG. 90 is a view of the configuration of a judgment
circuit shown in FIG. 89.

FIG. 91 is a viéw of the cohfiguration of a fetch
judgment circuit shown in FIG. 90.

_FIG. 92 _:i-.s a view for expiaining fetch Iaccess range
defining data shown in FIG. 91.

FIG. 93 is a view of fetch inter-AP call relation
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15 which the SAM chip shown in FIG 109 communi cates

wth., FIG 112 is a functional block diagramof an IC

card shown in FIG 109. FIG 113 is a view for

expl ai ning the nmenory shown 4ygn-FIG 112. 20 FIG 114

is a view for explaining the software structure of

g% .SAM chjp shoqwn in FIG 109. FIG 115 is a view for
%Ilé'ilﬁﬁgn sgi%g‘é’ d s - the external nenory

shown in FIG 109. FIG 116 is a view for expl aining

an appFil€at P4nis2z ydewr f Aheslconfigur@itGonl HE a rkad

FIG 117 is a view for explaining the types of the

dpdomeatti girehditestholat drAREI@Ghem in FIG 116. FI G

118 is a view for explaining the processing of the

SAM chipeshoBnisnaFv@ewl @3r 2xp1Ginihy read UM dP range

expl ai ning the commands used 1n an |IC card operation,

iRt s mgghown in FIG 118. FIG

D P e e AP managemrent

storagg ar e? shown in FI? 115. (10 FIG 121 is a view

for exprarntAg Bhd XBeHahSieRERLAIRAPE d5A4 dnbRT AR call

FIG . 120. FIG 122 is a view for explaining the SAM

FYelatten defiping datq shewexpgmaFdtng Hhe APP tabl e

data shown in FIG 120. 15 FIG 124 is functi onal

bl ock B¥f@grah ¢ ahei&kMr€hthbe configuration of a write

judgment circuit shown in FIG. 90.
FIG. 98 is a view for explaining write access range
defining data shown in FIG. 97.

FIG. 99 is a view for explaining write inter-AP call

- relation defining data shown in FIG. 97.

FIG. 100 is a view for explaining another embodiment
of theipresgnt invention.

FIG. 101 is g view for explaining another embodiment
of the present invention.

FIG. 102 is a view of the configuration of a
seﬁiconductor chip of a first eﬁbodiment of tﬁe présent
invention. |

. FIG. 103 ;s a view for explaining the softwaré
configuration of the semiconductor chip shown in FIG. 102.

FIG. 104 is a view for explaining the configuration

of a program modulé éhown in FIG. 102,

‘FIG. 105 is a view of the configuration of a
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shown in FIG 109. FIG 125 is a, view for expl aining
tasks, progranms, and data stored in the nenory shown

in FIG 124. FIG 126 is a view for explaining the
format of the 20 IC card enjdty data 73-x. FIG 127

is a view for explaining the state transition of the
entit tatus data shown in FIG 126. FIG 128 is a.
??‘%F%ﬂ {masia FhéPpPScés§pﬁgnse¢wbpﬁwent§yoﬁh@he@msent
procedure nmanagenent task. 25 FIG 129 is a view for,
BayeatiaPhg t he processing which 47 the SAM chip

perf orns when accessi ng processing or data defined by
ot her ERp! i D@6 i N £|eiewt £oint Gufhinhing CeRE 086K L1 Eg-m:ahlon
a routine defined by application el enment data APE when

EK L Ubt H§iran | ROddle SERBwS [ n OF1&! G 0428. 5 FIG 130 is

a view for expl a| n| ng the processing which the SAM

chip 0 | D processiy] '

def i n@églr c{)yig? hJ'er % Qﬁp e?%%’h? 'én%gl?qaﬁ“cryptmn

Acgordance . with a rout| defi ned by application
b saa*flaowreemﬂne%!}azum FRCTERthen AdegraThien

FIG 128. 10 FIG 131 is a view for explaining the

et & DA utid FIG e ahmantty i datayst em shown

in FIG 109." FIG 132 is a view for explaining the

over alfiIGoptPatisnn vidw ther erplabhiayilady SyFoefatientable

in FIG 109. FIG 133 is a view for explaining the :

hedlidoby attie en&yﬁ%m%ﬂéﬂ?&k@uw%ﬁ&h/ﬂﬂ QNG 105.

Next, enbodi ments of the present invention wl
FIG. 109 is a view of the overall configuration of

4 communication system of the present embodiment.

FIG. 110 is a view for explaining another SAM chip
which the SAM chip shown in FIG. 109 communicates with.

FIG. 111 is a view for explaining another SAM chip
which the SAM chip shown in FIG. 109 communicates with.

- FIG. 112 is a functional block.diagram of an IC card

shown in FIG. 109.

fIG. 113 is a view for explaining the memory shown
in FIG. 112, |

FIG. 114 is a view for explaining the software

- _structure of the SAM chip shown in FIG. 109.

FIG. 115 is‘a view for explaining the storage areas
of the external memory shown in FIG. 109.
FIG. 116 is a view for explaining an application

program AP shown in FIG. 115
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explained wth reference to the attached draw ngs.

First Enbodi nent The present enbodinent is an

enbodi ment corresponding 20 to the first to sixth
aspects of the invention. FIG 1 is a viewof the
overal | configuration of a conmunication system 1 of
the present enbodinent. As shown in FIG 1, the
commuriT i@t | bW sigtanviewster exphaiming, the types 3pf the
card reader/witer 4, personal conputer 25 5, ASP
4pm¢i¢aﬁibmnekemahted@tavnﬂmr&h&ﬁﬁVEﬁ Brcanti&AM - 48
(secure application nodule) unit 9 to communicate

througird herigtes netvildy 8k RSES DLIR SRS (B M ocessing of
processi ng or processing for other procedures using

| Eﬂgféﬁﬁcgﬁfb éﬁgt resed gb%FUIt of the present

i nvention). unlf as an external nennry 7

and a sem .conduct or rcuit of the pr

" nventiish) ‘53”9 1t SN 5 ol i (e imands used
confi ratlon as shown in FIG 2. As shown in FIG 2,
imensAfi Grnd gpexatipnomagreoreBRAndOSEEEE PEREramashown
top layer, an HW (hardware) |ayer, OS |ayer, |ower.

#ﬂﬂﬁﬂGﬂ'ﬂlﬂuﬂ hi gher handl er |ayer, and AP | ayer. The
| ower handl er layer includes a driver layer. Here,

the ARTicaydr20 del wled AP Mot Alxdpglaiiloy e AR h d&fe.ment
and AP-3 defining procedures for use of the |IC car _

storaddy Hadidndial &£ amaniess or ot her businesses 151.
15-21 and 153 shown in FIG 1. In the AP layer, the
appl i ﬁbi.orjiﬁr @ aalnﬁllé% %‘olﬁ%}&ﬂlaining the AP management
table data shown in FiG. 120. |

FIG. 122 is a view for explaining the SAM ID.

 FIG. 123 is a view for explaining the APP table da_ta

shown in FIG. 120. |

FIG. 124 is functional block diagram of the SAM chip
shown in FIG. 109.

FiG. 125 is a view for ‘explaining #asks, programs,
and data stored in the memory shown in FIG. 124.

FIG. 126 is a view for explaining the format of the
IC card entity data 73 x.

FIG. 127 is a view for explaining the state transition

of the entity status data shown in FIG. 126.

FIG. 128 is a flow chart of the proceséing pérformed
by the IC card procedure management task.

FIG. 129 is a view for explaining the processing which




- 10

15

20

25

and AP-3 and the higher handler |ayer are provided

between themwith firewalls FW 20 The application

program AP-1 is defined by a | ater explained service

definition table data (corregpondence instructing

data) 2.01 and script program (operation describing
rogram 211 stored in an external nenory 7. The

E’Bﬁ PAMt FhipppogfarmAaPwhensageesaitgbprackaséng. % data
expl ai ned service definition table data

deSined junddivce: 4pplicsitiont ehgmdatadad APEG 1S acicpirdance
program (operation describing progran) 212 stored in

with exreutdneaaetiyed by [AFpPRALESH I Olemd RO R LRPES when
i's defined by a | ater explalned service definition

drodd@t 08) %a ($O5 T £EPLPESNERs LESEEYCt §8g data) 203 and

script program (operation describing program 21 3

st or edpql t ernal nor ..The SAMchip 8 is - .

conneék{fed]d' ???’oﬁé haeéil% ©Bo #Z?ﬁlél“%tsﬁlﬁ R&Peegsing yhich

t.he ASP server 6, The ASP server 6 is connected

e THP | BRETEES (Hhen 2CEREFINY (hrefessingnar daba .

-apparatuses including a personal conputer 5 of the end
athbypetberarrebipaties. elenent glataAPELER atcohdance

busi nesses 151, 152, and 15_3. The personal conputer

Wi th er rentapeedef snedivng Gimgsll i dat o) e 1At datROAPEOKhen

USB port to a Dunb type card 15 reader/witer 4. The

ec@icth tieader [JWE & ddeaiLese Trg. exadpl e wirel ess
conmuni cati on corresponding to the physical |evel

with ghe. | {3£alda 3 PR égﬁﬂlﬁfﬂaﬁﬁ{jesoir%r%ﬁ olv}_g:erat:;.on _

card 3 and response

 of the communication system shown in FIG. 109.

FIG. 13é is a view for explaining the overall operation
of the communication system shown in FIG. 109.

FIG. 133 is a view for explaining the prior art.

BEST MODE FOR WORKING THE INVENTION

Next, embodiments of the present invention will be

'éxplain,ed with refe:ence to the attached drawings.

First Embodiment

The present embodiment is an embodiment corresponding

- to the first to sixth aspects of the invention.

]_E'IG. 1l is a view of the overall configuration of a
communication system 1 of the presént embodiment.

As shown in FIG. 1, the comun;i.qation system 1 uses
a server 2l , IC card 3, card reader/writer 4 ; Personal computer

5, ASP (application service provider) server 6, and SAM
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packets fromthe 1C card 3 are generated and anal yzed
at 20 the SAMunit 9 side. Therefore, the card
reader/witer 4, personal conmputer 5, and ASP server 6
interposed between themaqnlyg act to store the
conmmands or response content in data payl oad portions

nd relay the sane. They are not involved in

YR i WP LIoRetey prodinle) writ, 9 ate heonmenicate £Brough

and ot her actual operations in the IC card 3. - 50 .
thee Indreyoett XOmnd grerfidin 4621 ansh 65 Sadis s taynbpad
the | at'er explained script programto the SAMchip 8

o cEsation Zibat hetiie:n il d Cadi 0k REDHATBAR AP 2
and AP 3. Next, the conponents shown in FIG 1 wll

(H@t@gﬂ&ié&?%ir&d:ﬁ: ¥ end (;ﬂsegegt lzﬁ'nperrwcg: | onal

bl ock di agram of an |1 C car shown 1'n" FIG 3, the

I C ca 3 I integrated O circuit) 3a ,
pr ovi ggﬁ ﬁmﬂ?ﬁugﬂ%t%rh (ggsgaﬂnﬁ‘ %5“3%(3“%‘?%’6%5 angl aufiflt chip
(gl..Thed§t rage .unit. 50, as shown in FIG 4, .has a
SEOFEGEUSeY S3ENdd ofy the Rrgsendadnventgan) &-
_ other business 151, a storage area 55_2 used by a
busi nE€8e 34} chipy Bahassthe soddeaneegobbigunatdobyas shown
busi ness 15 3. Further, the storage unit 50 stores key

ipnF&GraRion used for judging the access right to. the
storage area 55.1, key information used for judging

the amsegisown GiH BxG!he tHeOkANCREEg Wds, AP K &Y bottom
i nformati on used for judging the
layer toward a top layer, an HW (hardware) layer, O0S layer,
lower handler layer, higher handler iayer, -z;nd AP laver.

The lower handler rlaryer iﬁcludes a driver 1ayer.-

Here, the AP layer includes applicatiop programs AP 1,
AP 2, and AP 3 defining procedures for use of the IC card
3 by credit card companies or other businesses 15 1, 152,
and 15 3 shown in FIG. 1.

In the AP 1ayér , the app;ication programs AP 1, AP 2,
and AP_3 and the higher handler layer are provided between
them with firewalls FW.

The application program AP 1 is defined by a later
gkplained srervice definition table data (correspondence
instructing,dat".a) 20_1 and script program (opération
describiné program) 21 1 stored in an extérnal memory 7.

The application program AP 2 is defined by a later

.explained service definition table data (correspondence
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20 access right to the storage area storage ar ea 553.
That , key information is used for nutua
authentlcatlon encryption and decryption of data,
.etc. Further, the st or age u-Bt 50 stores
identification. information’of the IC card 3 or the
user of the IC card 3. 25 Next, the SAMunit 9 w |
s epttinedata)da2@i2 .and SMerip b6 dodm VesPe¥a fion
FIG 5 is a view for explaining the data and prograns

datsaneithiny (g¥bpdy Nl M Yed SI0Me | defdGhal mbfory 7.

shown i.n FIG 5, the éxternal nennry 7 stores serV|ce

5 def impiet '%ﬂl@ﬁ&@ﬁ%&iﬂn‘?g‘% s?cheL Qleécflt % aléllater

macr o conmand script pro usine
35‘?%%%?{. b J%Qrﬁxé AT ol kS (ot Terponsace

qgﬁ. scrl Rr%ﬁgfn1212 of the business 152. 10

&t b SFriRt grragzam (ereration
deflnltlon tabl e data 203 and I C card operation nmacro
degrwdhd ngc Pregnsngd g 2dm3 Kt aafed Ha Hilss rodsedGal mdwory 7.
service definition table data 20 1, 20 2, and 20 3

have The 8aMechipnBtis lbotmséted, thheudK £a8CST port, the
operation macro command scri pt prograns 211, 212, and

E2R3rAce , Weithl, e ol $hay ASPIHRR vERCTO 19 NS e b1 fbefls
t he serV|ce definition table data 201 202, and 2

5o o 92 HGA R CETENL, RS LB Wl

apparatuses including a persconal computer 5 of the end user
and parsonal computers.16_1, 16_2, and 16_3 of the businesses
15 1, 15_2, and 15_3.

The personal computer 5, for example, is connected

through a serial port or USB port to a Dumb type card

reader/writer 4., The card reader/writer 4 realizes for

example wireless communication corrésponding to the physical
level with the IC card 3.

Operational commands .to the IC card 3 and response
packets from the IC card 3 are generated and analyzed at
the SAM unit 9 side. Therefora, the card reader/writer 4,
personal computer 5, and ASP servei: 6 interposed between
them only act to store the commands or response content in

data payload portions and relay the same. They are not

involved in encryption or decryption of data, authentication,

and other actual operations in the IC card 3.
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external menory 7. The scranbled data and prograns are
descranbled at the SAM chip 8. In the present

enbodi nent, the script prograns 21 1, 212, and 213

are produced using the pers | _computers 25 161,

162, and 163 shown in FIG 1 by the businesses 15 1,

52 152, and 15 3 and are downl oaded t hrough the SAM

chip gThe PRESeRats Aarpwbepeyl6. 1Ful6h2y , ahdel6eBviaa
definition table data 201, 202, and 20_3 are produced
dgwiheaduthe diatofr iexplalbead istriptppRofransts Utd FaM chip
fromthe businesses 151, 15 2, and 153. FIG 6 is a

§i e tostexpiai Bhagrt 4BpseeutEEnOphbatiheNapt 2! gpdat a
201. As shown in Flcig%? t he, se?%%ggkgggiﬁﬁr?énﬁf Veand
Xkta 201 has entries of service type elenents

(dperation nanes) 10 addresses, service nunbers

(oper gt e key version .i mati on, _and key
o or e ST Sdnedfn e ' Hai andilhy 1 shbhed Rephateed.
assi g 0 e service provided by the application
progrgﬁdcoféatr‘r?fe%]busi ness 151. The service type el enent

is an identifier 15 viewed instead of the service

numbeFIG- thds& dunetitinal hlhvclapbldgain of pHoI@Rard
of the business 151 can use. In the present

3nbodi nent, as shown in FIG 6, "Rc", "Rd", "WI", and

"W" are used as the service, type elenents of the

servi ag SRbwAl in ¥1d .28l eeplaire 2ALCOHASRANTEPi f Legfated
t he busi ness 151.
circuit) 3a provided with a storage unit 50 and processing
unit 51.

The storage unit 50, as shown in FIG. 4, has a storage
area 55 1 used by a credit card company or other business
15 1, a storage area 55_2 used by a business 15 2, and a

storage area 55 3 used by a business 15 3.

Further, the storage unit 50 stores key information

- used for judging the access right to the storage area 55:1,

key information used for judging the aécess right to the
storage area 55_2, and key information used for judging the

access right to the storage area storage area 55_3. That

‘key information is used for mutual authentication,

encryption and decryption of data, etc.
Further, the storage unit 50 stores identificatien.
information of the IC card 3 or the user of the IC card 3.

Next, the SAM unit 9 will be explained in detail.
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In the present enbodinent, the IC card operation nacro
command script program 211 define service content '
conbining a plurality of service type el enents and
reflects this into the Iat§r explained IC card entity
data (job managenent data) % so as to be able to

provide a service conbining services - 53

cor r edFFtginnglt ¥emozivurTdl i ty of service type el ements.

For exanple, a service conmbining a service for reading
dat a fFiI¢m Bhes| £ wiew £harckkpd adariigc @ hkOHavhi Ahd0p B84 Rams
in the server 2 can be defined in the IC card entity

siaired SnlhMithe Wntidi a1 oty 1 NehSvil s rlef i tion
table data 201 is an operational command issued to

the | &sCe¥sun g.naﬁija%al ¥ﬁé@ élhﬁellng gaf ded \%%egervice

per f orm ng a service prOV| y i i Ness

re n e |ce ition table data

appim e ap ) dal ‘ﬂﬁ‘% R PRI, Hasie
procedur e relatlng to the correspondlng servi ce type
é’f“g‘ﬁé‘%t sqrdpl; program el dowf dhe dvsimessdiS dn in
the service definition table data 201 shows the

ver si BAr&herhetheyextgrnaflomesoirsm 7uséd raise segviviedi ng
that service. The "key information" in the service
ddéfiniittiban tablibe datiat 2021 aindl tHTe deA iopleaTHIDIO aias]
when providing that service. For exanple, key

cbith@hfRkeip l&sgéo\g{eeﬁ Qchssfn&h@%us%e%tsoﬁ%g% ar ea
551 of . the IC 3a of the TC card 3 showmn. in F G 3 by

the spgyifigrdethli Lipa-hah ﬁeﬂl@@ 70%tbeiCharvice
definition table daté. 20_3 and IC card operation macro
command script program 21 3 of the business 15 3.
The service definition table data 20 1, 20_2, and 20_3
have ﬁhe same format.

Further, the IC card operation macro command script

programs 21_1, 21_2, and 21_3 are written using common macro

. commands .

Further, the service definition table data 20 1, 20 2,
and 20_3 and IC card operation macro command script progréms
21__1, 21 2, and 21 3 are scrambled to be stored in the
external memory 7. The scrambled data and programs are
descrambled at the SAM chip 8.

In the present embodiment, the script programs 21 1,

21 2, and 21 3 are produced using the péersonal computers

16_1, 16_2, and 16_3 shown in FIG. 1 by the businesses 15 1,
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Further, in the service definition table data 202,
key information used when accessing the storage area
552 of the IC 3a is set. 25 Further, in the service
definition table data 20 3, 52 54 key informati on used
when accessing the storage area 553 of the IC3a is

t yq &N c.card eratign ro.c nd_scri pt
%%U%Pgﬁéélismﬁl+n%ea5§p€§?ﬁg éggdqﬁﬁrggggggﬁﬁrgﬁyé ip 8
é& s a gro%{an1for-defining the application
pT ogr anTHF T ! JEPPE%s? 151 running on the SAM chip 8
and the procedure of processing perforned by the IC
card Firdirex&bet seyvieadediplttan tabjeodatm2a il t RO 2,
present enbodi nent, as explained [ater, as.shown 10
and (G 3 Aret peofaklechby Bhasesnader sef e i iuniltd @upon
table data 201 and script program 211 to generate |IC.

| Oestentidy FEQNPHES GukddeS0ds 9 iNPUE Slat 2.4) 96K3 .

31--?C, output data block 32-x2,71og data bl ock —

33- x3,p1aNd gCOIMULALLOP A 400 NG, 1 Lat I .34x4 _used. .
for the procedure rel a??n%*% t %rq&f%egﬁglgﬁéfg é@%.’“m‘tlon
| ' i.ew for explaining the commands used for
%%giﬁi %é%; q;g‘lc card operation macro-comrand scri pt
prograns 211, 212, and 213. In the commands, conmands

for th& SARMENID B¢t & thepgeavice defipAsipmy sable data
letter 'IS", while commands relating to operation of
20pd hasenirieacd geveaceheyde edemesttise{opbEhkion names) ,
Further, the second letter is selectively used in
addresses, service numbers (operation codes), key version

information, and key information.

The "service type element" shows thé name assigned

‘to the service provided by the application program of the

business 15_1. The service type element is an identifier
viewed instead of the service number of the service which

the application program of the business 15 1 can use.

In the present embodiment, as shown in FIG. 6, "Re", ‘

"RA", "Wd", and "We" are used as the servicé_type elemer!lts
of the sérvice definition table data' 20_1 corresponding to
the business 15 1.

In the present embodiment, the IC card operation macro

command script program 21___1 define service content combining

‘a plurality of service type elements and reflects this into

the later explained IC card entity data (job management data)

so as to be able to provide a service combining services
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accordance with the application. For exanple, for an

i ssuer setting declaration of the ICcard 3, it is

, for a service 25 type elenent declaration, it is
"1S", for a sinple read - 553 declaration fromthe IC
card 3, it is "RIl, for a sinple wite declaration to
the ICcard 3, it is "W, and for a service type
TPERIRORGH 0 | drPeFrakitY opf serviceftype Fhements.

commands used for describing the script ‘prograns 5

- 211, Fox, exaoplel anchudiecacofbiadmypadseSA c®BNdeading

SI  command, SL command, SF command, Cl command, CS
deorareiicbm 3R CoOMEdEl  RNdh &VE CHOMFRIGe FEE wEi £PAYBALta in

is a conmand decl ari ng the nunber of the nmaxi mum

tHEThRIr Ry | &8 beNidfinddt fn Wi e é h@aéé\“é&mfg% ég\mQ .

can process sinultaneously. For exanple, when

chip an. .Sl t ... pLocess 1000 card. entjt

dat a, o C%f%lggi‘lé 9 21%%%5%3{ ilbneﬁ:.he T v%%éﬁ%’rfh‘?’s"% tale
dc&t d _far. declaring the data bl ock for formng the
DR dars 7 APPALA TR G TN L 9aiem 40 - FRaJIC card
fromthe IC card 3 is stored anong the data bl ocks -
3orpdi aralyAabhe byrvkeill sak3d pbehoperfigrpiogesssegvice
using the IC card 3 based on the later explained IC

‘peavdded: by thedatbmsikmes=exdml.e, when the data bl ocks 1

to 10 are provided, 20 whén storing the data read
from rhe radaeedss iR the dakdicd AelfihitilbaOthbhd Hata
descri bed. The SI command is a command for declaring

2bhe dabid caklaC kO el & WhildhP Wa it Rl Gy ¥

i T whi
procedure relating to the corresponding service type"elémént

- 1s stored,

The "key version information" in the service

~definition table data 20_1 shows the version of the key

information used when providing that servicé;

The "key information" in the service definition table
data 20 1 is the key information used when providing that
service.

For example, key inforﬁation used when accessing the
storage area 55;1 of the IC 3a of the IC card 3'sh§wn.in
FIG. 3 by the service definition table data 20_1 is set.

Furthe:, in the service definition table data 20 2,
kéy information‘used when accessing the storage area 55_2
of the IC 3a is set.

Further, in the service definitién table daﬁa 20_3,
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data to be witten in the 1C card 3 is stored anong
the data 25 bl ocks provided in the SAM chip 8 when
perform ng processing - 56 wusing the IC card 3 based
on the later explained ICc 'g _entity data. For
exanpl e, when the data blocks"1 to 10 are provided,
when storing the data to be witten in the IC card 3
FﬁYth@fOSmégianbpééﬁsW29n3§cbsbszna"the deocagecdredh&5 3
SL command is a conmand for declaring the data bl ock

68r bthagIC€h8al dg deta bl ock 33x3 for.storing the |og

data relating to an operation anong the data bl ocks

provi deekxt| NthEeTGAMAEA| PpSrabon PREELS mi:aamaﬁa?saéhg@
using the 1C 10 card 3 based on the later explained TC

A68r8Rt b1Y1d88 83 pEO , When the data blocks 1
?o 6 are Pprovi ded, mﬁgﬁigggéghg the log data in the

dat a 4,. "SL: 4" s escri bed. The SE conmand i s

a com%alﬁ%l BB BFOSTRT ?Sleid%\? £ PECHH A 9T Aetaginge the
coqfutation defining data bl ock 34x4 describing the

YR 1172 HHPN RFregean Sfathenbreiness 15l sunning anyghe SaM
el enents relating to the IC card 3. The content of the

i A and rthde Fndaegiudst @fbprokes34ngiphetoreed by the IC

pre-processing information of the IC'card .20 entity
aatd. 3 TiteerCl examieily | that CUPRIwh £06n §9EbgFamg t he

i ssuer of the IC card 3 (bysiness). The i nformation
speci faei BBethiRdutsd aﬁﬁédﬁiﬁ&he?da?)és?&ggn%efs?%?‘Ls shown

becomes the I C card type informatio
in FIG. 7, the SAM chip 8 uses the service definition table

data 20 1 and script program 21 1 to generate IC card entity

template data 30_1, an input data block 31 x1, output data
block 32 x2, lgg_data block 33 x3, and computation defining
data block 34 x4 used for the proéedure relating to the
business 15 1.

FIG. 8 is a view_ for explaining the commands used for
describing the IC card operation ma;cro command sc::.'ipt
programs 21 1, 21 2, and 21_3.

In the commands, co@nands for the SAM chip 8 itself

are given the first letter "S", while commands relating to

operation of the IC card 3 are given the first letter "Cv.

Further, the second letter is selectively used in

accordance with the application. For example, for an issuer

setting declaration of the IC card 3, it is "I", for a service .

type element declaration, it is "S", for a simple read
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25 IC card entity data. - 57 The CS command is a

command for declaring sinultaneous operation of a

plurality of services to the IC.card 3 by citing

service type el enments. The. G5 command can al so decl are

a function defining processing anong service type’

Ségients, 5_For exanBIe, it is possible to declare
lapgtiopdromphe ICHmard Jonithes (Hitefiorct simpleswrite

command, service type elenment designating information

declapsativeatd e iI§ grnd 3 and geoded'si agdofder a service -

information are determ ned. 10 The CR conmand decl ares

tyrsteleneat acompdtitdont defih{rcan( Bti psargesi gnat ed

dat a- bl ock when the relation anong service type

el ementife | Sontktindie il il Foh &R s 1 6ATPRe! ScriBl programs

descri bed). For exanple, when storing the data"read ~,

0 C 3d d 1, 4
AR R L by S B By 50, copapng, 53

o wWwite ta stored | n a designated data block to the
qoling” 1 Sorndndl 48, Sofmandlo i serphand, s command,
el enents is not defined. For exanple, when witing

GhrePetandd and 17k ermmertock 20 2 in the IC card 3,
"CWSIl:2="WI"l is described. The CF command decl ares

t he ddthe B ceordenst iild g cawmut atdddmaciont dtfe number of
spanni ng services. For exanple, *when describing .
tdeTpabd inueNnaabeendf IMPFAVAGnEL LY d£6a iwhildiE the BRiAchip
bl ock 1, "CF:CES FUNC=SF: 1" 25 is described..
Brcan process simultaneously.
For ekample, when the SAM chip S.dan simultaneously
process 1000 IC card entity data, "SC:iOOO" is described.
The SO command is a command for declaring the data
block for forming the output data block 32_x2 in which the
data read from the IC card 3 is stored among the data blocks
provided in the SAM chip 8 when performing processing using
the IC card 3 based on the later explained IC card entity
data.

For example, when the data blocks 1 to 10 are provided,

when storing the data read from the IC card 3 in the data

block 1, "S0:1" is described.

The SI command is a command for déc;laring the data
block for forming the input data block 31 x1 in which the
data to be written in the IC card 3 is stored émong the data

blocks provided in the SAM chip 8 when performing processing
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- 58 Further, the SF data block 1 has described in
it, for exanple, ""W"=If ("W">10) then ("W"-10;
"W ="We"*0.08+"Wd")". This formula expresses the
operation of subtracting 10 £é¢omthe val ue of W when
the 5 remai ni ng nunber of services W is Igrger thgg}
10.and adding a nungber of points corresponding to 8%
BFig & c&ﬁuP&FFvé baser: en; heg latsxvearplgigedrI§ aprd
is a functional block diagramof the SAMchip 10 8
eR&HtYi AatRG 1. As shown in FIG 9, the SAMchip 8 _
has an ASPS communication interface unit 60, external
menor yForcewanp ot wheni therdaeeblbcks6ll tdhUd S£6 P vE ded,
unit 62, random nunber generation unit 63,
ehenyptooiAag ey A € tHide Gdittda $hoLRgeIEN:drds in the
and CPU 66. The SAM chip 8 is a tanper-resistant _

dRe4! B10ckBC2/\SES agHRN5EAL LOFeLREERLACE UNi L 6O, 1S
interface’ used for input and- o pu hof data with

the A sgrver own In . .20 e, externa

rrermriﬁéommnl c%{‘?’a T‘ﬁt%r?cﬂ’&aﬁ%'foﬁl eglarjing the data
terface used for_input and output of data with the

bloek EronERG: she Lo Elafa Rkl it teaiam ies 1og

out put data and descranbl es input.data when inputting

&R srlntiria fodan p<s tivmoaglenghthexdera &l caopyovided

conmuni cation interface unit - 59

in the SAM chip 8 when performing processing using the IC

card 3 based on the later explained IC card eﬁtity data.

For example, when the data blocks 1 to 10 are provided,

when storing the log data in the data block 4, "SL:4" is

- described.

The SF command is a command for providing the data
block forming the computation défining data block 34 x4

describing the definition of the relation between the service

type elements relating to the IC card 3.

The content of the computation defining data block
34 x4 becomes the pre-processing information of the Ié card
entity data.

' The CI command is a cqmmand for declaring the issﬁgr
of the iC card 3 (business).

The information sPecifying the buéiness defined by

the CI command becomes the IC card type information of the

IC card entity data.




10

15

20

25

61. The random nunber generation unit 63 generates

random nunbers used at the tine of. authentication
processi ng. The encryption/decryption unit 64 encrypts
data and 5 decrypts encryptgd data. The storage unit

65, as explained later, stores tasks, prograns, and

data used by the CPU_66 The CPU 66 executes a

pr edet EPRi ﬁ%d’?&i"&?@?‘hﬁfﬁ(@ﬂﬁ}ﬂ%ﬂd §brtdechreimgtsimul taneous
invention) to execute the later explained 10 script
gprraddon afk a pdnirptliityt efpseratices tasltheemd ldard 3 by
generation task (job management data production task) .

eidingGeavike ML UeReABE 2AHEDE dddiald PAn also declare

- managenent dat a nanagenent task), and ot her tasks.

Nei(ﬁmc{:bsntc?ecf(fh i the
storage unit 65 w be exﬁ%@g §58F$%?&§ge e\ﬁ%ﬁﬁeéts
for he t sks nd_data stored
in theﬁé?orgggp%nrt 515 R §ﬁg§£e'h°‘ gclage it stores
RA~SCLLPL Jdownl oad task 69, script interpretation task
ﬁg h W efieNdt' 'on task 20 71, IC card procedure
nanagenent task 72, 1C card operation nmacro conmmand
scri ptBpFedremstipa conkel o ther VISCc comthahid)i siexvice type
tables 201 to 20 3, IC card entity tenplate data 301
¢beBest ddsignaltbng i 1iyf shahetich Xof Ahd MYcadd an¥iqsK data
31 xl, output data block 32-X2, |og data bl ock 33x3

Al ﬁéo@@ﬂ@ihﬁé%ﬁ&eﬁ'eihﬁbﬁgaﬁf‘&ﬁ QL&C&eéérﬁs neg}.
The script downl oad task as shown in FlG ,

The CR command declares to store data read from the
IC card 3 in a deslignated data block when the relation among
service type elements is not defined (when SF comx_nénd is

not described) .

For example, when storing the data read from the IC

card 3 in the data block 1, "CR:S0:1="Ra"" is described.

The CHW command declares to write data stored in a

.designated data block to the IC card 3 when the relation

among service type elements is not defined.

For example, when writing data stored in the data block
2 in the IC é.ard 3, "CW:SI:2="We"" is-de.scribed.

The CF command declares the data block describing
computation content spanning services.

For example, when describing computa‘tion content
spanning services in the SF data block 1, "CF:CES_FUNC=SF:1"

is described.
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downl oads the service definition table data 201 to 203
from for exanple, the conputers of businesses and

| oads themin the SAMchip 8. 5 The script

interpretation task 70 uses gfpe_service definition

tabl e data and script programto generate the 1C card
entity_plate data, an input data bl ock, output data -

bl ock, FPEELELr athe 8K data Heaskudabpsndaerribag datdt, for
bl ock for each business. 10 The nunber of data bl ocks
geampaeed "'Ye"edfh (BWs"rd93 thennot particul arly

limted: When the entity generation task 71 receives

f(F @ -fLOr; "WelX sifice * Ot D8 +ABR"JEr.VEhib fdrmilildkpresses the
production request, it conducts polling with the IC
epedadiohher gaBerakbesnhneol Erin ¢ALdvaAllk! L e0#A the
for processing of a procedure between that IC card =
[ ' r i I at e, ~dat .

e e e Y Ao A2 £ Alnd ek PhL" 19 adding

d entit | at e data becones the class, .and I1C card ..
EETEESE f Pointa chketPanding | R EhaF ife Amcunulative
cl ass. 20 The processing for generation of the IC card
RALPES tBa¥d-by the entity generation task 71 will be
explained in detail later. The IC card procedure .
manageb@AM Ghigk &P uses the one or nore IC card entity

- data 73-x present in the storage unit 25 65 to execute

procesEigg 9 Gis & FuAdidr b e1ReN dikraa @3 Ghe &hM chip
3 and businesses 151 to 153. In the present
enbosinens  FRe Pl ral ity of processing

As shown in FIG. 9, the SAMrchip 8 has an ASPS

communication interface unit 60, external memory

‘communication inte'rface unit 61 , bus scrambll-e uhit 62, random

number generation unit 63,Aencryption/decryption unit 64,
storage unit 65, and CPU 66.

The SAM chip 8 is a tamper-resistant module.

The ASPS communicationrinterface unit 60 is an
interface ﬁsed for input and output of data with the ASP
server 6 shown in FIG. 1.

The ekfernal memory communication interface unit 61
is an interface used for input and output.of data with the
external memory 7. |

The bus scramble unit 62 scrambles outpuﬁ data and

descrambles input data when inputting and outputting data

~through the external memory communication interface unit
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for procedures perfornmed between a plurality of IC
cards 3 and the businesses 15 1 to 15 3 proceed ‘
simul taneously. The |1 C card procedure nanagenent task

72 executes the plurality-ofgprocessing for
procedures in parallel. The IC card procedure
g@nagement task 72 deletes the [C card entity data

*x when the series of. procedures have been
conpl eted. 10 The processing of the IC card-procedure
manageHeatrandok nprbsid geperstpbni weilt | 63 detnairna e erandom
The script prograns 21 1 to 21 3 are input by the
surbets deoed| addthaskin@ bEoauthehtexatpbf, pkbeessing.
external menory 7 to the storage unit 65. 15 The '

servi Oﬂaéeéﬁ&fﬁw befoh forOinif £93 LopyL £hY
the script downl oad f‘g&ék fro%k%orggx%ﬁép?%?htghggtgiand

a tored in the storage unit 65.
&%%F#%e%agﬁ e%%?:%? %ﬁ%rate data 301 to 303 are
generq]gﬁad t he Sctis_p interpretatiqn task 70 and _
used as'® Y@ Upd {%4 aASsesplakRad gttt istprat treks,
card entity data 73-x of the procedures relating to
RFRI¥FIPecindcdptr i weadday the CRUCESd entity data
73-x is generated by the entity generation task 71

usi ng Thee QRU &4 éxectities beppbdbectfined3pioyfanl (Bragram
for exanple classes as an instance of the 25 classes.

of Gthe Presdtilitidde bRL ke loxdoudit et Datdr DLPEKained
32-x2, log data block 33-x3, and conputation deflning

é@i@:@l%l%%aﬁi}@ g&@xei;?ﬁ %@rﬂi@tﬁiétpt task, entity
interpretation task 70. _
generation task (job management data production task) and
IC card procedure management task (job management daﬁa
management task), and other tasks.

Next, the tasks, programs, and data stored in_ the
storage unit 65 will be expléined.

FIG. 10 is a view for explaining the tasks, programs,
and data stored i:_l the storage unit 65.

As shown in FIG. 10, it stores a script download task
69, script interpretatioﬂ task 70, entity generation task
71, IC card procedure management task 72, IC card op}eration
macro command script'programs 21 1 to 21_3, service
definition tablés 20_1 to 20_3, IC card entity template data
30_1 to 30_3; IC card entity data 73_x, an input data block

31 x1, output data block 32 x2, log data block 33 x3, and

computation defining data block 34 _x4.
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el ement

"|nfor tion roces order data)
pr e- pr %s@? gpFn?B?ﬁﬁgFﬁﬁa§B°“aﬁﬂsbog9 pFeEetipngervice

Next, the IC card entity data 73-x will be expl ai ned.

5 The IC card entity data 73-x is generated using IC
card entity tenplate data of a correspondi ng busi ness

al ready generated by entity ereration task 71 in the
SAM chip 8 when for exanple the SAM chip 8 receives a
processi ng request for processing using the IC card 3
and t h&hgpprrinti dawplogdatask068f{ aspsbdenectini FI¢. 7,
busi ness fromthe ASP server 6. FIG 11 is a view for
dephdbadsg thbe sbeviee defilietibe €abdecdbitay 20ala to 20 3
73-x. As shown in FIG 11, the IC card entity data

f£3oM, @5y gﬁﬁﬁ SEENEhBOLBREL teREOLFRLLAR nBQs N binldY 1Rds
i nfor mat i on 81, entity status Information (status

gﬂéﬁ)lﬁzghLCégﬁrghL¥pg information 83, service type

esignating information 84, processing order

information 87. 20 The nanagenent pointer information
detinition; trblet flakal 2pdi Acoirtopraarani g ghver@te the
card entity data 73-x in the storage unit 65. The

IQt¢and |eb ity pimtieodass , i anuseput alats tagEs! odtpiut data
generation of IC card entity data .73 x, confirmation

Bhock , they i BifodW 0RE TonRltaltion 4ok ikl g &8ltalblock
a serles - 63 of processing using the IC card entity

fggebggh&bug@@ég tity IDinformation 81 al so becones
a return va ue given to the end user. The entity ID

i nforngtlon 1 cg%r qi 0 the desc tor ep
opening a t1I 5%%2? PC¥ T | 9P_R or each business
is not particularly limited.

When the entity generation task 71 receives from, for
example, the ASP server 6 an entity production request, it
conducts pelling with the IC card 3, then generates the IC
card entity data .used for processing of a procedure between
that IC card 3 and a business using the IC card entity plate
data corresponding to that business. At this time, the IC
card entity plate data becomes the class, and IC card entity
data is generated as an instance of that class.

The processiﬁg for generatioﬁ of the IC card entity
data by the entity generafion task 71 will be explained in
detail later.

The IC card procedure management task 72 uses the one
or maore IC card entitj data 73_x present in the storage unit _

65 to execute processing for a procedure between the IC card
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- 64 Further, 7int
the co njcation tinme on the Internet 10, the
BeRn SRR ERG

5 The entity status information 82 shows the state of
progress of a procedure relating to an IC card 3. The
basic states of the IC card entity data 73-x include,
as shown in FIG 12, the staje of processing for
i nvestigating the services ich the I'C card 3 can
use (RS), the state 10 of processing by which the SAM
8hapd8basthesisesallds1t ke L6 3card 3 (Al), the state of
processing by which the 1C card 3 authenticates the
SAM chiR €hé/ greséite SEEBindnPl O 83 i thPlof AU sing
data fromthe IC card 3 (R), and the state of

.0cC ' Ll a ' h : . 5
FRETRESSRANERs PekbbPctbirkleh '8 pEafTlisy OF 1c taras
Lnvestigating.the busipess, th rocessi ng for the SAM
P BHE PN REREPEate_LhEo| Aocdr BESOopra i PILESTRRTSLY -
for the IC card 3 to authenticate the SAMchip 8, the
pr ocesErf ¢ s1ard pxgcrgduas wanagenent taskald Scequkps the
the processing for 20 witing data in the IC card 3
pburatpbydofoprobessing| 6bt, pascedpkrasneéd pairalleills a
unit of processing for which an order of execution is

- det er NN drdYed e grodiififte RIAGRAEH TRAAIEMRNUIdYes the

72. Note that Al and A2 formthe nutual authentication

2O JURE %ﬁﬁf:ﬂg{ Qfatt:h\é(eqa ;:hﬁh&(; Sﬁ&%ﬁj ocoggsri .e.rglu%'es' have

e present enbodi ne ering

d basic states are, as shown in the
state transition chart_ of FIG 12, managed divi ded
into J0 REFIIHAARIIErthe staRard rFoeedvemdranegerent
and conpleted (after receiving response)
task 72 will be explained in detail later.

The script programs 21_1 to 21_3 are input by the script
‘downloa_d task 69 from, for example ' the external memory 7
to the storage unit 65.
| The service definition table data 20_1 to 20_3 are
input by the script download task 69 from, for example, the
exten':na.l- memory 7 and stored in the storage unit 65.

The IC card entity template data 30 1 torl 30_3 are
generated by the script interpretation task 70 and used as
tgmplates (classes) when generating the IC card entity data
'J_"Bﬂx of the procedures relating to the reséective businersses .

The IC card entity data 73 x is generated by the entity
generation task 71.using the IC card entity template data
30_1 to 30_3 as for example classes as an instance of the

classes,.
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states. Specifically, the state of processing using

the IC card entity data 73-x is managed by the

i nstance generation (I1C card entity data generation)
state, RS post-startup stateg210 RS conpl eted stat e,

Al post-startup state, Al conpleted state, A2

post -startyp _state, conpleted state, R post-startu ‘
state,&geb& u&tQﬁt§¢é@89kvﬁﬁo§?ls?%FPﬁb dabablepk 32 x2,
conpleted state, and instance (IC card entity data)
daedadie hlmak 3fxd,Cand tamypeta tifoor wtefiioniBB dasta block

i nformation for 15 specifying the business issuing :
a4 @mamgenralies] by odred st Nfrtaideta tidbn stHat 70.
with information defined by the CI comand in the

above- NeRti, 08RE BCIddHd dNtGFAMath FRex! {i®1Me explained.
generation of the IC card entity data— 73-x. 20 The

servi Cenkype %E%HEFBt@%?LQ%} | Ay &nﬁgfggk%%gfié dgTﬁﬁgxc

the service type el enen t he—servi ned i'n

(i eyt 66 Sl A 2 SR S Lot

el enent g:signathg information 84 25 is set with one

gerfispéedePyi e8tiyye geperationddasindiedn the SAM hip 8
CS conmand in the above-nentioned scr.ipt program at :
vhenifop eyanpdecthei MM chiph® deCeatianets anprégesiai ng request
73-Xx. The processing order infornmation 85 shows the - :
Sodgrrafesdaniiis@AgOhe ECVd 0608 3(d10d0She 1ifatdén program

processing using 5 the IC card entity data 73-x, that
o5, al PRe8bBbeni hadSbhkPHesshe¥Bm BhLE! %Plgerver 6.

FIG. 11 is a view for explaining the format of .the
IC card entity data 73 x.

As shown in FIG. 11, the IC card entity data 73 x has

management pointer information 80, entity ID information

81, entity status information (status data-) 82, IC card type -

information 83, service type element designating information

B4f processing order information (processing order data)
85, pre-processing information 86, and post-processing
information 87,

The management éointer informafion 80 is a
bidirectional pointer for manéging the IC card entity data
73 _x in the storage unit 65.

The entity ID information Bl is used for a request
for generation of IC card entity data 73 x, confirmation

of the state of progress, deletion, or the rest of a series
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‘ |nter-serV|ce conputatlon

That is, the processing order information 85 uses the
service type elenents to show the order of execution

of jobs corresponding to the basic operations of the

IC card 3. 10 Here, the jobsgsas explained earlier,
correspond to the RS, Al, A%, R, and Wshown in FIG

12.- Specific operations on the IC card 3 are realized

BY Precesstngoisinpdbesifcaxtsingridiedagsi #3_xheThelmtity
For exanple, for processing using an ICcard 3 with

3Pl ynfeanahjoni 8h absolbeadbmastdardtwal ividlud yiven to the
processing order information 85 is set with "RS->R".

Ehdt feer.i Phkhentasy 2b sazdi-RdtaBd Wil LbREeWplhds to the
mutual authentication, the proceSS|ng order

HHSEEEBERE "wldn, SpRfingy f%ﬁ B hs A d?% ?’ﬁlez%?'stem
d h F
or der 28 §’é??7lé‘¥gmg?t{‘:%n%‘§ REERERaD o2 ABPRE e State of

conmand in _the above-nentioned script program when
@§ﬁ€F8§Fn@ftﬁePFEFEﬂPHeeﬁ?lelﬂat§°7§anCTﬁérd 3.
pre-processing information 86 is set fromthe ASP 25

ser verTlge bagd cnvs tatemmfgeheiC datrd droritpedadan? gk include,
processing - 66 - using the I1C card entity data 73-Xx.

&9 IsHWANDh FIG ."e2 PridrePs 06 €6 I NPrbbb o IRl Ak 8BvestSQfating
with points of a conputation formula of a service

gﬁé'ﬂ@f&f&’es'@hi@ﬁ aEedfé ?QLQC§ cgnFHELh? g Wh%ﬂgalgtate

UﬂCtIOﬂ S not

q% rocesgl n ri't%rg}neagﬁp % au hevt\{ltt:l.rgzathes the IC

- card 3 (Al), the state of processing by which the IC card
3 authenticates the SAM chip 8 (A2), the state of proceséing

| for reading data from the IC card 3 (R), and the state of

processing for writing data in the IC card 3 (W).
In the present embodiment, the processing for
investigating the business, the processing for the SAM chip

8 to authenticate the IC card 3, the processing for the IC

- card 3 to authenticate the SAM chip 8, the processing for

reading data from the IC card 3, and the processing for
writing data in the IC card 3 correspond to jobs.

-A "job", as explained later, is a unit of processing
for which an order of execution is determined by the IC card
procedure management task 72.

Note that Al and A2 form the mutual authentication

processing .between the IC card 3 and SAM chip 8.
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For exanple, in the case of settlenment, the state
relating to the anmount of charge or nunber of points
given 10 etc. is set. The post-processing information
87 is set with data of the JOCGSSIng result of the

~IC card entity data 73_x Trequired at the ASP server 6

side. For exanple, in the case of settlenment, it is

set wi i tiaen, simwiihg phesent semibodimdit pf canabdeﬁing the
end to the settlenment. Next, a routine for processing
Gomibii &£t Coh It Dh@ CoNl iR TTRAGRIEND,! @hk 4Bo%BOMBntAoned
FIG 10.relating to a plurality of IC.cards 3 using a

myiél IR VINe) 2 a&caag eRbihYifatRe 73eX e LLaRBition chare

expl ai ned. 20 C card procedure managenent task

SR ﬁfa%%aaaqe A R ir TP r L ShatEptl (L igsudnce
ow chart, of the proceSS|ng performed by the IC card

?,,% SERA Imstaf&fe AP GeRPYoteds(adtay zegeivigs Tefponse)

| C card procedure managenent task 72 selects one IC

stateantity data 73-x for executing the next

processing out of the plurality of IC card entity

dat a “pecifiaselly, | thdé hetstorafprvtdsding Judivwg the IC

nmet hod of selection of that IC card entity data 73x

S R ti%yS WRARS TRV & Y sSRARSGed B ¥hd ERbhhcdahanésakion
present in the storage unit 65 or to assign a priority

ﬁf@ﬁgrda&gtf’%r %“attabéfeRéLQHLX) '&a%e RS (E)% tojsémup staté,
i ghest prior
RS completed state, Al post-startup state, Al completed state,
A2 post-startup state, A2 completed state, R post-startup
state, R completed state, W post-startup state, W coﬁtpleted

state, and instance (IC card entity data) deletion state.

The IC card type information B3 is information for

‘specifying the business issuing that IC card 3.

The IC card type information 83 is set with information
defined by the CI command in the above-mentioned script
program at the time of generation of the IC card entity data

73 x.

The service type element deéesignating information 84
_show-s the service type elements of the service defined in
the service de;finition table data used in processing using
the IC card entity data 73 x.

The service type element designating information 84

is set with one or more service type elements designated
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Step ST2: 10 The I C card procedure nmanagenent task 72
judges if the job of the IC card entity data 73-X
selected at step ST1 has already been started up.
When judging that it has been started up, it proceeds
to the processing of step-S85, - while when judgi ng
that it has not been started up, proceeds 15 to the

S

B S Sellnabl B e 80 e bRl w ORI progran at

atus information 82 s n FIG 11 of. the, IC d
e s T T the S sasr SR dats
of the 'state transition chart shown in FIG 12 the
pr oc e 31 Prac@saing arslath nfegmatjopa 83 ishaws dfye order
decides on the job to be executed next fromthe
ff exesvitignooficservifarndtiobs ) 88sedtin lvhe provessheg using
processi ng order information 85 25 defines the order

tHe axeedirdoanel tiyostalST3Ngk | MhatPhi ki, C€h88steteNMErdissition
set in the service definition table data as expl ained

 Bldid & BiEp 3M4: The 1 C card procedure nmanagenent

task 72 starts up 5 the job selected at step ST3. The

1 Cca d k 72 L ob
|5 oSl 35502 RSN 0l TRRAFRNNSH BRSuebne

above-nenti oned i nput data bl ock 31 x|, output data
mrdice §ZP?2‘31?‘63“ atte shewkths ‘3(‘313%&? EEﬁﬁHF&PPoﬂf jobs

defini ng data
corresponding to the basic operations of the IC card 3.

-Here, the jobs, as explained earlier, correspond to

- tha RS, A1, A2, R, and W shown in FIG. 12. Specific operations

on the IC card 3 are realized by the order of processing

designated using the jobs. For example, for processing using

an IC card 3 with only reading with no mutual authentication,

- the processing order information 85 is set with "RS->R".

Fdrther, in the case of reading and writing with mutual
authentication, the processing order information 85 is s‘et
with "RS->A1->A2->R-D>W".

The processing order information 85 is set with the

order of jobs shown in FIG. 12 corresponding to the. order

of service elements designated in the CS command in the

above-mentioned script program when generating the IC card
entity data 73 x.
The pre-processing information 86 is set from the ASP

server 6 side with management data for performing processing
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10 bl ock 34-x4. At this time, the I1C card procedure
managenent task 72, when issuing a conmand to the IC
card 3 in execution of a job, uses the service

el enent corresponding to that job as a key to search
through the service definitggn-table 15 data to obtain

t he service nunber corresponding to that service

el .enent (operational command of IC card 3 able to be
using Fhe Jy ared entdty spta Fdcfher, the IC card
procedure nanagenment task 72 uses the obt ai ned

servi Fernanpeplep the pre-proseesias snfpesmptien fé3is set
20 Further, the IC card procedure nmanagenent task 72,
watheppliatnedf uskcogpikbetidn dmmkepfi af sereiconiassignated
required for accessing a storage area of the IC card

i3 tHeS &% tdaa $AEkce el enent correspondi ng to that

job to search through the service definition table

dat a gndegltai prbhe skeY ntarLabergRt eemsqrtaeaean dﬂun&émn
'to that serV| ce elenment. Further, - C card

proc 1Aag nt task 72 uses. t.h

S SR aﬁ%assmtgheﬁ‘?fﬂ. 3508 Y et
IC card 3, encry tlon and de.cryption of data, and
wittihe they recmesited precsseing ch@rgeght to access a
predeterm ned 5 storage area of the IC card 3. Step
ST5: Bbepel8#E8pile,pénf theedankheptft fettlemany, ptbecdbnte
managenent task 72 issues a command to the I1C card 3 |,
ralGting Wal thagahétanthefpehaessi o mashdt «f pgdimtdLgiven
card 3. 10 Wen the | C card procedure nmanagenent task

et .M GGPIRS

The post-processing information 87 is set with data

of the processing result of the IC card entity data 73 x

required at the ASP server 6 side. For example, in the case

of settlement, it is set with data showing the existence
of a normal end to the settlement.

Next, a routine for processing by the IC card procedure
management task 72 shown in FIG. 10 relating to a plurality
of IC cards 3 using a plurality of IC card entity data 73 _x
will be explained.

The IC card procedui:e management task 72 is for example
éonstantly being starfed up on the CPU 66 of the SAM chip
8 shown in FIG. 9.

FIG. 13 is a flow chart of the processing performed
by the IC card procedure management task 72.

Step ST1:
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the processing result fromthe IC card 3, it sets this

in the ICcard entity data 73-x. Step ST6: The IC

card procedure managenent task 72 updates the 15

entity status information 82 of the IC card entity

data 73-x shown in FIG 1167ln this way, in the
present enbodi nent, the I1C card procedurée managenent

t ask rfor rocessi ng for _a uraljty,of JC

car s B Te BhE REBRESEAR maRposmeRt Eo%k | 17 SRl ome
selecting in order the I1C card entity data 73-x for
Theans antifEvordate d3r ¥sf3r exerriing, thenagyraaqeasing
can si‘'nul taneously proceed with the processing even
areref rideeipdurp v exfsi ¥ eenlieantsl thodateo dedr eeyresent
using a plurality of 1C cards 3. 2 ~5 Next, the

iovettsd | stopeagpd iwnitof6% he conmuni cation - 70 system
shown in FIG 1 will be explained. FIG 14 and FIG 15

o are Virgws feihRKRIfRIJA1RG ik Orehdlde TePRhadd eatdftyl Rita

conmuni cation systeml|l shown in FIG 1. Step ST21: 5

- | hesses . o) [RY u b

ot 843, BE E6CadSded iy Me Rl lrc) o U GRE 8y Mata 70 x
21- 3. descripin rocessi.n or transactions perfornmed
ERFSSE Bl HhE SLuS e TP 6D, o i A S50, 2 BRI Lep prder
the personal conputers 161, 162, and 163 shown in
andsselectoby prinrity Ha khasgedenfof kbednhghesh rgriority.
produces service definition table data 201, 202, and
203 c@tepsE@2di ng

The IC card procedure management task 72 judges if

the job of the IC card entity data 73_x selected at step

' ST1 has already been started up.‘When judging that it has

been started up, it proceeds to the processing of step ST5,

while when judging that it has not been started up, proceeds

. to the processing of step ST3.

Step ST3:
The IC card procedure management task 72 judges from
the entity status information 82 shown in FIG. 11 of the

IC card entity data 73_x selected at step ST1 which state

| of the state transition chart shown in FIG. 12 the processing

:eléting to that entity data is in and decides on the job
to be executed next from the processing order infofmatiog
85.

At this time, the processing orxder information 85

defines the order of execution of jobs using the service
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to the businesses 15 1 to 15 3. Step ST22: The service
definition table data 201, 202, and 203 15 produced
in step ST21 are stored in the external nenory 7.
Further, the script prograns 211, 212, and 213
produced at step ST21 are -desnl-oaded from the personal

"conputers 161, 162, and 163 through the Internet 10,

P 6 SAM chi t t I
ST REL 8ot b PYEERES, At At HEROR L A RO i n
FIG 7, by the, script dowload task 69 in the SAM

P Prined; epTEFeS: The script interpretation task 70

in the SAMchip showmm in FIG 7 uses the service
defini$tem $Bbt e data and script 25 programto
generate the 1C card entity plate data, input - 71

dat a IeskIC otdpditptisdeadint @ akand pgnedett &d810CK2 stk ts up
conmput ati on defining data bl ock for each business. The

eeaeyabedetlabBeliSatl 9£8F $R3the storage unit 65 of
the SAM chip 8 shown in FIG 9. Step ST24: The user is

| ssue g%ﬁé]o fGIC! Qawcg;égceéﬁra IIQ | &n&l@ta@k ‘75%%}%&@8@ the

uni t the | t he card 3 stores

information used far.transacfions wth the bysines

19k TREDT CHIE (SRR RATHS ToP NPT i RS i hdthe
busi ness may al so contract wth each other after
shavarrenbioned jmpehrdata thienighdtpel, (ontgrwetdatr block

etc.
32_x2, log data block 33 x3, and computation defining data

block 34 x4.

At this time, thae IC card procedure maﬁagement.task
72, when issuing a command to the IC card 3 in execution
of a job, uses the service element corresponding to that
job as a kei to searph through the service definition table
data to obtain.the service number corresponding to that
service element (operational command of IC card 3 able to

be analyzed- by the IC card 3) . Further, the IC card procedure

© management task 72 uses the obtained service number to issue

a command to the IC card 3.

Further, the IC card procedure _ma.nageméht task 72,
asrexpl_a:i.ned using FIG. 4, when key _information is required
for accessing a storage area of the IC card 3a, uses the
service element corresponding to that job to search through
the service definition table data and obtain the key

information corresponding to that service element. Further,
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Step ST25: For exanple, when the user uses the
personal conputer 15 5 to access the server 2 through
‘the Internet 10 to try to purchase a product, the
server 2 issues a processing request through the
Internet 10 to the ASP served 6. \Wen the ASP server 6
recei ves a processing request fromthe server 2, it

AECIRECR A0 RN nERTBULEL 5 cLBOYEN 520 WhSt key

nt er net Ul‘t er,

cessi.ng request |ssued b card reader/ wr. 4
195 P% t8r gergopm ¥h Eaerﬁrsa ASPhatsn: Shganc
uter 5, Internet 10, and ASP server 6 to the SAM-
g% egCayPSipe: apd ViesTRBbiowr 0 d8taut pRCs othethe
SAM chip 8 an entity - 72 production request. That
paividetsys igo dunel iobrtaiaqtbst rsgbitetoi slbormat nopregiedsinmg ned
the issuer of the IC card 3. Step ST27: 5 Wien the SAM
sHiragle R9CRI WIS thie gut idaydpseduction request, as
shown in FIG. 16B, it conducts polling with the IC
card 3..pt 8R55T28: The entity generation task 71 of
the SAMTCchip 8 judges 10 if the number of the IC card

. ob<ERL SR RIS R A B

end o maxr mim nu
defined by the SC command of the scrlpt pro%r
nanggienenite tagki Memisavser 2 compagde 2ard 3 and

processi ng
is waiting for the processxng result of the IC card 3.

When the IC card procedure management task 72 receives
the‘processing result from the IC card 3, it sets this in
the IC card entity data 73_x.

Step ST6:

The IC card procedure management task 72 updates the
entity status information 82 of the IC card entity data 73 x
Shown in FIG, 11.

In this way, in the present embodiment, the IC card

‘procedure management task 72 performs processing for a

plurality of IC cards 3 present in the SAM chip 8 in parallel
while selecting in order the IC card entity data 73_3 for
the plurality of IC cards 3. Therefore, the SAM chip 8 can

simultaneously proceed with the processing even when

" receiving processing requests for procedures using a

plurality of IC cards 3.

Nexit, the overall operatién of the communication
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of step ST29, while if not, it ends the processing. 15
Step ST29: The entity generation task 71 specifies

whi ch business' IC card entity plate data to use
based on the information show ng the issuer of the IC
card 3 stored in the ent+tyopfoduction request for
exanple and uses that 20 specified IC card entity

te data tao_g a C car entlty data 73x.
A% cgépéﬁbgq?% ?hgllns# nE&PGEAEFSri on shown i n
FIG. 12 Step ST30: 25 The SAM chip 8 qQutputs to th
ASP s&fferld aPFFeFJé(ﬁt Loy vipgscfof grplaining Ehe |°t‘5?rall
data 73-x generated at step ST29. Step ST31l: The I1C
opsra tiooc eduthenmergand e tigsk sgptem dhehomum iohiFic 1.
i nvestigates the services which the I1C card 3 can
use. Shiep ST2processi ng corresponding to the job RS
shown in FIG 12. Step ST32: The I C card procedure

nManageRRNbukdskssésofist he t8AVE 30oghhppdrayt Requesteas by
t he Iegltlnacy of the TC card 3. This is processing

(R NN LD il e ifOW ogellne! §1 13- 2318 ana
5. e car & énti Eat &s the egi ti macy ~of
Lhe M b :

21 3 describing processing for transactlons-performed by
the businesses using the IC card 3 for example on the personal
computexrs 16 1, 16 2, and 16 3 shown in FIG. 1.

Further, the manager of the SAM chip 8 produces service
definition table data 20 1, 20 2, and 20_3 corresponding
to the businesses 15_1 to 15_3.

Step 8ST22:

The service definition table data 20_1, 20 2, and 20_3
produced in step ST21 are stored in the external memory 7.

Further, the script programs 21 1, 21 2, and 21_3

produced at step ST21 are downloaded from the personal

computers 16 1, 16_2, and 16 3 through the Internet 10, ASP

server 6, and SAM chip 8 to the external memory 7. That

. download processing is managed, as shown in FIG. 7, by the

script download task 69 in the SAM chip 8.

.Step ST23:

The script interpretation task 70 in the SAM chip shown
in FIG. 7 uses the service definition table data and script.

program to generate the IC card entity pliate data, input
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_ systeﬁﬁlshPFﬁ 40,546 pfe

15 chip 8. This is processing corresponding to the
job. A2 shown in FIG 12. By steps ST32 and ST33, the
IC card 3 and SAM chip 8 nutually authenticate each
other. This corresponds to FIG 20 16C.. Step ST34:
The 1 C card procedure managgment task 72 of the SAM
~chip 8 reads and wites data necessary for the
roc u with the IC d 5Th|s .S processmg
% Bssen PR R dlaeon dou AR AUl (4P &
12 and FIGS. 16D and 16E. Further the I C card
ienndafjaneg datx birgsdor FABIRATHN IS -
formul a specified based on the pre-processing
i nf.or fite @erggradfed [ bHaCicarstogmd tin ddtea si®nageo unit 65
performb5 predeterm ned processing for conputation _
afSitige tdraM deiipp reashovd Qin tBRs | @ card 3. Step ST35! As
shown in FIG 16F, the |IC card procedure managenent
task G dr3 .SAM chip 8 outputs the processing
resul t o 10 step ST34 to the ASP server 6. Step
ST36: |l e,. the car RLQcedur e managenent
task . %g{ies sr?ueldc Car er?tlt%)e/%data 73 X. As

expl ai_ned_ above, accordlng to the comunication
Begeherage wmkt| 20 of dthe IC 3a
entity data

of the IC card 3 stores key information used for transactions
with the business the user contracts with.

Note that the user and a business may also contract
with each other after issuance of the IC card 3 through the
Internet 10 etc.

Step ST25:

For example, when the user uses the personal computer
5 to access the .server.Z through the Intermet 10 to try to
i)urchase a product, the server 2 issues a processing request
through the Internet 10 to the ASP server 6.

When the ASP server 6 receives a processing request
from thra server 2, it accesses the personal computer 5 through
the Internet 10. Further, as shownr in FIG. 162, a processing
reques;: issued by the card ieader/writer 4 for the IC card
3 is transmitted through the personal computer 5, Internet
10, and ASP server 6 to the SAM chip 8.

Step ST26:

The ASP sérver 6 outputs to the SAM chip 8 an entity
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73 x for each processing for a procedure occurring
wth the 1Ccard 3 and to have the |IC card procedure
managenment task 72 use the plurality of I1C card

entity data 73-x to sinultaneously proceed wth
processing for a plurality a2 -20 1 C cards 3. Further,
according to the authentication system1, since it is
é%ﬁéac%ggﬁ 19 ség£e the IC card entity data 733

ctuar y Useatfor t he processing of the IC cards 3 in.
the storage unit 65, it js possible to use the )
st or ageP&r SRS R (ZRESAT (S ST ritf e ion

- 75 Further, according to the authentication system
ghowprg sheeni sauer @f 1thesi@ceardedt C card procedure
managenent task 72 nanages the states of execution of
the | cbtsepre®Zssed divided into post-startup states

and conpleted states, it 5 is possible to start the .
executyidn Ofh® NSAN Obhip e Nr&dides tdie $HO0ES PFgHuction
relating to another job in the state while waiting

a ; rd Ther I a1 3 L e
P PLT 4 e R L s bt e L e ene
%%th hg IC card 3 through the Internet 10. 10
r¢#He?, “according to the authentication system1,

the service definition table data describes a nane
show niteR hE¥38pe of service provided by each

busi ness, that is, the service type elenment, the .
nunberTled emiiditysgenecatisadtask tlhefl thed¥AM hignél fhdges
key information used when providing 15 that service.
ihi thé Sniafthélr | 6if t Hite ERE etd0d EREDEY datd [TE3 ef Qsesent in
busi nesses 151 to 153 not devel opers of the SAM chip 8

the SAM chip 8 after the end of the polling is within the
maximum number defined by the SC command of the script program.
If within the maximum number, it proceeds to the processing
of step ST29, while if not, it ends the prodessing.

Step ST29:

The entity generation task 71 specifies which
business’ IC card entity plate data to use based on the
information showing the issuer of the IC card 3 stored in
the entity production request for example and uses that
Spedified IC card entity plate data to generate the IC card
entity data 73 x.

This corresponds to the instance generation shown in
FIG. 12,

Step ST30:

The SAM chip 8 outputs to the ASP server 6 the entity
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can produce their own application progranms for running
on the SAMchip 8 by the script prograns 211, 21 2,
and 21 3 and downl oad them through the SAM chip 8
into the external 20 nenory 7 for custom zation. That
I's, without being informed 78f -key informati on,
operational commands for directly operating the IC

r Ol Ot ' i ggni i ' | O
T, e 2SS AT Pl e 8% 180k BenbBaLATYL PHedf soo.
custorg.ze thej.r own application progranms. Further,
when g&%?léﬁa%mss custom zes its application program
it does not - 76, need to know the key information _or
card Jper G sitd aFiRRadEe naragrrgdadastt tife of the SAM
busi ness is lightened. Further, according to the
chiithéhtirnces s tigaies crhd | sexviess ivhich pdos i 3T ecand 3 can
define conputation content spanning a plurality of
wRivices, it is possible to provide diverse services
conmbining a plurality of services in a range of
SerV'Qﬁﬁgﬁ%ﬁ&%&%@e&bqﬂbt@B%QB%b%pﬂth 2BPERY AL 0B RE NShown
IC card 3 side. Furthér, according fo the
But tication system1, 10 by introducing the
concept of a data bl ock, the data input and out put
with the IC card 3 and the |og data can be easily
nmanagétFePrRE327 s a functional bl ock di agram showi ng
nore specifically the function blocks of the SAM chip
8 sho'ire IT qard EroFedures manndememtGtagk (e ofahe SAM
chip 8 is connected through an internal bus 90 to an
ASRS & GruthdmcatcOfed niltes floap timdcy of the IC card 3.

This is processing corresponding to the job Al shown
in FIG. 12.
Step ST33:
-,The IC card 3 authenticates the legitimacy of the SAM
chip 8.

This is processing corresponding to the job A2 shown

in FIG. 12.

By steps ST32 and ST33, the IC card 3 and SBAM chip

8 mutually authenticate each other. This corresponds to FIG.

16C.

Step ST34:

The IC card procedure management task 72 of the SAM

chip 8 reads and writes data necessary for the procedure

with the IC card 3.

This is processing corresponding to the jobs R and
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60, external nmenory communi cation interface unit 61
bus scranble unit 62, random nunber generation unit
63, 20 encryption/decryption unit 64, storage unit 65,
and CPU 66. In the SAMchip 8 shown in FIG 17, for
exanple as shown in FIG _1§4 it is also possible to
connect acard I/F unit 91 connected to the interna

90 to an RF reception/transm ssion unit 92 outside
‘st Her S EHF p B2 P EER r oo AnUk6Ewith the IC
card 3 by a noncontact system - 77 through an antenna
92a offudidherr theckt ianyd pransdizeimanaginenitasfeiddmses
Enbodi ment The present enbodi ment is an enbodi nent
 gomgsyizitdiong foimtidat spesifbad lbdadiont bhagpasipratessing
the invention. FIG 19 is a view of the overal

GO e B3 e Qi £ &h@mmtém%&iﬂa Hyl 0fed Rerform
present enbodi ment. As shown in FI the

[V r

St .%*f“i%‘#%? E3EhSI MO S Bl B 6431 0 B8 o

car er/ \i 104, personal conputer 105, ASP
f(rc’|c’)1|‘ol cat oncasvg ‘ce provider) server 106, SAM (secure
application nodule) unit 109, personal conputers 1161,
1162, S&s® FF353, and authentication units 1171, 1172,
and 1173 to comuni cate through the Internet 110 and
per f ofm $Bowstin @lht 1pFocthsi I cardophecedunne aswidement
for a procedure wusing an IC card 103. The SAM unit
th3%k 1S oFn ta%t SANALhABNA YudPits (88T HUBEEL Olg SEQHANE of
circuit of the present invention)

step ST34 to the ASP server 6.

Step ST36:

For example, the IC card procedure management task

72 deietes the IC card entity data 73 x.

As explained above, according to the communication

system 1, it is possible to generate the IC card entity data

.13 x for each processing for a procedure occurring with the

IC card 3 and to have the IC card procedure management task
72 use the plurality of IC card entity data 73 x to
simnltéheously proceed with proceésing for a pluraiity of
IC cards 3.

Fﬁrther,-according to the authentication system 1,
since it is sufficient.to.store the IC card.entity'data 73“3
actually used for the processing of the IC cards 3 in the

storage unit 65, it is possible to use thé storage areas

of the storage unit 65 efficiently.
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and SAM chip 108 (sem conductor circuit of the present
20 invention). The SAM chip 108 has the software
configuration shown in FIG 20. As shown in FIG 20,
the SAM chip 108 has, fromthe bottomlayer toward
the top layer, an HW (hardwase) |ayer, 25 OS |ayer,

| ower .handl er |ayer, higher handler |ayer, and - 78

AP | ayer J.n that order. The lower handl.er l.ayer

i ncl uded B AICTRTART tUdtE Et‘htg‘e)&%ﬁcﬁér‘)ﬁwféf stem 1,
application_prograns AP 1, AP-2, and AP -3 _defining

a5t FhT d& Egﬁn grfhestecr e 163°Bydi pECGedrER | Ranagement
conpani‘es or other businesses 1151, 1152, and 1153
Ao 2i mamage s e shathe P exgprutionhef 4hs Deobsiprocessed
progranms AP 1, AP 2, and AP -3 and the higher handler
diagieledirion o o gliets bet tvge ns td tein and oduplevadd ssttadles, it
(firewalls of the present invention) . 10 The SAM chip
DG d s OIS Bl PE ORI it i FIPIdE ordd85dB herid ,start

.etc. to the ASP server 106. The ASP server 106 is

ﬁ@ﬁc{aﬁbaéb{)}g%é@ﬁu}{ unﬁdl?ré}?étﬂé‘xo sj&; %P'éi{é"ééé’teogihﬂe

ter atus 1 nc ng a personal conputer 1
of. . .an end user _.and persopal cqQm gers 1161,, 1162, an
wBiATE TEF 1R FE0ERe X cand & ThRReEaEs, i as Possible
personal conputer 105, for exanple, is connected )

eddg-ne tee b waditt tdmeusrugeft by otwamefier t 9Hedatr vith
reader/witer 104. The card reader/witer 104 realizes
the I®e)canyd S vilnshegs tdemilntiepatatoricorrespondi ng to
t he physi cal

Farther, according to the authentication system 1,

the service definition table data describes a name showing
the type of service provided by each business, that is, the
service type element, the number of that service used in
the IC card 3, and the key information used when providing
that service. This is held in the external memory 7. ‘I‘hereforé,
businesses 15 1 to 15 3 not developers of the SAM chip 8

can produce their own application programs for running‘on

the SAM chip 8 by the script programs 21 1, 21 2, and 21 3

. and download them through the SAM chip 8 into the external

" memory 7 for customization. That is, without being informed

of key information, operational commands for directly
operating the IC card 3, or other highly confidential
information to the businesses 15 1 to 15 3, these. businesses
can customize their own application programs. Further, when

a business customizes its application program, it does not
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20 level with the IC card 103. The operational

commands to the IC card 103 and response packets from
the IC card 103 are generated and analyzed at the SAM
unit 109 side. Therefore, the card reader/witer 104,
personal conputer 105, and A&P-server 25 106 between
them onIy act to store the corrrrands and response - 79

nee % kno tlilxe ata ocra}:lc%n nde;:glt Xnasle ommrgsnds,
an are not |nvo ve |n e encry ecryp

of data, authentication, or ot her act uaI operatlons

59 thie dead o7y 3 Pusingis pisiiaidederi51, 1152, and
1153 use their personal conmputers 1161, 116 2, and

116 3 Hurthemu@cadrdingp g dds @mlt@re@g:rlawé:w BysApmp 1,
and AP -3 and downl oad the produced application

ooy dns ishposghblactauldfiniad catmpatatibnt sodt€dt ddathing
and 1173 through the SAM chip 108 to 10 predeterm ned

& EARAAA BRL BE igartvie®Xt enak ﬁSQQiuléOtZo Pbvidd Sdiverse
t| rre since the businesses 1151, 1152, cFllSS have

BN U RN G SR P AR P65 hddie of

rrermry application prograns

1, AP 2, and P Bca be downl oad to are decide
SEF A ST AT Gt ‘gbe%

to such a storage area is verified by the SAM Chlp

cegsl Furddsrer, while the application programs AP 1, AP

2, and AP - 3 are being executed, the firewalls FW

r est r ifstrttheer, tarcarefdimngane bhenwiamd heh tdatad iamo my stiesm 1,
application prograns 20 AP 1, AP 2, and AP 3. .

by introducing the concept of a data block, the data input
é.nd output with the IC card 3 and the log data can be easily
managed.

FIG. 17 is a functional block diagram showing more
specifically the function blocks of the SAM chip 8 shown
in FIG. 9.

As shown in FIG. 9, the SAM chip 8 is connected through
an internal bus 90 to an ASPS communication interface unit
60, external memory communication interface unit 61, bus
scramble unit 62, random number generation unit 63,
encryption/decryption unit 64, storage unit 65, and CPU 66.

In the SAM chip 8 shown in FIG. 17, for example as
shown in FIG. 18, it is also possible to connect a card I/F
unit 91 connected to the internal bus 90 to an RF

reception/transmission unit 92 oﬁtside_ of the SAM chip 8

and transfer data with the IC card 3 by a noncontact system
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When downl oadi ng the application prograns AP 1, AP 2,

and AP -3 to the SAM chip 108, the authentication

units 117. 1, 1172, and 1173, as explained | ater,
perform nmutual authentication with the SAM chip 108,
produce the downl oad 25 si-gddture verification key
information, etc. - 80 Next, the conponents shown in

1

Fhi2nchd ot LB 9 Sty s Colb s 307 cEb Gy B4y e
iyn FIG 21, the IC card 103 has an IC (integrated
circuit) 103a provided with a storage unit 150 and

processing unit 151. The storage unit 150, as shown in
FIG Mﬁm 10 area 1551 used by a credit

card conpany or other business 1151, a storage area
155_2 Theepreyentoembediment 55 annenbodinentecanmesponding
155 3 used by a business 115 3. Further, the storage
twmithd wdmite stk eyintf aGrapricton ofiitake fiafvejn,tﬂgimg t he

exi stence of the right to the storage 15 area 1551,

key i nfiey,matd a wSed h0lod U %&etzlama%%%&guﬁl&oho of a
the storage area 1552, and key information used f

t ot he st orage 155
cJ'Igwrﬂkey wf?o ma |ongi|13 sfgetchﬁl Féad )&usemg’c?hmen ‘ual
aut’henti cation, encryiglon and decryption of data i
et c. g P’t’ﬂe}n FIG. qepmunjig tdon ggstem 101 uses

i dentification |nfornat|on of the IC card 103 or IC
the geypar Jd2, IC card 103 (integrated circuit of the present

invention), card reader/writer 104, personal computer 105,
ASP (application service provider) server 106, SAM (secure
application module) unit 109, personal computers 116 1,
116 2, and 116_3, and authentication units 117 1, 117_2,
and 117_3 to communicate through the Internét 110 and perform
settlement processing or other processing for a procedure
using an IC card 103.

The SAM unit 109 has an external memory 107

 (semiconductor storage circuit of the present invention)

and SAM chip 108 (semiconductor circuit of the prese_nt_r
invention) .

The SAM chip 108 has ,ﬁhe software configuration sho‘wn '
in FIG. 20.

As shown in FIG. 20, the SAM chip 108 has, from the

bottom layer toward the top iayer, an HW (hardware) layer,

OS layer, lower handler layer, higher handler layer, and
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Next, the SAMunit 109 will be explained in detail.
[External Menory 107] FIG 23 is a view for explaining
the storage areas 25 of the external nenory 107. - 81
As shown in FIG 23, the storage areas of the externa
menory 107 include an AP stpgage area 1201 storage

area for storing the application program AP -1 of the
guilness PNy éP storage area 1202 for storing the
app Feat i-on ? progr M AP -2 of the business 1152, an
AP storage area 1203 for storing_ the application

pr ogr ARFAPC¥STohapier ipyersingindes,p APl KERayBRERL
storage area 121 used by the manager of the SAM chip
108, HA¥ea Wy APntavembiasnrrbieyfelon programsme 1, AP 2,
application program AP -1 stored in the AP storage 10
andeaP]l 20 deifs ndagpproeddofres msingl ithy aC paedra®3 by the
nodul es. Access to the AP storage area 1201 is :

ckedit ehed @amlsiueleéldxewﬂefwﬁémabgeappis CRf 15 2, and
program AP -2 stored in the AP storage area 120271 Ps

1$8MBr LRSHAR0 &naigburablty of progran1n0du|es 15

ccess to t storage area 1202 is restricted by
t he ir EW2. The a cat on pro ram AP -
St or o T P ASYeix, She SRpliBabion BARiiRe Al np 2.
plurality of program nodules. Access to the AP
agfloi\agé ardatheo hgher (handlex pygr @re PRovRded hetween
FW3. In the present enbodi nent, the above program
thedweth iﬁndaahﬁmﬁﬁufﬁiwﬂWab[bw\nﬂifoauedaxf@ema‘crrpbation) .
fromthe outside
The SAM chip 108 is connected through a SCSI port,

the Ethernet, etc. to the ASP server 106. The ASP server

10€é is connected through the Internet 110 to a plurality

- of terminal apparatus including a personal computer 105 of

an end user and personal computers 116 1, 116 2, and 116_3
of businesses 115 1, 115 2, and 115 3.

The personal computer 105, for example, is connected
through a sérial'port or USB port to a Dumb type card
reader/writér 104f The card reader/writer 104 realizes for
example wireless commun.ication corresponding to the physical
level with the IC card 103.

The operational commands to the IC card 103 and
response packets from the IC card 103 are generated and

analyzed at the SAM unit 109 side. Therefore, the card

-:eader/writer 104, personal computer 105, and ASP server

106 between them only act to store the commands and response
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of the SAMunit 109 to the external nenory 107. The
nunber of the program nodul es form ng each
application programcan 25 be freely determ ned by
the correspondi ng business. - 82 Further, the
application prograns AP 1; HP 2, and AP -3 stored in
the external nmenory 107 are scranbled. They are

cgﬁiaw’ghe@h&h&gta w;& F;L&etﬁﬁMaqm (?a%g, t%tgtslaﬁr, and

e application progr 1, AP 2

for a r.oduc the u3|ness s 115 115 2
a58qnSteBvaLvRY eﬂe%gls BAVP 6%u?5r§e‘fmhﬁ?‘l‘6°§ data,
and 1163 shown in FIG 19 and_are downl oaded throu
aPﬁBeSRWFagﬁPB 168 PGhFHea@%PéFn&Peﬁéﬁbesle? th&cé&scard
to the AP nmanagenent storage area 121 is 10

1p8stricted by the firewall FW4. Note that the

firewalls FW1, FW2, FW3, and FW4 correspond to

the frhevihksnE¥éabonmsi n, FLGs _20. aflle1 PP Bunagetbair
storage area 121 stores the modul e nmanagenent data

pesdofl?BoinBukb®s 146 15 1he pvdyha TRBageEBNprdahée the
130 registers the nodTi'é nangs of the progr am nodul es

a%ﬁ%’%c.gﬁgéﬂvg#éé}élﬁ% {a?ﬁeio% fgd”%{-g%ps 31£§&i abt3d0adhe

Hownto
verification_ key information &domnloa

rrafurad RBRLFAEAGD PECERARS, BHPPSH)th?oa?ﬁﬁ?“t%cat1°n
downl oad of a programnodule is allowed conditiona

upitshélipdul dldahagendniildaBatizouthvihg SAY cHamnlB8dto
signature verification key information registered in

prédetesslyagdestorage areas in the external memory 107.

'At this time, since the businesses 115 1, 115 2, and
115;3 have no relation with each other, the storage areas
in the external memory 107 where the application programs
AB_l, AP 2, and AP 3 can be downioaded to are decided in
advance and whether one has the right to download to such
a storage area is verified by the SAM chip 108.

Further, while the application programs AP 1, AP 2,
and:AP;ﬁ are being executed, the firéwalls FW restrict the
transfer and viewing of data among the application programs
AP 1, AP 2, and AP 3.

When downioading the applicationjprograms.AP_}, AP_Z,
and.AP_B to the SAM chip 108, the authentication units 117.1,
117 2, and 117 3, as explained later, perfofm mutual

authentication with the SAM chip 108, produce the download

signature verification key information, etc.
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Furt her, the nodul e managenent data 130 has the nodul e
25 nanes of the program nodul es executed by the SAM
chip 108 83 and the execution signature verification
key information registered in it. That is, the right
for a program nodule to be 8ecuted by the SAM chip
108 is obtained conditional on the nodule 5
managrERe!, ¢AkaclaBoRanikBdshBemeXACPEEON18I gRREULE
verification key information registered in it in
.3 The nodul e managenent data 130, as shown in

e%%é?ﬁ%%ﬁd shows the correspondence of the firewall
nunberﬁgf thﬁ fiﬁemall restricting access to the

pr ogr AfnbaEFe1PAlr ewal | 10 identification information
of the present invention), start address, address

| engt BEIGdodA| dadastamatirral leck diagrankgf the IC card
i nformati on, execution signature verification key :
1paf.ormati on, and nodul e nanme for each program nodul e
of the application progranms AP 1, AP 2, and AP -3
storeflsi Bhbhfi AR FIGSt 21a0enar e8scd281103282s andic
1203. Here, the firewall nunber shows the nunber of

: ' . -whi . t uls
(HHRepraBe s tU MY E032 855 400 et I EARIIPIMAR 150
agdress of .t he 20 s#gﬁage area for which access is
apdPFPEPEFIBY PRAL éwal | .  The address | ength shows
the address length of the storage area for which
accesEPe s ungs ppiy 8P « RaEt shevedd FIGTHS dbaAl pagorage.
signature verification key information is the key '
argholhdt l onsaedchy f arctdmdi igprad \geenpagryl forc gitiher business

115 1, a storage area 155 2 used by a business 115 2, and
a storage area 155 3 used by a business 115 3.

Further, thé storaée unit 150 stores key infofmation
used for judging the existence of the right to the storage
area 155 1, key information used for judging the access right
to the storage area 155_2, and key informatioh used for
judging the access right to the storage area 155_3.-That
key information is specifically used for mutual
authehtication,”encryptionrand decryption of data, etc.

Further, the storage unit 150 stores identification
information‘of the IC card 103lor IC card 103 user.

Next, the SAM unit 109 will be explained in detail.

[External Memory 107]

FIG. 23 is a view for explaining the storage areas

of the extermal memory 107.
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25. perfornmed when downl oadi ng a program nodul e
through the SAM - 84 - chip 108 to the external nenory
107. The execution signature verification key
information is used for verifying the signature
informati on given to a p¢ogram nodul e when executi ng
t hat progran1n0du|e by the 5 SAM chip 108. In the
presept odi ne each nod
i s glg/{ nSBe ?lajtn n?él’ma ?oerd raga aregts OJF A exq:ernal
legitim When that rogr am nodul e has_ﬁ
MEMOTY, 11|°57y insdivdee @m0 PR shoerge Rirer, 120 S§8§§fzﬁ| grea
to use ‘the execution signature verification ke
foprf stwatingn the wepligattisn progrgmadd d off @F‘ﬁag"éﬁnﬁés
confirmthe legitimcy of that program nodule. The
-115ddl,eanafP & totdage raren 4290 gndrt stéhing pricgapplication
modul e. The key information storage area 122 stores

p&B%erlﬁpencwm@bls%xnb%owat2oraxﬁ@l sH8edqguheica 1éo 3

acCessing the storage area 155T of the I1C card 103

£300WR RB' ?h %3911%%%&4 yaﬁnpipaaploaec%' OBusiness

“program encrypt ed K ormation K-C2 use

en acces t he storage area 15 t ,
153 hRRE P ensn o ShF 8l #EMR J2L 35eprRY £ managex
appllcatlon program AP-2, and the encrypted key

offnthe rfAM sthip 298, saad\h&eYadnESTRASiPRS EPPREQ SRS 22 -

1553 of the I1C card 103 showmn FIG 22 by execution of
't he aphki applboapiogrEuogFamd AP He siteyednior e i2dh sitorage
ad, K-C, and K-C3 are encrypted 25 by the key

-airﬁﬁoﬂ.ﬁﬂt_ilomchgmprised of a plurality of program modules.

Access to the AP storage area 120 _1 is restricted by the

firewall FW 1.
The application program AP 2 stored in the AP storage -
area 120 2 is comprised of a plurality of program modules.
Access to the AP storage area 120 2 is restricted by the
firewall FW 2.
The application program AP 3 stored in the AP storage

area 120 3 is comprised of a plurality of program modules.

- Access to the AP storage area 120 3 is restricted by the

firewall FW_3.

In the present embodiment, the above program module:
is the minimum unit downloaded for example from the outsidé
of the SAM unit 109 to the external memory 107. The number
of the program modules forming each application program can

be freély determined by the corresponding business.
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- 85. Access to the key information storage area 122
is allowed only by the nanager of the SAM chip 108.
[ SAM Chip 108] FIG 25 is a functional block diagram
of the SAMchip 5 108 shown in FIG 19. As shown in
FIG 25, the SAM chip 108-h&s an ASPS communi cati on
interface unit 160, external nmenory conmunication

interface,unit, 161 us._scranble unit 162, i gnat u

o ooeERr el e pprliZata AR Soting b0, R 915 Bp 3
164, encryption/decryption unit 165, storage unit_ 166,
sipgedrgm dhe ertes cﬁPﬂof@81P§ &r?aﬁﬁ§ﬁmgé§93t§H?Y are
nodul e.* The ASPS conmuni cation interface unit 160 is
degs criambdefda whens agafdo A nitep Fhea SdMoghppt 188-.data with

the ASP 15 server 106 shown in FIG 19. The externa
menor yFucthuauni tiad iapplinadbijoacerogqiimd &P 1 ,SARN2, and AP 3
interface used for input and output of data with the .

a®¥%t eFB2l oHBABLY , 1fFoddBed & Bl ighdd¥ds 163 1, 115 2,
scranbl es out put data and O descranbl es inpuf” data —

aWG?El%”%“Eghg%yQ@%h#%EEBB%h”%oﬂﬁh%e Qrﬁiﬁhlthiigig,Tﬁgd

ext er na meno nication Interface umt

i_gnat yure pr.ocessjng.unit. 163 gs expl gined. | ate
163 duchons’ $PgRifur 49aAac, a2e: Aounibaighathr dughe hessaM
downl oadi ng an application programthrough the
chiped A8t tepl1he ggternal memory 107. ‘

Access to the AP management storage area 121 is
Vrestricted by the firewall FW_4.

Note that the firewalls FW 1, FW 2, FW 3, and FW 4
correspond to the firewalls FW shown in FIG. 20.

The AP management storage area 121 stores the module
management data 130 shown in FIG. 24.

The module management data 130 registers the module
names of the program modgles downloadgd from the personal
c.omputers 116_1, 116_2, and 116_3 in advance and the download
signature verification key informatibn (download key
information of the present invention).

| That is, download of a prégram module is allowed
conditional on the module management data 130 having the
dbwnload—signature verification key information registered
in it in advancé-

Further, thé module management data 130 has ‘the module

names of the program modules executed by the SAM chip 108
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in the external nenory 107 and when executing the

application program The authentication processing

unit 164 as explained |ater perforns nutua

aut hentication with the other party when downl oadi ng

an application programthw @agh the Internet 110 to

the external nmenory 107. The encryption/decryption

uni t. 165 _enc ts data,and decrypts,encrypted data. ..
a4l bnposaBERhiPR sEanR SRS, ARET ERLRsTEE ¥RY RepBtRgtion

information K X for decrypting the key information K
regiptesedail kte3 stored in the key information

storage area 122 of the above-nenti oned externa

menor Yhap7is THheCPghs 7L er et progremskedube chp b regcuted

| ater based on a predeterm ned program (program of
bizhehpr saENthipvenNBi 48) obthinad exaditésnaldesi ghat sddule

application programin accordance wth execution of .

mhh8gbAske dELE 130 havany ehel Bke8RishNsNgnLRArkasks
executed by the CPU 167. As shown in FIG 26, the CPU

v%g%.%ég%#&ﬁsk%ggig%%%gonzg?ﬁ%é%eﬂg’ %:?Y%%eght %%L‘r:anée.

ask program of e present inve

and settlenment processing routine task 173. The

down! a6 odRle Fanagenent daka; 130 cas shopy 4B FIC. 24,
ﬁrocessing for domnloadin% tan applicatiogwgrogram
sheys that spyregpondensp\piinthe 169refwablighunherSaf) Ehep

108 to the 25 external menory 107. - 87 The system ,
fiaeskall lrestuidtlinkg fasicagzer tor thagignes module (firewall

identification information of the present -invention) , start
address, address length, download signature verification
key information, execution signature verification key
information, and module name for each program module of the
application programs AP_1, AP 2, and AP 3 stored in the AP
sﬁorage areas 120 1, 120 2, and 120_3.

Here, the firewall number shows the number of the

 firewall by which access to that program module is

restricted.
The start address shows the start address of the
‘storage area for ﬁhicﬁ access 1s restricted by that firewall.
The address iength shows the address length of the
stérage area for which access is restricted by that firewall.

The download signature verification key information

" is the key information used for the signature verification

performed when downloading a program medule through the SAM




10

15

20

25

managenent, operations unique to the IC card 103, and
ot her processing. The AP task 172 conprehensively
manages the execution 5 of the application programns
AP 1, AP-2, and AP -3 perforned when the SAM chip 108
receives a processing requedd from the ASP server 106
or el sewhere outside of the SAM chip 108. The '

rcgﬁgt GgeRL thcggigggago%%%gigtiﬁg 173 deci des which

e appl i catiron prograns AP 2, and AP -3 to
110 use when for exapple the SAM chip 108 receives a_ .
pr oceSBPNE*PEHELSR FHIRATIEe rEe it 9atien FetpInfogmation
~the ASP server 106. Next, exanples of the operation
isgf uskd fomnuymirdiviog thessdgnature Apfgemation gayen to
[ Operation for Downl oading AP to External Menory] 15
aFpEog2#@mi modul &owhehastedfotiny ptla hipxpdieen opehedtea @y the
of downl oadi ng an application program AP -1 fromthe .

sBEr sRRB| 1080MPH! Ehe IHAds SO VENBAHIMdat 1 Fd10 dfifuple, each
external nmenory 107. Step ST101: The persona

PERRP A Rotidt ASAReR Pifmalit-b HPENEn el Bhckilp, oo

nane.of eac rogram nodul-e to he_.downl oaded t hr,ough
103 Backon MrBa: ThAT, HRoar on, odnas BesoBeet g 11280 b1y
downl oad task 170 running on the SAM chip 108 shown

- mpdifijed|qy tappgepfdrieh nitu? rageibiAe tatisenthe efrecydion

- 88 authentication unit 1171 connected to the
spgnabtnak vermpfiieatidhbkeyFunthematibenteavkriafijetbat

| egitimacy is confirned '
signature information to confirm the legitimacy of that

- program module.

The module name is the name assigned to that program
module.
- The key iﬂformation storage area 122 stores the
encrypted key information K Cl used when accessing the

storage area 155_1 of the IC caxd 103 shown in FIG. 22 by

féxecution of the application program AP i, the encrypted

key information K C2 used when accessing the storage area

155 2 of the IC card 103 shown in FIG. 22 by execution of

the application program AP 2, and the encrypted key

information K _C3 used when accessing the storage area 155 3

- of the IC card 103 shown FIG. 22 by execution of the

épplication program AP 3.

The key information K_Ci , K €2, and K _C3 are encrypted

by the key information K X.
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by the nutual authentication, the processing of step
ST103 is perforned. 5 Note that, in the present
enbodi ment, it is possible to use various techniques
as the technique for that nutual authentication, but
for exanple the follow ng-tgehnique is wused. Both of
. the aut hentication unit 1171 and SAM chip 10 108 hold

|dent|f|cat|on [ of the SAM chip 108, that .
"t RESRRR (18, ey Koo IECRER SHorn SIORARE: G SAaded 1o
key |nfornat|on Further, the authentication unit 1171
addempst onlve bypwhepmapades Ak ddie A% ahtire dA8%n

mast er ‘key information 15 and transmits it to the SAM
chip 168M ThdpSANIBdhi p 108 decrypts the received
encrypted SAM I D by the nutual authentication master
key apgdecorpaisgsaifundtioidie B3AYK Rilagriaal d8 theetAM chip
If matching, it confirns the legitinacy of the .
124t RerCald ¥t Yyt 1171. Further, reverse to this,

t he SAM chip 108 20 encrypts the SAM I D by the nutual

aut he tlc Lon.na for n.a t ansn1t
to thgl au entlca?&g} é(r‘a#t tT' fgﬁtfﬁe agtgﬁ has Fic Al oiﬁlpts
unit 117 1 decrypts the received encrypted SAM ID by .
Cfﬂ@“?ﬁH%ﬁ91QQﬂﬂﬁ£ﬂﬁﬁﬁﬂﬂ(H?%ﬁﬁﬁqg'Iﬁﬁf ad O6MSdiYes it
wth the SAMID it holds itself. If matching, 25 it _
comiini e tilen liadierifiamey vwei tt HE1SAMuGhiserao®le WGt 162,
Step ST103: The downl oad -task 170 judges whet her each
sigtlaita rea o cdasd igiaa ed. th 63 e atiiNanGddatd gue pirogfessing
step ST101 is

unit 164, encryption/decryption unit 165, storage unit 166,

and CPU 167.

TheVSAM chip 108 is a tamper-resistant module.

The ASPS communiéation interface unit 160 is an
interface used for input and output of data with the ASP
server 106 shown in FIG. 19.

The egternal memory communication interface unit 161
is an interface used for inpﬁt and output of data with the
external memory 10%. |

The bus scramble unit 162 scrambles output data and

‘descrambles input data when inputting and outputting data

through the external memory communication interface unit
161.

The signature processing unit 163 as explained later
produces a signature and verifies a signature-when

downloading an application program through the Internet 110
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regi stered in the nodul e managenent data 130 stored in

the 5 AP managenent storage area 121 of the.externa

menory 107. Step ST104: The downl oad task 170, when
judging at step ST103 that it is not registered, ends

t he processing w thout perf®mng the downl oad

processing, while when judging that it is 10

if stered erforns .t essin steR, SL10

167 e eren iR TR A BT aRo b Boethe pppLicaLion

SAM-ID as plaln text using the AP master key KEY-A to
PEedER®te the downl oad signature verification key

information. 15 Further, it transmts that downl oad

si gnaTheeautbentication regceatdrganhdh dp4spgnakpiained

i nformati on produced using that downl oad signature
l¥eerf peatfoamsk ey tuaflloabeatitatiba SAkhchthp b@8er party

Step ST106: 20 The downl oad task 170, when receiving .

whB8 GOWN] 92@ing GNapHL ecX 8l bhigdQh k¥ oughotk@linde rnet
at step ST105, judges if the received downl oad

, 1?29@§t%5 %&g&hgathgg Y1 quornat|on mat ches with

signature veri
of the corres ondln nDduI nanme |
e EHe PR ORYREAan AS0eE ERtR Tt E 14k et e 2nd
170, when receiving the signature information at step
derryptsusesryrtedodtaad signature verification key

i nformati on of the corresponding nodule nanme in the
nmodul thanatgeagat udital§80foe pudgpleéhetores the key

ication key information

information K X for decrypting the key information K Ci,
K- C2, and K C3 stored in the key information storage area
122 of the above-mentioned external memory 107.

The CPU 167 rex.ecutes tasks as explained later based
on a predetermined program (program of the present invention)

and executes a designated application program in accordance

- with execution of the tasks.

FIG. | 26 is a view for explaining the tasks executed
by the CPU 167.

As shown in FIG. 26, the CPU 167 executes the download
task 170, system task 171 . AP task 1'_72 {program of the present
invention) . and settlement‘ processing routine task 173.
| The download task 170, as explained later, _p_erforms
processing for downloading tan application program from
outside of the SAM unit 109 through the SARM chip 108 to the

external memory 107.
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5 legitimacy of that signature information. Step

ST107: The downl oad task 170 proceeds to the

processi ng of step ST108 when judgi ng that they match

at step ST106 or when judging that the signature

information is legitimte-187and ends the processing

in other cases. Step ST108: The downl oad task 170

speci fh.es d S 41 -he xtergal nmenpr yi .
corresbEn avAReH TR 1], 18", TSR, Br REFER YIRS, griver

ST101 b viemﬁng the nodul e nangﬁfnent 15 gﬁ@? 130. an
ORI 't RBEBREGPEM HBYERE ¥9 Jh HE paFd » and other

conputér 1161 to the specified address on the externa
PFOPGEFLPFF. [ Operation for Execution of Application

Progranmi FIG 28 is a flow chart for explaining the

oper afhenAP 26a sy WM chmplrehSAkliveily dd8aghswhe exddi@tion

19 executes the application program AP 1. Step STill:
ofenet AppSAhehbR PpO8gkefsi XBS1Q XRQRISSnd (P X @i fidihed

of the application program AP -1 for exanple fromthe

whel the %%Cl)(iost NedeRvedsl beaciuing Q‘e@gt@ésg.z@rom

executes the - processi ng of “step ST1I2.

1112. Before .t AP task, 172 executes ro m, .
RAFR SHEoTn Ul oF CLPrUNeRP ot S o the h him e
execution 5 signature verification key inforpmation
Corre%enapﬁﬁlpgepﬁeprocess:l.ng routina task 173 decides

which of the application programs AP 1, AP 2, and AP_3 to-

use when for example the SAM chip 108 receives a processing
request relating to the IC card 103 from the ASP server 106.

Next, examples of the operation of the communication

' system 101 will be explained.

[Operation for Downloading AP to External Memory]

FIG. 27 is a flow chart for explaining the operation

- of downloading an application program AP_1 from the personal

computer 116 1 shown in FIG. 19 to the external memory 107.
Step ST101:

The person‘al computer 116_1 shown in FIG. 19 transmits

| to the SAM chip 108 a download request designating the module

name of each program module to be downloaded through the

.;cjtuthentication unit 117__1.

Step ST102:
The download task 170 running on the SAM chip 108 shown

in FIG. 26 performs mutual authentication with the
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nodul e nanes of the program nodule by referring to the
nodul e managenent data 130. Step ST113: The AP task
172 uses the execution signature 10 verification key

i nformati on obtained at step ST112 to verify the
legitimacy of the signal +n&®rsation of that program
nodul e. That is, it judges if the program nodul e has

i Jcit] tef r_tanperned wth, 15 Step
Eitpeagisichinds A2 $oah8ERRRTS th heddotf Romputer
that the ignatyre information iis legitimte, it _.
1&293%&1%% He W%% FISF S EFisHRESY Wi confitamed
it juddes it is not legitimate, it ends the
by &bésgpﬁgalzeu*sheptme fonThehampxeaes aimy of dleps ST103
the program nodul e for which the signature information

ilsapehbFearmaddged to be legitimte. Note that, the
program nodul e may al so be executed by the CPU 167

shownblteFtkat?5iAStRe SHEE Sk £ NEbdHinen ) GOf A8 podzible
[ Operation During Execution of Application Progran] -

t%zusgl Qargg%lgstécﬁh?ﬂhgg.ragxﬂlléi &%J{S%l.gep %%&?ﬁa%%ual

executi on of an application program

the AP.task 172 executes a cpde,in rogram,noqul.e 5.
=pRRi B By oPBECERG SHAMRLE rthd OBy tph e 1
whet her the code to be executed next is a code
usge-ructi ng data

Both of the authentication unit 117 1 and SAM chip
108 hold identification information of the SAM chip 108,
that is, the SAM ID, and the nﬁitual authentication master
key information.

Further, the authentication unit 117 1 enérypts téhe
SAM ID by the mutual authentication master key information
and transmits it to the SAM chip 108. The SAM chip 108 decrypts
the received encrypted SAM ID by the mutual authentication
master key and compares it with the SAM ID it holds itself.r

If matdhing, it confirms the legitimacy of the authentication

unit 117 1. Further, reverse to this, the SAM chip 108

encrypts the SAM ID by the mutual authentication master key
information and transmits it to the authenticationunit 117 1.

The authentication unit 117 1 decrypts the received

-encrypted SAM ID by the mutual authentication master key

and compares it with the SAM_ID it holds itself. If matching,

it confirms the legitimacy of the SAM chip 108.
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transfer or data viewing with another program nodul e.

Step ST122: \When the AP task 172 judges that the code

to be executed 10 next does not instruct data

transfer or data viewing with another program nodul e,

it proceeds to the processisg of step ST124, while

when it judges that it does instruct the sane,

proceggds_t e processi ng of step ST123. Step ST123:

.15 TﬁgeﬁPgF&B§'172 executes that code. Step ST124:

The AP task 172 for exaqple performs error processing

wi t hotleeRetntead task Ifududges: whehhegRach module hame

operati'on of the communication 20 system 101 shown in
descgnaged by Fhecdownload reEnGes30aits sgepi SH103r is

expl ai ning the overall operation of the comunication
regisemrtdl iahehe madelé& mdRagdShept STdGd (13 hestored in the

busi nesses 1151 to 1153 or a party requested 25 by -
Abhﬂsﬁagaﬁba%s§@§ra§edaﬁs§ 19 SPPHE AU N0 HABEvAR07 .

1, - 9 AP-2, and AP-3 for enabling the businesses to

per f og r i.bng relating to transactions perforned
usi ng ?ﬁg ?ggagard 103 on the personal conputers 1161,

ranaGERe GOSN 1790 e druEed pic R TE03 that

managenent data 130 shown in FIG 23, scranbles it,

ikns ody Eegisterhedneerds dheaPragnssing A thout performing

the download processing, while when judging that it is
registered, performs the précessing of step ST105.

Step ST105:

Tﬁe authentication unit 117 1 encrypts the SAM ID as
plain text using the AP master key KEY-A to genérate the
download signature verification key information.

Further, it tranémits that download signature
verification key information or signature information
produced usihg that download sigqature verification key
information to the SAM chip 10§;

Sfep ST106:

The download task 170, when receiving the download

. signature verification key information at step ST105, judges

if the received download signature verification key

- information matches with the download signature verification

key information of the corresponding module name in the

module management data 130.




10

i5

20

25

Step ST132: The application prograns AP-1, AP-2, and
AP-3 are 10 downl oaded through the authentication
units 117 1, 117 2, and 1173 fromthe persona
conputers 1161, 1162, and 1163 to the SAM chip 108.

At this tinme, the processtng§0expl ained using FIG 27

is perfornmed. 15 Step ST133: The user is issued the IC
card . i nqFl 2 he storage uni.t .

ot ne e e b et £33, 48, T bR Felid s atie” ehe
i.nformati on used for transactjQ by the yser with
TR HIHS dAF PP IO e St AT % niiEeR 1R, A iRRd
busi ness may al so conclude a contract through the .
sienatiute vegificatipnckey dnformatgion phethe qanxpsprnding
Step ST134: For exanple, when the user uses the
npetwlenalarcoiputthe 864606 hanagemesttdataeclI@rtd QPudge the
‘through the Internet 110 to - 94 +try to purchase a

IR IGacy [BF IMETs ithd 8R0S niF @993 .Ng 1 equest

. through the Internet 110 to the ASP server 106. The

ASP seroer ghfq.when receiving a processi ng request
fromthe server 102, accesses the personal conputer

105 5_t hrough.the | nter 110. Further,.the .
proced engo%g&gggttaﬁgrq?hepfecggﬁg 163 e REG BT RS °F
card reader/witer 104 is transmtted through the

sfers STHO& ot dudgng (thady ey patchiRd AdeR SRIQ6 or
106 to the SAM chi p 108.

when judging that the signaturé information is legitimate.
and ends the processing in other cases.
Step ST108:

The download task 170 specifies the address in the

‘external memory 107 corresponding to the module name

designated at step ST101 by viewing the module management
data 130 and downloads the program module from the personal

computer 116 1 to the specified address on the external

memory 107.

[Operation for Execution of Application Program]

FIG. 28 is a flow chart for'explaining the operation
Ey which-the SAM chip 108 shown in FIG. 19 executes the
application program AP 1.

Step ST111:

When the SAM chip 108 receives a request for execution

of the application program AP 1 for example from the ASP

_ sefver'106, the AP task 172 shown in FIG. 26 executes the
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Step ST135: 10 The SAM chi p 108 sel ects an application

program by the settlenent processing routine task 173

in accordance wth the processing request received at
step ST134 and executes that selected application

program The processing exp?hined using FIG 28 and

FIG 29 15 in the execution of that application
pRbeAL3ThGS oleNgRepP8rh@bed. Step ST136: The SAM chip

108 outputs the result of execution of the

appligggiog pygegramto the ASP server 106. 20 As

expl arne a%ovef according to the conmunication

system 101, as expl ai ned in FI%. 27, since the SAM

chi p BeagrhsERe(AE haFKehlPcSRPEHERR ALPFPITam pogule of

and 1173 to authenticate the downl oader of the
thepkppdicatigrogragram dPall.oid Re ¢HMIIFaE*FUHOn

application programonly to 25 an authorized storage -
sdgaaturet er b1 eahhbn Teapinpfbiha tiiton c85respopdisigbte the
to prevent an unauthorized party fromillicitly
mB¥ahangiies OJf EAERSFIFhimdiivae B Rtd £kt iy Mooghafddule
the external nmenory 107. Further, according to the -

e o{o] Eﬁ@thg@ syshem 101, 5 when the SAM chip 108 runs

a pfurality of appli cation progranms, since data
transfer a ta and code view ng anpong application
progrgﬁﬁpagglggstricted by the firewalls FW1, FW2,
and FW3, it is possible to prevent processing of each
appl i Eaei BR proYr AR2f RERFLEPRY SKEPIERPPY SEAPEIERed

W th -
verification key information obtained at step ST112 to verify

the legitimacy of the signal information of that program
module.

That is, .it judges if the program module has been
illicit.'_l.y altered or tampered with.

Step ST114:

When the AP task 172 verifies at step ST113 that the

Y

‘signature information is legitimate, it proceeds to the

. processing of step ST115, while when it judges it is not

legitimate, it ends the processing.

Step ST115:

The AP task 172 executes the program module for which
the signature information has been judged to be legitimate.

Note that, the progra.m module may 'al_so be.execut.ed
by the CPU 167 shown in ‘F.IG. 25 as a subroutine in the program.

[Operation During Execution of Application Program]
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10 or tanpered with by another application program
Further, it is possible to inprove the :
confidentiality of each application program- Further,
according to the comruni cati on system 101, as
expl ai ned using FIG 28, whem executing an application
15 program by verifying whether that application

progr is,heing_tanpered wi.ith, it.is ssible to
ol aPBen?Br 320 RePEBYoFo5, REPLA DR, B85, SPREaLa°g,for
an iILicit%y tanpered wi_th application program
ergepden gfc ahdirRplicatienc ®RP9F@®at i on system 101,
20 by conprising each application programby a
pl ur abkep 8T12program nodules, it is possible to
downl oad to an external nenory 107 in units of
progr RRLHDERE AP. tisk 1Y exaeaoedidigotie iMa program module
comuni cation system 101, by perform ng the usual ,
tﬁ‘ibﬁgﬂl kRS BRoERSsBhghkkokANIhIPRE 3d8 25 KO udges whether
I nformati on used for "operations on an I C card 103 to -
6 encrypt.it and storing.t int e r
g, cBRE 6B, v, B ks, 5. Y (28 Sy T e
that key information. Further, according to the
trameharc L G tay yiewing with anethem, progmiar modnie -
program perforns encryption and decryption at the
ti me 8kepof®ld@cess by a bus scramble function, it is
possi bl e to prevent an application program stored in
t he ewhehnntle APMRayk 102 fiundgebaitiux thei codé to baaxseded
etc. while halting the processing of the SAMchip 10

nLQ%jdoes not instruct data transfer or data viewing with

'énother program module, it proceeds to the processing of

step ST1é4, while when it judges that . it does instruct the
saﬁe, proceeds té the processing of.step ST123.

Step S8T123:

The AP task 172 executes that code.

Step ST124:

The AP task 172 for example performs error processing
wiﬁﬁout executing that code.

Next, the overall operation of the communication

system 101 shown in FIG. 19 will be explained.

FIG. 30 is a view for explaining the overall operation
of the communication system 101 shown in FIG. 19.

.Step ST131:

The businesses 115 1 to 115 3 or a party requested

by these businesses produces the application programs AP 1,
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FIG 31 is a functional block diagram show ng nore
specifically the function blocks of the SAM chip 108
shown in FIG 25. As shown in FIG 31, the SAMchip
108 is connected 15 through an internal bus 190 to
the ASPS communi cation int8face unit 160, externa
menory communi cation interface unit 161, bus scranble

Apni2t, 1ed paNCY Wi QARGMEPHHD iihesld 13 YA
umi t 166, and CPU 167. Part of the functions of the

%d@gggi qgﬁ&%@QQou@ESnsggEfgg %régéggﬁt'éfﬁ % e IC

prOCGSSI g unit shown 1n are reall ze

for the CPU 167. In the SA ip 8. shown 'n

& T3 Bt B cEtn gD confukorn et 2 162 S0t e 5

033|ble to connect the card I/F unit 191 connected to

N defdA- B¥ 190 to an RF 25
reception/transm ssion unit 192 outside of the SAM
chi p Fogthe®] thedmanageircofddhe WAMhchlie 108caedei@ies
by a noncontact system through an antenna 192a of the
the medant ARhhGARSNitSaaes 1501 §hddr. id herd, Ehodidmidbles
The present enbodiment is an enbodi ment corresponding

- i%9 Bh8 BB 2L AMeE NGRS FI G 33

i$ a view of the overa configuration”o
connugkcat%%?3§ysten1201 of the present enbodi nent. As
shown" i RPF t he conmuni cati on system 201 uses

10 a server 202, 1 C card 203, card reader/witer 204,
per somAP 3PBhpGREEODOBroaspmE AR 1o aRfPoR  sBRY AB_3 are

provi der) server 206,
downloaded through the authentication units 117 1, 117 2,

and 117_3 from thé personal computers 116 1, 116 2, and 116__3
to the SAM chip 108.
At this time, the processing explained using FIG-!27
is performed.
Step ST133:
The user is issued the IC card 103.
~As shown in FIG. 22, the storage unit 150 of the IC

103a of the IC card 103 stores the key information used for

- transactions by the user with the contracting business.

Note that, the ﬁser and a business may also conclude
a contract through the Inte?net 110 etc..after issuancé of
the IC card 103, |

Step ST134: -

For example, when the user uses the personal computer

105 to accesq the server 102 thrqugh the Internet 110 to
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SAM (secure application nodule) unit 209, persona
conputers 2161, 2162, and 2163, and aut hentication
units 2171, 2172, and 2173 to conmunicate through the
Internet 210 15 and perform settlement processing or
~other processing for a prottdure using the IC card
203. The SAM unit 209 has an external nenory 207 and

t%%o%\hﬁc@& al peodfMiC h‘tlﬁ’e 208-has 1ohesspdt V@i-ocessing
configuration showmn 20 in FIG 34. As shown in FIG

% ‘s&e %@M@% AL L I t t Lay

to t Fﬁye%u Hﬁ/?ﬁ %hfég gg;f Zgr 106.

| h dl e h handl |

Agyleg%ﬁ AP saves {1%% a¥'§§ edetving pproces, 3:{7% r:reqmast

includes a driver_ layer. - 98 Here, AP layer includes

- ExpP ithat iSRFViRtodi0%s aReessespthe pexgonpl. SopputaTd 05

procedures using the 1C card 203 by the credit card
thowpgh dheolndermethddione Faethgis 1 thel p2oceand ngl 38quest -
shown in FIG 33. In the AP layer, the application
fREFOFhaECARakd AR isswed B Thandalrde rbagbel/wiakeenod
| ayer are provided between themwth firewalls FW

1£hEr§é}¥h&*&H:deQﬁrb§ fOPRE P Sk 4AU O éﬁ:é(is'lo%o”xntemet
e Et hernet, etc. ?o the "ASP server 206. The AS

15, B S RS, LB bR ot 20

personal nguter 205 of the end user and persona
conquE?Q 5T625:2162, and

,Thé SAM chip 108 selects an application program by
the‘settlement processing routine task 173 in accordance

with the processing reguest received at step ST134 and

. executes that selected application program.

The processing explained using‘FiG. 28 and FIG. 29
in the execution of that application program is then
performed.

Step ST136:

The SAM chip 108 outputs the result of execution of

- the application program to the ASP server 106.

As expiained above, according to the communication
system 101, as explained usiﬁg FIG. 27,.éince the SAM chip
108_uses the authenticationrunits 117 1, 117_2,-and 117 3
to aﬁthenticate the dpwnloa&er of the application progrém
and allows thé-download of the apélication ﬁrogram only to

an authorized storage area in the external memofy 107, it
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2163 of the businesses 2151, 2152, and 2153. The
personal conputer 205, for exanple, is connected 15
through the serial port or USB port to a Dunb type
card reader/witer 204. The card reader/witer 204
realizes for exanple wrel®ss - comunication
corresponding to the physical l|evel with the IC card

1%050515%1@%5 Pilanadt camRAdenbPi kb8 ﬁ&%ﬁrﬁc&pfilq&dzltly

O response packets fronlthe | Ccard 203 are

e erated and, _anal yzed a
p‘%hg‘re i e RRR P ot R D e BE s in the
conput er 205, and_ASP server 206 i nterposed betmeen

G ?‘eg'é’tryt& Odt-ore the commands or response

contents in data payload portions and relay the 25

sane. Fen&hes: cagopridingl edthe chemepiegpipBnsyptem 101,
decryption - 99 of data, authentication, or other
vheinithe G ahip 98 rusda plirahity ZﬂEBapﬁhiac@tﬁ;dm gesEprans ,
2151, 2152, and 2153 use the personal conputers 2161

sala@% R 263 sre rPhaduer thhandbPpbideaii@ing RRQGGANS
1, AP 2, and AP -3 and downl oad the produced

a?’?’?'f'c%%%? P‘*E%g%ﬁ%'i?%@?‘%ggﬁ%ﬁ%‘? s A(I;ﬁqgﬂlﬁq%lgBHStE?o}
d h
Hod AR o ookttt T BUEFRESEEPOISITSIIELE each

and 10 2153 have no relatlon w th each other, the

| appdiggdigne Rrogxamh Eren beAly Adkdey t3y7 ipkerferrd with

application prograns AP 1, AP 2, and AP -3 can be
ogiowainpaded sichpbydenetiemedppWieatiépnt papgirame Fuegther,
right to downl oad to those storage
it is possible to improve the confidentiality of each
application program.

Further, accérding to the communication system 101,

as explained using FIG. 28, when execuéing an application

program, by verifying whether that application program is

vbeing tampered with, it is possible to avoid identity theft

or other illicit acts based on an illicitly tampered with
application program.
Further, according to the communicationrsystem 101,

by comprising each application program by a plurality of

program moedules, it is possible to download to an external

memory 107 in units of program modules.
Further, according to the communication system 101,

by performing the usual scrambling on the highly confidential

key information.used for operations on an IC card 103 to:-
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areas is verified by the SAM chip 208. 15 Further, the
transfer and view ng of data anong the application
prograns AP 1, AP 2, and AP -3 are restricted by the
firewalls EW The authentication units 2171, 2172,

and 2173, as expl ai ned | atef6 perforn1nutual
authentication wth the SAM chip 209, produce

é#@%@&ﬁ?qj§bﬂmﬁﬂéﬁa%fﬂ%-Wﬁf'QJ(EHé‘Ekﬂ&%ﬁdlﬂ&ﬂ5ﬂ3¥§(¥b7 it
mhen downl oadi ng appllcatlon prograns AP 1, AP

et
2 an tQ_the SAN.chi
cgoﬁ?p nen :i:h wWhETY Rl he3§p 2%:lye explaiogd‘fhaz% kﬁyc
Card 2031 - 100 FIG 35is a functlonal bl ock
ﬁﬁ@ﬂf@ﬁﬁ%ﬂP‘the IC card 203. As shown in FIG 35, the

IC card 203 has an IC (|nte%rated circuit) 203a

provi Feathern acsosdigs & thesgompupigagiore syistem 101,
unit 251. The storage unit 250, as shown in FIG 36, :
shiascen t3ie0 lapyd izvad=d o2b pirageenh pe ref comesd ietn coupek i

or other business 2151, a storage area 2552 used by a

WSS b2t ink PORER FRRsODYS dI¥is Boramble
business 215 3. Furt her, the 10 storage unit 250

k i
Q.ftq.%n e¥_t| ]; #%Liﬂmeu‘ﬁg g%gd %}piﬂ%or o BT am

a1 dhtt0 the storage

-s%%%dfff iy oL ?1%%%5&;%"' Lo ot ey

analyzed etc. while halting the processing of the SAM qhip
108.

‘FIG. 31 is a functional block diagram showing more
specifically the function blocks of tbe SBM chip 108 shown
in FIG. 25. | |

As shown in FIG. 31, the SAM chip 108 is connected
through an internal bus 190 to the ASPS domuniéation
interface unit 160, external méxqo:y communication interface
ﬁhit 151, bus scramble unit 162, encryption/decryption unit
165, storage unit 166, and CPU 167.

Part of the functiops of the signature processing u;'x:i.t

163 and authentication processing unit 164 shown in FIG.

. 25 are realized by, for example, the CPU 167.

In the SAM chip 108 shown in FIG. 31, for example as

shown in FIG. 32, it is also possible to connect the card

I/F unit 191 connected to the internal busA 190 to an RF

reception/transmission unit 192 outside of the SAM chip 108
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right to the storage area 2553. That key information
Is 15 specifically used for nutual authentication,
encryption and decryption of data, etc. Further, the
storage unit 250 stores the identification

i nformation of the I1C card 203-or the user of the IC
card 203. 20 Next, the SAMunit 209 wll be explai ned

a'n@ gf&ﬁéker cﬁﬁé 6{1@4 B EF Bﬁa?rg710§ | 3Zoh§oﬁt¥b@.v§ystem'
for explalnlng t he storage areas of "t he external

no 207. sho n {9rag re -
FRgh 28 Sl dhod o Pne b g REIR AR Mion
2201 _.in which the - 101 application progran1AP -1 of

&ness 2151 is stored, a storage area 2202 in

whi ch the application program AP -2 of the business
2152 [FhigdoEadpodimendr age area 2203 in which the
application program AP -3 of the business 2153 5 is :
st or edtheapte aan ARmismdipaset ti ss hor egbodiran £ 2doxmsespdyding
t he manager of the SAM chip 208. The application

o WA TR th A ddgeddie AP widriagntildia 2201 is
conprised of a plurality of program nodul es. Access

to thg?@P 05398 483 2301 pes %&u%%%ﬂ%%{&o &iol) of a

fire appllcatlon progran1AP red in

cthe A(F}’ stqrage area %ﬁg% rrpl;#?s'eﬁ%‘gt ﬁgl urallty

2202 is restrlcted by the firewall FW2.

As shown in FIG. 33, the communication system 201 uses

da server 202, IC card 203, card reader/writer 204, personal

| computer 205, ASP (application service provider) server 206,

SAM (secure application module) unit 209, personal computers

21‘_6__1, 216_2, and 216_3, and authentication units 217 1,

217 2, and 217 3 to communicate through the Internet 210

and perform setflement processing or other processing for
a procedure-using the IC card 203.

The SAM unit 209 has an external memory 207 and SAM
chip 208.

The SAM chip 208 ha; tﬁe software confiéuration shown
in FIG. 34.

As shown in FIG. 34, the SAM chip 208 has, from the
bottom layer toward the top‘layer; an HW (hardware) 1ayer,
0S layer, lower.handigr layer, higher handler layer, and
AP la&er in that ordei. |

The lower handler layer includes a driver layer.
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15 The application program AP -3 stored in the AP
storage area 220 3 is conprised of a plurality of
program modul es. . Access to the AP storage area 2203

.is restricted by the firewall FW3. In the present

enbodi nent, the above progrgﬁrﬁodule 20 is the
nininunrunit downl oaded for exanple fromthe outside
of thareSA) WY t1a3RG: tlmdlhﬁiéﬁ(taﬂfgl&cdﬁ@f Yriiramdar 1,

-nunber of the program nodul es form ng each

2P | Gald ol P MU AR G pliSeddBaly H8iG] "El{l@dn?yCJﬁ? 203

cof r'espondi My busi ness. Further t he application

and AP -3 25 stored in
Y] BHEARATE: bartl olup Bl or Seng? MIREAds S 1, 215 2,

descranmbl ed when read into the SAM chrp 208. Furt her,

I ShITh I PSP 1, AP 2, and AP -3 are,
for exanpl e, produced by the businesses 2151, 2152,
and 2I® theshRglaer peitvn@pp ldombicer preggans H@lz AP _2,
and 5 2163 shown in FIG 33 and are downl oaded through
drite APA atld th208igherhhasdlierndhysenary podvideddsstween
to the AP management storage area 221 is restricted

Hhent he HH rewaddail\W 4w Note that the firewalls FW1, FW
2, FW3, and FW4 10 correspond to the firewalls FVV

h
ot or oThl, St oy 288 e TRMMSIRY GLUAN LKA Port
ication data 232. as shown in FIG. 37. Here,
t@a%e&#e&at £t531 thdhnAFE A HImiN & aitn AR Scf‘ar‘aer

232 are, for exanple, registered in advance at the

206nd s connected through the Internet 210 to a plurality

of terminal appai:atuses’ includiﬁg the personal computei: 205
of the end user and personal computers 216 1, 216 2, and
216_3 of the businesses 215 1, 215 2, and 215 3.

The personal computer 205, for example, is connected
through the serial port or USB port to a Dumb type card
reader/writer 204. The card reader/writer 204 rea]_.izo.s for
example wireless comunication correspondi'ng to the physical
level with the IC card 203.

The operational commands to the IC card 203 and the

'i:esponse packets from the IC card 203 are generated and

analyzed at the SAM unit 209 side. Therefore, the card
reader/writei: 204, personal computer 205, and ASP server
206 interposed between them only act to storer the commands

or response contents in data payload portions and relay the

 same. They are not involved in the encryption or decryption
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of setting up the SAM chip 208. Further, the AP

sel ection data 231 and inter-AP conmuni cati on data
232 can only be rewitten by the nanager of the SAM
chip 208. FIG 38 is a view for explaining the

AP. sel ection data 20 231.-A89shown in FIG 38, the AP
sel ection data 231 shovvs the 1C card type i nformati on

#”%%P | Q%E}Lt 8@5&:? EOE’ER LOQcH% ) %P%fi%é in, the

‘car ype 1 n 1 on s
| C card 3 shown in FIG. 33 and, for exanple, is -
Ifpsas fication information of the credit card
compan perform ng the settlenment for _a transaction

usi ng ﬁebtr%}n%w%rs 235_17halap2; @ayst 21 PcAdisshthe personal

information, as shown in FIG 34, is identification :
confparteats 8601, t21k6 dhplanch L 6N 3 pro praducepthatapgl iatation

the AP layer of the SAMchip 208. FIG 39 is a view -

Proigrexd almimng Ame i iR P T il kidkailicdd daied pdbtiuced

The i nter-AP cormunl cation"data 232 shows whether 10

%’f’z{% g %Pﬁﬁgﬂom .ﬁé“%‘%rﬁ%&%{ﬂ% Bfida 217 1,
285 AR She SR e ATt A i nea
appl i cation program at a colum itemshown in Fl G 39

siterage Fredfedrothfoexteginady Aanary 2% muni cati on

request by the
At this. time, since the businesses 215 1, 215 2, and

215 3 have no relation with each other, the storage areas
in the external memory 207 where the applicaticn programs
AP 1, AP 2, and AP_3 can be downloaded are predetermined.
Whether the.y have the right to download to those storage
areas is verified by the SAM chip 208.

Further, the transfer and viewing of data among the
application programs AP_1, AP_2, and AP 3 are restricted

by the firewalls FW. The authentication units 217 1, 217 2,

~and 217 3, as explained later, perform mutual authentication

with the SAM chip 209, pi:oduce download signature
verification key information, etc. when downloading
application programs AP 1, AP 2, and AP 3 to the SAM 'chip
208. |

Next., the componénts shown.in.‘FIG. 33 will:- be
expia-ined.

[IC Card 203]
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application program AP -3 to the application program
AP -1 is allowed, but a communication request to the
application programAP -2 is rejected. 20 Further, as
shown in FIG 37, the AP managenent storage area 221
has an inter-AP comuni cat i st orage area 233 used
for communication (transfer of data) wth an
appl i 0 rL0qr 8 4
e A e T I T e
wn in FIG 33. As shown in FIG 40, the SAMchip
" has an ASPS comuni cation interface unit 260,
external menory communi cation interface unit 261, bus
scr ant® v 262 F56 si hhatthe I soessialy dns % 3C
aut henti cation processing unit 264,
Ercegrra oed duiorgpi o2 QAR pregd desk Um;}eauﬁt@r%e unahdZSO
CPU 267. The SAM chip 208 is a tanper-resistant
amtl Pprocedhind\SRG €@Bwni cation interface unit 260 is
an 10 interface used for input and output of data wth

the Ajfe seb¥8heiNPi €8] 48 shlown B3 FrEhe36 X al storage
menory contuni Cati on interface unit 261 is an

A0 YO 9! U0 il LA A0l Biness

, nbl es out put data desc nble i nput dat en
%’rcﬁjt't i%hg® P Bt PR u’ﬁ‘gg&t‘%ﬁe FoPiHhrass F 0 ana

nmenory conmuni cation interface Unlt
a storage area 255 3 used by a business 215 3. Further, the

storage unit 250 stores key information used for judging
the existence of a right to the storage area 255 1, key

information used for judging an access right to the storage

larea 255 2, and kéy information used for judging an access

right to the storage area 255 3. That key information is
specifically'used.foz:mutual authentication, encryption and
decryption of data, etec.

Further, the storage unit 250 stores the
identification information of the IC card 203 or the user
of the IC card 203.

Next, the SAM unit 209 will be explained in defail.

[External Memory 207]

FIG. 37 is a view for explaining the storage areas
of the external memory 207.

As shown in FIG. 37, the storage areas of the external

‘ﬁémory 207 include a storage area 220 1 in which the
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261. That is, the external nenory 207 stores data in a
20 scranbl ed state. The signature processing unit 263,
as explained |later, produces a signature and verifies

a signature when domnlogdapg an application program

t hrough. the Internet 210 "t0 the external nenory 207
and when executing an application 25 program - 105
appdigathent pcagirem pPodeofi hheuhiisiféds 3A35eiplisi sbdred,
| ater, perfornms nutual authentication with the other
apaktbyagehafedo2@0 02 Wit id apipldRapieg phcghnligp 2
the Internet 210 to the external nmenory 207. 5 The
o®NEhEPHLERMAEE! YAk QNidNkko2Bd, CACEYBLagdak@dedaNd20 3 in
‘decrypts encryptedTdata. The storage unit 266 stores

d Lred.far reesslBg . 2

w%;ﬁghcgbézégﬁﬁmﬂmﬂ Pga:tgg?:aﬂ QF 3 bg tﬂra LQ 19@550215___3

execut es explal ned t asks base

4G EREF) 20 8ne REL BRB RN o EFEAPPBn2BrB0P A Used by

designated in accordance wth execution of the tasks.
thpananages gfyitbe £8M ehppPalfBng t asks executed by

the CPU 267. 15 As shown in FIG 41, the CPU 267
execuThe applbivia tboh pgrskay OGP dystemedatk t3él APABtorage
task 272, settlement processing routine task 273,

akBhep26\P1COIMEOISAL 80 dAK pAidaldny JfNpebyPAM modules.
comuniTation task 275.

Access to the AP storage area 220 1 is restricted by the
firewall FW_1.

The application program AP_2 stored in the AP storage
area 220_2 is comprised of a plurality of program modules.
Access to the AP storage area 220 _2 is restricted by the
firewall FW 2.

The application program AP_3 stored in the AP storage

area 220_3 is comprised of a plurality of program modules.

. Access to the AP storage area 220 3 is restricted by the

firewall FW_3.

In the present embodiment, the above program module
is the minimum unit downloaded for example from the ou’tsidé-
of the SAM unit 209 to the external memory 207. The number

of the program modules forming each application progi:am can

be freely determined by the corresponding business.

Further, the application programs AP 1, AP 2, and AP 3

si:ore_d in the external memory 207 are sqrambléd_. They are
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The downl oad task 270, as explained |ater, perforns

20 processing for downl oadi ng an application program
from outside of the SAM unit 209 through the SAM chip
208 to the external nmenory 207. The systemtask 271
is a task perform ng drivedO2ranagenment, operations
unique to the IC card 203, or other 25 processing. -

aLQ6 rakbg AP WHRSK r243 1heb %@W@m &qporz%ensi vely

nmanages the execution of the applicalion prograns AP

1, APL 2 nd AR -3 r.f or.med when r equest .i
recei veatgy fﬁ%h%ﬂﬁg)c atﬂﬁ’g? %r?ﬂg P%ngé%vgr‘ %RQP 3
or other place outside of the SAM chip 208._As sho

arg FFer &gama%n PRedegRfl v pthe dyeimsars 45 1, 215 2,
processing request relating to the IC card 203 from

ande 21RSP seingr thes pemsensadt dompartens @désdin@ e, mnd
task 273 obtains identification information of the AP
2061 Beshomwai ie FIG.0 3BhandCaser downleadeiotiatdugh the SAM
included in that processing request based on the AP

 chgbeobiBoRodaha 2%kethauWNmeRobkG2038 and sel ects and

executes the application prograns AP 1, AP 2, and AP
-3 COAES&QQ”@b”gh%OAthLnQE ﬁ@tBEBQQQEOQrea 2

i nf ormati on nt er communi cati on tas 2%2

mana catji.on a e application prograns.
rﬁF@FQE§e F%&wf&ﬁﬁrﬁ o%wégplaining the processing
of the |nter AP communi cation task 274. Here, the

expl aNateokhat| thpefgrownlls| EUt tat FHNg2y hEW_3, and FW_4

correspond to the firewalls FW shown in FIG. 34.

The AP management storage area 221 stores the AP
selection data 231 and the inter-AP communication data 232
as shown in FIG. 37.

Here, AP selection data 231 and inter-AP communication
data 232 are, for example, régistered.in advance at the time
of setting up thé SBM chip 208. Further, the AP selection
data 231 andrinter—AP communication data 232 can onlf be
rewritten by the manager of the SAM chip 208.

FIé.r38 is a view for explaining the AP selection data
231,

As shown in FIG. 38, the AP selectiqn data 231 shows
the IC card type information and AP identification
iqformation linked together,

The IC qard type information shows the type of the

IC card 203 shown in FIG. 33 and, for example, is
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20 case of the application program AP -1 issuing a
communi cation request for witing data in the AP 2.
Step ST201: Wen an application program AP -1 bei ng
executed i ssues a conmmunication request for witing
data to AP-2, the 25 proced&dhg of step ST202 is
performed. - 107 Step ST202: The conmuni cati on

iHea¥e ¥ ¥ uad ialF otk i3h2QF ithe REAiteGai Id¥pany
i nter-AP conmuni cation task 274. Step ST203: 5 The

bRk o MV LG3Y ! AF 2 04 a8 1@ n M8 Rhe 1C
P(‘:aorrmﬁggti on %gta f%%ngﬁom n FG 39 and jsuél1 es |1
thg ggplication program AP -1 can conmuni cate with

°fkE AB32. Step ST204: \When the inter-AP communication

task 274 judges at 10 step ST203 that conmuni cati on

5 poTSPLRE, LAEnEIEiGRELORhNIAFBEEICRnG 25! SEOUD SRS
while when it does not, it ends the processing. In :
3¢hi &s ddenfliEidatdmrFicfoggatihe ofp phiecappbhcprbgn Apogram
AP -1 can communicate with the AP 2, so the processing

opbritingeptSTRES APS 1ayesulodd theSiseps Shagb20Ender t he
control of the inter-AP conmunication task 274, the

appl i gkl 0BgP; Q0L AR flar"‘@k%@iiﬂih@_ kRel BRtERLAR AP
communi cat1 on storage area 233 shown™in FIG 37. 20
cé%men néz%%(:ls.:c\n data 232,

The inter-AP communication data 232 shows whether
communication among the application programs AP_}., AP 2,
and AP_3 shown in FIG. 34 is possible

Specifically, this shows if the communication request
to an application program at é row item issued by an
application program at a éolumn item shown in FIG. 39 is
allowed or not.

For example, a comuniéation request by the
application program AILB to the application pi:ogrém AP 1
is allowed, but a communication request to the application
program AP 2 is rejected.

Furtﬁer, as shown in FIG. 37, the AP management storage
area 221 has an inter-AP communication storage area 233 used
for communication (transfer of data) with an application
program, |

| [SAM Chip 208]

FIG. 40 is a functional block d.i.agram of the SAM chip
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The inter-AP comuni cation task 274 notifies the fact
-of the data being witten to the application program
AP 2. Step ST207: The application program AP -2 reads
data fromthe 25 inter-AP conmmuni cati on storage area
233 in accordance with - 1084 tthe notification

recei ved at step ST206. Due to this, conmunication

Jdvst Waehnd e ad i g i on prograns AP -1 and AP -2
rel ayed through the firewalls is conpleted. 5 The

I nt er xQAMLCQAMYRY GAld ngd aghhe? G SRR A G A‘!s"ps
i n accaordance wth nee can for exa |l e start up the

i nt er -.SAN .conmuni ¢ |on ta.sk 36705 &0 Sﬁ_M Chlcp 208x
FHEIHE2 5% i and |esxsueer i Ehote ¥

command to t he |nter-SAM conmmuni cati on task 275 of

ISR AT SOBETAP SRIE £ Fonites EHRANRMS SRS RER

by the inter-SAM conmunication task 275 of the SAM
sSlgna a0 trrades sine eV 2 Chmantihen tioa gk proregsing
the SAM chip 208x to request that the SAM chip 208x
WNEAC 6@  aénbegptipafieobkybheofrees 265 saszagecdnit 266,
the SAM chip 208 when for exanple the processing 15
Apdm dd¥e SAM chip 208 becones large and it cannot

sui t abl y performthe processi ng.” Next, the overall

opera nlcatlon te 1N
.S%ITM belgxp CASy ﬁa&pe %:esq.]s%:%;ht \313113.

FI G s a Vi ew
explalnln the overaII oper at.i on 20 of the
conmmumi EF Sprpenisgtion iR teriecg wedit &6, igran .

interface used for input and cutput of data with the ASP
server-206 shown in FIG. 33, |

The external memory communication interface unit 261
is an interface used for input and output of data with the
external memory 207.

Thg bus scramble unit 262.scramb1eé output data and
descrambles input data when inputting and outputting data

through the external memory communication interface unit

. 261.

That is, the external memory 207 stores data in a
scrambled state.
The signature processing unit 263, as explained later,

produces a signature and verifies a signature when

" downloading an application program through. the Internet 210

to the external memory 207 and when executing an application

program.
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The busi nesses 2151 to 2153 or a party requested by

t hese busi nesses produce application prograns AP 1, AP
2, and AP -3 for those businesses to perform -
processing for 25 transactions using the IC card 203

on the personal conputers 10509 2161, 2162, and 2163
shown in FIG 33. Step ST232: The application

progr fHE .gﬁi’tﬂenefcztiandpﬁ%éls%% Hnigaded Q&guqaned

the authentication units 2, 5 and 217_3 from
e_persopal co ters 2161, 216 and. 21 to,.the SAM
1eREsP OhE RS E MRHLAL e foen el Paof 1 41 Ve Ytk PRy
éos. As shown in FIG _36, the IC 203a of the |I.C card
wbey danleading aRcarRlicariednasFraps threyggh the Internet

transactions with a business which the user has
2¢Bntrathedewtennafjomempmyt 20He contract between the

user and a business may be concluded after issuance:

of t hEhé Guearyp038n fdecughtidthenit e tentbypitsc daktm and

Step ST234: For exanple, when a user desires to use

dbBeypeESana eaapdher . 205 to access the server 202
through the I'nternet 210 and purchase a product, the

Thter e Sio RS R Q2R RbR0= HES GREs ALY 2Be che
server . 206 re ﬁiv s a ggocessing.request fromthe
p§%?§%?1?@2?f|§ 8ctEYs887t he personal computer 205

t hrough the Internet 210. Further, the processing
requesie CPU 267 executes later explained tasks based on

a predetermined program (program of the present invention)
and executes an application program designated in accordance
with execution of the tasks.

FIG. 41 is a view for explaining tasks executed by
the CPU 267. | |

As shown in FIG. 41, the CPU 267 executes a downlogd

task 270, system task 271, AP task 272, settlement processing

routine task 273, inter-AP communication task 274, and

inter-SAM communication task 275.

The‘download task 270, as explained later, performs
processing for downloading an application piogram from
outside of the SAM unit 209 through the SAM chip 208 to the
external memory 207.

The system task.271 is a task performing driver
management, operations unique to thé IC card 203, or other

processing.
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for the I1C card 203 issued by the card reader/witer

204 is sent through the personal conputer 205,

Internet 210, 25 and ASP server 206 to the SAM chip

208. - 110 ‘Step ST235: Th %AM chip 208, in

accordance with the proceSS|ng request received at

step ST234, selects the application programby the

set t | genhPptasie s¥ihg foeutkaspl as ked@nfiralneh siceelyt eanages
the selected application program In the execution of
thia et diGa i tHed Gppli ity onC PHddiiatat RPN 1peRPORTRGnd
bet ween application prograns is performed by the™

NP5 AR HHTE e 10T an? e stNQWN HeRkdiRRd by the

above-nentioned FIG 43. ° 10 Step ST236: The SAM chip

S§\8€ ﬁ?@y’%ﬁ %Ir’lg &y é”t%% ser% ﬁblﬁogr étb}éetezp%lace outside

tiron program server

expl ai ned ahove, according to the communication

dihem h&?ﬁﬁﬁm in FIG 34 and FIG 37, the
application 15 progranms AP 1, AP 2, and AP-3 are
rest r Ast edobnofna&dEssidig when &hneﬁﬂﬁychFPeﬂﬁﬁl§ec§éves
it is possible to prevent application prograns from
abgiragadddiingy tdeguent belediagd to adee T€d cairidh 20Buifidoer the
it is possible to inprove the confidentiality of each

A&@DE@%@@rOQOBTOﬂha”beggléﬁéﬁEQ% ro@¢SHin hdwidd&ask 273
comuni cation system 201, by the inter-AP

o%%mry Sﬁgh%qfaaa%l%#lﬁgg%ﬂagoﬁ'& Ale Y raq,ntef;?dadmg

genent stora ar ea e external

tl%g 17;}313%‘1’&’” card Fi-!y%e %Zlftoo 1f0(l)lr JmnE:Eudgcrlofr? St‘ﬁlaqg process:l.ng

request based on the AP selection data 231 shown in FIG.
38 and selects and executes the application programé AP 1,
AP 2, and AP 3 coi:responding to that AP identification
information.

The inter-AP communication task 274 manages
communication among the application programs.

FIG. 43 is a flow chart fér explairling the processing
of the inter—-AP communication task 274.

Here, the explanation will be given illustrating the

case of the application program AP_1 issuing a communication

request for writing data in the AP 2.

Step 5T201:

When an application program AP 1 being. executed issﬁes
a communication reqﬁest for wri-{:ing data to AP 2 _.. the |

processing of step ST202 is performed.
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43, conmuni cati.on between application progranms is
allowed 25 in a preallowed range. - 111 Therefore,

it is possible to provide diverse services by
synchroni zati on and cooperation of a plurality of
application prograns. As-sd8f a diverse service, for
exanple, there is the 5 automatic sel ection of
appliggg#ongngrans by the settlenment processing
routine task 273 shown in FIG 41. That is, while the
same level of [ e r_se
proceééfenao%w%%%%g%‘n9§s&§92ngéfu%?o%%c%ff&ﬁg%?%? 43
to the'issuer of the |C card 203, .if the ty

e eck b B63 SPE SR COPRURAGRFS8Bo R 2 110
application programcan be automatically determ ned.

Ther eféer, SBY0Begi stering the settl ement processing at
the | evel of the settlenment processing routine task :
273, fhe ilyper AP chemuGicedien208sla®y 4 eéews the inter-AP
correspondi ng application programcan be 15 :
i cagalohy ddehepsbnetiowluént @IGhi 89 &ha Haddeean itfhehe
devel oper of the application programcan be |ightened.

Egﬁ%% i o&C %gggiﬁgt& 7 4N GOoMHALR2ERRR s,mle he0hp 2.

nce t lon—stored in the external nenory
207 is scr%gBled by the bus scranble unit 262 of the
sAM cfitBP2882%46 shown in FIG 40, there is
confidentiality with respect to anal s fromthe
out si WeenFghenapteschBr apﬂ@upbcﬁﬁéoem%ﬂﬁh. 238 3ndges at
system 201, by the provision of the inter-SAM
stepTsN20at thatt esim@yboathomi s ipdd@bly, it executes the
possi bl e to.di sperse the processing '
processing of step ST205 while when it does not, it ends

the processing.

In this example, from FIG. 39, the application program
AP 1 can-communicate ﬁith the AP 2, so thé processing of
step ST205 is exeéuted.

Step ST205:

Under the control of the inter-AP communication task
274, the application prégram AP_1 writes data in the inter-AP
communication storage area 233 shown in FIG. 37.

Step ST206:

The inter-AP communication task 274-notifieslthe fact

‘of the data being written to the application program.Ag_Z.

Step ST207:
The application program AP 2 reads data from the

inter—AP communication storage area 233 in accordance with
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25 |l oad of the SAM chip 208 to other SAM chi ps.
Therefore, when 112 nounting the SAMchip 208 in a
store server etc. which has to sinultaneously handle
processing requests for setjiggenent processing froma
plurality of term nal apparatuses, it is possible to
use the function of .the inter-SAM comuni cation 5 task

thes nodifisadien Fecedmade mins tero§T28ng capability

using a plurality of SAMchips 208. FIG 46 is a

f unct Poralkobltbik , dcegmamishdiongbetweens tbei hppdlicgtion
the function bl ocks of the SAM chip 208 shown in FIG
piogrithsARPS Hownd APFRGredAfydd & hbdighhithe?@ devalls is
connected through an internal bus 290 to the ASPS
coRpetiecat i on  interface unit 260, external nenory
comuni cation interface wunit 261, bus scranble unit

262, r Lor C ' it , or unit:.
202 SR VBRSO, R385 LRSI s .
signature processing._unit _ 263 and aut henti cation
46@&&@%@%‘&1@@2@& &/Fdn SEpcEor xampley S tariniR: the
realized by the CPU 267. The SAM chip 208 shown in _
ipter-58M copmuniaptionstatiowiS PR # GAMIZhippl 08k gmtside
connect the card I/F unit 291 connected 20 to the :
offNitles SaM dhip 208 dwd dashie i eempitie0Bdmitizind T 8B& G tent{SAM
292 outside of the SAM chip 208 and transfer data with

cbhfunhiCatabd 283kb¥78 Reneprkaghns whligmbkough an
- antenna 292a of the RF reception/transm ssion unit

292 Sguht b EURGILBOLAZRATEL S 1 SUHQH B knbS s ARer-sau

enbodi ment correspon
_(.:ommunication task 275 of the SAM chip 208 to the inter-SAM

- communication task 275 of the SAM 'chip 208x to request that

the SAM chip 208x execute at least part of the processing
assigned to‘ the SAM chip 208 when for example the processing
load of the SAM chip 208 becomes large and it cannot suitably
perform the proéessing.

Next, the ovei‘all operation of the communication
system 201 shown in f‘IG. 33 w1;.11 be explained.

FIG. 45 is a view for explaining the overall operation
of the communication system 201 shown in FIG. 33.

Step ST231:

'i‘h’e businesses 2_15_1. to 215 3 or a pari:_y requested
by these businesses prpdu'ce application programs AP_1, AP 2,

and AP 3 for those businesses to perform processing for

.t'ransactions using the IC card 203 on the personal domputers
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- 113 13th to 16th aspects of the invention. FIG 48
is a view of the overall configuration of the

comuni cation system 301 of the present enbodi nent. As
shown in FIG 48, the commynjcation system 301 uses 5
the server 302, 1C card 303 (integrated circuit of the
present invention), card reader/witer 304, personal
2d6ngut @163@5, anfiSR1(taFplsheatn dm FIGui S3 -provi der)
server 306, SAM (secure application nodule) unit 309,
per sosgkpcamrpakers 3161, 3162, 3163, 3164, and 3165,
aut hentication units 3171, 10 3172, 3173, 3174, and
3175 ¢Rdt Bpphlieakion ?E%@&ﬁh%sﬂﬁ 10f abhe ,pLeseldlr 3 are
invention) ; and the TCE (in-cirCuit effulator) 318 to

[ r the lLiter I or.
AERETOREE Tred i R T ibh P ATR 01217 2,
SRR B S8 o E bR hy 8 o ! Snalfie 3
(sem conductor storage circuit of the present
tioniet iSHM chdipd 268V chi p 308 (semni conductor circuit of
the present invention). The SAM chip 308 has a

sof t waktepc8®2i3gur ati on such 20 as shown in FIG 49.
As shown in FIG 49, the SAM chip 308 has, fromthe

| over rhay@kek0ikhessarar thayet, carqHgoihar dware)
| ayer, OS |l|ayer, |ower handler |ayer, higher handl er

| ayernsaﬂﬁﬁwﬁp?hi iﬁbi.oﬁs.(,A@xe' %&eﬁogg bRakn@r 987 caza 203
The [ ower handler layer is a |ayer defining the - 114
stores the key information used for transactions with a
business which the user has contracted with.

Note that the contract between the user and a business
may be concluded after issuance of the IC card 203 through
the Internet 210 etec.

Step ST234:

For. example, when a user desires to use the personal

computer 205 to access the server 202 through the Internet

'210 and purchase a prdduct, the server 202 issues a processing

request through the Internet 210 to the ASP server 206.

When the ASP server 206 receives a processing request

from the server 202, it accesses the personal computer 205

through the Internet 210. Further, the processing reguest
for the IC card 203 issued by the c¢ard reader/writer 204
is sent through the personal computer 205, Internet 21b,

and ASP server 206 to the SAM chip 208.
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processi ng not dependent on the application program
and = corresponds to the transport |ayer, network

| ayer, and data link layer in the OSI protocol. The
| oner handl er layer includes a driver layer. 5 The
driver layer is a layer per¥dtm ng processing
relating to the operation of the LSI. The higher

handl ercdpaysaredss a | ayer defining the processing
dependent on the application prograntand corresponds

to a liwereif Gl RN e JIShlde LAYSY gt%c%%sing

protocol. Here, the OS layer correspon s to

T € PRV S ea T Uhrers LRl £ ?%“P
correspond to the second Iayer of the present

HRENRT G¥ Wﬁ‘&if@?“%ﬁﬁ%@é}ﬂ)mtﬁdﬁ Heasis 273 and
third | ayer of the present invention. The AP | ayer '
fuacduides the sgsdtend iapplpranjiicoars pYedram AP 2, and AP

-3 defining the procedures for use of the IC .card 303

by crddi tthedlkkeewiian ¥ ahe tolbppl ilatiees aograhd, any
AP1, 315 AP2, and 315 AP3 shown in FIG 48. 20 In the
AV atildi FE¥deRld Yo W APp ARabi é?mb ﬁFis

e

-3 and t he higher handl er | ayer are provi de
i rewal | f. th
|nverﬁm cii]n)b H'eﬁ-'sof tAvvarcé’mcI:néln cé%ranl e%rfpg"hﬁhu i shown
FI G, 49 the AP | ayer, defines processing specific to
1% Hrep Fhavssmentgonssl & &% - the content of
settl enment processing using the IC - 115 card 303.
The pE&eesSTRGSF:or dlrectly operating the |1 C. card

The SAM chip 208 outputs the results of execution of

~ the application program to the ASP server 206.

As explained above, according to the communication
system 201, as shown in FIG. 34 and FIG. 37, the application
programs AP 1, AE;?, and AP 3 are restricted from accessing
each other by firewalls, so it is possible to prevent
application programs from being illieitly monitored and

tampered with. Further, it is possible to improve the

' confidentiality of each application program.

Further, according to the‘communidation system 201,

by the inter-AP communication task 274 shown in FIG. 41 using

the AP management storage area 221 of the external memory

207 shown in FIG. 37 to perform the processing shown in FIG.

43, communication between épplication programs is allowed

in a preallowed range.
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303 is defined by the layers of the higher handl er

| ayer on down. The SAM chip 308 is connected with the

ASP server 306. 5 through a SCSI port, the Ethernet,

etc. The ASP server 306 is nnect ed through the

Internet 310 with the personal conputers 305, 3161,

3162, 3163, 3164, and 3165. The personal conputer

3161 Thensfdrby ihdpoismadbd el GoJiboviie glivdimse services

appl i cation program AP-1 executed by the SAM chip 308.
b¥heypehsonikatispuhad db6Pperatisadoffy al PR uRkAliRgSSE

315 AP2 of the application program AP -1 executed by

abﬁglééuhghlgrgggam;5 The personal conputer 3163 is
used by the business 315 AP3 of the application ’

progr e S
per A é?%%p%t%?&%ﬁ%% et Rt Mifore 1o the
veI 3 D able to_dev a hi her '

aPE%? T M R g Exvhg Briver
shomn in FIG 49 of the SAM chip 308 The
59§¥éeﬁantcsﬁseﬁéﬁlsga5°u§1a§e&a§y P8 shawrainuFEE. 41.
the SAM chip 308, that is, the software devel oper 315
ThAP ihavhhgleheheigbmetmenaﬂa9€ thaptakitibnpsod®8nis For
- whol e. 25 The busi nesses 315AP1, 315 AP2, and 315 AP3

s&6€1&Ment piceBsingnalrearpulbein aéﬁéleaéﬁ% p#Beocol

316 _3 to produce the application prograns AP 1, AP 2,
aé@gréihgstgnghgofg£@@g éfm¥he IC card 203, if the type of

the IC card 203 is known, the corresponding application

program can be automatically determined. Therefore, by -

registering the settlement processing at the level of the

settlement processing routine task 273, the type of the IC

card 203 and the éorresponding application érogram can be

aptbmatically determined. Due to this, the load on the

developer of the application program can be ;ightened.
Further, according to the communication system 201,

since the information stored in the external memoxy 207 is

scrambled by the bus scramble unit 262 of the SAM chip 208

shown in FiG. 40, there ié confidentiality with respect to
analysis fﬁom the outside.

Further, according to the communication system 201,
by the provisidn of fhe inter-SAM communication task 275
shown in FIG.'41,rit ié possible to disperse the processing

load of the SAM 'chip 208 to other SAM chips. Therefore, when
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produced application prograns through the

authentication units 3171, 317 _2, and 3173 to storage

areas allocated 5 in advance in the external nenory

307 through the SAM chip ggg._At this tinme, the

busi nesses 315 -API, 315 Al and 315 AP3 are parties

Wth no relation with each other, so the storage areas
mountiingekher 8AM ckipr30B0in t0 attueh selreret( eajpp| whdkchohas

progranms AP 1, AP 2, and AP -3 can be downl oaded are

tse&ﬁmuw&ewsﬁﬁme phet-Bekifl AOGuedes sy kBetlement
right to download to such a storage area is verified

pbxcgggﬁéwkrsﬁlg %&E#{A g@fl te%%[lf&@.a gﬁ&g&s te%f Ghe;s

appl |cat|on prograns

fir FVVr he tr and
P‘as?iﬁ@ BRaiPe R HRFEATPORE P AR SRl CoRgeicarjon
P 3. _The software devel oper 315 M D downl oads a
tﬁ?bd%?ér EPndBPEPBEr Yhei ﬁFGttlﬁ@eBAI\PEHFﬁSSBBQt frBRBR1LtY
the 20 authentication unit 317 4 in accordance with
upénd aopdusadiityeofh8AMi ghapshdffler | ayer and | ower
handl er l'ayer including the driver |ayer shown in
FI G #Bcof 46 hes SAMahtPiordB Bléck AL idedim $W6wing more
sof tware devel oper 315- SUP-downl oads a 25

.slgééﬂﬂééﬂl{)eghgrﬂ%é‘ﬂéﬂtﬂlé&& PG RaRP8nbl Qki%h shown

he - 117 “authentication unit 3175 to custonm ze al
% &@yers shown in FIG 49. The authentication
un| 3171 to 3175, as explained

As shown in FIG. 46, the SAM chip 208 is connected

through an internal bus 290 to the ASPS communication

intez:facé unit 260, external memory communication interface
unit 261, bus scramble unit 262, encryption/decryption unit -
265, storage unit 266, and CPU 267.

Part of the functions of the signature processing unit

263 and authentication processing unit 264 shown in FIG.

40 are for example realized by the CPU 267.

.The SAM chip 208 shown in FIG. 46, for example as shown

in FIG. 47, may also connect the card I/F unit 291 connected

' to the internal bus 290 to an RF reception/transmission unit

292 outside of the SAM chip 208 and transfer data with the
IC card 203 by a noncontact system through an antenna 292a
of the RF reception/transmission unit 292.

Fourth Embodiment

This embodiment is an embodiment corresponding to the
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| ater, nutually authenticate and produce downl oad
signature 5 verification key information etc. with
the SAM chi p 308 when downl oadi ng a predeterm ned
program from the personal_ &%gﬂnputers 3161 to 3165 to
the SAM chip 308. The pers comput er 305, for
exanple, is used by the owner of the IC card 303,
18Hht tos 16tthe aapeataeiof HhelHavieartdiemnal conputer 305,
for exanple, is connected through a serial port or

USB petrt.t agai Pudty taip@sCehd oteadetl/ %ﬁff?‘u%oﬂ- h$f the
card reader/witer 304 realizes for exanple wreless

c\%” ri'c%ﬁ;‘l'o%” sﬁ%ﬁ_fe%g %%ridi thd SRS iehiflod i k2]

he 1 C ca he opérational conmands to

the | d 303 th response packets fro

card gﬁsa‘ré?‘é o g G« 6§an < RRaRGs Bl o, g Bk o] Gees
309 side. Therefore, the card reader/witer 304, ‘
tb@r%%‘éﬁ’r S8%pute rc%%%rfd-“ﬁsg@é‘r%?lr?,%t iaft E’i‘ﬁé’s‘@fent
between themonly act to store the commands 20 or
ingepdrica)conaed: seaderfiwriben PRY) qeerponal armnmnier 305,
relay the sanme. They are not involved in the

ASECI(%PpleBathiond8eikyDbbOprotidat B, satde BOE A, (s¥icure
ot her operations in the IC card 303. Further, the |ICE

-aﬁﬂﬁlbﬁt%ne%h@h% W3ed Waen 9%%895&9 co&Eu%eE}rsogﬁ%ml

runni ng on the SAM chi p 308

SRS A7 ey M AL 2
3%%32, 317_3, 317_4, and 317_5 (authentication apparatuses
of the present invention), and the ICE (in—ciicuit emulator)
318 to communicate through the Internet 310 and devélop or
customize software of the SAM chip 308, perform settlement
processing using the IC card 303, etc.

The SAM unit 309 has an external memory 307
(semiconductor storage circuit of the present invention)
and SAM chiﬁ 308 (semiconductor circuit of the present
invention).

The SAM chip 308 has a software configuration such

as shown in FIG., 49,

As shown in FIG. 49, the SAM chip 308 has, from the

lower layer to the upper layer, an HW {hardware) layer, OS5

layer, lower handler layer, higher handler layer, and

apblication (AP) layer in that order.

The lower handler layer is a layer defining the
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5 necessary for the settlenent processing using the
SAM chip 308. Authentication Units 317 1 to 317 5

FIG 50 is a functional block diagramof the
authentication unit 3171. %ﬂ As shown in FIG 50, the
aut hentication unit 317 1 4s "a storage unit 3501 and
processing unit 3511. As shown in FIG 50, the storage
pooices350y siodr eepeadailt bh, thie! applddiahdohn patigaam and
master key information K1, and access master key
coRtfr@lspRindaN t EAchd St ddifspoAM 1Ryles i deBlebbkCBLY OB, and data
informati on of the SAM chip 308. The nutua

1845 q%%ﬁega&ino LHIRYY phoghormation K is, as

expl ai ned | ater, used™for generating nutua

aut heptication key ..nfotnmation . ;.20 The acces

st oPhpcdong? St 8r kAYerc TnghideRea GFAvER ipyer-
used for generating downl oad signature information

. usedTRﬁe%r&Uﬁ/ﬁl da¥rngig Br dg¥am PRTEREMARGePHgLessing
menory 307. The access master key information KA is
ried p tiimgo rtea tthen opegaddoar pff thed®&T.oadi ng to the
external nmenory 307 a 25 program of the AP | ayer of

t he swheWhhighekr Hahdlaerofiaybe islid91aySAMislining8the
shown in FIG 49. The processing unit 3511, as shown
p!chEL:QinEOdeB@%d@n‘EUB&ia!tthégtgggﬁﬁgﬁ%&bﬂnp%k;ltra%%%dand

downl oad “"procCessi ng uni The nutua
cé%E:Q%Btoh%%t 1£@n a“%&e@%%gh%% %ng\ll'l\m thg l1::I:f'.'g1-:'Lrlsp<>::'t layer in
OSI protocoi.

Here, the 0S layer corresponds to the first layer of

Tthepmesentinvention,thelowerhandlarlayer,driverlayer,

and higher.handlerrlayer correspond to the second layer of
the present invention, and-the AP layer corresponds to the
third layer of the present invention.
The AP layer includes the application programs AP 1,
AP 2, and AP 3 defining the procedures for use of the IC
card 303 by credit car& compapies and other businesses
315_AP1, 315_AP2, and 315 _AP3 shown in FIG. 48.
| in the AP layer, the application programs AP 1, APm2,
and.APﬁﬂ and the higher handler layer are provided‘beﬁween
them with firewalls FW (firewallé of the present invention).
In the software configuration shown in FIG. 49, the
AP layer defines processing specific to each business, for

example, the content of settlement processing using the IC
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51, when downl oading a programto the external nenory
307, encrypts the SAMID as plain text using the

mut ual aut hentication naster key information KL to
generate the nutual aut hgnﬁeiati on key information K2
and uses that nutual- 10 aut tication key information

K2 for nmutual authentication wth the SAM chip 308.

Sehed Bih| Ghe processiing fior tdidadt 1 ywegie rddimlgo @tliengc 8ard
programto the external menory 307, as shown in FIG

I?3 iendefiiSd e M 1dy@ss Al ¢hd Rdgitst hddBer 1ayer
access .master 15 key information KA to generate the
sl gad key information K -DA. Further, the downl oad
processing unit 3531 uses the downl oad key information

K -DAt0O rate downl oad signatuyre_ information

and trllglr?s% sclﬁf‘pt %thj'és éﬁﬂ’b‘fﬁ‘becgd'&t%%ge h8B"E6298x 306

uthentication units 317 2 and 317 3 are 20 confi gured
"%’Hﬁ"@ he? 2E3hPoon Ehs Jitheretautdieht i cation  unit

3171. However, for exanple, the content of the access
mast eThec RSP sernvetri 3A6Kdsdebhinestédrtikngingh the Internet
authentication wunit. FIG 53 is a functional block

Adicagriath afhd feer stinall tdueip s @oaNid1e3h74.316 120 34 3,
shown in FIG 53, the authentication unit 31747 has a—

NleorAgeddid1 3% _4 and processing unit 3514. As shown
in"FI'G 53, the storage unit 3504 stores a SAM I D,

LU RIS ARk L UER 1L gt
3%1%3?'1 %%t Qﬁgtaiqu iggtfgg tperrogkre_a)in AP 1 executed by the SAM
chip 308.

The personal computer 316 2 is used by the business
315 _AP2 of the application program AP _1 executed by the SAM
chip 308.

The personal computer 316 3 is used by the business

315_AP3 of the application program AP 1 executed by the SAM

- chip 308.

The personal computer 316 4 is used by the software

developer 315 MID able to develop a h'igher handler layer

and lower handler layer including the driver layer shown
in FIG. 49 of the SAM chip 308.

The personal computer 316 5 is used by the manufacturer
of the SAM chip 308, that is, the software déve_loper 315_SUP'
having the right to manage the SAM chips 308 as a whole.

The businesses 315 AP1, 315 AP2, and 315 AP3 use the
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i nformati on K1, and access master key information KA
are the sane as those explalned above. The access
master key information KMis key information 10 for
downl oadi ng a program of the higher handler |ayer and
the [ ower handler |ayer |nc1b@|ﬁg the driver |ayer of
the software structure of the SAM chip 308 shown in

| P EoRdl t Compbiite £X I ST, MIBIY, AHA 031 SAM €4 Spr&%ice the

The processing unit 351 4, as shown in FITG 5 has 15
§1§é§%1£ﬂ“£¥3&féﬁ§'ﬁ¥’iJ”wk %SZaﬁdaﬂEegoﬁghoégwnload the

processi ng unit 353 =The not dal aut hentication uni

. as the mut u tlcatl n .
efifesd ApRLEATE & praind indiel din Fudietfigation
unj t 3534 mhen domnloadl 20 a progran1to t he

Wit 3t 7 dbnoiy? b7, and %% to shqrage axgrs ypikoeaked
SAM I D as plain text using the access naster key '
Fmfashrande ik Ahep egdpanatle memoryodfAl otizkegh the SAM chip
information K. _DA. Next, the downl oad processing unit
3\EB. 4 encrypts the domnload key information K -DA as
plain text using the access 25 naster key informtion

KM t 0 agenayiad @ihdde dnhrad dedes 845 Apif 08} 93 Kang
-DM Next, the downl oad processi ng unrt 3534 uses t'he

| ener.ahe t | oad

%.%f"’;‘%s% LU o AL datth S o

3ﬁ$ 5 FIG 55 is a f ctlonal hl ock di a ran1of t he
FEHEgR iheamhii® externadrenemy) @055 fhich the

aut hentication unit 317 5

application programs AP_1, AP 2, and AP _ 3 can be downloaded

are determined.in advance. Whether or not one has the right

to download to such a storage area is verified by the SAM

chip 308.

Further, during'exécution of the application programs
AP 1, AP 2, and AP 3, the firewalls FW restrict the transfer

and viewing of data between the application programs AP 1,

AP 2, and AP 3.

The software developer 315 MID downloads a
predetermined program into the SAM chip 308 through the

authentication ﬁnit‘311_4 in accordance with need to

‘customize the higher handler layer and lower handler layer

including the driver layer shown in FIG. 49 of the SAM chip

308 etc.

Further, the software developer 315_SUP_downloads a

-pﬁgdetexmined program into the SAM chip 308 through the
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has a storage unit 350_5 and processing unit 351 5. As
shown in FIG 55, the storage unit 3505 stores 10 a
SAM | D, nmutual authentication master key information
KI, and access nmaster key ipformation KA, KM and KS.
The SAM I D, nut ual aut henfi t&fi on naster key
informati on K1, and access naster key information KA

anthéhbestibe 6afe 35710066 euPtomied abover theTh8yers

‘access master key information KS is the key

sWb@h NPk | ehgr egyi red for downl oadi ng a program of the
CS layer of the software structure of the SAM chip
308 s i NaEl G t ‘ X nal Y 307 or SAM

chi p 3000 bt et ich LASRISSIE eI K ok Shpiatned

5, has 20 nmut u aut hentication unit 3525 and .
ISR om LeRReR i PR CaR PEeRECR, At Load signature

aut hentication unit 352 5 is the sane as the nutua
wREHEHE? Een dievuAnEoznationokc it thisoSAMminip Gf@dwhen
FIG 51. 25 The downl oad processing unit 3535, when
dowmlomding a pé@deteprinedptagtie £xdwrthd pepsBoyal
307, as shown in FIG 56, encrypts the SAMID as

dhutd BXI3161 Noté BLECE ees HRStEAM Medp | 39@! mati on KA
to generate the downl oad key information K _ DA

Next , d | [ ry;
5 town aab e R G RO Sy e VY Sl el by

Jhe access st key | tion KMt enerate the
e AP lor TS He end N TRl 497 L ihd o et

processing unit 3535 encrypts the downl oad key - .
i nf or TS HSTEenEN ggmpp&gﬁ $A%y for example, is connected

through a serial port or USB port to a Dumb type card
reader/writer 304. The card reader/writer 304 realizes for
example wireless communication corresponding to the physical
level with the IC ca#d 303.

fhe operational commands to the IC card 303 gnd the

response packets from the IC card 303 are generated and

analyzed at the SAM unit 309 side. Therefore, the card

reader/writer 304, personal cémputer 305, and ASP server
306 interposed between them only act to store the commands
orqrésponse contents in thé data payload portions and relay
the same. They are not involved in the encryption or
decryption of data, authentication, or other operations in
ﬁhe IC card 303.

Further, the ICE 318 is an emulator used when debug_giqg

a program running on the SAM chip 308.
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usi ng the access naster key information KS to generate
the 10 downl oad key information K -DS. Next, the-
downl oad processing unit 353 5 uses the downl oad key
information K -DS to generate the downl oad signature
information and transnmits thilt& o the SAM chip 308.

In the present enbodi nent, the authentication units 15

3171, 3ié4kt, aegesezageh@besle&e&mahhoexbn ldRe 349" age
units 3501, 3504, and 3505 in a secure state. Wen

9 aillid s are destroyed by outside factors or
fo?? 5pren this is detected by a detection unit and

the infqQrr Bor in the storage units 350 1

350 4, i&gﬁgégLé—Ls del eted. 20 SAM Unit 309

[External Menory é% FIG 57 is a view for explaining

the stof&§e §r€&§d 3 geoxesethel ke¥ndnfozaating etc.

shown in FIG 57, the storage areas of the externa
Zﬁemem@ﬁyysﬁﬁrinbbudetameﬂéhstpragesaiwg.ﬁﬁiﬂgithaMﬂanchip
the - 123 application program AP_1 of the business _
3898.is stored, an AP storage area 320_2 in which the
application program AP -2 of the business 3152 is

‘stored, AgaRnARt3LAEI0R BhERs3399 Aneyhheh Ehe

appllcatlon program AP =3 of—the busimess 5 3153 is

The manGagr oF tReRSANNERIR adeBLonE AhRoram, phnthe "

'_éﬁgFaw1AR 1 stored in the AP storage area 3201 is

FgeacﬁFlgin&F§I§9§_5f program nodul es. Access to

the AP storage area 3201 is restricted by the
As shown in FIG. 50, the authentlcatlon unit 317 1

has a storage unit 350_1 and processing unit 351 1.

As shown in FIG. 50, the storage unit 350_1 stores
a SAM ID, mutual authentication master key information K1,
and access master key information KA.

The SAM ID is identification information of the SAM
chip 30B.

The mutual authentication master key information KI
is, as explained later, used for generating mutual
éuthentication key information_K2.

The access master key iﬂformatioh KA, asrexpléined
later, is used for generating dovtnlo'ael signature information
.use& when downloading'a:prqgram in the external memory 307.

The access master key infomat;ion KA is key iriformatic:n :
nécessary for downloading to the external memory 307 a.

program of the AP.layer-of the software structure of the




10

15

20

25

10 firewall FW1. The application program AP-2 stored
in the AP storage area 3202 is conprised of a
plurality of program nodul es. Access to the AP storage
area 3202 is restricted by the firewall FW2. 15 The
application program AP -3 stoied-in the AP storage
area 3203 is conprised of a plurality of program

I ss, 1o the stprage area 1203 is
gzs r?%%%ﬁsgg ?ﬁ%wnff’r‘eég?r 3. In the present
enbodi nent, the above program nodule 20 is the
i ni munt i REASHFT G F b3k ahplas fshawn Ha JEGi RO, has
of the SAMunit 309 to the external nenory 307. The
rumbtfuabfauthenpriogpEmmuthilte 85201nmang dawhload processing
application programcan be freely determ ned by the
aaiiespemdi ng busi ness. Further, the application
programs AP 1, AP 2, and AP -3 25 stored in the
ext er nagh e 13 v re -
descr anbl ed vvher]f %ggéﬁﬁ?gétéﬂghg%ﬁtc%?3—308?4%3}% nerl,n FIG.
t ' ' P AP and, AP - ar e : ’
'ihf %HPAA %&ﬂb%@%%zﬁ é:]agluto %he exiét:a[gxlz,aﬁﬂ%rﬂ?ry 307,

for’ exanple, pro si'nesses

and 3153 u%n he@)erson | . computers, 3161, 3162, and
BN o TR ED 38 B, St i dde FERRAL t he
SAM chip 308 to the external menmory 307. Access to

hen trigalien Master kry anfogmtion Kleda iggnerdke the
the firewall FW4. Note that. the firewalls FW1, FW
utyBaukhenEitdtiobkepindspaatiba Khanfidsymithathhitual
shown in FIG 49. ‘

~ authentication key information K2 for mutual authentication

with the SAM chip 308.
The download processing unit 353 1, when downloading

a program to the external memory 307, as shown in FIG. 52,

‘encrypts the SAM ID as plain text using the access master

key information KA to generate the download.key information
K_bA. Further, the download prlocess'ing unit 353 1 uses the
download-key information R__DA to generate the download |
signature infér-mation and transmité it to the SAM chip 308. .

The authentication units 317 2 and 317 3 are
configured the same as thg above explained authentication
unit 317 1. However, for example, the contentr of the access
master key information KA differs for 'each autﬁentidation
anit.

FIG. 53 is a functional block diagram of the

authentication unit _31'7__'4 .
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The AP managenent storage area 321 stores the AP
managenent data 330. The AP nmanagenent data 330

i ncludes for exanple the SAMID, nutual

aut hentication key information K2 (or nutual 15

aut henti cation nmaster key infléthati on K1), and

downl oad signature verification key information K - DA,
KDV ang Kom iifesde t Ry doyl %h%h@%%ta%r t 317 4
verlflcatlon key 1 nformati‘on ey In ormi't on -
f ver|f | t he of the signature

i n o it |%n %&&%‘%ﬁﬁ%’{%?%e&m éﬂ‘%yaf’l 1.

i nformati on K DA.. The downl oad signature verification

key i nf &Fmétiew? RRDEFWSG s SRey ther steargsnundit B3SO fyisteres
the legitimacy of the signature information generated

us §4M AP ,dowiheddakshentatatinhi mas ter Dy 2infidwmation K1,
downl oad signature verification key information - 125
KankV@dcedee yastfed kiiy dnfiodinatdion Kanankdh&M.egi ti macy

of the signature information generated using the

downl oagnkeyam BHOr pRkLAR éutRéntIBStﬁiei‘Wané@er key
si gnature verification key information is

TN bl LI e .

ernal nmenor Cla 308] through t he SAM
5 EPBT 38 | °§ef ad‘r‘?& BPG¥R - di ‘agram of the SAM
ch| p 10 308 shown in FIG 48.

The access master key :l.nformat:l.on KM is key 1nformatlon
for downloading a program of the higher handler layer and
the lower handler lajer including the driver layer of tfze
‘softw-a.re structure of the SAM c;;nip 308 shown in FIG. 49 to
tile external memory 307 or SAM chip 308.

The processing unit 351_4, -as shown in FIG. 53, has
a mutual authentication unit 352 4 and download processing
unit 353 4.

The mutual authentication unit 352'__4 is the same as
the niutual authentication unit 3-52_1 explained in FIG. 51

The downlocad processing unit 35_3_4, wilen downloading
a ?rograh ‘to the external memory 307, r_as shown in FIG. 54,
encrypts the SAM_]fD as plain text ﬁsing the access master

key information KA to generate the download key information

: K___DA. Next, the download processing unit 353 4 encrypts the

download key information K_DA as plain text using the access

master key information KM to generate the download key
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As shown in FIG 58, the SAM chip 308 has an ASPS

communi cation interface unit 360, external nenory

conmuni cation interface unit 361, bus scramble unit

362, encryption/decryption unit 363, storage unit

364, and CPU 15 365. The SAM-ghip 308 is a

t anper-resi stant nodul e. The ASPS communi cati on

interface unit 360 is an interface used for input and .
odfnrmsrtien X M-nNeké, Atbe devnleadopresessing it 353_4
48. 20 The external nmenory communi cation interface
umses3ghe idovarldad defyadefisgaehtfion KnpPM tendegishpute dfhe
data with the -external menory 307. The bus scranble

. Uriowni@ad ehigiialtaseOihfokmd@i 8nagdd gesssalbLest i ¥PUthe SAM

data when inputting and outputting data 25 through the
eXsNdogrenory comuni cation interface unit - 126
361. The encryption/decryption unit 363 encrypts data

tores §3V5 Hoas B FERSTIeRYoReetkng By e o8t Sss

RO SRS S Grdn pr ogr am by the SAM Chip

308 based on a predeterm ned program (program of the
present AEn¢BAWRoAR FEG.t RE,f 6hm anthaokicationlonile317_5
CPU 365, for exanple, executes a download task 365a

f basper storage pnitedS0NG hod gaweksadnaguphiagBsn 5.

As shown in FIG. 55, the storage unit 350 5 stores
a SAM_ID, mutual authentication master'key-information K1,
and access master key information KA, KM, and KS.

The SAM ID, mutual authentication master key
information K1, and access master key information KA énd
'KK are the_same as those explained above.

The access master key information.KS is the key
~information required for downloading a program of the 0S
'lgyer of fhe software structure of tﬁe SAM cﬁip 308 shown

in FIG. 49 to the external memory 307 or SAM chip 308.

The processing unit 351 _5, as sﬁown in FIG. 55, has
a mitual autheﬁtication unit 352;5_and download processing
uﬁit 353_51

. The mutual authentication unit 352 5 is the same as
the mutual authentication unit 352_1 shown in the

above-mentioned FIG. 51.-

The download processing unit 353 5, when downloading
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nodul es through the Internet 310. Next, the downl oad
operation of. program nodul es by the downl oad task
365a of the CPU 365 will be explained. 15 FIG 59 is
a flow chart for explaining that downl oad operation.
In the foll ow ng enbodi nent; 1Zwe explanation will be
gi ven of the operation when a business 315 - API

d 0 m_nodul eg of the l'icatipn program
A(F%IWQJ omn{on%%oe%r& rnfg gllﬁﬁoﬁVGaBg%aﬁﬁ °'§$3b%:l’§IG° 56,
The personal. computer 3161 shown in FIG 48 transmts

a g gy TR a5 i i tee wdne theewsiesmanster
program nmodul e to be downl oaded conpri sing the

afpsy dafiosmaziop Bir tongmeratentbggtiowhdoad key information
aut hentication unit 3171, Internet - 127 310, ASP '
S& V&. Be&t,atbtlel diwitlldad pridieesSAMe ind 3883 5SéePrypts the
ST302: The mutual authentication unit 352 1 of the

pm&iaﬁgkéﬁi inBSddaefod e mULBept i LRt ﬁgiihgsi}ﬁé’access
as shown in 5 FIG 51, encfypts the SAMID as plain

t | U b Syl I3 KEM cad ke
e Tt A Oy orf ML e e s gad v
k i nformatign Caotep ST303: The t ual L ]

i heemAIRR RUplE naEl 592 el Sad o atpg amit 353 5

3511 of the_ authentication unit 3171 perfornms nutual

- aBPRERPLESatthEn dprnd ok keynwamd sampiden3 K5 MR st Ind admy text

365 of the SAM chip 308 using the nutual
aushagt that Aopekeymaster key infpmation KS to generate the

download key information K _DS. Next, the download processing
unit 353 5 uses the download key information K Ds t§ generate
the download signaturé information and transmits this to |
the SAM chip 308. -

In the present embodiment, the authentication units
31'7__1,‘ 317_4, and 317 5 store information in the storage

units 350_1, 350_4, and 350_5 in a secure state. When these

units are destroyed by cutside factors or forced open, this

is detected by a detection unit and the information stored
in the storage units 350_1, 350 4, and 350 5 is deleted.

SAM Unit 309

" [External Memory 307]
" FIG. 57 is a view for lexplaining the- si::orage areas
of the external memory 307. |
As shown in FIG. 5;7, the storage areas of the external

memory 307 include an ‘AP storage area 320 1 in which the




10

15

20

informati on K2 generated at step ST302. Step ST304: 15
When the nutual legitimacy in the nutua

aut hentication of step ST303 is confirned, the unit
proceeds to the processing of step ST305, while when

not, it ends the processing.;55% ep ST305: 20 The

downl oad processing unit 3531 of the processing unit

3511 of the authentication unit 3171 shown in FIG

5@GPPId catd@n iRFagram 3P _lomd e husdnesd 335%d pisistored,
text. using the access master key information KA to

genc AR ¢ tolrmgtowmtiega®20e\2 iinf oitnimth diheK appA i 2ftiSire program
ST306: 128 The downl oad processing unit 3531 uses the
daenRoad they budfitieBa i3WE 1€ -ildA GIAL &6 alp HitRfkage area
ST305 to generate the downl oad S|gnature i nformation.

Skep §T§g7wh§cﬂ—hﬁ1é1%19§,%ﬂc9p?§%: 1 ouﬂbt 3338 lthe business

tranSmts the download signatu r mat on

r at ST306 t he SAM 308. Ste
999813 80 BosheP SII0 % mheeSNE e bl 2000 ER 321 usea
Sﬁ F 10 308 shown in FIG. 58 uses the downl oad :

ﬁng ﬁr@aﬁéﬁeF|85iF5ﬁ R chiBr ?Bi-on K DVA shown in

FIG 57 to judge the legitimcy of the downl oad
si gnat ufke| 3@ mtw Reg xan] AR _1s sgorsdizom. theﬂ\tAR hitorage
time, the downl oad task 365a judges if the
area 320_1 is comprised of a plurality of program modules.

Access to the AP storage area 320 1 is restricted by the
firewall FW 1.
The application program AP 2 stored in the AP storage

area 320 _2 is comprised of a plurality of program modules.

- Access to the AP storage area 320 2 is restricted by the

firewall FW 2.

The application program AP 3 stored in the AP storage
area 320_ 3 ig comprised of a plurality of program modules
Access to the AP storage area 120 3 is restricted by the
| firewall FW__3.

In .-the present embodiment, the above program module

is the minimum unit downloaded for example from the outside

. of the SAM unit 309 to the external memory 307. The number

25

of the program modules forming each application program can
be freely determined by the corresponding business.
Further, the application programs AP_1, AP 2, and AP 3

stored in the external memory 307 are scrambled. They are
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downl oad request has been nmade at the AP | ayer based
on the 15 nodul e nanes received at step ST301 and
speci fies the downl oad signature verification key
information K DVA. Step ST309: If it is judged at step
ST308 that the. download signature information is
legitimate, the task proceeds to 20 the processing of

le i he, . rq ssi ng.
%SQC ?@%géd Hheaomﬁﬁga&ths h?ﬁe U 365 of
the SAM chip 308 shown_in FIG. 58 speC|f|es t he
addr essF ‘i‘ﬁﬂ?%r ShepRat icabinpRFYITOT A5 dosPBndi rmpd AP_3
to a nodul e nane designated at step 129 ST301 by
vaeei nfer exanple o provhyserd iy ddtea b3GA nasdedoWllSoads 315 2,
t he program nodul e received fromthe personal conputer
3dhd 319 Bhasisgeehéi pdradalatssofputiesesier nal 3MeNdryand
307. Note that when the software developer‘315 M D5

d@m&'@agﬁoﬁﬁoﬂﬁaﬁlavdﬂbeénafaLQethQﬁS&dQé”ﬁhﬁBu&ﬁyﬁﬁe SAM
and Tl ower handl er |ayer shown in

c 55 9o TESDENG, A0%er Rl ShERGST E’?ht e downl oad key

mat 1 on” K generate e routine
expl ai ned usi 54. Usin thls at step ST306,
The. dodHRr Sry e i mARASRh $tompgaErar AL is

Further at ste ST308, in the SAM chip 308, the
wirted drat the firewalhiF@ndkey information K DVM

shomn in FIG 57 is used to verify the downl oad
si gnat Waete jtHaoz nete ofi réwa e rEW ViherFH e, SEW t3\arsend FW 4
devel oper 315 SUP downl oads
correspond to the firewalls FW shown in FIG. 49.

The AP management storage area 321 stores the AP
management data 330.

The AP management data 330 includes for example the
SAM ID, mutual authentication key information K2 (or mutual
authentication master key ihformafion K1), and download
signature verification key information K DA, KDVM, and KDVS.

- Here, the download signature verification key

information K DVA is key information for verifying the

 legitimacy of the signature information generated.using the

download key information K DA.
The download signature verification key information

K DVM is key information for verifying the legitimacy of

the signature information generated using the download key

information K _DM.

The download signature verification key information
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f
.conmuni catron s

15 a program nodul e of the OS | ayer shown in FIG 49
to the external nenory 307, at. step ST305, the
routi ne explained using FIG 56 is used to generate

t he downl oad key information K_DS. Using this, at
step ST306, the downl oad si-gi&sure information is
generated. Further, at step ST308, in the 20 SAM chip

3 he .d i gnat ure. verifi.cat.i on ke -

TReove ReoRey RGO Fol ki 57 dgajsimppy of
thﬁ domnlgad SLEEature_infornation. Note that the
sSPPWEFERREVEROEF erBR EiRp (P aRETr At sd SUFLng drhq slowoad key
access master key informati on KA to downl oad 25 the '
piB§PERAYSQD E BE-the AP | ayer to the external nmenory

- 130 307. Further, the software devel oper 315 SUP

can useThhedowniead mighetukeyvenifioation Kayanaf&Mnation
to downl oad program nodul es of the higher handl er

| iy ateypidfoenatibandted fioxy 8lignathPel e £/4 & $An performed
menory 307. Next, the processing for a transaction

ory 507 Next ¢ at -
hoon et eagAS e BYoh R ARUTE Tk haR) A Al e

expl ai ni h verall o ation 10 of the
S8 k8 Ehd Qgt%%ﬁ%?n %‘8T°§Ko§/§r’rn FIG 48. Step ST331:
The busjnesses, 3151 to 3153 or a part requested by
these b SRR F0Bhuce application prograns AP 1, AP
2, and AP -3 for those businesses to perform
procesH¥¥ % iB5at funshérneisbleckhdidgprdnt cfanthe3GAM chip
on the personal conputers _
308 shown in FIG. 48.

As shown in FIG. 58, the SAM chip 308 has an ASPS
ébmmunication interface unit 360,.externa1 memory
communication interface unit 361, bus scramble unit 362,
enpryption/decryption unit 363, storage unit 364, and CPU
365.

The SAM chip 308 is # tamper-resistant module,.

The ASPS communication interface unit 360 is.ah
interface used for input and output of data with fhe ASP
server 306 shown in FIG. 48.

The external memory communication interface unit 361
is an interface used for input and ocutput of data with the
external memory 307,

The bus scramble unit 362 scrambles output data and

_descrambles input data when inputting and outputting data .-

thfough the external memory communication interface unit




10

15

20

25 .

3161, 3162, and 316.3 shown in FIG 48. At this tine,
downl oad processing explained using FIG 59 is
performed. Step ST332: 20 The application prograns AP
1, AP 2, and AP -3 are downl oaded through the

aut hentication units 317.1,- 328,- and 3173 fromthe
personal conputers 3161, 3162, and 3163 to the SAM
chign .308. At this tine, the processing explai ned using.
FIG 56 25 is performed. - 131 Step ST333: The user

IS issu t [ ~Jthe 1C card 3 stores the

key infggﬁagﬁgn ggag(ggérgpgﬁggc??%%33§§2?P%f¥ﬁﬁﬁréhﬁ? and
ich the user has contracted 5 with. Note that the

c SREFXPESH ERREER ot - and a business may be

concl uded after issuance of the IC card 303 through

t he | nt ®hrReftoraget unit: 3g4STi9ses]daker uerdnpbe, thhen

a user desires to use the personal conmputer 305 to

apresessheogs byvéhe3CPU B66ugh the Internet 310 to

purchase a product, the server 302 issues a processing

requestThéronghBBbeekabﬁtaQtvaiﬂouhOpEB§e§§En§eiMéiudin§
306. When the ASP server 306 receives a proceSsing

I gQueftiohof %%ﬁg%iEQEYSB L}g&%ﬂd.étﬁ b Céﬁéﬁiﬁgﬁp 308 based

per sonal conputer 5 thro tern

FgﬁtJ]SEnglggrB&g%?iS;?fg arxt? %?:gtgramr of the present invention)

in the form of tasks etc.

The CPY 365,.for example, executes a download task
365a for performing processing for downloading proéram
modules-through the Internet 310.

Next, the download operation of program modules by
the download task 365a of the CPU 365 will be explained.

FIG. 59 is a flow chart for explaining that download
operation.

In the following embodiment, thg explanation will be
given of the operation when a business BiSQAPl downloads
program modules of the application'program AP_1 shown in
FIG. 49 and FIG. 57.

Step ST301:

The pers.onal compﬁter 316_1 shown in FIG. 48 tfansmifs
a download request designating.the module name of each
program module to be downloaded comprisiﬁg the épplication

program AP 1 through the authentication unit 317_1 , Internet
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for the 1C card 303 issued by the card reader/writer
304 is sent through the personal conputer 305,
Internet 310, and ASP server 306 to the SAM chi p 308.

- 20 Step ST335: The SAM chip 308, in accordance with

the processing request recei¥éd-at step ST334,
sel ects an application programby the settlenent

es g n as n e S
A S Bk 08 Tt e YRS e 7o, Bl (pos.
chip 3 out the result of execution of the
appllca ##%@ﬁanwto the ASP server 306. As
explalned above, according to the conmunication
syst em Bt mugpalnauthenthcatien sinidnA63_3194 theippocessing
and 3173 hol ding the access master key information KA,
tireitudhknt | chit the amtheBivdahibni myit h2lackesss naten in
key information KM the authentication unit 3175
heteli r | keveAgaes TheB SR IReys | pil DinreidaN usSngAitlle AGtual
expl-ai ned above, performng processing for

ARV Oe B ol RS BdY np@*ll EnfOrnfeide RK! €5 NGéndEAPEY the

307, it becones possible to download a program

Ay n accordance

IRFEE MRESELERNES AP CARIR BRI 1
Therefore possi bl e to prevent an unaut hori zed
party qﬁﬁﬁn%##$%1tly exchangi ng or tanpering wth
program nodul es 15 to be executed by the SAM chip 308.
Fur t herTheamaspail g Een bieczbhom mnddt 38A_3%ofl shelotocessing
as explained earlier, the authentication units 3171,
3inA#® 351 1 of the authentication unit 317_1 performs mutual
authentication with the download task 365a of the CPU 365
of the SAM chip 308 using the mutual authentication key
information K2 generated at step ST302.

Step ST304:

When the mutual legitimacy in the mutual

‘authentication of step ST303 is confirmed, the unit proceeds
- to the processing of step ST305, while when not, it ends

the processing.

Step ST305:
The download processing unit 353 1 of the processing

unit 351_1 of the authentication unit 317_1 shown in FIG.

50, as shown in FIG. 52, encrypts the SAM ID as plain text

using the access master key information KA to génerate the
download key ihformation K _DA.

Step ST306:
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and 317 5 store information in a secure state in the
storage units 3501, ' 3504, and 3505. When such a unit
is destroyed 20 by an external factor or forced open,
this is detected by a detection unit and the stored
information in the storage_-uppgs-3501, 3504, and 3505
is deleted. Therefore, illicit wuse of the key

i nformati on used for downl oading to_the SAM chip 308

can be Hwidpsnload praqensing diditdi3Rg_fousRg the download

comuni cation system 301, - 133 when the SAM chi p 308
Opey atmEommptien| Kt DA ogenppatedt abnstep oFFINE, tai aenerate
data transfer or view ng of data and codes between

e | dh DBa@l SDGAABure iRSbFmatednby the firewalls FW

1, FW2, and FW3, illicit interference or tanpering

W th 5 4, pspeepsi ng of each appl i cati on program by
anot her application program can be prevent ed.

Furt her’l’l}é td"vg’nlpooéc'dc.’l bégce;%'.r? ”*\?ﬁ‘f@ éé‘f feffa?r?ymfﬁs the
each application prd%ran1 ur?her, according to the
communi cati-on system 3Q1,. by configurjng each .
Aprriond rLoRBErE wgana?ta?(am g5ngrated aFogkam ST306 to
modules, it is possible to download to the externa

ngrer A oghim %g%gram modul es units. Further,
according to the conmmuni cati on system 301, by

encr yptdtep t3E308 ghl y confidential key information
used for operation of the I1C card 303 in addition to

the usutle dbAMSICRIMMAIK) 3886 SEOLh8CPt 365 I0FE the SAM chip
external nmenory 307, it i's possible to inprove the

Sﬁ%”sg nI ﬁ{ %l]ijé)f ?b hfsé‘g ¥:h§| %&9&%@&& %‘gn%%%e{rerification
according to the Internet 01, the: :
key information K_DVA shown in FIG. 57 to judge the legitimacy
of the download signature infomati'on received at step ST307.

At this time, the download task 365a judges if the

download request hés been made at the AP layer based on the

"module names received at step ST301 and specifies the

‘download signature verification key information K _DVA.

Step ST309:

If it is judged at step ST308 that the download
signatﬁre information is legitimate, the fask pioceeds to
the processing of’sﬁep ST310, while if not, it ends the
processing;

Step ST310:

The download task 365a of the CPU 35'5 of the SAM chip
308 shown in FIG. 58 specifies the address in the external

memory 307 corresponding to a module name designated at step




10

15

20

© 25

appl i cation program can execute encryption and

decryption 20 when accessing codes by the bus

scranbl e function, so it is possible to prevent an
application programstored in the external nenory 307
frombeing illicitly analyzethgetc. while processing

of the SAM chip 308 is halted. FIG 61 is a functiona

bl ock di agram showi ng nore 25 specificalh¥ t he _
SHEG bY Blewing Fhe nedehg/maniagssetsdatia 330 and downloads
FIG 58. As showmn in FIG 61, the SAMchip 308 is
drenpebgtamtivdulis @icdinteat fabmbtise 3 siomalhechflEer 316 1
communi cation interface unit 360, external nenory
QQITTRHN 1€ Ay # UL T{ RO D WH D lax ik ST madtl 8, W01

362, encryption/decryption unit 365, storage unit

364, a I [ [

61, for@’q’é%r%%?%‘é&y\z‘% iénwéligl%G%%ie?%%\sM}aljgg’%&D
?dg)sqsqlﬁb‘pla}ec*é g:rz%:%wagﬁtgnt c?csg ro(;ja:l.—;1 t}._é_e':fﬁ.nél}eé %}argﬂg]re C.lt.aeyger and
reception/transm ssion unit 392 outside of the SAM -
dvemdandder dayrss sRowdt in G thfe trrthgr gxtesnal memory
noncont act system through an antenna 392a of the RF
BéFepEtottepa@lilsi dihe (downBSRl Kehe infapamttion K DM is
invention is not limted to the above 15 expl ai ned

gaEhediatid by Fthe evatine explalwedditigeRpEaiSRdUsing this,
“enbodi nent, the case of downl oadi ng program nodul es

LROMURE AW Ahe CRIRHEIS Sifith thifted Lo d AU 1
SAM chi'p 308 to the external menory 307 was '
igleln%si:'tartaetde.dFukr):l{thetrrleal%r E?.SBtSTsos, in the SAM chip 308, the
‘downlocad signature verification key information K DVM shown
in FIG. 57 is used to vé.rify the download Signature
information.

Further, when the sof tware developer 31$_SUP downloads
a program module of the OS layer shown in FIG. 49 to the
externai memory 307, | at. steé ST305, the routine explained
using FIG. 56 is used to generate the download key informgtion
K DS. Usiné‘ this, at step ST306, the download signature

information is generated. Fuarther, at step ST308, in the

SAM chip 308, the download signature verification key

‘information K_DVS shown in FIG. 57 is used to verify the

~ download signature information.

Note that the software developers 315 MID and 315 SUP
can use the access master 'key information KA to download

the program module of the AP layer to the external memory
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20 invention can simlarly be applied using the
function of the above expl ai ned downl oad task 365a
even when downl oadi ng program nodul es fromthe
personal conputers 3161 to 3165 to a storage unit 364
in the SAM chip 308. Furtheryggn_the above expl ai ned
enbodi nent, the case 25 of providing the

aut hentication units 3171 to 3175 for - 135 the

I3'Er net 310 at the personal conputer 3161 to 3166
side was illustrated, but as shown in FIG 63, it is
al so [ResilwEe, t@eprsnﬁtr.ifartehe:leamhqm:r CHIitS BURINE4s use the
3171 to 3175  in the SAM chip 308 and al |l ow access to

titeail it ke inBbthadlidh KA a¥ld XM @ol A8wnload program
correspondi ng personal conputers 3161 to 3165. Flft%

t
ST ;1o BLSHER y SHRLL Bl S0 U AE o Layer
|nve |on 10 FIG 64 is vi ew of the overal

thiurgt o T?ﬁ?r%dﬁﬁbhlcation system 401 of the
present enbodi nent. As shown in FIG 64, the- -
comunittestt orbths REQFSRFENE FOT thEransagtian uging fhe IC
403, card reader/witer 404, personal conputer 405,
;N;iqeﬁQﬁihxuthn1anmnnquﬁinnchyst@@riQ# shmwnlEnSEmﬁ- 48
(secure application nodule) unit 409, persona
GANMIIERY expllfihed 162, and 4163, and aut hentication
units 4171, 4172, and 4173 to conmuni cate through the

I nter n%tmﬂl@o f@cia REGLOESY SEIt 1 LI g %%CS$§&:Q§110<5peratlon

ot her processing for a procedure using the card
%‘3 t§20 c-lt-)rxln%lusnAll\éaL@il.gn 43(?3 the%? es oevgr:p a:‘ll.n Iﬁ@r y4 §07

Step ST331:

The businessé‘s 315 1 to 7315___3 or a part requested by
the.se bu_s.inesses produce application programs AP 1, AP 2,
and AP 3 for those businesses to pefform processing for
traﬁsac_tions using the IC card 303 on the personal computers
316_1, 316 _2, and 316_3 shown in FIG. 48.

At thirs time, download"proc-essing explained using FIG.
59 is i:erfomed. |

Si;ep ST332:

The applicatiqn programs AP__l ; AP_2, and AP 3 are

: ,_dowr'xloaded through the authentication units 317 1, 317_2,

and 317_3 from the personal computers 316_1, 316 _2, and 316_3
to the SAM ch:n.p 308.
At this time, the process::.ng expla:.ned using FIG. 56'

is performed.
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chip 408. The SAM chip 408 has a software
configuration shown in FIG 65. As shown in FIG 65,

t he SAM chi p408 has, from a bottomlayer toward a top
| ayer, an NW (hardware) |ayer, .25 OS |ayer, |ower
handl er | ayer, higher handl ef5{ ayer, and 136 AP

| ayer. The | ower handl er |ayer includes a driver

| ayer. Here, the AP | ayer includes application

progr adesPST333:AP 2, and AP -3 defining procedures
for use of the IC card 5 403 by credit card conpani es
or ot hathebusiereszed sfife thikb I caard 3085 3 shown in
FIG 64. In the AP layer, the application prograns
AP_|, Aie21c @add\3033 ARl daHd sy ihatihiitilddy fsed for

are provided between themwth firewalls FW 10 The

I Q4 [ onn r a S LN
YU B ARG GHILT e RYCpAe BEL Nbpractea
The . ASP server 406 is connected .through the Internet

'0a plurality of term nal apparatuses including
a personal conputer 405 of the end user and personal :
conput dedeqkbat Ylte protragiybetygess thadns gk adusiness
4151, 4152, and 4153. The personal conputer 405, for

- sy Tplee cons: lodiedke aff¢éer fiksvagkeacfethel Ifocardr3@SBthrough

port to a Dunb type card reader/witer 404. The card

dadem/berdedy M g1qnl | zes for  exanple wrel ess
conmuni cati on corresponding to the physical 20 |evel

with thelCqqang . 403. Operational commands to the IC

card 403 and response

For example, when a user desires to use the personal
computer 305 to access the server 302 through the Internet

310 to purchase a product, the server 302 :_Lssﬁes a processing

‘request throﬁgh the Internet 310 to the ASP server 306.

When the ASP servé: 306 receives a processing réquest
from fhe server 302; it accesses the personal compuﬁer 305
through the Internet 310. Further, the processingrrequest
for the IC card 303 issued'bﬁ thé card reader/writer 304

is sent through the pérsonalfcomputer 305, Internet 310,

 and ASP server 306 to the SAM chip 308.

Step ST335:

The SAM chip 308, in accordance with the processing
request received at step ST334, selects an application
érogram'by the settlement proceésing.routine~task and
executés the selected applicafioﬁ program.

Step ST336:
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- W th eac

packets fromthe 1 C card 403 are generated and

anal yzed at the SAMunit 409 side. Therefore, the
card reader/witer 404, personal conputer 405, and
ASP server 406 interposed 25 between themonly act to
store the conmands or responsg 137 content in data

‘payl oad portions and relay the sane. They are not

i nvol ved in_encryption or decryption of _data

aut hentPEatPln chaRy 388h e tREtFa thep ErSPLEN OF pramutien of
card 403. 5 The busi nesses 4151, 4152, and 4153 use

ithe gprddsaticoomrooeram 406 thed PSP seryesr1 8305 t o

produce the application prograns AP 1, AP 2, and AP-3

and domsl| ezglbliaefr adooe] aapphidiag ¢o thegcammunication
through the authentication units 4171, 4172, and 4173
=g J0ie PAMehld RuAR NG JHteRFShEias 3G Storaoe 2, and

areas in the external nmenory 407. At this time, sifce

519 BUHABIES thlo hockly maithr 463 MPEAR I A Oene

tHer, the storage areas™ in the exter

menory .407 where the licatiqn prograns AP 1, AP-
Tifhbeish iR Gy A0 4 G RL I o SR i o ey
and whether one has the_right to download to such a
infrzgatigne M, s ther puith@nfjicatd ooamndih 340 holding the
Further, the transfer and view ng of data anong the
aggeiscamhstepr bgyaiBfdPmatidR RS, amed AR explained above,
restricted by the firewalls FW 20 Wien downl oadi ng

bhe FapRlingabrokeRdtgd ForAQoln 103 ddng @NhrdFrand Gddifle to
SAM chi p 408, the authentication units 4171,

%iié—%xt@Q‘Qailzémq% g)éﬁl,aiiri:e%eld?ﬁn@'s' ;Q%rsfiﬂl"@ nad Ylwnload .

a program modules in accordance with rights given in
éccordance with the software hierarchy shown in FIG. 49.
Therefore, it is possible to prevent an unauthorized party
from illjcitly exchanging or tampering with program modules
to be executed by the SAM chip 308.

Further, éccor'ding-to the communication system 301,

as explained earlier, the authentication units 317.1, 317_4,

and 317_5 store information in a secure state in the storage

units 350 1, 350_4,- and 350_5. When such a unit is destroyed
by an external factor or forced open, this is detected by
a detection unit and the stored infbrmation in the storage
units 350 1, '350_4 , and 350_5 is deleted. Therefore,; illicit

use of the key information used for downloading to the SAM

" chip 308 can be avoided.

Further, according to the communication system 301,

i
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aut hentication with the SAM chi p 408, produce the

downl oad signature verification key information, etc.

25 Next, the SAM unit 409 shown in FIG 64 will be -

138 explained in detail. External Menory 407 FIG 66

is a view for explaining thejsgorage areas - of the
external menory 407. As shown in FIG 66, the storage
areas of the external nmenory 407 include an AP ] .
sthpagkha M olip 308 seppratesha Phpprlityi 8f ppBdigation
AP-1 of the business 4151, an AP storage area 4202
frrogtans ngsinee appta datarnsfer ogr ameding off daltm and codes
busi ness 4152, an AP storage area 420 _3 for storing
ihetwdén appliicaitith Ppregrais \Ps- Beotri BEeBUS) ROSS Firewalls
4153, and an AP managenent storage area 421 used by

the 1TRRR0Y, Rhatie $AYIIGRIR $R8erFleeabR! bf Aldrbring with

program AP -1 stored in the AP storage area 4201 Is
canpr.ise f.a plprality of.,programmdules., 15

AR e it L S =L EGBLAT, EPPUEER: oy cdnpphe
the _firewall FW1. The_application program AP -2 ) :
ARPEFT HIh BT RETS A PP EGVAR B2 §‘63ﬂ=ﬁrsé& i5t pgssible
plurality of program nodul es. Access to the AP
storenpfiange i secrecy cof reackdapplitrtion pregwan|
FW 2. The application programAP-3 stored in the AP

st or ag@urtihes 4203 drslioanpiod Stk cforamyitatidy Sfstem 301,

program nodul es.. Access to the AP storage area 420_3
iy @ fifd8hPYeddle application program by a plurality of

p;ogram.modules, it is possible to download to the external
ﬁemory 307 in program modules units.

Further, according to the communication system 301,
by encrypting thé highly confidential key information used
‘for operation of the IC‘card 303 in addition to the usual

scrambling and storing it in the external memory 307, it

is possible to improve the security level of the key

iﬁformation.

Further, accordihg to the Interpet 301, the
applicatidn program can execute encryption and decryption
when accessing codes by-the bus scramble function, so it
is possible to prevent an application.program stored in the
external memory 307 from being illicitly analyzed eté . while
prbcessing of thé SAM chip 308 is halted.

FIG. 61 is a functiohal block-diagrgm showing more

specifically the function blocks of the SAM chip 308 shown
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firewall FW3. 25 In the present enbodi nent, the above
program nodule - 139 is the m ninmumunit downl oaded
for exanple fromthe outside of the SAMunit 409 to
the external menory 407. The nunber of the program
nmodul es formi ng each applicatfpn programcan be
freely determ ned by the correspondi ng busi ness.
Further, the application prograns AP 1, AP 2, and AP_3
ame FEGr 3Branpl e, produced by the businesses 4151,
4152, and 415_3 using the personal conputers 4161,
416_2, Aandhdim3 ish@®NE.i 1615 GhebsSmndlape B vil0atathected
through the SAM chip 408 to the external nenory 407.

s S Gl BB EIENo St ISP A Etmthdlfod Bion
all onwed only by the manager of the SAM chip 408 by the

S Yo, 2 e B i B

FIG, 65, 15 The AP nent__st 51 stor _
I g R ERHEN T JF21 SMORPEROR EoogapEioh unit

Here, the AP managenent data.421 is used by the SAM

M sovmage mividyi i @t itGRh 36+ he application
progranms AP 1, AP 2, and AP 3. 20 In the present

enbodi Fenthet BaMapplipc 30BoshopnognalEGAP6L, £Fx 2examgle as
AP -3 and AP managenent data 421 stored in the

ShownNdn Fwr w2104 1res AsEHd itk |8 donssdtnih€deard
by the bus scranble unit 461 in the SAM chip . 408

ligiﬁngznti*%e 39ACT YRS HRY €6 eEN d &G4 N ud AN Cli v
408, they are
reception/transmission unit 392 outside of the SAM chip 308
and transfer data with the I¥ card 303 by a noncontact system
through an antenna 392a of the RF reception/transmission
unit 392,

The present invention is not limited to the above
explained embodiment.

For example, in the above explained embodiment, the

case of downloading program modules from the personal

- computers 316 1 to 316 5 through the SAM chip 308 to the

external memory 307 was illusﬁrated, but the present

invention can similarly be applied using the function of
the abéve' explained download task 365a even when downloading
prdgram ;nodules from the 'per_sonai computers 316 _1 to 316 5
to' a s‘!;orage unit 364 in the SAM chip 308.

Furfhgr ,- in the above _explained embodiment, the case

of providing the authentication units 317_1 to 317 5 for
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25 descranbl ed using the scranble key K - 140 SAM

Chip 408 FIG 67 is a functional block diagramof the
SAM chip 408 shown in FIG 64. As showmn in FIG 67,

the SAM chi p 408 has an ASPS 5 conmuni cation

interface unit 460, bus scrajgde_unit 461, signature
processing unit 462, authentication processing unit

463, encryption/ decryption unit 464 storage unit 465,
dhe CPberget TH Srini e Perosenal compiket r26 st ke 316_6
nodul e. 10 Here, the CPU 466 corresponds to the data
pricbesmngilbistratedf ke a7 esteown | Iw TG ong3 whiteis also
the bus scranble wunit 461 corresponds to the data

ipHEE IO e pokgdt thRé ddiehel EECMidNMURIEEDBIT7 1 to 317 5
Furt her, the SAM chi p 408 corresponds to the. 15

S.Ih%{“ %JE%‘E)%' Lingf aﬁ.'i‘%wpéééégk t8V€ﬁé' 2Bchdhti8ation
externa

nmory 407 corresponds to

semlco c rCU|t of the fresent

R PO 1rhe LY Brki Memiinr e B8 2 sonae sppputess
|s an interface used for |nput and out put of data .
Wit He ASP_50 server 406 shown in FIG 64. The bus
scranble unit 461 scranbles data to be witten in the
ext er n#@iftdnEmpotimentd descranbl es data read from
the external nenory 407. That is, the external nenory
407 - st ames petasanitnembadiméen Bny ath sinbbdiment corresponding

to the 17th and 18th aspects of the invention.

FIG. 64 is a view of the overall cohfiguration of the
communication system 401 of the present embodiment.

As shown in FIG. 64, the communication system 401 uses
the server 402, IC card 403, card reader/writer 404, personal
computer 405, ASP (application service provider) server 406,
SAM {secure application module) unit 409, personal computers
416 1, 416 2, an'd 416 3, and authentication units 417 1,
417 2, and 417_3 to communicate through tﬁe Internet 410
a‘nd perform seftlement processing or other processing for
a procedure using the IC card 403.

The SAM unit 409 has an external memory 407 and SAM
chip 408.

The SAM chip 408 has a software configuration shown
in FIG. 65. As shown in F1G. 65, the SAM chi;;-'d-OB has, from
a bottom layer tbwarc_'l-a top layer, an HW (hardware) layer,

0S layer, lower handler layer, higher handler layer, and
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141 The processing of the bus scranble unit 461 wll
be explained in detail later. The signature
processing unit 462, as explained |ater, produces a
signature and verifies a signature when 5 downl oadi ng
an application programthrouygy the Internet 410 and
when executing an application program The

aut henti cati on processing unit 463 as explained |ater
Bet fJGRE -nut ual. aut hentication with the other party
when downl oadi ng an application programthrough the

| nt er nGhe 10wéi0hhadiles dayerndncimdesy aldtivEre layer.
encryption/decryption unit 464.encrypts data and

decr ypHere)Cthorad1dgbe. iddbuddd bpgd ibati Abprbgikams AP 1,
exanpl e stores the data necessary for the processing

f the o] Q ar
B 050, B2 PG A g g he 10 s

ql% Fes n:%ci r?cex%eégzglargfnoro\‘: 49}Ze1t:ti) s:.%e ses Q'i% 1, 415 2,
anb| e un T <46 PErT Or B varl ous processi ng

correspondlng to the services of the SAM chip 408 20

Red 4 S m&‘hf%‘? t4fe bus scranble unit 461 will

"be explained in detail. Note that, in the present

enbodi EenthetAR Jagsr ofthes eppdicatieonpsogsrrrbAR LniAP_2,
461 when accessing ,the external menory 407 is

ianduaPr 3t add khe hhghéushandhebl Eayart adé lpR2ovided dhatween
be applied in the case of inputting and outputting -
Mhénm with firewalls FW.

The SAM chip 408 is connected th:;ough a bus 419 using
a SCSI port, the Ethernet, etc. to the ASP sexver 406. The
ASP server 406 is connected .through the Internet 410 to a
plurality of terminal apparatuses including a personal
computer 405 of thé._ end user and personal computers 416 1,
416 2, and 416_3 of the businesses 415 1, 415 2, and 415 3.

The personal ‘comput_er 405, for example, is connected
through a serial port or USB port to a Dﬁmb type card
reader/writer 404. The card reader/writer 404 realizes for
example wireless communication corresponding to the physical

level with the IC card 403.

Operational commands to the IC card 403 and response

packets from the IC card 403 are generated and analyzed at

‘i_:he SAM unit 409 side. Therefore, the card readér/wf:iter
404, personal computer 405, and ASP server 406 interposed

between them only act to store the commands or response.
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data wth the outside by another SAM chip 408 through

an  1/0 bus etc. The bus scranble unit 461 encrypts

the data input from the CPU 466 using a predeterm ned

scranble key K, then wites it through the bus 419 in

the external nmemory 407. Fur r, the bus scranble

unit 461 decrypts the data Tead through the bus 419

fromthe external menory 407 using the scranble key K

Frhtrnbuin data pahkoRPwassiofAdhd selpacdje 19amd¢e They

encryption block length of the encryption algorithm

el rizyt tivevdiased cihwndneryitiod dr | dediBifgetidn obideta,

the data bus width of the bus 419 is made Nb. In the

fQl L1 2 €FHTP | hd ARGl Gﬁ%‘i‘ca\ﬂﬁ%h‘% Nﬁ r:ﬁeaxc card

whole multiple of Nb, that is, a whole nunbe

(0Nc/ Nb). 15 Note that the address space of the CPU
(address space in SAM chip 408) and the address

space ed when the hus scranble unjt 461 accesses

the oxHEERSHBREPSS AFP_{naLE: Aarted ‘aped o Fhegergonal

as the "external nenory address space") differ due to -

trERfer %S 4d 6aft patfLy . Angt ééﬁaﬁb€9 ri@foweorthehepphcatlon

address. Therefore, the bus scranmble unit 461, as

ghowrans REG1 6P converd ARB atti ebsORiad\Dihe npduced

fromthe CPU 466 (first address of the present

IdpgAiid0or pragrafettoddi AR Althdiei @xt Bbhalnits 417 1,

menory address space (second address of the 25 present ™

[ [
céc}\rqﬁvg sloég-)nd a gorl ?ﬁ%&gﬁ{r %s scr a ﬂ%ﬁ% 61134%%%1sgned

sq:orage areas in the external memory 407.

At this time, since the businesses 415 1, 415 2, and
415 3 have no relation with each other, the storage areas
in the external mémory 407 where the application programs
AP 1, AP 2, and AP_3 can be downloaded are decided in advance
and whether one has the right to download to such a storage
area is verified.by the SAM chip 408,

Further, the Eransfer and'vieﬁing of data'among the
application programs AP 1, AP 2, and AP 3 are restricted
by the firewalls FW.

When downloading the application programs AP 1, AP 2,

and AP_3 to the SAM chip 408, the authentication units 417 1,

417 2, and 417_3, as explained later, perform mutual

authentication with the SAM chip 408, produce the download

signature verification key information, etc.

Next, the SAM unit 409 shown in FIG. 64 will be
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address MEM ADR to access the external nenory 407.
This map f, for exanple, as shown in FIG 69, is
defined only when the address al, which is an address
CPU ADR, is 5 "al nod Nc/ Nb=01'. For the other
address a2, the external ey Y 407 is accessed by
(a2-(a2 nod Nc/ Nb)). Here, "x nod y" is the renainder
after dividing x by Y That is, the bus scranble unit
fPYRRd iy d8%a¥es 10 data with the external menory
407 in units of the encryption block Iength Nc. Here,
when N@:ermadn dMeogys #@l7l est whol e nunber of n or
nore is m the bus scranble unit 461 perforns

tr ans aEIcIN G 6AGEL SS vigw! FRreet@Iadn ifghe 4LbrddyeOudeas
the 15 bus 419 (data input/output transactions of the
RILSHY ol dWiGUT Qind Yy, WY4S of m nunmber of

transacti ons. [Cbnf|gurat|on of Bus Scranbl e Unit

461] FLLG _70 is.a cti.on block di a ran1of u
scranble. § uﬁl PRIk Ef]éu% %s? ﬁ%wn RGeS P ﬁef:ﬁe Sfernal
scranbl e uni.t 461 has _an encryption uni.t 4 -
R 1497 dRrLudeoan AR AT ags 258Re AL Oudi f-oag%tormg the
scranbl e key managenent unit 434, parity processing
@FRLligss-iqn pepgnamARdesfi the businessuAls_43@n AR torage
menory 437, and control unit 438. 25 The encryption
@tiela 42D encoypstottahg thpuapplieatien -piddrafAP 486of the
using a predeterm ned scranble key K. The decryption

wsi rbde dAY YOI fndlald 1RAdgl @PRaN@20 3 for storing the

application program AP 3 of the business 415 3, and an AP
management storage area 421 used by the manager of the SAM
chip 408.

The application program AP_1 stored in the AP storage
area 420 1 ié comprised of a plurality of program modules.
Access to the AP storage area 420 1 is restricted by the
firewall FW 1. |

The application piogram AP 2 stored in the AP storage
a:';:ea 420_2 is comp'rised of a plurality of program modules.
Access to the .AP storage area 420_2 is restricted by the |
.fé'irewall FW 2, |

The application program AP_3 stored in the AP storage
area 420 _3 is comprised of a plurality of program modules,.
Aécess to the AP storage area 420 _3 is restricted by the
firewall FW_3 .'

In the present embodiment, the above program module
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external menory 407 using the predeterm ned scranble
key K. 5 The address nmanagenent unit 433 converts the
address CPU ADR input fromthe CPU 466 to the address
MEM ADR expl ai ned above. The scranbl e key managenent
unit 434 manages the scrambls key K used at.the

“encryption unit 431 and decryption 10 unit 432 and

suitably switches the scranble key K. The parit g
proddespigigam ualt dennlonded Faraegapple; ﬁﬁoaazlaemutﬂde
be witten in the external nenory 407 and verifies

tdie e iISAM adatix d0@ctiot bheatnternal fmemothned@Xt eflval number
menory 407. 15 The pipeline processing control unit

4536 thieV begrhitmodi DEE€ Fd i rif aale® BpplsehtibhepdBiytam can
461 into a plurality of stages and controls the

P LARSK, [dale G AR iR JY065U1M i RETLLed
inunits of stages. Thé work nenory 437 I's used for

the prqgessin t.he ;20 hus scranbl e it, 4 The

cont F o e o808 A A AP s CRERPP A St ha 72/ Sndl AR_3
processi ng of the bus scranble unit 461. [Wite :
@t athiodh SEG L eer REPINERD: Y 4B Ryginegseg 413, %y 415_2,
for explaining the operation of the 25 bus scranbl e

@nd YEL 3vveinchdhePperseraioweniputEng 44756 i 46 -2, and
145 - data in the external nenory 407. FIG 72 is a

f410y 3 htidwr G @XqE .ai68 ravd ereopinatliceried Mwough RikKe SAM
71. : ‘ :

chip 408 to the external memory 407.

Access to the AP management storage area 42la is

allowed only by the manager of the SAM chip 408 by the firewall

FW_4.

ﬁote that the firewalls FW 1, FW 2, FW_3, and FW 4
correspond to the firewalls FW shown in FIG. 65.

The AP management storage area 421 sﬁores the module
management data 421 shown in FIG. 66.

Here, the AP management data 421 is used by the SAM
chip 408 for managing execution of the application programs
AP 1, AP 2, and AP_3.

In the present embodiment, the application programs
AP 1, AP 2, and AI;__3 and AP management data 421 étored in
the external memory 407 é_u:e, ag explained later, scrambled

by the bus scramble unit 461 in the SAM chip -408 using the

scramble key K. When read into the SAM chip 408, they are

descrambled using the scramble key K.
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Step ST401: The CPU 466 outputs to the bus scranble
unit 461 the data DATAto be witten, that is, "d32",
and the address CPU ADR, that is, "a3". That data
"d32" is witten in the work nmenory 437 shown in FIG
70 of the bus scranble unii Afl.. 10 Step ST402: Wen
Nc>Nb, the address managenent unit 433 shown in FIG
70 uses_the address "a3" to find the map f (a3-(a3 nod
Ne/ NopPRM Chap 408 t(he map f (a3-1) and uses that nap
(a3-1) as the address MM ADR of the external nenory
addr esFIspabd. i35 Fwpigraogt bilvek digelampift thg8SAM chip
shown in FIG 70 uses the address MEM ADR f (a3-1)

 dsisteshmtistrs SH2 to read fromthe external

menory 407 the encrypted data block e ({X1, X2}) and

wri tes alhishown LR P K 6B Mthe 4308 chd poludis %E‘éo‘ém s
decryptl on unit 432 shown 'in FIG 70 decrypts th e

ta bl.oc read f he wor k 37
%mmun:l.caklilo 1n]t'aaé—.t)§253c%ﬁ 61&3:( *{169:[“ us Fgurli er At 461,

to genera

parit rocessing unit 435 es t arit data added
_ an%:"d{')ﬂ ¥ andc 6 %(Z}E)ut?tﬁﬂp *%/an processing

processing, then wites the 146 data block {X1, X2}
Aguith 4683 , { RRCTP kiem/degryBion st 464055 teRagecwnt b 465,

~unit 438 rewites the "X2" corresponding to the

achdt @P3y 4663" in the data bl ock {X1, X2) corresponding
The SAM chip 408 is a tamper-resistant module.
Here, the CPU 466 corresponds to the data processing

circuit of the present invention, while the bus scramble

unit 461 corresponds to the data input/output circuit of

the present invention.
Further, the SAM chip 408 corresponds to the.
semiconductor circuit of the present invention, while the

external niemory 407 corresponds to the semiconductor storage

-circuit of the present invention.

The ASPS communicatioﬁ interface unit 460 is an
inte:facé used for imput and output of data with the ASP
sérvex 406 shown in FIG. 64.

The bus scramble unit 461 scr@les déﬁa to be written

in the external memory 407 and descrambles data read from

- the external memory 407.

That is, the external memory 407 stores data in a

scrambled state.
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5 to the address read fromthe work nmenory 437 and

al ready decrypted to the wite data "d32" to generate

the data block {X1, d32} and wites this in the work
menory 437. Step ST406: The parity processing unit 435
generates the parity 10 datyyqof. the data bl ock {Xl1

d32}. Step ST407: The encryption unit 431 encrypts t he
data bl ock {X1, d32} read fromthe work nmenory

usi ng ke PEosesSéngepEk the bug: sFrambds: upad ééﬂt f"é-lll be
unit 438 wites the data block {X1, d32} at the
aogrlesisiavENInAIe taid3-1Rteaf. t he external nenory 407

and wites parity data generated at step ST406 in a -
predet ahd 8egnatede Prddussxieunat s6eDaYE dFlalleddfter,
that the control unit 438 judges if the address next

dd LM iy AP CricP &&fyé§%~f Ui WiHY, t he
ata bl ock at "step ST407 "a3-1", it rewites the-

%tv{%lo% 1%‘%_1 & %ép aé%‘%'at epxg?"’]‘%f‘ t}g‘f u%%c&éetfnkeﬁngt 410

it is_possible to reduce t.he nunber of - 147 steps in

ehen sxepiting an, apRidSaNe RFR%F%es.  Furt her,

“even when witing data of a data length Nbo in the

ext er nShemamphentdzatibn pawcesising unitg468pps explained
exanpl e, pads data by the data of (Nc-Nb) to obtain
daiterofpeidforind auiuaangidthen tildadi onn eriyht s:het ciicer party
wites it in the externa
when downloading an application program through the Internet
410 to the external memory 407.

The encryption/decryption unit 464 encrypts data and
decrypts encrypted data.

The storage unit 465 for example stores the data

-neéessary for the processing of the CPU 466.

The CPU 466 executes the application programs AP 1,
AP 2, and AP _3 while acces.sitlg‘ the external memory 407
through the bus sct:amble unit 461 and performs various-
p_rocessing corresponding to lthe services qf the SAM chip
408. |

Next, the processing of the bus scramble unit 461 will

 be explained in detail.

Note that, in the present embodiment, the case of use
of the bus scramble unit 461 when accessin_g the ext_e.rnal}
memory 407 is illustrated, but the bus scramble unit 461

can also be applied in the case of inputting and outputting
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menory 407. That is, a storage area of a data |ength
Nc in the external nmenory 407 is assigned even to
data of a data length Nb. 10 [ Read From External
Menory 407] FIG 73 is a view for explaining a read
operation from the external;ssenory 407 to the bus
scranble unit 461. FIG 74 is a flowchart for
explaining that read operation. 15 Step ST411: The

- dpyas gE- thutthet outeidee byuanethgrh SAMyfhir4408 fdrough an

address CPU ADR "a3" to be read from Step ST412: Wen
Ng®Nbust lekcaddr ess managenent unit 433 shown in 20

FIG 70 uses the address "a3" to find the map f

(a3- (agheEus Ndrdihle uhidt 465 erddi8 @D the( adtd)inpie £rom
uses that map f (a3-1) as the address MEM ADR of the

j:g%eéﬁ@{,\%éﬁf Hé&ag g’f%uses t&%edsrss,@a,ﬁlﬁ&ieii,Ta%%P‘&fites

e address MEM

3- ba| ed at ST402 to.read,the encry, d
6o EhroRgtn the: kom 300 a5 (19 SXSSSPRY, PERPRNG 407"
external nenmory 407 and vvrltesthlsmthevvo -
menor y Feg¥hes, ghsﬂa&a soraplale sl 4§ Glﬁﬁ!t‘m“ssz the data
shown in FIG 70 decrypts the data block e ({d31,
¢@2)) theadghr the thwes Wik frempthesgftepnal memory 407 using

the scramble key K and outputs it to the CPU 466.
[Address Space]

The encryption block length of the encryption

- algorithm used by the bus scramble unit 461 is made Nc, while

i5

20

25

the data bus width of the bus 419 is made Nb. In the following
example, consider the case where Nc is a whole multiple of
Nb, that is, a whole number n (=Nc/Mb) .

Note that the address space of the CPU 466 (address
space in SAM chip 408) and thg address space used when the
bus scramble unit 461 accesses the external memory 40'_?
(hereinafter also referred to as the "external memory ad:cl:';'ess
space") differ due to the addition of parity and scrambli'ng
of the address.

| Therefore, the bus scramble unit 461, as shown in FIG.
68', converts an address CfU__ADR inéut from the CPU 466 (first
address of the present invention) to an address MEM ADR of
the external memory address space (second address of-the

present invention) using a predefined map f (address
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generate {d31, d32}. Further, the parity processing

unit 435 uses the parity data added to the data bl ock

e ({d31, d32}) for parity processing, then wites the
data bl ock {d31, 10 d32} again in the work nenory

437. Step ST415: The controlynit 438 fetches the data
"d32" corresponding to the U ADR "a3", in the data

bl ock {d31, d32} read fromthe work nenory 437 and .
slonFedisigec alsoad. thg . Theo busuissrambleamnito 46le ugRls the
466. ‘That is, it fetches the "(a3 nod Nc/ Nb) +1" th

. chaldresisn MEME MR a&dblagede sandhel eiitietniall nembe @BU .466.

- [ Managenent of Scranble Key] The scranble key
nmanagerant b te ,484r AP 1d) E5GhowiDin @Ry e:?s defined
scranble key used in the encryption unit 431 and

% t‘ﬂ% %%S aho! Lave ‘hdI-E 2P LA Kby DR is

uni t may dse a fET ent ey for every

05 ;«%% B W58 RO I S Bl Ll

exanple of the nmethod for this is shown bel ow. - 149
meaosyr 400 ésk@rarmreseand (aRr (a34mogs NefoliR)iin FI G
75, stores a plurality of scranble keys K, K2, and

K3, |t Hewe{ chesmbteykeys ustesl mewvintien dfitdhaliaddtions x by
~fromthe CPU 466 and outputs the same to the

ghcryption unit 431 and 5 decryption unit 432.
Specifically, when accessing the address "al ", it uses

t he scrage! %s‘feihélbuﬁhﬁeréﬁﬁﬁéshﬂﬂtt #6129d588San8%writes

data with the external memory 407 in units of the encryption

‘block length Nc.

Here, when N¢/Nb=n and the smallest whole number of
n or more is m, the bus scramble unit 461 performs
transactions accessing the external memory 407 through the
bus 419 (data input/output transactions of the present
invention}) in units of m number of transactions.

[Configu#&tion of Bus Scramble Unit 461}

FIG. 70 is a functional block diagram of the bus
scramble unit 461.

_As shown in FIG. 70, the bus scramble unit 461 has
an encryption unit 431, decryptioﬁ unit 432, address
management unit 433, scramblé key managemgnt unit 434, parity

processing unit 435, pipeline processing control unit 436,

work memory 437, and control unit 438.

.. The encryption unit 431 encrypts data ihput from the




10

15

20

.25

uses the scranble key K2, and when accessing the
address "a3", it uses the scranble key K3. 10
Further, as shown in FIG 76, the conmputation circuit
434a in the scranbl e key managemant unit 434 perforns
processi ng using the key Ks grrri ng the class and the
address input fromthe cPUM66 "and out puts the
conmputation result as the scranble key Kto the

SRS VIRE orsiny ta 4dbdeterinh ndel isriambl el kiely #32. That
conputation may include encryption or decryption of a

paddi nghaddieRsgyptivheanky ¥32 hbbdypest AetaxebHal ¥eoRthe
(XO?) or other conputation. Further, the bus scranble

I
Skl Bl A0TSR0 BAP R AU sopaubLe Koy
?ﬁr anbl e key corresponding to the address issued by

e CPU 466 through that bus. In this case, since the
.data bus for transmtting the scranble key is the
sanme adhet pddpgssorappgenertserhhtd 3t cuvirrtsl Whe address
menory controller 25 becones necessary. The | ocation .
C&U_ADR] iimgputthd ooy diiel €PUS@ 66k &ps tiny akddrespWNEMe ADR
i nside or outside of the SAMchip 408, but if outside
ekplladneld pbdve.ensure the security of the path to
the chip, the key is encrypted by a transport key and

decrypggd abrhR81bl Hayofnaﬁaaél\a@htaaniE%?usmaﬁaeap' €ha
unit 461. The bus scranble Unit 461 hol

rt, ke n,the,.torm of hardware or o re
ERARI SN pEld 1F hE Dbyl ol “élvlen*‘?? fd ¥efiyption

t he scrarrbl e key for each address input fromthe CPU
gee 432 and suitably switches the scramble key K

" The parity processing unit 435 adds parity data to
the data to be written in the exi:ernal memory 407 and verifies
the parity data added to data read from the external memory
407.

The pipeline processing control unit 436 divides the

:pr6Cessing_of the bus scramble unit 461 into a plurality

of stages and controls the system so that the pipeline

processing is performed in units of stages.

The work memory 437 is used for the processing of the

"bus scramble uhit 461 .

The control unit 438 comprehensively controls the
processing of the bus scramble unit 461.
‘[Write Operation to Externai,Memory 4077]'

FIG. 71 is a view for explaining the operation of the

bus é_.craiuble unit 461 -when the CPU 466 shown in FIG. 67 writes
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if continually accessing a certain address, the
possibility 10 rises of the. scranbling of the address
area being anal yzed by spending sone tine. Ther ef ore,
the scranble key is not a constant one. It is nade
variabl e by a technique as s bel ow for exanple.
The scranbl e key managenent unit 434, for exanple, 15
causes the generation of a random nunber when poweri ng
rta Hn SAe Entenee erendry 14Kk so as to generate a
scranble key. The scranble key basically need only be
known [Br@.hef2 HysaselawbeRart sfot hexgltang tie operation
delivery of the key, synchronization, etc. do not
WS AP Frgther, the scranble key managenment unit
434 swi tches the scranbl e key used for every access
to the xLer. menory 407. In this case, it is
necessaryrih Phe key for encrypting data already in
the external menory 407 and the currentl held key
not be3?ﬁ%c§3hé6628“fﬁEF§f5Pet £ oPuBXH 2l jnit 461 the
scranbl e key is updated - 151 as shown |n FIG 77 and -
Hata TATH 1o -berheridiamyuptihat disit "S32"nank thee atidress
"d3" from the CPU 466, while the bus scranble unit

A4FD ARyt schdte isddiae®’s "al " fromthe CPU 466. 5 [2]:
The bus scranble unit 461 accesses the address "f
(al)" ahadthgaexte13l ige@Pivtdd) in tBé wokNemdabay £37 shown
({dl, d2})" is read fromthe address "f (al)" of the

ff ¥l TRTY Wl b 8B YRGIOR YN T 432,

Step ST402:

When Nc>Nb, the address management unit 433 shown in
FIG. 70 uses the address "a3" to find the map £ (a3-(a3 mod
Ne/ Nb)) , that is, themap £ (a3-1) and uses that map £ (a3-1)
as the address MEM ADR of the external memory address space.

Step ST403:

The control unit 438 shown in FIG. 70 uses the address

.MEM;ADR f (a3-1) obtained at step ST402 to read from the

external memory 407 the encrypted daté.block e‘({Xl, X2}

and writes this in the work memory 437.

Step ST404:
The decryption unit 432 shown in FIG. 70 decrypts the
data block e ({Xi1, X2}) read from the work memory 437 to

generate the data block (X1, X2}. Further, the parity

- processing unit 435 uses the parity data added to the data

block e ({X1, X2}) for parity-procéssing, then ﬁrités thé
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10 [4] : The decryption unit 432 decrypts the data "e
({dl, d2})" to'generate the data "(dl, d2}". At this
time, the scranble key managenent unit 434 selects
the scranble key K1, while the decryption unit 432

per forns ‘decrypti on using theggcranble key KL. 15
Further, rewiting is perforned by the data "d3", and
the data "{d3, d2}" is generated. [5]: The bus

sér bt tochi {XU6 X Zhagptn tine the sl mamory r43 K1 to
K2. The scranble keys KL and K2 are values of tiners,
val ues Steqs egIr415 1 he addresses, or val ues 20 generated

by random nunber - generation or other techniques. [6]:

The encrpeidditrAdll urd3] 488CEURES tEBeLhéW k3 § e r F@dBonding
"{d3, d2}" usi ng the changed scranble K2 to genera e

&f tq'l%t gd Q’eg.(sd'gaﬂ" ét; b]l Zc]l? TE& d?ﬁ%ﬂ cor:% %%ﬁlding

)" s WW|tten at e ad ress

'[elg%l"’h {fﬁst % rl ty o %‘?ﬁélﬁé&gy ,F% %‘gi already

externaI menory 407, the par|t processing unit .
dgeneked ﬁ%tgamfee tdﬁ’é:apé’lﬂ?%y Hagenegfatish #hgadata block
before encryption and wites that parity data 5 in the
efdtler ni32 nenot writle sl tdnig viirt thehavoarke meptcagy dEB7A.

Due to this, when sone sort of physical trouble occurs
i n the spdpersmalogrenory 407, data is tanmpered with,

et c. this is detected at the tine of readout,

Eﬁ;g;fg@@o@eﬁw bTocRteay' aRief 4%5%8%@%:&%0 UES pari ty
data of the data block (X1, d32}.

Step ST407:

The encryption unit 431 encrypts the data block {X1,

d32} read from the work memory 437 using the scramble key

K.

Step ST408:
- The control unit 438 writes the data block (X1, d32}
at the address MEM ADR f (a3-1) of the external memory 407

and writes parity data generated at step ST406 in a

| predetermined area of the external mémory 407.

Rote that the control unit 438 judges if ‘the address
next input from the C?U 466 is "a3-1" before‘encrypting the
data block at step ST407. If "a3-1", it rewrites the data
block X1 by the write data, then encrypta it -and writes it
in the external memory 407.

Due to this, it is possible to reduce the number of
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10 Further, due to the addition of the parity data,

even if the length of the plain text and the | ength

of the encrypted text are the sanme, the address space

of the CPU 466 and address space of the external

menory 407 will never conpl etgly. match. This is

because, for exanple, when witing at the address 15
"all' the data Ildllf, at the same time as witing the
Notsivt tibrbheatcssq 98 writing e sawmepaiyavsddrasies .
parity Ilplll (size Np) of the data I'dl" sonmewhere

i n t he Fanttdreng| evemwhet)writing datiat pfdat daite diemgddh Nb
at any storage area in the external nmenory 407 in for
expeRbatthard0l hewbRg £PEL thdbotrdlathiy 458 Afb% example,
pl aced i medi ately next to the data obtained by

L O OB ERISEC 73 kgl Babd f e cace

(.dl 1 from the address . |If ) .11 of. the external
KR M i SRARPER et ] odribeen 1 i e prprnal
address 'If (al) +Nc/Nbll. In 25 this case, the bus :
samafd fQhit 461 does not have to perform- 153 any
speci al cal cul ati ons other than the map f of the

addr es §hatFdst,her stioxagediarieen oft he dataedenlgtilebiey \in the
407 has secured in it in advance a storage area
@stdigialemymbely 46 ispassiynddteven te gatatof dadataplength

is witten in that exclusive 5 storage area. In this

ggse, the bus scranble unit 461 has to perform

processi ng based -on the parity address map p. The

parity data "pl" s wittep in_th dress "fp (al)"

in the [ef(atagr r%omnef#%ref"%&%ﬁ tﬁﬁgqpari ty processing
uni.t 435 detects a parity 10 error, it halts the .
proces&iffg &f thé vhewsBRT axPlainifiefekpad operation from

' the external memory 407 to the bus scramble unit 461.

FIG. 74 is a flow chart for explaining that read

- operation.

. Step ST411:
The CPU 466 outputs to the bus scramble unit 461 the
aadress CPU;pr "a3" to be read from.
Step ST412: |
Wﬁen Nc)Nb, the address management unit‘433 shown in
fIG. 70‘pseé the address "a3" to find the map f (a3—(a3'mod
Nc/ ﬂb)), that is, the map f (a3-1), and uses that map f

(a3-1) as the address MEM ADR of the external memory address

‘space.

Step ST413:

The CPU 466 shown in FIG. 67 uses the address MEM ADR
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illicit processing of the data or program Note that
the content of the parity processing is not
particularly limted. [Pipeline Processing by Pipeline
Processing Control Unit 436] 15 In the present

enbodi nent, for exanple, undgg the control of the

pi pel i ne processing control unit 436, for exanple,
processing of the bus scranmble unit 461 is divided
itnt(@31 13| ebdisinpdbrtscigrs STA82a tei Ferdndhes epgrypded
using the stages as units so as to enable the access
tisraramb lieldd 2 tex bdrookl endifdBy , 403233 feem fthemeixirernal
CPU 466 to be shortened. That is, when not formng a
RieR@riy @,0 7atanlde 3G tef3e thlilsNBnl @flel Wostkl Mempr9Casyi.ng

one encryption block is required for one access of

the megpLy, Gragyt.he CPU 466 to the external nenory

407. 25 For exanple, if formng a pipeline for the
processing 154 erforne bus scra it, 461 i.n
accord ghg edRF gl‘r”é a“talm't?I n@r & gltolwg n l%PP %gt gﬂ?)fd‘?cfwréfp ts the

address "al" issued bé the CPU 466, for exanple, when .
créachlossoer dddddr s9dath B2 Frgheibe dtpplediemory 437 to

| continuously fromthe address "al" by program codes 5
- @eperate Hld31husi32dr-afwrdheri t thel proddy ProgeFsing unit

the data of the address "f (al+Nc/ Nb)" after the
4368r ases' fthealparityl daita pddedblte thechatbnblieckhe ({d31,
over head of the encryption and decryption processing.

H8E 1§%88P arilty $PHSLISLAGY tHil GRSt LaWRamidex (431,
10 time for the nenory access is ignored, encryption
a .dat.g i r ' ee rounds such as

\%lgfﬁ: ggﬁﬁgeag@ep%&ﬁ fRdoky WaHe

Step ST415:

The control unit 438 fetches the data "d32"
corresponding to the CPU ADR "a3" in the data block {d31,
d32} read from the work memory 437 and already decrypted

and outputs the same toc the CPU 466.

That is, it fetches the " (a3 mod Ne¢/ Nb) +1" th data

'in the data block and outputs it to the CPU 466.

[Managemént of Sc;amble_Key]

The scramble key management unit 434 shown in FIG.
701manages a scramble key used in the eﬁcryption unit 431
and decryption unit 432 as follows.

-The-scramﬁlé key maﬁagement unit 434 may use a

different key for every address in the external memory 407.

. Therefore, it is necessary to hold a plurality of scramble

keys. One example of the method for this is shown below.
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or the like, 1 clock is required for one round of
encryption, and Nc/Nb=1l, the CPU 466 issues

i nstructions designating the addresses "al", "al +l"

and "al +2" for reading data 15 consecutively fromthe
external nmenory 407. At thi g49 nme, three rounds of
decrypti on becone necessary, and three cl ocks are
required for decrypting each data. pel i ne

pr oces ShegsrEanble gy maﬁeaeme@ts%m 4&:2@5#@3@9%@ FIG.
three clocks after the CPU 466 issues the first read

ihst mistrieen a2 plorddtiiky” of édraftbleakiefs ol HE2 prered 163 . It
menory 407 using the address "al" is ‘decrypted three

iSwitlchd 0 thl! Ref ©868d ttcdording WY &hel SdiiBeBsi PPoh €We CPU
the CPU 466.- Next, after another three cl ocks, the

g@#ﬁgtﬁﬁe aébﬁgggﬁﬂa%é?{ i's 155 %§%c?§pteﬁp PﬁEQEﬁmé?d
to obtai.n the .data, d2" which is then input to the
é%ﬁyﬂﬁ% q‘#? anot her three clocks, the data
"e3 (d3)" read fromthe external mepory 407 using the :
addr esé”P'e&PfZ'car]%Yde‘E‘i‘%ta&Feﬁﬁ“é‘@ theeddue b’ ain t hE uses
data 5 "d3" which is then input to the CPU 466. That
ithe sidragbliehdkeiatd " ¢hen 'agessimg 't#8" adddxiegsut"al™o it
the CPU 466 nine clocks after the CPU 466 issues the
fuisiest thiee athriandiliel kicyo K2 , Aanalp phead alceclshiing ithet eldress
present enbodi nent, the 10 pipeline processing

G'Q@t"r0|1ﬁJﬁHstes43:@xeC%@£%5ﬂ)3.e“k% ®@ryption processing
of the decryption unit 432 into pipeline processing in

thr €€ %“J%Qﬁgresag h%ﬂ q.nFIE‘?ngg p u&llg g:o%ql:atlon circuit

434a in the scramble key managemeﬁt unit 434 performs
processing using the key Ks forming the class and the address
input from ‘the CPU 466 and outputs the computation result
as the scramble key K to the encryption unit 431 and
decrypt,;i.on unit 432.

| That. computation may include encryption or decryption
of g 'padding address numbexr by Ks, finding the exclusive
OR (XOR) , or other computation.

Fuithe-r, the bus scramble unit 461 may hold the

ecrarnble keys at a pr_edeterm-ined location of the bus and |
input the scramble key corresponding to the acidress issued

by the CPU 466 through that bus. In this case, since the

. data bus for transmitting the scramble key is the same as

.the bus of the bus scrambler, control by a memory controller

becomes necessary. The location for holding the scramble
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"round as a stage. Due to this, on the other hand,

while it takes three 15 clocks from which the CPU 466
first issues a read instruction for the data
corresponding to the address "al" to be Input to the

- CPU 466, subsequently data aga esponding to the

addresses "al +I" and "al +2" are input successively to

he CPU 466 every clock, .20 Due . .tq this, all _of the
s¥g gp-bS-apyvidre Wpids oF e oEhEheptRsthip 408,

- five clocks after the CPU 466 first issues a read

bi&t AfcrudsidRors thet chion tichencmye dhe st fify the
of the address "a2" far fromthe address "al" after
palth, tbheheatchipn tthe kdy [dispenoigptedisgcar dethmipbrt key
the data of the addresses "a2", 156 - "a2+111 ... is

Baekadoryp el aRl Rolel REmd AF0EESS.vAA AL LA HESTble

Managenent Unit 433] Wen the SAM chip 408 repeatedly
S [ A r r

e R R

to g %ertainogx%gn%.tgat this Q S| subrouti ne or '

APy &S FPTEn oL PATIBRTS: R&r SEATY25% becones easy for

an attacker .-to obtain beneficial (critical for the .

oper at FR¢ERS BEF examble rpdis AR . thwewencrver £ chppging

avoid this, in the present enbodi nent, the address 10

bhe berawbhet keyCPUr4eéchnadgiisshippsl frompddee PU 466,

through the bus scranble unit 461 and the address

FENegetEha LTV tacdssking Mdertaiacaddbees | NthagiRG3GT ity

as well so as to make it possible to prevent access

£9s8QNSECLAL VECPARIPiAY &P Che address area being analyzed

by spending some time. .'I'herefore, the scramble key is not

.-a constant one. It is made variable by a technique as shown

- below for example.

The scramble key management unit 434, for example,

causes the generation of a random number when powering up

"the SAM chip 408 or the like so as to generate a scramble

key. The scramble key basically need only be known by the

-bus scrambler, so the problems of delivery of the key,

-éynchronization, etc. do not arise.

Further, the scr@le key management unit 434 switches
the scramble key used for every access to the external memory
40°7. In this casé, itis necessary that the key for encrypting
data alrea_;dy in the extei‘nal memory 407 and the currently
held key not be the same.

‘I“heréfo:e, for example, the scramble key is updated
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external menory 407. This scranbling corresponds to
the 15 above-nentioned map f. If not scranbling the
addresses, the nap f becomes a map of only the areas
secured for the parity data. For exanple "Va E=- [CPU
address space], f (4) = (1+tp)sall. Here, pis the
alignnent size of the parity data. Next, the overall
operation of the comrunication 20 system 401 shown in
BRSGsheanyiin & .ex! &inkFIG~1 G8-80 is a view for

expl ai ning the overall operation of the comunication
system{401 Thewnd¢ryption @hitSusp Higdds tHwdata "d3" from
busi nesses 415 1 to 415 3 or a party requested 25 by

e ttnas eplwswela;essﬂﬁw Qi Sl & ARRHICA LM MO0 HBFutAP the

157 'AP-2, and AP-3 for the processing for
d%%%% tl,.%q_s. E@:rofré”ﬂf?ed CE?% 4dye businesses using the IC

exanpl e on personal conputers 4161,

managel 25t £he BAR GreBiE e AP0 ol ddress

data 421, scranbles it, and stores it in the external
memdayforE Shep exteypalrmenasy 4%t on prograns AP |,

AP__ 2, and AP-3 are 10 downl oaded through the

aut hemIB(}at Tha datas"a1{{dl AH2Y) "and #6384 from the address
personal conputers 4161, 4162, and 4163 to the SAM

clii ad98. ofStRp &téddhal memory 407 to the decryption unit

. 432.

[4] 2 The decryption unit 432 decrypts the data "e ({d1l,
d2})" to generate the data " (dl1, d42)}".

At this time, the scramble key management unit 434
selects the scramble key Kl; while the decryptipn unit 432
pefforms decryption using the scramble key Kl.

Further, rewriting is pérformed.by the data "d3", and
the data "{d3, d2}" is generated. |

. [5%: Tﬂe bus scramble unit 461 changes the scrambie
key from K1 to K2. The scramble keys Kl and K2 are valﬁeé
of_timers, values stored at the addresses, or values :
generated.by random number-gengration or other techniques.

[6]: The encryption unit‘431 encrypts the rewritten
data "{d3, d2}ﬂ‘using the éhanged_scramble K2 to generate
the data "e ({d3, d2})".

{7] The data "e ({d3, d2}y)~ is written at the address

"£ (al)" of the external memory 407.
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The user is issued the I1C card 403 15 The IC of the IC
card 403 stores the key information used for
transactions by the user with the business contracted

~with. Note that, the contract between the user and a

busi ness may al so be concl ydgd after issuance of the

| C card 403 20 through the Internet 410 etc. Step

ST434: For exanple, when the user uses the persona

conput §Paribg Poogessingt ff Barity BoocensdnghUnhis 4351]
Internet 410 to try to purchase a product, the server-

402 | s@hHes arptongsdang iﬁﬁoreuueektébnamghembey 407, the
Internet 410 to the ASP server 406. - 158 Wen the '

é§€ﬂ§rﬁ/§écé9§1ﬁe%1\@&a§ca&aea§sm GdvAIRS the f&ﬂﬁlh Rlata
servef 402, it actcesses the personal conputer

tEr %ﬁgh the i:)@.ﬁ?:‘%{rgﬁ; tog'PtJ.% tg%r’ 8@:1.8: %C%i%lﬂ’] r1ty data

requestlng ref-a C car $% ssted from
the card reader/witer 4 is tran ed throu
pBr $BRaP*LEAPALPeROSY 4 407, anres #150 S RSSIIEES é fata.

406 to the SAM chip 408. Step ST435 The SAM chi p 408 :
sel ect Penstarfidspl vEari spmproyitamt PRYaEEs! dafREP R (apcurs

‘the processing request received at step 10 ST434 and

tretheeexteanademesey A0, i datiaon sptagpemed witthe etc.,
execution of that application program the SAM chip
#A8sand Rditisl A FReYLINE o Feudotdt, ewhasaebyaibidsecure

processi ng of the above-nenti oned bus scranble unit
éﬁécuth’gfkﬁpogréggiogrm becomes possible.

Furthez_', due to the addition of the parity data, even
if thé length of the piain text and the length of the encr;ypted
text are the same ," the address space of the CPU 466 and add.ress
space of the external mémory 407 w_ill never completely match.
This is because, for example, when wr_iting at the address
"al" the data "dl", at the same time as writing the Nc port:i;:)n

at £ (al), it_‘:i.s necessary to write the parity "pl" (size

Np) of the data "dl" somewhere in the external memory. 407.

- The parity data is stored at any storage area in the external |

_niemory 407 in for example the following case.

The parity data is placed immediately next to the data

obtained by e‘ncrthing the corresponding plain text. In this

-cas"e,_ the bus scramble unit 461 reads the data "e (d1) " from
' thé address "f (al)" of the external memory 407, then reads
‘the parity data "pl" from the address "f (al) +Ne/Nb". In

. this case, the bus scramble unit 461 does not have to perform
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the application programto the ASP server 406. FIG 81

is a functional block diagram show ng nore

specifically the function bl ocks of the SAM chip 408
shown in FIG 67. 20 As shgwma i.n FIG 81, .the SAM

chip 408 is connected through an internal bus 490 to

a card I/F unit 491, ASP conmunication interface unit
28Y, SBRRIat calsud afiionsgther than theghrp de P pthe address..
unit 465, storage unit 463, and CPU 466. 25 Part of

t he fuﬁuttbﬁs,ointhéditgnatutbepeutesshhgmambty1597 has
462 and aut hentication processing unit 463 shown in
EbEured/iAret i RWENYL al 8&birdgd A¥eh exdRisH6Hly THr the
SAM chi p 408 shown in FIG 81, for exanple as shown
erE&:@d% FHY M‘{]@fhattge"ﬁf‘r d sl dFitbbd i99hat exclusive

connected to b5 the |nternal bus 490 to an RF

op/Lrang n un utS|de 1Lhe $AM
EFPERBGoER" T PP ciie R B EREly oI es nes
noncontact s sten1thro h an antenna 492a of. the RF -
FRcRBEFB8HTt PEASRESPEN gﬁFﬁ 282 thesPagity; aedrsssyRap fp.
according to the communication 10 system 401, by
Thei parike dasac "mbfit ignwaittmnt ionsheoaddgess dfp (al) "
scranble unit 461 in the SAM chip 408, the foll ow ng
hfethéseaternhlamamdryThat.i s, according to the
comuni cation system401, it is possible to store for

eX&np'%éxQnEﬁéi%iﬁi ‘ﬂ&é&i&d alrding 435 ARy ROparity

using the IC card 403 in an external _

error, it halts the processing of the CPU 466 etc. to prevent

illicit processing of the data or program. Note that the

content of the parity processing is not particularly limited.
[Pipeline Prdcessing by Pipeline Processing Control

Unit 436]

In the present embodiment, for example, under the

control of the pipeline processing control unit 436, for

- example, processing of the bus scramble unit 461 is divided

inte a plurality of stages and a pPipeline is formed using
the stages as.units s0 as to enable the access time to the
external memory 407 as seen fr;:)m :l:he CPU 466 to be shortened.
That is, when not forming a pipeline, at least the
t:Lme required for processing one encryption block is required

for‘one access of the memory from the CPU 466 to the external

. memory 407.

25

For example, if forming a pipeline for the processing
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menory 407 in a secure state. Further, according to
t he communi cation system 401, by fornming the
processi ng of the bus scranble unit 461 into a
pipeline, it is possible for the SAMchip 408 to
access :20 the external nengpy _407 at a high speed.
Further, according to the comruni cati on system 401,
by giving the bus scranble unit 461 a parity function, .
rertfprmpddhy fius seriamplevenihedfllirabicbprydantet Wetha aread
read from the external nmenory 407. 25. Sixth
nbeduoenbnl6d dilke prexhst addpedsneall"i 3sa8f@ed by the CPU
enbodi ment corresponding to the 19th aspect of the
hoEENEL P x APl Al GihelY EnRf bl S lgikedis"aALL & ras bhigher
a conputer for executlng a transactlon busi ness

ran1u5| g an | f a_r ated" I, ,of th
EAQELRT 00 LBt b P S gl s B B55 B b B P mem codes

'functlonal bl ock dlggban1of a conputer 501 used in

efect rohitha s sreatbde wnit|dhledears iR adnge dpdata
invention. 10 As shown in FIG 83, the conputer 501 S
phsthe Grisitess " frefmt NGO Nblhe ermitic addness rdi@) ",
504. The CPU 502, nenory 503, and contuni cati on
Ttrisipossldlari canimeiniek tithen dSflthdaid dfuthe0enciiyption
CPU 502 and communi cation circuit 504 are connected

dfd t @edr it 8fldpe66ebysng07. The CPU 502

conprehensively controls the operation

For exampl_e, if considering the case where when the

time for the memory access is ignored, encryption of each

'data is performed in three rounds such as with triple DES

or the like, 1 clock is required for one round of encrypfion,

and Nc/Nb=1, the CPU 466 issues instructions designating

‘the addresses "al", "al+l", and "al+2" for reading data

consecutively from the external memory 407.

At this time, three rounds of decryption become
necessary, and three clbcks are required for decryptingl each
data.

If pipeline processing is not performed, as shown in

- FIG. 79A, three clocks after the CPU 466 issues the first

read instruction, the data "e3 (d1l)" read from the external

" memory 407 using the address "al" is decrypted three times

to obtain the data "dl" which is then input to the CPU 466.
Next, after another three clocks, the data "e3 (d2)" read

from the external memory 407 using the address "ai+l" is
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of- the conmputer 501, operates based on instructions of

a programstored in the nenory 503, and accesses the
menory 503 during its operation. 20 The communi cati on
circuit 504 conmunicates with the 1C card 508 by the
contact system or noncontactsgystem In the contact

type, the IC card 508 and the comunication circuit

504 are connected by electrical contacts. Further, in
daeryphednthree tfames tYee obtaday #hsodakad"dfe which is then
conmuni cation 25 circuit 504 are connected through

£hpatr ooagne iRy M@6esNekt, dAfter| awbthed cthdde cladcks, the
received fromthe IC card 508 through the

SERUAL§af a9 CLELH T £r SR AHS RHALSESEhdiodPUdPUSNy the
in accordance with a programstored in the nenory

293 oElr 1hE21 51 NS SRLAO ALY DI PRESY Dbt

roug e communi cati on
circuif 504t ) ard 8. Furt , the CPU 502
M???eghfﬁg ?%sﬁﬁ?g 6Pp§gtFPe ﬁtcpﬁeﬁggated by
conmuni cation with the 1C card 508 in the nmenor 10 . :
503. Himtgs.i ald ofetbe datepidi"ni ng2('he288f (9T ¢ts input
configuration of the CPU 502 shown in FIG 83. In FIG
84, th €Pbod 66 Mot dlaycdrs aftehethaGRbME6] dysnes thatfirst
i's, the hardware conponent of the CPU 502 shown in

Foid idStBdctfbave the hardware | ayer is positioned a
‘conmuni cation driver layer. The communication driver
Iayerﬂgi éﬁ@%é&oegdthls, in the present embodlment the
pipeline processing control unit 436 converts the decryption '
prbcessing of the decryption unit 432 into pipeline
ﬁrocessing in ﬁhree stages as shown in FiG. 79B using each
round as a stage.

Due to this, on the other hand, while it takes three
clocks from which the CPU 466 first issues a read :i.nstruc_:tion

for the data corresponding to the address "al" to be input

to the CPU 466, subsequéntly data ddrresponding to the

- addresses "al+l" and "al+2" are input successively to the

CPU 466 every clock.

. Due to this, all of the data "dl", "d2", and "d3" is

input to the CPU 466 five clocks after the CPU 466 first

issues a read instruction.

Note that, when the CPU 466 requests data of the address

"32" far from the address "al'" after "al", the data on the

pipeline is discarded and the data of the addresses "a2",
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in it a comunication driver |ayer for controlling the
communi cation circuit 504 connected to the CPU 502.
The 20 program of the communi cation driver |ayer is
usual ly stored in a nonvolatile nenory. Above the
conmuni cation driver |ayer $ 20N operating system
(0S) layer for providing thé‘progran}forn1ng t he
foundation for the operation of the CPU 502. The OS
'age¢l" .25 psopadéed e Hhghedpedpplei.cati on (AP) | ayer
wi th higher 162 concept services conpared with the

| ower tﬂﬁﬁféss Feerampial B AHHQeEQt ﬁénﬁ&@in@hﬂeﬁnlt 433]
function "get card type (§ "read card™ data ()", and

"writ erkah deflat 8ade) on 638?. d %Sétgﬁlﬂ%t QSEeSQPQVSPEQEfic

GS layer is an AP | aye Speci

f t d t )
S e el S0 R LIE SoieL, S0k .

MAIN, AP, AP2_  and AP3. In the present enbodinent,

PRECBRB| BREFEBASWEP| PEEigty &R Al PESERAN AYteRs that this
rovision of settlenment or other 10 transactions :

1siangubheutinenaxiag®syaslf ho apE@EY ozt drer dadgr, ait bEgomes

exanple, in the OS layer and AP | ayer, the function

éasy Cﬁi:eram' Bittdkiea typebehihliBensdE LOL a1 SQ8ri 5 el iFad the
by "get card type O". 15 In the OS | ayer and AP

op¥Eatihdesidep Qhtkhsy! @o@ﬁ&ﬂng5gﬁecQﬁtggksgﬁcki:' ed
by calling up this function. For exanple, assune that

there oo %JJlrcf-‘ %_ht:l.%qeinot:hé %E@égf?t %o&;%aetnt ‘the address

‘bus between the CPU 466 and SAM chip 408 is passed through

the bus scramble unit_ 461 and the address management unit

433 is made to scramble the addresses as well go as to make

it possible to prevent access to consecutive areas in the
external memory 407. This scrambling corresponds to the

1above-men£ioned map £. If hot scrambling the addresses, the

'_ map £ becomes a map of only the areas secured for the parity

data. For example "Va € [CPU address space], £(a) = (1+p)a".

" Here, p is the alignment size of the parity data.

Ne:it, the overall operation of the communication
system 401 shown in FIG. 64 will be explained.

FIG. 80 is a view for explaining the overall cperation

of the communication system 401 shown in FIG. 64.

Step ST431:
The businesses 415__1 to 415 3 or a party requested

by these businesses produce the application programs AP 1,
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Types A, B, and C. The return values of the function
for the IC cards 508 are defined as in FIG 85. 20
For exanple, assuming that the Type B I1C card 508 is
used, the return value of the result of execution of
the function "get card typgsg). becomes "2". Further,
in the OS | ayer and AP |l ayer, "read data (*rp) " 1is
defined as the function for reading data fromthe
ARt 25 rand AP 3nfaprsheprogespéngafor Jgmnsactgpngppgformed
"*rp', is simlar in concept to a pointer inthe C
banthageusitiesdossushag thhe ITO/doml AP Foralel@mpdeaon the
pointer variable, and 'Irp" shows a specific |ocation
pOrkBRaiNEehPater3eAREY 10f 4182 Cagar d1608. sHbaA 1hr FIc.
Is indicated, this 5 sfiows th@ content of the 1lrp
? dress" in the nenory of the |C card 508. Assune now

at the internal nenory stores data as shown in FIG
86. Further, if _assuming that :JrpzlQ2H . t return
val ue. Forchie, 1 HRE PORAIPE AR (e AR ship A FentPates
1156H11 and it is 10 possible to read the data of the :
AR mpepagemertsdatr d2hersoraphles Ak And shfFegp it in the
| ayer, "wite data (*wp, wdata)" is defined as the
éyhetrnah hemowyi 80Ag data at a specific address of
“the internal nenory of the IC card 508. Here, "*wp"
is singtap $p4ashe concept of a pointer in 15 the C
| anguage, '1*11 indicates that the follow ng variable
i's a pphOt 2L VRLLaPLE pROGrddi¥PAB 1 NdAPa €SaRdSRPCET hee
addr ess of %e internal nenory of~the IT card 508"

§%§$%§§S§$"F530Phﬁgg§§}nghEHEiEQQESHtuREtshﬁlwgl, 417 2,

~and 417 3 from the personal computers 416 1, 416_2, and 416_3

to the sSaM chip 408.

Step ST433:

The user is issue& the IC card 403

The IC of the IC card 403 stores the key information
used for transactions by the user with the business
contracted with.

Note 1;hat, the contract between the user and a business
may also be concluded after issuém.ce. of the IC card 403
through the Internet 410 etc.

Step ST434:

For example, whern' t%he user uses the personal computei:
405 to access thé server 402 through thé Internet 410 to
try to purchase a product, the server 402 issues a processing

J_:équest through the Internet 410 to _the ASP server 406.
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-menory of the I1C card 508 is indicated. "wdata" is a

variable 20 in the wite data. Assune now that the

menory of the IC card 508 stores data as shown in

FIG 87. Here, if |Ilw=102H" and 1lwdata--73Hl1 and
executing the function "w.i gggdata (*wp, .wdata) 11,

as shown in FIG 87, the data of the %4102H address"

of that nmenory is rewitten to 1173H11. 25 The

appl i cHeeBnthe AHRAseTARE, 48PoregRiver® SFRReSTingrequest
FI G 84 define operations for transactions relating to
firbimctbat séypes 402 ) G Cackesddls the porgesdorndeyos-drs 405
shown in FIG 88. In FIG 84, the application program

- MALBubs eKecthedrnStfd16] Mirthér | idpricaisiiig/pedfuesting

the computer 501. The application program MAIN uses

ggiaﬂﬂﬂ&eﬁ&%ﬂ&' ﬁ]%grp.ulﬁj 'i%@uedgﬂmﬁ %@ éﬂP& J:Ie%de.r writer
etermne the type of the IC card 508 used. The U

sel ects and,executes the.correspondin
188, 75, FraR-RinsParEhEShoh ErE PRRRBRY) Mmpucer aos
I C 10 card 508 determ ned based on the correspaondence
fakeerekodh0. PRIFPEP 88TVEF ARGGLRI FGeaSEM GREPoAYEN
which I C cards 508 of the Type A Type B, and Type C

are haftepdsSBY38ifferent businesses, the application

prograns APlI, AP2, and AP3 are produced: by 15 the
i ndi vi Thial siMsch£pse88 kdlébeionshansaépphfjeaalieaspebgram
the internal nenory of the I1C card 508 are shared by

§heacappihhal! RILR O PPo s it redith ¥\RR2celiRfed at step
application prograns use portions assigned to themin
%g%(ﬁﬂzggd%xgéﬁkéh”%ﬂa%b%iecftﬁ_ﬁ apphication ProgLAue
. In the execution of that application program, the SAM

chip 408 and external memory 407 communicate based on the
processing of the above—-mentioned bus scramble unit 461.

Step ST436:

The SAM chip 408 outputs the execution results of the

application program to the ASP server 406.

FIG. 81 is a functional block diagram showing more

. specifically the function blocks of the SAM chip 408 shown

in FIG. 67.

As shown in FIG. 81, the SAM ch.'i.p 408 is connected

-thr‘o'ugh an internal bus 490 to a card I/F unit 491, ASP

: communication interface unit 460, bus scramble unit 461,

encryption/deCryptioxi unit 465, storage unit 463, and CPU
466.

‘Part of the functions of the signature prgcessing unit
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20 and AP3 are produced by the individual businesses,

but sonetinmes there is an error in a program  an
application program of another business is read by a
business with malicious intent by an illicit program

of that business, or a stosngge-area in the IC card

508 for which one is not 25 allowed access is

illicitly accessed, - 165 - [Enmbodi nent of the Present

69 b oApthertigatien PyPERssingnuntEntP3uFlPYBN1Bf FLG-
the conputer- 551 according to an enbodi nent of the

@7 esrat fonvenanphe resglskhednbinthe@CPY0466he conput er

551 has a CPU 552, nenory 553, communication circuit
504, |jTKYEAM chipcsds Fffkn iavWwich 81 r ot eddipldiere shown
the CPU 552 corresponds to the conputation circuit of
1ﬁ%ﬂ§ esgit AW et tHife IR Y1 ADJGY 483PeRdRedted to
the storage circuit of the present invention, the 10

nmunj cat i CLr cHht + 204 cgtr n c s .

EATRFERRrBroSe ] 8b) 3 An E' 28B8BLToh ek dRaniantpn unit
[ udgnent . ¢ircuit. 560 . caqryesponds t he conngcti on :
L85 00eFoidie o 108 TS FHR Y e HFARS Zadg tend - th the
switch circuit 561 corresponds to the connection

EGi eari R0 2 by 14 tnagfcanagh aseshen fhgiavadn am soheanap§92a
data bus 506 has a CPU 552, switch circuit 561
o dohenkFcreceptisfftrandmiemioni vaitod%2ircuit 504
connected to it. The CPU data bus 506 corresponds to

t he troosdhshidied! ab6vef ABEopaLsgNtol ENGNEbRBunP8ation
Further, the switch circuit 561 is connected through

system 401, by giving the above-mentioned functions to the
bus scramble unit 461 in the SAM chip 408, the following
effects are obtained.

That is, according to the communication system 401,

it is possible to store for example confidential data

relating to processing using the IC card 403 in an external

memory 407 in a secure state.

Further, according to the communication system 401,

by forming the proceéssing of the bus scramble unit 461 into

a pipeline, it is possible for the SAM chip 408 to access
the external memory 407 at a high speed.

Further, according to the communication system 401, .

" by giving the bus scramble unit 461 a parity function, it

is possible to improve the reliability of the datafread.from_

the externallmemdry 407.

Sixth Embodiment
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a menory data bus 562 to the nenory 553. Further, the
CPU address bus 507 has a nenory 553, judgnent

circuit 560, and communication circuit 504 connected
toit. 25 Wien the CPU 552 accesses the nenory 553 or
a peripheral - 166 device gghside of the conputer 551
etc., the CPU address bus 507 transmts a CPU ADR
showi ng the address. In FIG 89, the conmunication

ci r cui Thepregent embeddmendgigi e enbpdiagnt Ferspspopding
nunerals as in FIG 83 are the 5 sanme as those
tapthent8thnasp€&ct88f Ebet hnventhenCPU 552 has the
software structure as expl ai ned above using FIG 84.
That | pReBStédEARPPLE COEESENL PEMGSARerD] , AR2, and
AP3, ones which define processing for transactions

rel at 'ﬂ?&-é@ tahES%phiéQ%Sfé’E e ch®ifly 20 ans i phiiness

Types A , B, and are used. The data received from an

|C card 508 throu the ., comu n reui 04

BrEEa A8 Enb R BB PaEg BELERTRRATa L B tng ErbRent
stored . in the nenory 553. Further the data obtalned

{ﬁ”?%ﬁlﬁ?ofééélhﬁ ﬁ%P%ﬁénﬁﬁu 552 is 15 transmitted to

the IC card 508 through the conmunication circuit

504. FIFGhe¥3 imea GPunctiongl thkochedizgram of a computer
settlement generated by comunication with the IC

50 usd inm éhectheoniy sé&bBle@énihef sai tehatedcart b661lthe

swi tches the CPU data bus 506 and nenory data bus 562

| PRLYEeP iRPesPIBRCtiON state and

As shown in FIG. 83, the computer 501 has a CPU 502,
memory 503, and communication circuit 504.

The CPU 502, memory 503, and communication circuit
504 are connected to a CPU data bus 506.

The CPU 502 and communication circuit 504 are C'_.o_nnected
fo a CPU address bus 507.

The CPU 502 comprehensively controls the operation

of the computer 501, operates based on instructions of a

program stored in the memory 503, and accesses the memory
503 during its operation.
The communication circuit 504 communicates with the

IC card 508 by the contact system or noncontact sys‘tem-. In

the contact tirpe, the IC card 508 and the coﬁliuunicafioh
circuit 504 are connected by electrical contacts.: _Furthei:,
-in the noncontact type, the IC card 508 and the communication

‘circuit 504 are connected through electromagnetic waves or
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di sconnection state based on a judgnment result signal
S560 from a j udgnent circuit 560 (control signal of

the present invention). 25 Further, the CPU 552

executes the instructions (codes) - 167 of the
programs of the OS |ayer, pr am MAI N, and
application prograns APlI, APZ2, and AP3 shown in FlIG
84 fetched (read) fromthe. nenory 553. The CPU 552,
imigiccostblance with the execution of those 5

i nstructions, generates an instruction type

I NSt r UGIH Ha 168 Fete IARREErAXHY 1119 ARd 50 U #d\85h the
SI gnal S552b, and if necessary a called AP

| SEE L3 Pkape 8 e REVIR TRl 0,056 02 an
truct | S552 | i nd
TR ol O S mESTEER 7 Yaret 3a, FOA Renqigy 503 Further,

instruction, and wite instruction the CPU 552 )
che dakp sebained by cthe PFREPIFINPPY sthy CPFU 502 is
instruction for the CPU 552 to fetch the instruction
clotlgssnir rd) hthheudiPU la t @omnigersi SO6Lor Seffheuniabi04 to the
instruction is an instruction for the CPU 552 to read
det acdddt wdh. the CPU data bus 506. The wite

instruction is an-instruction for the CPU 552 to

wite GafaHdY 0%@ £8e S Ha B dUheo M sulst Bfrse{:'ﬁfement

executing AP i'nstructing signal S552b 20 |s a si gnal

showi n ch he I, [ on
SRR Y reeh PR BT Y U Bhe o 3L BB n She mpmory
the application prograns APl, AP2, AP3, and MAI N and
yr Ogr ans _

FIG. 84 is a view for explaining the software
configuration of the CPU 502 shown in FIG. 83.
| In FIG. 84, the bottommost layer is the hardware layer,
that is, the hardware component of the CPU 502 shown in f‘IG.

83.

Above the hardware layer is positioned a communication

~driver layer. The communication driver layer has positioned

in it a communication driver layer for controlling the
communication circuit 504 connected to the -CéU 502 . The
program of the communication d;iver layer is usually stored
in a nonvolatile rn:_t‘emory.

Above the communication driver layer is an 'operaﬁing _
'sys.tem (0S) layer for providing the prograrﬁ forming the

foundation for the operation of the CPU 502. The 0OS layer

. provides the highest application (AP) layer with higher
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shown in FIG 84. The called AP instructing signal

S552¢ shows which 25 program of the application

prograns APi, AP2, AP3, and MAIN - 168 and CS

prograns the program nodul e of the call destination

bel ongs when a program nodulyg,bei ng executed by the

CPU 552. calls up another program nodul e. Further,

the CPU 552 halts the CPU data bus 506 and 5 its
cpacspitofenntee a somperadnetth dher lover daveas .cFer givample,
561. enters a disconnection state. Next, the judgnent
thecliatep6Explaindd Pxpttaidsredgat datrd typeThe" j vtgsmditcard
circuit 560 generates a judgnent result 10 si gnal S560
bagad (9m ,t Rad Pebfiel caRd YR®al NI ekl Betaf Eq

S552a and execut | ng AP instructing signal 2b |nput

from E‘ngtgggPSngggdthge §dgég%§ gguaéDBch%yggzdef ning

throug t he ress fromthe

putst swtch circuit 561. FI i S

% | 8RE6f llﬁe%gﬁﬁp?'ﬁﬁ?af?%ﬁ"b‘f’e‘?heﬂffh’g’g?%%i%|t&€‘uﬁ°mputer
5603hovvn|n FIG 89. As shown in FIG 90, the .
Pldgndhe AFr daversbgsnadox exampdeio ﬁPEtlllé’&lttl°5‘7@’r°grams
fetch judgnment circuit 571, read judgnent circuit

BAIN, apdlwr AP, ) addgmBBB.circuit 573. 20 The sel ection
circuit 570 connects the switch 574 to one term nal

of therhethenpkesbrblembddiment( BKE3ekpiadatidnt ARl be
instruction type instructing signal S552a input from

HheefPY1702 38Ry BhE! Fro¥¥sion of settlement or other

transactions using the IC card 508 as the application
program.

For exampie, in the 0S layer and AP layer, the function
for determining the type of the IC carci 508 15 defined by
"get card type ()".

In the 0S iayer and AP layer, the type of the IC card
508 .ca_n be sPeC;;Lfie_d by calling up this function. }?'or example,
assume that there are three types of IC cards 508, that is,
fl';rpes A,‘ B, and C. The i‘eturn values of the-.function for
the IC. cards 508 are defined as in FIG. 85.

For example, as"sumin.g that the Type B IC card 508 is
used, the return value of the result of exe;:ution of the
f_unction "get card type ()" becomeg nan,

Furtiler, in the OS layer and AP layer, ';read data (*rp)"
is defined as the functioﬁ for reading data from the internal

memory of the IC card 508.
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‘SI %nal

Specifically, the selection circuit 570 connects the

25 switch 574b to the term nal 5751 when the

instruction type - 169 instructing signal S552a

indicates a fetch instruction. Due to this, the fetch
judgnment result signal S571 y@utput fromthe fetch
judgnent circuit 571 is output through the term na

5751 and switch 574 as the judgnent result 5 signa

S560 f Meme hé Yrpdgaensiniiani in58thaeprt e awpprdhter in the
circuit 561. Further, the selection circuit 570
cohaaghaget, Tex'Swhowls tia¥ the féEldweing Rakisbie?i sepointer
the instruction type instructing signal S552a

Al G RS, andeadpl NSHdwe ld QBeci®i DU dDLidN Sin ﬁ:h% {R88drnal

j udgnent resul t Si gnal S572° output fromthe read

Lud ment, | rcw % t h,r h al

é"ﬁgg:ﬁr% ch - %i"“ﬁie%"‘ relssuI{}?d{s'?%% this
5560 fr the ment _circuit 60t9the Wi tch

Fhapt (S Fonte A Ehe 'FE SOSReRaN D, Fhf ToBpY of the

connects the switch 574 to the term nal 5753 when the

iX5 cage: PBR - tApeume o Fhaitnhe| iyHeg ristls memory, §§P§§Sadata
wite instruction. Due to this, the wite j udgnent

“raess WHowai ginal FIS6.7 386 out put from the wite judgnent

circuit 573 is output through' 20 the term nal 5753

and sWrh@tha4d 3§ 4BSuhifgnBidt mMapH1io218i Jitde B86Grn value
fromthe judgnent circuit 560 to the switch <circuit

udgept c  hdlsgRad h e
%glltﬁgr%‘lﬁ:ﬁ%&dsl gnal éiSé:SﬁZarb Hé\‘l’)ﬁe} AP | ngst?juég?l %ﬁdnﬂt is

bl%z5 20C 'read the data of the “102H address".

Fprther , in the 0S layer and AP layer, "write data
(*wp, wdata)" is defined as the function for writing data
‘at a specific address of fhe internal memory of the IC card
508. Here, "*wp" is similaf to the. concept of a pointer in
the C language, "*" indicates that the following variablé
is a pointer variable, and "wp" indicates a specific address
of the internal memory of the IC card 508. When “*wp". is

indicated, the content of the wp address of the internal

' -‘memc')ry of the IC card 508 is indicated. "wdata" is a variable

in the write data. Assume now that the memory of the IC card
508 storés data as shown in FIG. 87. Here, if 'pr=102'Hi' and

"wdata=73H" and executing the function "write data (*wp,

wdata)", as shown in FIG. 87, the data of the "102H address"

‘of that memory is rewritten to "73H".

The application programs APl, AP2, and AP3 shown in
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25 and address CPU ADR input fromthe CPU 552 to
generate the - 170 fetch judgnment result signal 5571
and outputs this toward the termnal 5751 of the
selection circuit 570. FIG 91 is a view of the
configuration of the fetch jdidgment circuit 571 shown
in FIG 90. 5 As showmn in FIG 91, the fetch judgnent
circuit 571 has a storage unit 5811.and judgment unit
3L Bireling apenakiomss For duansaatiense el atddsg sto
range defining data 5841 and fetch inter-AP call

rcd| fzfte xam W dfripeisngf diQ gaxdls 308 . e torckspoodenaeangeshown
defining data 5841 defines the addresses in the
RRENG 5B accessi bl e when the CPU 552 is executing
the fetch instruction for each case where the CPU 552

s exeqyt g% PBAYr 2B Qfapi!ilga@oh &g PR 10BN £81d lbuted
prograns MAIN, APl, AP2,"and AP3 shown in FIG 84. 15 7

FI.G 92 is.a viewf xpl.aini he fetch ac :
EARRE feritin i F e 1S Gl ekl ) The
direction in FIG 92 shows the _ praograns of _theé))s .
|aRRdrd SR Ah @ TFHE YA vErE g PR Ry menip) ongg function
and AP3 shown in FIG 84. 20 The "FROM' in the row

(tast remdaitypei (it tordetrmmpine e ttape afdkhesigicand 508

‘storage area in the nenory 553 where storage of the

prsagl .amied die 509 respaiitd thd exdtnties tdld awetkespwending
"FROM' in the row direction shows the start address 25

%f}a%l:l%rf&i%ﬁiﬁc{g&'m i dRrIBEY Yitd3 s PgdI®f the 1IC
card 508'detérmined.based on the correspondence table shown .
in FIG. 88.

If imagining a situation in which IC cards 508 of the
Type A, Tﬁe B, and Type C are handled by different buéinesses .
the application programs AP1, AP2, and AP3 are produced by
the individual businesses. Further, the storage areas of
the internal memory of the IC card 508 are shared by the
applicati§n.programs AP1, A?Z,-and AP3. The épplication
frograms use portions assigned to them in advance.

As explained above, the application programs AP1, AP2,
and AP3 are producedlby the individual businesses, but
sometimes there is an error in a program, an applicétion

program of another business is read by a business with

malicious intent by an illicit program of that business,

or a storage area in the IC card 508 for which one is not

allowed access is illicitly accessed.
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- 171 of the corresponding columm is allowed access.

The "TO'" in the row direction shows the end address

of the address range of the nmenory 553 where the

program of the corresponding colum is al | owed

access. 5 For exanple, the_apgkication program APl is

al | owned access to the range of the addresses "2000H"

to "2FFFH' of the nenory 553. The fetch inter-AP cal

rel at i olERRAFieRE Rf i Fresapfsirvantddmi nati ons of
progranms to which program nodules 10 which may be

cal | ed E¥m8&r isah | wicew eifohye whrenmt sgypragiemafo dthleccomputer
call ed up when the CPU 552 is executing a fetch

| 551 racddodind | €0 3 émbediment fof Pl prasagtt Devention.
fetch inter-AP call relation defining data 5851. 15

The colaumyliPGtd 9Pl aidd, Gend3 c%ﬁBW%eEhSSErH%aHBCP@fSSZ
the OS layer and application progranms MAIN, APl AP2,

nd A S%Igowéoxltlrguﬁzli.g‘ t:8. The 3'9:W564r e{#&%u? J.II%'IJ.J..%BSGO
shows I he pgr ogr ans o? ayer I caft
rans. NAI N, AP] and 20 AP3 shown in FIG 84

pro
' gl?ff’e?%léc‘t’i'"rf@“ 5s7¢ fons of the coI ums and rows

show whet her a program nodul e of program of the
cor r esgtars ngthe |GREh 352 aﬂ'qmq@%zﬁq e £oRptfakion

nodul e of a program of the corresponding row. The "o"
it et o f25héhateoai t inyentianl, othe mestidye S6Becdxtesponds
indicates that callup - 172
to the storage circuit of the present invention, the
communication circuit 504 corresponds to the communication
circuit of the present invention, the judgment circuit 560
corresponds to the connection control circuit of the present
invention, and the switch circuit 561 corresponds to the
connéction switching circuit of the present invention.

The CPU data bus 506 has a CPU 552, switch circuit
561, Jjudgment éircuit 560, and communication circuit 504
connected to it.

?he CPU data.bus 506 corresponds to the transmissicn
linae of the preseﬁt invention.

Further, the switch circuit 561 is connected through
a memory data bus 562 to the memory 553,

Furthér( the CPU‘address bus 507 has a memory 553,
Judgment circuit 560, and communication circuit 504

connected to it.

When the CPU 552 accesses the memory 553 or a peripheral
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is not allowed. For exanple, a program nodul e of 'the
application programAPlI. is allowed to call up a
program nmodul e of an OS program MAIN, and
application program AP3, but is not 5 allowed to cal
up a program nodul e of the_ ication program AP2.
The judgnent unit 5821 judges 1f the address CPU ADR
is included in the address range of the nenory 553

dievies cwyside of Ry cemputy 31 tekc col thm SHbvpAdress

FIG 92 10 corresponding to the programindi cated by
tihes eX@T Ut iagsrifts | 21 SCPU CADINgslsowiined {SGod 2Zaddeasesl. on
the executing AP instructing signal S552b and address

CPU ADRy . B90MchBecsfhhimida e otirediltG5029 aa0d1C card

the fetch access range defining data 5841 read from

t ; [ 3 en. ' 7

136 Mt damalh beodan ka1 B2 N ple B3 pre the
exanpl e gener at es fengh, Qﬁ? e, result signal S571

SR 27 | RO R TR P A SUES 1 ¢ tovard the

term nal 5751 of the selection circuit 570 shown in

FI G oFuciheyy, tthe JHESMHahes ileh safdgiake tHautuss as

-not included in that judgnent, the judgnent unit 5821

gl aiesd fabpoex anping FHGt 84 ) Fighehs, rasuthe sapphication
5571 instructing disconnection (break) and outputs it
tEEf b AR E) MPR] atd HPYf dies el Bsh | DI e Qiitdcdssing
shown in FIG 90. 25 Further, when a program nodul e of

ar ¥ OO AR DL {Whd TRe1 SXEGYTES Brdde s 352 £@ldsrdd 508,
a program nodul e of anot her
that is, Types A, B, and C, are used.

| The data received from an IC card 508 through the
communication circﬁit 504 is processed by the CPU 552 in
accordance with a program stored in the memory 553. Further,
the data obtained by the processing by the CPU 552 is
transmitted to the IC card 508 through the communication
circuit 50.4.

Further, the CPﬁ 552 writes the result of settiement
generated by communiéation with the IC card S08 in thé memory
553.

The switch "circl:-t:i;t 561 switches the CPU data bus 506
and memory data bus 562 between the connection state and
diséqﬁnection state based on a judgment ‘resul'i-: signal S560
from a judgment circuit 560 (control signal eof the preseht
invention) .

Further, the CPU 552 executes the instructions (codes)
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program the judgment unit 582_1 judges if that callup

is allowed by the conbination shown by the fetch
inter-AP call relation defining data 5851 shown in

FIG 93 based on the 5 executing AP instructing

signal S552b and called AR imstructing signal S552c

i nput fromthe CPU 552 shown in FIG 89 and the fetch
inter-AP call relation defining data 5851 read from .
tHe thedragrams pfode OS\hasiey uBEPAGARMAIN « 2pd applifation
in that judgnment, the 10 judgnent unit 5821 for

eyt ams) FRdr o P2 ,a ahdt AR3j galigwsnin FEGul 84 sfegehed5(mead)
instructing connection and outputs this toward the

tffdh Nfle MEmdrypfsdhe sel ection circuit 570 shown in

FIG 90. On the other hand, when judging that it is

not al lngyeepylSss N ihabcbyddABR wi th&Hd dHERRE iRl bf those
5821 generates for exanple a fetch judgnent result

signal. 5571 instructi.n i SCO el Out .
SrriBectichd PG, SHANRGAD MbLddtucting
570 ‘sho ih FIG 90., The read judgnent circuit, 57
FEEnthe (FIRFBRE "D AE ﬂﬁ%%%i%a%%%&%r and
called AP i-nstructing signal S552c, and address CPRU
ARnprpesaryohceidedAP 33 trycidng algnahS554ygnd outputs

judgnent result signal 5572 and outputs this toward
tthedeertn ndle SitRmeint kerzelidetSédn circuit ' 570. FIG
94 is a view of the configuration of the read 25

judgnemfer@,r el in&tkuthtawn itypel @nstWuctihfd sifmal S552a
shown in FIG 94, the read judgnent circuit 572 has a

%.tso Laglegm En%&g:%tiaugg J:ﬁ@ﬂ'(@fm:hli@ht OE ertch instruction,
read ins truction, and write instruction the CPU 552 executed.

Here, the fetch instruction is an instructiqn for the
CPU 552 to fetch the instruction codes through the CPU data
bqs 506.

The read instruction is an instruction for the CPU
552 to read data through the CPU data bus 506.

The write instruction is an instruction for the CPU
552 to write data through the-cpu_daté*bus 506.

Furthei: , the executing AP instructing signal S552b
is a signal showing of which program the instruction being
executed.by the CPU 552 belongs in the instructions of the
application programs AP1, AP2, AP3, and MAIN and OS‘programs.;
shown in FIG. 84.

‘The called AP instructing signal S552¢ shows which

program of the application programs AP1, AP2, AP3, and MAIN
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The storage unit 5812 stores the read access range
defining data 584 2 and read inter-AP call relation
defining 5 data 5852. The read access. range defining

data 5842 defines the addresses in the nenory 553
accessi bl e when the CPU 552 ijgg executing a read
instruction for each case where the CPU 552 is

executing prograns of the OS | ayer and application 10
pPogr @fsPrRgKEmAPThe fprogpam wEdnke v the @adl giestination
FIG 95 is a view for explaining the read access range
dbkilpnng dhén 5GEbgrde el bedagt egabhtddrbgt tha ¢PU 552
FIG 95 shows the progranms of the OS |ayer and the

apaiilsaupoanpitaarapgrolfpbhl mokn18F!, AP2, and AP3 shown
in FIG 84. The "F in the row (horizontal)

di rectigp, Shops 5§£Qec§\t1a552aﬂgiﬁés¥;ﬁfe £B8 é&%aﬂﬁfatéﬁg and

in the nenory 5 where storage of the programo
corresponding colum is allowed. .20 The "FROV. in the .

r d%SdP 86??‘6%“3!’( 8 fRe® &F&“&gd?é@?r %Pet ﬁé“%&ér gdFcuit
range of the nmenory 553 where the program of the
c@ﬁge§56ﬁaﬁn@ dasgrRANPS taPPoREAtEccess. The "TO' in

the row direction shows the end address of the

addr essNeahgetbé jhdgmenbrgiE68iwhb6@ whdlpbegeaplalbed in
of ‘the corresponding columm is allowed access. - 175
Taetagad inter-AP call relation defining data 5852

shows the conbi nations of prograns to which program

modul eSyy, W ¢l liBYe Gl Led{i OB JUniAlddhd J HUARRIANGesult

when a program

signal S560 based on the instruction type instructing signal
5552a and executing AP instructing signal S8552b input from
the CPU 552 and the address CPQ“ADﬁ inpuﬁ th#ough the CPU
address bus 507 ffom the CPU 552 and outputs this to the
switch circuit 561.

FIG. 90 is a view of the configuration of the judgment
circuit 560 shown in FIG. 89,

As shown in FIG.- 90, the judgment circuit 560 has a
selection circuit 570, fetch judgment circuit 571, réad
jﬁdgment circuit 572, and write-judgment circuit 573.

The seleétion circuit 570 conﬁects the switch 574 to
one terminal of the terminals 575_1, 575_2, and 575_3 based
on the instruction type instrucﬁing-signal 55525 inﬁut ffom
the CPU 552 shown in FIG. 89.

Specifically, the selection circuit 570_connécts the

switch 574b to the terminal 575 1 when the instruction type
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nodul e is called up when the CPU 552 is executing. a
read 5 instruction. FIG 96 is a view for explaining
the read inter-AP <call relation defining data 5852.
The colum direction of FIG 96 shows the progranms of
the OS layer and application jograns MAIN, API, AP2,
10 and AP3 shown in FIG 84. The row direction of FIG

96 _shows .t.he pr.ograns t.he, OS | ayer and _application
BT RO SAPRL RSD2, T i Qe quif G HPH P Spic tLon
The intersecting positions of the colums and rows 15
show whBbRektoa thiggr &hendglich judgmenggresudit shignal S571
corresponding columm is allowed to call up a program

indicates that callup is allowed, while the "x"
| RHeC dbemihlRdl 578l HUpnd $Wwitcrdls7Taned 2 E@%gm&%¥ﬁ?gsult

unit 5822 judges it the.address CPU ADR is include

| 83 5H8 1348605 FrLaN¢he0k; R | ned h

" Fl "and " TOF of tﬁejélo ur?n shé’%ﬁiﬁ% gl%fg Q%S th%y switch
correspondi.ng to the programindi cated by the
e%éc’::ﬁﬁg%gg/gg' i nstructing signal S552b based on the
executing AP 25 instructing signal S552b and address
CPU ADRFRRERETS iR srdectipn cEpenss 5 hepnnprts the gyitch
and the read access range defining data 5842 read

f Pdfh thetbeotagwipnmilt 53812, wheen thedgnsgrusgtiont tiype
included in that judgnment, the judgnment unit 582 2

f bnsexaapliaggenghalessazacaddivdgeent read instruction.

Due to this, the read judgment result signal 8572
output from the read judgment.circuit_572 is output through.
the terminal 575 2 and switch 574 as the judgment result
‘signal S560 from the judgment circuit 560 to the.switch
circuit 561.

Further, the selection circuit 570 connects the switch
574 té the terminal 575_5 when the instruction type
instructing siénal S552a indicates a write instr;ction.

Due to this, the write judgment result signél 8573
Ou'ti)ut from the write judgment circuit 573 is output thrt.)ugh'

the terminal 575_3 and switch 574 as the judgment result

_signal S560 from the judgment circuit 560 to the switch

circuit 561.
* The fetch judgment circuit 571 uses the executing AP
i_nstructing signal S552b, called AP instructing signal 8552¢,

and address CPU_ADR input from the CPU 552 to generate the



5 result. signal S572 instructing connection and

outputs it toward the termnal 5752 of the selection
circuit 570 shown in FIG 90. On the other hand, when
judging that it is not included in that judgnment, the
judgnment unit 5822 generates hgr _ 10 exanple a read
judgnent result signal $572 instructing di sconnection
(break) and outputs it toward the termnal™ 5752 of ,

t fetshl dudgmendi regind t5EBgoRdWA57A ARG oggpufsr thds, toward
when a program nodul e of a program being executed by

t kheCRErinadalbl’s apof mphegsalestdone ciftcaitt 5F0.15

- program the judgment unit 5822 judges if that callup

is allpwed by §BeaCoRBiN8El PReSBOWRi BHrhlEohC88 the fetch
inter-AP call relation defining data”5852 shown in

Fl a t ti.ng i ggtructi ng signa
Séggg%gﬁg %ggfg tAg%anpgﬁgtﬁﬁgFﬁﬁgngp'SSSZC i nput
fromthe CPU 552 shown in, 20 FI 89 and the read .

i nt er - APScERP¥Pef Bt Fbf- détrnFhg gﬁ?ﬁ%@% greaf Frofpit 571
the storage unit 581-2. Wen judging that it is :
ahpswadstaregs: wpiligf8Arl end pu At upit 582_2%-for
exanpl e generates aread judgnent result signal $572

i nst r ucThags tonage tunit HRIL dutghdred Hile Fetcharcdelsise range
termnal 5752 of the selection circuit 570 shown - 177

| QeFifing§Ua58Re 10t Eekantin téemp eddlteIdEion HelfSning

‘'not allowed in that judgnent, the judgnent unit 5822
-g§§§5a5§$ for exanple a read judgnent result signa
S

instructing 5 disconnection and outputs this

10 toward 'H;]ee I:'ee{:cr%_ngclz.cesgss %ange defining data 584_1 defines

15

20

25

the addresses in the memoxry 553 accessible when the CPU 552
is executing the fetch instruction for each c_ésé where the
CPU 552 is executing programs of the 0S layer and application
programs MATIN, APl, AP2, énd AP3 shown in FIG. 84,

FIG. 92 is a view for explaining the fetch access range
defining data 584 1.

The column (vertical) direction in FIG. 92 shows the
i:rograms of the 0S layer and thg application programs MA'IN_,
APl, APZ2, and AP3 shown in FIG. 84. -

The "FROM" in thé row (horizontal) direction shows

the start address of the storage area in the memory 553 wheré_

' storage of the program of the corresponding column is

allowed.
The "FROM" in the row direction shows the start address

"of the address range of the memory 553 where the program
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of the selection circuit 570 shown in FIG 90. The

wite judgnment circuit 573 uses the executing AP
instructing signal S552b, called AP instructing signha
S652¢ and address CPU ADR input fromthe CPU 552 to
generate the 10 wite judgnent;yresult signal S573 and
outputs this toward the term nal 5753 of the selection
circuit 570. FIG 97 is a view of the configuration of

t RE bt eorreggepding codumnsiz sidawednarress90. As.
shown in FIG 97, the wite judgnent circuit 573 15

has a sTbeafjEOolnih EBé Boandipadgient shaws bBE &nd ThA@dress
storage unit 581 3 stores the wite access range

defi ghagaddrase843ngadod ithe mehery B58akheke! 8hbOBrogram
defining data 585_3. The wite access range defining
dakasf84 [ t ress ' h ry 553
P BB S 13" BTkl CBRERLY, 02
instruckLion for each, _case ere,the CPUBS552 |s .
executi%ﬁrp?%%?ggﬁ'oFﬁ?hgp _ F%§é?naﬂﬁ°%ﬁ%?i%gfibﬂ allowed
prograns MAIN, AP1l, AP2, and AP3 shown in FIG 84. :
F?E;ge% ke thexngerokxdtaidddietans WROOR c tes 2FFFH" of
range 25 defining data 5843. 178 The col um
(Veetmempy¥ydbb8ction in FIG 98 shows the prograns of

the OS layer and the application prograns MAIN, AP1,

AP2, arthé\R3: sdtovim ter AG el rHlaticRONefifhihhedatw 585 1
(horizontal) direction shows 5 the start address of -

t &18ows OFIRD & oRbAG 4t ke oFEPPLYramsd VSR 1S b2b83emChodules

the program of the corresponding colum is

which may be called from or called belong when a program

 module is called up when the CPU 552 is executing a fetch

instruction.

FIG. 93 is a view for explaining the fetch inter-AP
call relation defining data 585 1.

The column direction of FIG. 93 shows the programs
of the 0OS layer and application programs MAIN, APl, AP2,
énd AP3 shown in FIG. 84.

The row direction of FIG. 93 shows the programs of
the OS'iayér and application programs MAIN, AP1, AP2, and
AP3 shown in FIG. 84.

The intersecting positions of the columns and rows
show whetheﬁ a program module of a program of the
corresponding column is allowed to call up a program module

of a program of the corresponding row. The "o" indicates

that call up is allowed, while the "x" indicates that callup
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all owed. The "E'ROM' in the row direction shows the
start address of the address range of the nenory 553
where the program 10 of the corresponding colum is .
al  owned access. The "TO' in the row direction shows
the end address of the address range of the nenory
553 where the program of the corresponding colum is
al l owed access, The wite inter-AP call relation

det it th@dawedss3 15 shows the conbinations of
progranms to which program nodul es which may call or be
cal | ed Fowmexssipdey \sh@rcgrgemo grosimlep dffl dhel appdlicedigm
when the CPU 552 is executing a. read instruction.
Brogiith izpH 4 &Vl TeWed ) atdliINGiP e pidgran MdeiulAP of an
call relation defining data 5853. 20 The col um

;ﬂ%n‘? ,_Q% f e
Iaygﬁtd app Lﬁ]&t ?%‘r?progritaérf%ﬁ&f% anpg\gtqu taﬁ? is not

sho inFl G 84. The ro |re t,d,on fFI

gl prab]glr SR Bfogfﬁm"t%ﬁ"} ayer t:e{lned‘-" Bpﬁfzcai‘ggr?n)grm
rarrB MAIN, APlI, AP2, and 25 AP3 shown in FIG 84. :
- The intersecti ng positions of the colums and

rows show whether a program nodul e of a program of

the c&heedpdomeny woltin®B2 sl dudgssd ifotheladdpegs CPU_ADR

program nodul e of a program of the correspondi ng row.

The in@ludedi dal eheb aﬂh&bs@abhngei of athewsshoxi %3 tdwefined

"x" indicates that callup is not allowed. The

JB4A ROt g n&" Sk 31ddass dHe téaﬁlﬁﬂﬂrmncau&a% 92
corresponding to the program indicated by the executing AP

instructing signal S5552b based on the executing AP

instructing signal S552b and address CPU_ADR input from the

CPU 552 shown in FIG. 89 and the fetch access range defining

data 584;1 read from the storage unit 581 1.

" When judging that it is included in that judgment,
the judgment unit 582_1 for example generates a fetch
Judgment result signal 8571 instructing connection and

outputs it toward the terminal 575_1 of the selection circuit

570 shown in FIG. 90.

On the other hand, when judging that it is not included
in that judgment, the judgmént Unit 582_1 generates for
example a fetch judgment result signal S571 instructing
disconnection (break) and outputs it toward the terminal
575;1 of the selection dircuit 570 shown in FIG. 90.

Further, when a program module of a program being o
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is included in the address range of the nenory 553

defined by the "FROM' and "TO' of the columm shown in

FIG 98 10 corresponding to the programindi cated by

the executing AP instructing signal S552b based on

the executing AP instructingysignal S552b and address

CPU ADR input fromthe CPU 552 shown in FIG 89 and

the wite access range defining data 5843 read from :
t REesuseddey e C§§1g$2 AV Ny adgregramaodule of another
included in that judgnent, the judgnment unit 582_3

f progxamp| thgepadghestaunitt 882 Ldjudgéesrefuthasi gadlup is
S573 instructing connection and outputs it toward the

1 RLIbREH BY Thdleokpa na@lies! sRBwhi b¢ WHe fRfIShoWar-Ar call

FIG 90. 20 On the other hand, when judging that it is
npL1hRebHA8de s hind Naled UWiOHTBNTy ﬂnuwnbsuﬂ'age%%% the

generates for exanple a wtte judgnent resalt signa

CRAEPhEERG R, Ao SE030 oF R (R SR aRdcoRbbPY B90

shown in FIG 90. 25 Further, when a program nodul e of
aprbErakinei algnat g8 52k ctupel Hyon nehertPE5552 oshewn in
up a program nodul e of another program the judgnent

UALE - 58P and ddess fiftahhdntea-ARpcardl yelawdédnbgefhining data
conmbi nati on shown by the wite inter-A P call '
resat 1l oreadf £ nomothlat st&bhde shwin 581 FI. G 99 based on

the 5 executing AP instructing signal” S552b and cal l ed"

AP i NSireif tiudlgy iSigd RRh £SPB2Es | MHwdd AR R tCHblagrRént, the
shown in FIG 89 and the wite inter-AP call "relation
Aaha0: A sEPI 3 iR bNGeRELLRES U LR Fadgment
result signal 8571 instructing connection and outputs this
toward the terminal 575_1 of the selection circuit 570 shown
in FIG. 90.

On the other hand, when judging that it is not allowed
in that judgment, the judgment unit 582 1 generates for

example a fetch judgment result signal S571 instructing

disconnection and outputs this toward the terminal 575 1

of the selection circuit 570 shown in FIG. 90.

The read judgment circuit 572 uses the executing AP
instructing signal 3552b, called AP instijucting signal 5552c,
énd address CPQ_ADR input-from the CPU 552 fo generate the
réad 5udgment xésult sigpal S§572 and outputs this'towa#d'
the terminal 575 2 of the selection circqit-S?O.

FIG. 94 is a view ef the configuration of thé read

judgment circuit 572 shown in FIG. 90.
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When judging that it is allowed in that judgnment, the
10 judgnent unit 5823 for exanple generates a wite
judgnment result signal S573 instructing connection and
outputs this toward the termi nal 5753 of the selection
circuit 570 shown in FIG 904,00 _the other hand, when
judging that it is not allowed 15 in that judgnent,
the judgnent unit 5823 generates for exanple a wite
j udgners rebewn ingREE- SB43 thetreadi Jgdgnést ophecaibn572
and outputs this toward the term nal 575 3 of the
skdecai shoeageuuhib7683hewandnjtligme. uhie¥t 5822 .
selection circuit 570 wil'l be explained. 20 The

SeleCtifﬁéCéf&ﬁ&§e5agi€oggfciSs£8§e§mkﬁ&hrég&'ieceQQerange
of the termnals 5751, 5752, and 5753 based-on the.

i I i Bs i.ng.signal ,S5 f ram.t he U .
SSHAELG b e BB Sl Bl S ap o ] et A e Fining
i&s%rug%#n% signal Sb52a indicates a fetch )

i 8Y? utt7eh; the selection 25 circuit 570 connects the
swtch 574 to the termnal 5751 - 181 and outputs the :
fetch jThRymand fesqiss sppdael dsEiming daka 584]Fhdefines the
result 5560 to the switch circuit 561. Due to this,
tdddvesses t innthe seowmec t55h aefceddiblswiwheln dhec Pl 552 is
561 is controlled by the fetch judgnent result signal
Efdcu binyl 4 hesad Mestiheti st £86t &I { ¥R | WBEFHCLREICPU
signal Sb52a indicates a read instruction, the

SHLCLd U LhI ey prdProRONGE nd NGs SYAIED 244 L8 ibEation
?ﬁe readsj ﬁ?t

term nal 5752 and outputs udgnent res
signal - 557 t j nt re t _S560. ta e itch’
e i, Af! HPLT e RS enoan 1h e 8!

FIG. 95 is a view for explaining the read access range

defining data 584 2.

Tﬁe column (vexrtical) directipn in FIG. 95 shows the
programs of the 0S 1ayer and the application programs MAIN,
APi, AP2, and AP3 shown in FIG. 84.

The "FROM" in the row (horizontal) direction shows
the start address of the storage area in the memory 553 where
storage of the broéram of the corresponding column is
allowed. .

The "FROM" -in therrow direction sho‘ws_ the start address
of the address range §f the memory 553 where the progrém
of the corresponding column is allowed adcess;

The "TO" in the row di?ection shows the end add;ess
of the address range of the memor& 553 where the program

of the corresponding column is_a;l¢wed access.
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10 connecti on/di sconnection of the switch circuit 561

is controlled. by the read judgnment result signa

5572. Further, when the instruction type instructing
signal Sb552a indicates a wite instruction, the

selection circuit 570 conheigg the switch 574 to the
term nal 575 3 and out puts the wite judgnent

result signal 5573 as the judgnent result 5560 to the

swi tch EhecupedséntepudPt calhi selahion defining data 585 2
connecti on/ di sconnection of the swtch circuit 561 is
cohbwel the dymbiveatidn£ oflPgoERAmEEES Wh ikt @:&log&%ismodules
Next, exanples of the operation of the conmput er 551

2 |
\Qhﬂ:h nd¢ &xPl aAGH od Bl 8h1EXa"RL 2 Be ﬁ?& s . program

Next, an exanpl e of the oper ation conput

%ﬁ&d&ig Cygeg?i‘legt d 'I"Hgt r ﬁt | (Q.g? gﬁ%h ﬁpﬁg%g?‘f:bﬂg a read

execut| on a program nodule

progg and 25 designates the address "2100H' of

t hRas&Haf %8“nennry 553 - 182 will be explained. In

this case, a CPU ADR indicating "2100H" flows on the
CPU addfEés Psisor, view Sor|erplaining theeread inter-AP
instructing signal S552a indicating a fetch

iemtl ucelabienddefiiniegudatyg 58%\FP2i nstructing signa

S552b indicating APi are output from the CPU 552 to

t he j Udgi@r&omtﬂir&ﬁ&ofuﬂ hetc. tde dHsleimite Btm'égrame
5821 shown in FIG 91 judges if the address "21

o7 (S Pel i R LM T IS P A pe,
i GO TR SOV, | P! G 92 Co”eSpond' "o '

The row direction of FIG. 96 shows the programs of
the 0S8 layer and application programs MAIN,'API, APZ, and
AP3 shown in FIG. 84. |

The intersecting positions of the columns and rows
show whether a program module of a progrém of the
corresponding columnris éllowed to call up auprograntmbdule
of a program of the corresponding row. The "o" indicates
that callup is allowed, while the "x" iﬂdicates that callup
is not allowed.

The judgment unit 582_2 judges if the address CPU ADR
iS'included-in-the address range of the meméry 553 defined

by the "FROM" and "TO" of the column shown in FIG. 95

corresponding to the program indicated by the executz.ng AP

1nst:r_uct1ng signal $552b based on the e'xecutin_g AP

instructing signal S552b and address CPU_ADR input from the
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to the APl based on the executing AP instructing

si gnal Sb552b and address CPU ADR i nput fromthe CPU
552 and fetch access range defining data 5841 shown in
FIG 92 read fromthe storage unit 581 15 Further

the judgnent unit 5821 genergtgs_a fetch judgnment
result signal 5571 instructing connection and outputs

it toward the termi nal 5751 of the selection circuit

5¢8Ushedrshepr|ia FIG. Bgranhdrthe meark|agweison reingeudefining
570 connects the switch 20 574 to the termnal 5751

sflate 5B4 Enseadcfrom thpestasagacanpyg s8gynal S552a
indicates a fetch. Due to this, a fetch judgnent

resul t whéRajudeihg tRSE!PETLH%LLONMEES | Q0 1192 €U Ridment,
through t he selectlon circuit 570 as the judgnent

t 561
|n FI G 0. 1§§§§%’ér€hée?grs‘¥¥‘%?2§ﬁ%§"%c%s agﬁfﬁ]omﬁg‘“e“t
plgce t he #Jgg%g bug 506, and nenory, data hus 562
PRETHEE cohoRe { {PREFRSLiRG (GPRMRCEERR s3pd gutputs it

access the nenory 553. Note that, in the above :
ekprarddde §§5m1%ﬁén5?ﬁe2 o Hiecel @pti ADRiTRl i 5J9 shown
"3100H', since that address is not included in the
aﬁ@r%@@-r%ﬂge "2000H' to "2FFFH', a fetch judgnent

result signal S571 instructing disconnection is

out put dif &iet SEhSEIRGId ,0Wheh! Pdd iy Aha® 186 $WoltCincluded

'circuit 561. Due to this, the switch circuit 561 sets

tHe QR Il @gridn @ust@%@a@ﬁnm%ﬁ%t%_byc%?@%&ages for

the, di sconnection state 0 prev
qgﬁgﬁﬁiémétreaéﬁauéahent result signal S$572 instructing

disconneétion {(break) and outputs it toward the terminal
575_2 of tﬁe selection circuit 570 shown in FIG. 90.
Further, when a program module of a program being
executed by the CPU 552 calls up a program module of another
program, the judgment unit 582_2 judges if that callup isr
allowed by the combination shown by the read inter-AP call
relation defining data 585 2 shown in FIG. 96 based on the

executing AP instructing signal $552b and called AP

-instructing signal S552c¢ input from the CPU 552 shown in

FIG. 89 and the read inter-AP call relation defining data

© 585_2 read from the storage unit 581 2.

25

When judging that it is allowed in that judgment, the

judgment unit 582 2 for example generates a read judgment

‘result signal $572 instructing connection and outputs this

toward the terminal 575 2 of the.selectidn circuit 570 shown
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[ Operation of Second Exanpl e]- Next, an exanple of the
operation in the case where a program nodul e of the
application program AP2 calls up 15 a program of the
appl i cation program APl when the conputer 551

executes a read instruction ywhl _be explained. In this
case, the executing AP instructing signal S552b

showi_n Agﬁ and the called AP instructing signal S552c
sﬁBmFﬁg'A are output fromthe CPU 552 to the read
judgnent 20 circuit 572. The judgnent unit 5822 of

t he reden jiwymierchasdi twh&gy Judgdmyg thetritdis modr alPowed

~call relation defining data 5852 shown in FIG 96 and

j imlgtbatf jadgaéhnt| r ehiet fadgant outtt 582 2| feneeatdd for
Further, the judgnent unit 5822 generates a read - 184

j 4EQEENE Aesuhl $h88@bnB5FeshiE! !x&s&%ﬁéﬁ U5 §PHNELL L PR

outputs this toward the term nal 52 of the sefectlon

C&:[Q&J)ﬁn%%gi H%@di&lﬁ% g2 -%F“ &g%d t%@e?héee%xg:?rtzéfn 75_2

circult connect s e SW m na
5752, since the. instruction pe, insfructing. signa
LSBT LT ELon FHES For 1Y Cohor BTG (P s a
read judgnent result signal S572 _instructing

connectith Wi s indomemyto giircuid §dBeusesnthe| exgfuting AP
570 as the judgnent result signal S560 to the swtch

lirztreefing Giguadwi552b Flda 118 APFuidteryctirey suighall S552¢
circuit 561 sets the CPU data bus 506 and nenory data
batsd Sofidesd UPU QDICGlrpRit Fhdh thehePBbY52 to generate the
write judgnient result signal S573 and outputs this toward
the terminal 575_3 of the selection circuit 570.

FIG. 97 is a view of the configuration of the write
judgment circuit 573 shown in FIG. 90.

"As shown in lé'IG. 97, the write judgment circuit 573
has a storage unit 581 3 and judgment unit 582 3.

The sto;:age unit 581 3 stores the write access range
defining data 584 3 ‘and write inter-AP call relation defining
data 585_3.

The write access range defining data 584 3 defines
the addresses in the memory 553 accessible whea;; the CrPU 552

is executing the write instruction for each case where the

CPU 552 is executing programs of the 0S layer and applicatibn

. programs MAIN, APl, AP2, and AP3 shown in FIG. 84.

FIG. 98 is a view for explaining the write access range

defining data 584 3.
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the CPU 552 can access the nenory 553. On the other

hand, in the above case, when the program 15 nodule

of the application-program AP2 calls up a program of

the application program AP3, it is judged from the

read inter-AP call relation defining data 5852 shown

in FIG 96 that a call fromthe AP2 to AP3 is not

al l owed. Further, the judgment unit 5822 generates the

r ead thqewglm (velitcadi)gddceS%i2ni hat FOGL i 88 shows the
di sconnection and outputs this toward the termna
FhAgodmé hef 3eL Ol Dayesiddlithed 4Ppihewribh SEJ:&;:&QS MAIN,
Due to this, a read judgnent result signa

| K651 | U3 NG sl SRODNSEL w2 FRUCA. (hrough fhe

sel ection’ 25 CIrCUIt 570 as e Judgnent result

si gnal 6Q, he t h - 185 -, circuyit 1 shown in

FIG ssié“"l:ur‘#g"‘l S st B nGe §’g‘t‘ SHermyors
data hus & and nenDr data bus 562 to the

o’%& 6‘%&&& ?83%95&5 1t‘o‘e pEevrge anse epUiysmemosy 553 where
accessing the nenory 553. 5 As expl ai ned above, the :
jilgragt <f rehg tpBBram e ite lrowigsneandisey] adhenmiive

the connection state between the nmenory 553 and CPU

deltlovimeb. 506 based on data defined in advance in
accordance with each programin accordance with a

pr ogr amhebeFAGMEXAT ehedrdiy d&%c@l&?un%?owé%@sﬁséeraeddress
an application program bei ng executed by the CPU

AN i WRUENLL SIS i WhAGE |
i nstructions an dgﬁg1o ano &bp ca oES PSgPERITam
s in the JTenor and a hi.gh security can be
&ﬂf? 611:1?\%6 c{nglgy co umn C:{.s a l%wed acces).'/s

The "TO" in the row direction shows the end address
of the address range of the memory 553 where the program

of the corresponding column is allowed access.

The write inter-AP call relation defining data 585 3

shows the combinations of programs to which program modules

which tﬁay call or be called from belong when a program module
is called up when the CPU 552 is executing a read instruction.

FIG. 99 is a view for explaining the write inter-AP

‘call relation defining data 585 3.

The column direction of FIG. 99 shows the programs

of the OS layer and application programs MAIN, AP1, AP2,

and AP3 shown in FIG. 84.

The row direction of FIG. 99 shows the programs of
the OS layer and application programs MAIN, AP1l, AP2, and

AP3 shown in FIG. 84,
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' sB8¥RebPofititng 18 urdy ild 'lio@'eaotgoééiplﬁ LO R4 9:@!9«1 hSdule |

- instructing signal S552b based on the executing AP

- CPU 552 shown in FIG. 89 and the write access range defining

appl i cation prograns even when the CPU 552 is
executing a 15 plurality of application prograns. The
present invention is not limted to the above

“expl ai ned enbodi ment. For exanple, in the above

expl ai ned embodi ment, the _cagg was illustrated where

the judgnent circuit 560 stored 20 fetch access range
defining data 5841, fetch inter-AP call relation
definin@hﬂaiat€85&9timgmbewixﬁmnsam@etwefémlmgndaAad rows
5842, read inter-AP call relation defining data 5852,
wehbe @heehérr angeodehm Nkb@ulat f S848rog@PEmbEL €he
inter-AP call relation defining data 585 3, but as

card 55 storlng such data 186 in a state ehcr

usgn o] on K. _In this case, t ] .
a?% i Pt b o R ke bt ot 10" Thdicates
ptio rogram 590, accesses the | C card 558

fak %ﬂ&g a4 PR BEES HRP (ORmIRARRS Shat callup
CIrCUIt 504, reads the fetch access range defi ning :
af anaBs2llowedich inter- AP cal | relation defining
data 5851, read access range defining data 5842, read
i nter- meeaiddgn@lra:t nont 9821 Bihgigkd & H8h2 addirkes CPU ADR
access range defining data 5843, and wite inter-AP
CEd | in€lwdddnidlefle iadirddlsd radgd bE0thdOmbR8ryCs568r defined
558, and uses the sane decrypted using a

psfda&@rfr%m@ dag?&y- -D%ﬂgf%a&n Invenﬁym FIG. 98

ormati on urt her e present I on nmay
store the tion pro ran1| n encr ted
Koxrespoy nc_f (é;%%?\&¥; gg ampJ.n 1categl gy the g:eecutlng AP

instructing signal S552b and address CPU _ADR input from the

data 584_3 read from the storage unit 581 3.

When judging that it is include;:l in that judgment,
the judgment unit 582 3 for ex_a.mple generates a write
Judgment result signal S573 instructing con’nection and

outputs it toward the terminal 575 3 of the selection circuit

‘570 shown in FIG. 90.

. On the other: hand, when judging that it is n.ot included
in that judgment, the jl:_ldgment' lan;.i;'. 582 3 generates for
example a write judgment result signal S573 instructing
disconnection (brea;k) and dt_:tputs it toward the terminal
575_3 of the selection circuit 570 shown in FIG. 90.

Further, when a program module of a program being



10

15

20

25

15 read this through the comunication circuit 504 and

CPU data bus 506 into the judgnent circuit 560,

decrypt this.by the judgnent circuit 560 using
predeterm ned key information, store the decrypted
decryption programin the megggy 553, and have the
judgnent circuit 560 read and execute the 20

decryption programfromthe nmenory 553. Further, in

t REegRE9E x jihe FEY 3B enmr ehpregsanvpeduhewf ehother
the CPU 552 outputting to the judgnent circuit 560 an
erecgramg BRei fisdguentngnitghal S55dbgeandrcehhedcAPlup is
i nstructing signal S552c, but these signals may al so

bgl Powga sy AR comdinstaWa klHokhGhy . 4t wi¥td RS ter-ap call
judgnment circuit - 187 560 nonitoring the CPU aéﬁ?ess

brs1 207on REFENM Ay Bidodi ty The prese nﬁgp'nent IS
an enbod, nent coljrﬂ?espo% |ng-3 tgohc.’ e”'Z(rT‘L{Ihcsan %fssted on the
as eCté.of_ipe.invent 2.0s a_view of the

' . 5 FI 1
CONT T guration %ﬁsﬁfugéﬁggoﬁﬁﬁﬁgirs AfD 834 gplimd AP

.epbodi nent of the present invention. As shown in FIG

1St et R t3P54Ri et frem the GPYr A5 shown in
menory 632, switch circuit 633, switch circuit 10 634,
jEEGmE and dhiet wg3d%e deltesct-BPnceilicuelatlon deditPhg data
637. The internal nenory 632, switch circuit 633,

$H85 Ch resdd citdm G § tshgidntui€ csg1 $35, and CPU 637

are connected to a CPU data bus 640.7 15 The i nternal

MENDr Y Widd judddigtnat’ $4iis 6ol in that judgment, the

judgment unit 582_3 for example generates a write judgment

result signal S573 instructing connection and outputs this

toward the terminal 575_3 of the selection circuit 570 shown

in FIG. 90.

On the other hand, when judging that it is not allowed

in that judgment, the judgment unit 582 3 generates for

example a write judgment result signal 8573 instructing
disconnection and outputs this toward the terminal 575 3
‘of the selectiog circuit 570 shown in FIG. 90.

Nextf the selection circuit 570 will be explained.

The selection circuit 570 connects the switch 574 to

one of the terminals 575_1, 575_2, and 575_3 based .on the

instruction type instructing signél §552a from the CPU 552.
Specifically, when the instruction type instructing
sigﬁal S552a indicates a fetch insfructibn, the selection

circuit 570 connects the switch 574 to the terminal 575 1
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"circuit o

CPU 637 are connected to an address bus 641. The

internal nmenory .632, judgnent circuit 635, and CPU

637 are connected to a signal line 642. Further, the
internal nmenory 632 is. further connected .20 to an
internal data bus 643. Fur[hﬁg the switch circuit 634

is further connected throug %n external data bus 644

to an external nenory 660. Further, the selection
canduputpgBési theufeheh godgmenedrébubtghignakxsbrmnahs the
data bus 645 to a debugger 25 661. 188 Here, the
sgutigRaAUCE S uLhigs €iB LoCOhE BRPIANIS i@ cui® 561. Due to this,
sem conductor circuit of the first aspect of the '

i £NE né&ﬂﬂectigﬁ/ Qﬂsjcpﬁhécgggn6é9 *Eﬂér Sé?@gﬂs %58{12? 561 is

first transm ssion Ine of the first semco

R Pl R CERER RS HapERF R oubE PRERREr SPTL.

aspect of the invention, the internal nenory 632

cor r espOtEiEhe tihers theadpstrnetieon diyra d nstmgictdgige siignal
of the invention, the CPU 637 corresponds to the ' i
pPoedasipdicateeust refdt imstiustiospetheofelbetion circuit
invention, the switch 10 circuit 633 corresponds to

15720 idonsiecaanthet st SNSTaNt8 Ehe kel hadf 51962 ABbutputs
aspect of the invention, the switch circuit ©34

Ot &wgmgq;et:{teragamdsszgﬁaf%éw a%Mtﬁ@hua ent result
the first aspect of the invention, ?ﬁé.

ISR o e o FRLLEOORE 0 g O Cp PR ne "

I nventi on, e selection circuit 636 corresponds to
LI RVALA =SS ngPRi$etfeh circuit 561 is

controlled by the read judgment result signal S572.

Further, when the instruction type instructing signal
SSS2a indicates a write instruction, the selection circuit
570 connects the switch 574 to the terminal 575_3 and outputs
the write judgment result signal S573 as the judgment resultl
8560 to the switch circuit 561. Due to this, the
connection/disconnection of the switch circuit 561 is
controlled by the w::;ite judgment result signal S573.

Next, examples of the operation of the comi:niter 551
Wiil be explained. |

[Fifst Examﬁle of Operation.]

Next, an example of the Qperation where the computer

551 executes a fetch instruction in the process of execution.

- of a program module of the application program APl and

. designates the address "2100H" of the address memory 553
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of the first aspect of the invention, the externa
menory 660 corresponds to the storage apparatus of
the first aspect of the invention, and the debugger
661 corresponds to the 20 external apparatus, of the-
first aspect of the inventhﬁ% Further, the signa
line 642 corresponds to the ?rd transnission l'ine
of the first aspect of the |nvent|on, while the

awlik b slse bersp Balilnedr r esponds to the fourth transm ssion
line of the first aspect of the inventon. 25 Further,

the j udoieitid @fddd, S ARl APIBSRAULERPNEL IR £ bws on

the first control S|gnal GT the first aspect of the
[ ] 5
i ?s"sﬁﬁ dpEs MO TUY, RS R oEtEh Byep i prupting
aspect vention, _and the nent result
1 $5922 1o Gabbde £5CChATRFTIELEoR AR Bp executing

naI of the first aspect of the invention. FIG 103
-%FO’ AT WO S 76 5Pho 1964 FRELES BBAT AgarertEAt £rom
of the sem conductor chip 631 showmn in FIG 102. In :
i@ CRIB,59hetdothe imigmerdy eri tanitheé Gy dwar e | ayer,
10 that is, the hardware conponent of the
sem comhiaiher Chihe fodgnEh®\unit Bi8G 11@Ghowave HIE 91
hardware | ayer is positioned a conmmuni cation driver

!J@éﬁj’es He @madicadd o ddrierid aki Rt Rgs| ﬂé’%gﬁress

n |t a conmuni cati on drlver | ayer for controlling

SR U | f th
I ay@lfHJ L T%:‘T ore%3 O :%gwa{?a#’é‘e‘i by the

Abo th connunlcatlon driver layer is an
(.')"g' “I ﬁ.@\ "TO" of the column shown in FIG. 92 correspondlng

to the APl based on the executing AP instructing signal S552b
and address CPU_ADR input from the CPU 552 and fetch access
range defining dat& 584 1 s‘hown in FIG. 92 read from the
storage unit 581

Further, the judgment unit 582 1 generates a fetch
jﬁdgm’e‘nt result signal S571 instructing connection and
outputs it toward the terminal 575 1 of the selection circuit
570 shown in FIG. 90. |

Further', the selection circuit 570 connects the switch

574 to the te:tminal.S?,S_l since the instruction type

ins_tructing signal S552a indicates a fetch.

25

Due to this, a fetch judgment result signal S571

instructing cqrinection is output through the selection

‘circuit 570 as the judgment result signal S560 to the switch

~ circuit 561 shown in FIG. 89.
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.system (OS) layer for providing the program form ng

the foundation for the operation of the sem conductor
chip 631. 20 The OS | ayer provides the highest

application (AP) layer wth higher concept services
conpared with the | ower Iayei§3 _Further, above the OS
layer is an AP layer defining the specific functions
(services) realized by the sem conductor chip 631. The

AP | aydrunther f dthee awipgiah Girappt iS5Gl iplager=o gl sCPU data
AP1, AP2, and AP3 realized. by the - 190 program

gkl 5056 RMd meiidrd;, dand BMs3 58R0WR EReFE&nndB8ionThRate to
internal nenory. 632 stores the progran1nndu|e PM 1 of

(4161 WP & AEBP 5 5% 098 arp APls Sﬂﬂél"'lné:ﬂ% Y5 at 3403. FIG

104 is a view for explainingt ion 5 of

the prqgr ule P As shown . n Fl 104, t

progran1n0d&ﬁ%' i Mhe %ﬁﬁﬁﬁl%ﬁﬁ%(ﬁnEéﬁﬁﬁﬁ%ﬂ|W%F5ﬁthe
tion nD ules.. FIG 104 shows the case where it is

At SR APR AAsbCres OGH mhnes Chak mddrens is

n. 10 As shown in FIG 104, the instruction (code) at

met ipsdydet ndheorddress rande 20008 cto PMEFER' 8 fietch

is an unlock instruction, while the tail instruction
iJndgmeostk nemtituctiigal HEA  indtonlctingf rdicidindStidn is
instruction instructing 15 a |ater explai ned judgnent

Sutpit £830 tReh®élodbfos Vitdu Tt LM LobBRel Swibh circuit
connection state until the next unlock |nstruct|on.

%Lérlt h Pue 33 l&ﬂLLQC k thQSHwy. Eghogl.lcéui‘g 5Eft éé’gg e CPU data

bus 506 and memory data bus 562 in the_ disconnection state
to prevent the CPU 552 from ac,cess-ing the memory 553,
[Operatioh of Second Example]
- Next, an example of the operation in the case where

a program module of the application program AP2 calls up

-a program of the application program APl when the computer

551 executes a read instruction will be explained.

In this case, the executing AP instructing signal S552b

‘showing AP2 and the called AP instructing signal S552c¢
showing API are output from the CPU 552 to the read judgment

~eircuit 572,

) . The judgment unit 582 2 of the read judgment circuit

572 views the read inter-AP call relation defining data 585_2
| shown in FIG. 96 and judges if a call from the AP2 to AP1

. is allowed.

Further, the judgment unit 582 _2 generates a read
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instructing the switch circuit 633 to switch to the 20
di sconnection state. The switch circuit 633 is

i nt erposed between the CPU data bus 640 and the
internal data bus 643. The switch circuit 633 becones
either the connection statejgy di sconnection state
based on the judgment result 25 signal S635a input
fromthe Jud t circyit 635, - 191 The switch_

c? T ﬁm?ngsﬁegg |n?é?ﬁﬁie&sggt%@éﬁrPﬁ§189U°°§a?§tbe§ and
640. and external data bus 644. The switch circuit 634
beebrBEscthhsr tonardohhecteominaidt 875 2dpEcthaestilertion
state based on the judgnent result 5 S|gnal S635b

i ppucuitohV0hehpwdgienFIGir 80t 635. The j udgnent
circuit 635 nonitors the address bus 641 and signa

l'i ne 64furihen, the %ﬂé@&ioﬁ'ﬂ%uwgﬁ@tcgﬂnéggs ﬁ switch
637 to the address bus 641 i ndicates the address ere

t¥vPq PEQUERD FOE §a DM 74 éssﬂe&eéh N; 506k ”rgggagﬁpe

menory 10 632, and the imstructron t ype I'ns

S 37a out t he U637 to th gnal line
iggﬁ% i cates o aicﬁgg?ﬁsf? tRbRS Rt¥ e%ﬁFE§u8t1°n-

j udgment result signal S635a _instructin f connection

In ot hdlTdRe i, forfitad siudgneni grrsnlt esignaki §HaL
S635a instructing disconnection. 15 The judgnent
dnsinucttos oremectiore isdowkpkt r gsobigh stigmase 563640n

'to the switch circuit 633. Further, when the judgnent

clnsuiit 639 genehatasidner tidgaRIL aeguhl SE5e0 o $8358witch
i nstructi ng connection, it generates a j udgmsnt
P Hdi 81 Rl shRadp b rl?f(ﬁ.ucéé.ng

Farther, the switch circuit 561 sets the CPU data bus
:5(.)6 ‘and memory data bus 562 to the c-onnec_tion state, whereby
the CPU 552 can access the memory 553.

On the othef hand, in ﬁhe above case, when the program
module of the aﬁplication program APZ2 calls up a program
of the épplidation program AP3, it is judged fromuthe read
interﬁAP call relation defining data 585 2 shown in FIG.

96 that a call from the AP?2 to AP3 is not allowed.

Further, the judgment unit 582 2 generates the read

judgment result signal S572 instructing disconnection and
.,outputs this toward the terminal 5‘75__2 of tﬁe selection

circuit 570 shown in FIG. 90.

Due to this, a read judgment result signal 8572

in—structing disconnection is output through the selection

circuit 570 as the judgment resuit signal S560 to the switch
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634. Further, when the judgnment circuit 635 generates

a judgnent result signal S635a instructing

di sconnection, it generates a judgnment result signa

S635b instructing connectionggnd outputs this to the
switch circuit 634. 25 Further, when the judgnent

circuit 6?? geFerates a_- 192 judgment result signal
BEEG T hsPPUCEPRYRCIRNELEr o9 it generates a j udgnent
result signal S635c instructing

i nval i dieytkexscdimeoMidichard routipub61t fe6s tithd IGPU data bus
selection circuit 636. Further, when the judgment

c30& vand GBEmgeyedatasbas F62088Nthé eaUkEofh888L05063B8te to
instructing disconnection, it generates a judgnent
[REeNén 6l Bh@l cBE36821 PSbnUSLELYs: NG| LRk tr}(é:ﬁ&%%%%?”

and outputs this to the selection "circuit 6

Furt her ' ule.in the.progra dul e .
o1 |5 o SRPLaRndie R, TRE fallod € B BROBRARGY R con
anot her, functjon nodyle bei ng executed by the CPU 637 .
OB & st et R RT oS Soa St rion e torba enem Hememory
FIG 104 by the CPU 637, the judgnent circuit 635

anhand aF% dipfemtbus 50¢ hased | omadatss3tefimed rint adgance
connection to the swwtch circuit 633 conditional on

tive aicgotrdaucieoni th ¢dwh lpeadyrain ihheceatdatod Wit anprogran
nodul e first starting a fetch (that is, when a branch
ibesiing) Gideau tRE igh i athesgnst ructi on at  the head

of the called function nodule is being executed). 20
As exphileRed 43 ,n%:analpgli:l:Qﬁ:io% Q:&%gtxgga %%%.qlg()fexeeac%n:ed by
the CPU 552 can be prevented from illicitly accessing

instructions and data of another application program stored

in the memory 553 and a high securiﬁy can be obtained among

application programs‘ even when the CPU 552 is executiﬁg a

plurality of application programs.
The present invention is not limited to the above
explained embodiment.

For example, in the above explained embodiment, the

case was illustrated where the judgment circuit 560 stored

fetch access range defining data 584___1 ; fetch inter-AP call

» . relation defining data 585 1, read access ranée defining

25

data 584 2, read inter-AP call relation defining data 585 2,

_ write access r’ax_zge defining data 584_3, and write inter-AP

call relation defining data 585 3, but as shown in FIG. 100,

it is also possible to use an IC card 558 storing such data
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function nodul e has an unl ock instruction

(di sconnection release instruction of the first

aspect of the invention) positioned at it, the

judgment circuit 635 outputs a judgnent result signa

S635a i nstructing connectianigg the switch 25 circuit

633 based on the unlock instruction until the next -
Ig%k i nstruction (disconnection start instruction

193
of Mt ReStREPsengEpRtedorsing keyehnforpationxBeut ed. At

this tinme, as explained earlier, the switch circuit

634 i s Irsthis ccasaiddientivdagndnt siigrali tSEEb holds the key
i nstructing disconnection, 5 while the selection .
cimfoimat86ni B asduddcayptilgnepiogeanl 59051 gaaksS635¢he T
instructing invalidity/disconnection, so a tenporary

hedid 0658 henPpeGR tRE EPut BELLNLE3508Y ahlCcHRRHAIELtion

661 or acquisition of the CPU internal status

| Of LR iSQ)Ql Lé?&kté}ﬁa e?sﬁf’r%c t]=r.ses r}%}vlg%o?%f%ﬂgs %‘584__1_,

Therefore, t'he funcfion ures

10 FLLG. 104 b essed_fromthe program )
ARt Enene 3 e ARGt e AR weiatA ehnal | mAbRgcess

660 . or the debugger 661. Further, when a function

TRRI 99fihngrdatan?$haRi ereal 1intersAP egald bglahion
CPU 637 executing a branch 15 instruction included in
geftindmd dadal B85 N8 d sl teh ialceeislser Sl GBF ibi ey daltial 584 3,
the program nodule PM| shown in FIG 104, when first —
feaicC ahigtel Nid st YA AT QSRR MAd N i A SIALEL 5SS 3 From
positioned at the head of the function nodule of that

aald Nt . . . ¢ 20

e Jerart S T LB, Flul Aol Ry %2

I.sconnect.i on o.the switch circuit 633, Further, in
J:Isesoﬁecrl:aesréttn}%% 4@[&% on program ngo and key information

K.

Further, the present invéntioﬁ may store the above
decryption program in an encrypted state in the IC card 558,
read ﬁhis through the communicatic;n circuit 504 and CPU data

bus 506 into the judgment circuit 560, decrypt this by the

judgment circuit 560 using predetermined key information,

store the decrypted decryption program in the memory 553,
gnd have tﬁe judgmer‘li: circuit 560 read and execute the
decryption progi:am from the memory 553. |

| Furthér . in the above explained embodiment, the case

was shown of the CPU 552 outputting to the judgment circuit

- 560 an executing AP instructing signal S552b-and called AP

instructing signal S552¢, but these signals may also be

gene_z"atedr as shown in FIG. 101, By the judgment circuit
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circuit 635, for exanple, halts the operation of the
CPU 637 or perforns predeterm ned error processing..
When the judgnent result signal S635c.fromthe
judgnment 25 circuit 635 indicates
i nval i dity/di sconnection, theg3494 selection circuit
636 invalidates the HALT signal S66la input from
gg debqgger_GGl (operation halt request of first

$0 Jrontoring | FhentPUraddres8dess ns®l out put it to
the CPU 637. Here, the HALT signal S66la is a signa
i nst rudigvyrpth Enbodisenty halt to the operation of the
CPU 637. Wen the judgnment result signal S635c from
t he | udgrepresentcanbolimenBdi € @mbodiment corresponding
i-nval i di ty/di sconnection, the selection circuit 636
o aliidlad @en tdea FLb U588 SEAT e LEAthELGyest
signal S661b and CPU internal status.rewite 10
requestz,si g c J.nput framthe debugger 661 and
does r?gt%'ouqt%p)zuts'%(sh]aer#]tégyt%ge%%%T#‘e%%lqtheo

i nternal, status read uest signal. S661b is a signha
EFISRANG R, SR G | O ThoTITRATIRPE G the Present

. status of the CPU 637. 15 The CPU internal status

PEentd 9equest signal S661c is a signal for
requesting a rewite of.informati on showi ng the

_i nternds shawns iof Flle PR, 68He Samibendtibeorhehilp 631 has
“when the judgnment result signal S635c fromthe

jalnd @ FRBE RG] Gdinor93832i, Ndive 8ERSc2Pcuit 633, switch circuit

- validity/connection, the selection circuit 636 outputs

IGES ,ngtdl;égé%g{l i rRf1R dIPUt TN HERNBAeT6HOL L0 cpu
637.

. The internal memory 632, switch circuit 633, switch
circuit 634, judgment circuit 635, and CPU 637 are connected
toc a CPU data bus 640.

?he internal memory 632, judgment cir&uit 635, and
CéU 637 are connected to an address bus 641.

 The internal memory 632, judgment circuit 635, and

CPU 637 are connected to a signal line 642.

Further, the inte;nal.memory 632 is further conhected
to an internal data bus 643.

Eurther, the switch circuit 634 is further connected

.. through an external data bus 644 to an external memory 660.

Fﬁrther, the selection circuit 636 is further

connected through an external data bus 645 to a debugger

661.
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When the judgnment. result signal S635c fromthe

judgnent circuit 635 indicates validity/connection,

the selection 25 circuit 636 outputs the CPU interna
status read request 195 signal S661b and CPU interna
status rewite request signaliggS66lc input fromthe
debugger 661 to the CPU 637. Furthe{ t he selectlfn
circuit 636 o uts the CPU internal status signa

s637d i HBGE" ffu-i}pﬁw f’ﬁ&leﬁade‘ﬁqrn chdpofddneerFperonds to the
CPU internal status read request signal S661b to the
d&épidgendusder Thecepby 68 thnitfiutss: akpeatidoEsthefinvemtion,
internal nenory 632 to the address bus 641 and

i bber GBUI dataybesi 640 rcattagpondgned 33 66 rHOWraG dli®sion
type of the instruction being 10 executed to the

signal ofi #ite Eid A delnd RRSRUIIRRCE: Yich Dt Nens f’iﬂ}% odule
perforns processing using the instructions an hia o

t I h |nternal

nﬁ%%SéQ%%% SRAY Forth dntAlLian A0 4 95Tt progran

d Furth r CPU 637.out puts the address -

SPETHRETERAde BHRROR] or MRe s nyatigns ihes AEREng): nemory
t he nstru tion type instructing signal S637a to

aﬁg s?ﬁﬁ’lé?s??'h S 642 %FP%DSWF%&% SHeraE 0 theh £igste aspect

-perforns processing using the instructions and data

o?f e promndrharod (Hhes CPNI 837 Riv Brespashdd amthleeprocessing
external nenory 660 through the external data bus 20

Gdircsirk teh) thechitsb3d4spast 6PUcHat anbestbdh, WHENs@itch
HALT signal S66la is input through the sel ect i on

i £dhit 6893 f &9P1d oﬁl&Q ugg e{:h@ 64 rbPecShib &8 of aL.&r.’? tching

the operation of t

Circult of the first aspect of the invention, the switch

circuit 634 corresponds to the second connection switching
.circuit of the first aspect 6f the invention, the judgment
circuit 635 corresponds to the connection control circuit
of the first aspect of the invention, the selectioﬁ circuit
636 correqunds to the third connection switching circuit
of the first aspedt of the invention, the extérnal memory
660 corresponds to the storage apparatus of the first aspect
of tﬁe invention, and thé debugger 661 corresponds to the:
external‘apparatus of the first aspect of the invention.

Further, the signal line 642 corresponds to the third

. transmission line of the first aspect of the invention, while

the address-bus 641 corresponds to the fourth transmission
line of the first agspect of the invention.

Furthej:',' the judgmen't- result signal S635a corresponds
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Furt her, when the CPU 637 receives as input a CPU 25
internal status read request signal S661b through the
196 selection circuit 636 fromthe debugger 661, it
outputs an internal status signal S637d incl uding
information showing the intggeal_status in the CPU

637 designated by that signal S661b through the
selection circuit 636 to the debugger 661. 5 Further,
wiken thie £émg te PPrtaed wdgnad jofpthen fARSt aspectalof the
status rewite request signal S661c through the
sahgenitdenci tbei fjuddbehtoneshit debymaPrs@h ddrresponds to
rewites the informati en showi ng the internal status

Othbhfieddild ALY $1¢n£DRIFCOhe FATENRLSE- 0 BRE 1nvent:|.on
signal S661c. Due to this, 10 the operation of the CPU

r

- 63Ad & gﬁggﬁleln%drg¥uiges 08855080y d%‘n onde ?gél?% third

661 uses”the HALT si gnal a iln accor

yadi ng ob eqt r.ol .the ope! rat| of the CPU
6§$ gfgmnl 3808, oo 5§Fa i8R toPSPRETCRD 859 GerRgtign.
t he |nternal status read request S|gnal S661b and
i nt er naF 1S5t 2P3s18j gnutewsEey, espyainirgnthesseftwapry
637 by the CPU internal status rewite request signa
seenfignsationxafipthe eemikendpetari chipf 68heshown in FIG.
sem conductor chip 631 will be explained. 20 [First
Ek@2pl e of Operation] For exanple, consider the case
where the debugger 661 outputs to the selection

circui tzf3¥Geoneoaf ﬂﬁ@b%ttgmﬁlbg%aiayé@q:gat Sdrdvare layer,
internal status read request signal® S661b, and CPU

I ﬁ&g{: nfé ' Sl:ﬁé uﬁafs&%k& ecESSQSéztxtsbgn%Le Sggl}u.conductor chip
631 shown in FIG. 102.

Above the hardware layer is positioned a communication
driver layer. The communication driver layer has positioned
in it a communication driver layer for controlling the
communication. The program of the communication driver layer

is usually stored in a nonvolatile memory.

Above the communication driver layer is an operating

ls.jrstem (0S) layer for providing the program forming the

- foundation for the operation of the semiconductor chip 631.

The 0S layer provides the highest application (AP) layer
with higher." concept services cémpaftad with the lower layers.
Further, above the OS léyer is an AP layer tlefining
t:hé specific functions ‘(services) realized by the
semiconductor chip 631. The AP layer has, for example ,

application programé. AP1, AP2', and AP3 realized by the
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25 In this case, when the CPU 637 accesses the

internal 197 nenory 632 through the CPU data bus 640
and switch circuit 633, that is, when the switch

circuit 633 is in the connection state, due to the
judgnment result signal S635c iffggom t he judgnent

circuit 635, the selection circuit 636 becones the 5
in¥%lkditéé%i§con% ction state, and the selection :
cFrede™ Ya§5&s rofthdr eme BM P showa igs@Ig. 102.
CPU internal status read request signal S661lb, and

CPU i nt EPRatnterRaL memgay 632 sipres thegnabg 866 modwle PM 1
the CPU 637. Therefore, the debugger 661 cannot access
tr€ ChY 8pplita@tind papgatamaA®dsshbke WAt exeEal 1Menory
632 either. On the other hand, when the CPU 637 is not

accessi RYG. t De4i DEeanaheEEBLY e R32aihAL the WHRE;L i
switch circuit 633 is in the 3i§cgﬁnec ionestatef&gggtlon

t9rt BRel HESHRRL KESHAL i gnal S635c fromthe judgnent
circui? %35§Ethe sele%tF§Lg15 circuit 636 becones the

val i di ty/cgnnectio at and the selection_circuit

636 'out%%tsgh?‘ﬁ% ﬂl\ﬁﬂér gﬁ%ﬁ r BRI PTOPEAT Hedphg PM_1 is
status. read request sL%naI S661b, and CPU interna
STHRELFEMIT @ -Pgaﬁ%& ¥ g flunsdgnn megduhescLIG37204 shows
Therefore, the debugger 661 can nonitor and set the
Zehe sacs vharefit e @pwpBied bftn siumbert & fuidition modules
circuit 633 is in the disconnection state, cannot

dodebste eMimt ernal  nenory 632. [ Second Exanpl e of
Operation] For exanple, consider the case where the

CPU 63hd Sshodm aGeased NA 64 & of DAL JBERSY P804c) at the

through the switch circuit

"head of each of the function modules FM 1 to FM n is an unlock |

instrﬁction, while the tail instructién is ; iock
instruction.

Here, a lock instruction is an instruction instructing
a later explained judgment circuit 635 to hold the switch
circuit 633 in the connection state until the next uﬁlock
instruction,

Further, an unlock instruction is an instrﬁction
instrﬁcting the switch circuit 633 to switch to the
disconnection ‘state. |

Therswitch circuit 633 is interposed between the CPU
data bus 640 and the internal data bus 643.

The switch,circuiﬁ 633 becomes either the connection

state or disconnection state based on the judgment result

'signal $635a input from the judgment circuit 635,




198 - .634 and external data bus 644. In this case,
due to the judgment result signals S635b and S635c
fromthe judgment circuit 635, the switch circuit 634
and selection circuit 636 becone the connection state,
5 but due to the judgnent resug -signal S635a, the

.. switch circuit 633 becones the di sconnection state.

10

15

h f th | nt l,. 632 canno t be
hccessoliE, SRR BEFBRRK Shala Thisreaed Frteamn e CPU.

-expl ai ned above, in the seniconductor chip.631, 10

whEka: has; 840 aad earksmpadi dadiad buise 68AU dat a bus 640
are in the connection state, external access fromthe

ext er nalhedavitbhiseirédit a6 Gédcdme s i thd®Wath connection
Therefore, according to the sem conductor chip 631,

| BtatepogsiikechfetdlibablstaReobackdt Bg Qﬁ@gﬁﬁﬁbﬁgg@ Gesult
PM1 15 stored in the internal nmenory 632 from

i bigahl 86868S;LpAR 9.%@.{ ﬁei.ﬁeg‘éutr%gﬁﬁg%mc‘it%%g&%t g55Chi p

631 and therefore possi ! IalgM e )

confid L ad.l of, t he pr.agr nodul e . Further, :
accor diefr%é tJouc@%'ée%%rﬁlcrcfﬁHﬁgt%E BRPHEREE, thaddregedus 641
of execution of the program nodule PM1 by the CPU 20
6‘%‘780%11%?1 bR e 4%r dhemtthe addxars ganade cotmitidy the

Further, according to the sem conductor chip 631, it

i PP a3 tte the mddmers dworffdlddmidiaia temo phemadddelse where

PM1 frombeing illicitly accessed from program
ol sodhdr? modul&MR St 05 edtbhedhen e¥hEr Dake FRED! Yemory

660. 25 Ei ghth Enbodi nent 199

632, and the instruction type ins tructing signal S637a output

by the CPU 637 to the signal line 642 indicates a fetch

instruction, it generates-a judgment result signal S635a

instructing cénﬁection. In other cases, it generates a

judgment result signal S635a instructing disconnection.
The judgment circuit 635 outputs the judgmént result

signal 5635a to the switch circuit 633.

Further, when the judgment circuit 635 generates a

- Judgment result signal SGSSa,inStructing connection, it

‘generates a'judgment'result signal S635b inétructing

20

25

disconnection and outputs it to the switch circuit 634.

Further, when the judgment circuit 635 generates a

 judgment rasult signal SGBSarinstructing disconnection, it

geﬁerates a judgment result signal S635b instructing

. connection and outputs this to the switch circuit 634.

Further, when the judgment circuit 635 generates a
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The present enbodi nent is an enbodi nent correspondi ng

to the 20th and 21st aspects of the invention. FIG

105 is a view of the configuration of the

sem conductor chip 6131 of an enbodi nent of the

present 5 invention. As showyjn FIG 105, the

sem conduct or chip 6131 has an encryption/decryption
ciorcuit 6134, judgnent CIrCUIt 6135, selection
ciEgment Fesuly sdmnagy $635pm d nateragivin /atsmregtiam, it

“circuit 6134 and CPU 6137 10 are connected to a CPU

dSenarated] 40 Juflgmeniv gresl icistigpiall G936 oa rich Rk Aidly

-are connected to an address bus 6141. The j udgnent

C iimerailti Y ditduldtlinh aha 6aepatkethitord ShdNAiection
line 6142. 15 Further, the encryption/decryption

Cicheulito 3% i S further connected through an externa
data bus 6144 to an external nmenory 6160 Further, the

| ecti 13 rther conne t hr ou
n oxt of NaFPREY L VhOR et sl gaea&bﬁggsvl%zlggélﬁfne a
h ' h duct chip 6131 as we t he .
‘sa?%laéfg CEPRBLEr BL S hre o % e BOW ARG idfaapinection, it

pplied. Here, the sem conductor chip 6131 corresponds
tSePﬁ§a§eﬁ1EOﬂeésmeptcreéuﬂt sfignhd §635kd iaspecictihg
the invention, 25 the external data bus 6144
cmalédpbmdsonuechéohiaau 208putsabhifsS £b0khki Belaktibe
first aspect of the invention, the
circuit 636.
Further, when a function module in the program module
PM 1 is called up by a branch instruction included in another
function ﬁodule being executed by the CPU 637 during
execution of the'program module PM 1 shown in FIG. 104 by
the CPU 637, the judgﬁent circuit 635 outputs a judgment
result signal S635a instrﬁcting connection to the switch
circuit 633 conditional on the instruction aththe head of
the called function module first starting a fetch (that is,
when a branch instructipn designating the instruction at
the head of the called function module is being executed) .
As expiained using. FIG. 104, since the head of each
function module has én unlock instrucﬁion'(disconnection
release ingtructiqn‘of the first aspect of the invention)
_positionedat it, the-judgment circuit 635 oﬁtpht’s- a judgment
resﬁlt signal S635a ihstructing connection to the switch

circuit 633 based on the unlock instruction until the next
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external menory 6160 corresponds to the storage
apparatus of the second aspect of the invention, the
program nmodule- PM -1 corresponds to the instruction
for executing a program 5 of the second aspect of the
invention, the encryption/degrggtion circuit 6134
corresponds to the encryption/decryption circuit of
the second aspect of the invention, the judgnent

G LreERctdone diRgemneatien edmmtolingtmuiticsf of the
the second aspect of the invention, the 10 selection
cifiasitt a3Peetc orf ddyeorshsrend: ildnd Sal esdcicorteri.r @it tthinf time,
t he second aspect of the invention, the CPU 6137

casl expdadnekio b 199G 0RheC QIR WA IcQR e Wiy 1%” ddfed a
external data bus 6145 corresponds to the second

t [ hin 0 f
| JaaakaY 9%%“1.“3 1 Shen e SEIREr LR, Al Sgeqon,
xg gin gge omm i.n FIQ%&%FS t he external nenory
Y60 St 6res” < 1H ’p?’bgj:r”a‘iﬁ o iE\VETSueR) B Judamenr s‘fesult
In, the present enbodi nent, the case mhere t he program :
nBUaraLPRe 25 Fainebrrrldng Arve)idity/da sconasctioed. so a
20 The confidential programnmdule PM1 is encrypted
ahEmPerar¥diakt phictha pperaltiomnof \whe1 68U 63eby the debugger
nonconfidential program nmodules PM 2 and PM 3 may be
ef6iypredcquinabtiok| & tH6 CpUaiutevnhdr sexghai AnfFdrmation
the configuration of the programnmodule PM 1. 25 As

shesh the ity 90 atd@dt p-aIRAUS szl:zjes %Qlé filélé.:tlon

conprised of a plurality of function nodul es

f
fs‘nu‘g‘?%%%hﬁ%;ff&%r‘? éflotlﬂlsl ggnpiésegog canmnogbge accessed

from the program modules PH_Z and PM 3 present in the external
memory 660 or the debugger 661.

| Further, when a function module in the program module
PM 1 is called up-b.y the CPU 637 executing a branch
instruction included in another function module while the
CPU 637 is executing the program module PM 1 shown in FIG.
104, when first fetching an instruction ol';her than the -

instruction positioned at the head of the fﬁnction module

~of that call destination, the judgment circuit 635 outputs

a judgm'ern.t result signal S635a instructing disconnection

to the switch circuit 633. Further, in this case, the judgment
circuit .t335, for example, halhts the operation of the CPU
637 or performs p.ﬁedetemined’ error processing.
When rtlll_e judgment result signal SGBSc.errh the judgment

circuit 635 indicates invalidi.ty/discohnecti'on, the
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FM|l to FMn. As shown in FIG 106, the heads of the
function nodules 5 EM1 to EMn are set with ID
nunber designating information designating the ID
nunbers. The I D nunber designating instructions are
not encrypted. Here, an |ID-numlaer- is information for
identifying a correspondi ng function nodule. As

explai ned | ater. n. the 10 encryption/decryption .
cARaBeRS B e OB AYELITRRS GHO WOUE FagnAY SPE1a input
used for specifying the key information to be used

f 5F°F‘h%he-d'§alwﬁrogﬁl Hergration haht teddesingg Hirshaspect
function nmodules FM 1 to E74-n are placed instructions

defi het ingenkéohD audbdbeiSnat di#pht fitntbr whki Py 637.

i ndicating that the following instructions do not use

kBgse,t BRé HALTabegAAl 8B6LXPL8d: IRgnhiNEhs@Ructing a
nodul es, as shown in FIG 107, are encrypted in units

r f t 8fEi0e6 h
gf;ngteﬁk ¢ahaief 8" edst spaLAES dHaBE t%xénébﬁéggﬁ.ezo ‘o

data 1 to n have parity data 1 to n a
them The enery %'o [decrypti,on. ci ey 1%4, for . ‘
exanpl €, - encr y% %gTF?}%Efr l%{ ]'ltoﬁl%ﬂgllgeés:’ 5(33"?1 WA %‘?Péqgment
10. 6 _of Iﬁg progran1nodule PM | t? be witten in the
eSTETRAF fenotPdsiabes ain¥alidd ¥/ & econpectipn,nthe
of predeterm ned block data. 25 At this time, the

SPE1I oM/ abEeybE | 636 cinvalidsted Bl CRUciypesnaichtatus
function block using any, key information and sets at
thead eaalqoés eashgiahcs 6 61b bhnd kcPu et typhel £Ph6LBS rewrite
text) | D nunber designating instructions (information)
request signal S66lc input from the debugger 661 and does
not output them to the CPU 637.

Here, the CPU internal status read request signal 5661b
is a signal for requesting information showing the internal
status of the CPU 637.

The CPU internal status rewrite request signal S66lc
is a signal for requesting a rewrite of information showing
the internal status of the CPU 637.

On the other ‘hand, when the judgment result signal
S5635¢ from the judgment circuit 635 indicates
validity/connection, the selection circﬁit 636 outputs the
HALT signal S661a input from the debugger 661 tc the CPU
637.

When the judgment result signal S635c from the Jjudgment

circuit 635 indicates validity/connection, the selection

circuit 636 outputs the CPU internal status read request
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designating the ID nunber for identifying the function

5 nodul es as explained earlier using FIG 106.

Further, the encryption/decryption circuit 6134

generates and holds the key information table 6190

shown in FIG 108 show ng-tRgsl D nunbers desi gnat ed

for the function nodules (key specifying information

of .t he_se aspect. 10 of the invention)_ and key

i FrgPRdt Fgﬁg’gs%‘b‘g fFU dnteypailngtatng reweiteremirsesignal
l'i nked together. Further, when the

efEfypt iopngefropt tha débugger 666U taeridre/ ((IRY t48Y biRither,
data, as shown in FIG 107, it generates parity data

f thet belbkbtdbndatizcaid sBer eatphds pae tyudahelBal status
linked with the corresponding block data in the

exighAal s6BRAPLNpREOProf tidiSpt I d8 'S ccordance with the
encryption/decryption circuit 6134 generates parity

parity data becones a preé rmn val“ue.
tgglencryption/decryption circuit 6134 20 obtains key
i Afofmati on for the function nodule input from the

' déi’@ ﬁ&fﬂ?g]bgﬁgtag@égé %:?a%];estthg Jégrlng l%ﬁ ém%??ﬂg? ’debugger

external nmenory 6160 by view ng the key information

tabl e TAVEEhER eutrnts Hos adsiregsaef stheinternd) memory
nunber designated by the ID nunber designating

i #32 rie thihen addrelse huad64i dirhtinstmettiiem tygel €nstructing
Further, the encryption/decryption circuit 25 6134

usBgnahas6 Xy $HOGWLAGL RS tPp&NeE Yehet RS tEWBEILANbaing
203 nmodule in units of the above-nmenti oned bl ock

u el D4R . C . .cte e
ot sone o L0 U SRS T, QBB G4

legitimacy ~of the parjty dafa caorresponding.to that :
fsﬁ%[(l:?i%enr H§ proc ss:|.n<¥ using the :f s rucgions and data

qf the program module PM 1 read from the internal memory
632 through the sﬁitch circuit 633 and CPU data bus 640.

Further, the CPU 637 outputs the address of the
external memory 660 to the address bus 641 and the instruction
type instructing signal 8637a to the signal line 642 and
in accordance‘ with the same performs processing using the
instructions and d.ﬁta of the lprogra.m modules PM_2, PM 3 read
'frdm the external memory 660 through the external data bus
644, switch circuit 634, and CPU data bus 640.

When a HALT signal-SGGla is input' through the selection
circuit 636 from the debugg_e:\-:' ‘661, the CPU 637 -halts the
operation of the CPU 637.

Further, when the CPU 637 receives as input a CPU

"interhal status read request signal SG_G-lb through the
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5 At this tinme, if judging it legitimte, it outputs

that decrypted data to the CPU 6137. on the other

hand, if judging it is not legitimate, it halts the
operation of the CPU 6137 or perforns predetern ned

error processing. Note that, jigg the present

enbodi nent, the data length 10 of the bl ock data and

the_ data | ength of the function nodule may be the
sERESGE1an: FEFEREE §RE fremnihe debugger (A6, genearutmaits an
a_judgment result signal S6135 instructing

i AvkeraplyshtusnabgrabrS6dTH indinding tinforn¥tion showing
selection circuit 6136 when the CPU 6137 15 is

‘atbesbibgrid Drstaaipia, thetch 37 dcs2ghhé¢eal bRl that signal

program nodule PM 1. Further, judgnent circuit'6135
06618l @SrSudn A BL1L88 00 SiA0H « %@@iﬁggﬁé e #%%;: 661 .

val i dity/ connection-and outputs It tot sel ec

[ it 6, CcP 3 0_i t '
(or e aety g b eR 3 TRt sat vop, or nphBc 620

FwﬂéérThf %gd?nent citrcuit 6135 nonitors the addresses

and-cTTRtr et FoRsTatFhhe B§IrRetcplonad7SaAlcr thapral the

over the address bus 6141 and signal |ine 6142 and, :
e heixandt 636 frigmsthe debugpercdsy, st rewrites

accessing the programnodule PM 1. - 204 Wen the

j iy verfformesti dn sShyvalndSBARS ifmtemndle stadgEERE the CPU 637

circuit 6135 indicates invalidity/disconnection, the

98} atiel 86nebheudés fdbtoasy) ithaltesibha1HbEd18] A to this,

S616l1la i nput fromthe debugger 6161 (operation halt _

ra et o tQﬁ.Q R ATWRE 6391 16N Soh%%gailegni:yagge dgggugger

not output it to
661.

The debugger 661795es the HALT signal S66la in
accordance with the debugging object to céntrol the operation
of the CPU 637, monitofs the operation of the CPU 637 using
the internal status read request signal S661b and internal
statﬁs signal 5637d, and customizes thé,CPU 637 by the CPU
internal status fewrite'request signal S66lc.

Next, exaﬁples of the operation of the semiconductor
chip 631 will be explained.

'[First Example of Opeiation]

'uFor example, consider the case where the debugger 661
ouﬁpgts to the selection circuit 636.one of the HALT signal
S661a, CPUVinterﬁél status read request signal SGGib, and
CPU inﬁernal status rewrite request signal 36610.

In this case, when the CPU 637 accesses the internal
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status of the CPU 6137. On t

circuit 6136 outputs the

the CPU 6137. Here, the HALT signal 5616la is a signa

instructing to tenporarily halt the operation of the

CPU 6137. Wen the judgnment result signal 56135 from

the judgnent 10 circuit 6135 indicates

i nval i di ty/di sconnection, thgggelection circuit 6136
invalidates the CPU internal status read request

signal S6161b and CPU internal status rewite request
s*rlg'ngri!séi%ﬂehmw the R datah hyfe 6491 @hdhswidods circuit
not output themto the CPU 6137. 15 Here, the CPU

i @335 idatsiat vhemetlieraeiosh ciirgrdlt 658 il bnitheé connection
signal requesting information showi ng the interna

st dtis, Oflué heo CBhk 633dgmdhe £ELuLBt 818§Rh15588Y8 from the
rewite request signal S6161c is a signal requesting

r ' fai i 0, 1,an | [ na
PWidhén Ofc M8 i D ieysTRLELQ Ségg%? grgjg%‘%] ,t Vﬁ?gﬁ 'i)teﬁé)mes the
jﬂggﬂP . ] ignal. 56135 fromthe jud nt . . .
C|rCU|{ﬁ%£iZ?%%Fl%a %sloﬁafgﬁF?y/%%%ng%%i %gg?ﬁé°“ circuit
S tion circuit 6136 outputs the HALT signal S616la -
1#%5 CPET t RETRESUYYR ARG Te11i9Ra L (FE 63y CBY igutzmrnal status

205 When the judgnent result signal S6135 fromthe

 jaRRfEiRduest @dionadl $$6lkdi eade SPVUalinterpAtonahetukonewrite

the selection circuit 6136 outputs the CPU interna
Steggues tr gaidgnad(8Bfilc signtle 3GB 143 ANd CPU i nt er nal
status rewite request signal 5 S6161c input fromthe

debuggehedtfbre) the &Ekhgéﬁz;séiﬂéiﬁﬂotréééaégﬁﬁ%%tbﬁﬁ 637
U internal status
and cannot access the internal memory 632 either.
On the 'other hand, when the CPU 637 is not accessing

the internal memory 632, that is, when the switch circuit

633 is in the disconnection state, due to the judgment result

signal $635c from the judgment circuit 635, the selection

circuit 636 becomes the validity/ connection state, and the
selection circuit 636 outputs the HALT signal S66la, CPU
internal status reéd request signal S661b, and CPU internal
status rewrite request signal S66lc to the CPU 637.
Therefore , - the debugger 661 can monitor and set the

operation of the CPU 637, but since the switch circuit 633

+ is in the disconnection state, cannot access the internal

memory 632.
[Second Example of Operation]
For example, consider the case where the CPU 637 is

accessing the external memory 660 through the switch circuit
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signal S6137d input fromthe CPU 6137 in accordance

with the CPU internal status read request signa

S6161b to the debugger 6161. 10 The CPU 6137 outputs

to the address bus 6141 the address of the externa

menory 6160 and to the signalglgine 6142 an

instruction type instructing signal S6137a show ng the
tgsg of the instruction being executed and, in

alddr aafcexkrrralt dataakes §4Afor ns processing using

i nstructions and data 15 of the program nodul es PM 1,

PM 2, aful M8 cased fluent¢ the gutigmealt reswly Silfthls S635b
t hrough the external data bus 6144 and

eandyps 35/ Hieed bl gadgheatl bifddde Y¥SN de SRUALIFE rouit
receives as input the HALT signal 56161la through the

SEBECAARN &Ll d&1 dn B3 r 0161
t he operation of Itlhe C%d{%gé???é Ifb}c%g%*g_«g.% El?r% ggt,loﬁwésr?ate’

6 j ' t the CPU int | stat ]
B4 L8R R e bR ond 5638, Hin Bt con
circuit q%$6 fromthe debugger 6161, it outputs the -
i AtETREY &l besomegnthefussonnactiem mtates oTheuefiemss the

showing the internal status in the CPU 6137 desi gnhated

by oenat Hagmerynad2 seamnot the cagheshedsEtewt the external
circuit 6136 to the debugger 6161. Further, when the
CRurH yseecd¥emd h@4%EPU internal status rewite
request signal 56161c through the selection -5 circuit
6136 f M Heludeo R Slin ithd Wki&shdd¥or chip 631,
information showing the internal status of the CPU

Wn %%tir}?téiQ{Hle 'Hen%er?} gé?i egné) ytﬁe'.;] eCl?& gc'll’]aa{a %91}19 1840 are

Due to t

in the connection state, external access from the external

IS,

data buses 644 and 645 is not allowed.

Therefore, according to the semiconductor chip 631,
it is possible to reliably protect the program module PM 1
stored in the internal memory 632 from illicit access from

butside of the semiconductor chip 631 and therefore possible

~ to maintain the confidentiality of the program module PM 1.

20

25

Further, according to the semiconductor chip 631, the

process of execution of the program module PM 1 by the CPU

637 cannot be monitored and analyzed from the outside.

Further, according to the semiconductor chip 631, it

-:i:.s‘ possible to prevent a confidential program quﬁle PM 1

from being iliicitly accessed from program modules PM 2 and

71_?M_3 stored in the external memory 660.

Eighth Embodiment
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t he operation of the CPU 6137 is controlled by the
debugger 6161. 10 The debugger 6161 uses the HALT
signal S616la corresponding to the debuggi ng object
to control the operation of the CPU 6137, nonitors

-the operation of the CPU 61349using the interna

status read request signal S6161b and internal status

si gnal §g137d, and custom zes the CPU 15 6137 by the ]
CPU i nt ePRFTLISE hemhadinant digyanenhofimen sepgmesponding
Next, exanples of the operation of the sem conductor
ckPp thRo¥A thnapdG2 1565 anpelctise ofx thei nestenftiionst

Exanpl e of Operation] 20 In this exanple of operation,
the casEI@hel@Sthe &Pdie®13F ¥hit86nEdgorhBEoRXber BRbL
menory 6160 data of the program nodule PM1 wll be
exphitonductbe ERU6833108EPHKS chBBaMhbhe G2t @hghgqu_.ggnt
the CPU data bus 6140 to the encryption/decryption
Cih¢shtifd34. 25 Further, the encryption/decryption
circuit 6134 207 encrypts the wite data, as

expl ai ned earlier, in ey, . information . :
corr es;)}gshdgﬁlr?d“f 3™ ﬁ'Let&f“ u%ggi' oﬁhqucﬁ‘%ﬁﬁ‘f £higt 6131 has

bl ock data and wites the same through the externa

3R ERBYP PR/ decrvint-ion et Ranifhid), sudonestimuindmit 6135,
information relating to the key information used for
tyrlegigmi¢brcust a6tid6, t and ePUe§l3Wi or mati on tabl e

6190 shown in FIG 108. At this tine, the judgnent

Ci r cui tTHel Inatitptiicn Aecryption circuit 6134 and CPU 6137

are connected to a CPU data bus 6140.

The judgment circuit 6135 and CPU 6137 are connected

tq an add;ess bus 6141.

- The judgment circuit 6135 and CPU 6137 are connected

~ to a signal line 6142,

Further, the encryption/decryption circuit 6134 is
further connected through an external data bus 6144 to an

.externél memory 6160

Further, the selection circuit 6136 is further

connected through an external data bﬁs 6145 to a debugger

- 6161.

Note that in the semiconductor chip 6131 as well, the

'software structure shown in FIG. 103 is similafly applied.

Here, the semiconductor chip 6131 corresponds to the
semiconductor circuit of the second aspect of the invention,

the external data bus 6144 corresponds to the first




judgnent result signal 56135 showi ng 10

i nval i dity/di sconnection to the selection circuit

6136, and the HALT signal S616la, CPU internal status
read request signal S6161b, and CPU internal status
rewite request signal S6161gqi ssued fromthe

selection circuit 6136 are not output to. the CPU

6137. 15 Further, since the wite data is not
ehERPEREFSaAN: hine ok dhmifidstaaspectiaf they dmvienttivm, the
external data bus 6144 is illicitly probed, the

cortedeali meinbyyoblehecprogspondantdol ehBVstokaghOhpparatus
| ost. [Second Exanpl e of operation] 20 In this exanple

obfopRéake@Bndt A8peaseorhent §HfetBibonblekel Eﬁgéram module
instructions or data. of the progr am nodul e rom

| : iﬁﬁfﬁﬁﬁt%r%sﬁé i tﬁ‘uggﬁﬁﬁé%% [ ns'&iencql “ohs cgram
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oL ¢d le,PMi, are read 25 , from

%e g%%l%%% g%gsogvg#ﬁe1%§?ﬁFﬁ3? nEiBry 6160 and
- 208 ou throu h the external data bus 6144 to
t'ﬁ‘éc’émﬁ/‘b‘w ﬁ?ﬁﬁéeFWh ohrevttufli3dizarrespends  tenthe
encryption/decryption circuit 6134 views the key
i ReFYREIM deprrbion chowmit of| the 198ctrd caspact5of the
the I'D nunber shown by the I D nunber designating
i irstenicioron st -Aiddrien heatlr @i €a8135 UnstiOspsmds| €0 the
i nput and obtains the key information correspondi ng

tébﬂihﬂ%l gi]?.sﬁfﬁmrof Fid RRcond @ spRELY BE! eﬂédfﬁ'&é{ﬁiﬁgﬂ the
Clrcul

selection circuit 6136 corresponds to the selection circuit
of the second aspect of the invention, the CPU 6137 |
corresponds tc the Second computation circuit, and the
external data bus 6145 corxesponds to the second transmission
line of the second aspect of the .invention.

First, the external memory 6160 will be explained.

As shown in FIG. 105, the external memor;y 6160 stdre_s
the program modules PM 1, PM 2, and PM 3.

In the present é.mbodiment, the case where the prdgfam
module PM 1 haé confidentiality will be illustrated.

The confidential program module PM 1 is encrypted and

'stored in the external memory 6160, The nonconfidential

prograni modurles PM 2 and PM 3 may be encrypted or not.

FIG. 106 is a view for explaining the configuration

of the program module PM 1.

‘As shown in FIG. 106, the program module PM 1 is
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decrypts the instructions or data read fromthe _
external 10 mermory 6160 using that key information in
units of block data and then perforns parity

processing. Further, the parity processed data or
instructions are output thr the CPU data bus 6140

to the CPU 6137. At this tine, the judgnment circuit

6135 outputs a 15 judgnent result signal S6135

i rieARE srd iofy al pIMEa) iy ofnfiesttdontmoddbes e lFIE | 006 shows
circuit 6136, and the HALT signal 3616la, CPU

i ritler calsestladis inensl dorfpiasied 6f FNAmBELEIP FuakEiGRthodules
internal status rewite request signal S6161c issue
freont hes @k ggtion circuit 6136 are not out put 20 to

the CPU 6137 Further, since the mwite data i s not

' f the
it %%%% B BEE 190, S0 RHn e B Hieehoh Hocuros
c lit t he program modul e PM -1 is not ]

%’F%.%F‘e*d wiitv D mugbedidrpignaking information
sen1conductor - 209 chip 6131, even when storing a :
cSRFigRRtiag SheyRmovelbere . Mble ID mumbesxidersignating
menory 6160 outside of the sem conductor chip 6131,
tHeS@Gnﬁtdenslaretpo¢fehb3ypmegran1nDduIe PM 1 can be
hel d. That is, when a confidential programnodule PM 1

stored Héréheaﬁxtﬁrﬁﬁhb&?npéY1ﬁﬁ59mh§13ﬁcfégengXtaﬁﬁlng a
CPU 6137 the selection circuit 6136 prohibits th

thith U 6137,
-d@@ﬂﬂ@@boﬁaﬁﬁgff@ﬂatlgﬁg%%ﬁyggtI Yo i) o%%ggﬁnéz%ﬁr ffien the

so It Is pOSSI leto pr
péRQL?BEEBQPdScryp 183'39;3&?%“3?91‘decrypts the function

modules, it is used for specifying the_key information to
be used for that decrjption,

Further, at the tail ends of the function modules FM_I
to FM n are pléced instructions designating the ID number
as "#0" (instructions indicating that the following
:instruqtions do not use keys, that is, are not enérypted).

The fuqction modules, as shown in FIG; iO?, are
encrypted in units of block data of predetermined data
lengths. The b;ock data 1 to n have parity data 1 to-n added
to them.

The encryption/decryption circuit 6134, for example,
.encrypts the function modules shown in FIG. 106 of thé pProgram
module PM 1 to be written in the external memory 6160, as
shown in FIG. 107, in units of predetéimined block data.

At this time, the encryption/decryption circuit 6134
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10 by the CPU 6137 frombeing illicitly nonitored by
the debugger 6161. Further, since parity processing
is performed after decrypting data and instructions
read fromthe external nenory 6160, when unsuitable
key information is used for_lgoghg decryption or when
the data and instructions are estroyed or tanpered
Wi ' th{s can be detected by the parity processing
and STY® a%l?/a‘ghéaﬁe’{“%’t‘?ﬁ blipclpusdaet anyyéryi dnfosmaeion and
limted to the above explained enbodiment. 20 For
ex?ffipf At ithe heashofe eachl funetienbblbaRNinehB8ypEaSE (plain
was illustrated in which the key information table
6 90 ths Hdvmunbdst @edifhatiiag s tidiee ks | (6B} + Olsn)
was held in the judgment circuit 6135, but 1t is also
pobsidyratiing Qs W duddhedVed T QIJRLI A1, Lable. %%,Oction
and store it in the 25 externanbngnnrxsgffbén-

It d ' : r nt__enbadi

shbodilr%e?g%yc%s?}%% | r‘ic%Sr SIS A% aspect s

of the nyeption,. Next, this enbodi ment of the present

i nvention w T ° Egee?BF&VH§G°%V9HCF§P§FQHC@1r9unMe6134
attached drawings. FIG 109 is a view of the overal
cERPrgtHaSi S‘Hdo?mtlﬁé Ebenkevc dnformays bemtaBl 061190 shown
present enbodi nment. As shown in FIG 109, the

- cOMRAT cAPBothaine the(lD nuabe rshee SEfVEted $2r é&%f Ltion

703, card reader/witer 704, 10 personal conputer
ABPdaapp| (kayi speGREYiAG PhOYHHStIon of the second aspect

of the invention) and key information used for encrypting
the function modules linked tegether.

Further, when the encryption/decryption dircﬁit 6134
,eﬁcrypts the block data, as shown in FIG. 107, it generates
parity data for the block data and stores that parity data
linked with the corresponding block data in the external
mémo'ry 6160. At this time, the encryption/decryption circuit
6‘134 generaﬁes Parity data so that the sum totai of the block
data and parity'data becomes a predetermined value.

Further, the enc;:yption/decryption cirquit 6134
obta;ins key information for the function module input from
the external memory 6160 by viewing the key inférmation ltable
6190 shéwn in FIG. 108 us:i;ng as a key the ID number designated
by the ID number designating instruction at the head of that
func_tion module. Furtﬁer, the encryption/ decryption circuit

6134 uses that key information to encxypt that function




server 719, and SAM (secure application nodule) unit
709 to communicate through the Internet 710 and
perform.settlement processing or other processing for
a procedure using the IC card 703 (integrated circuit
of the present 15 invention) he SAM unit 709 (data
processi ng apparatus of the @présent invention) has an
external nenory 707 (storage circuit of the present

i REEIR N0 e SAME htlve 78180 vé -sman thntiad LIS o €k I G&ttd . Of
the present invention). 20 The SAM chip 708, if

necessarfyrthensftdres dantmyptidh ARYMAIEISN &_@&1719 %34
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(ot her sem conductor circuit of the pr esent
| RUSnEVIOEY thed U &hidbdy 1918% ggg%ﬁe,the ac
in FIG 110, is connected w th anoth serve g?’l Y

di 'S t Chl as .shown in FIG
11<J]:Ljif Qg—%ﬂl 34{1 (i&{e%e%\énﬁ c??é‘%éif’ SAfefuntion mpedule.
708 The conf| gurat| on of the SAM chip
égqa | s DS I’%l Wgingethd Et‘-’ﬁé:%\ﬂ%hllﬁ TodPWNextthat

. pee conponents shown - in . FIG 109 wll be explained.
[

EXPFerhdnte b therCPY Gl3TnOn thelotHer lhadldagiﬁnjudglng
of an IC card 703. As shown in FIG 112, the IC card
76% hasnah legiinateyr diteHatkscthé )opElQﬂ:lﬁfrD‘thdﬁﬂeVEP@ 6137
a nenory 750 and 10 CPU 751. The nenory 750, as shown
| prFpE€rfdits predetehiagd error processing.

Note that, in the present embodiment, the data length
of the block data and the data length of the function module
may be the same or different.

The judgment circuit 6135 generates a judgment result
signal S6135 instructing invalidity/disconnection and
cutputs it to the selection circuit 6136 when the CPU 6137
is accessing (for example, fetching) a confidential pProgram
module PM 1,

Further, judgmént circuit ‘6135 generates a judgment

result signal S6135 instructing validity/connection and

outputs it to the selection circuit 6136 when the CPU 6137

is not accessing (for example, fetching) a confidential

program module PM 1.
The judgment éircuit 6135 monitors the addresses and
instructions output by the CPU 6137 and flowing over the

address bus 6141 and signal line 6142 and, based on the same,

- judges if the CPU 6137 is accessing the program module PM 1.
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area 7551 used by a credit card conpany or other

servi ce business 7151, a storage area 7552 used by a
service business 7152, and a storage area 7553 used

by a service 15 business 7153. Further, the nenory 750
stores key data used for jiu%ﬂfg_an access right to

the storage area 7551, key data used for judgi ng an

access right to the storage area 7552, and key data

used foMferighagiwigmodesssulyhtignalt 56135 @mge tR8 judgment
area 7553. That key data is used for mutual

autinendi c 281381, inditd 2t e Gt 3R HEd5n Clhe

Further, the nmenory 750 stores idéntification

| B frddiR 163 3259 vE33 QS Phel At G5 Le161a
W E(f:ﬁ%

703. Next, the SAMunit 70 F gxpgal a )
det aj T SAM uni t 709, .as, expl ai.ned_earlier, has
a%tnggtter nal E:%f @r\élé)r?gr%? 58‘3 (stlSPgFatirnc il toragpest of

resent, i_nvention nd. SAM chip 708 (seni conductor .
IR GFRARE (teddif nVRRSACPONRAY SoPBuscd: output it ¢
Configuration of SAMchip 708] 5 The SAM chi p 708 has

't FBesEPPWEAS TooMieirgur &broHARE sibowd SELELE ikl4. sAgnal

shown in FIG 114, the SAM chip 708 has, fromthe

bdnssmuksjey towkedpblaridp hayer thanopké-teabdWaEekhe cpu
| ayer, OS layer, |ower handler |ayer, higher handler

“laysr.and AP 10 |ayer. The |ower handl er |ayer include

a driver layer. Here, in the AP |layer, application
Progr angh&F the fﬁd&ment result signal S6135 from the judgment

circuit 6135 indicates invalidity/disconnection, the-
selection circuit 6136 invalidates the CPU internal status
read request signal S6161b and CPU internal status rewrite
request signal S616lc input from the debugger 6161 and does
not output them to the CPU 6137. |

Here, the CPU internal status read request signal
S6161lb is a signal requesting information.showing the
internal status of the CPU 6137,

The CPU internal status rewrite request sign#l 56161c
is a signal requesting rewrite of the information shbwing
the internal status of the CPU 6137.

On the other hand, when the judgment result sigﬁal
56135 from the judgment circuit 6135 indicates
validity/connection, the selection circuit 6136 outputs the

HALT signal S616la input from the debugger 6161 to the CPU

- 6137.
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and AP -3 (application prograns of the present

i nvention) defining procedures for use of the IC card

703 by credit 15 card conpani es or other businesses

7151, 715 2, and 715 _3 shown in FIG 109 are read out

and run fromthe external npnyé%‘jo7. In the AP | ayer

the application prograns AP 1, AP 2, and AP 3 and the

hi gher handl er |ayer are provided between 20 them

with firdhen therndgnen b resilbbnigyal 8BL 36| frod ¥hd udgment

view for explaining the storage areas of the externa

MERBrYuiD76136 idimntes 41 iddby/édnsd iU M&SePiction

the external 25 nenory 707 include an AP storage area

72200cu it Wi T8 dbsput s lih i ' r -1 of

the service busi‘jr‘l%;s 7151e ?imit%?%éd%}%ir)l Al %%fz%aé& request

ar [ ] licatio progr.am AP -2 of

e ST n T ki Fp BB T ffee B Foruge® siomat
l'ication program AP-3 5 of

ar 203 in ich,the a

el Egh Ao dulerSeRhbaeg R «Bie APOAS137 . Furthex,
agen%g%i,storage area 7221 used by the manager of :
SENENEFCP0siTorRE §B3Fi eutPuhs ptlogrGRY A tiestal egtatus

in the AP storage area 72201 is conprised of a later
e¥digate $ 6313 Midaliinpy to ff r oap Hhiec AW B 187 IoN ta dirdiaNde with
(data nodul es of the present 10 invention). Access to

t hbeARPS dndgananea 32281 read’ eelueeted iBNa"®6161b to the
firewall FW1. The application program AP -2 stored in

t BebAGgelokage.. area 7220_2. is conprised of a later
expl ained plurality of

The CPU 6137 outputs to the address bus 6141 the address
of the external memory 6160 and to the signal line 6142 an
instruction type instructing signal S6137a showing the type
of the instruction being executed and, in accordaﬁce with
the same, performs Processing using instructions and data
of the program modules PM 1, PM 2, and PM 3 read from the

external memory 6160 through the external data bus 6144 and

- encryption/decryption circuit 6134;

When the CPU 6137 receives as input the HALT signal
S6l16la through the selection circuit.6136_ffom the debugger
6161, the‘operation of the CPU 6137 is halted.

Further, when CPU 6137 receives as input the CPU

”internal status read request signal S6161b through the
selection circuit 6136 from the debugger 6161, it outputs
the internal status signal S6137d including information

showing the internal status in the CPU 6137 designated by
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application el ement data APE. Access to the AP storage
area 15 72202 is restricted by the firewall FW1. The
application program AP -3 stored in the AP storage
area 72203 is conprised of a |ater explained plurality
of application el enent data i% Access to the AP
storage area 72203 is restricted by the firewall FW
1. 20 In the present enbodi nent, the application
el'dthtsignal A 61 ttherorgh e e ledcunl eddethiftoré136 to
exahpl e from outside of the SAMunit 709 to the

exther midbuggwar \6IMYL/. The nunber of application el enent
data APE form ng each application program can be

freely @Q&Qh@&ﬂedhgﬁ the ng gf?feﬁgggg&gg éﬁg\ééﬁn}qfernal

busi ness. 214 Further, the application prograns A
AR 2+ ANG AR 5 L Lo th nal. mengry 707 are |
sé?anble%. T g% 5? eggs%% ﬁ%ﬁegé%ﬁ%ﬁ%PgﬁﬁgﬁnﬁPﬁtﬁ?le°t1°n

SAM chi.n 708, Further, the application progranms AP 1,
AP Uit ‘ﬁg"' #%‘ 3&‘& debudgern§ilel  piddseuaifes: the

,and
servi ce businesses 7151. 7152, and 715 3 using the -
péPserartigRpghering 1 bhe Fngernabnetyues ofidvre i CPFIE337 by
109 and downl oaded through the SAM chip 708 to the
ekher ranteptodpsigiiathdxby the apphktaS6261pr 0puaNkoARis,
1, AP 2, and AP _3 10 wll be explained in detail.

Thheeope£a bNén 06 £ NEHe CMUP 618 § QNP QS PIEY 1Y 182F leb
service business in the SAM The applicatiog%rogransugger

AB1é1 AP 2, and AP -3 (hereinafter also referred to as
AP) are, as shown in FIG

The debugger 6161 uses the HALT signal S6l6la
rcorresponding to the debugging ébject to control the
cperation of ﬁhe CPU 6137, monitors the operation of the'
CPU 6137 using the internal status read request signal '86161b
énd internal status signal $6137d, and customizes the CPU
16137 by the CPU internal status rewrite request signal
S6l6lc,

Next, examples of the operation of the semiconductor
chip shown in FIG. 105 will be explained.

[First Example of Operation]

In this example of operation, the case where the CPU

6137 writes into the external memory 6160 data of the program

module PM 1 will be explained.
The CPU 6137 outputs the write data through the CPU
data bus 6140 to the encryption/decryption circuit 6134.

Further, the encryption/decryption circuit 6134
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15 116, each conprised identification data AP ID for
identifying the application program AP, data APE NUM
showi ng the nunber of the application el enent.data APE
included in that application program and one or nore
application el ement data APRg42Q The identification
data AP IDis set to be different for each service

busi nesstfaAé1 shovvn in FIG 116, the application
el BEHP e XBE Y dadipr PSe@*pladaes APElsezr using key

showi ng the data size of that application el enent data
APpEqravhijon cgrirespdntingstAPehée Fumrtisteniodyidg in units
that application elenment data APE, - 215 - and the

defabpropeda BPEaml wiHaie; theeshalenthibeqh i e W@ ARE data
IDis conprised of data APE_TYPE show ng the type of ,

t basagphiscani Qheebﬁrie&haldataﬁoé\?'feiag the data I'NS NUM
showi ng the identification 5 number (instance

i dentif he | icati | ement

data Aoy PR %ﬁ% Hhs flod Horfiag o Rovkey HfazmRcion

m% ge en%huser Vi ce bualness S|de For exanpl e :
eRhE &85 ?%3 "%T‘ drieftdgdite APe ke¥ infommaigion table

ﬁg§$n1conf|gurat|on t he data APE TYPE becones 10 "2"

a h8ha¥ralPNEIRUM BBeones "1". Due to this, if the

sane SAM it is possible to specify the application

el enentAt deltbs APEnenabibe ghodphen bycitei gt 35 | Sath@bs a

data APE ID. The external menory 707 shown in FIG 115

Sjwdgﬁeﬁhereéﬁlﬁbgil@n@l(pﬁ@i@@dsmﬂ?ati on prograns AP

(AP-1, AP-2, and AP 3) encrypted by the encryption key
dﬁﬁﬁhf&&f&§¥@§éé@hﬁgqtion to the selection circuit 6136, and
the HALT signal S616la, CPU internal status read request
signal S6161b, and CPﬁ internal status rewrite request signal
S6161lc issued from the selection circuit 6136_are not output i
to the CPU 6137.

Furthei, sipge the write data is not encrypted on the
external data bus 6144, even if the external data bus 6144
is illicitly probed, the confidentiality of the program
module PM 1 is not lost.

[Second Example of Operation]

In this example of operation, the case where the CPU

6137 xeads instructions or data of the program module PM 1

from the external memory 6160 will be explained.
Due to a read instruction issued by the CPU 6137,
instructions or data of the program module PM 1 are read

from the designated address of the external memory 6160 and
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the SAM unit 709 as the application program package
APP. As the encryption key data KAP, encryption key
data differing for each application programis used.
20 Next, the types of the application elenent data APE
expl ained using FIG 116 wll, 6 he explained. FIG 117
is a view showi ng an exanpl e “of the application

el ement data APE stored in one AP area. As shown in
FI9g tputy thipughp thee gxdteomed datd boee$3 42T kahdlat a,
file system configuration data, SAM nutual - 216
alerientp tdain /dedegyp tdaha cirtut- 8ANgkey package key
data, |1C card operation nacro conmmand script program

 (processuRgnerOULHD %n@é{%tqfontlla%c@&g’%i%%\r Ig??r(‘%ﬁg. %2@13 4 gviews

menory divi sion key package, area regrs
service

p a [ del.etion ey kage, _
rgg%E?%Zi?8%%%€§t5§€k538?eséﬁgﬁca oYB| &Bj §RCGkey 08 based on
package, and AP_resource key data K APE as the

SE0 CLUTEIPT GheNn B heBh, nReRer demd eiinm et ruction
el ement data APE shown in FIG 117 w |l be expl ai ned. -
164 &4 $hacbesd rREyepghafThetiandmadudesikpytdand obtains
the key data used for a read or wite operation with

r tbpekeyt dnfhemationycdbbespondiirg| €0 C8hEL 708 number . -

" Further, key data to be viewed by the |ater explained

| C car drepehét| O&M&fﬁm@rpﬁhé&%iﬁ G AR bPaa

al so included I n the sane type of plication €
g%%?lrggrgsaﬁ?lé% hg%%?gcéfggé So.1l:< egagg t1:‘?léa Ei'clm? 'f:g gtg:rcnternal
memory 6160 using that key information in units of block
data and then performs parity processing.

Further, the parity processed data or instructions

are output through the CPU data bus 6140 to the CPU 6137.

At this time, the judgment circuit 6135 outputs a

. Judgment result signal S6135 indicating

invalidity/disconpection to the selection circuit 6136, énd'
the HALT signal S616la, CPU internal status read 'request
signal S6161b, and CPU internal status rewrite request signal
$6161c issued from the selection circuit 6136 are not output
to the CPU 6137. |

Furthe;:, since the write data is not encrypted on the
external data bus 6144, even if the external data bué 6144
is illicitly probed, thé -confidentiality of ‘the program
module PM 1 is not ldst.

As expl__ained above, according tc the semiconductor
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The file system configuration data, for exanple,

i ncludes | og data., negative data, and genre data. 20
The log data is for exanple data. of the history of.
use of the application elenment data APE, the negative
data is for exanple expinﬂi%Hbipfornation of the IC
card, and the genre data is tor exanple the record of
execut i at the SAM 25 For exanple, the file system
c SMFiFy ir0fVE8| ¥Bes storingtacconybideitidk gidgram module
access (record key designation sort ring) and, if a

r #orldikedn esdtesrndlemenoryd6 6@ utHithebs She ARG Ihductor
as a whole, record signature version, record

sichipt B1S1nethed conFe den®3and e eGQr
signature 5 key. Further, mheﬁgakﬁi?%% Eg?%q?%b%gi %e PM 1
odhal 8@ ha1ghe file system it designates whether to
performthe signature verification etc. Here, a
"recordm,is jthe 'ninun1§pit of _writing/reading of

file data: o GaARPRBSPPALERBELRL BT IR PoB ls B 1 stored
This s also used for mutual authentication between : -
,%@st*'ﬁ thEeEame BANPrYHE16AML AURGERSaedhbyt that COU 6137,
keg data is key data wused when accessing the

cbhe R apigidudidt 633 6epeabihbi tdatihe ARBUGEER 6161 from.
another AP in the same SAM or another SAM 15 o

| pemmubitg Kiyg Recditaghe ke B187,N5615AY $6¥s PRELK AP prevent
key is encryption key data used when exchangi ng card

AEREPréYs SALG O ChdPrditinAhd&hie’ Bl M IV uted

aut henti cati on.
by the CPU 6137 from being iliicitly monitored by the debugger

6161.

Further, since parity Processing is performed after
decrypting data and instructions read from thé external
memory 6160, wﬁen unsuitable key information is used fé:
Fhe decryption_or-when the data and instruétion# are
destroyed or tampered with, this can be detected by the parity
p;ocegsing and suitably dealt with. |

The present invenﬁion is not limited to the above
explained embodiment.

For gxample, in the above explained embodiment, the‘
case was illustrated in which the key information table 6190 .
shown in FIG. 108, that is, the key information, was held
in the judgment'ciréuit 6135, but it is also possible to
gndrypt the key infprmation table 6190 #nd store it in the

external memory 6160.
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0 IC Card Operation Macro Command Script Program 20

‘The I C card operation nmacro comand script programis

generated by the service business itself and describes
.the order of processing relating to the I1C card 703
or transactions with the ASB;gerver 719. The IC card

- operation macro command script programis set in the

SAM unit 709, 25 then anal yzed by the SAM chip 708,
mherebygﬂﬁﬁ Embediseditng - 218 - IC card entity data

i s generated. o Menory Division Key- Package The nenory

di vi si ofhkeyrpackagabaiidaint Gsedn faibodiindft @b rird&ponding
storage areas of the external nenory 707.or 5 nenory

oftot kel @26ar €0’ 03 thehapacdsS 8EY ltﬁ@ 9H§bﬁ%§8n5t arts to

‘run a service using the IC card

Regi st rabien KgysP The apeg re |stra ion ke )
package is Hata tse mﬁ enger eﬂ?h% AP 1nven¥1°n will
ﬁgl %P Likon . in % storage area of the nenory 10 of

c B

aredoyibbs spLe EEQ?VFEetbﬂs?ﬁé§§h§@a¢F§W1ngS
runnin a service using the IC card 703. o Area

Del et i oh*Reyl®Ackaga Y19y erfathecrespal brgonfiiguzation of
del eti on key package is a package which can be
aEb%n%PmEEPiyagenerareﬂemn70heo£mthérpwﬁﬁé&mCémﬂodlment
access 15 key data. o Service Reglstratlon Key

(I'nterrred <lesnei ain FUG. TIED SeHE CConmR i GildP s EVem 701
package is used for reglsterlng application el enent

d@éé‘s Aflke of o t-H6r e’?(@fr nf’d: c@cimf()@ 70Jazbc?f19éaderfwr1ter 704,

servi ce business stafts runnin

Personal computer 705, ASP (application service provider)
server 719, and SAM (secufe application module) unit'70§
to communicate through the Internet 710 and rerform

settlement processing or other préqessing'for‘a procedure

using the IC card 703 (integrated circuit of the present

~invention) .

The SAM unit 709 (data processing apparatus of the
present invention) has an external memory 707 (storage
cixcuit of the present invéntion) and sAM chip 708
(semiqonductor circuit of the present invention) .

The SAM chip 708, if necessary, transfers data with

another SAM chip 708a (other semiconductor circuit of the

: _p:'resent invention) . The SAM chip 708a, for example, as shown

in FIG. 110, is connected with another ASP server 719a

~different from the SAM chip 708 or, as shown in FIG. 111,

is connected to the same ASP server 719 as the SAM chip 708.




10

i5

20

25

20 ‘service using the 1C card 703. The service

regi stration key package is a package which can be
automatically generated in the SAM from card access

key data. o Service Deletion Key Package (Interna
CGeneration) 25 The service dghletion key package is

used for deleting 219 application el enent data APE
registered in the external nenory 707. The service
del et i orf "ReFopidRugationgofathagsdMhrbhp 78Rabés basically
automatically generated in the SAM fromcard access 5

 kdhedsame @skdheDSAN KhABE7U0Be key data K- APE is used

as an encryption key when setting the application

el ement Néata ARE. cOnpbAERBE LBYwHAEA F¥cAPEQbSyi11 pe
assigned for setting application elenent data APE TLO

f akp@¥ehkdAP area. Next, the above explained |IC card
operation macro comrand script program (hereinafter

al so relg&rgg 5048 E script program) wll be

expl ai n iR detart: The script programis a program

for defgféng%%f ggplicatiqn programs AP-1, AP-2, and :
AP-3 of “tfie 5t it BiRGtieraly bdpck; diagramd of188 IC card
runni ng on the SAM chi p 708 and procedures - of

pf83essing performed by the IC card 703 when

executing the application prograns. In the present

enbodi Mentshewn eipl BiGledl 18t athe ac v 702 Hdk RS 1c
118, the SAM chip 708 perfornms processing based on

(integrated circuit) 703a provided with a memory 750 and

CPU 751,

The memory 750, as shown in FIG. 113, has a storage

. area 755__1 used by a credit card company or other service

business 715 1, a storage area 755 2 used by a service
business 715 2, and a storage area 755 3 used by a service
business 715 3.

Fur_ther, the memory 750 stores key data used for
judging an ‘access right to the storage area 755 1, key d;ta
used for judging an access right to th-e.st_:orage area 755__2,
and key data used for judging an access right to the storage
area 755 3, That key data is used for ﬁutual authentication,
daj:a'. enéryptioﬁ and decryption, etc.

Further, the memory 750 stores identification
information of the IC card 703 or user of thé IC card 703.

Next, the SAM unit 709 will be explained in_ detail.

The SAM unit 709, as explained earlier, has an external




the script downl oad task 769 and script interpretation
task - 770 and generates fromthe AP managenent table
data and script programthe IC card entity tenplate
data 730" 1, input data block 731-xl, output data
bl ock 7,32-x2, log data black,433x3, 25. and
conputation defining data bl ock 734x4 used for 220
procedures relating to the service businesses 7151,
7Ps™oryY J0d Ae59rpge cirguis sfyithe presentl dnvengibhd and
commands used for describing the IC card operation
mE&Mo cbdpndfg deempronBuptogr eirculit bife theNprAdSHt
commands for the SAMchip 708 itself are given the
f Lnyenitébher. "S", while conmmands relating to
operation of the I1C card 703 are given the first
letter {&§ofrtfaltd d.Le r 4$.s tively
: el SR SREOR oL M b OB

used in 10 accordance wt e ap

5 exanpl o) N, SS ettjng declaration of the |IC

card 78%?£i%A$éch%9?$§%r§%ﬁ %@%I%? tY3Te oforbtguration as

application_element APE (service type el enent

dgg?g?af?oﬁfs‘if¥?s "S", for a sinple read declaration
fromthe IC card 703, it is "R', for a sinple 15
wite ddtigram dm FIG.nd UG dhed SABBchiip 798" Was, affom the
for an application elenent data APE conputation '
ded tbom | ayer ttowsscd Rhe Hop ctaavsxicr,ldanumird()ﬁaiw.-iwam—e)7 layer,
descri bing the script programs 721_1, 721_2, and Zléy
|0 | 1 NG e C By TR ARG ner Harthy COTRDLy Sha ap

_ command, SF command, ClI command, command,

10 oofg@nd, and CWcommand.

The lower handler 1ayei: include a driver layer.
Here, in the AP layer, application programs AP i, AP 2,

and‘AP__B (application programs of the present invention)

defining procedures for use of the IC card 703 by credit
15 card companies or other businesses 715 1, 715 2, | and 715 3
shown in FIG. 109 are read out and rﬁn from the external
. memory 707 .
In .the A}? layer, the application programs AP__l, AP;_Z .
égnd. AP 3 and the higher handler layer are provided between
20 ~ them wii.:h‘ firewalls FW.
[External Memory 707]

FIG. 115 is a view for éxplaining the storage areas

of the external memory 707.

As shown in FIG. 115, the storage areas of the external

25 memory '7_07 include an AP storage area 7220 1 in which the
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" is a conmmand for declaring the data

The SC command is a command decl aring the. nunber of

t he maxi mum nunber of 1C card entity data which the

SAM chip 708 can process simultaneously. 25 Wen the

SAM chi p 708 can sinmultaneously process 1000 - 221

sets of IC card entity data, ,39C._1000" is described.

The SO command is a command for declaring the data

bl ock for form ng the output data bl ock 732x2 in which

t REP 18 PRAEHAR P _|IC afartdhe7 @ mwiiide businesed 715_1 is

anong the data bl ocks provided in the SAM chip 708

wisdipnest,f ernARgsproegesangau?2 g 2 hen Whica dhEDAPPASRGtion

on the later explained I1C card entity data. For

exasgiram Wre2 e thal aethvaeks bhskife rQyi

when storing the data read fromtheL?Caggrg g%:Bg?%r?ﬁé =

dapastdPahb 199902l 1.5, . i_bed. . The, S| conmand

is a com’rgnél.épﬂfiaoai1 7553—% ilﬁgvﬁ%’ﬂcg?%\lte a§"'gl RHECRETR RSy AP_3

t j t t | ock 73 jn whjch the data to be

Wp?t e L"L‘Frfq'tqﬁ% '&5%3?83%‘?’455 1§t DFEPANGRG BRAP papggement

bl ocks provi deﬁ in the SAM chip 708 when perform ng 15 .

p?g%gg ng*88i 12t nesed hurthe emnagasx) ofh thiee SAM chip 708.

explained 1C card entity data. For exanple, when the

data bl Hegspplicaivion eneurandad®, 1. sheredti ithg: BlPestorage

data to be witten in the 1C card 703 in the data

bhveks72203] iSlcdupRised IR CNaked: ei&?ﬂmae&p@amm@y of
bl ock form ng the

| fpUdéat DbRCK1 RSB HQEaSAPE (Qatlmdd@Pes of the present
invention). Access tc the AP storage area 7220_1 is
restricted by the firewall FW 1.

The application.programuAR*Q stored in the AP storage.
area 7220 2 is comprised of a later explained plurality of
application element data APE. Access to the AP storage area
7220 2 is rest:icted by the firewall FW 1.

The applicatibn.program.AP_S stored in the AP storagé
area 7220 3 is comprised of a later explained plurality of
éppliéation element.datahAPE. Access to the AP storage area
7220_3 is restricted by thg firewall FW 1.

In the present embodiment, the application element

-data APE is the minimum unit downloaded for example from

outside of the SAM unit 709 to the external memory 707. The

gumber of application element data APE forming each

application program can be freely determined by the

corresponding service business.
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data relating to an , operation anong the data bl ocks
provided in the SAMchip 708 when perform ng

processing using the 1C card 703 based on the | ater
explained IC card entity data. 25 For exanple, when

the data blocks 1 to 10 are. pgrgvided, 222 when

storing the log data in the data block 4, "SL:4" is
describgd. he SE command is a conmand for providing _
the dat & “Hit5dHe tB? ARRL At iompuearana ARl nARg2dasnd AP 3
bl-ock 734x4 5 describing the definition of the

r fitanesh isetthse externalpnesatiyo 704 ereniscdamblABE They are
relating to the IC card 703. The content of the
colgmeramibdediefion neatntiate etle sABdehibeooges the
pre-processing information of the 1C card entity -

data. 1@uFhgedl, gs)@‘lgg,g,d | I claripg th

i ssuer of the IC car %(5% ger I C u%ﬁ%g'g).ﬁi,%é ancfm::__3
data s i fyi h er.Vvi ce, busi ness defined by the

e snost FHaL (BRI 1Y b eriicn Tsidieanea RaS_1,
I apd enti ta., 15 The CS command is a command :
f grlgdéa %‘r“.t" n%f%f%m%’é‘ﬁe&bg Peperarl} Gemtutens Ja4 lt,y716_2,
of services to the I1C card 703 by citing the name APE

-RPAf 7R3 aphrrRatn L@ diftthandhdewaRBadese thiroaghy phe SAM
el enments). The CS command can al so declare a function

dekini H98ptoctbei agtamal aapbigatdpn el enent , 20 data

APE desi gnated by the name APE N. For exanple, it is
possi bireto, dewé 2dgpl{ &3 fn $¥gran'ar 1, AP 2, and ap 3

will be explaj.ned in detail.

There are one or more application programs for each
service business in the SAM.

The application programs AP 1, AP 2, and AP 3
(hereihafter also referred to as AP) z-.u:e , as shown in FIG. .
116, each comprised identification data AP ID for

identifying the application program AP, data APE NUM showing

~ the number of the application element data APE included in

that application program, and one or more épplication element
data APE. |
The identification data AP_;ID is set to be dif‘fe:eﬁt
for each service business.
As shown in FIG. 116, the applicat;,ion element data
APE is comprised of data APE SIZE showing the data size of
that application element data APE, identification data

APE_ID for identifying that application element data APE,
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 Fetenep

Based on the content of the CS command, APE _N

designating information of the IC card entity data and

125 processing order information are determ ned. - 223

The CR command declares to store data read fromthe

IC card 703 in a designated data bl ock when the

relation anong application el'enent data APE is not

defined (when SF command is not described). 5 For

e@fifh| tdhe hakr ainsmewy ABRe Rlata read fromthe 1C card

703 in the data block 1, "CR SO 1="Rc"" is descri bed.

The CW demenndhecttanesifioavioheddeh as Ofdid hdhprised of
desi gnated data block to the I1C card 703 when the

r elatid QIPE VPR ShR) iingaAlt t o AR J.5 100t
defined. ID For exanﬁﬁgfﬁﬁﬂéﬁb%r??fﬁ%gdgp§lgfgié nj §lement
t a I [ h C d, 703, " Sl:2="\""
igﬁﬁgéggﬁ éggkfﬁé gﬁt%bﬁﬁé o BPQraRg; fkheyidentifigation

utation content spanning services.

for descri.bing co ( (
b R e THeR Pl e Lo N forkien PPPS L cation

spannin% services in the SF data block 1, CF:CES :
Tidaty 3PEatibh e ghakbypeer Thehia 1SF ISt HUM D€ hahaged
has described in it, for exanple, ""W"=If ("W">10)

t REntheyvend] gsetr\MserWt &&/ basBeda)iside. This fornul a
expresses the operation 20 of subtracting 10 fromthe

val ue OFoiéeihifRlé eulieiBERd Nepp Ve ol e FELYL£65a V% APE

is larger than 10 and adding a nunber of points

Cos rasd e did gk R% 05 %u:@ﬁtfgﬂyl @ld YR 2OhBES pybR g\géomes
"2" and the data INS_NUM becomes "1". Due to this, if the

same SAM, it is possible to specify the application element

data APE unambiguously by the identification data APE ID.

The external memory 707 shown in FIG. 115 stores the

above explained application pPrograms AP (AP 1, AP 2, and

. AP_3) encrypted by the encryption key data K AP outside of

the SaM uﬁit 709 as the application program package APP.

‘As the enéryption key data K AP, encryption key data
differing for each application program is used.

Next, the types of the application element data APE
explained using FIG. 116 will be explained.

FIG. 117 is a view showing an éxample of the application
element data APE stored in one AP area. |

As shown in FIG. 117, thé AP area stores card access

key d;ta, file system configuration data, SAM mutual
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Next, thedata stored in the AP managenent storage 25
area 7221 of the external nenory 707 shown in FIG 115
will - 224 be explained. Access to the AP managenent

~ storage area 7221 is restricted by the firewall FW4,
Note that, the firewall FW-4q@rresponds to the 5
firewall FWshown in FIG 114. FIG 120 is a view for

eéﬁltﬂieﬂitn%' et ai gs of. the data stored in the AP

managenent St oraf¥arakarodntersSAM kewagaskageskeyadata,

area 7221, as shown in FIG 120, stores the AP .
nifaGBREntPeEBE£OH MRCTB 0O MMaARD BR:r ipt0pangdraR0@pBocessing
(managenent data of the present invention) and the APP

t abréidat da¥310f, tEd1pPesend IRIERt{iUAR a ShéR¥M-POdivision
data of the present invention). Here, the AP :

neepgpaeRage abheedaiagy 3094 ti dR0R 003_apd,t he, .
e W B 1 R e o s P P S S L

 SKagPpecRagEcObsLeied AlalbeLLLIE, Ofo25tun of the, SAN
chip 708. ?—ufther, the AP rraﬁa%’é?r%gjfejfa%? W FHohce
75‘9%3%1 3%&7%003 and th P table data 7310_1, ‘
7310° 2, %% an Retul ngr Fettremisph Patfe KnAREgar the
of the S chjp 708. 20 The AP managenent table data
ic %_‘2?1%?&)“‘73‘%':_33 ABfe defined for each
application program AP. Further, the APP tabl e data
7310 1Nepd,0Xtheqapplicdioar eldabnbedatarAPRCEhSAM in FIG.
mut ual aut hentication key data. FIG 121 is a view
fIgr7 ewdpl aibe regeg el rARI MaNagenent
o Card Access Key Data
The card access key data is the key data used for a
read or write operation with respect to the memory 750 of
the IC card 703. Further, key data to be viewed by the‘ later
explained IC card operation macro command script program
is also included in the same type of application element
data APE as the card access key data.
o File System Configuration Data
The file system configuration data,rfor example,
‘includes log data, negative data, and genre data.
The log data is for example data of the history of
use of the appliqation element data APE, the negative.data
is for-example expiration information of the IC card, and
the genre data is for example the record of_execﬁtion at

the SAM.

For example, the file system configuration selects
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25 table data 73001. The AP managenent table data

73002 and - 225 7300 3 have the sane format as the AP
managenent table data 7300 1. As shown in FIG 121, it
shows the identification data APE I D,

i nternal /external designatiing;gata | El, 5

identification data SAN I D, i&entification data AP | D

key data K CARDA (second key data of the present

i TWENTTED otk dhegfid ek agapisef i(rerokdykdut desfighhtion sort
present invention), data SET APP, data FLAG IP, and
dFARIFLABISTRE| Ankedotrdgéeler seter thache8briihgibaNenumber
APE -N of the viewed application elenment 10 data APE

us€drepotrie hE GakwHolBEr #bbERANBELRA ERPTBNG, SEL), Pt
program The nane APE -N of the agp?icationre?éﬁénfecord

d3t andbErei ' t.he service .

(apgl i cati c?ﬁa %}I&girrgggg'glget%zacg%gg?%%rs&\ﬂedeﬁn%f‘a{qﬁerd signature
[ Lan program of the service 15 businesses 7151,
ey AUARE PR 5185 gt i(om he oubrias i the file
vi ewed i nstead of the service number of the service :

vy \%Aﬁetf‘he’" p‘S‘F? tarabas prbgthes oto erfeny vike Signabsse
can use. Here, the identification data APE ID is |

i tRAtficebiepeteo Here, of 'thecemd! i Cattlen seleimmi unit of
data APE. The internal/external designating data |El

iwritingfreddingli 6f ef£hd iditag bet ween whet her the APE
exists as an .entity (internal designation), or

whet hero rezeniitael AdBh tildANANKREDLBAM (ext ernal
designation). .25 The identification data SAMID is

I denti fipGal ;00 JAUP used for mutual authentication between
APs in the same SAM,

The SAM mutual authentication key data is key data
used when accessing the corresponding application eiement
data APE from another AP in the same SAM or another SAM.

© Inter-SAM Key Package Key

The intexr-SAM key package key is encryption key data

used when exchanging card access key data or other data after

inter-SAM mutual authentication.

o IC Card Operation Macro Command Script Program
_The IC card operation macroc command script program

is generated by the service business itself and describes

-the order of processing relating to the IC card.703 or

transactions with the ASP server 719. The IC card cperation

macro command script program is set in the SAM unit 709,

‘then analyzed by thg SAM chip 708, wﬁereby the corr'esponding
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- 226 of the SAM at the other party transferring data
when the SAMchip 708 is perform ng processing
relating to that application elenent data APE. FI G
122 is a view for explaining the SAMID. 5 The SAMID
is 4 bytes of data and has _aggncept of a net mask
simlar to a TCP/IP. The net mask can be set in bit
%g F r exanple that net mask, as shown in . FIG
175 qar 5o gemezateghes, that is, an A
cl ass, B class 10 and C class. Further, between SAM s
t o whicle MemozamPivdsinomsKeysPatkagat ed, one type of
key data used for nutual authentication is

suf fi ci @he. memoichedpvesesh RaP ?aeﬁaae 1I-,0&a€éaHEL8 for
the same service business is allocated the sane net

lridis | a e"&L+IBRK ! Semo,
rgﬁiggte Eh% 9to¥%§§ EQQ é Skaﬁg E%gﬁnﬁsil Fg 2 707 or

a d deteLn e for eC|fy|n t hat

c?%gg ¥ og P_hg ?om%?rtgeg% ¢ aa§§g§ﬁé’& PHF&%SﬁoFtartS
EgC|fxlng the . i ndi vi dual SAMs bel onging to that .
cFesE¥" 1 Br §°TViRe paingethet I€ocary VePue. That is, 20

the net mask of the A class can be used to definé the

16777213 Apee | Regbetortion Key tPatkayel ass. Furt her,
the B class net mask is indicated by "255, 255, XX, XX'

the hi fes @réytesgiserassimiasy PARIETE NRAYAULES when
for specifying that class, and the |lower 25 2 bytes

?;?rﬁﬁfmwchﬁéﬂ lt@%:.“s@&a%@.gﬁ' {xy 'epgtgbggé@fé/é Uk e memory
of the ;C card 703 before a service business starts.running
a service using the IC card 703.

o Area Deletion Key.Package (Internal Generation)

The area deletion key package is a package which can
be automatically generated in the SAM from the éard access
key data.

o Service Registration Key (Internal Generation)

The service registration key package is used for
registering application element data APE of the e#ternal
memory 707 before the service business starts running a
service using the IC card 703.

The service regis tratiqn key package is a package which

can be automatically generated in the SAM from card access

key data.

o Service Deletion Key Package {(Internal Generation)

The service deletion key package is used for deleting
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SAMs bel onging to that class. That is, the net nask of
the B class can be used to define the 65535 SAM | Ds

bel onging to that B class. Further, the C class net

mask is indicated by 5 "255,255, 255, XX", the higher 3
bytes are assigned predeternined values for -
specifying that class, and the lTower 1 byte is

assi gned val ues for specifying the individual SAMs

b ARG iamentaslataTARE iregisttered: imatheokxtteenal

‘B class can be used to define the 255 SAM | Ds

b&SHRFMFAT that C 10 class. The identification data
AP IDis identification data of an application program

execut etthby selteiSAM3ef eth8n0kBE! pa yik' Owhi
data when the SAM chip 708 is gelr)f g??néﬁglgpégéégfsc%hg which
I elaat bBah@okA gt i I e t, d E. 15 The

key data K C‘A%%%clggﬁ e§é{§%?%t%§e§?fqg}e tegrngln's%fﬁ;é’ftl cﬁ‘lrdhaccess :
dﬁ['.\_;,/?, whttg the menory 750 of the I C card 703 when the

S chip 708 perforns processing relating to that
applicatign elenent_data APE. The key data K -SAMis

key dat3 g‘é‘%dn?'&? KrAR&fer of 20 data with another

SAM when the SAM chip 708 is perform ng processing :
rel at i n§he okehadatp H i ARE iioh usieshnaist adabacAPhtidhekey when
data SET APP is data for specifying the APP tabl e data
73¢8ting 3102 pppid cdlion3e Lassh { dateAPE WIB¥ e Wey data
chip 708 perfornms processing relating to that -

aRpAPE ai s Qi Lyl i s@%t%nﬁpﬁp?g.i@%ioﬁhélgﬁéﬁt':&a'o‘ga APE

P is flag data show ng whet her
for every AP area.

Next, the above explained IC card operatioz; macro
command script program (he;einafter also referred to as a
script program) will be explained in detail .

. The script program is a pProgram for defining
application programs AP_1, AP_2, and AP 3 of the service

business 715 1, 715_2, and 715_3 running on the SAM chip

. 708 and procedures of Processing performed by the IC card

703 when executing the application programs.
In the present embodiment, as explained later, as shown

in FIG, .118, ‘the SAM chip 708 performs processing based on |

. the script download task 769 and script interpretation task

25 -

770 and generates from the AP management table data and script

'program the IC card entity template data 730_'1;, input data

block 731 x1, output data block 732 _=x2, loé‘ data block 733 x3,

and computation defining data block 734 x4 used for




di scl ose data nmanaged (held) by the SAM chip 708 to
another SAM chip 708 etc. The data FLAG STR is fl ag

data showi ng whether to allow data managed (held) by -

the SAM chip 708 to be held by another SAM chip 708

etc. In FIG 121, the APE -Njfgervice Al is the

access key of the IC card 703 defined by the

application pragramin that SAM 708. The key data of
t&g”q"&%‘?‘\‘/ﬁ% rﬁ% Gind; ke the serniqpbuginesseed7lsol, 715 2,
cannot_be viewed by an application program of another
SRS 7Ehot her application program of the sane SAM
Further, the "Service C' is the access key of the IC

card 70¥FIgef illdd ilsy at hdlewafioli eXpIainihgdtad c¥h8Bnds used
that SAM 15 is assigned the net mask of the |ater

exfelidedrG HElnP The e da¥ Pped-a¥iochNfa g)r gﬂﬁ?ﬁ'ﬁg\? issc:ript:

di scl osed to an application programon t avl Ag
t e D "43,17,19, XX". At this tine, the SAM
nmut ual aut hentication key is "TT1...., TTn", Further,

whet her jar, not _anot her SAM can hol d the key data 20 of ‘
the "Servi ce- COTRTTTS 1 (P RRds fori gt AtHg 70/hdkselsf
possi bl.e, when. the other SAM next uses the "Service
CPEEnIVRB EBefirst|kebtrr Ntbs sivile copbiaids tledating to
card access key again fromthe SAM The access key of

t AResatipneof the IGhtarde03 rote ffioant thé SAME Ddtter mCv .
fromthe SAM having the SAMID 25 "43, 13, 137, XX". As

the nut Batthai hethe Cabtofd KBy BEE WS Ns 61820  vo B Nsed in
"SS1... SSn" is used. Wether or not the access key of

10 tH8coP@ANEEGEEh Ok application. For example, for an issuer

15

20

25

setting declaration of the IC card 703, it is "I", for a
declaratiop of the application element APE (service type
element declaratiqn) , it is "8", for a simple read
declaration from the IC card 703, it is "R", for a simple
write declaration to the IC card 703, it is "W", and for
an applj.cation element data APE computation definition, it
is "F",

The commands used for describing the script programs
721_1, 721_2, and 721_3 include the SC command, SO command,
sI coﬁmand, SL ;:ommand, SF command, CI coﬁmand, CS command,
CR command, and CW command.

The SC command is a command declai:ing the number of
the maximum number of IC card entity data which the SAM chip
708 can process simultaneously.

When the SAM chip 708 can simultaneéusly process 1000
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be held until the next use is deternjnede{ a"flag
designated by that SAM 5 The "Service og
indigates the file in which log data to which the SAM

I D-of "43,13,137,XX" is assigned is stored. The

"Service B Log" is the sane %@# net mask as the
"Service B", so the nutual authentication key uses

" SS1. SSn". Here, APP table data is provided for
eSaF AL AC rrusientvitive sleiten  KEE: 1000rhis eamRited.
perm ssion for accessing the "Service B |og" and

" Ser vi cEhB" SDs cdehhnddisi B EbAmARR Eéb'&egﬂéﬁlzglgthdata_
the other SAM which the AP nmanagenent table dafa on

Lrarar it FAdbg g Sitpredars BUHE 0 in s che
dabea’2d0d. e/ Ui 3R9:L22C JR4E JUNE . Sae format as

t he APP tab e data ttered gpongdhe data

l e dat 73101, shows for each application
Aﬁg"rr%%? Hzpyid pE Py ERPQEAYS ehin: 7O when JaetfAPELRD
and whet her that application el ement data APE can be :
r%ﬁ‘dceﬁfﬁ‘?é’dﬁ'{ﬁ fetlcad s ¥ Ombamsichen tipplliatair erplained
program (anot her application el ement data APE). For
ekanpred @hblwpdaame data 7310 1shown in FIG 123
shows for the "Service B log" that reading is

possi blEpr eXammliet,i ﬁ_ﬂeﬁ SHWasthl ;o and 1648 C#j& h%% provided,
(deletion) is inpossible. - 230 Further, -

Ny Qe QR0 xter
707 shown Jinr? FI G af%%egggaééﬁ%lém%tlcﬁggr ?’bgef"éc{:ﬁ\{%rfiata

WSO NG 1he 1 gard hype data and AP 1D

Tl-le 51 command is a command for declaring the data
block for forming the input data block 731 _x1 in which the
data to be written in the IC card 703 is stored a:noﬁg the
data.blocks provided in the SAM chip 708 when prerforming

Processing using the IC card 703 based on the later explained

- IC card entity data.

For example‘, when the dat'a blocks 1 to 10 are provided,

- when storing the data to be written in the IC card 703 in

the data blocks 2, 3, "sSI:2, 3" is described.

The SL command is a command for declaring the data
block forming the log data block 733 %3 for stor:.ng the log'
data relata.ng to an operation among the data blocks prov:.ded

in the SAM chip 708 when perfomlng Processing using the

IC card 703 based on the later explained IC caxd entity data.

For example, when the data blocks 1 to 10 are provided,
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linked together. 5 The IC card type data shows the
type of the IC card 703 shown in FIG 109 and for

“exanple is identification data of the credit card

conmpany performing settlenment for transactions using
the 1C card. 703. In the presegnt enbodinent, the IC

- card operation macro 10 command scri pt program

defi nes gdescribes init a service content comnbining
t F8®RafECAPRI- Nhsf 1agpratal inythe dappl bdackod, el'sheat is

~data APE. By reflecting this in the later explained

| @eggrdbedtity data (j ob managenment data), it is

possi bl e to provide a service conbining services 15

corr espDineli 1) ¢ommafd UL & & t Yorha i PEd £ 84+ F £eR

data APE. For exanple, a service conb?%ing ?%e e data
sBLYER ef8fmiRGILRg AehE0G t argd 03 pnd t

servi ce of mw?ting ﬁﬂ?% to ?ﬁe&§%+§%§g7%§t%§%f%%k #§4~X4
ded L oei i Nt e | ard entit ata, . 20 Further, the

At ERfbli BRe ofRILERD 0¥, €8 Fretains chatveenmibe
issqfd to.the J]C card 703 and able to be analyzed by
P ﬁiﬁméh 2t ARF elatingite the oG deardy703.
t he service businesses 7151, 715 and 7153. The

appl i caMorPrptamiAfthel danpidfsticn kiefiend® data block
managenent table data 73001 and a predetermned IC

c'h?rﬁ_%_becopelsatherpqumdﬁﬂﬁmgdiﬁfbkﬁhtﬂbﬁ_g&ﬁ@he IC card
stored in the external nmenory 707. The application

Eagremdit=3 is defined by the AP nanagenent table

data 73002 and a predetermned IC card

The CI command is a command for declaring.the issuer
.Qf'the IC card_763 kservice business) .

The data specifjiﬂg the service business defined by
the CI command becomes the IC card.tyée information of the
IC card entity data.

The CS command is a command for declaring simultaneous

operation of a plurality of services to the IC card 703 by

" citing the name APE N of the application element data APE

(service type elements) , The CS command can aiso declare

a function defining processing among application element

data APE designated by the name APE N.

. For exémple, it is possible to declare
"CS: Ichll+lchl'+lle" " .

Based on the content of the CS command, APE N
designating information of the IC card entity'data and

processing order information are determined.
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5 operation macro conmmand script programstored in the
external nenory 707. The application programAP 3 is
defined by the AP managenent table data 73003 and a
predeterm ned | C card operation macro comrand scri pt
program stored in the externgl,5 10 nmemory 707. [SAM

Chip 708] The SAM chip 708 is connected through a SCSI
port, the Ethernet, etc. to the ASP server 719. The

ASP ser vBf CR)gopmapdndecladeshtoughorbedhbtcraetl F#6m the
to a plurality 15 of term nal apparatuses including a
pdFsenxid §8Fpdinern deSigahtad dadaUBRboRNGHhRA’ $8BAkelation
conmputers 7161, 7162, and 7163 .of service businesses

7ahohg Zpp2icaBiod lElEmedbeades S8R £ . r
exanpl e, is connected through a serf%lqggfgﬁﬁ?z%%é(mgen SF

pea&mggdaiguggttMggcggggdgo-reader/mwiter 704. The
card reader/witer 404 realizes for exanple wreless

communi iop_corresponding to the physical |level with

the IC %‘g{:d k3 ei'he'@lb%’ér%?‘?m tR ¥erd herems the IC
cggd Zﬂ@ and . response packets fromthe IC card 703 -
aF 2t eht A2 dhmfatss bhegky fod "SR : 606 ISARENHi £s78€scribed.
side. Therefore, the card - 232 reader/witer 704,

per sonadfhe Jip rermared derlhesP tsenuerts kb thetswanred hama
only act to store the commands and response content

idesignaleed gmid dilbqlortd @healld bakray7bhewhaleLR8%-elation
are not involved in the encryption or decryption of

daidng A NEEE LK | OTemdHt UG A5 Ul LRETALEQNS; 1 N
the 1 C card

For example, when writing data stored in the data block
2 in the IC card 703, "CW:SI:2="Wc"" is described,

The CF command declares the data block for describing
coniputation content spanning services.

For example, iwhen describihg computation content
spanning services in the SF data block 1, CF:CES_FUNC=SF:1"
is described. |

Further, the SF data block 1 has described in it, for

example, ""Wc"=If ("Wc">10) then ("We"-10;

MHAR="We"*(, 08+'de.") ". This formula expresses the operation

of subtracting 10 from the value of Wec when the remaining

number of services Wec . is larger than 10 and adding a number

. of points corresponding to 8%. of We as cumulative points

to Wd.

Next, the data stored in the AP management storage

area 7221 of the external méinpry 707 shown in FIG. 115 will
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703. The personal conputers 7161, 7162, and 7163 can
downl oad the | ater explained script programto the SAM
chip 708 to custonm ze the application prograns AP 1,
AP 2, and to AP 3. FIG 124 is a functional bl ock
dlagran1of the SAMchip 708 shpwn in FIG 109. As
shown in FIG 124, the SAM Chlp 708 has an ASPS.
cqQqmuni catjon_interface unit 760, external nenory 15
cgﬁﬁﬂﬁﬂ%%ﬁ interface unit 761, bus scranble unit
762, random nunber generation unit 763,

encr ypt Pewesec roppttihen APUmiainadéhent! @tagQgeNalreb63223N] 5
CPU 766. The SAM chip 708 is a tanper-resistant

mosks tec i o tERE LACRhC @RS 0AL il 4 Nterface unit 760 is

~an 20 interface used for input~and output of data with

the ASPyotal ¢Rht/1nehe | G, 309, The external
menory communi cati on |n?2r%g%§ unrt ZRFreppoRfs to the

| perfaq %%ﬁ%hgg%7lnp§&Fﬁnq& utput of-data with the .

ext erna nenDr scranble unit 762
scranbl gﬁt data and - 233 descranbl es input
dat a V\/n t}h§ Ftevofepuerphaining detablylrf e data
ext er nal nenor conmuni cation interface unit 761 The
r§ﬁ86ﬁﬂnaﬁbéhegéﬁemanagﬁmgnttsf&%agenarahesza 5 random
nunber used at the tine of authentication processing.
The encThetAb mahegyenRint s tdtiage/ 848N P! Sadalid 4 n FIc.
120, stores the AP management table data 7300 1, 7300 2,
and 7300 3 (management data of the present invention) and
the APP table data 7310 _1, 7310 2, and 7310_3 (usage allowing
data of the present invention) .

Here, the AP management table data 7300 1, 7300 2,
and 7300_37and the APP table data 7310_1, 7310 2, and 7310 3
are for example preregistered at the time of setup of the
SAM chip 708. Further, the AP management table data 7300 1,
7300_2, and 730Qw3 and the APP table data 7310 1, 7310 2,

and 7310 can be rewritten only by the manager of the SAM

‘chip 708.

The AP management table data 7300_1, 7300_2, and 7300_3
are defined for each applicatioﬁ program AP.

Further, the APP table data 7310 1, 7310_2, and 7310_3
aré defingd'for each SAM mutual authéntication key_daté.

FIG. 121 is a view for explaining.the AP management

table data 7300 1. The AP management table data 7300 2 and
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decrypts encrypted data. The storage unit 765, as
explained | ater, stores tasks, prograns, and data used
by the CPU 766. 10 The CPU 766 executes the |ater
expl ai ned script download task, script interpretation
task, entity generation taskagj ab managenent data
production task), and |IC card procedure managenent

t (} manggenent data managenent task) or ot her

t 1389' 3 BagE B ke e s, Bhr AR meRAdRa e data
the present invention). Next, tasks, prograns, and
d4f9%tored in the storage unit 765 will be

expl ained.. FIG 125 is a view for explaining the

t asks, &% cvewrs in BNE. dB, dttoshdwsNtid 6 RindidiRatiidn data
765. 20 As shown in FIG 125, it stores a 'script

dape| DB( iAskrndBPext6LhAl 485E5RAELAYLI QRLLASKT 770,
entity genéeration task 771, 1C card procedure

NBASSEIENLat 88K d{a A 1,2 3;.’ Al s QL /TR r%[agzgalnéﬂggpa key

script programs 7211 to managenen
7 0 3, _APP le data 73101 to 73103,. 25 |IC
Sgggéé%f?%éggeﬁ%?%?%&gg?% g%%i ?g 9%%3?”???%5rﬂ“%ﬁ?F%?n)f

I nput data_bl ock_731 x|, output data

34 ta /73-X,
éf%‘é Fo B SAM (EHERt kpvclatm B the PreteRE ainvention) ,

definin% data bl ock 734x4. The script downl oad task
7'#9?‘3 88 TSAERn dat#FLAGLI®, and devwal BEAG STR 1ARked together
managenent table data 73001 to 73003 (if necessary,

tffver ARlRht abl ehelaisme/ APEL Nt 6f 7H )i ewelOApBX 28BLEON element
fromthe conputer of each service business and | oads

idattd) APE used in the IC card operation macro command script

program.

The name APE N of the application element data APE

“"is the name assigned to the service (application element

data APE) provided by the application program of the service
businesses 715 1, 715 2, and 715_3. The name APE_N is an
identifier viewed instead of . the .service number of the
‘service which the application pz;:ogram of each service
business can use.’

Here, the identificatio,n data APE_ID is identification
data of the a_pplication element data APE. |

The internal/éxternal designéting data IEI is a flag

for differentiating between whether the APE exists as an

-entity (internal designation), or whether reference is made

- from another SAM (external 'designation) .

The identification data SAM ID is identification data
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the SAM chip 708. The script interpretation task 770
uses the service 10 definition table data (if
necessary, the APP table data 73101 to 73103) and
script programto generate the IC card entity

tenpl ate data, input data hl ggk, _output data bl ock.

| og data bl ock, and conputation defining data bl ock

for. each__business. 15 The nunber of the data bl ocks
g8hetBe P akathe ethercpaplyi fssosEerméng data when the
particularly limted. Wien the entity generation task
733Mf ghipxdRB| é= perfbymingnpeotebyifgodalhitdfg €gUERAL
fromthe ASP server 719, it perforns polling with the

| &ppridatddn bhenegenandheapg) the 1C card entity data

- to be used for the processing for the procedure

bet veenpi@at1f £814 V02w B0 S £E P31 168 Sealf 1 7O

the IC card entity plate data correspondi ng to

servic skies At is tine he 1C card entity

pl ate erd’g%aé%ﬁee%nrrelsst g’%?%is‘,’f ahyte h%“‘?%‘%%\r?i HEFERt of
data js 25 generated as an instance of that class. 235

ThET S TAPBIAT e en(BGR/ Tendihe Pet mask Fap ber set in

eneration of the IC card entity data wll be
P¥ mkBsSin detail later. The IC card procedure

- managenent task 772 uses one 5 or nore |IC card entity

data 72x poesgile | tHate reftOmagk, @RI héGh §A BXECULL2, is
the processing for a procedure between the IC card

6 s 1 e ﬁ?ﬁdi%ws’izﬁl?é§,esl;ﬂét5]i§9 4% c14sd N class
present enbodi nent, the plurality of processing

and C class. Further, between SAM’'s to which the same net
mask is allocated, one type of kéy data used for mutual
authentication is sufficient. In the present embodiment,
forr example, the same service business is allocated the same
net mask.

In FIG. 122, the A class- net mask is indicated by
."2:55,XX,XX,XX"  the higher 1 by£e is assigned a predetermined
value fbr specifying that class, aﬁd the lower 3 bytes are
assigned values for specifying the i,ndi'vidual SAMs belonging
to.rtha:t class. Here, "XX" can be set to any value. That is,
the net mask of the A class can be used to define the 16777215

SAM IDs belonging to that A class.

Further, the B class net mask is indicated by

- ."255,255,XX,XX", the higher 2 bytes are assigned

25

pr;édetermined values for specifying that class, and the lower

2 bytes' are assigned values for specifying the individual
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for procedures perfornmed between the plurality of IC
cards 10 703 and the service businesses 7151 to 7153
proceed simultaneously. The IC card procedure
managenent task 772 executes these plurality of
processing for procedures knzparallel. The IC card
procedure managenent task 772 deletes the 15 IC card

Ly data 773, when th i f d h
cenePRECRutia THe ok dEiTH, aihthdd.C e e BRskOE the

managenment task 772 wll be explained in detail later.

THeCiapfpraprbgr used7be1define] thar 65535uSAMy IDkebe2onging
script downl oad task 769 from for exanple the externa
nepothat7B7chagsstored in the storage unit 765. The AP
managenent table data 73001 to 73003 are input by the

scri pt monwheand twske 7ELafs ofe € Gha sk P! Sndifea €34 Sl

menory 707 and stored in the storage unit 765. 25 e

AR5 S b e, Sigk @oze,lotﬂetﬂigﬁép 3 Byfek ngyae ?ﬁgiggea 236

script downl oad task 769 from for™ exanpl ¢ xterna
BPREY t e i n 88 a3 L Qe | T LNE gSt.or a ni.t 765. ;qﬁ | ‘
card entity renprate %%Jfasi PEOT YRS gﬁggé"ilé”sgeﬁg a Tower
Q% t he scrigt.int rpretation task 770 and used as the
oIt 28 TITEERN VAlmes fererreritying the daddvidual SaMs
entity data 773_x of the procedures relating to the
Ralanginydiontbatsclasthe Thatcisd e inet Wask 7 3Xbhe Bsclass
generated by the entity generation task 771 using the
|@redred wrrd tho tdmpirat etliatZ65 SAM IDs belonging to that C
class.

The identification data AP ID is identification data
of an application program executed by the SAM of the other
party transferring data when the SAM chip 708 is performing 
processing relating to that application element data APE.

- The key data K CARDA is key data used for transfer
of data with the memory 750 of the IC card 703 when the SAM
chip 708 performs-processing relating to that apﬁlication

element data APE.

The key data K 5AM is key data used for transfer of

data with another SAM when the SAM chip 708 is performing

processing relating to thaf application eiement data APE.

The data SE?EAPP is data for specifying the APP table
data 7310_1, 7310_2, and 7310_3 used (viewed) when the SAM
chip 708-performs processing relating to that application

element data APE,
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10 7301 to 7303 as for exanple the class as an

i nstance of that class. The input data block 731 xlI,

out put data bl ock 732x2, 1og data bl ock 733x3, and

conmput ation defining data bl ock 734x4 are generated by

the script interpretation taskg/70. 15 Next, the IC

card entity data 773x wll be explained. The IC card
entity data 773x is generated by the entity generation
task 77ihendpke ERRECAPpir0Slag dgtaheheingdyhether to
generated corresponding IC card entity plate data of

t Hdscdesel detbumanagedf (e bapitpt ahshenMt BRi S AME NP another
708 receives 20 fromthe ASP server 719 a processing

r egMeghipor7ogr e&essing using the 1C card 703 and
application programof the predeterm ned service

busi nesgpakft [ ' f xplsai nin he, f or mat

of the | I(Eecc%f%la %%&Gt'?rga:t\!%ﬂ?goéégﬁf bR \‘Xhei%HeEI@ allow

1 t | d tjty data 77 -.237 h
| néggaeﬂ%%?&%% Tnard) by lehd o ﬁ?.ﬁpyvqg) t4.bg held by another

eptjty, .st s data (status data) 782, IC card type

dg%g égé? 2é§ eke- desi gnating data 784, processing

order data 785, re-processing data 786, and

post - prie e'%%fi;nglzjﬁlt dHE8 APET: ""Beragere X" e ther adabas key
780 is a bidirectional pointer for nmanaging the IC

cef dtikat ICycaled a703 3definédeby Sthé agepUithti6R - pF8§ram in
entity ID data 781 is used for requests for

gEHeE BA0TOH . IThe Al Ui Yordald FER s LORM LIBLLON,
of 10 the state of progress, deletion, and other of

trﬁ@t HYADsed + 80 cannot be viewed by an. application program
of another SAM or another applicatio’n program of the s;ELme
SAM.

Further, .t';he "Service C" is the access key of the IC
card 703 defined by that application program. When that SAM
is assigned the net mask of the later explained C class,
the key data of the "Service C" is disclosed to an applic':atioﬁ

program on the SAM having the SAM ID "43,17,19,XX". At this

time, t_he_ SAM mutual authentication key is "TT1..., TTn",

- Further, whether or not another SAM can hold the key data

of the "“Service C" until the next use is determined. When

: possible, when the other SAM next uses the "Service C" on

25

- the card, it is not necessary to obtain the card access kéy

again from the SAM. The access key of the Service B is obtained

not from that SAM, but from the SAM having the SAM ID

. "43,13,137 ,XX". As the mutual _aﬁthentication ‘key -Between
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of processings using the IC card entity data 773_x.
The entity |ID data 781 is also a return value to be
given to the end user. The entity ID data 781
corresponds to a descriptor when opening a file in a
general file system 15 The enfjity status data 782
shows the state of progress of the procedures
relating to the 1C card 703. The basic states of the
| EAMg d "Efili-ty &8nd AE3msedncl ude, as shown in FIG .
127, the state of processing for investigating the

servi ce¥habhek bhenb€ thé tadO3s€ ey SEF he ([FDvidd &' can
state of processing by which the SAM chip 708

apbheaid Gaitas the A&ceaidd {9 t&
processing by which the IC 3%%%J%St %fi‘%tl cal eSSfgRated

Séylgﬁgﬂ SR8 the state of processing for reading
data fromt e IC card 703 (R), and the state of

process dat n.25 the I C card 703

%@g Ig fﬁécﬁrgsﬁﬂ?FeﬁﬁﬂﬂFﬁEﬁ? theefhlectrsvhjch log
for i nvestigating the service businesses, the .
pratastpnyhich thReSBAMIBhPE 788,13, 337 hEKY | tat asshgned is
IC card 703, the processing for the IC card 703 to
astored (Bhe 9@l Ghilpgd 168théheams B Jidt) fad¥k as the
reading data fromthe IC card 703, and the processing

f'CEeWi&da B dadd tHe lifcd3 %&E‘i‘le?l&&ca@:@.'bheﬁ@?nqsbg ngsl.
jobs. A "job", as explained later, is a unit

PEfiees S  fRPP WOLG e LHELT gg Pévfégg ufén? neaéh ?utual

deternmined by the 1C 10 car ocedure nmeEnagene

tﬁftﬁm l{ic te that f‘l nJ(.jsAe%xgn?nP” Sp?eé:&‘fssrryct:tllja}:'or
entrca :

accessing the "Service B log" and ;'Service B" is defined

in the APP table data 7310 of the other SAM which the AP

management table data on that other SAM views.

FIG. 123 is a view for explaining the APP tablé data
7310 1.

The APP table data 7310_2, 7310_3, and 7310 have the
same format as the APP table data 7310 1.

As shown in FIG. 123, thé APP table data 7310 1 shows,
for each application element data APE, its identification
data APE ID and wh_éther that applicéti-on element data APE
can be regd, wi:ittgn, or exécuted from another application
prdgram (aﬁother rapplication element data APE).

For example, the APP table data 7310 1 'shown in FIG.
1é3 shows for the "Sérvice B log" tllnat reading is possible,

writing is possible, and execution (deletion)} is impossible.
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processi ng between the IC card 703 and SAM chi p 708.
Further, in the present enbodi nent, considering the
conmuni cation tinme on the Internet 710, the
above-nentioned 15 basic states are, as shown in the
state transition chart of_F4g 127, nmanaged di vi ded

into states after startup (after issuance of conmand) -
and co eted (response recei ved) states.

Speci f :%1&{ & AR sranstggesde sharpassianga HRAICof the
20 card entlty data 773x are managed by the instance
gesrleeznabmenioxy cA Y shovwn Vind HEG gelis afowxaiple, sRSes
post-startup state, RS conpleted state, Al

B tssladtign SdetL, shwit il ext date, & data and AP ID

post-startup state, A2 conpleted state, R post-startup™—

staiad R &led state, Wpost-startup state, W-
conpl et ed 5 state, and instance (IC card entity dat a)

del et eq 9TheICcrdt ata? dat a
speci fyl ng easréirz\?% e B S é:g‘t‘ﬁ htf"arId: card
d'(ez% gheICcard t?%/ﬂt‘)ﬁaﬁdata 783|s set vvlth data .
REF 3™ XY pd for srempis dsnpdenrbhEicatippidata
programat 5 the tinme of generation of the IC card
%tfy? GRedity ard Renpany per fioppd ng @edittlement for
desi gnating data 784 shows the AP managenent table

dxtaasAZG(bniso UASORB thed IAparehtZioan el enent data APE
defined in the "P table data 73101 to 73103 used in

procesghNghd friedie ehbot@dndneNt 1y 1#0bard/ érat:ﬂ:tgn macro
The service type el enent desi gnatl ng data 7 4 IS set

Wokha 00 <041 B B0RLECALEARCS! f8L8)

desi gnat e% lg’% F’ﬁee conmang i EE%% rfttf' shégrvice
Scr Itgntprc%g&nnlng the name APE N of a plural:.ty of
application element data APE. By reflecting this in the later

explained IC card entity data (job management data), it is

possible to provide a service combining services

-correéponding to a plurality of application element data

APE,

For example, a service. combining the service of reading
data frqm the IC card '703,andr the service of writing data
to the server 702 can be defined in the IC card entity data.

Further, the APE__N or its service number is an

operaticnal command issued to the IC card 703 and able to

~ be analyzed by the IC card 703 when performing a service

provided by the service businesses 715 1, 715'2, and 715 3.
The application prdgra.m AP 1 is defined by the AP

management table data 7300_1 and a predetermined IC card
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the time of generation of the I1C card entity data.
773-x. The processing order data 785 shows the order
of 15 execution of services (jobs) used in the
processing using the IC card entity data 773 x, that
Is, the state transition s in FIG 127. That is,

" the processing order data 7 ses the nane APE-N of

the application el enent data APE to show the order 20
cipepedrisin naceb ¢obmebseedptnskdtfrdm shased npehatdotsrnal
of the IC card 703. Here, the jobs, as explained
e@inld18f ,7€pr respond to ‘the RS, A, A2, R and Wshown

in FIG 127. Specific operations on the IC card 703

are reghjz %g)gg}iaaftqog{xg%ggupw%S%an%e?fén%%s' g%%gnp

using the j For - or —processing us

a |l C card . 703 .with, onl eadj ng w th no_ rmut ua

(iR e e iq‘c?rP\,/Me i ciO&% r‘?g‘%r"’ljé?rerqﬁ'iﬁlﬁtﬁt‘}% Eprpard
is set to "RS->R'. Further, in the case of reading

SPETAT OMHRGFP IronRand scaiphamaanan shorefidin the external
processing order information 785 is set 5 to i
meBoxA| -H2- >R- >W . The processing order information

785 is set with the order of jobs shown in FIG 127

corr esphadappllieationopioyradf aApeviige dalreneat by the AP
designated in the CS command in the above-nentioned
RShbBenh?d a1 {ICAY0R 3NAnde e Qe
data”773-x. The pre-processi ngnl n%o#’nﬁ%%%%e% Ils?te%éard
fromthe ASP server 719 side wth managenent data for
SEOF s ORI ErS SRIERG TET HRE FOFamaF G- en o bhp frcpernal

773-X.
memory 707.

[SAM Chip 708]

The SAM chip 708 is connected through a SCSI port,

~the Ethernet, etc. to the ASP sé:g:ver 719. The ASP server

719 is connected through the Internet 7'10 to a plurality
of terminal apparatuses including a personal compﬁter 705
of an end user and personai computers 716_1, 716 _2, and 716_3
of service businesses 715_1, 715 2, and 715 3.

The personal computer 705, for example, is connected

: through a serial port or USB port to a Dumb type card

reader/wr:i,ter_ 704. The card reader/writer 404 realizes for

: example wireless communication corresponding to the physical

25.

level with the IC card 703.

The operational commands to the IC card 703 and
responée packets from the IC ¢ard 703 are generated and

analyzed at the SAM unit 709 side. Therefore, the card
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For exanple, the pre-processing information 786 is 15

set wwth points of a conputation fornmula of a

designated service in the SF data bl ock (application

el ement data APE). Further, when an inter-service
processing function is not dghined, the

pre-processing information 786 is set wth the

requ st?d_ rocessing charge. 20 For exanple, in the
chS2C%F gﬁ???ﬁn%ﬂﬂ: PREsepalecomprtierng0bo and AfBuaerver
of charge or points given etc. is set. The

p0L? hrtoteenithen ahdynact div A8driestbetcamndndinand pésponse
the processing result of the IC card entity data 773x
25ombemit rbal the tdetAFAVRI AL ookt ohl dad FalagX2RB! S8ame and
in the - 241 case of settlenent, it is set with data

shewd igt t DevexvsdenhetRE @nlPiPRl ofNGr t §ad t%%%‘?%:data,

settlenent. Next, a routine for processing
A Ehh OLed Sn "BPAGRAED o LRSK: T2 shoyn in FIG 1
relating to a plural Tty - of Fetarae 7o s Hy tgi“e £8 card
rydgality of ICcard entity data 773x will be -
expl ai ned. The I C card procedure managenment task 772
is constantly being started up on the CPU 766 of the
SAM chiller BEESH- qorEters 4 6_fo AIG_22&nd H € |[Dwan
chart of the processing perfornmed by the IC card

> tiendgdrenexplsindd2scipp Hofkham Heethe SAKGchip
procedure managenent task 772 selects one [|C card
SoE tho daistoide fitHe QRS & Ry tanty LSS Mp 2, and
AP 3. '

FIG. 124 is a functional block diagram of the SAM chip
708 shown in FIG. 109,

As shown in FIG. 124, the SAM chip 708 has an ASPS
communication interface unit 760, external memory
communication interface unit 761, bus scramble unit 762,
random number generation unit 763, encryption/decryption
unit 764, storage unit 765, and CPU 766.

The SAM chip 708 is a tamper-resistant module.

- The ASPS communication interface unit 760 is an
interface used for input and output of data with the ASP
server 719 shown in FIG. 109.

The external memory communication interface unit 761

is an interface used for input and output of data with the

- external memory 707.

The bus scramble unit 762 scrambles output data and
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15 out of the plurality of IC card entity data 773x
present in the storage unit 765. The nethod of
selection of that 1C card entity data 773x may be to
successively select I1C card entity data 773 x - present
in the storage unit 765 or_tg %S§ign a priority order
20 and select by priority in % e order of the highest
priority. Step ST702: The |C card procedure
e$ abRPyy d3 talgelen f inpuetind aid tdwetpircimg data

entity data 773 x selected at step ST701 has al ready
beerowglar tiesl eptediiel nemeiygedritiinidatisn 2n 6484648 unit
up, it proceeds to the processing of step ST705, 242
whgd e when judging that it has not been started up,
proceeds to the processing of step ST703. Step ST703:
The I C e t. task .77 es from
5 the 1“*?4 %ﬂ%&fﬂﬁfﬂ%ﬁ% AR Wi 4 R s
of t card egtlt dat a 773x selected at step

REERE A78Y 2 ’éf'ﬁetﬂ%ﬁfsavrlaﬁgrcmﬁleﬂmocessmg
shown in FIG 172 the rocessing relating to that :
entity TS gncTyprignd onopnifie7fdbenorypts data and
executed next fromthe processing order 10

- delcopdis @ncagPp et ddtis. tine, the processing order

information 785 defines the order of execution of

j obs uShegs toeage ite7 68| QPEXS18Ehed N AthE:, SS{:&&:&Q tasks,
definition table data as explalned earlier. 15 Step

§Ig%ams, and data used by the CPU 766.

The CPU 766 executes the later explained script

- download task, script interpretation task, entity generation

task (job management data production task) , and IC card

. procedure management task (job management data management

task) or other tasks based on predetermined Programs
(programs of the present invention).
Next, tasks, programs, and data stored in the storage

unit 765 will be explained.

FIG. 125 is a view for explaining the tasks, programs,
and data stored in the storage unit 765,

As shown in FIG. 125, it stores a scrip£ download task
769, script interpretation task 770, entity generation task
711, IC card procedure management. task 772, IC ce.rd operaticn
macro command script programs 721 1 to 721 3, ‘AP management

table data 7300_1 to 7300_3, APP table data 7310_1 to 7310_3,

IC card entity template data 730 1 to 730_3, IC card entity
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The | C card procedure nmanagenent task 772 starts up

the selected job at step ST703. The I C card procedure

managenent task 772 uses the data blocks relating to

that job in the input data block 20 731 x|, output

data bl ock 732X2, |og data-bbeogk. 733x3, and

conput ation defining data bl ock 734x4 expl ai ned above

usi FIG. 125 to execute that job. At this tine, the

4T SprocRRi S drtmBlagki  1dl . onbputinats backyi a2 x2,

command to the 1C card 703 in execution 25, of a job,

HsF datea M%@M%nandopp@ppbaumg defihang-d248 block

job as a key to search through the Al' managenent

t& exddlata 73001 to 73003 to obtain the service

nunmber corresponding to that service el enent

(oper atrihen dcrGyarRRmlodd cand 7683 Ablddh B%: Frc, 118,

anal yzed by the IC card 703). Further, the IC'5 card
AREHY a 7 es the ai.n

gwm&%%&%ﬁ%%@%&%ﬁf@%ﬁPeé%qwﬁ(ﬁ
rther th rocedur, agenent task 772, :

allls P B ed™ %'é‘? 55 ‘i \%ﬂgﬁ- k& 3% et £5 §xample,

required for accessing the storage area of the IC _

e, coppuserpofheashs spEviee drpniness ravdolohdy it in

to that job to search through the AP nanagenent table

ddea SPROGhipo 708003 and obtain the key information

corresponding to that service elenent. Further, the

| C carWhareeedp&e;n&&&ge&tatxbﬁska3127703ﬁ%e%h%hekﬁérV1ce

information to perform nutual authentlcatlon 15 wit

ubeshGraand cibie CATRYRLARLASCLIN Lhe &t@tpatag,le data
perform other processing an btaih the ri -
%gi%ii £o 7310_3) and script program to generate the IC card
entity template data, input data block, output data block,

log data block, and computation defining data block for each

business.

The number of the data blocks generated.for each
service business is not particularly limited;‘

When the entity generation task 771 for example
receives an entity production request f;om the ASP server
7'19 , it perforfns polling with the IC card '7'03, tﬁen-génerates 7

theVIC card entity data to be used for £he prbcéssing for

the procedure between that IC card 703 and service business

using the IC card entity plate data corresponding to that
service business. At this time, the IC card entity plate
data becomes the class, and the IC card entity data is

generated as an instance of that class.
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predeterm ned storage area of the IC card 703. Step
ST705: Step ST705 is perfornmed when the IC card

procedure 20 managenent task 772 issues a command to

the 1C card 703 and is waiting for the processing

result of the IC card 703. _Wagg the 1 C card procedure
managenent task 772 receives the processing result
fromthe IC card 703,'it sets this in the IC card

entity HAE PFIESS1ng by dheserig:ty gemeratien task d71 for
procedure managenent task 772 updates the entity
syenesatarnrofit the FBaxfd entilty clateh eniflilt bedakplained in
773x shown in FIG 126. In this way, in the present

eddvbali hrehatethe | C card procedure managenent task 772
selects in order the IC card entity data 773 x for

the pl uisd ity &fxd . ;é&&% i ' LR
708 while perforliri E}%ﬁ?‘%{gé%]r?%&és}{si ng %t;' ﬁ%‘baﬁg{}l%ﬁ one

U o£81 18 L0801 Lo PRLPI AL, THET 21O Esch % S M e DL rage

708 can si nul taneous proceed” W
qyeq%”ﬁgswyen receivin EyocessLng requests for :
Pt di U SN RTH IR Prepeseipg £9Fd8 Foscednre hotween
and FIG 130 are views for explaining the processing
ddte A&d Rrhihandyihei sgrvénecbusbnesdasa7bPEL ta 715 3.
accordance with a routine .defined by application
el enentInlShdagtme SRR émboddeenti, nghafpdredcass bEpfeddssing
performed by the SAMchip 708 when executing a job at
Fap prbtedivred pravRerllitaetd thkGo14£81ity of IC cards
703 and the service businesses 715 1 to 715_3 proceed
simultaneously.

The IC card procedure management task 772 executes
these plurality of processing for procedures in parallel.

The IC card procedure management task 772 deletes the
IC card entity data 773 x when the series of procedures have
been finished.

The processing of the IC card procedure management
task 772 will be explained in detail later.

The script programs 721_1 to 721 3 are input by the
script download task 769 from for example the external memory

707 and stored in the storage unit 765.

The AP management table data 7300_1 to 7300_3 are input

- by the script download task 769 from for example the external

memory 707 and stored in the storage unit 765.

The APP table data 7310_1 to 7310 _3 are input by the
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Step ST741: The SAM chip 708, while executing

processing in 20 accordance wi th predeterm ned

application element data APE, specifies an

application program for use (access) and application

el ement data APE in that appi%ga;ion program Further,

that use specifies one of reading, witing, and

execution of that application elenment data APE. 25

AL Aepnlagsi taske TSAEchnFor08xpupestlid ekiternal memory
application element data APE specified at step ST741

. I prastndtored hid SAM £tdihgd Qtnid f7¢81dgi ng that it

is not present, it proceeds to the processing of step

ST743, M 1& ddrd Wiglng, (haboilded SLAY 1 & 7
proceeds to thelbroceggg%g of step ST?ZS. Step ST f@? are

: %M i 708 views the AP managenent, t abl at a
%gbl toecciilf}%f)_ R ot Fedondt RS ‘%e"oébpﬁs t7|e70 and used

program bejng executed to acquire the key data K -SAM
Bt FREpRSR 1R0A0 (G0 A0RE 20 OYe 68 FSRAEAY 106 the JC card entity

(application elenent data APE) and uses that key data

Ratsai b s of rithaaregadnany caliadingitch the Savicts p

708a having the application elenment data APE to be
yed ne@tseys .ST744: 15 |f the SAM chi ps 708 and 708a
aut henticate each other' s legitimcy in the mutua

aut henttheat ¢ @aref est £y Ab43778 e i%p#@ﬁ&'k@tgg $y the entity
proceeds to the processing of sTep ST747. If.not, it

B%Qx%@:%‘:iﬁotno £2&P 7$I7§éing the IC card entity template data
730_1 to 730_3 as for example the class as an instance of
that class,

| The input data block 731 x1, output data block 732 %2,
log data block 733 x3, and computation defining data block
734 x4 are generated by the script i’nterpr_etation task 770.

Next, the IC card entity data 773_x will be explained.

The IC card entity data 773___:; I:i.s generated by the entity
genération task 771 in the SAM chip 708 using the already

generated corresponding IC card entity plate data of the

.service business for example when the SAM chip 708 receives

from the ASP server 719 é proceséing- request for processihg
using the iC card 705 and appiication program ofl the
pPredetermined service bu.-s.ines-s.

FIG. 126 is a view for explaiping the format of the
IC card entity data 773_x. |

As shown in FIG. 126, the IC card entity data 773 x
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Step ST745: 20 The SAM chip 708 views: the AP
managenent table data 73001 to 73003 corresponding to
the application program being executed and acquires
the key data K - SAM corresponding to the service
(application el ement data ARPR+ [Further, for the
application el enment data APE to be 25 used specified

step ST741 as well, the SAM chi p. 708 - 246
§rf=rﬁ managensfis PRRB AP dakagiibnentidive IBadataspdl, tentity
73003 corresponding to that application el enment data
AR tus aladd ristalteskdgtadht 28X, -ISAMaxet tgppoddiag78s, APE N
the correspondi ng service (application elenent data

AR i gk ilerda tid 7 M gt de sdih of YRR FAHhe 19w,
acquired key data K -SAM Scranbl er 746: \Wen t'he SAM

HHepiQd cﬁé td had mqt;gﬁw%ggm%e%%l g%saéaha;ii?

the two key data - SAM routi ne oceed

10 to f SSIn of .s 47 il e

not , - E?Ehgggﬁ §'ten 7 1 st ﬁhéf727 %§Qﬁ°nal
Chlp 708 or 708a V|em5 the AP nanagenent tabl e data

PG Yo FRH TR nGs fifdiliy BEd me tady idadd AY315 in the
program speci fied at step ST741 and specifies the APP
sheragedard 73631 to 73103 corresponding to the,
application el enment data APE used. Step ST748: The
SAM chirpe7@8tdty7@Badhtiedgaslt he asedssoki ghuekts for

generation of IC card entity data 773 x, confirmation of
the state of progress, deletion, and other of the series
of processings using the IC card entity data 77 3 _x. The entity

ID data 781 is also a return value to be given to the end

‘user. The entity ID data 781 corresponds to a descriptor

when opening a file in a general file system.

The entity status data 782 shows the state of progress
of the procedures relating to the IC card 703.

The basic states of the IC card entity data 773 x
inél‘ude, ag shown in FIG. 127,' the state of processing for

investigating the services which the IC card 703 can use'

. (R8}, the state of processing by which the SAM chip 708 -

* authenticates the IC card 703 (Al), the state of processing

25

by which the IC card 703 authe'nticates the SAM chip 708 (A2),
the state of processing for reading data from the IC card
703 (R), and the state of processing for writing data in

the IC card 703 (W).
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20 the application el enment data APE to be used-
(accessed) based on the APP table data 73101 to 73103
specified at step ST747. Specifically, it judges the
right for reading, witing, and executing the
application el enent data AP%E% be used. 25 Step

ST749: - 247 \Wen the SAM {g 708 or 708a judges at
step ST748 that there is an access right, it proceeds

t o st eg@nSTEhe) pregente ephodimentqetsheoprocespingedds t 0
the processing of step ST751. 5 Step ST750: The SAM
Glnivie sHifyati ng) thdl SR it THYiineRided) llRiMPocdiihg for

" APE specified at step ST741 for the usage specified

diheS il hidl 708 G %Eﬁkn&%aqag ntgrr’]ét\"lgi; PGy, GR2

does not use the application ta APE

§PeC|fled & ﬁbrgﬁesgz4le2 eigpgfy @gerggggngfgﬁaﬁam chip

ST704 of the abgve explained FIG 128, when the SAM
IR8y +hs precereing forgrpadinrgndeka fromathe 7ER fard 703,
accordance with the routine defined by the application
éngrdhe paosesEEng Fersayiting dade vinekhe H€ ARrd 703
managenent table data 73001 to 73003 shown in FIG

- t@rrespandguitioe jdba .key data K CADR corresponding to

that application el enent data APE and uses that key
data RO"KobARDaLOeRELRERed NEa EFDI Vs /Wit td¥e prlocessing

card 703.
for which the order of execution is determined by the IC
card procedure -ma-nage.menf. task 772.
Note that, Al and A2 comprise the mutual authentication
processing between the IC card 703 and SAM chil:; 708.
Further, in the present embodiment, cénsidering the
communication time on the Internet 710, the above-mentioned

basic states are, as shown in the state transition chart

of FIG. 127, managed divided into states after startup (after

issuance ofr command) and completed (response received)

states.

Specifically, the states of processing using the IC

- card entity data 773 x are managed by the instance generation
: (IC card entity' data generation) state, RS post-startup state,
‘RS completed state, Al posi:—startup state, Al completed state,

A2 post-startup state, A2 completed state, R post-startup

state, R completed stétie, W post—startup state, W completed

state, and instance (IC card entity data) deleted state.
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Next, the overall operation of the communication

system 701 shown in FIG 109 will be explained. FIG

131 and FIG 132 are views for explaining the overall
operation of the communication system 701 shown in 25

FIG 109 - 248 Step ST?Zl:"I%? service businesses

7151 to 7153 or a party reqg 1 ed by these service

busi nesses produce that script programs 7211, 7212, _
and 721Fhees€dasichgyphelqio83singabal PediMamas thaService
performed by the service businesses using the |IC card

7031 figresex anpheimy de nereaRplyepnputers 7161 7162,
and 7163 shown in FIG 109. Further, the manager of

t he SAMrelai Bc? QR f ‘%%%“ee%a@&e g.aépit%‘g'é%%gr%ﬁﬂ%‘ tgl%?-\'ﬁ-e defined

data 73001 to 73003 rrespon IS?%ZZ ot oerent -
bysi ne Q_7153. Ste ) e _man
CS3) S o Ae 1% SR est L oneok s sty PhogEm at

sttgreq:.int e external memory 707. Further, the
scriptBfofraferrrptior of I cards eptddycethtat 773 x.

step ST721 are downl oaded fromthe personal conputers -
716-, | , Theeserypge7ippet hlonghtt Hesigheting di8a 78%Pshows
server 719, and SAM chip 708 to the external nenory

7blie AMmenpgesesdi hableddtar3downlnd308S 35 ication
FIG 118, is managed by the script downl Dad tasl[jp%Q

| e1éien BAh Al APEOder i RB4SIADLRLTAPp IhE18°HLRL 7310 1 to
interpretation task 770 in the SAM chip -
7310_3 used in processing using the IC card entity data 773 x.

The service type element designating data 784 is set
witﬁ one or more application element data APE designated
by the .CS command in the above-mentioned script program' at
the time of generation of the IC card entity data 773 x.

The processing order data 785 éhows the order of
execution of services (jobs) used in the Processing using
the IC card entity data 773 x, that is, the state transition
shown in FIG. 127.

That is, the processing order data 785 uses the name
APE__N of the application element data APE to show the order
of execution of jobs corresponding ﬁo basic operations of
the IC card 703.

Here, the jobs, as ‘explained- earlier, correspond to
the RS, Al, A2, R, a.ndW shoﬁ in FIG. 127. Specific operations
on the IC card 703 are realized by the order of processing

designated using the jobs. For example, for processing using
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708 shown in FIG 118 uses the AP nmanagenent table

data 73001 to 73003 and script programto generate

IC card entity tenplate data, an input data bl ock

out put data bl ock, |log 25 data bl ock, and conputation
defining data bl ock for each 40249 service business.

The generated data is stored In the storage unit 765

of the SAM chip 708 shown in FIG 124. Step ST724: The
usefCierd dfdaritteonty awadliranwi b nshowhuah RitBertidation,
the menory 750 of the 1C 703a of the IC card 703

s ttdwee P e sedyn gl atralens doh floomattiams IG5 A2S sdy HN e RESSIR" |
with the service business contracted with. Note that,

t Feirddial,adin ita\eizel BE 4SAHiRAd aRdS WiitSRgl Qrith mutual
busi ness may al so be concluded after issuance of the

h
| Qu@;ﬁ@ﬁti&%ﬂc}?ﬂ',owg ﬁf@cééﬁﬂ@% d@oiggfg Stt?.%ns;ggisis set
For exanpl e, when the user use the personal conputer

7 QR eaGGass shhe seryver 702 through the Internet 710

t%g lgﬁfgéitgﬂ%usghgéé‘a product, the server 702

i ssues %ggrocessing request through the.lnternet 710

to the

recei ves a_processing request fromthe server 702, it
aftde¥eeft hebpeshowmal in @it 27 @®rraspoguting t® the order
Internet 710. Further, a processing requesting 20
refasengite ehembfitsaddsigRateduel thentsheomakfd in the
reader/witer 704.is transmtted through the persona

SAM chi p 708.
entity data 773 x.

Canpué ehed 8PoneiNt 8E 0L rldyr AN el g%‘?fe\i%rtiz'l?gg e Wecara

The pre-processing information 786 is set from the
ASP server 719 side with management data for performing
processing using the IC card entity data 773 x.

For example, the pre-pi:ocessing information 786 is

set with points of a computation formula of a designated

service in the SF data block’_ (application element data APE) .

Further, when an inter-service 'p_rocessihg function
is not def’ined, the pre—p;oceséing informatiron 786 is set
with the requested processing charge.

For exa:ﬁple, in the case of settlement, the state
relating to -f.he amount of charge or points given etc. .is
set,

The posﬁ—pro'cessing information 787 is'set with data

of the processing result of the IC card entity data 773 x

required at the ASP server 719 side. For example, in the

REPYEPST19 . OX e L ANmaNhon F8fbri 9 FPE with the
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Step ST726: The ASP server 719 outputs to the SAM chip
708 an entity 25 production request. That entity
production request stores 250 data show ng the issuer
of the I1C card 703. Step ST727: Wien the SAM chip 708
receives an entity productioonpayrequest, it perforns
polling with the I1C card 703. 5 Step ST728: The entity
generatjon task 771 of the SAMchip 708, after
f FRI°Sh? g*e}“rée&ﬂﬂ’%fn& 1% 86¢swi thdnka ghpuingf theexiistence
card entity data 773 x present in the SAMchip 708 is
wetth n nekeads endu fen irhige sedidfliemedi thy t he SC command of
the 10 script program If wthin the nmaxi num nunber,

it procBeds, & @cllténprose pHione sefingy BY the/ 28, cabi bt ddedure
not, it ends the processing. Step ST/729: The entity
gfpaakgLnan tt 8skk 77b, e, i1f. 5 ed, . .
on thg dat a show ng ?frl}ghil?gﬁgf&bdfl?ﬁggllétg'}lgdt%oas%i%rallty
Si,er ' h n{. L production, reqguest, whi.ch

be' 3¢ c%EdE J03 LF%%% pifralat %%Ii%ecﬁﬁ9aeP51§¥edata

a
service businessO ard entity te

: a9q3uses.%22£?éggc#fled IC card entity plate data to

generat e+ BI318Af ty data 773x. 20 Thi's
corresponds to the instance generation shown in FlIG
127. StBye $Favrd precsdvrenanggement hask 732tirecABRtantly

server 719 the -
being started up on the CPU 766 of the SAM chip 708 shown

in FIG. 124.

FIG. 128 is a flow chart of the processing performed
by the IC card procedure management task 772.
| .Step ST701:

The IC card procedure management task 772 selects cne
1C card entity data 773 _x for executing the nexi: processing
out of the plurality of IC card entity data 773 x pres-ent
in the storage unit 765. |

?h_e method of selection of that IC card entity data
773_x may be to successively select IC card entity data 773 x
present in the storage unit 765 or to assign a priority order
and select by priority in the order of the_highesf priority.

Step ST702:

_The. IC card procedure management task 772 judges if
the job of the IC card entity data 773_x selected at step
ST701 has already been started up. When judging that it hag

started up, it proceeds to the processing of step ST705,
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entity ID of the IC card entity data 773 x generated

at step 25 ST729 at step ST731. 251 The IC card
procedure managenent task 772 of the SAM chip 708

i nvestigates the services which can be utilized by

the IC card 703. This is procgssing corresponding to

the job RS showmn 5 in FIG 127. Step ST732: The IC
cgég'progedure managenent task 772 of the SAM chip

7080 % HBRR) 2udetng Hdateditt Pas e tobeenestartaddagpproceeds
This is processing corresponding to the job Al shown

1¢9 the eroreEsiggepfSErEd SWI@3.C card 703

. authenticates the legitinacy of the SAM chip 708.

Thi s i sSpepcs¥3Inag corresponding to the job A2 shown
15 in FIG 127. According to steps ST732 and ST733,

the | C gredrd Q%:&D%M&J%%ZQQ gngu{:%gic"y 2 e‘:‘;udgfens from

authenticated. At this tine, as éxplained earl]

SR GRSy 4 B AR SOSIL 987 o e

bei ng execute .
agenent t.abl at 3001 to 7300.3 shown in FIG :

BT Al Sake 127 Batel etomats soapqUrTeY whigh state

that key data K -CARD is used for the nutua

aff hEhei ebetun trapsdshonhehsah shown 708 ENG. CPU275he

of the 'IC card 703. Step ST734:

pProcessing relating to that entity data is in and decides

on the job to be executed next from the pProcessing order

information 785.

At this time, the processing order information 785
defines the order of execution of jobs using the service
elements set in fhe service definition table data as
explained earlier.

Step ST704:

The IC card procedure management task 772 starts ué

the selected job at step ST703.

The IC card procedure management task 772 uses the

7 data blocks relating to that job in the input data block

731_x1, output data block 732_x2, log data block 733 x3,

‘and computation defining data block 734_x4 explained above

'-using FIG. 125 to execute that job.

At this time, the IC card procedure management task
772, when issuing a command to the IC card 703 in execution

of a job, uses the service element corresponding to that
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25 The I C card procedure nenagenent task 772 of the

SAM 252 chip 708 reads and wites data required for

the procedures wth the IC card 703. This is _
processi ng corresponding to the jobs R, Wshown in

FIG 127. 5 Further, the | C gard _procedure managenent

task 772 uses the processing fornmula speci fied based

on the pre- rocessing data of the 1C card entity data

795 &fan KeBstR mearata PERUSHy Shet AR RaazsreOtakie data
performthe redet erm ned conputation processing. 10
St’éR0st7%9: 7 3} o ebtagmotbduserviveageminir iaslcebpdnding
of the SAM chip 708 outputs the processing result of
StteptBA ¥ 3detvi ddi o1 &ifsih 1S AopRiratiBnadl eBmeindber e k¥rd 703

~exanple, the IC card procedure managenent task 772

dabekesot he h@a@.%@de%&'i fehed QE%ZZQXVOQ*? . g‘ﬁﬂk:glg%?g r'li:ld;e Ic

above, according to the comunication System

SAVL- 4N i qur,i plicatio rogram
At o i e Bk 1R aec b : mj)
APE and using the AP managenent table data and AP )
{ABPESE (58 1P 8uBer RERPABACSRPERSL FnoRBR 8RB - of t he
application elenent data APE, it is possible to

provi deFiFRese theT€ecqard shrprediere Ganagedost task 772,
Further, according to the comrunication system 701,

25s iexplaipesbibiagtBiGis @ 18henkidh keyaiefienha tbbh G slabguired
and APP

for accessing the storage area of the IC card 703a, uses
the service element corresipondi'ng to that job to search
through the AP management table data 7300_1 to 7300_3 and
obtain the key information corresponding to that service
element. Further, the IC card procedure management task 772
uses that key information to perform mutual authentication

with the IC card 703, encrypt and decrypt the data, or perform

other processing and obtain the right to access a

 predetermined storage area of the IC card 703.

Step ST705:‘

Step ST?QS is perfo;:med when the IC card proc‘.edu'r.e
‘management t-;ask 7721 issues a command to the IC card 703 and
is waiting for the processing result of the IC card 7.0.3;-

When the IC card proceduré maﬁagement task 772 receives

the processing result from the IC card 703, ‘it sets this

- in the IC card entity datar 773 x.

Step ST706:
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253 table data to flexibly realize utilization of
application elenent data APE in the sane SAM and
utilization of application elenment data APE between
different SAMs while mmintaining a high security. 5
Further, according to the canpyyi cation system 701,
when using application el enent data APE between

differengh : iince mut ual aut hentication is

per f or me ﬁe¥%ﬁ§ﬁ? PEocstpge panagepent| bask (72 mpdates the
the security of the application prograns. 10 Furt her,
aceBFyFKgstatencinbammatiani 3825yt ehe70¢, chyd entity data

allocating a SAMID of the sane class to the
app¥?Bcut sbownpingFags DPet he sane service business, it

'i's possible to prevent conplicated nutual

aut hent i Tiat £190s PEHE ESSA NEhd T | f orned

bet ween appl i cat iéc}f} el ement ‘g{agt%%g oé':ﬁi Fhpn i g i T caxd
P96k Sddy 05, | e nd.therehy lighten the
bJ?%gn ofgéﬁﬁgg% nt %ﬁé¥§§sfﬁ$5¥ﬂﬁ¥ﬁﬁhl @rprEcthej i card

of_ the SAM.chip. Further, according to the
c oerf;rr%hil% g\%tc? h 72’)?5-1’% feFothe pluralify fH|TE corgendfitpresent

I C card entity data 773x for 20 each processing for
prot & SAMEREP! 70§ While mesrflemdagl the3pandebayagt H6r the
| C card procedure nmanagenent task 772 use the '

pPdralitwiofl ¢ arakdnt1ad) idatmréidel O Therefore, the SAM
simul taneously proceed with processing relating to

t lwhipl B08| ddry sdfnullCatilS 1y BRocead 'ﬂzigtlam the SFGOLLLIY even

to the authentication system 701, -

when receiving Processing requests for procedures using a

plurality of IC cards 703.

FIG. 129 and FIG. 130 are views for explaining the

- processing defined by another applicati.on element data APE

in accordance ﬁith a routine definedfby application element
data APE or processing when accessing'data.performedﬁby the
SAM chip '708_when executing a job at step ST704 in tﬁe above
explained FIG; 128.

Step. ST741:

The SAM chip 708, whilg executing processing in
accordance with predetermined application element dafa APE,
specifies an application progia_m for use (access) and
application element data APE :.n that application pfbgram.

Further, that use -speéifieg one of reading, wrifing,
and execution of that application element data APE.

Step ST742:
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since it is sufficient to store the IC card entity
data 773 x actually used for the processing for the IC
card 703 in the storage unit 765, the storage areas
of the storage unit 765 can be efficiently utilized.
5 Further, according to theeaﬁhgentication system 701,
as shown in FIG 127, since the states of execution of

jobs processed by the | C card procedure managenent

t ask 772The eSAMy d7@8 viedges niH thetappbicaipion atbsment

and conpleted states, after starting to execute one

j oBatatARE spesyifijlec 48 $0eptSTT41 He presessi g it saM chip

another job in the state waiting for data fromthe IC

carais 708 Fbdgii@renat tid S PAVY ?,lr%seh%_,ehlt"]to%hsehgeto the

wait tinme due to the transfer of data with he IC

Cabfbdddsi ter L - her, ccor.din

O N RO ST A WL 3] g RS Blecent,
abl.e data 7300 1 to 7300 3 describe in

t Hem né}erré]eés é o%\ﬁl%gp’f?]%e?%’é% ‘Eﬁo %'é?f\’/i%“é-gd‘%f ovi ded by

the individual service businesses, that is, the APE N

the nurd&® HH74Frvices used in the I C card 703, and.

the key data used when providing those services.

These arfdeh@AH ighix0 0% whever tdle R mnag@hent table data

Therefore, service businesses 7151 to 7153 not the

deAadiiperts> (f3athes SAhahEgondihd o QA APpAG cdthi®ld program

own application progranms running on the M chip 70§}

b¥enQ wedaith tf kRl aRbAY%2MERL 2 3. 8%1&7 h-and ai
domnf%gding then1th?o&gh t he SAN%%H%%é%dé- C)tééé%e3p°ndlng

ext.e I . 707, That i ervi.ce busi nesses
TFE P ogenlEIBRYLLY Sary e LBrRldrr IR SipProR dnta APE)
programs Wi l'hh utkthe service -

and uses tha ey data K SAM to for mutual authentication

with the SAM chip 708a having the application element data

APE to be used.

Step ST744:

If the SAM chips 708 and 708a authenticate each other’s
;egitimacy in the mutual authentication of step ST743, the

Al

SAM chip 708 proceeds to the processing of step ST747. If

-not, it proceeds to step ST751.

Step ST745:

The SAM chip 708 views: the AP hanagement table data
730Q_1 to 7300 3 corresponding to the application program
being executed and acquires the key data -K__SAM corresponding
to the service (applicatiqh element data APE).

Further, for the application element data APE to be

used specified at step ST741 as ﬁell, the SAM chip 708




" managed. 256 O'ai ns:

busi nesses being infornmed of the key data or
operational comands for directly operating the IC
card 703 or other highly confidential data. Further,
t he service businesses 5 do not have to know the key
data or card operational coamaggs- when custom zi ng
the application programs, so the |oad on the service

bu S I| Further, according to
au%%tgﬁ?ié‘%% i om 1Wsys%‘% %\egﬁ‘fnaggf“ﬁﬂg Wﬁé&t‘?o?ﬁ%%n’e &t 7300_3
spanni n lurality of services 10 can be defined,

i tCP%EF %*P RI e Bhaviamrldicpdion elenerte datendPhitegaaquire
plurality of services in the range of services which
ardhekeydath & SHM arevesponding Hooutes eoralesphfidiag service
card 703 side. Further, according to the

autarasli et ion shaient ddta Agmpy introducing the
concept of the data block, the data input and output

wth t h@‘dx@lfé?cr d £33 S%ﬁfj éﬂg)alt.gﬁpr ‘on %a‘i:%ll Q:%et H wd) acqu:.red

ssing ne
pPerd PR, BY @ppem conduct or circuit for executing an

‘ appllcatlon-progrant said dat a processing net hod

conpri sin i ndependent|y executing a
pluralit 9"8F“E’§§|5I| z§t| on prograns protected by

‘flremalls ea stering in advance a condition for
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al | owi nifh ntabidbap F@Bwiredgesiatk &bpel pratesaing of step

progr ams perforned through said firewalls, judging if

a SEgrsubha tittiten tweckies dasal KSEAMSRIN] the routine proceeds
to the processing of step ST747, while when it does not,
_it proceeds to step ST751.

Step ST747:

The SAM chip 708 or 708a views the AP management table
data 7300_1 to 7300 3 corresponding to the application
program sPecified at step ST741 and specifies the APP table
data 7310 _1 to 73l0_3 c'orresponding to the,‘_ application
element data APE used.

Step ST748:

The SAM chip 708 or 708a judges the atc;céss right of
the application eiement data APE to be used (accessed) based
oli‘the APP table data 7310_1 to 7310 3 specified at st.ep'
ST747,

Specifi_c;élly, it judges the right for readi‘ng, writing,
and executing the application eiément: data APE to be used.

Step ST749:




10

15

20

.25

regi stered condi ti on when an application program
generates a request for communi cation wth another
application program and executing contmuni cati on

bet ween said application prograns in accordance with
sai d communi cation request wheg7 judging that it
satisfies said registered condition 2. A data

processi t.h et clal 1, furth

conpr i srpﬂ% get %? Sl'@gﬁ’ sﬂé aﬂ?aa Wﬁﬁ% i "rtéﬁp ST748
al | ow.ng said, connunrcatron |nfornat|on indicating a
cotf hathexe ot s an ARFeeat Fighbr obf @rateeds | vs ustepSTT50,
sai d conmuni cation request for which comunication

t ioulgh whenl it idesmitot s it | mrwek ety tsfli thodtpdcessing of
application program 3. A data processing nmethod as
settdoratysin. claim 1, further conprising the steps

of , when said sem conductor circuit receives a
processigiap 'saguRst from outside of said sem conduct or
circuit, selectrng an application program

corresp | sar g PI.ocRssi ng regues ng, said '
pIuraIr?@ 0 app ?@on 9% %ﬁ ﬂﬁe FRtPn element
i n gccordance mnth sard processrng request -
% ﬁ&?éﬁ’é‘éf &HeR SHT49n £ ddeamsazsy specified
data processrng met hod as set forth in claim1l, '
f @it Ré¢EPc&FIdlsi ng a step of transferring data
acconmpanyi ng conmuni cati on between said application

progran8tepi 8781 :predeterm ned storage area of a
sem conduct or storage

The SAM chip 708 or 708a does not use the application
element data APE specified at step ST741 for the usage
epecified at stepr ST741.

Further, when executing a job at step ST704 of the
above explained FIG. 128, when the SAM chip 708 transfers
da:ta'. with the IC card 703 in accordance with the routine
defined by the application element data APE, the SAM chip
708 views the AP management table data 7300_1 to 7300 3 shown

in FIG. 125 to acquire the key data K . CADR correspondlng

to that appllication element; data APE and uses that key data

. K_CARD to access the memory 750 of the IC card 703.

Next, the overall operation of the 'c'emmunication
system 701 shown in FIG. 109 will be explained.

FIG. 131 anci FIG. 132 are views for explaining the
overall operation of the communication system 701 shown in

FIG. 109
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apparatus outside of said sem conductor circuit. 5 A
data processing nethod as set forth in claimi4,

further conprising the steps of: witing by an
application programof a data sending side data in

sai d predeterm ned storage argagand notifying by an
application programof a data sending side the fact

of the [te 0 ation being perforned to an

appl i ca}l\ﬁﬁﬁpp?g—gé]am of the data receiving side, and
readi ng by the application programof the data

recei vi ngSi Frstdel kizgndsees st Hredetd 8 red a party
storage area in accordance with said notification. 6.

A dequeptedcsyi tifeset ol ite Wis{Nddded HEdMFR dhat script
further conprising a step of, when an access request

f rogtdns predet erqamned sy qggtn?r g@?cgf‘gﬂiﬁg %ﬁ g;Lz[-]cgc:essing

the legitimacy of said access I rewa

al g /M N ACEASS | redet ermi ned storage, area ]
only for an acceﬁs% pr%g:lcf%es e‘fg’éfggée P3EBECF RFtinatees using
7. a_pr. sing nethod as set forth in claim4,
f lﬁtﬁ]g?} 88‘%8??@ rﬁj’ eé‘f‘*ﬂ'ﬁg&f oR fheperigngdt gomputers 716 1,
transferred. al ong wi th communi cation between said

T o 1 Rl

a i rhown Hah BiGr i3@P-it in said

_predeterm ned storage area. 8. A data processing

met hod &@rdderf,othk managetr i thd SAMNEhipOVYS iSidiucdes the
step of requesting by said sem conductor circuit at

| @®s mapagiemein t! kabPe0dats MI0ECLOMDABHNB UMy ing to
of said application programto another Ssem conduct or
CitheUlslervd?® businesses 715 1 to 715 3.

Step ST722:

The AP management table data 7300_1 to 7300 _3 produced
at step ST721 are stored in the external memory 707.

 Further, the script programs 721 1, 721 2, and 721 3

produced at step ST721 are downloaded from the persdnal

computers 716 _1, 716 2, and 716_3 thréu’gh the Internet 710,

ASP server 719, and SAM chip 708 to the extef:nal memory 707.

The proc_essirig for that download, as shown in FIG. 118,\ is
nianaged by the script download task 769 in the SAM chip 708.
Step ST723:
The script interpretation task ;770 in the ‘sm'a chip
708 shown in FIG. 118 uses the AP méx_laéeinent table dété 73‘00;1
to 7300 3 ‘and script program to generate iC ‘card entity .
template data, .an input data block, output data block, log

data block, and computation defining data block for each
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9. A sem conductor circuit which: independently
executes a plurality of application prograns
protected by firewalls, registers in advance a
condition for allowing comunication between said
appl i cation prograns performeg,qthrough said

firewalls, judges if a communication request satisfies
said registered condition when an application program
geFeryutee Rusimgadst for communication w th anot her
application program and executes comruni cation

bet ween Blae dyapptdiost idata AOGIFed anaeﬁargeagggwihnit 765

sai d communi cation request when judging that i
sabf SEheSsai 8hi 80768 51edhnt O #1@N. 1 4. A |
semi conductor circuit as set forth in claim9, which

regi sterg dition for allow ng said

communi cateiq%n@]i‘ n dg:r mati on indicating a conbination of

an appld,cation program of .an issuer of said

conmmuni c"[tae? o % e’q‘%gﬁs“ﬁﬁ’r e I¢ SBifi%ati on t hrough

said firewall is allowed and said other application .
pr ogr am®s1 fhoans diy Ffgudis, dihec memoay I&0 foof thhe IIC 703a
claim9, which when receiving a processing request

- f fmthipeI6 utaxrd 03 stbeesstha leppldatal W88JPESE R Ansactions

correspondi ng to said processing request anong said

pliyr aibiet yasefr agitih ae WervilcQOMAIB NS ROV Ted with .
processing in accordance with said processing reques

based oRotal ghse |, e&I&@o@QQJaJc%%LQQag{; [ Wser and a service
business may also be concluded after issuance of the‘ IC caxd
703 through the Internet 710 etc.
Step ST725: |
For example, whé.n the user uses the personal computer
'705 to access the server 702 through the Internet 710 to
try to purchase a product, the server 702 issues a processing’

Al

request through the Internet 710 to the ASP server 719.

When the ASP server 719 receives a processing request

- from the server 702, it accesses the personal computer 705

.through the Internet 710. Further, a processing reques ting -
relating to the IC card 703 issued from the card reader/writer

704 is transmitted through the personal computer 705,

- Internet 710, and ASP server 719 to the SAM chip 708.

Step ST726:
The ASP server 719 outputs to the SAM chip 708 an entity

production request. That entity production i:e(’;'ue_st ‘stores
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12. A sem conductor circuit as set forth in claim?9,

whi ch transfers data acconpanyi ng comruni cati on

bet ween said application progranms using a

predeterm ned storage area of a 259 sem conductor

storage apparatus outside of sgipd.sem conduct or

circuit. 13. A sem conductor circuit as set forth in
claim12, which wites data in said predetern ned
st%?géesngéngntﬁﬁ 1585Brrcafi Shepi6grando¥03.dat a

sendi ng side and notifies the fact of the wite

oper at i ohteRi FHT2performed to an application program

of the data receiving side, and reads said data from

sai d pr efletmer the cshMt ol BY €768 Sfecd INEs 18 &PRLEF IO uction
program of "the data receiving side in accordance Wt
satrdlquest | i Lot peprold ' t & CUL L et
forth in EIai&?lZ, V\?}ich,ﬁf %gagﬁﬁagﬁ%ggér%%ﬁ%2?0$0r

said prqﬂgﬁgqg@ﬂﬁg:storage area occurs, judges the

| egitimacy of said access by a firewall and allows

access t,lglesae! CL redet erm ned stora%!egt area only for an :
access requést- HFT TR HEn dftth nltle ofl hep SAM chip 708,
senj.conductor circuit as set forth in claim12, which

s Sinithing dhg qreldding onipdges iddrthenipaiben of the

-bet ween sai d application prograns, then stores it in

sd@ caxckdottarty kst Rnge mareasentlGn AneH0OMHE Of08 is
circuit as set forth in claim9, which requests at
| seigthipatheohatdiupl A68BSHNA2EAEAPBYYLRY SC command of the
script program. If within the maximum number, it proceeds.
to the processing of step ST729, while if not, it'énds the
processing. |
étep ST729:
The entity generation task 771 , for e;:ample, specifies,
" based on the data showing the issuer of the IC card 703 stored
in the éntity prdductioﬁ request, which service businéssﬂ
.IClcard entity template'data to use and uses that spécifie&

IC card entity plate data to generate the IC card entity

~ data 773 x.

20

25

| This cor?esponds to the iﬁstancé generation shown in
FIG. 127.
Step ST?BO:
The SAH chip 708 oﬁtputs to the ASP server 719 the

entity ID of the IC card entity data 773 x géne_fated at step

- 8T729 at step ST731.
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execution of said application programto another

sem conductor circuit. 17. A program for making a

sem conductor circuit execute: a routine for

i ndependent|y executing a plurality of application
programs protected by firewal BS1 260 a routine for
registering in advance a condition for allow ng

per o mea s rrough &R L bt Rarsendhet iy g72 of the sam

performed through s rewal I’s,

i i i ication request satisfies said
BE ARt R YR = 1B A R

‘generates_a request for communication wth another
o8B e

oY 483 - and a routine for executing
communi cation between said application prograns in
accordamﬁiamﬂﬂwp;mc@ssdm@u&b&&bbpand&agueattﬂéeﬁob RS shown
judging that it satisfies said registered condition.
in FIG. 127,
Step ST732:
The IC card procedure management task 772 of the SAM
chié 708 authenticates the legitimacy of the IC card 703.
This is processing correséonding to the job Al shown
in FIG. 127,
Step ST733:
The IC card 703 authenticates the l-egitimacj of the
SAM chip 708. -
This is processing correspgndiné to the job A2 shown
in FIG. 127. |
7 ‘Accoxrding to steps ST732 and ST733, the IC card 703
and SAM chip 708 are mutually authenticated.

:At this time-, as explained eariier, in accordance with
the application element data APE being -execqted by the saM
chip '768 . the AP management table derltar.-'l_BOO__l to 7300_ 3 shown
in FIG. 121 are viewed, the key data K_CARD is aéquired,‘

and that key data K_CARD is used for the mutual authentication

~between the SAM chip 708 and CPU 751 of the IC card 703.

Step ST734:

The IC card procedure management task 772 of the SAM
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chip 708 reads and writes data required for the procedures

with the IC card 703.

This is processing corresponding to the Jjobs R, W shown
in FIG. 127.

Further, the IC card procedure management task 772
uses thé processing formula specified based on the
pre—procEséing data of the IC card entity data 773 x and
uses the data read from the IC card 703 to perform the
predetermined computatidn.processing.

Step ST735:

.The IC card procedure management task 772 of the SAM
‘chip_?OB outputs the processing result of step ST734 to the
ASP server 719.

- Step S8T736:

For exampie, the IC card procedure management task

772 deletes the IC card eﬁtity-data 773 x.

As,explainéd above, according to the communication

. system 701 and SAM unit 709, by éonfiguring'the application

pProgram APfusing a plurality of application.element data
APE and using the AP management table data and APP table

data to define the computation content of the application

-element data APE, it is possible to provide diverse services

, uéing the IC card 703.

Further, accofding to the communication system 701,

it is possible to use the AP management table data and APP
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table data to flexibly realize utilization of application
element data APE in.the same SAM and utilization of
application element data APE between different SAMs while
maintaining a high security.

Furtﬁer, according to the communication system 701,
when using application element data APE between different-
SAMs, since mutual authenticétion is performed between the
SAMs, it is possible to improve the security of the
application programs.

Further, according to the communication system 70%,
by allocating a SAM_ID of the same class to the application
programs of the same service business, it is possible to
prevent complicated mutual authentication processing from

being performed between appliéation element data APE of

application programs of the same business and thereby lighten -

the burden of management of key information and pProcessing
of the SAM chip.

Further, according to the communication system 701,

it is possible to generate IC card entity data 773 x for

‘each processing for procedures occurring with the IC card

703 ana have the IC card proqedure management task 772 use
the plurality of IC card entity data 773 _x to simultaneously
pr}odeed with processing relating to the plurality of IC cards
703. |

Further, according to the authentication system 701,
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since it is sufficient to store the IC card entity data 773 x
actually used for the processing for the IC card 703 in the
storage unit 765, the storage areas of the storage unit 765
can be efficiently utilized.

Further, according to the authentication system 701,
as shown in FIG. 127, since the states of execution of jobs
processed by the IC card procedure magagement task 772 are
managed divided into post-startup states and completed

sﬁates, after starting to execute one job, it is possible

- to start the processing for another job in the state waiting

for data from theVIC card 703. Therefore, it is possible
to eliminate the wait timé due to the transfer of data with
the IC card 703 thréugh the Internet 710.

Further, according to the authentication system 701,
the AP managemeht table data 7300_1 to 7300_3 describe in
them names showing the types of services provided by thé
individual service businesses, that is, the APE N, the‘
numbers of services used in the IC card 703, and the key
data used when providing those services. These are held in
the external-ﬁemory 707. Therefore, service businesses 715 1
to 715_3 not the developers of the SAM chip 708 can customize
their own application programs running on fhe SAM chip 708
by producing scfipt prograﬁs.721_;, 721_2, and 721_3 aﬂd
downloading them through the SAM chip 708 to the externél

memory 707. That is, service businesses 715_1 to 715 3 can
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customize their own application programs without the service
businesses being informed of the key data or operational
éommands for directly operating the IC card 763 or other
highly confidential data. Fuﬁther, the éervice businessgs
do not have to know the key data or card operational commands

when customizing the application programs, so the load on

. the service businesses is lightened.

Further, according to the authentication system 701,
since computation content spanning a pluraiity of services
can be defined, it is possible to provide diverse servic_es
combinAing a plurality of services in the range of services

which are executed simultaneous with allowance at the IC

‘card 703 side.

Further, according to the authentication system 701,
by introducing the concept of the data block , the data input
énc_l output with the IC card 703 and the log data can be easily

managed.
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Claims:

1. A data processing method performed by a
semiconductor circuit for executing an application program,

said data processing method comprising the steps of:

independently executing a plurality of application
programs protected by firewalls,

registering in advance a <condition for allowing
communication between said application programs performed
through said firewalls,

judging if a communication request satisfies said
registered condition when an application program generates a
reguest for communication with another applicaticen program,
and

executing communication between said application
programs 1in accordance with sald communication regquest when

judging that it satisfies said registered condition.

2. B data processing method as set forth in claim 1,
further comprising a step of registering as a condition for
allowing said communication information indicating a
combination of an application program of an issuer of said
communication request for which communication through said

firewall is allowed and said other application program.

3. A data processing method as set forth in claim 1,
further comprising the steps of,

when said semiconductor circuit recelves a processing
.reguest from outside of said semiconductor circuit,

selecting an application program corresponding to said
processing reguest among said plurality of application
programs and

performing processing in accordance with said
processing request based on salid selected application

' program,
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4, A data processing method as set forth in claim 1,
further comprising a step of transferring data accompanying
communication between said application programs using a
predetermined storage area of a semiconductor storage

apparatus outside of sald semiconductor circuit.

5. A data processing method as set forth in claim 4,
further comprising the steps of:

writing by an application program of a data sending
side data in said predetermined storage area and

notifying by an application program of a data sending
side the fact of the write operation being performed to an
application program of the data receiving side, and

reading by the application program of the data
receiving side said data from said predetermined storage area

in acceordance with said notification.

6. A data processing method as set forth in claim 4,
further comprising a step of, when an access request for said
predetermined storage area occurs, judging the legitimacy of
said access by a firewall and allowing access to said
predetermined storage area only for an access request judged

to be legitimate.

7. A data processing method as set forth in claim 4,
further comprising a step of scrambling data transferred
along with communication between said application programs,

then storing it in said predetermined storage area.

8. A data processing method as set forth in claim 1,
further comprising a step of requesting by said semiconductor
circuit at least part of the processing . accompanying
execution of said application program to another

semiconductor circuit.
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9. A semiconductor circuit which:

independently executes a plurality of application
programs protected by firewalls,

registers in advance a condition for allowing
communication between said application programs performed
through said firewalls,

judges 1f a communication request satisfies said
registered condition when an application program generates a
request for communication with ancther application program,
and

executes communication between said application
programs 1in accordance with said communication request when

judging that it satisfies said registered condition.

10. A semiconductor circuit as set forth in claim 9,
which registers as a condition for allowing said
communication information indicating a combination of an
application program of an issuer of said communication
request for which communication through said firewall is

allowed and said other application program.

11. A semiconductor circuit as set forth in claim 9,
which

when receiving a processing reguest from the outside,

selects an application program corresponding to said
processing request among said plurality of application
programs and

performs processing in accordance with said processing

request based on said selected application program.

12. A semiconductor circuit as set forth in claim 9,
which transfers data accompanying communication between said

application programs using a predetermined storage area of a
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semiconductor storage apparatus outside of said semiconductor

circuit.

13. A semiceonductor circuit as set forth in claim 12,
which

writes data in said predetermined storage area in an
application program of a data sending side and

notifies the fact of +the write operation Dbeing
performed to an application program of the data receiving
side, and

reads said data from said predetermined storage area
into the application program of the data receiving side in

accordance with said notification.

14. A semiconductor circuit as set forth in claim 12,
which, when an access request for said predetermined storage
area occurs, judges the legitimacy of said access by a
firewall and allows access to said predetermined storage area

only for an access request judged to be legitimate.

15. A semiconductor circuit as set forth in claim 12,
which scrambles data transferred along with communication
between said application programs, then stores it in said

predetermined storage area.

16. A semiconductor circuit as set forth in claim 9,
which requests at least part of the processing accompanying
execution of said application program to another

semiconductor circuit.

17. A program for making a semiconductor circuit
execute:
a routine for independently executing a plurality of

application programs protected by firewalls,
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a routine for registering in advance a condition for
allowing communication between said application programs
performed through said firewalls,

a routine for judging if a communication request
satisfies said registered condition when an application
program generates a request for communication with another
application program, and

a routine for executing communication between said
application programs in accordance with said communication
request when judging that it satisfies said registered

condition.




