WO 2004/ 017077 PCT/ GB2003/ 003371 1 APPARATUS FOR DETECTI NG TAMPERI NG W TH A
UTILITY METER The present invention relates to utility nmeters and nore
particularly to apparatus for detecting tanpering with such nmeters. 5
Meters for neasuring consunption of gas and electricity are well known and

many rely | ectromagnetic or electronic principles, Such neters can be
t anper ed wg‘fr}?ﬁﬁ‘g"@%& ying nmagnets to the meter in or dBFVEB2WNEWETR or

actually stop the registration of con§unption. This has resulted in
proposals to provide the nmeters or at ‘| east the active part of such neters
wi th magnetic_shiel d OWEVE i S hQ hi ons wishing to
tanmper with ABPARSTAN, ELECS ='.-‘~‘ ERIR A gnets. It
is an object of the present invention to nonitor magnetic fields in wutility
nmeters and to indicate the presence of abnormally | arge magnetic fields.
Wien an abnor mal Te Piegéntripgagioncrelatal d utitdetstasedd mbiespdraailadlp td 5
preferably recorded by the neter_in some convenient fashion, e.g. by noting
the date angparitnefosidetonting tampar@gaath suchawie’s, the renmoval of the

abnormal Ly hi gh netic field ¢ .50 be det.ected .and recorded. This
enabl es the uti IME%% %ﬁﬁ%ﬁaﬁ%?ng %orfég @@'bﬁf%aﬁr%%&te ecg?ggéaW% I ncl ude
i ncreasi Ng LAG nfaf$ el lont digctrankippktic 6f clebifonié phindipled USudOmSteed cRerd 0ds. 20

Preferably, the apparatus utilises a ferrite core provided with a coil

whi ch is usédnpecedpwish ibitepalgen swgsety tathehetehicendeb e wdutaat aduallsn or der
that the present inveniion.be nore readily understood, an . enbodinent

t her eof wil fto g’i‘ﬁ ﬁglsﬁrgégq PBS&"WH%OPB?@FJ%%?SP e?ﬁép{f@g@%%y{w © dr awi ngs,

in which: (e meters or at least the active part of such meters with magnetic shields.

{" 10 However, in response to this, persons wishing to tamper with meters have
resorted to using stronger and stronger magnets.

It is an object of the present invention to monitor magnpetic fields in
utility meters and to indicate the presence of abnormally large magnetic fields.

When an abnormally high magnetic field is detected, this fact is

15  preferably recorded by the meter in some convenient fashion, e.g. by noting the
date and time of the occurrence. Likewise, the removal of the abnormally high
magnetic field can also be detected and recorded. This enables the utility
supplier to take appropriate steps which may include increasing the cost of the
supply of the utility during such periods.

20 Preferably, the apparatus utilises a ferrite core provided with a coil

C which is used to provide a sense signal which can be evaluated.

In order that the present invention be more readily understood, an
embodiment thereof will now be described with reference to the accompanying
drawings, in which:

25 Fig 1. shows a block diagram of a utility meter provided with apparatus
according to the present invention; and

Fig 2. shows a diagrammatic representation of apparatus according to
the present invention.

The preferred embodiment of the present invention is an electricity

10 meter which may be either a conventional electromagnetic meter or a more



25 Fig 1. shows a block diagramof a utility neter provided with apparatus
according to the present invention; and Fig 2. shows a diagranmatic
representation of apparatus according to the present invention. The
preferred enbodi nent of the present invention is an electricity 30 neter
whi ch may be either a conventional electromagnetic neter or a nore WO
2004/ 01707 *BE4¥8B2003/ 003371 2 nodem el ectroni ¢ nERCECRABENST i | i ses a
current transfornmer in order to detecE consunption of electricity. It wll
be appreciated that this is sinply an“exanple of a utility which could be

netered and that the present jnvention is capable of A béing utilised with
di fferent MpIeE gectipmiemetsrvhich ghlisssq eyiEent GAUABRSTON Weer b9 dtdcdter ent-

fl ow ng subst k.0g ' 1 hi ock_ di agram of an

el ectrici tf/onr%g{}‘%ﬁgn\ﬁﬁgfreg&{cktgi Lsttvg%@ ue%‘g#r‘?ctlét%s%gﬁ&gﬁcs rlgfl)(i agl ® Electronic
neters di f £4 ufiligwhich 2dild senabteed eaid OERGD pRdsed intBitRINSis icApdthi@br el ectronic
meters do not use a neter systemw th a disc which rotates and which is
driven at beinguéilisksheittediffergpbivres of eeteu fargaeordingviie consineptinn ef ect r oni ¢
neters a(i.g%e%lﬁzlﬂect ri cibtténceonsurrpt ion by detecting current utilising a
current” dePEEtSF "eY MG PRE St m of a current transforner whose output is
fed to a COWDUtl@éfh?iﬂ%ScSqiigqu, iy SHbwsSa BIRkeliabhy ofcanstbbitivite dn Y, @
m croprocessor 11. The result of the conmputation is then recordred and

peri odi cal Wherstibisassirmed itrésran yelecronicnmatddi thlestronihenetdre cliffemfroml5 et er may
be provided w.th. conmunicatio ans Il known in the art to allow for the
neter to btéa(ﬁmté%ﬁi‘l PIQ%QIBF@‘@Wﬁgﬁlﬁnﬁr%mctﬁeﬂtrﬁﬂ?ﬁ“@ﬁ{ci TBRrers; %&Ot?ﬁ‘ﬁé Ml the neter

| s standardser with a disc which rotates and which is driven at a rate dependent upon

10 the current drawn. Instead, electronic meters measure electricity consumption
by detecting current ufilising a current detector 10 in the form of a current
transformer whose output is fed to a computation section which is preferably
constituted by a microprocessor 11. The result of the computation is then
recorded and periodically stored in a memory 12. In addition, the electronic

15 meter may be provided with communication means well known in the art to
allow for the meter to be read remotely through a commmunication link. Thus
far the meter is standard.

However, it is known that the current detection can be affected by the

presence of a high external magnetic field. The present invention is designed to

, 20  detect the presence of such a field and to cause the presence of such a field to
C be recorded by the meter and preferably also to be indicated to the user in the
hope of deterring tampering with the meter. The indication can be any suitable

visible and/or audible indication such as flashing a display or flashing a red

light. It is preferred to record the commencement and cessation of the existence

25  of the abnormally high magnetic field so that the utility provider can take
appropriate steps.

The presently preferred arrangement for detecting the magnetic field is
represented in Fig 1. by the magnetic field detector 20 whose output is fed to a
computation circuit 21. The circuit 21 mcludes a comparator for comparing the

30  output from the magnetic field detector with a threshold level which is chosen



However, it is known that the current detection can be affected by the
presence of a high external nmagnetic field. The present invention is
designed to C 20 detect the presence of such a field and to cause the
presence of such a field to be recorded by the neter and preferably also to

be i ndi catﬁd t0c4)/ i{/h% user in the hope of deterring ta&oeri n(% with the neter.
The i ndi cat P ¢H"be any suitable visible and/or ad$iBB*PA#3Ehti on such

as flashing a display or flashing a reg light. It is preferred to record
t he commencenent and cessation of the éxistence 25 of the abnornally high

prasent [y preftiue i pagenah i SPRaRALE fet eRe et e Prentote
presently p 't i S
represent ed iyl g dendtliol BE HBABRS 110 LA IHELAB AR Gite 2hdiARe ophRU i fed

to a conputation citcuit 21. The circuit 21 1nc es a conparator for
conpari ng t bemaRnesth@ittand cesvatidreofthg reaistancé o€t alabmetlyrhigh agaetitir eshol d

| evel which is chosen V\D_gg)Oel/&lég?Y PCB 2003/ 003371, 3 to indicate the
presence of figlde AsiEtianaly. |l desirge, thagiet ¢! piseiageensad iceler €221 out puts a

signal to the meyyor rec | gamencenent
and cessation of t(f%\: %ﬁg%rr?c% g%d?'htetﬂlgbsﬁgﬁlrgréﬁ?grﬁérgﬁj rgrlgr%l]ri%ﬁeéﬁ Pleld.

Addi ti onal | §etedtfngd@agnetd fieldseltaionsisistof2h iadrtarice Logastued byndifaator 22. 5 | f
one now refers to Fi this shows the preferred arrangenent for

2., th . . .
det ecti ng nqgn@mndderc? withs copk Qnsrasdafstheeoibis eaithad it eesisSteioans thisut ed by a

ferrite core, provided wt col e oft.h 1] qi rthed via a
resi stor antd (fPESHRIE tgl%ns tﬁftu?ljglsn ttﬁg d&ﬁf{lg"l}'t hreoﬁgh%ﬁeengeﬁiégﬁ r“*The ot her
end of the ghistitutdkOms tihfult€$hd fetedtopuid isofedheititle st irmafemi $siasl With a

aveformfroma signal io generator_ 23 which is shown in Figl.. In this
&mﬂ elot hgengragcpfa%s gehielr i ghown in Figl.. In this example, the signal generator

outputs a square wave which will normally result in the output of the coil being
a somewhat saw toothed waveform due to the inductance L. The slopes of the
saw tooth are determined by the inductance value of the coil L. and the ferrite
core and coil are arranged to saturate at a predetermined level of external
15 magnetic field. Saturation reduces the value of the inductance quite
substantially and this in turn increases the rate of change of the slope of the
current output waveform so that during saturation the square wave is more
accurately transferred from the input to the output. The output from the coil is
fed to an average value determining circuit in the computation circuit 21 and it
20 will be appreciated that the average value under normal conditions will be
{;.. much less than the average value of the output in the presence of an abnormally
high magnetic field which saturates the coil. The output of the average value
circuit is then evaluated. This can be readily achieved by a comparator circuit
for a simple comparison with a preset threshold level.
25 It is preferred that when a meter is constructed incorporating 2 magnetic
field detector circuit, on initial power up of the meter following manufacture, -
the ambient magnetic field can be registered and this will provide a datum level

to which an offset indicative of the abnormally high magnetic field will be
added.



outputs a square wave which will normally result in the output of the coi
being a sonewhat saw toot hed waveform due to the inductance L. The sl opes
of the saw tooth are determ ned by the inductance value of the coil L and
the ferrite core and coil are arranged to saturate at a predeterm ned |evel
of external 15 magnetic field. Saturation reduces the value of the

i nduct anceVgat@178upst antially and this in turn incriéd<dR0BRE3 1t e of
change of the slope of the current output waveform so that during
saturation the square wave is nore acdurately transferred fromthe input to
the output. The output fromthe coil is fed to an average val ue determ ni ng
circuit in the conwilt atiappreciatecluihtit # shudei det@rvéduld be witbise@ ovict ed t hat t he
average val ue under nornal conditiops will be ch less than the average
val ue of thanagaeteishiell defe they Beisicd e FREAgolRl Hgﬁeotﬁr Jretheigaaiedc field
uhi ch sat ur al B8 g sEld theddls AuRHcedf i Dtndhe WidSnY Al Hfpef bhfiltht 'S then
eval uated. THPS“cah”be T eadi y achi eved by a conparat or crrcui or a

si npl e conpafdtoRomidt Rava @r iRk 4 buffiakly high ehagndfc lfleld svhisiehasulgd t hat
when a neter is constructed incorporating a magnetic field detector
ci rcui t, Soninewitablglbepistested by dstectdieingditer fol | owi ng nmanufacture, the

nmbi ent tic,field b ' d.thi il i d dat I I
o whi ch o of 1 seeFetRERn Ut bF SbReCLER ARC Yeltel saGRBYHET et a Wi 1 “he
added. VO 20Q440%4Qére WHTEOB3IN83 D6 alferhdtingianld &ﬁ%cﬁﬂ@?%ﬁcaﬁﬁés that the

(0]

above detector could be utilised with a magnetic shield for the neter. If
t he magnet i end ihet becdnseformite maderéals areanasyl to Bumns thederrite cetgicande madn thi s

“@‘I oo o strddiet SR R AR o o ot
10 Various modifications to the circuitry are envisaged and various
components of the meter may be shared with the magnetic field detector. For
example, rather than using a comparator at threshold level, the microprocessor
may be utilised to evaluate the output of the detector. This may .require a
separate A/D channel being available. Also, rather than having a separate
15  detector core, it is possible to modify the current transformer or power supply
transformer for an electronic meter by adding an extra winding which will be
supplied with the detection waveform. This, however, may require some
additional computation for the actual meter reading so as to avoid false

readings due to the presence of the detection waveform.

20



5 inevitably be detected by detector circuit. Additionally, it will be
appreci ated that the detector coil provided with the ferrite core will be
able to detect both alternating and direct nagnetic fields and that because
ferrite materials are easy to form the ferrite core can be made to detect
omi -di rectional magnetic fields. 10 VariQus nodifications to the circuitry
are envi saged and various conponents of the neter may be shared with the
magnetic field detector. For exanple, rather than using a conparator at
threshol d | e¢diAIM¥ie nicroprocessor may be utilised to evaluate the output
of the detector. This may require a separate A/ D channel being avail able.

Al so, rather than having a separate 15 detector core, it is possible to

nodi fy the currentad EROSéAE RElityOmeReWBMpEMAR ¥eant rf&“&ét@étfﬁ%rc&l%m?@o of a
el ectronic nmeter by adding an extra wi nding which will be™ suppl d' Wth the

det ecti on wavef or milifthi weansofwy éndicating ttheqmstul& obnthe dadetitiohoasd memmpufoat i on
for the agtual netger rea S0 _as t.0 avoi r eadi ngs dj o the
presence Of the dgf E‘?%ﬂl’%%i%ﬁ%?%" 7AY m%gngtlc aiﬁl\glgq&tm}gﬂogp@gt%n{n@ter
utility meter COWWHeﬁélﬂgthgeﬁﬁFnétﬁr fieRl @6lebiich GRMPYMREIEEs Qf detecﬁ%ﬂ | die¥it
means for indicating the results of the detection and neans for 5 detecting

the presence of almediagiap industancer thgidetectioy naans ufmher lrempeising avvevefonnt he
magnetic field detection maan i ncl a det ctl II‘CUIt i ncl udi
i nduct ance, the dé?ﬁ%?‘io{)rfo g f 3%8‘3'%%% %&%?twlrﬂﬁh@‘gg%r f or
appl ying a detect 'aﬁﬁlyéﬁ'ﬂg'ﬁ&ﬁﬂdr%ofﬂ@ﬁnﬁ@ﬂﬁ%d&fbrﬁi 6Lﬁ§lhttfr(§ifﬂ%ﬁaﬂbtecnon circuit

10 with a predetermined threshold in order to detect the commencement and

cessation of a magnetic field originating from outside the meter.

2. An electronic utility meter according to claim 1 further comprising memory
means for storing the occurrence of the detection of the magnetic field.
15
3. An electronic utility meter according to claim 1 or 2, and wherein the magnetic

field detection means is used to indicate the removal of the magnetic field.

4. An electronic utility meter according to claim 1, further comprising a real time
20 clock and memory means for storing the date and/or time during which the

detection of the magnetic field has occurred.

5. An electronic utility meter according to claim 4 wherein the magnetic field
detection means is adapted to provide the memory means with the date and
25 time from the real time clock of commencement and cessation of the magnetic

field originating outside the meter.

6. An electronic utility meter according to any one of the preceding claims,
wherein the detection waveform is a square wave and the analysing means is

30 adapted to determine whether the output waveform is substantially identical to



anal ysi ng nmeans for conparing the waveform output fromthe detection circuit
10 with a predeterm ned threshold in order to detect the commencenent and
cessation of a magnetic field originating fromoutside the nmeter. 2. An

el ectronic utility nmeter according to claim1 further conprising nenory
means for storing the occurrence of the degfection of the magnetic field. 15

3. An electronic utility neter according to claim1l or 2, and wherein the
magnetic field de ection means.is indicgte the renmoval a .
et i ¢ 16l d. 4 adetsehen SONFiorah Hercy RRtBnG Beb ahroproe) THreneie £ i ¢ her

conprising a real J:Lém 20 clock and nenory neans for storing the date
and/or tinme during which the detection of the nmagnetic field has occurred.
S. An electronic utility neter according to claim4 wherein the nagnetic

field detection nean is adapted to prOV|de the nennr ans he dat e
and 25 time fram“\”né GeHMIC Pﬁ]étch‘S’i?R ageordfigntth CB’?§¥AIP% (18ISt he

magnetic sfield orggiaal hehdueiaatdR lﬁhef%ﬁh%facéﬂ v ng Bl Yefritt blel t Y
nmeter according to any one of the preceding clains, wherein the detection
waveformis a square wave and the analysing neans is 30 adapted to
determ ne whet her the output waveformis substantially identical to 6 the
detecti on waveform thereby indicating that an external magnetic field is
present. 7. An electronic utility meter according to any one of the
preceding clains, 5 wherein the inductance is in the formof a coil wound
around a ferrite core.



