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[ 0001] The W egsmeedhvention relates to the field of companiicabG4ONSIT2
systens, and, nore particularly, to client-server comunications and

rel ated nmethods. Background of the Invention [0002] One way in which
applications communicate wth one another is to use a client-server

rel ationship. In such a relationship, one application functions as a
client and provides an interface to the wuser. The other application is the
server application, which resides on an application server and is
responsible for the majority of conputation and/or data processing. [0003]
This client-server relationship can be extended to Wrld Wde Wb
applications where the client application (typically a Wb browser) and
the server CcEOPRABIRCARIOND IYSTERY| PROVIDING cENEANCHD t BIENRTit 8EREER W | |
interact. One approach fooMARNECRBEONS CANE RESRTER MEpPRODEat i ons to

comuni cate with one another is to use hypertext transfer protocol (HTTP)
as a request-response protocol, Tradltlonally, HITP is used on the Wrld
Wde Web for browser clients t3r-SA0 SBEHPIS2004/ 005472  access

and downl oad ggent fram | nteLoet Y#@eﬁtwﬁ&@leégr@o gggpy&bme of

environnments (e.g., home, corporate network, etc.). [0004] Many conputi ng
enV|ronnentsqmmmunk;auxﬂn@rsysb@msstan@xeﬂoranparbmauieylyo their users
when the user |s act | ng, n.the_confines , of Tagegrgggﬁggg conput i ng

envi ronnent . For %(%ﬁﬁ %%W%R&%?%l%%%rand te

Background of the Invention

[C6002] One way in which applications communicate
with one another is to use a client-server
relationship. In such a relationship, one application
functions as a client and provides an interface to the
user. The other application is the server application,
which resides on an application server and is
responsible for the majority of computation and/or data
processing.

[0003] This client~server relationship can be
extended to World Wide Web applications where the
client application (typically a Web browser) and the
server component (a Web or application server on the
Internet) will interact. One approach for Web-based
client~server applications to communicate with one
another is to use hypertext transfer protocol (HTTP) as
a request-response protocel. Traditionally, HTTP is

used on the World Wide Web for browser clients to



may have access to proprietary corporate databases while using his desktop
conputer in his office. However, when a user is outside this environnent
(e.g., theyasweor®son the road), he may still require acpesggiszicnsiieh
functionality. [0005] Mst conputing environments all ow connections
originating wthin the environment to outside |ocations, but connections
ori gi nati ng outatcest hend edwiinbomentoarent eSteiciedefnom Hebessi-ng the

environment. This is, typically acconplished through the u . irewal |,
for exanpl e. Fd??%%ﬁrn)%gpékﬁ%b %%%%E??%%n %v?%b%hbn%gm?arﬁﬁggg%gg rict
out bound net worktwermecdi®ns. to access only HITP services. This nakes it

difficult, if not inpossible, for a roam ng, user to access inEortant
functionality of0%¥Vi cedFRBNFORPIt RSt RRY BECPEBHDYE i RGOBAGEr SAREBNPY [ 0006]

The probl emis perbaps; Mbstq PEEYAE £0ha1Pfy HOMErbLASedsHSEer fheffoEngxanpl e,
it is difficult t'or users to connect fromtheir personal conputer at their
home to their coreorid esenversidiinorike @oufabespodrhihi ghospebddWeb- based

connection often requires client software on the hone i or a
secure token fcﬁomgﬁl%ﬁﬁn?Q¥&¥%ﬁWe?int¥§§ %%ﬁpg%étac%?%ggg?ggnggggy not

SUpport cor por ai£y acoRs Sadsd 9 Personaticoaput esspori080dht¥asseHs pri or
art approaches have been devel oped for allow ng users to _access

i nfor mati on fr oM Butai o by Aetied coriritt sy eavit®nfehtceBy way of 2 WO
2005/ 020037 PCH%Hﬁ%QQﬂ/Q9§§¥%a @g@gﬂ&gzoé?gq@gryhfgoeﬁgggbhﬂgggayg_g_,

Software, Inc., I's a software service that provides corporate users with
Wi rel ess accessltte udwei ricorporlat eceadini |hagiag atiwrebassrhandherd

device. In partjcul ar, fﬁﬁg¥iénality.
[0005] Most computing environments allow connections

originating within the environment to outside
locations, but connections originating outside the
environment are restricted from accessing the
environment. This is typically accomplished through the
use of a firéwall, for example. Furthermore, some
computing environments further restrict outbound
network connections to access only HITP services. This
makes it difficult, if not impossible, for a roaming
user to access important functionality or services from
his protected computing environment.

[0G0s] The problem is perhaps most prevalent for
home-based users. For example, it is difficult for
users to connect from their personal computer at theilr
home to their corporate servers at work. A dial-up or
high-speed Web-based connection often requires client
software on the home machine and/or a secure token for
authentication. Furthermore, most corporations may not
support corporate access using personal computers.
[0007] Various prior art approaches have been
developed for allowing users to access information from

outside a protected computing environment. By way of



messages that arrive in a user's corporate inbox are encrypted and then
delivered via the Sycmmetry Pro software service to the user's wrel ess
handhel d d&Qi2e®/02§03008] Two ot her prior art approaches i natnmkod/0es72

Ext i ngui sher and Gau HTTPTunnel .. Both of these products attenpt to
encapsul ate TCP traffic over an HITP connection, acting as a generic

bi -di rectional FrERPLe, YEXTEAE YsiFgii frahtl "doaiaye 16 OF et oaches is
that they may ngt sBrQVLGe 8.083ideed H:RYelr Lfi gAUtNENId cAld QlLd . RiQhect
secure comunications in certain applications. Su ry of the Invention

[ 0009] In view vfireheskoregeissg tvadkgrioumdrporaits a-merigf orsiran 2obj ect of
t he present inv%@Ei nto p%%%iq% davconnu&icatigns ystenkmhL%h provi des
enhanced client - "5&rV&F ggnnuﬁicatﬁoﬁcféat&rgér i Tt &d hods. [0010]
This and ot her abieatss h@atunesivandn advartagesdripACLQ daire: wWrdd the
present invention are provided by a_comunications system whi ch may

incl ude an appFPEAYPSRIseRFet-ngRd dgtl iveasd ghe G19hFrYevi ce for

processing requesks,Lr-emseng2R0LReL o The al 5 Leagh LQne eommniLati ons
devi ce may process requests using a hypertext transfer protocol (HTTP)

client applicatgphgetor exanple. Furthernore, the systemmay al so include
an HTTP server Lhterfacin he HITP_ c¢lient applicati.on.wih _f.he
application ser@géph$he §¥?ngéﬁ5epr§ﬁa £RE BPPR G SR ¢ &%4%%#%5? may
format requestextOnbeisnaruaheatad Hirerehahween pvicd dre tHadeeeldudt saan

HTTP format, and each may provi de 3 WO 2005/ 020037 PCT/ US2004/ 005472
addi tional statB‘FABENRPi BACAPEHIRRE MFTPLrafmdct yer an HITP

connection, acting as a generic bi-directional proxy.
Yet, one significant drawback of such approaches is
that they may not provide a desired level of
authentication to protect secure communications in
certain applications.

Summary of the Invention

[0009] In view of the foregoing background, it is
therefore an object of the present invention to provide
a communications system which provides enhanced client-
server communication features and related methods.
[0010] This and other objegts, features, and
advantages in accordance with the present invention are
provided by a communications system which may include
an application server and at least one communications
device for processing requests from one another. The at
least one communications device may process requests
using a hypertext transfer protocol (HTTP) client
application, for example. Furthermore, the system may
also include an HITP server for interfacing the HITP
client application with the application server. The
HTTP server and the HTTP client application may format
requests to be communicated therebetween via the

Internet in an HTTP format, and each may provide



requests recogni zable by the other for authenticating the application
server and the HITP client application to one another. Furthernore, the
HTTP cl i entwoapglazeet’i on may request a first universal resmwosood@cator
(URL) fromthe HTTP server for accepting work requests fromthe
application server, and request a second URL different fromthe first URL
fromthe HTTP &E8fvErofgl Féspendindgree bwerk vidduddts Higmtdaatdmst i cati on

server. [0011] é%&%‘éitgg'rlécoaﬂﬁﬁﬁ%%”% C%%ieo%scéa%\@tﬂ .a%&%&%%%%ﬂ%’

all ows data or applications In a protected conputing environme
(e.g., a corporahe apptidwoek)lonosbevsecanel yhacdEsyed lhyents ercp ket iaut si de

of the environnent. That is, the at_|east on C ni cati ons device may be
| ocated within ﬁeonﬁr8?85535‘eﬁVF%Bﬁﬁ@ﬁFeGeiﬁgi?ﬁqﬁé 3§’n3'esktop
conputer). SincegpphecEtIBnChhentcanpkicat irgR sanch HLER s a8 meeiogEmuni cat e
using HTTP requests, the HITP client agglication and HTTP server may
advant ageousl y L1e6aRtni dHRE) t hrotighhs HETRoSRIpeM frdsenreR iy woster net

traffic (i.e.. HIAELPLMRLLA:LEAUBSTIART ool BRARASESLIThUSy AUSEr TRY

access the conmunrcations Vi ce various applidations i'nformation

(e.g., e-mil,seabedddRs, decbheaens, febn. rhehifdh siayRot Herw $he BETH ocked

by a network firewall. .Moreover, ,use E% the first and secong URLs al | ows
g

the HTTP serverSto’ fbr&° r AP PYUREt FRgUPSK ZRGUSENS9E TPBGESt s comi ng

fromor going &eptheatidR skieat. application. [0012] Mre particularly,
the additional state information may be a gl obal unique identifier (GU D)
associ ated wit hiR$ELHTTP 2eFerdingpyi chbporOMmBadicaiérals| FyStrB HTTP cli ent

affLifﬁ;ion and, &hen HdEou Sy Vel 1505 L BgE 2 PLRVLAR1SBAUERELENG ; LRL Ar gat i on
protected computing environment (e.g., a corporate

network) to be securely accessed by users when outside
of the environment. That is, the at least one
communications device may be located within the
protected environment (e.g., a user’s desktop
computer). Since the HTTP client application and HTTP
server communicate using HTTP requests, the HITP client
application and HTTP server may advantagecusly
communicate through a network port reserved for
Internet traffic (i.e., HTTP formatted requests and
responses). Thus, a user may access the communications
device and various applications or information (e.gq.,
e-mail, calendars, contacts, etc.) which may otherwise
be blocked by a network firewall. Moreover, use of the
first and second URLs allows the HTTP server to more
readily distinguish and manage requests coming from or
going to the HTTP client application.

[0012] More particularly, the additional state
information may be a global unique identifier (GUID)
assoclated with the HTTP client application.
Additionally, the HTTP client application and the HTTP

server further provide sequencing information with the



4 WD 2005/ 020037 PCT/ US2004/ 005472 HITP formatted requests. The sequenci ng
informati on advantageously allows a given response to be matched wth a
respecti ve WEGO&¥12003urt hernore, the HITP client appli cat?oniusmdi/bdser2HTTP
server may format the additional state information as HTTP headers for
respective HTTP formatted requests. [0013] A nethod aspect of the invention

is for interfadildd drrappiticchticon sdrerihd W IEStY o OTgHimAT cat i ons
devi ce using an HUTR SJ\811,ThE 1 ARPIJ CALIAN Servslsand, the r@%ték@@&t one

I
client communications ‘devicé may be for processi'ng requests rom one
anot her, and t h&idth leastspend igenmetiveast .onidiridevinge:avayt iy U3 gletpest s

using an HTTP client. _applicat, on. t hod may include fqormatting
requests to beagg%jfﬁﬁi%(:léjtneén egv%@elﬁt%ﬁgeﬁfﬁ%é%\}’e&%ﬁ%% htgw?-ﬂ'TP client
appl i cation vi aatlye tirhennetaice amfdbkRBtfiommats Amend ny=ed 6 nghaddi tional

state information with the HITP formatted requests comruni cated between
the HTTP servefF©§rgtRESHIFB cFPeRe tass! iteatussitS-or  aut henticating the

application serygpiafgd thg H@_Iﬁod(:lais?_@tcta%? LGRL 1:QR LR 1€ ahather. The
respective additional state information of the HITP server and the HITP

client applicatiohewdychbagr ecognbzabkéiby ke veot kexd aNbrlemsdr orat the HTTP
client applicat iCon -y fitrig}lsu ieV‘;?_rSeal r.esourc%g] cator (U may be
requested from PREUATTR 48P G el oF aggé&gi r?é’ g F@&J&H‘s om the
application seruppliandianseeondrURhddithkerent chiseamoriche fiigrst URL nmay be
requested fromthe HITP server for responding to work requests fromthe
application sefPERURBFREROPBSERVHEPOR2ET PPhd Oy RHOFGS SIng requests

from one another, and the at least one communications
device may process requests using an HTTP client
application. The method may include formatting reguests
to be communicated between the HTTP server and the HTTP
client application via the Internet in an HTTP format,
and providing additional state information with the
HTTP formatted requests communicated between the HTTP
server and the HTTP client application for
authenticating the application server and the HTTP
client application to one another. The respective
additicnal state information of the HTTP server and the
HTTP client application may be recognizable by the
other. Moreover, at the HTTP client application, a
first universal resource locator (URL) may be requested
from the HTTP server for accepting work requests from
the application server, and a second URL different from
the first URL may be requested from the HTTP server for
responding to work requests from the application

sSgerver.

Brief Description of the Drawings

[0014] FIG. 1 is a schematic block diagram of a
communications system in accordance with the present

invention.



[0014] FIG 1 is a schematic block diagramof a comunications systemin
accordance with the present invention. 5 W 20M 020037 PCT/ US2004/ 00 472

[ 0015] FI GWQ 2p&5/0800BF ow di agramillustrating a client-serEruS2004/005472
conmmruni cations nethod in accordance with the present invention. Detailed
Description of the Preferred Enbodi nents [0016] The present invention wll
now be descri bed®CdBde fuFEy-hér éfnaf et Feferlddde e THY dconpanyi ng
draw ngs, in whighcpreteried eshpdhrents ordf ddedanvention, ale showny, This
invention may, however, be enbodied in many different forns and shoul d

not be construethaspkiretieditygenhécanbodi nents set forth herein. Rather,

t hese enbodi nents Y8 R oev' %%dscr%_o étihat éé‘i&gifcé slyrr&edv%'l1 I (ngtggé ough
and conpl et e, andwm%ilf—é—ky—eeﬁ-\;’ey—ﬂqﬁie—eeepe—é—%reﬁ—we' t hose
skilled in the aobieli ke nuabprsseaternvenltiike wehenerks Hehreughawed [ 0017]
General | y speaking, the_present invention allows an HITP client to act in
a server capaci FgE@hfrélYshrFPipaFEew HgticeepeegnarTPocitbént behavi or. The
i nvention thus adugntageons! Mré&hﬁﬁ@,aﬁ' WBAkn ?ng'e%te'do% B3R S
protected conputing environnent (é.g., a corporate network) to establish a
secure connectpéntiapt hnaanthoerast sbrvince &hdst hemenégspondiayo requests

froman authentjcated user (e,q., the user's ,.hane c uter or wreles
comuni cat i ons i&%‘("/?‘é%ff gfoéﬁ%?dﬁ%?ellpi Wan?’nfiﬁggﬁfﬁl“?’g&ﬂrﬁs f,nda Smigzsed
client-server cosupecabhebsusystentifdtes tior she depeodibedtsThetsystem 100

illustratively includes an HTIP client_or client application 104, |ocated
in a forth herein. Rather, these embodiments are provided

so that this disclosure will be thorough and complete,
and will fully convey the scope of the invention to
those skilled in the art. Like numbers refer to like
elements throughout.

[0017] Generally speaking, the present invention
allows an HTTP client to act in a server capacity while
still following accepted HTTP client behavior. The
invention thus advantagecusly allows a client
application in a user’s protected computing environment
{e.g., a corporate network) to establish a secure
connection with an Internet service and then respond to
requests from an authenticated user (e.g., the user’s
home computer or wireless communications device).
[oo1e] Referring initially to FIG. 1, a Web-based
client-server communications system 100 is first
described. The system 100 illustratively includes an
HTTP c¢lient or client application 104, located in a
protected computing environment 106. By way of example,
the protected computing environment may be a corporate
network 107 having a plurality of communications
devices 108a-~108n (e.g., personal computers (PCs))
connected thereto, and a firewall 72 for limiting

external access to the network, as will be appreciated



protected conputing environnent 106. By way of exanple, the protected
conputing environnment may be a corporate network 107 having a plurality of
communi cat iWAg005dewisces 108a-108n (e.g., personal conput emsT(dRE8)4)005472
connected thereto, and a firewall 72 for limting external access to the
network, as wil| be appreciated 6 WO 2005/020037 PCT/ US2004/005472 by
those skilled i vt hBO&Ft kil leHodPd the Rstted Ithahondis e rivaed rdwdl | 72

and net wor k 107wﬁ£@6898$mf§?ew§@@aﬁ%t &y n%@%%%kf o7chad Rk as

illustration, the wvarious firewal etwork routing functions
per f or med therebypaaytbeeuambehenﬁed mﬂamneyopfnuﬂéusmebmabb seheers or

ot her devices, as_w| ? aggieciﬁhgd gy hose skilled in the art. [0019]
The HTTP cllentvﬁﬁb?FEa i-of" BB ERESs TOBE G0 SERCSHAEy with an HTTP
server 102, whigbripfrhbe tREeSBH mayanRl enbs ephsicde ihhenpr otealed

conputing environment 106, via the Internet 109, for exanple. The HITP
server 102 il uBEFEPTkeFyrEBnfUAFcatberwWiEN188S, appl Méatdi &8 server 101 to

retrieve or thﬁﬁéﬁ%éﬁgtegpgylgggggn E%F?Eﬁdlﬂakﬁe Ln.one exenplary

enbodi nent server fo a service provider that
interfaces userE0@®h theTherEﬁﬁéctﬂventcappmmcaauoonﬁoéewpm@snlﬁaae£08n

wi thin the protect 0 enyj| ron 106. Accordin .. the
appl i cation servert ﬁ%ﬁtﬂg %£9f8F¥be?Pgﬁﬁ#ﬁgsgrﬁﬁflgagrigbﬁﬁhOFn the
aggregation seryr@g@n@s¢ﬁgmpm@ HThusehver tA82pkercpEeM demdatingerface to

a user's conmuni cations device 108 within the Erotected conputing
envi ronment 1068 ESTORPEIL pROGeskirbEREf GRERBREBelBRy EPrcBEpEB Lot RbE

types of data gmyp he, arcespesl §§lﬁ§{:kat§§e%| LoRGuARBLEELALEE, By those
skilled in the art. A user coul en access
application server 101 to retrieve or process any

application-related data. In one exemplary embodiment,
the HTTP server 102 may belong to a service provider
that interfaces users with their respective
communications devices 108a-108n within the protected
computing environment 106. Accordingly, the application
server 101 may be for performing e-mail delivery or
aggregation services using the HTTP server 102 to
provide an interface to a user’s communications device
108 within the protected computing environment 106, as
will be described further below. Of course, other types
of data may be accessed as well, as will be appreciated
by those skilled in the art. A user could then access
the e-mail {or other) data collected by the application
server 101 via a home computer, wireless communications
device {(e.g., a personal data assistant (PDA)), etc.,
as will also be appreciated by those skilled in the
art.

[0020] In accordance with the invention, the HTTP
server 102 and the HTTP client application 104
preferably follow accepted HITP server-client behaviors

and/or relationships. This allows the two to



the e-mail (or other) data collected by the application server 101 via a
home conputer, w reless comunications device (e.g., a personal data

assi st ant OFQ%$TKV@FE as will also be appreciated by tRPSIURIHWEG2| n
the art. [0020] In accordance with the invention, the HITP server 102 and

the HTTP client application 104 preferably fO||OM/ cepted HITP
server-client b&ERIVErE2EndFIRYr 8 SEGHe nefﬁo§%a99§ESRQﬁ?ﬁKﬁ? ¢ wo

2005/ 020037 PC4&H§%QQ@&OQ§4E2 ngmqnmgg&@lgslQgpad@qth@kQQ;mgiwprk port
reserved for Internet (i.e., HITP) traffic |caII§ port 80) wi t hout
bei ng bl ocked byitheufi @W&HIb?ECk?@thtﬁéer¢Pew§éﬂv P - 1G%ﬁandfﬁh@Tﬁpr

cl i ent_appl i cat Lon104185e glsenDa Abhe e Logant.addid ironalast aheo

information into requests and responses gni ze state information
i nserted by thebotheabl@O@@lﬁnbar&haduhkushaatedaé&ba@ﬁw&n@iﬂdmauﬂﬁqyn

application 104 is an "intelligent" application that nn on .a
G i - R T Lk M S0 SELLE: eV
client applicatigBe104g ggt@hglghgéran out bound network connection to the

desi gnat ed HTTP server and requests a specific uniformresource
locator (URL) tHKBP2ELdom [A 5aa|ﬁ&éﬁstrﬁﬁ@dH¢mboénm@ﬁ¢raﬁﬁﬁ Gatieat 104

provi des additi h et ue pe i I I
uni que |dentlf?ggh%%gg%§htgggh%§H%$P 28?§%g§%3n§ QFE§%§%§§§% %$%#S¥S

est abl i shes a sennapegmaneat coopnéeti an that ussr’ avambabheeﬁomom@@ﬁwﬁﬁP

bei g bi ocked Byt RePREFEwRPP 73hT BE5E) chbrE s peRLrTeLiry e

application(s) &ypabDgshes an outbound network connection to the
designated HTTP server 102, and requests a specific
uniform resource locator (URL) therefrom. In.addition,
the HTTP client application 104 provides additional
HTTP headers, such as data specifying a glocbally unigque
identifier (GUID) to the HTTP server 102, for example.
This establishes a semi-permanent connection that is
available for the HTTP server 102 to use for accessing
the HTTP client application 104 without being blocked
by the firewall 72.
[0022] More specifically, the application{s) running
on the application serxrver 101 is now able to access the
HTTP client 104 from outside the protected computing
environment 106 by making a request to the HTTP server
102, When an the application server 100 makes an
indirect request of the HTTP client application 104 via
the HTTP server 102, the HTTP server 102 in turn
formats that request into a valid HTTP request. This
request is then encapsulated into an HTTP response to
the HTTP client application 104. The response includes
a header section, which includes both data required by

the HTTP specification as well as additional state and



on the application server 101 is now able to access the HITP client 104

fromoutside the protected conputing environnent 106 by making a request
to the HTTPYOafRa2003102. When an the application server 10@Tedees: G672

i ndirect request of the HTTP client application 104 via the HITTP server

102, the HTTP server 1Q2 in turn formats that request into a valid HITP

request. This FEGIESCTS thdr TERcdrSuIrAIEF S8t & Yark T HE TR sons®” t'P2 1 he

HTTP client applineati 88ql04ecthed, espanse ;imahides 5 & headefrSeadd M Whi ch
i ncludes both data required by the HTTP specification as well as
addi ti onal statd088d1 8 WBh2003hg20037 RCTEUS26M41085472n sdbaradaiges

information injecte he HITP.server 102, .,and a body_ .section, which
i ncl udes a full%ﬁ?Tge?éahggf.lx[&62§¥%@h§%%ﬁhgoHﬁﬁS%ﬁ%(3 eaﬁﬁﬁﬁ%%ﬁ?on 104
receives the resggnsehich iisclihersabhe Hro rageess dh)e wrasponse-tady, which

i ncl udes an HTTP reguest whi ch further includes both a header and body
section. The HTHPCLEFEENPOAPpRI kaersh 204 Poher AR + FhctHIFF t he

request and gat hekchheagpphepkiiahe 10asykt sniased 1t hereon. Jheyesults of
t he requests are then <conmmunicated back through the HITP server 102 to the

application servernugdl Bydcoataeti figet heprHPPRisadeveresudid rekdary a request

of another URL di nt .t han_th first. URL noted above. .This HTTP request
encapsul at es aghgﬁgéﬁfeg%gnggfuéﬁgrgft%gergagggﬁ%ﬁeﬁﬂé?ézEﬁ%lude required
data as wel | ascemaughcstatiebapkothmbiigh tae dlrfewskhe T HR2Sarvahel02 to

associ ate the encapsul ated respon i The request

28 m%th a ErevLous request.
body includes @PPultaHFIP PEEBGHS Ol Y24PnFRCkEESr dafc e iR (FeavET
particularly ag¥anhagenysaaspgabsef okhgnbPXent U8R, dif®erent than the

first URIL noted above. This HTTP reguest encapsulates
an HTTP response, where the request headers include
required data as well as enough state information to
allow the HTTP server 102 to associate the encapsulated
response with a previous request. The request body
includes a full HTTP response.

[0024] In accordance with one particularly
advantageous aspect of the invention, the
communications device 108a may function as a shared
interface allowing the application server 101 to also
access user accounts assoclated with the communications
devices 108b-108n. That is, since the communications
devices 108a-108n are connected in a network
configuration (such as a local area network (LAN) or
wide area network (WAN), for example), these devices
may potentially access user account information stored
on the network 107 (e.g., on a network server}, and/or
on one another, as well as other network data, as will
be appreciated by those skilled in the art. By way of
example, the user accounts may be e-mail accounts, but
numerous other types of information such as

address/contact data, calendar data, etc., may also be



conmmuni cations device 108a may function as a shared interface allow ng the
application server 101 to al so access user accounts associated with the
communi cat i ALY Ees 108b-108n. That is, since the conmAGHIERINMNGST2

devi ces 108a-108n are connected in a network configuration (such as a

| ocal area network (LAN) .or . .w de area network (WA far exanpl e) hese
devi ces may potaecncfg’lgsaslef y A dE W%‘cﬁﬁt%?ﬁ’or%@ oﬁh%lf‘g? gtghe O%T#%e
network 107 (e.g:lieort aappelliverdd SLIIMEr )is aidl Prin o ones anotdres, as wel | as
ot her network data, as will be appreciated by those skilled in the art. By

way of exanpl e, SRS Lo (ftvs Geayt AR e -Itaite @GR 2 IMRMS Lnumer ous

ot her types of iyt iom - safdress/ contact. 4af a, ﬁpglegﬁjii ta,
etc., may al so t?elf 9 WD 20 /026%;7 PCT/ USZO%%EO:LS% 2 acecesse In this
manner. As suchadaves tuseugRadeeniETR s seldiertecapypltitcattiteer 104 is only
installed on th i_cations, device.lQ8a, 4t may advantageously provide
a "gat eway" for%toﬁgn@%p alccé‘é)tnisoﬁlegérc\efzgr 1:?83%_€(§8’Hc€yéssswﬁ}gmbegccounts

associ ated wi t hapiphercicemTugi cabisens kdaviees nl A8k 108n, @ Wddsde it

appreci ated by those skilled in the art. O course, it wll also be
appr eci at ed t hat'tdls@p&Pate BPPPeCERERE tagy ifc MGReT atcy g Flerthst al | ed

on one or nore abp1tharabhen oORBURLC AL 9.?\%*:%@@ CeS L QiR 1081 d desired.
[0025] Turning additionally to FIG 2, a flow gl agramillustrating the
deci si on path t §hgorhber chenuHITRtdbnentieapoleisc 08k 104, t ¢ ft ke HTEERI .

f

server 102 is scriped. .Before.the illustra pr.oces | ow begins
(Bl ock 200), thzefﬁ’ﬁﬁ cli 2?%?“&8& ngﬁitcésﬁnf&&yi ° itﬁﬁ%t'alzlfed‘ & Fhe

comuni cati ons despeanlO8aukBrhbengprateated s6ORPwhithY teN\oreRENt: 106, |t
shoul d be noted

HTTP client application 104 to the HTTP server 102 is
now described. Before the illustrated process flow
begins (Block 200), the HTTP client application 104 is
installed on the communications device 108a in the
protected computing environment 106. It should be noted
that in some embodiments the HTTP client application
104 may instead be installed on a network server, for
example, and provided the shared or common access
functionality for multiple communications devices as
described above. The software could advantageously be
downiloaded from the service provider hosting the HTTP
server 102 and application server 101, for example. For
purposes of the present example, it will be assumed
that the HTTP client application 104 is installed on a
user’s desktop PC in the protected computing
environment 106 (i.e., on his desktop PC at work).
[0026] Upon installation, the HTTP client
application 104 is assigned a GUID, which is saved in a
knowledge base (not shown) accessible by the HTTP
server 102 and/or application server 101. The HTTP
client application 104 supplies this GUID in all

communications with the HTTP server 102. The decision
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that in sone enbodi nents the HITP client application 104 rmay instead be
installed on a network server, for exanple, and provided the shared or
common acce¥8 2065meddonal ity for multiple conmuni cations dei/CEs04a®3472
descri bed above. The software coul d advant ageously be downl oaded fromthe
service provider_hosting the HTTP server 102 and application server 101,
for exanple. For*lPusssless dfitthe i ebeit eI, 2 i $e9% 1 o1 bef asBanBBIPt hat
the HTTP client appld IOn: i dS dgstal | ' t .in the
protected conputing 1%%%#9%ﬁ#§%fhid%ﬂ%i.ejsg%gﬂﬁﬁ%uggﬁit%%ggééa?@%§$%§.

[ 0026] Upon i nsttdld aricdrectare 9MER e mnv iappinaat | 106 104t i Blaski ghed a

QU D, which is ved j.n know edge base (not, ,sh access] bl e by the
HTTP server 10 éhé?%?mgﬁﬁlﬂggii 3%é¥V%Fgfbf3“% Tﬁfl%¢?ent
appl i cation 104 apyyifldaas drhii0 Gulddr n.edving amaIn tatd®nsom the t &ee TP

server 102. The decjision 10 WO 2005/ 020037 PCT/ US2004/ 005472 f| ow begi ns
with the user r@FnitRg &Ts&ddigipest ke adrTEhe HIgHR abineArphiadzien t he

conputing devi cgok08Rey of RYPIRLECHED £ YRHE TG eMLFONEN | 106, Al Bl ock
201. For exanple, t enUsgr may run the HITP cjﬁg%t app |cat|b%9€04ﬁ%%§n

| eavi ng the of f P8&,f enct Helegdfiimg idrsefldr variexlendad parplodind hehddTTP
client applicatj 1 en npect i to.t.he HTTP server 10 at Bl ock
202, and identiF?gg’igge%ﬁoﬁ%iéggﬁy&%f Eﬁﬁﬁiﬁ%ﬁfﬁﬁu?PHiﬁﬁit%ﬁ“ Btk 206
The HTTP client thppl ireglicen s1@4 £iten deeguestes adll rsd dedicated R 1©

indicate that it is ready to accept work requests comng fromthe HTTP
server 102. [0027] “$REYHFPPASELPEr WOEE tReMSFdSt Grome ndutrdntliatiBi t o

ensure a successgul,cgomngecti on, at
[0027] The .HTTP server 102 then performs
authentication to ensure a successful connection, at
Block 208. If the authentication succeeds, the HTTPE
server 102 then waits for a response, at Block 212. If
the authentication fails, a failure message is provided
(Block 210), and the HTTP server 102 loops back to the
original starting peint (Block 200). The HTTP server
102 does not proceed until a successful authentication
is registered.
[0028] As noted above, once a successful
authentication is accepted, the HTTP server 102 waits
for a response, at Block 212, and then determines
whether there is a timeout, at Block 214. If there is a
timeout, the HTTP server 102 then determines whether
the HTTP reply is received, at Block 218. If there is
no timeout, the connection is closed (Block 216), and
the system loops back to the step illustrated at Block
202.
[0029] If the HTTP reply is not received, the
process also loops back to the step illustrated at
Block 202. If a reply is received, the HTTP server 102
unpacks the embedded HTTP reguest, at Block 220, and

i1



Bl ock 208. If the authentication succeeds, the HTTP server 102 then waits
for a respog ﬁe’f%@ Block 212. If the authentication fails, a failure
message i s ‘% NIYEES7 (Bl ock 210), and the HTTP server 102 BGESBR00EWRI R0 t he
original starting point (Block 200). The HITTP server 102 does not proceed
until a successf ti,catio .S regi.stere 0028] As npted. above,
once a successfLﬁgo%ﬁ%ﬁtthegt%@o%?ést’acag'ep e '(tj%]%i l—rl'ﬁlﬁl“sae[?‘i’/glrcafojzo%vai ts
for a response, srBiDAOREswand ther daternmaesst whet hefidder o Sa a
timeout, at Block .214. If thereis a  timeout, the HITP server 102 then

det ermi nes whet Her-+4 K igPtP 3RRAFG S e R KSRV Bl K2 PP IRk ek | s

no tineout, thecuameGldORHes KIRBA(BINCK 256) ﬁﬁk‘flh' g ops
back to the step illustrated at Bl ockg(EBZOZ. [00269] I ch%{t I—?I%I/'I%éra}'[e%lg i s not
received, the piPdcédsnamsgasospsasasiott oo HTTR epitdusttt echatudBiock

202. If areplyiins ¢ i v 1P _ser 02 unpacks the enbedded HTTP
request, at Bl ock Zﬁ%éngﬂelm(?&g/e 2\(%%7%519%%0329%?%0$r0ce55e5
the request, at rBhoekt222toThe vappld GAtFOReSRIMEr HD ©NSIess thafr t he

request is com n% from ? ¥EI id client application by retrieving the
appropriate GUFBFSh tRe "R edgE B58¢. aprd igaRiitamdrisdra/erthelol t hen

makes a request igenHIER1senpver 102, including the QU D. The HITP server

102 turns the apBI ication request into a valid HITP request, and forwards

that request t&YPRBIHTTPTREI HET Papplieodt rowmliltadH drag 0tdhe hend gretr foadmsGUl D.

[0030] The HTTP.gLie LecakLon hen, perfar t he requested work,

gathers the resuflts,Qg?\%gg%ga?éggén%g%hgrs the" L Mes, A U W
HITP response, at Block 224. The HTTP client

application 104 contacts the HTTP server 102, requests
a second URL different from the first to indicate that
it wishes to send back results rather than seeking
work, and encapsulates the results as a valid HTTP
response within the body of an HTTP request.

f0031] The HTTP client application 104 then
determines whether an HTTP connection is open, at Block
226. If it is open, the HTTP client application 104
sends a request for the second URL, at Block 232.
However, if the HTTP connection is not opened, the HTTP
client application 104 opens another HTTP connection
(Block 228), authenticates the information (Block 230),
and then requests the revised URL (Block 232).

[0032] After the HTTP client application 104
requests the revised URL, the HTTP client application
sends the HTTP response as part of the HITP request
body, at Block 234, The HTTP client application 104
then determines whether the HTTP connection is still
open, at Block 236. If it is opened, the HTTP client
application 104 loops back to the step illustrated at
Block 204 to request the URL. If the connection is not
open, the HTTP client application 104 loops back to the

12



HTTP response, at Bl ock 224. The HITP client application 104 contacts the
HTTP server 102, requests a second URL different fromthe first to

i ndi cat e t AP 20§502043¢hes to send back results rather than REFEEG200p/00552K,
and encapsul ates the results as a valid HITTP response within the body of
an HTTP request._J0031]. The HITP client application 104 then _determ nes
whet her an HTTP SCL{)e ne]#ilb%mfa-sﬂ%%e?ﬁ Igfo%]?o%%é ©96°P¢P FpejdT8Pen, the HTTP
client applicati®mnnkldisehdsnd feduestcdos thsese500d:URE, at Bl ock 232.
However, if the HTTP connection is not opened,” the HTTP client application
104 opens anot hdiPAPAP codfigtt itrrll{ Brakkoresnd aeithent polacdsnemes of

i nformation (Bl : ; : sts i sed URL ck 232).

[ 0032] After th%‘%ﬁ%ﬁr}telﬁc{}ga%lp |c%c1§%ﬁt’ O%Egﬁré%%%sfg the ?}éﬂg%gd URL, the
HTTP cli ent appltbsatardn haseimds tire HEREE respbnse: asepaiings phes TR
request body, at. %I ocl% 234. The TP client aarr%i cation 104 then

deter mi nes whet H&r e J4FFS Uttt On-R LR g 1382 oeh, 2380BI 2e%A 236, If it
i s opened, the HFERiglysent Trapidaat,i on 104 Lpepsshack st henstep
illustrated at Bl ock 204 to request the URL. If the connection is not
open, the HTTP ¢MVEREI&ppliscatdtorroLde |igaps-dshcie ttore hepeaRf D 2005/ 020037
PCT/ US2004/ 0054 . i Dl r t to open the HIT
connecti on, andg%ﬁgg%r%%glgsssﬁ%esggggt%%qﬁt gg{o?céﬂ%g%%ﬂ%lné&njb%ﬁ il_gclz;la i ons and
ot her enbodi nenegboflimehé si prentindrmidd teoe timdlheled ndiigfiontekilled in
the art having the benefit of the teachings presented in the foregoing
descri ptions an C?ﬁg gsgélea?é’é’e&dtﬁ\ﬂaﬁ Mfherefore, it is understood that
the invention is not to be limted to the specific
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enbodi nents di scl osed, and that nodifications and enbodinents are intended
to be included within the scope of the appended clains. 13 THAT WHICH I S
CLAIMED IS: 1. A communi cations system conprising: an application server
and at |east one communications device adapted to processing requests
from one another, said at | east one conmuni cati ons device processing
requests using a hypertext t#HansterCH protoe®tEHTIR: client application

and an HTTP server adapted to interface said HITP «client application with
said application server; said HITP server and said HITP client application

adapted to fornmat req@esﬂscpmmbeiC@admmﬁi®a$$@nthemebéﬁween via the
Internet in an HITP fo adapt ed t o, pr,ovi de addltlonal state

information with the ﬁ?Tﬁppgﬁﬁﬁgﬁgﬁ P§§8§§t§ndr 58&%3? 1% 6by the other for

aut hent i cat tpgntiiecadpphisCativanes aruer cana s aird JHEER 1) irejuappl i cation to
one another; said HTTP client application adapted to request a first
uni ver sal r 658tir 88| BRALHRL - URRLCF pémlegaitd ORFTP O8EYVEIC 'gccepting wor k

reauests Tropy,2a.d, aRRLLEAL! 0Bo8EEYer 1308 30aPLRT. Lo @gusalrca second URL

di fferent fron1the |rst URL m sai d ser for responding to work
requests frpnmgatdlapBWTEatc@menseappﬂlcati6he eoninuni cat i ons systen1of

Claim1l wherein the addhiig state |nLornat|on conprises . qj
uni que identifier, otPAYEH GPPRTEHI §° AFFET aF@hFaéﬁp% ggilon
client application with said application server;
said HTTP server and said HTTP client
application adapted to format requests to be
communicated therebetween via the Internet in an HTTP
format, and each adapted to provide additional state
information with the HTTP formatted reguests
recognizable by the other for authenticating the
application server and said HTTP client application to
one another;
said HTTP client application adapted to
request a first universal resource locator, URL, from
sald HTTP server for accepting work requests from said
applicaticn server, and adapted to request a second URL
different froem the first URL from said HTTP server for
responding toc work requests from said application

server.

2. The communications system of Claim 1
wherein the additional state information comprises a
glchal unigque identifier, GUID, associated with said

HTTP client application.
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3. The comuni cations systemof Claiml1l wherein said HITP client
application and said HTTP server are further adapted to provide sequencing
information with the HTTP formatted requests. 4. The conmuni cati ons system
of Claiml1l wherein said HITP client application and said HITP server are
adapted to format the additional state information as HTTP headers for

respective HTTP for matt éd<r SGUESES Cak 1oTHe SBGTHfhiCatidhid® system of daim

1mem%M&Mﬁ@ﬂ%%ﬁ%%%ﬂ%%%%ﬁ%%%%aWm%Wd
conputi ng environnment . The conmuni cations system of aim1l wherein

said HTTP seeveeraﬁdesimdtHFTPadbpe@ﬁ tapplricodtdeors scpranmirgat e via t he
Internet. 7, net hod for. n g lication ,server and at | east
one conmuni ¢atr W?t&89|8étbs g%%% 5§FF@EE % 475 ot ocol , HTTP,
server, the appllcatlon server and the at | east one client connunications

device for proce55|ng requests fromone another, and the at |east one
comuni cat i ons devi ce? - prHEeSSIHYNAEGHEONS §YISHG R IHERR 181 ilent

appl'cat'onwhezeennggQadaeg@peuﬁhggp bonRGl!ing, Leqlestiy kdghe comuni cated

bet ween the HITP server t he ient application via the Internet
in an HITP fervear, apeoaddpngdaudlﬁommat shat eddiftaomatli etamet h  the HTTP
formatted rquests conmun ﬁﬁiﬁd bet ween the HITP serv nd the HTTP

client appl FeaeFBAT#8F 25u t 'eafPhg f£he éﬁﬁPe€§ﬁF8n%§E ver and the HTTP
15 client applhgeté@nrbguenesanother, the respective additional state
information of the HTITP server and the

5. The communications system of Claim 1

wherein said at least one communications device is

within a protected computing environment.

6. The communications system of Claim 1
wherein said HTTP server and said HTTP client

application communicate via the Internet.

7. A method for interfacing an application
server and at least one communications device using a
hypertext transfer protoccl, HTTP, server, the
application server and the at least one client
communications device for processing requests from one
another, and the at least one communications device
processing requests using an HTTP client application,
the method comprising:

formatting requests to be communicated
between the HTTP server and the HTTP client application
via the Internet in an HTTP format:

providing additional state information with
the HTTP formatted requests communicated between the
HTTP server and the HTTP client application for

authenticating the application server and the HTTP

15



HTTP client application being recognizable by the other; and at the HITP
client application, requesting a first universal resource |ocator, URL,

fromthe HTTP server for accepting work requests fromthe application
server, and requesting a second URL different fromthe first URL fromthe

HTTP server for responding to work requests fromthe application server.
8. The net héd -6 tCR&EIPM ZaMiereits the caddittondlh st agifotamat i on

conprises a.glqhal,uni %lﬁ%te' %%'rh{a%r"o GdD, assaeipted i th the fJITP -
client application. 9. The metho of ‘da m7 further conprising providing
sequenci ng HATer ndtiieon wipph ithe iHRTRe ifrar matdcech irreduestts, tH® The et hod of
Caim7 wher%bn tornﬁgting conprises formatting the additional state

i nformati on® 8§ "ETTP headers for respective HTTP formatted requests. 11.

The method of O ai m 7zwhenei Artribe HEERL S@pMel-aand i, he JddlER Glient
application comunicate via the Internet. 12. The nethod of Caim7
wher ei n t hefatrst| aadvesaelecsanonireat lons t@svi E&Li.s Miarthithea H¥16t ect ed

computing eQ%E@%Q”@BE'aégepting work requests from the appiication
server, and requesting a second URL different from the
first URL from the ETTP server for responding to work

requests from the application server.

8. The methced of Claim 7 wherein the
additional state information comprises a global unigue
identifier, GUID, associliated with the HTTP client

applicaticn.

9. The method of Claim 7 further comprising
providing sequencing information with the HTTP

formatted reguests.

10. The method of Claim 7 wherein formatting
comprises formatting the additional state information

as HTTP headers for respective HTTP formatted requests.

11. The method of Claim 7 wherein the HTTP
server and the HTTP client application communicate via

the Internet,

12. The method of Claim 7 wherein the at
least one communications device is within a protected

computing environment.
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