DEVI CE AUTHENTI CATI ON This invention relates generally to conmunication

bet ween el ectroni c devices and, nore particularly, to the authentication
of two electronic devices including authentication by a third device. 5 In
conmuni cation between el ectronic devices, it is sonetines desirable for two
devices to comunicate with each other using a third device. Typically,
one device will seek to establish commnikation with a second device by
making a request to the third device. In such a circunstance, the third
devi ce may act as a gat ekeeper RBVIGEAETHENTECATWOdUCh conmuni cati on
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device itself 1Is potentia secure conmruni cation of the

secret Mal u&here theygedunity bietht kbmehdeastio bieSvdey Idleﬁlabd i¥ imBkuddisd sl € as the
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15 In a more gencral way, there may be other reasons for authenticating two devices to a third
device. In cases where each of the two devices to be authenticated each have the same
secret value, the third device may authenticate the two devices by each of the devices
providing their copies of the secret value to the third device for comparison.

However, if the communication between the first or second device and the third device is

20 potentially not secure, or if the third device itself is potentially not secure, direct
communication of the secret value or key to the third device is typically not desirable as
the secrecy of the shared value is placed at risk.

United States Patent Application No. 2003/233546 in the name of Blom teaches a
challenge-response authentication procedure that includes masking of the expected

25 response generated by an authentication center by means of a masking function and
transmission of the masked expected response instead of the expected response itself, to an
intermediate party at which the actual user authentication takes place. The intermediate
party also receives a user response from the user and generates a masked user response
using the same masking function as the authentication center did. In order to authenticate

30 the user, the intermediate party then verifies that the masked user response corresponds to

the masked expected response received from the authentication center.



party al so receives a user response fromthe user and generates a masked
user response using the same masking function as the authentication center
did. In order to authenticate 30 the user, the internediate party then
verifies that the masked user response corresponds to the masked expected
response received fromthe authentication genter. 2 It is therefore
desirable to have a nechanismfor authentication of two devices by a third
device in ' ' : S ' -
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i nproved netdesiteof wihéohi the rislauf Hgotire af tternshakdoandiingducednot her aspect of
the invention there is provided an authentication procedure, to

aut henticate two devi ces each having a shared secret value, in which a
third device is able to deternmine if each of the conmunicating devi ces has
the sane sharedepk@isecret value without directly being provided with that
val ue. According to another aspect of the invention there is provided a
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15 same secret value (and are thus authenticated). In this authentication procedure, the third
device is able to determine if each of the communicating devices has the same shared
secret value without the third device being provided with that value.

According to another aspect of the invention there is provided a method for securely
closing the communications channel established using the authentication described above.

20 According to another aspect of the invention there is provided a method for the
authentication of a first and a second device by a third device, the first and the second
devices each possessing a shared secret key value A, each of the devices having available
to it a public key P, selected such that the operation of deriving the secret key value A
from the product AP is a computationally difficult operation, the method comprising the

25  steps of the first and the second device communicating a first set of values and a different
second set of values to each other using the third device, such that the first device is able
to calculate a first expression with a value equivalent to the product AP and the second
device is able to calculate a second expression with a value equal to the product AP, the
third device retaining copies of the values being communicated between the first and the

30  second device, the method further comprising the step of the third device calculating and
comparing the values of the first expression and of the second expression to authenticate

the first and the second devices.



fromthe product hP is a conputationally difficult operation, the nethod
conprising the 25 steps of the first and the second device comunicating a
first set of values and a different second set of values to each other
using the third device, such that the first device is able to calculate a
first expression with a value equivalent to the product hP and the second
device is able to calculate a second expredsion with a value equal to the
product hP, the third device retaining copies of the values being
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there i s prexpaedombaet badhd @taitddevahiidtané id Gedih®authbéntRafion sdluend a second
device by a third device, the first and second devices each possessing a
shared secr 8bthgRicajthgslasingdhe popmuniatigeehanasl i s operative to carry out

15 According to another aspect of the invention there is provided a method for the
authentication of a first and a second device by a third device, the first and second devices
each possessing a shared secret key value k, each of the devices is operative to carry out
mathematical operations on defined groups E(F,) and Z,, where F, is a finite field of
prime order ¢, including scalar multiplication defined with reference to the group, the

20 method comprising the steps of;

a) obtaining a public key P, such that P generates a prime subgroup of the group
E(F,) of order p, and making available to each of the devices the public key P,

b) the first device obtaining a random value rp such that 1 <rp< p-1, and calculating
a value Rp = rpP,

25 c) the first device communicating the value R to the third device,

d) the third device retaining a copy of the value Rpand forwarding the value Rp to the
second device,
e) the second device obtaining a random value rg such that 1 <rp<p-I, and
calculating a value Rg = rpP, where Ry is determined such that it is not equal to
30 Rp, the second device obtaining a random value ep such that 1 <ep<p-1, the

second device communicating the values ep and Rp to the third device,



mat hemati cal operations on defined groups E(Fg) and Zp, where F. is a
finite field of prine order q, including scalar multiplication defined
with reference to the group, the 20 nmethod conprising the steps of: a)
obtaining a public key P, such that P generates a prinme subgroup of the
group E(Fq) of order p, and meking available to each of the devices the
public key P, b) the first device obtainin§ a randomvalue rD such that | <
ro < p-1, and calculating a value RD = rDP, 25 c) the first device

communi cat i ng thethe diivkddRizetrotaiheg tdpieshidbyidees Ry artdneg fohiardingelvé wid values
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5 and en to the tthlt}uedsedmd ab@/;cel;u) the third devi ce ret ai ni ng copi es of the
val ues YD and orwar di_ ng thef said values to the second device, i) the
second devi ce aI aPesPRthgedcs e %at%% avauerr Rirfste podpnhessetdleyissi ce
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aut henticating the rst a seco devi ces when the condition yRP + eR RB
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there IS provi ded t 1? above met hod, further
5= ypP+ ep Rpis satisfied.

According to another aspect of the invention there is provided the above method, further

comprising the step of the first device authenticating the second device when the condition
15 ygP+ eg Rg= hP is satisfied.

According to another aspect of the invention there is provided the above method, further

comprising the step of the second device authenticating the first device when the condition

ypP+ ep Rp= hPis satisfied.

According to another aspect of the invention there is provided the above method, in which
20 the first device is identified by a non-authenticating identifier and in which the second

device retains a set of key values which set includes a key value shared with the secret key

value of the first device, the method comprising the step of the first device communicating

the non-authenticating identifier to the second device whereby the second device may

select the key value shared with the secret key value of the first device from the set of key
25  values.

According to another aspect of the invention there is provided the above method, further

comprising the step of deriving the value & from a shared secret value s.

According to another aspect of the invention there is provided the above method, in which

the step of deriving the value 2 comprises the step of carrying out a one-way hash

30  function on the shared secret value s.



conprising the step of the first device authenticating the second device
when the condition 15 yRP + eR RB = hP is satisfied. According to another
aspect of the invention there is provided the above nethod, further
conprising the step of the second device authenticating the first device
when the condition yDP + eD RD = hP is satisfied. According to another
aspect of the invention there is providedhe above nethod, in which 20
the first device is identified by a non-authenticating identifier and in
whi ch t he sécomdingdevhctber espeaitng the seentoh thay ivplousied whd divovs etethode furthes a

key value shared .with the secret ke al.ue of the first device, th t hod
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device may select the key value shared wth e secret key value of the
first devi cActardmgtthendtber ekt ey the2ibvaralonabere Acprovidicd ghd abozaatditexd, Asthect of
the invention there_is pro¥i ded the ovg met hod, further . conprising the
step of der FUTRSRABCSIEPS ! Ang PomPEe dHhe Bebtoeeens: anddhind devicoschsriangipat the
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a one-way hasht 80nfinifycti on on the shared secret value s. 5 According to

anot her aspect (g,f t he igventi on _there is provided the abogve method, further
conpri si ng £HPISNE B3 ARG ASPEst offficdnygntiondhare issprovided diecrbane metiodaluads ces
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above net hodjud B tshext e§uad oorpirel wilwegkp.he st eps of one or nore of the first,
second and third devices checki Eg} that the value RB is not equal to_the

point _at i rffFIFEE hedReriRRtct chicvaYREoRtRere isgpvided e abeve methogdn mthichy
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first, seccdhdtanidddviverisladevecas! inhadkh tg stdpaif thdrhird device authenticating the first
and second devices comprises the step of establishing a communications channel between
15 the first and second devices.
According to another aspect of the invention there is provided the above method in which
the communications channel is defined by the assignment of an Internet Protocol address
to the first device.
According to another aspect of the invention there is provided the above method in which
20 the communications channel established includes the third device as part of the channel
and the third device having retained the values yp, P, ep, and Rp, the method further
comprising the step of closing the communication channel between the second device and
the third device, the step of closing the said channel comprising the steps of;
k) the second device obtaining a random value r¢ such that 1 < re< p-1, and
25 calculating a value R¢ = rcP, whereby R is constrained to have a different value
than both Rz and Rp,
I) the second device communicating the value R¢ to the third device,
m) the third device obtaining a random value e¢ such that 1 < ec< p-1, the third device
communicating the value e¢ to the second device,
30 n) the second device authenticating the close operation when the condition yeP + e¢

Re=yppP + ep Rp is satisfied.



10 value RB is not equal to the value RD. According to another aspect of
the invention there is provided the above nethod in which the first device
is a wireless handhel d device, the secofid device is an enterprise server,
and the third device is a router and in which the step of the third device
authenti%?tin the f econd devi ces caonpri se

j t ) th t f
est abl i sfiftRyd gé%ﬁﬁ*ﬂ}iﬁ%ff?éle?cgﬁ th%ﬁ%Yﬁ%‘PnH&f%\iééﬂo"@@i Yhﬁéﬁ?Yer‘glﬁt ag(%m%@eond

devi ces. chesi@inhi e sfegs 81Ok RECNAIRERE cRLckiMEnhtUE Pﬁl:hQ Be ket Z?}jos pr ﬁVi ded the

above nmethod in whic t he conmuni cati ons “channel 1s defin by the

assignment of an Internet Protocol address to the first device. According
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second dgyi 0 n), the second. devj.ce aut.henti.cating the clo oper ation
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anofiber caapeicingalic ithss dferk bem de &cbid RiPMidedvichecialpring RthOGhIid L her
conprising the steps of the second device checking that thé value ec is not

zero. ALBYrearldotis vahet areindds petequet torthe viligemt i on there is provided the
above nethod, further conprising the steps of the third device checking

that they\atdigs Bhnbhel pebBithe Rehil$h RGNS provided the a program product

comprising a medium having executable program code embodied in said medium, the
executable program code being variously executable on a first device, a second device and a
15 third device, the executable program code being operative to cause the above methods to be

carried out.

According to another aspect of the invention there is provided a system comprising a first
device, a second device, and a third device, the first and the second devices each
possessing a shared secret key value A, each of the devices having available to it a public

20 key P, selected such that the operation of deriving the secret key value & from the product AP
is a computationally difficult operation, the first device, the second device and the third
device each comprising memory units and processors for storing and executing program

code,

the system comprising means adapted to cause communication of either a first set of
25 values or a different second set of values between the first device and the second
device using the third device, such that the first device communicates a set of values
that is different to the set of values it receives, the system comprising means adapted
to cause the first device to calculate, using a selecion of values from both the first set

and the different second set of values, a first expression with a value equal to the



5 at infinity. According to another aspect of the invention there is

provi ded the above nethod, further conprising the steps of one or both of
t he second and third devices checking tHat the value Rc is not equal to
the value RB and is not equal to the value RD. According to another aspect

of the invent] i rovi.ded the abgve nethod, . further. 10 .conpri si ng
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carried out. Accordipg to another aspect of the invention there is provided
a systen1conp¢?§?%@@£ first device, a second device, and a third devi ce,
the first and the second devi ces each possessing a shared secret key val ue
h, each of the devices having available to it a public 20 key P, selected
such that the operation of deriving the secret key value h fromthe product
hP is a conputationally difficult operation, the first device, the second
device and the third device each conprising nenory units and processors
for storing and executing program code, the system conprising neans
adapted to cause communi cation of either a first set of 25 values or a

di fferent second set of values between the first device and the second
device using the third device, such that the first device conmunicates a
set of values that is different to the set of values it receives, the
system conpri sing means adapted to cause the first device to cal cul ate,
using a selecion of values fromboth the first set and the different
second set of values, a first expression with a value equal to the 6A
product hP and the second device to calculate, using a different selection
of val ues



fromboth the first set and the different second set of values, a second
expression with a value equal to the product hP, the system conprising
means adapted to cause the third device’to retain copies of the 5 first
and second set of val ues being communi cated between the first and the
second device, and 7 the system conprising neans adapted to cause the
third device to calculate and conpare the values of the first expression

and of the segg @9'&@1%‘1%%&)%@91? ﬁﬁé%lnéﬁgeﬁﬁ&f Iio(‘t%%% thk B8rd ddvide BRALIRR Sgcond

devices. 5 According to another aspect of e Invention there 1s provided
t he above systwnpdrathghiatires ohthe firstreiprateion @ed pfthe setandl eapestiam tthaltigerdientec e,

t he second det i (fﬁ”stia%d n eergte %irsi.se server, and the third device is a
router the system co Ei%l%'bd YAFS: adapted to cause the third device to
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the secdftlEHEIPLECIREIEHES hird device, the said system 15 conpri sing
means adapted to exchange sets of closing authentication val ues between the
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code conprising program code operative to exchange sets osi ng
aut hent icoatMwHcaygng ekanpek ssérbhishddandledenttic tidal/dadceanattiod thehibadndend dee t o

permt t i.rd device to carry. oQut, a conputation, of, an expr.ession based
bn The (BFHOUGE GHRHLES mebhRld Yt ned PR s S Pperc LB G Wil

aut hent iapdtig: se2bnd de/icd, @R $ySteinRrtHOIBMYRad QBarERARREN o AG&OREI Ng to

anot her aspect of the invention there is provided a system conprising a

first depmgicaiiosshang! betvicertheanernd dewicednd dhe bisd devige fthe said aystersecond

devijges BARRsRPHIERS LDt to exchange sets of closing authentication values between the
second device and the third device to permit the third device, the said code comprising
program code operative to exchange sets of closing authentication values between the second
device and the third device to permit the third device to carry out a computation of an
expression based on the retained values and the closing authentication values to authenticate

20 the closing the communication channel.

According to another aspect of the invention there is provided a system comprising a first
device, a second device, and a third device, the first and second devices each possessing a
shared secret key value ki, cach of the devices being adapted to carry out mathematical
operations on defined groups E(F,) and Z,, where F, is a finite field of prime order g,

25 including scalar multiplication defined with reference to the group, the first device, the
second device and the third device each comprising memory units and processors for storing

and executing program code

a) the system comprising means adapted to obtain a public key P, such that P generates a
prime subgroup of the group E(F,) of order p, and to make available to each of the
30 devices the public key P,



shared secret key value h, each of the devices being adapted to carry out
mat hemati cal operations on defined groups E(Fq) and Zp, where Fq is a

finite field of prime order g, 25 inclu8ing scalar nultiplication defined
with reference to the group, the first device, the second device and the

third device each conprising nmenory units and processors for storing, and
execut i ngPhriByPEEe SAIEPHINg ﬁ@agw{a@f?ﬁéﬁﬁweéw IShEGfee 9 PRFIR A 13EoBLYAM, a

public key B saH¢hal b%trD_Fé,ﬂm{d%%§1ca1atega;wtiﬁeeﬁ§mr gup of the group E(Fq) of

order p, and to nake avail‘able to each 0 devices the public key P,
8 p) theqsybe eystanopnpgsing meesnalaptidpo ealise dhe frss deviteetofcomstundens the t o

obtain a random ya rrD such that 1 < rD < p-1, and to calculate a val ue
RD = rDP, q)"af%e‘i(%@&ml@%ﬁ%i ng means adapted to cause the first device

to cemMunicah@syshen cHabianSRR ek ddagielifb balisdend Bfd device td RIS ¥ SHEHS the
conprising neans adapted to cause the third device to retain a copy of the
val ue RD andalus Rmanddp domiaed thel valuery todhe kecosddevige.devi ce, s) the system

val e 15 Sudhe DR POLSTh S Sblo o° SRR R AF el TGN ¢ e

is determ nathesyehct that 1 ktrz kp-Naindesudtulbe RRAluARg=t-gPcalise RzHe second
device to obtain a 10 random val ue eD such that 1 < eD < p-1, and to

comuni cat e defsamingd such Gt b ignakeaa te Re, andiorcgussathe second yleyipgtosghiziag

co isin e e j ' ' [ .t he
val 005 e and oD ZARPLE AR AN LA o S Raleid A GO0 R0 T
syst em conptthisd degyickgans adapted to cause the first device to calculate a

value yD = 15 h-eDrD nod p, to cause the first, device to obtai.n andom
val e LB Gudh phis Sonebin S inh ciabad 4 s i derice i ek paics o he

comuni cat e WREYRS adPe2RH @B ohwarll ke dadt vAudevi ke firsy edile system conpri sing
neans adapted to cause the third device to retain copies of the values yD

and eB and the fystewmaeanprirensamicahsadbpied ta caush theslinsbiryiagviceleplate a value yp =
15 h-eprp mod p, to cause the first device to obtain a random value eg such that 1 < eg< p-
1, and to cause the first device to communicate values yp and eg to the third device,
v) the system comprising means adapted to cause the third device to retain copies of the
values ypand eg and to forward the said values to the second device,
w) the system comprising means adapted to cause the second device to calculate a value yz
20 = h-eprg mod p, and to cause the second device to communicate the value yg to the third
device, and
x) the system comprising means adapted to cause the third device to authenticate the first

and second devices when the condition ypP + eg Rg = ypP + ep Rpis satisfied.

25  According to another aspect of the invention there is provided the above system in which the
first device is a wireless handheld device, the second device is an enterprise server, and the
third device is a router wherein the means adapted to cause the third device to authenticate
the first and second devices comprises means adapted to establish a communications channel

between the first and second devices.



w) the system conprising neans adapted to cause the second device to
calculate a value yB 20 = h-eBrB nod p, and to cause the second device to
comuni cate the value yB to the third device, and x) the system conprising
nmeans adapted to cause the third device to authenticate the first and
second devi ces when the condition yBP + eB,RB = yDP + eD RD is sati sfied.
25 According to another aspect of the invention there is provided the above
Systemin AGIddRe. [ ShelohGfidh, odehanmAANGN Bl P WebRes e SEAN
device is an enterprise server, and the thiT gVice is A router wherein

t he means adépiecdwithoutaiis acddhfor thu thitddievice go haveatinnaohicaad e itf draothuvs tirand
second devi ces conprises ans, adapted to establish a communi cati gns
channel  betREBHAH R 2P STaFrd SHEDHAERYERS] gg thewaﬁwfe{fgegatsff dgvges.

i nvention include authentication of two devices to a third device, w thout
the need forphidfndiipaofierhs ®riwingdve comunicated to it, or to have direct
i nformati on about, a shared secret val ue possessed by the two authenti cated
devi ces. 5Brilef dwsigsi whichnillostratt dyDwawiof gexasple odiyasi prefstrodhicotboidinens tafathe

by way of eﬁg@ll% only a preferred enbodi nent of the invention, Figure 1
is block di agré% Zhowi ng two devices and a third device used in the

aut hentication of the first two devices. Description of Preferred

Enbodi ment s Figurehér & atcek mdiayragh féhevany twontexts afd Whithifd cdwvingnusat e

are sought to be establjshed between two different el ectronic devices and

a third deviddghepdctivaplihe Bshtwodcvigist her such comunication is to take

place or not. Figure 1 is a block diagramthat shows device 10 and device

12, for whi qhesdyiSQoHdB e 2 ndaanagl is to be established. In the exanple

of Figure 1, device 14 determ nes whet her such communications may take

pl ace, dP ndkherel SreThenydéifferant nantexn in svhicideoromunivetidraisire sodghtte herstablathiedn

\?LI SZY' fﬁst #gt%%gﬁg% éﬁ@}ﬂ%% éd%ﬁlhlg)rr]l% d%ri]%}s FE@% thg(f d&i& i@%%ec} oeco?l{}g{ %getﬁgrcsru%
communication is to take place or not. Figure 1 is a block diagram that shows device 10

and device 12, for which a communications channel is to be established. In the example
of Figure 1, device 14 determines whether such communications may take place, or not.
15  The determination is made on the basis of authentication of devices 10, 12 by establishing
that each device has the shared secret value. In the example of Figure 1, a direct
communications channel is shown between devices 10, 12. Other arrangements are also
possible in which devices 10, 12 use device 14 to establish communications and in which,

for example, all communications are routed through device 14.

20 The description of the preferred embodiment refers to communicating devices but it will
be understood by those in the art that approach of the preferred embodiment may be
implemented for other contexts where authentication of two devices is carried out by a
third device. Each of devices 10, 12 must be able to communicate with device 14, but the
ultimate purpose of the authentication of devices 10, 12 need not be for their

25  communication with each other.

It will be understood by those skilled in the art that electronic devices, as referred to in this
description, include all manner of devices that are able to establish communications with
other devices and are able to carry out computations as described below. In particular, the

devices include communications servers such as e-mail and other message servers for use



communi cations channel is shown between devices 10, 12. O her arrangenents
are also possible in which devices 10, 12 use device 14 to establish
comuni cations and in which, for exanple, all conmunications are routed

t hrough device 14. 20 The description of the preferred enbodi nent refers to
comuni cating devices but it will be undﬁrstood by those in the art that
approach of the preferred enbodi nent may i npl enmented for other contexts

wher e aut he%%&@éh&ﬁn%ﬁltﬁ H@twgﬁys Safp a§ ﬁle(i%ﬁeg%v\in?#%ssgmé{@lcelé %{ﬁﬂg %thcﬁ% Each

of devices must be abl'e to conmuni ca

ul timate purdpeises,ahd biher sattereddskap! portabdé odRiidaeld dbOiced Zndtedifly Beticde for
their 25 comunjcation with each other. It will be understood by those
skilled in tyricallyused it eorpetingranyirgemeatas in fdenherred to in this
description, include all nmanner of devices that are able to establish

comuni cal | ans piittieq AhDRinHAV: GBS BRY 284 SrdRdFinks GRhlotheRt RIRULAL IoNS

as described b I n part |cu evi ces I ncl conmuni ca
servers suchudselestromid deviebsotThe Emmeﬁ&agaoﬁ efayeiesenitordiddsia aldmputer pedliranct i on
wi th networks such as e Internet, wreless handhel d comruni cat] ons

devi ces, anaf%ielﬁ(eﬁha%léﬁkvg?s PrggRt eRsle aic madire Hat wasdrerkle dethedesices wrdi ng
devi T
oL o Y SESRA D S R TR R ALORIRE O AL SORON o T

preferred e
respect to caorsochhehetiodaltsaitddyvi ces. The |nplenentat|on may be enbodi ed

in a conputer program product that includes program code on a nedi umt hat

is deliverahle to the deV|c referr o.in this descriptjon. Such
program c odg) F SR ABiEHf 4B IEP emf'éloa@? q&greﬁegpg erbgdingend gnciides g Coﬁgﬂfﬁtl%t

the net jpd Hﬁ‘\%ﬁirch bedice PG ?ﬁ?@l & e?Iou uk &P o%%ﬁ%h IPEIn?Jmétb’?oth&E%({r

enbodi nent i ncludes a confiduration In whic evl is a
rout er usedta &vasslilgrhiah id Pw@mrmghmﬂhefﬁrdavmeoﬁheadﬂemﬁdevto@ Ide;\rzisa@ th® whi ch

is a wreless handhel d deyi ce. 3 of device 14 sets up the
connect i on BEMRELNT Reiwesh |V@§féf33ﬁ ﬁ@(ﬁ@ﬁ(& ddcs lzféa%bara%elﬁﬁswﬁrwpqep@éemed

Zg;rvrglré rteggﬁggg{mggmf X@r e%gfa@h%e gﬁ B W Salndty, tHEYLRE fProutdd t5iWaPds

traffic to the device 10 handheld from device 12 enterprise server. To ensure that no other

15 device is able to improperly obtain an IP address from the device 14 router, in the
preferred embodiment both the device 10 handheld and the device 12 enterprise server
have a secret value s. As is set out below, the device 14 router is able to establish that the
device 10 (handheld) is a trusted device and a communications channel with the device 12
(enterprise server) should be set up by the device 14 (router). In this example, once the

20 authentication has been done by the device 14 router, it forwards communications to the
handheld of device 10 by using an assigned IP address and forwarding comumunications

from the enterprise server of device 12 using the Internet.

The description of the preferred embodiment set out below includes several steps in which
values as sent between devices are checked. To ensure that there is only one point of

25 failure in the method, when such a check determines that there is an error condition, the
approach of the preferred embodiment is to redefine one of the values in a manner that will
cause the method to fail to authenticate the devices in its final steps. As will be
appreciated by those skilled in the art, there may be other approaches used for carrying out
such checking that will result in the method being terminated at an earlier point or in an

30 crror condition being specified in another manner.



traffic to the device 10 handheld from device 12 enterprise server. To
ensure that no other 15 device is able to inproperly obtain an | P address
fromthe device 14 router, in the preferred enbodi nent both the device 10
handhel d and the device 12 enterprise server have a secret values. As is
set out below, the device 14 router is able to establish that the device
10 (handheld) is a trusted device and a cdhnuni cations channel with the

T this  oxati BRTEHEGREiYEh, SARMH RnSfrdtRe RachGs 18 Sarthef b Wik,
router, it ﬁmroammeoﬁcumgg SRtdransgrhphit Mghctiban e HicRishaleVin @k diibdimest, Ng
S an

an assigned | P addres forwardi ng communi cations fromthe enterprise
server of déifeBowingesymesysisa paremetses:  Themeathenetidabpparptiarts deprsibsd efecqariaes

enbodi nent t. i ncludes seve st i,n ic val ues,. ent
et oaen doyPitin ot B A2 1O RSUPER ¥ fel T B o iR B R OR
failure §n fleaNaRhAOHsithalT SuRird SRERKhERESS (NIRES aphdted STALG imdam error

condition, the approach of the preferred enbodinent is to redefine one of
the val ues fiHiptc pravperenFat Thislqurvechaggecofdstorméohed Tihe fiedd F, isclefinehem i cat e

t he devi in Ly final . ,As W |l be.. 3 i at.ed t killed i
the art .t nable U3 of bRl AHEEE 7S oo SrinPBBRGE AT R Bt 988 ei S hecki ng
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an 30 error condition being specified in another manner. 11 The preferred
enbodi ment £ Aebeidebad The natatien eRanpresents dliplicewve ocalaranultiplicasigohwbdrewhi ch

are capabl e, carryi .out_crypt i.c functions and, which share, in the
rbod; nont <o SARE VRO g rol YRS S s BREPPE ol R REG o
oper ati ons @psesithesk &1 @itdpaf fdr8dmedfthd BN ARS. FhiGpafitafionis The group
E(Fq) is defined in the preferred enbodinent as 5 the National Institute.of

St andar ds aﬁgzéﬁghngﬁqggg(NlST)_approved 521-bit random elliptic curve
over Fg. Th 082 hhE 24, aokaca tief inper repheerthgdito il kcodefinneds @s a
finite field of prine order q. Zp is the group of integers nodulo p. In the
descriptiorPlhlEfé%WCPW&B@W%lreéypwiil%thdgﬁilw&haépa poi nt of E(F) that

generates a prinme subgroup of E(Fq) of order p. The notation xR represents

el liptic cuky&iip6ahredTieb] Bk hﬁ%éﬁ%pygﬂ‘?e%&t%ns of the preferred embodiment, the

15 choice for the groups over which the operations of the preferred embodiment are to be
carried out may vary. The elliptic curve 1s a common group for such operations in
cryptography. Any mathematically defined group can be used for the implementation of
the preferred embodiment. For example, the group defined by integers modulo a prime

number can be used for an implementation.

20 InTable 1, set out as follows, the calculations and communications of the preferred
embodiment are set out. In the preferred embodiment, s is the shared value known to both
device 10 and device 12, but not to device 14. In the preferred embodiment, device 12
may communicate with one or more devices and therefore device 10 is provided with an
identifier Key ID that specifies which device or class of devices is seeking to communicate

25  with device 12. Similarly, device 12 may, in other implementations, be provided with an
identifier to allow device 10 to specify which device is seeking to be authenticated. It will
be appreciated that the Key ID described is not sufficient, in itself, to authenticate the
device. It will also be appreciated that if the identity of device 10 is obvious from the
context, the Key ID may not be necessary. For instance, if device 12 communicates with a

30 single device 10, and no other such devices, then the Key ID may not be necessary.



10 is the scalar and Ris a point on E(Fq). This elliptic curve point R
sonetinmes needs to be represented as an integer for sone of the
calculations. This representationis f f R=(x nod 21 ) + 21 where X is
the integer representation of the x-coordinate of the elliptic curve point
Rand f=10g2 p +1 is the bit Ilength ofp. As wll be appreciated, for
different inplenentations of the preferre&zenbodinent, the 15 choice for
the groups qvggy jpfy ch the operations of the preferred enbodi nent are to be
carried out nay vary. The elliptic curve is a common group for such
operations in_ cryptography. Any mathenmatically defined group can be used
for the inmplemenDRVITE @) the pref preempodi nent. Forpexaow g the grloup
defined byjintegers nodul o a prfime nunber can bg used for an
i mpl emrent aten+—20—tn—Table--1,.{set out
conmuni cat | SR8 t he preferred enmbodi ment are s€emgute; In the preferred
enbodinent| s is the shared vallue known to both | device 10 and device 12,
but not to|ggvi ) n the preferred enbodi nent, _dgyjc may
connunicataqﬁfﬁﬁﬁ%ﬁgzgi nore devices and therefo % g%é%ggz is provided
with an identifier Key ID that specifies which device or class of deviges
i s seeki ng| Gengemumdccatg 25 with device 12. Simlarly, device 12 nmay, i|n
ot her inplenmentations, be provided with an identifier to allow device 10
to specify <icg device is seeking to be authentjcated. It will be
appreci at e’ that Frhe Key I D described is not sufficient, initself, to
authenticafe the device. It will also be apprecfiated that if the identijty
of device [@alcglafdN)oygpfromthe context, the Key ID may not be necessdry.
For instance, if device 12 comunicates with a 30 single device 10, and |[no
ot her such|devices _then the Key ID may not he
DEVI CE 10 [Dhanddiy tiDeEw CE 12 | Conpute: Conpute:| h = SHA-512(s) h =
SHA- 512( s)

Send Key ID to Device 14.

While Rp == point of
infinity, then Rp =
rand(}.

Send Rp to Device 12;

Send Key ID to Device
12




Generate randomrD, |<rD<p-1 Calculate RD = rDP Send RD to Device 14;
Send Key IDto Device 14. Wile RD == point of infinity, then RD =

rand(). Send RD to Device 12; Send Key IDto Device 12 13 DEVICE 10
DEVICE 14 DEVICE 12 Wiile RD == point at infinity, then RD = rando.

Generate randomrB, 1<rB<p-1 Calculate RB = rBP Wiile RD == , then
choose another RB. Generate randomeD, HZeD <p-1 Send Key ID, eD and RB
to Devicei#: WEEGIEE 15~ POt at gy o T RP W

r ando.

While Rp == point at infinity,
then Rp = rand().

Generate random #g,

1<rg <p-1
Calculate Rg = rpP

While Rp == Rp, then choose

another Rp.

Generate random ep,

[<ep <p-1

Send Key ID, epand Rgto
Device 14.

While Rg == point at
infinity or Rp == Rp,

then Rp = rand().

While ep == 0, then ep
= rand().

Send Key ID, ep and Rp

to Device 10.




Wiile eD ==0, then eD = randO Send Key ID, eD and RB

DEVICE 10 DEVICE 14 DEVICE 12 Wile RB == point at infinity or RD = RB,

then RB =
Cenerate random eB,
eD, then eB = rand()

or eB ==

rando. While eD ==

O ore8 == e, then eB = randQO

Devi ce 14.

, then eD = randO Conpute
| <eB <p-1 Send yD and eB to Device
. Send yD and eB to
eB rB nod p.

Conmput e yB-—Mh -

Device 12. Wile eB
Send yB to

Send XFE‘WCE’%W ce1if:

DEVICE 14

DEVICE 12

While Rg == point at
infinity or Rp == Rp, then
Rg = rand{).

While ep == 0, then ep =
rand().

Compute

yYo=h—eprpmodp

Generate random ep,

[<ep <p-1

Send yp and ep to Device
14.

While eg == 0 or
ep == e¢p, then

ep = rand().

Send yp and ez to

Device 12.

While eg == 0 or eg == ep, then

ep = rand().
Compute yg= h — eg rg modp.

Send yg to Device 14.

Send yg to Device 10.

IfysP + ey Ry '= AP, then

reject

IfygP + ep Ry = ypP +

ep Rp, then reject

If ypP + ep Rp = AP, then

reject

to Device 10. 14

yD=h- eD1Dnodp
14. While eB ==




| fyBP+ e8 R8 hF, then |fyBP+eBRB! =ypP+ |fyDP+ eDRD! =hP,then reject eD RD,
then reject reject 15 The above table specifies steps taken in the process
of the preferred enbodi nent for carrying out authentication of the two
comuni cating devices (devices 10, 12) that includes third party

aut hentication (device 14). It will be understood by those skilled in the
art that certain steps may be taken in di fferent order and that, as

i ndi cat ed belc¢ rtaine.st .be omtted,...The first st carried out
i the pref ans ot BRIl SOR TR bS Pl Wb p B ERTE e
hash functi emriiaged: Mthdnficatsdtsfale SRS E@hmUAIcHBnSdevids (B6igkaberaat _
enbodi nent this hash function is the SHA-512 hash function as defined in

t he Feder al inchidss thifd paity anthratisationg dsrianddr dswitlibt bedarstoed hBthoge skitl¢din
simlar hasp. f i ONs. be used. . The value h that is.arrjved, at by
Sbal ying. ¢ niei Rk GRA SRR Ry P Bl elatd B iSnbigalet Bty pY

functions vaba@irhsﬂeﬂsﬁqgﬂge@fni@éc[ect use of the val ues nakes the process nore
secure as the secret shared value s is not directly used in the different
cal cul ations, set out below. In the preferred enbodinent, to provide the
shared val uéhefifss stsprecprrisd piut bsthg prefprred embodimientis iforeash afdeviessd Ov 32 tres  may

be randon fadevi ces 10, 12 and 15 th i cat ed
the other. ST 288 RecBfhfic ST MR uearty A0 s, M RGP URRGANER, O,

10 is a w relicksh fanddaligideH £ 1andsitRinceen d2ddffcdlin BRI BFosetiear, the
val ue of the shared secret value can be generated by the enterprise server

and then cBivseisingtterdards Rupdicaione] 853, i sanidaniiaeh funstionsagy beuses. iThea

cradl e at_J - he,enterprise server by,a,sgcure n k
conneet | on. *3Fe APRERELETel Bt 4R A bR R B B w9 oB R oo B e
aut hent i cat $fnh3h FeR&HnohIdelTEinplead 6f diRctt ueHBOEE WBRE singakle® thedR¥EGS mbie t O
generate a randomrD value to be conbined with a public key value P. This

random val u¥CHE 2éhe srstrt sloarpd vejiie adsnotidirgetl useddn thesdi fiereanpalgulationstshi qut
craml . P,y DS Ro0E IS B A5 ohEs RS BT e
i s obt ai nedinitidigatvddl #8zdRel Blue s may be randomly generated by one of devices 10, 12 and
15 then communicated to the other using a secure communications channel. For example,
where device 10 is a wireless handheld device and device 12 is an enterprise server, the
value of the shared secret value can be generated by the enterprise server and then
communicated to the wireless handheld when that device is in a cradle that is connected to

the enterprise server by a secure network connection.

20 After determining the value 4, the next step in the authentication process of the preferred
embodiment is for device 10 to generate a random rp value to be combined with a public
key value P. This random value is defined to be greater than 1 and less than p-1, In this
example, p is defined to be the order of the prime subgroup of E(F,) generated by the
point P in elliptic curve E(F,). Once the random rp value is obtained, the value Rp is

25 calculated by taking the result of the scalar multiplication rpP. This randomized public
key value (Rp) is then sent, with the Key ID value, to device 14. At device 14, an error
check on the Rp value is carried out. If Rp is equal to the point of infinity then there is an
error in the public key value (if P is a valid public key then the scalar product will not
equal the point of infinity). According to the preferred embodiment, error handling is

30 carried out by setting the Rp value equal to a random value (specified by the psendo code

Rp = rand() in Table 1). The Rp value and the Key ID value are then forwarded by device



25 cal cul ated by taking the result of the scalar nultiplication rDP. This
random zed public key value (RD) is then sent, with the Key ID value, to
device 14. At device 14, an error check on the RD value is carried out. If
RD is equal to the point of infinity then there is an error in the public
key value (if Pis a valid public key then the scalar product will not
equal the point of infinity). According t 46t he preferred enbodi nent, error

handling is L : t e RD val u ual to.a.random val ue
(specified 639‘6 ﬂg‘;‘%és%d@%g% Sl dég‘g%%%(Brgfgﬁfe%m%ﬁ%‘?mﬂ‘%&°|S[54 ‘?‘Jg%aé{h’&
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be noted that in the preferred enbodinent, device 14 will retain in nenory

certain of {thdlipalayéwrizatien step.ras dedeperbedEloWr war ds. These retai ned val ues
are used in a final authorization step, as is described below. At device
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with the public key P. The randomvalue rB is defined in the range of 1
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equivalent of RD, it is possible for an attacker to determ ne the. value
of h. Also ¥f cfhivaicat @gn amegepnéan yalug rp rdedimey agépnaedtcrane srglsulagddie eD

i s obtajhed,;Ihi.s : ' rated so as. .t e..greater than nd
| as 't hith: prt Meif Bl Best AR IGLRECe AR AGu R i S E Pl b 88 el o
sent by devdaeta@mniide the. vy ofgr. 14. Device 14 may be carrying 15 out nultiple
simlar transactions sinultaneously with a set of devices that includes -
device 10. {?n_order to allow device 14 to determ ne which of the set of
devi ces i nchligiimgugesp eedevies t2on wadeambndelingr challange velve exayohtpngd hisieg

o0, oL 6 058 1% RpSBUeyad AHOSA 1. 8B TR ey
val ue is  asdetermined by device 12 are sent by device 12 to device 14. Device 14 may be carrying
15 out multiple similar transactions simultaneously with a set of devices that includes device
10. In order to allow device 14 to determine which of the set of devices including device
10 to send the values to, the Key ID value is also returned to device 14 by device 12, along

with the ep and Ry values,

At device 14, there is an error check carried out on the Rp value. The Ry value is

20 compared to the point of infinity and an error handling step is potentially taken. The
comparison and error handling are carried out for the Rp value in the same way as Rp was
compared and an error handling step taken in the earlier steps set out above. Similarly, the
values of Rp and Ry are compared to each other and if they are determined to be
equivalent then as an error handling step, Rg is defined to be a random value. The

25  equivalence of Rp and Ry is recognized as an error condition because device 12 generates
Ry in a manner that ensures that it has a different value than Rp. If, on receipt by device
14, the two values are identical then there must have been an error in transmission or an

attacker has redefined the values.

A further check is carried out at device 14 at this time to ensure that ep does not have a

30 wvalue of 0. If the value is O then the ep value is set to a random value. If ep has been set to



20 conpared to the point of infinity and an error handling step is
potentially taken. The conparison and error handling are carried out for
the RB value in the same way as RD was conpared and an error handling step
taken in the earlier steps set out above. Simlarly, the values of RD and
RB are conpared to each other and if they are determ ned to be equival ent
then as an error handling step, RB is deflhed to be a random val ue. The 25
equi val ence of RD and RB is recogni zed as an error condition because device
12 gener at esvalRBof & (;oterdiabgbytanattackes seaking toatbtdin iffasnaticdi th fapentfalsal ue
than RD. |f n.receipt by devic 14, the two values are.identical then
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ensure that eD does not have a 30 val ue of It the value is O then the eD
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(potentizal | Q%/ e i btain infor ion.to al.low.a fal se
aut hent isgattlylgn Cht% ﬂ(esnt“% e ggloﬁgt%ge"‘n &%e&rlg%ﬁgé‘lg% rffﬁbc{;\nr%.gfefg Og &E‘f?fmag?“ea s
given a rabdomheahle.of it Wi ll be appreciated that although the check to
ensure that RDis not equal to RB and the check to ensure that eD is not

equal to Ou(ﬁraé/ He }ge erregi ta as, error checks, 5 these checks are carried
out to ensur®atAachegKingrelegied o pRoeds camplets, geupe At pendsfenh: Rennd bt t he

val ue of h.4eneqot he checking referred to above is conplete, device 14
sends Key ID, RB and eDto device 10. In the preferred enbodi nent, on

recei pt of the Ke%(vg:eD, RB and eD val ues, device 10 will 10 carry out the
same checkdnthmpreiosicd cavhordiraentoun reaeiptiefthe KeyaD, Bpdnd akaaluhg devive 1@ milbr

handl i st t Lther RB or eD to Q,, as need . was the case
wih g S cBRR RS ot TRrbbufin bllud ne R P b R H0R 0 he
communi cat itandlitpedtyyRaBettlay etler By g td @Y heeelfd)l SAPwhphenhicakitpgient at

whi ch an attacker may seek to alter values to gain access to the

communi cat iSORPRRUSHYED of oy rypesi hepy espeleviegtiRemdidesicr 4. BF camnimicdon ce.

between device 14 and device 10 is a potential point at which an attacker may seek to alter

values to gain access to the communication channel through improper authentication of a

15  device.

As is shown in Table 1, once the checking of values Rg and ep has taken place at device

10, there is a calculation of a yp value. The definition of the value is:
yo=h—eprpmodp

As 1s described in more detail below, the yp value is used in comparisons that will

20 authenticate the devices 10, 12 to each other and to device 14.

Another step carried out by device 10 is the generation of a challenge value. This
challenge value is an e value that is randomly chosen from the range greater than 1 and

less than p-1. Both yp and eg values are then sent to device 14.

At device 14, the eg value is compared with 0 and with ep. If eg has a value equal to either

25  of'these, then eg is set to a random value.

The ep value is then sent by device 14 to device 12, along with the yp value. At device 12
the.ep value is again checked (against 0 and ep) and if the check is not successful, ez is set
to arandom value. A yp value is then calculated:

yg=h-—-eprg modp



As is shown in Table 1, once the checking of values RB and eD has taken

pl ace at device 10, there is a calculation of a yD value. The definition
of the value is: yD=h - CD TD nodp As is described in nore detail bel ow,

t heyD value is used in conmparisons that will 20 authenticate the devices
10, 12 to each other and to device 14. Another step carried out by device
10 is the generation of a chall enge val uel8Thi s chal l enge value is an eB
value that is randomy chosen fromthe range greater than | and [|ess than
p-1. Both YBsanl bemeemlthrevalag p tshiefinedint a menuke siometrial At thddefigidod 4f ys.he eB

value is co red wwth 0. and with.eD 1f eB h val ue equal .to either 25
of these, t @%y ’é%aliug It ﬁ%g%w?ea{?dgﬁ?r\?awal?é{alqﬁzed:@ @%ﬂ‘%mq@ad[ R theghifo by
device 14 tdedeyvi@e 12, along with the YD value. At device 12 the:eB val ue
is again checked (against 0 and eD) and if the check is not successful, eB
is set to a randomyvalue. A yB value is then calculated: yB= h - eB rB nod
p 18 As wi Nt ttiepaakin the geocgss. the RpendR mernesdeve hewn seahbedodgntfetordesise ¢ o

the defiqition,afg, The ' : i.c ere. was .
cal cul at ed, Fonﬁev%%%ﬁ%%kﬁﬁgu%ggﬁﬁFhi?%ﬁp dgﬁggﬁ%g)%%&&%pftﬁwg%%épﬂPsPﬁ t he
process, t htheypBlugs thaRDawabase Sotvardedpendsemntirdy dedve ¢€hd@: 4l sexsttted £ 12,
and the yB vice 12 to device 10. Further,

d | h b t by d 10.,
copi es of ﬁ%éceﬁgﬁﬁ %ﬁjsga%eﬂl?lgfaaﬁg‘sﬁle%?e%ﬂ%&egﬁ st ohdablsdneutherfipation pleps 14
have al SO barelirRidMd tPduthéHRMh@ehat botCRASEAMEM dovicdS 2Mab b t}%%aﬁl%%ﬂ%ﬂeﬁ the

| ast step of Table 1, authentication steps are carried out to authenticate
that both d¥gictalygsand device 12 have the same shared secret value s. 10
In particular, at device 14, there is an authentication of the two devices

| IaLt ﬁggtli@g ;%’Tin' r?rté) %E,e %'ti c%gic?§4i=g%ggﬁié Eg%@%ﬁié&iog oY Ith%etw%odev}c%se s anldsonly if
yaP +ep Rg=ypP+ ep Rp.

At device 10, there is authentjcation of device 12 if and only if

yeP+ eg Rp=hpP.

At device 12, there is authentication of device 10 if and only if
15 Yol + ep Rp=hP.

As will be apparent to those skilled in the art, the process of authentication set out above
makes use of certain of the mathematical operations and equivalencies described and used
in the Schnorr identification scheme (see for example A. Menezes, P. van Qorschot and S.
Vanstone. Handbook of Applied Cryptography, CRC Press, New York, 1997 at pages

20 414-415). The preferred embodiment, however, permits two devices to mutually
authenticate each other and to permit a third device to authenticate both devices. The
authentication is carried out by the third device (device 14 in the example) despite the fact
that the third device does not know the secret value s that is shared between the two
devices 10, 12. It will be noted that the mutual authentication between devices 10, 12 is

25 carried out at the same time, as a result of a series of overlapping steps having been taken.

The authentication process of the preferred embodiment is suitable for use where a
communications channel between two devices is being defined and a third device will
provide information to allow the channel to be set up. This may occur where a wireless

handheld uses a routing device to gain access to an enterprise server. The routing device



YBP + eB RB = hP. At device 12, there is authentication of device 10 if and
only if 15 yDP + eD RD = hP. As will be apparent to those skilled in the
ail, the process of authentication set out above makes use of certain of
the mat hemati cal operations and equi val enci es descri bed and used in the
Schnorr identification schene (see for exanple A Menezes, P. van Qorschot
and S. Vanstone. Handbook of Applied Cryé?ography CRC Press, New York,

1997 at pa referr enbodi
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correctly. used dlrectly to calculate the different authentication values.

15 Asreferred to above, the authentication process may used in establishing an
communications channel from one device to a second device through a third device. In
this case, it is advantageous to use an authenticated protocol to close the channel as
between the third device and one of the other two. In the preferred embodiment such an
authenticated close protocol may be put in place on the basis that the third device retains

20 certain values. In particular, after the authentication has taken place prior to establishing
the communications channel, the third device (device 14, in the example of Figure 1)
retains values ypP + epRp, Rp, Rg, ¢p, ep. Device 12 retains values Rp, Rg, ep, eg, #. In
Table 2, an authentication process is set out for use where device 14 has authenticated

device 12, as is set out above and device 12 seeks to close the communications channel.

25
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Rc == RB or Rc == , then Rc = randO Cenerate randomec, 1 < ec <p_
Wiile or ec == eD or ec == eB, then choose another ec. Send ec to device
12. Wiile ec == 0 or ec == eD or ec == eB, then ec = rando. Conpute yc h -
ecrc nod p Send yc to device 14. If ycP + ecRc !'= yDP + eDRD, then reject
21 As will be seen fromthe above, the agtlhenti cation for the close
protocol is avail able, even though devicé 14 (the third device) does not
posSsess or USSy se,
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i nvention. tﬁ i nvention i n(fl udes all such 10 variations and nodifications

as fall witAPRCRIREUGR BIRcesydeptiabedifardied clains. 22 CLAIMS. 1. A net hod

for the authentication of a first and a second device by a third device,

the first smfobnansaRRA:sURYICSEARARCRAIPRASHS S RIASCHRRGR eediy WA Ue
’ of example, it will be apparent to those skilled in the art that variations and modifications

may be made without departing from the invention. The invention includes all such

10 variations and modifications as fall within the scope of the appended claims.



devices having available to it a public key P, selected such that the
operation of 5 deriving the secret key value It fromthe product hPis a
conputationally difficult operation, the method conprising the steps of
the first and the second device comrunicating either a first set of val ues
or a different second set of values to eaa? ot her using the third device,
such that the first device communi cates a“set of values that is different
to the set of values it receives, the first device calculates, using a
first 10 sel@kAlM®:0of values fromboth the first and the different second

The second devfan el fon B BUASH| ARaXb Pofy ) Le BB Rk Pk BRI o om

both the fir st fisganditid sebddidvices eanh essitlg a8harc@bedral e§Salur /5 eROMOf the
expression with a value equal to the product hP, the third device

retaini ng copi 88vieRs haKimergvadabla dt 8 peblinkeyel, ssiecipdisuds thebihsgreshnuaf cat ed
bet ween the 154{i¥s Vi g i Si ng
the step of the tﬁiégég’gsl%gge}sﬁagﬁlﬁfgtﬁ} eﬁg%éonﬁ‘ggﬁﬁ?ﬁ%??ﬂ%w%@ vgy(ggf;ﬁg{é# t he
first expressioperaigh, gfe hbtbod ecropdsing ¥prstegsiodthe frstartdtbatémat detibe fir st
and the second devices. 2.. Thefnetho 0 claiggéiin whi ch t&f@ﬁirSt devi ce
is a wireless HANHRC g _?}fk@éf FHeS0 “atca AE® G e speongriek BisitQ gac
server, and thgmnbhidigh SR\his®déicd sh S tha Rtk BV ML AR ates QB Gfvalle
third device authenticating the first and second devices conprises the step

of est abl i shi ngakiscloierani toald sshef vHuemttechivendianfitshdevice elcudates, seingndirst

devi 1n3. Th h f ai I, N i C h omruni cati.o hanngl
et bl Mhed comhTrSf vBuethditof b2 i B A FsERoT AR SR aRER MRS ¢ he
third devi ce hepratgionetith Aesut bgual &l BeProERINPALE #lektchal dRem datgldtéy; St

devi ce and the second _device, the nethod further conprising the step of
cl osing the cowimt ddfaren selseina! vebiegdom botk ﬂ%%ﬁ@h@ﬁtéé@'ﬂl%;' iffgeat sesend satr d

devi ce, the st c i id. ri.si e
cecond devi ce GniHose 3R et LRI QRS R IO vl
aut hent i cat i onretaating sopies S{xhpéirgriahd sdvent Betral vdRies eing @otmiumycatudt bedween the

conput aflon of .an expressi based on the retained, val ues and the, ¢l asing
aut hent ’%at | oI LIEEe Seout CRBRE atgthorduthgsonprisingthestep sﬁ%hﬁﬁﬂe%ﬁmﬁe

channel . calculating and comparing the values of the first expression and of the second

expression to authenticate the first and the second devices.

2. The method of claim 1 in which the first device is a wireless handheld device, the
20 second device is an enterprise server, and the third device is a router and in which the
step of the third device authenticating the first and second devices comprises the step

of establishing a communications channel between the first and second devices.

3. The method of claim 2 in which the communications channel established comprises
25 the third device as part of the channel and the third device having retained the values
communicated between the first device and the second device, the method further
comprising the step of closing the communication channel between the second device
and the third device, the step of closing the said channel comprising the steps of the
second device and the third device exchanging sets of closing authentication values to
30 permit the third device to carry out a computation of an expression based on the
retained values and the closing authentication values to authenticate the closing of the

communication channel.



23 4. The nethod of any one of clains I to 3, wherein each of the devices
is operative to carry out mathemati cal operations on defined groups E(Fq)
and Zp, where Fq is a finite field of prime order q, including scalar

mul tiplication defined with reference to the group and the public key P
avai l abl e to each of the devices generateé a prime subgroup 5 of the group
E(Fq) of order p, the nethod conprising t a steps of: the first device
obtai ning a random value rD such that 1 <rD < p_1, and calculating a

val ue RD = rorIhe pethadroftangeve etclaiambite b attiengin e ofthedeipstipopdratieior d

device, the thj j i nj . f. th | f di n
the value RO t 5 LHaRHh bRl bRt SRR aReL kY BP ob ot fy ot PRI
val ue rB such fibldtofbrimedder @idcluding s@ddraublapiiBgion deladdwitRBferenBRo thibier e

RB i s determ ned such thaui;) ,ii( is not equal to RD, the second device
obtaining a raf@ymaDdthrerubtic sg¢ f avaable taeaghof the devicen gensartenipidag sekgroup
conmuni cati ng ' dev .the third device
ret ai ni ng copi Beﬂ;ﬁg%ﬂ{uﬁgg(v}g %@@éﬁgm%%%gggﬁﬂgﬂ%ﬁ{ﬁe Si&ai d values to the
first device, thhkdirftidesicedbininnrg eatmiohatdlngrpsuchlthee 1yDr 7= p-le Bidxalmdating 4 he
first device obtaini a_ random value eB such that | < eB < p-1, the first
devi ce communi catviaﬁlﬁr}g’hT yD and eB to the third device, 20 the third

devi ce retai niﬂﬁgﬁ@mﬁeeﬁe%mhhﬁidéﬁh%%%ﬁx@}? tPlRe kiRrV@EAEg the said val ues
to the second device, the second device calculating a value yB = h-eBrB

nmod p, the sechadhitgbdevies reormgaicopy dhihe vhlee Vel andyfBrwapding ¢ha veluaRpévibee,
and theléhi rd de\éji%%dglé - gnti cating the first and second devi ces when the
condition yBP + e = yDP + eD RDis satisfied. 5. The method of

claim4, furthaeseonpidesicogblalitngi emdoi e fyishsh tHACY <G <ALl hafit dabaldting a
value Rp = rpP, where Ry is determined such that it is not equal to Rp, the second
device obtaining a random value ep such that 1 < ep < p-1, the second device
communicating the values ep and Rp to the third device,

15 the third device retaining copies of the values Rp and ep forwarding the said values to
the first device,
the first device calculating a value yp = h-eprp mod p, the first device obtaining a
random value ep such that 1 < eg< p-I, the first device communicating values yp
and ey to the third device,
20 the third device retaining copies of the values yp and ep forwarding the said values to
the second device,
the second device calculating a value yg = h-egrg mod p, the second device
communicating the value yg to the third device, and
the third device authenticating the first and second devices when the condition ypP +

25 ez Rp=ypP + ep Rpis satisfied.

5. The method of claim 4, further comprising the step of the first device authenticating

the second device when the condition ygP + ep Rz = hP is satisfied.

30 6. The method of claim 4 or claim 5, further comprising the step of the second device

authenticating the first device when the condition ypP + ep Rp = hP is satisfied.



t he second device when the condition yBP+ eB RB = hP is satisfied. 30 6.
The nmethod of claim4 or claimb5, further conprising the step of the second
device authenticating the first device when the condition yDP + eD RD = hP
is satisfied. 24 7. The nethod of any one of clains 4 to 6, in which the
first device is identified by a non-authenticating identifier and in which
the second device retains a set of key valUes which set includes a key

val ue shared mﬁgh the secret key value of the first device, the nethod
conpri si ng the (8¢ 8pthad afisay ppe ot clgms ¢ &0 Sdnvivishcte ifing dewiee is identified by a

non- aut hent i cat} i Lti.er [ ] t

devi ce may Se|Eg@gwﬁgﬁﬁgehég#ﬁéﬁgﬁﬁgﬂggaﬁﬁfﬂgfﬁﬁ¥gg§y§??Qg@pgéﬁﬁgﬁg?%@%gg
first device fmwhkhtdeeinsktlend kkeyaluabkhwesd wih thhecreekbpdalot ofihy feseleoice,ahai Ns
4 to 7, further ﬁgﬁprisingﬁége ste? of .deriving the, value h froma shared
secret val ue s™eipdgomprishedhe,gap gf e fyphAesiceicRmppiGRting dhasppapherggating ng

the val ug h comRhiiB&So tREseshaPI fice &eﬁ&wtﬂ&s%%ndad%%-r}é@%?&@mm?gﬁaggn on

t he shared secret value s. 10. Trlle nmet hod of any one o alnms 4

further conpri shamsl wik thetsepest béy vrlee of thadirss defice fi5nt the sk ofdtey velresnd and
third devices checking that the value en is not zero and/or that the value
eB is not zero. 11. The nethod of any one of clains 4 to 10, further

conpri sing t8heTEé gRthodlof @R o ofiElains Plo 1, Mertidr koinprisRe MNdstansr divish @evi ces
checking that the value RBis not equal to the 20 point at infinity and/or
that the val ueVies fi rorpe sagethsectes velve spoint at infinity and/or that the
val ue RByis not equal to the value RD. 12. The nethod of any one of clains
2 to 11 in which the comruni cations channel is defined by the assignnent

of an I nter et TR mtthodlof addin 8s& whichliee dtey st dedivwiChe vame2b corhBriscEhige sgd bdd

of any one of clains 3 to 12 in ich the third device has retained the
carrymmg out a one-way hash function on the shared secret value s.

10. The method of any one of claims 4 to 9, further comprising the steps of one or more of
15 the first, second and third devices checking that the value ep is not zero and/or that the

value ep is not zero.

11. The method of any one of claims 4 to 10, further comprising the steps of one or more
of the first, second and third devices checking that the value Ry is not equal to the
20 point at infinity and/or that the value Rp is not equal to the point at infinity and/or that

the value Rp is not equal to the value Rp.

12. The method of any one of claims 2 to 11 in which the communications channel is

defined by the assignment of an Internet Protocol address to the first device.
25



values yD, P, eD, and RD, and in which the nethod further closes the
comuni cati on channel between the second device and the third device, the
step of closing the said channel conprises the steps of. 5 the second

devi ce obtaining a randomvalue rc such that 1 <rc < p_1, and cal cul ating
a value Rc = rcP, whereby Rc is constraig d to have a different val ue than
both RB and RD, the second device conmunitating the value Rc to the third
devi ce, the thHﬁd devi ce. obtai ning. a random val ue ec such that 1 < ec <

p-1, the thi¥dTaewethod afgny grtrahelaaes hip thio whichehedbird devinehasastsineddbei ce,

the second devigg pept i gatg n ] rati on. tLi.on ycP
e R n yop SR B e g e BlATE QRRLR R AR SR B S ERRAICHAR,
conpri si ng t heckinspsbavvetrhtbe semad dediev bndthehbicd dagee, e dtépsf dibeny telgidec i s
not zero. 15. The nmethod. of claim 13 or claim214, further conprising the

steps of the t RPPHCHFARRTESS bRsERFARG that the value Rc is not equal to the
poi nt at 5i nfi nifelecdd dkQice RRIMERE HOShRt #¥e Pé‘ﬁ;cﬁghfﬁlla'\i F% é-g, %{%éﬁﬁeulgﬁﬁgtzr‘er
bot h thi ev

conprising the steps of one or of the second and I ces

checki ng that thevalgl Re= ReP,ivhanety Reisadonstoaindrbtovalveie dBBrendhiesharobotk dial

to the val ue RD.a%QQ{or that the value ec is not equal to the value eD and
is not equal to the Value eB. 25 17. A program product conprising a nedi um

havi ng execut athege@ma@ieaite eoae BHaad] %vdl%ﬂ?iﬂh%ﬂwd@vi&be execut abl e
program code being variously executable on a first device, a second device

and a third detfieddrd deyicesbisiningn @ndrngrbinecsueh et hg ecopef dhé third devicsuse
t he met If@d of anyofy &ﬁ(@d‘tiﬂgtﬁe\;a elés %%Q?ec%ﬁ‘é Elc':vqge out. 26 18. A system
conprising a first device,~a second devi ¢c€, and a’third device, the first

and t he secondhdesicndsiceiac huthostadsg tg doshperdios edieathkemdurdnug-Phi eeReR Of
t he devices havin available,%o it a public key P, selected such that the
operation of der¥of Ages fie1s satistied

14. The method of claim 13, further comprising the steps of the second device checking

15 that the value ec is not zero.

15. The method of claim 13 or claim 14, further comprising the steps of the third device

checking that the value R¢ is not equal to the point at infinity.

20 16. The method of any one of claims 13 to 15, further comprising the steps of one or both
of the second and third devices checking that the value R¢ is not equal to the value Rg
and 1s not equal to the value Rp. and/or that the value ec is not equal to the value ep

and is not equal to the value eg.

25 17. A program product comprising a medium having executable program code embodied
in said medium, the executable program code being variously executable on a first
device, a second device and a third device, the executable program code being

operative to cause the method of any of claims 1 to 16 to be carried out.



secret key value h fromthe product hP is a conputationally difficult
operation, the 5 first device, the second device and the third device each
conprising menory units and processors for storing and executing program
code, the system conprising nmeans adapted to cause communi cation of either
a first set of values or a different secopnd set of val ues between the
first device and the second device usingthe third device, such that the

first device cqomuni cates. a set. of. 10 val ues is different to the set
of val s | 1% QuBPFECORRE S P et P i ks derise dhi St ong

first device teCab&id dbvSoes Yy sgﬁssﬁgla%ﬁﬁﬂeﬁge&gt cg'lw)éﬁl% A, T &0 BRI dtebﬁe; Irst

set and the different second s | 'ues expression wth
val ue equal tohating pva)ﬁbkﬁttohﬂ:h IaJiI]iCtldesedeadd sheohi that th@opamticudfaieevmgshag a

different selecti u he first set and.the 15 dlfferent
Second set ot - grdds? val B BSbatuigl S omntaRrun Bt i, e

product BP, thﬁrms\heénts@mabh&uagcmrtﬁe %ﬁﬁioa@%etéacw@&ﬁﬁnélﬁgmremowuﬁ@é@iﬁﬁ
to retain copies of the first and second set of val ues bei ng conmmuni cat ed

bet ween the fi Poresnr foheoringawhekedetingprogrmic®l, t he system conpri si ng
means adapted to tﬁ %?cnll h(?mf)r%mgmé:g | Ccf Hée% éé?%‘%’glcg%{%}uglgﬁi%ﬂ ofgl?her a fhrst set

val ues of the flrs expr ess

aut henti cat e t he dofivelits angdiffeeers econd seledivaRes bddeed e HY¥cdemMeaindGhabdrond
in which the first device is a wreless handhel d device, the 25 second
device is an ent SEBice ysingdhe bird dguigeveh that the first devecei commnyroeatesra sahRbr ei n

the reaps adapt edikoRSAnLg: LM AiAPVLGE, g, @uibent i cate the first and

second devices conprises neans adapted to €s a communi cati ons
channel bet ween ttllmasyfstenstoraptdhingmemmhddpwd(t@sausEYhe 20t debe: teyakcehntusimlgal m

o eSSBS ) S TR SBT3 b .
retain first expression with a value equal to the product AP and the second device to
calculate, using a different selection of values from both the first set and the
15 different second set of values, a second expression with a value equal to the
product AP,
the system comprising means adapted to cause the third device to retain copies of
the first and second set of values being communicated between the first and the
second device, and
20 the system comprising means adapted to cause the third device to calculate and
compare the values of the first expression and of the second expression to

authenticate the first and the second devices.

19, The system of claim 18 in which the first device is a wireless handheld device, the
25 second device is an enterprise server, and the third device is a router, wherein the
means adapted to cause the third device to authenticate the first and second devices
comprises means adapted to establish a communications channel between the first and

second devices.



t he val ues conmuni cated between the first device and the second device, the
system further conprising neans adapted to cl ose the comrmuni cati on channel
bet ween the 5 second device and the third device, the said system
conprising nmeans adapted to exchange sets of closing authentication val ues
bet ween the second device and the third gﬁvice to permit the third device
to carry out a conputation of an expressi based on the retained val ues
and the closing authentication values to authenticate the closing the
comuni cat i G¥- éhapyiésm of glapy 19 hwhighshe peramuaivgtiorsechafine kstabishédcoropiz®s

wh [ h t ' ' ted t . t th tical .
oper at fona. on. Gt T AC R Tl R il GRIRY Rlee TR i om taraiin

prine order g, thenalusdcomntmidatdd bebdennhé Gk dovicelgid Mededtint lctict,ahegeent O
the group and_the public key P available to each of the devices generating

a prime 15 subBrBEHcorrives gearirdepied o sosoihgepmmuni¢nsion phenngl basivpen Bieng
nmeans adapt ed I i.CR .1.0: 50 LN 0 | such
That 1 <oPD < poafiPdaieq R e IR ARH e B B AL BlRed B 211
means adapt ed ¢xwhesgessetstdieldsingdutisevicatéon alen hanieaah@sdebed daratdrendRBk tiard he

third device, 20.the system conprising neans adapted to _cause the third
device to ret af ¥ feéﬂsénﬁﬁl%tﬁggp AW L0 ST Y1 2(COMPYFARAR @T B EXRFGISIRD Ba%ed o t he

second devi ce, thth@am¥s L EIMLSAPNE S1RG TRARS ARGt R &&H&ﬁicaéaghéasgﬂg the
device to obtain a random value rB such that 1 <rB < p-1, and to

cal cul ate a vatapemmRBcationBanidlere RB is determined such that it is not
equal to RD, and to cause the second device to obtain 25 a random val ue eD
such tha? 1 <eD < p-1, and to comunicate the values eD and RB to the

third devi cel. Tihesysieat €MansmRIdf Sialds 18 aNs0, afaRdif dadiPo 0By 88yit&as hilipidl Wevi ce
to retain copies of the values RB and eD and to forward the said values to

the first devi@Ey whmaficsmasieplanepations ay deeadseradpinEdt) eed Zavdwre Feisfd finjte
device to cal chlighe,fmbdlis ¢YRcluding scalar multiplication defined with reference to the
group and the public key P available to each of the devices generating a prime
15 subgroup of the group E(F,) of order p,
the system comprising means adapted to cause the first device to obtain a random
value rp such that 1 < rp< p-1, and to calculate a value Rp = rpP,
the system comprising means adapted to cause the first device to communicate the
value Rp to the third device,
20 the system comprising means adapted to cause the third device to retain a copy of the
value Rpand to forward the value Rj to the second device,
the system comprising means adapted to cause the second device to obtain a random
value rg such that 1 <rg< p-1I, and to calculate a value Rp = rgP, where Ry is
determined such that it is not equal to Rp, and to cause the second device to obtain
25 a random value ep such that 1 < ep < p-1, and to communicate the values ep and Rg
to the third device,
the system comprising means adapted to cause the third device to retain copies of the
values Rpand ep and to forward the said values to the first device,
the system comprising means adapted to cause the first device to calculate a value yp =
30 h-eprp mod p, to cause the first device to obtain a random value eg such that 1 < eg
< p-1, and to cause the first device to communicate values yp and ep to the third

device,



30 h-eDrD nod p, to cause the first device to obtain a random val ue eB such
that 1 < eB <p-1, and to cause the first device to comruni cate val ues YD
and eBto the third device, 28 the system conprising neans adapted to
cause the third device to retain copies of the values yD and eB and to
forward the said values to the second devige, t he system conpri si ng neans
adapted to cause the second device to calg | ate a value yB = h-eerB nod p,
and to cause the second device to comunicate the value yBto 5 the third
devi ce, and t hBesyseBmoasmsiesnergs sdanied oraysethe tirdderdes tometaingopips @ thec e
to authenticate t (g evj opdition YBP + eB
RB = yDP + oD RD \{Aglegg ?‘i‘% chBZ’%]‘Ei tiﬂg‘&%(iid qqe Qaﬁfgéalm%&] tﬁehs%cc?ncf1 &ie!vgc!e,

the system comprising means adapted to cause the second device to calculate a value

Y= h-egrg mod p, and to cause the second device to communicate the value yg to
5 the third device, and
the system comprising means adapted to cause the third device to authenticate the first

and second devices when the condition ygP + eg Rg = ypP + ep Rpis satisfied.
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