28 Novenber 2006 AUTHENTI CATI ON ARRANGEMENT AND METHOD FOR USE W TH
FI NANCI AL TRANSACTI ONS The present invention rel ates gefshaéhdyer200@ paynent
system and nmet hod using a 5 conputer netvvork such as a wi de area data

net wor k. Mbre &]@R
aut hentlcatlongg?gg#&g%ﬁo which 1s par o a pa@ﬁngwé éﬁ/lgﬁd a
correspondi ng nmet hod execut eFINANCLAD TRPNSAHETI@NE such as the | nternet

using an Integrated Circuit Card. The present invention also relates to
software for inplenmenting the authentication arrangenent and nethod. 10
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user terninal main access device such as a personal conp
ar chi t eét uucemawgr M@’éirﬁugb ahgywidesnerrdata megworkf Mor@@pnﬁ'wallpﬁhegncﬂdst and/ or
fromUS 6,282,522.

services p e n ve he Intern

A client sﬁ‘@g&&o%lag&é %ﬁ?ﬁ?%Pﬁé%aWagg?W?@I@l%h‘é pf‘"ﬁf)g? BRYPER Y 1y 4
consuner aafd i céregsheeding in@th@d@ﬁdcdteﬁ%&éi&rn opeh GBIwAFE QRth%s X InRAREUIRE ' S SMart
card. A paynent server on the Internet includes a conputer and termnals

that handl & Integrated Sireuit Cpesh Theprestnt inventipnaalsonelaiesdo sefdkare drover t he
Internet i §n@eBit é?ﬁﬁéﬂﬁﬁnonaﬂ}éﬁé%@tgﬂd Ing&?ﬁ_oods and/ or services

offered by a nerc or sale on a site. e 20 nerchant contracts
with ahQacquirer to accept smart card paynents for goods and/or services
pur chased ﬁv%{n t Int ernet. A consuner uses his smart card at the client
termnal i of Fi€hase goods and/or services fromthe renote

mer chant serveritjs @wdtawce%rcﬁaa@ybﬂﬁmhkﬁxe& ﬁﬂﬁ¢aasérlﬂélﬁﬁﬁa@eﬁinhiny bet ween
the client termnal, nerchant server and paynent server Fig. 1is a

schemati c #aspHdigeise suchas agfersenal cempiier. mmbhltnctumarrd psossingaseEt 1, e, g.

. for access I N | nt er net . rm.nal 1 includes
a central éag‘?%@@gg‘gé’%\ﬁlgf’ gczsdg&or ?%Fscwr? bg{%@r&ﬁ]ﬁ?my 4 and
I nput / Hut platown(fréUSIEIST, 622 G dliedt strvekion 3 cliont téninsRunesIsHeheatsian. 1/ 0
devi ces 6 t%(l be a keyboard for entering data and a screen such as a
1&g

vi sual di spith§ cogsumer éﬂfbmte&famsda Malsiae%dey whigh aceapts) the consugier's mart t i ng di ode
R b bt
reader 7 vihe krandattbdn @ dard siag'eaAIed c@rrectud bv@&hﬂh{t&t@ﬁ)ls hnfepchantxerveead when it
s introduced intq a recei slot in the reader 7. Alternative| t he 28
Novenber grtising the goods an or rvices offered by a merchant for sale on a web site. T Kc
20 merchant contracts with an acquirer to accept smart card payments for goods and/or
services purchased over the Internet. A consumer uses his smart card at the client
 terminal in order to purchase goods and/or services from the remote merchant server.
The Intemnet provides the routing functionality between the client terminal, merchant
server and payment server,
25 Fig. 1 is a schematic representation of a user terminal or main access device 1,
~ e.g. for accessing and browsing the Internet. Typically, the terminal 1 includes a
central processor unit (CPU) 2 which is connected with memory 4 and input/output -
- (I/0) devices 6 via a bus 3 for two way communication. I/O devices 6 may be a
keyboard for entering data and a screen such as a visual display unit, e.g. a liquid
30  crystal (LCD) or light emitting diode (LED) display, a CRT for displaying the
progress of the transaction and/or for displaying messages or prompts. One of the I/Q
' devices.6 may be a card reader 7 with which an Integrated Circuit Card (ICC) 5 may

be read when it is introduced into a receiving slot in the reader 7. Alternatively, the




2 card reader 7 may be a standal one device for reading the ICC 5. One of
the I/O devices 6 nay be also a nodem 9 for accessi ng2g8 MavekRb&r2006 via an
Internet Service Provider (ISP), e.g. a 56K, an ADSL, a wireless or a
cabl e nodem The actual formof the termng may vary greatly, and may

i nclude a processor such as the PentiunmiMfamly 5 of m croprocessors
suppl i ed bycarheeader Gangy, bagsandalene Hevice for rdadingdhe FHC 593 of the\HO deviees

termnal 1 4 ' t ' the vario arts af _the

term nal suéc_ agéé ?tilﬁé’es H@&?‘% %ﬁ%?ssbl%%%@?%ﬁv&?ﬂ @é%&ﬁ”c ﬁ?ﬂgqueyboard

and the di (f8Bye.g.tassKyadADSInd witedess pr Dcatds podérayTheakalabHmtof dief f er ent

posi tions z%nd .connected by ca i rel ess transm ssion or_sim|lar or be
I

bl es, . )
part of a I'GEHRAlMAYVaRCErRHIY 2B may includs 3 peeqeasyr pychnas thePestivmi fmilt i ons
net wor ks. Fjfehi } ﬁﬁffﬁ ty f; j rcuit
Card (1CQO) g%l%rﬁ%ﬂﬁ?%&ég | ncpﬁgéﬁsﬁg ggg% %‘%ﬁlle?fﬁhi?? gtﬁ%ggg?}?‘g)tﬁport 10
and some pdemmamaditis ali sinatpd at englocatipnntha vedwstpatte ofithaternivdh et asghe be
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10 can be Wssbﬂma?méﬂiaﬁdﬂefdﬂépbsitfbnk b&d éqinBted by dablésowialess reader 7. An
integrated circuiit card_is a card _into which one or nore integrated

circuits SBSmussen erimilyr grdbepart of alocplares netwatkror intgreoniested byOpt i onal |y,
~the 1Cgy5 'i@é’coﬂﬁn@icaﬁﬁﬁsfﬂeqygmi ned portable intelligent card and include a

read/ writable working menory e.g. volatile nenory provided by a RAM 14 and
a central proceEgo? isd®schematid tepresentdtion 2@ an dtegraed Wircuit Qatd GCEpstTmt card

| CC 5 can r.at S M Cr Qpr oCesso e.g. read onl menory 13 for
storing cog(gésén‘g‘é‘%ﬁéﬂ]@@aﬁ PU{AUBEHHD) P10 240 £9E REMERPH SIOEARCF-£7 £ or
recel ving bRGn-vokiRMeriy ilh HePbERduMER fofint @RS b] 9ln ERPRRAPESSSOT 12 and

clock CLK to the sequenter 16. CC 5 can be use ank card, credit
card, debi tonsigeted to the H¥6x pash] @ vipabye 17 ey battecpbatkedtaudomradcess msinoiy ar .

O her at t m,Grocoptroal.ler 25 may be present buf are not shown,

such alSa U e 103 pR 10 RERRE 2 5o EpiFocan pBiriie il 1 8 S £ o)

logic, a chadgd.AuiitegRRdRircai0 o i 4 AIidinteRllichng of Afofe infgPit@rditulthat al | ow

the card to ¢communicate with the outside world. For ex%rcrg‘lje, an encryption
mag

nodul e ( noRredmsues to perfarm gplepst memany fupgdens. Qntionally; sl bterning a

-variety of B@p_&[ ' Li-ns . - C r merchant s.provide a web
server w t?’u we n}/agllie![dgﬁggiélggétklihg@iﬁg %énadmgill%c?@s%%or%&js/w%@ee‘gowg@ﬁag% be
accessed fe.gmoleibe membry proVidedby 5 RO 14 andi Gentdal priedsbl V2 ¥4 well@nlpages and

t hese commodities and services may be purchased using cards such as the
| cC 5 <% Figgessary Gipshys so thehrard ICC heanepsrteasamicsepIogesserpp sy tead only

memory 13 for storing code, a sequencer 16 and connections with the card reader 7 for
receiving the voltage sources Vss and VDD, a reset for the processor 12 and clock
CLK to the sequencer 16. The ICC 5 can be used as bank card, credit card, debit card,
. electronic purse, health card, SIM card or similar, Other features of the microcontroller

25  may be present but are not shown, such as a clock, a random number generator,

interrupt control, control logic, a charge pump, power connections, and interface
~ contacts that allow the card to communicate with the outside world. For example, an

encryption module (not shown) is an optional hardware module used for performing a
variety of encryption algorithms. |

30 E-commerce merchants provide a web server with web-site access to
commodities or services which can be accessed from user terminals as shown in Fig. 1

- usually via web pages and these commodities and services may be purchased using

cards such as the ICC 5 of Fig. 2. Many e-commerce merchants currently support




28 Novenber 2006 3 cardhol der profiling. Cardhol der profiling consists of
collecting information about the cardhol der and usi ng2g§ Nosertibdr200®
streanl i ne the cardhol der's checkout process. The information collected
typically includes billing address, shipping address, paynent nethod
details (e.g., card nunber and expiration date), email address and 5
comuni cat i Q?Fdhpldéf profhieg Sarditolder profiding nwl&s @f@oﬁgqtmnnfonuaﬂqyrabputl thel

checkout . | Ladees. N SuUppno ar dhol der
profile dat a@@eg?nqﬂﬁ@g tﬁl aﬁo? %{9 %ger??cﬁe&s B%Ckg'fngpgr éees%a%fgofl le with
this ner chanfonndttmne:lollkmd typivelly inbhxdemlmtlmgradﬂnielssadhlpﬁhﬁg kddressPpDaems I equires
t he cardhold |y .proyide ful] ing, billing and paynent
details. gﬁﬁfts‘feéaénfigé F%ﬂt‘@mﬁgﬁpé@%ﬁr@% @5"&131]@@&?5? 84 of on-line
checkout prc%ﬁﬁﬁﬁn%ﬁt:bx{l prdfréob € MRbst by alksB SuPidrt rﬂgﬂﬁb SHeBRhdfoRMY Ppur chase

experiences nore eff |C|ent for cardhol ders. mer chants have
i npl enent edhig nasgxcpth@g@e mmhuutdoep Inotﬂlppor( Fczgdhcﬂglerlmoﬁlndetabaso opthevi de t he

car dhol der earﬂl rcha ess b full ,use of

car dhol der °8§@‘8ﬁ8f?‘rb“ E%fﬁ%ﬂ oéfé ?gméf % Wgc%?g%le%ﬁracﬁ%gﬁ?e managed
by the mer claprofiléf éiRtkdut preeidedhiires aitk o%ﬁih@ﬁfet fotnauRBY bidvidedulli tem  or
itenms, the Cardhol der selects the express checkout option. The Merchant

retrieves tSHEPRgHHiveaed paymenddetpts. Exgpmmeree mefchants ba‘gfemmlemew@d ser
I‘ |
The " CaCcinar ey of il Gio:foud prdcBSse By SHAMIOGE e BROPRRET P11 o

Si ngl e-cli q:hrchtmcckpeﬁenqmsme s&“mldm‘ﬁﬁ' cla&ﬁnldemo)\emmbbedf myrchmmyhaver chants 20
(see Fig. 4)., The | e-cl checkou cess, is inte ovi de the
car dhol der ! 31%6 e, an fpe ?558*‘?9%(8?‘&{90‘-‘6% Fig3 lrgﬁnd@ﬁagaromcgeﬁggarghpﬁqr abl e by
meki ng ful 'wﬂlisa%t:@imhﬁeﬂrﬁ?&ﬂ rofkak Byﬂﬁﬁr&%ﬂﬁ@oﬂ%ﬁﬁabi&r 85@5&?‘ inaprofile

dat abase managed by t nmer chant. After "browsing and selecting a
parti cuI ar peyraent dethids S@rpdlhbdl g@ffil@@uz}mse;mamed by thgl reerchint kA fierdaowsing i on

i co 47 AREiPltp @ bRURRY Jorb e el B Chrdiaffets i EReantol o (e

“shoppi ng bptide The Metchahttetrierethp @yrdheldel’s pioifild) aid pfeséids 8 Séeleﬁlhe The
Mer chant conbines the detajls of the order and Cardhol der S. paynent

‘details toUs&rminaheomhiniag details ehthe order padiCardholdon epryseent detailhaBe to t he
Car dhol der ¢ ﬁﬁﬂégﬁﬁ%ﬁ %t@é’ﬁ&hﬁsﬁﬁ%‘%ﬁﬁuwﬁﬂ%ﬁme%& gven combine multiple
ersater e 1 ni Sl ngle-Cc

- single clic |ck rough sone 30 form of

customer adm ni Singletdliok tldchbutprorges hideieenniglomented dy ey imdréingt andar d
checkoé ¥\/n Eh I S su_ally a p ocess of confirnmng the order details and
col | ectY ng\fhe! 6?‘8&'{’ Cilcb fet REeqess 'Isént?fs@é to provide the cardholder

with the most efficient on-line purchase process available by making full use of

cardholder data and payment details stored in a profile database managed by the

merchant. After browsing and selecting a particular item, the Cardholder selects the
~ single click order option which is generally available on all pages where an item’s
25  details and price are described. Usually the customer can either add the item to their
‘shopping basket’, or order and pay for it with a ‘single click’. The Merchant combines
~ the details of the order and Cardholder’s payment details to create an order, which is
then acknowledged in a page to the Cardholder. Customers can usually cancel, amend
or even combine multiple single click orders after the initial single-click through some

30  form of customer administration/status page.

“Most merchants support the standard checkout, which is usually a process of
confirming the order details and collecting the Cardholder’s payment details (see

| Fig.5). The standard checkout process must be used by non—prqﬁled cardholders since




Fig.5). The standard checkout process nust be used by non-profiled

cardhol ders since 28 Novenber 2006 4 the paynent det a2 dNoweabert200®e

col l ected. However even profiled cardholders will often opt to use the
standard checkout if, for exanple, they wish to use different '
paynent/ personal details. After browsi4ng and selecting a particular item
or itens, the Cardhol der selects the 'standard checkout option. The

Mer chant phepsynicst detailagecdsbbatslipcra Rowsetdveh pofilddrcdatholad wikgfi@st i ng t he
Car dhol der s, pa nt details. The Cardhol der can reyiew the order details,
suppl y thefipft%ﬁ%//ﬁgﬁ'iﬂn‘gf’é@%cg%h@ﬁ}rﬂ %é@ﬁr"ﬂ}gfb‘f’ﬁ‘é‘?‘\{‘gg@f nent personal

i nf or mat i gayaad/psdbl Bégignfi rm the order. In sonme cases this conbined order
details confirmatjon/paynent details requesting page can_be split into two
pages, as showdfiifepbromsingand scleifay a prrEipyatdtony, ghiens the{erdheliepsddasts a

si gni fi canke §iRRRARELRN: Y MTBhOMeRbhnt pldsARNE bRAe hb @Bkl the AN
expl anation of various fi'nancial transaction Systens Can be found in books

such as " 9ideyped Eeestipgpthe Cadbaldersmaymemdeais. d'he fdrdbpldg; capaeygw thpr ent i ce

Hal | , 1997 .. [L .Gt . P 1 Pr dition; 1997,
" Desi gni ngor dg;rlguitg#s%gﬁ%{ %%55 ' &%@gp&%@%ﬁ? ggglgma{%%glﬁa? C. Stewart,
Addi son- Wisfbenatiod 89Bsubfitonfirn ilslordee s pend ¢ayes thisesmbincdoslandetalns are of t en

- ed.. f . h i [ Merch ' i.sk. S i
of sueh " ONERAFEDPERLRFE T bt RETPL KL A MR HOR0IT S o al | ow

conveni enfFiglioppi ng w thout conpl ex procedures. There is a continuing need
to inprove the se and securi tye of Int,er,?et financial transactions.
1

e
Surmary of t he IPYAVERTIOBHraReaH g cRistsste st ficant fransaehogvelimsotllyent i on neet s

the goal s fighncltraRadAE. ArpdkpRRREInCA hRhs fiRadcid ABfdaddion syRBHAEIN RN
environnents that traditional Ig%f suffer from char 8ebac S’ because no
[+

evi dence &3l én baokpsush iag etpcpmsdilecimpic CapmeatetieV. Berdand My S. Bethor i sed t he
financi al phadomat 169%; "bleidl CA&KSLAP P Yhi Bidd) §od At er net
channel by gt_rqngl’y alt heént | cati nng't h%#ﬁ%ﬁg?&% t%e 108225

poi nt - of - ["Resignang $ysten(sHox Intamnet Copmearéadj GgWe Tplesacand Iei. deavoet, bot h of card
presence LN r I rial:nated.the .transaction. The invention
has a nung‘gglsél?e%s%?’?9%0@%%%8&3%8?%%‘3{ a’gh?)sr‘ri“'etr ) <! YA neél n@ﬂar gebacks due

t 0 r easonguaintéaradt atedthérefondiatabid AoquiesMerdhamiiriskt Sansty dypgdorti ng bot h

credit angngn%%ll %raz%srfe?sngr? ﬁlte 'Ir?tgglet should be high but also allow convenient shopping

without complex procedures. There is a continuing need to improve the ease and

security of Internet financial transactions.

| Summary of the Invention

Example embodiments of the present invention meets the goals of Cardholder
authentication in financial transaction environments that traditionally suffer from
chargebacks because no evidence could be provided that the Cardholder actually
authorised the financial transaction. It offers a mechanism for securing the Internet

* channel by strongly authenticating the Cardholder at the point-of-interaction {POI) and

providing explicit evidence both of card presence and that the Cardholder originated the
transaction. The invention has a number of goaié including at least one of:

- Reducing chargebacks due to reasons o'f Cardholder non-authorised
tral_lsactions.. |

- Supporting both credit and debit transactions

.- Minimising acquirer system impacts




M nim sing acquirer systeminpacts 28 Novenber 2006 5 Ensuring rapid

Mer chant adopti on Supporting authentication for real aggtlonémbutZ0ess,
virtual accounts and pseudo account nunbers. In one aspect the present

i nvention provides a conputer-based aut hentication scheme, in particular
the present invention provides a conpy er i npl enented net hod and system
for providing financial transactions via the Internet. The present
invention in one &wweolg rpidMetdentadogionor k paynment system for transacting
a sale of nmerchandqise over .a network using an Integrated G rcuit Card for
aut henti cati on, s$u8p°ﬁ@?wnﬁ%¢ﬁ’éh{”%@§?°gﬁ?t ‘f"r?’gil%f?a%?o'ﬂr‘g?% nt server
in comuni cati on peduidh asdust aabe@r kK, sai d nerchant server having at |east a
first itemof nerchandise. . for sale;. a client termnal in_communication
with sai d HEPRATHCC Be Prysf yRRUCDRLPYilesn compyieryassd aphepfisptionsrneme s or

revi ew ng ialslichiaf file prdseiiihwRitiSPprdvidessl céipidRtblendBiét Rtticaranlini tiating a
purchase transaction jtot_pur(_:hase said first itemfor sale, said client
terninal BEFHEE far praviding fingncigl trapsagiiqng vigrtbeltemstsage usi ng i nf 6r mati on
relating to a I t ) A I I i information
obt ai ned from sflg?éf%e@i?é?\dgﬁﬁmlggbgésy;g&%r@é%%%?(%%ﬁ%%ﬁg%éntrgrﬁrﬁngati ng wth
sai d | nt edraasastingp padewimaehagdisgaved a obtwont usitgsmintegated Lhicnig Carddos t o
generate aghal . i | | i.ng.. generated from
the infor %#@Jaﬁgﬁg?‘?ﬁ%gg?@gﬁﬁ %E‘grﬁ) %ﬁ%ﬁﬁ%&%nsguégmaccount nunber,
means for comoemicatien vitlesadhadtenkgeidmeshae sater hiving atrlekst #Adeitenant] f or

generating_a . value.fromthe chall enge nessage; said. . Integrated.Circuit Card
having ne Fghapdise E?éﬁag?’ﬁt ,Iﬁﬁ%m&c(?&%‘lﬁﬁa o gﬁad‘énq?’f}%f %ﬁl‘?aéeéf t a part

of said vadritinal hidgngar shtput 8ader fohRVieWhgRRITEstiemIBNIa bA] &Ninuit hent i cati on

token from at |Least a part_of the crypt ograph,i o rressa%geT, sald client _

term nal WEUFHEPT HFRUAIDE £ pRIchass Yapsaptiqn g putchipse sad Tisd ptem fggsalepsaidgliclbnt i cat i on

token in feril®s B8Ry iitdngbd BHUIIH 8 PlnlRasy nfeslaBEu it WRrhalish SRk toaPPr oval s
server. Said neans to generate a challenge nessage nmay be adapted to

gener at e fHEcheptifensifigeanddingacid tpweiieiafirmrdmmmbtaind fros said mgrepantt he

mer chant érqujﬁﬁbérﬂ%adexafgr &Wéat%mﬁrsaiﬁm %Iite&? eaalit @%}ﬁ sgtfd die rchase
amount and a purchase currency. e means Tor transm ting at 1east part
of said atrtanal havang menns skgenerawya dballengel apssagk, said thallesgs thessdpe baing| east part
- of said a {gation token t he nerchant seryver nd the nerchant
server i slééa g%%‘!a%g & etlfl%)ﬁnsl%fotn r%ﬁ%ngatf’ ﬂi'eerg%r?haﬁélrdfm fer g%‘?ﬂ‘ BERWent i cation 28

Novenber 2(fiber, means for receiving the challenge message at the card reader and for

generating a value from the challenge message; said Integrated Circuit Card having
means for generating a cryptographic message from at least a part of said value, the card
reader having means to generate an authentication token from at least a part of the
cryptographic message, said client terminal having means for transmitting at least part
of the authentication token in a message for transmission via the network to said
approvals server, Said means to generate a challenge message may be adapted to
generate the challenge message from the information relating to the merchant
identifier, an account number and at least one of a purchase amount and a purchase
currency. The means for transmitting at least part of said authentication token may be

~ adapted to transmit the at least part of said authentication token to the merchant server

and the merchant server is adapted to transmit the at least part of said authentication




6 token to the transaction approvals server with purchase information in an
aut hori zation request nessage. The neans to generate 28 tbhathignrgeogressage
may be adapted to concatenate the nerchant identifier and the account
nunber and optionally at |east one of a purchase anpbunt and a purchase
currency. The neans to generate a challenge nessage nmay be adapted to
conpress the concatenation of the mer Ehant identifier, and the account
nunber andokyttb GRatahsacidn dppRvhls 8AQerOlitiPpuitHasd iBHBmABAUR hn ARRorEaféd Chase
currency, whereby the_conpression nay be application of a hash function.
The appr dFaHest raessage Theagrapsig gengatga challeage massaeespayibsadapiedient i cati on t oken
and conpar@nédiatei@iHéthantRSHELS aid thh aldGnHumb&ARY oPRSaliPht IEfone

aut hentication token in the authorization request ssage transmtted from
t he ner chafe pyrhse amoymiand & awrshase cemensp prhewasans to genoyae a pbatlehge adapted to
send an a Q | . ri.son is
positive. Hﬂi’éﬁgéé?nlmtaggg g?ag%dg)?é:rﬁﬁ? %%%ﬁ%g %{é%//(gftgé {rr'gl%l%; ugeﬁgﬁgr’ %riﬁr st data
obj ect st dheetcpynt gembkr mechoptipnalfyohat idast ave afis piroliasgemema tndgpachaaeit hent i cat i on

token fro e art of 1he cryptqqgraphic ssage be adapted to
sel ect a [3951? {mc b‘?ﬁe%??gt%acro P theE aé'r%ﬁ?@%?té ‘)lf@hg@s@%‘g@ni “accordance with
the first agpbaaloirec may febuiddatdeadt pat of thbjusitintitatiyn Siked &l dompasd tHe menory and
t he means t.0.generate_.a,chall enge ssage may. inc|ludes at. |east one of a
pur chase’ 5?‘}’6’&%?‘635?\5? "éfth?ﬂ]? %tﬁﬁas"‘gpagmfrtgﬁwhqgﬂcat‘?%@kﬁ‘éwg%ﬂ 173§0% he chal | enge
message i ReueS@hidd e Gandntifled e IRCABLhAR L AVAPTRCransddliod APpBG4ls aspect the
present inventi orkeprovi des a nethod for authentication for transacting a

sal e of mSFUHARRY eadapied to senkan approvaldnehsres o the megphartsarves 8 t Card, the
met hod coEphhststsis fositiod | 1hs | j H@ﬁﬁ] ant server
with a cli etr.)lt_ ter rlfﬁéﬁpgﬁ?mggﬁa%dﬁg%%@ﬁdﬁvﬁgrc agyt-‘ﬁlsﬁg? havi ng at
| east a f idptaobjectestares in spidmadraerliand tiegneans for genasatingwinagthenticdtibh r st i tem f or
sal e on sg| ' r 1 Lol tiatl h r [ to

par chase. Sk Bl eale g BPine cojelekdehle sl B 3R A86hrdd @00RAAR L° i g
i nf or mat i ofithe phraof thgcryptographiic olessape indeodrildrice with et fritidamadbidet. A r ansact i on

I nformati on. O&)&a{%i rbed fronil sai.d rr&rchant ver %enerati n%lﬁ chal | enge
message o Che ¢l T ant e GAR SERBCIRTTARS BEnS 1 SFRI 3 B2 HHEC ner chant

i denti fi emessage mayindhdeddtlleadtoreasta puhadctini@nt 4@ (GhadHagh@ereiBsiage at a
card readgr and for %egel[ati ng a value fromthe chall enge nessage;

est abl i shfiggeneranmef hechtliease wEssagsdin acqordaneg,vidly the sergnérpia gbieclear d and t he

card reader angh S6Mer Apéchthe PrésEMRERAAPRLGINBSRABK fof R RkadaAst a part of
said val ue, generati ng an aut hentication token on the card reader from at
B

| east a pHfnsagmgelele of pprbapdisgieve anesealusinganiintagrated CreuitGardithe east part
of the aHBSALMAHARS lilifhing BulRRRAASH bRl I\Rerchhrt Worbbith RA1 T of

transm ssi o
client terminal over said network, said merchant server having at least a first item of

- merchandise for sale; reviewing said first item for sale on said client terminal,
initiating a purchase transaction to purchase said first item for sale and building a
purchase message using information relating to a merchant identifier and financial

transaction information obtained from said merchant server; generating a challenge
message on the client terminal the information relating to the merchant identifier and
an account number, receiving the challenge message at a card reader and for
generating a value from the challenge message; establishing a communication between
the Integrated Circuit card and the card reader and generating a cryptographic message

- from at least a part of said value, generating an authentication token on the card reader
from at least a part of the cryptographic message, and transmitting at least part of the

authentication token in a message from the client terminal for transmission




28 Novenber 2006 7 via the network to an approvals server. Generating a
chal | enge nmessage may include generating the chall engésiessabe 200@m t he
information relating to the nmerchant identifier, an account nunber and at
| east one of a purchase anmount and a purchase currency. Transm tting at

| east part of said authentication token may include transmtting the at

| east part of said authentication token to the nerchant server and

t ransm t t i vigthemetwark fo@aspprpeals scofer.Sadngrating b ehliegetmassegt olegindudem t he

hant g t ' I L th h
ot or mat 1 cherating el SAORE BB BB Bantrit bR 2 hat 1 enge

message nagertidion b s@otnmombarkat knlgast be: dferpbkvhade aniodeindfaiparchaded t he account
nunber and optionally at |east one o yrchase anoupnt, .and a purchase
currency. %‘iya?’iaﬂ lgmgﬁb‘%f'séﬂ@‘@oﬁiﬁ‘gﬂé%?gmo’& PaEelidpr essing  t he
concat enattrahniding!theat RGNV sdid @ithérdticeion talRd t6 R ndedRMNervbHIer and
optionally at _ | east one of a purchase anount and a purchase currency, e.g.

by appl yi rfgesmiigfhe pt st pahof seikauthonHertiopdgken from the megthant ssTEhloat | east

part of thge @ashaRh apstblANsd-RRth ﬁcﬁa@nﬁﬂﬂﬁﬁﬂﬁh%m%ﬁtﬂﬁﬁimﬁﬂgeq{ﬁ@é’{par ing the
rebuilt nmessage with the at |east part of the authentication token in the
aut hor i zatesFEe deensstinga shallyage masssed weeepmmrsaretratenptinacthemerobanty er

fol | owed By siEBtiR @hﬁ[ﬂ if the
conpari son ?ns posfli ﬁ%?&%ﬁ%@‘ﬁ%‘éggg’ g%ﬁ&gl%clrﬁ%?og% rra%haag{l/ﬁe{%}trremry and a
first dataad ebjusbase suwensy. Genesaing avhatinge miekvegampth canpriseichmpresongr i Si ng

generatin bcation token. fro t |east a.part.of.t

cryptogr a%ﬂ?ﬂéuﬁ%ﬁ%ﬁ%@&%@@gmgcgﬁti1Eed1t1§er,63":}1 ﬁlecﬁlfc%uﬂén%& a qolft’r?g‘tﬁ@r vpt ogr aphi c
‘nessage | feasiomernoflapeehase amotitentl iapstchdataarreijyee . by appsyingei hetl may furt her
conprise generating hal | .e ssage fromat | east one-of a purchase -
anount ang’%%ﬁ%&@ﬁg?gogd?"’ryéﬁag&? %E'é'i‘g ffa{??ébpf\ﬁ Qéﬁh‘i ‘th"é’é‘ﬁﬁf?& tkfla obj ect .

‘I n anot heat e pRFbvA seihe all @98fkink MEABHUIR hesdaPE Rk tife ANQNI PhecbraR:

. authenticatjon systemfor use with a network paynment system for

transact i ARERtcaNQn tgkenyp thapiharsationgpgyestmerseaadrausmsicd gfognthent egr at ed
~Gircuit CafefbhhRseAE fORBNEERY kéﬁﬁingsaﬁf[aﬂpl%%lgﬁé%;édtggﬁ Hherdhhnt &We?ﬁfgﬁ” sing. a

mer chant server in comunication w sal , Sal nerc t server

havi ng at theegsiparisohiis pasitivee heointegmtehEndiilserd may balee;memaryiaadt firtr mi nal i n
comruni catyl 1L J k, i ld ent term.nal having an out put _
devi ce fo%‘ﬁtg p%tgv%rﬁcglnggi:agﬁ%ﬁ@tmg fh éeﬁ%o (girn%lseélz%l?p "ML 7%1% 9,% erm nal bei ng
arranged twhbuichtébnaokgp frann aideaste pad gLthy sivipepgraphizrmessagarbyrseleating to a

nmerchant identifie d frmancial transaction infornatjon obtai ned from
sai d mer cREhP!? %pvé?t?iﬂgc%pgrquﬁdgqssqggrm a8 ‘E‘é‘f{ﬂgﬁr%%ﬁﬁ ‘é’éﬁcﬂ | nt egr at ed
Crcuit Cohdhmethad that fireiet cdrfiBe paheriibl \chall®RB $ndséhge from at least one of

a purchase amount and a purchase'currency_ in accordance with the second data object.

In another aspect of the present invention, there is provided an authentication
- system for use with a network payment system for transacting a sale of merchandise
over a network using an Integrated Circuit Card for authentication, said authentication
system comprising: a merchant server in communication with said network, said
merchant server having at least a first item of merchandise for sale; a client terminal in -
communication with said network, said client terminal having an output device for
‘reviewing said first item for sale, said client terminal being arranged to build a
purchase message using information relating to a merchant identifier and financial
transaction information obtained from said merchant server; a card reader for
communicating with said Integrated Circuit Card, said client terminal having means to
generate a challenge message, said challenge message being generated from the

information relating to the merchant identifier and an account number, means for




generate a chall enge nessage, said chall enge nessage bei ng generated from
the information relating to the merchant identifier aldNamembkardlfdé nunber,
means for 28 Novenber 2006 7a receiving the challenge nessage at the card
reader and for generating a value fromthe challenge nessage; said
Integrated Gircuit Card having nmeans fpor generating a cryptogram from at

| east a part of said value, the card reader having neans to generate an
aut hent i catdetning theshallengemetsagesn the ardmaderahd fdrgemratpigagrbmirasaibd cl i ent

t er m nal N ns fqr tra .t ti t | east rt of the authentication
token in é:plgrlgesnggglgg sT%%r’ Sal? a5 r?n{ééglrgﬂltggﬁﬁwglgﬂg?ﬂgf% BPSAIdS sai d ner chant
server. | rrypedgramdionest lespepirt dfsaidhaluel s emdd redieehivimmean e geneatepr ovi ded a

met hod for_ authent.icatiop for transacting a sal e of rchandi.se over a
net wor k u?f’ﬁﬁﬁ!‘g’ﬁtlca%l?ﬂ @5?%@@8 ajepgt aiP@rteiﬂtf, CIYIHRSTARY %%cq‘gﬂ%?‘i“g?lng:

est abl i shihaging neanden ire@ii®ifg al1e40BAN o AthBRLGBR I hti GEONSY in Winid3sage Gbd ent
termnal over said network, said nerchant server having a least a first

i tem of mEPEHARNPR B nebyrk foasds i mgrebetdeM T st itemfor sale on said
client term nalf ybiinbth@l dspckt 8f (Y hEAR EnehBd}S Ackd RPrdvieRUhdiBREopal d first
item for sale_and building a purchase nessage using information relating
to a mer clahentiGatiemfor freesectingd saleradmedreliandise aeca @micoverk nileg #rmat i on obt ai ned
from sai dpye - the nSSNE Bhdptdind: aen 0N the client
t erm nal theérig%?gﬁrﬁgrt?i@éﬁlr’ trhgl at'i ngﬁ%ﬂgﬁgﬁlg &%!l‘%:l ai %cﬁgﬁﬁ 1|Ogr and an
account nbetween a meosbianti saryet With g hihdrit ésrppinahess agid natwozk, saidanerctmatler and f or

Communi catirar et RalkRIN Bt gl mpRiedRaRr % sf AR TLEM D Feaer and

gener at i neale an sdiy pli@y teduiivhl, diftidingl agABdhage Paishctioh (G pirthasabdid firsgaaar at i ng an
aut henti cati on tgﬁvei?.on thl(la card reader.  from.at |least a part of the

crypt ogr affr St SR Rdingy purrhasg mepsage psing infrpation refating 19 LWEICBAY oken in a
nmessage f idemifiéi@ng fin@itial tr@AsAL IR infoPhati oo Th&Bir&N s¥l thebdMant SBkpor k to the
merchant server. In a further aspect of the present invention, there is
provi ded &fnesitgashalieags mgssagen tgﬁphem tergdnahfheHnigrpatiopselptinglpbht system
for transgagtdhig idertifiefadl an TEERRPARAMRE, reOMRL alerlﬁamgémes‘s%%éiat%. ntication
system conprising: a nerchant server in CONTruni cation W th sai net wor k,
sai d mer ctrader and dercgen¢ratingwyvalte fran ghe chafléngsmessagm esfablishirechandi se for sal e;

a client rm% . -r;_g*ani i 1th said twork, .sai client term nal
havi ng an&%u pu"taSl Atg)él\r%e@ge)e or [(rﬁge%ria%@mér%cuis}ézﬁr cﬁf %d;%fg calr{ Ig'ﬁﬁi ?rgfl&i%%l}etra%tﬁénd an
i nput deva cypfogram frbiianldast@ partpl s€8 asiae, geaoratng arautheatigution ldkea osai d fir st

itemfor gsale,, said client term.nal being arranged to build ur chase
message U eﬁafdirﬁ?(%}‘ﬁﬁ ia6ﬁeastapart of rt]le cryptogram, transmitfing at least part ota thg

-authentication token in a message from the client terminal for transmission via the

network to the merchant server.

In a further aspect of the present invention, there is provided an authentication
system for use with a network payment system for transacting a sale of merchandise
over a network, said authentication system comprising: a merchant server in
comimunication with said network, said merchant server having at least a first item of
merchandise for sale; a client terminal in communication with said network, said
client terminal having an output device for reviewing said first item for sale, and an
input device for initiating a purchase transaction to purchase said first item for sale,
said client terminal being arranged to build a purchase message using information
relating to a merchant identifier and financial transaction information obtained from
said merchant server; a hand held device, said client terminal having means to
generate a challenge message, said challenge message being generated from the

information relating to the merchant identifier and an account number, means for




relating to a nerchant identifier and financial transaction information
obtai ned from said nerchant server; a hand hel d devi c23 Nos¢mbar|20emt

term nal having means to generate a chall enge nessage, said chall enge
nmessage being generated fromthe information relating to the nerchant
identifier and an account nunber, neans for 28 Novenber 2006 7b receiving
the chal | enge nessage at the hand hel d"device and for generating a val ue
from the ckativimgdles dmebeggeestabeatthnbanddiett] diwice aad fuagemgativganalueor

generatin [ ramfro l.east . a. part. of said val ue; the hand held
dovi co havin (L ARL SR e T hong TR AicR Bt msh iR Rn or 1 onst o
part of theyptoymptoiemm lesab garcbf @id valie tird Haad héla\devige MRaRsméaat td ransmi tti ng
at |l east part of the authentication ﬁoken in massa%g fag{s transm ssion

r saikg

via the nefhEP plcation tpkp framat {easta Raghof the cryplag B8t of the

present i nuiibhldRvingMekes fob riMspiitid@ dt RadiPhROfhE QhthedidhiliNbk&ARison for
transacting a.sal e of nperchandi se over a network using a hand held device,

the met hodPeSHs PSSO AR the Retgriatomarinspid anprshent §BtHheen a ner chant

server with a %iaﬁ&hgtta@%é& H6the P8Ent SRlBBE EH@%iK?rogﬂ#eg AR server

having at least a first itemof nerchandise fof sale; reviewng said first
item for sthentieption for transasiing a sade of merchandise piverta netverk psing haswd haldnsact i on
to purcha i j it em:for . i b di r.c ssage using
i or | o0 i el b bl fig ol P B BB o 20 o

i nf or mat i oarvebwith aebert tamirshor vEd abaork, seidwnerchagerereahaving @ leashal | enge
nessage o cldent, terntnal, the infor ian relating to the nmerchant

i dentifi e;hr%ltrq%ma#%%%}gaﬁlts%ﬁ Rl&VisEing sot Sttlﬂn’gl ﬁ’ﬁﬁa}l? 8lgﬁaégﬂée§§age at hand
hel d devi cemihayingierisg apirtighsatrnghition b piichiie selddrteRgforBssage, generating

a cryptogram.in the. hand held device fromat |east a part of said val ue;
gener at i nGUAHNE dPHERRICWESHAGR VHIpk BHormatop Felating i a marchepiaidentificr ?‘Eﬁiﬁ\ at least a

part of tFRasdiyRiagicasn infdrARA sKthied AbmlsBRSRerciRA! deridf; Jeh&adtd hent i cation.
token in a nessage fromthe client termnal for transmssion via the

networ k t Shilif@enimreengmen he Fiwy terpmaahihednformsionelating tofhamerchmgsent
I nvention i&eﬁﬂﬁ&dﬂ{d%ﬁ,%c&h#n it .‘?{:c%li»ﬁl?j%hr: tgfcl@slﬁg%tbéag%%% R i a&sapt

transaction by defining four bui constitute the
basi s for e ggueneting @ealiefrem yheenirallenga meassage pendrai\d éryprogiaomin the e.  evi dence

~that th te i ine, ~b).A CYM f ti t hat
the car ndriondd BNt d G B of M o end e R Mt SR IoREN by (e
| ssuer, dpnthedendheldtdedoe Hbmiahkeadtaggadt thety@opthpRaRhiitting at least

part of the authentication token in a message from the client terminal for transmission
via the network to the merchant server.

Example embodiments of the present invention can address all channels and
transaction types for remote transaction by defining four building blocks that should
constitute the basis for a guarantee in any environment:

a) A CAM function, i.e. evidence that the card/account is genuine,

b) A CVM function, i.e. evidence that the cardholder is genuine,

¢) Proof of transaction authorization by the Issuer,

d) A description of the transaction environment.

The definition and the implementation of an infrastructure in one aspect of the present
invention realises guaranteed transactions in an e- commerce environment. A first

category of transactions suitable for such services is Electronic Commerce payments,




The definition and the inplenmentation of an infrastructure in one aspect of
the present invention realises guaranteed transacti on28 Nevanba20d®nmerce
environment. A first category of transactions suitable for such services
is Electronic Comrerce paynents, 28 Novenbeg 2006 8 both Internet-based
"e-commerce” and wirel ess-based "mcomerce". Since the npdel is generic,
it can be botdntsdrébated etopmararess andrivirelept-based Smresimmered]. Biare € ext ended

to ot her L e I ndi rect

car dhol der rﬁ%dé‘rélife) lggr%fietr&%ﬂéj%gu%@Jten%?ﬁ{og%l@%ﬂ%&m’qﬁ gﬁd(r\j?gre mer chant s
prepared t @xténdddue iottees snvaromments éndlunding Mail Oril[éta)raltuephoﬁeaﬁﬂlen dndict further
take of e- cogg&rceq vm'ﬁtLh the result of stinulated conpetition for business.
Reduct i on/ SPEONPIASH YRS AT sput es over genuine “not me' transactions with
10 consequgntfgut rég;@_.g‘sr[sg_' . The invention will now be described wth
reference to the fol ] rawi ngs. Brief Description of the illustrated
enbodi ment s FMgre riershantsprapared to dadmsmesscer the Imbineh can be used with the

present invention. 15 Fig. 2 shows an Integrated rcuit card whjch may be
used with fhenh&rag%%lseaﬁflﬁgm fugther taks of e-eormersg With Wﬁull;szfﬁwss’éat&eckout
Page Fl ow. Fi@mretiSdiPRs bisik@ewn Single-Cdick process flow. Fig. 5 shows a
. known standard process flow. Fig. 6 shows how bytes are described. 20 Fig.
7 shows an'athdactﬁdxﬁdhﬁinatimwﬂd@uiemomr(gemaiamﬁmt wicl tragsactambedibnent of the

g detailed flow of an authentication system

pr eseni i nventi on. 19(9‘ g nor

in accof danc&oneaRent e‘é‘ffﬁ 35U%t of the present invention. Fig. 9 shows an

| I PB Data $hé ibitich will RAERS ARARRI WithTefeferRE RPN TR wiRS d;a%ger esent 25

i nvention. Fig. 10 shows a UCAF Structure in accordance with an enbodi nent

of the present invention. Fig. 11 shows encoding of an AAV in an

enbodi. ment 0k | i .Fig. 12 shows 'Filler Set to 0" vs.
pAerpAEaRAERe the LRGRE Sbosiblls

'Data Set flowto forma PCR chall enge in
accor danceFiy. 1 bhows a main access device which can be used with the present invention.

15 Fig. 2 shows an Integrated Circuit card which may be used with the present invention,
Fig. 3 shows a known Express Checkout Page Flow.
Fig. 4 shows a known Single-Click process flow.
Fig. 5 shows a known standard process flow.
Fig. 6 shows how bytes are described.
20  Fig. 7 shows an authentication system in accordance with an embodiment of the
present invention.
Fig. 8 a more detailed flow of an authentication system in accordance with an
embodiment of the present invention.
~ Fig. 9 shows an IIPB Data Structure in accordance with an embodiment of the present
25  invention.
Fig. 10 shows a UCAF Structure in accordance with an embodiment of the present
invention.
Fig. 11 shows encoding of an AAV in an embodiment of the present invention.
Fig, 12 shows ‘Filler Set to 0' vs. 'Data Set to 0.
30 Fig. 13 shows a process flow to form a PCR challenge in accordance with an
embodiment f the present invention.
| Fig. 14 shows 8 digits from a Challenge giving up to 27 bltS of UN in accordance with

an embodlment of the present mvent:on




enbodi nent f the present invention. Fig. 14 shows 8 digits froma Chall enge
giving up to 27 bits of UN in accordance with an enbodf Memembdr 20B6@ present
i nvention. 28 Novenber 2006 9 Fig. 15 shows Bit Extraction and Conpression
in accordance with an enbodi mrent of the preapent invention. Fig. 16 shows
an exanpl e of Conversion of Required Data Bits fromBase 2 to a Base 10
Token. 5 Filje. I6mhews Rit Bxiragtien anddyprapressinn if laosordanoe adth ancodediment efo an
enbodi ment tﬁ%p{e t ile ‘E&Qt invention. Fig. 18 shows a flow process fromthe
conpl etion o e purchase to nerchant acceptance according to an

enbodi ment K. téshows es exdmplevEOonversionifReqlifed DawSBit o BhseeXoBusess
Checkout P%gr Fl ow according to an enbodi nent 10 of the present invention.
Fig. 20 sh okefipdified Si ngl e-dick process flow according to an

enbodi mant |mf 17tA6wWR LE S iclW BRI AR ngro%&ég -acaf{dﬁig(?(‘f\% BmBSinkite¢ ant andar d

process flow according to an enbodi nent of the “present invention. 15 Fig.
22 shows a peesentmeentent i on process flow according to an enbodi ment of the

_ present in t,i _Fig. 23 sho PCR- | i rchange, process flow
accordi ng t 'alé%g%gﬁ?lﬁgrﬂm% Sﬁlfs"ﬁghep‘foé’%%mi hRYe .eﬁoﬂ?rcg‘ﬁ'%shoms a

process fl @ecdptante sabeiagto aaimbddingiit bf the pkdentdpratiasl on according to 20

an enbodi nent of the present invention. Description of the illustrative

enbodi nent $1gFHE shews e modifipddixpress Chegkauidinge §law ascomling torrarsmbedimesh

Progranfge, of# prdstht ifis gmerce applications using a Personal Card-reader
(PCR) whi cr? ger?érsattelgwfgga'ut henti cati on tokens for transport to the Issuer

i n a Uni velFigm (20 Govdhomddified Singhe Glick piocess flowedcdordingAb an embodie®hgeli ng t he
t oken generation schene, cardholder friendliness - through paring down the
data requi FEHEREREMECHN0% r bare mininum using check digits, etc. - has

been provi ged 21 ERovemdaiRa stahiid PERER How %%Csﬂﬁﬁm Aol Rfentof dgnct i onal

architecture of a schene used to achieve | based authentication using a
30 personalpresgitdnveatigisr, for I nternet based e-commerce transactions via the

UCAF. 15 Fig. 22 shows a card activation process flow according to an embodiment of the

present invention.

Fig. 23 shows a PCR-ICC interchange process fiow according to an embodiment of
the present invention. |

Fig. 24 shows a process flow from card activation until token generation according to

20  an embodiment of the present invention.

Description of the illustrative embodiments
The present invention relates to an ICC Authentication Programme, e.g. for e-
. commerce applications using a Personal Card-reader (PCR) which generates
25  authentication tokens for transport to the Issuer in a Universal Cardholder
Authentication Field (UCAF). In designing the token generation scheme, cardholder
friendliness — through paring down the data requirements to their bare minimum, using
check digits, etc. — has been provided. In one aspect the present invention includes a
functional architecture of a scheme used to achieve ICC based authentication using a
30  personal card-reader, for Internet based e-commerce transactions via the UCAF.
The terms Customer and Cardholder are, for the'purposes of this invention,
intercliangeable, however for consistency usually the term Cardholder is used. It does

not strictly mean the person to whom the card was issued but rather refers to a person




The terns Custoner and Cardhol der are, for the purposes of this invention,
i nt erchangeabl e, however for consistency usually the t2%NoGambdi@Dder is
used. It does not strictly nmean the person to whomthe card was issued but
rather refers to a person 28 Novenber 2006 4140 in possession of both the
~card and the authentication nechani smof that card, . a PIN as one
exanpl e. | rinpREestl of both thacard and themythentinatien nweha@psgn@gthat@a% e&hant

Acquirer a on with the
mternet s SHELIE 1S AR BERE I PaR Al S 1R R MERCD, O 11
concer ned. Acqiirer anddbsmer reﬂarag)rrasmcmmcketmx tnxanlmmmﬁmtmn@am thelmermder ed byt es,
e.g. "Byte | sferred” in th | e of references to bytes

within a l é’Ylbelér%nng}g tagmglpgafippgﬁgestwgb R3855 £1Co¥ copemfdock/ sub- bl ock. The

bytes ase not nwipbgprs dlé%rﬁnmté*tﬁﬁ%feﬁs'n%'tﬁhﬁﬁ\BEredlBWeE e%ﬁ?.?teeﬁsf or
val ues. At tIITESthISWI result in the nost signif | cant yte of

nuneri ¢ dattengfersednace ie the stylpof refacricontohytas yeithin a targsw biucky couptingifiomef er r ed

to as Byte cant e,2. Bit her hand
are dont | fict B bUELEERlooR HeAS TR Rpmtbga B Fobe R wihBefi T < "he
first’ bi byent/lt as foevaluee it timea thiBivill Bsulvinitheinostisighific@asbyte bfai fi cant bit
is the "last' hit and is referred to as Bit 1. See Fig. 6. Wiere a nunber

i s gi ven/i MPEEHT d3ta gleisat. pes Apphiagtipn Prageaction Q@W@’é?@‘lﬂglﬁ‘#ﬂﬂ?‘{ tog Ayte be
assunedgt o fRas CEH&% ed with
a | eadi ng 1§gﬂﬁq€dssﬂgilfm 15%%2%5525% e hexa cligérlrla éma%lg%vrgfsk

exanpl es ammgdlet@thhmtpt $ignifisant bites ﬂm df rst’ dpiti ayl ig deferted o aoBit Bhwhilst

speci ficati and.t here .are. i S eci fication
and what s SRRaRTE bTEEE R bl Bl RRRNS R LR R MGl o

al ways be: ﬁ@msérdegﬁenﬁlmsb@teaﬁmﬁ@mﬁ&%@se is R& dESTIFed P sQ8Y b RGuMBPtd Cati on
Aut henti cati on Cryptogram AAV Account hol der Aut hentication Value AC

Aut hent i cab¢ QWIQIPM%@%HBHWAFE apmtice istgivan/iftigtestadoeith o leadingcon’iif shel what
recor d§5 ar. S\Aﬁ%a’hm% e‘#”&éc?mélngseem CC Al D Application ldentifier, the

hex string res a grven “application in the ICC. AP

Appl i cation | nt Hexlvapige aferuséd dochelp iliditeand £iRl dlirefy cedRke dfithd §Rcificatidee 1 CC to

support spgwifl c functions. APDU Application Processing Data Unit, the
messages s thgrganeany discrepancies between the specification and what appears in the

associated example, the specification should always be considered to be the reference.

20  Terminology

AAC Application Authentication Cryptogram

AAV Accountholder Authentication Value

AC Authentication Cryptogram

AFL Application File Locator, identifies what records are available
where in the ICC.

AID o Application Identifier, the hex string which identifies a given
application in the ICC.

AIP Application Interchange Profile, indicates the capabilities of the

ICC to support specific functions.
APDU Application Processing Data Unit, the messages sent between
ICC and some external application, |

ARQC _ Application ReQuest Cryptogram




| CC and sonme external application. ARQC Application ReQuest Cryptogram 28
Novenber 2006 11 ATC Application Transacti on Counter 28Sov@nbea200Coded
Deci mal Bi g- Endi an An encoding style where a value is stored-with-its nost
significant byte first followed by each sucpgessive byte, with the |east
signifi cant&;géte stored |l ast. CAP Chip Authentication Programme CDOL Card
ri sk manag t Data ObjwpticatiogTragsaehion,(Gawntesr am | nf or mati on Data CSN Card

Sequence Nuygdigr CVC2 Cage hid pat;} Code CVM Car dhol der Verification
Met hod, the nethod usec?gt"g'i g'(ro}j%({/ gédnggr dhol der to the card. DAC Dynam c

Aut hent i catBigrEndiagpt ogr AmdbEhdify styleowtierbvaod isvwdeal with e mpsogr anmati ¢ vi ew
of the current HTM page l.i ed.b browser to a plug-in., HHD Hand held
device, e.g. a card rea%@%%y%ﬁ@@@%‘&%?@ﬁmgﬁ‘éc YAC’I‘YW’etF‘F ace
Application |AD Issuer [oaagk%urgﬁgahpgﬂ@gb@dllﬁlﬁ I nternet Authentication Flags,
the first byte of the I PD. TCC Integrated Crcuit Card, also known as

Chi pcard ofCAdhart card. Chiprinthensicetion Programame Proprietary Bitmap, identifies

bits requi gshto be se fo.t (g rder. to validate the AC. I1PD
| ssuer Internef Propri e?grrdyr?%a'{}%ag%ﬁ%ﬁtl)lagrgll%ﬁggéfta used by the Issuer in
relation t&IDonputi ng aCopysragiaforthationtIga pur poses of Internet rel ated

transactio | TV I nteractive Tel evision LATC Lower (byte of) Application
Tr ansactiorqﬁa)unter Li ?‘ldeg-eEH?ﬂcai\]umbeéncodi ng style where a value is

stored witpvds | east  @i@nrdrificafién O¥de first followed by each successive
byte, wit thVrl]V? Cardholder Verification Method, the method used to verify a
cardholder to the card.
DAC 5 Dynamic Authentication Cryptogram
DOM Document Object Model, the programmatic view of the current

HTML page supplied by a browser to a plug-in,

HHD Hand held device, e.g. a card reader

EMV ‘ Europay MasterCard Visa

IA Interface Application

IAD Issuer Application Data _

IAF Internet Authentication Flags, the first byte of the IIPD.

ICC Integrated Circuit Card, also known as Chipcard or Smartcard.
IIPB Issuer Internet Proprietary Bitmap, identifies bits required to be

sent to the Issuer in order to validate the AC.
1IPD Issuer Internet Proprietary Data, proprietary data used by the
Issuer in relation to computing a cryptogram for the purposes of

Internet related transactions.

ITV Interactive Television
LATC Lower (byte of) Application Transaction Counter
Little-Endian An encoding style where a value is stored with its least

significant byte first followed by each successive byte, with the
_ most significant byte stored last.
MAC == Message Authentication Code. A cryptographic signature




nost significant byte stored |last. MAC Message Aut hentication Code. A

crypt ographi c signature 28 Novenber 2006 12 cal cul at e28 Doesmigkaf806 t ens i n
a nmessage to both prove the origin of the nessage and to-all ow detection
of whether those data itens have been nodi{sed. MCD Main Cardhol der

Devi ce, the device on which the browsing and/or ordering and/or paynent is
bei ng performed on. Ni isBlculated|averdaty/itemsy ing messagerte both proyg theerigie 1, of an

APDU, it effectively cu ' ' ent. PAN
Primary Account Nunber %E@gﬁgg‘é%%gﬁ dggrrpu{ g?tecgﬁh%gévﬁlg@ﬁﬁfhgﬁf}a&%ﬂrweggsder.

Car dhol der | A Car dhol dehatabeeninaxiifiedppl i cation, the application running on
the MCD whi I nterfaces b en, the authentication reqyester, the

Car dhol demﬁg the PCR %&%&‘?& cT.‘BF’"git{I"a evgggns\ylaﬁb?ﬁp Wit cessi ng
Options Data Qbject Li stand/bh&dkﬁééamor@aﬁsaﬁswanggaffdrﬁﬁaoa.vfal labl e

to/ supported by the termnal (i.e. PCR).” PIN Personal ldentification

Nunber SPANSBdere PaymeMalfipit¢ caitditols. TLV Tag Length Val ue UCAF Uni ver sal

Car dhol der Aut henti cati gn_Fi el N edi bl e Nunber e Al ntication
scheme accgﬁ ding to the W@?&ﬁﬁ’?ﬁ@e‘%ﬁ gnﬂfaé%cgwﬁ@ecuc?&llﬁeé-[%nﬁ(\'f’v 'Js}gl
Car dhol der Aut henti cati @gingiséitdo (H/TBE) . This schene will be referred to as

Chi p- UCAF faor convenience only. The termitself does limt the present
invention. P 5 presenfrimpieftsent Jemberdes secure aut hentication met hods

that take ggvantage of pgﬁoﬁi@éﬁ.@@%ﬁ&r astructure. It conprises the follow ng

-l

el enents: I'ssuer Provid - Enabl ed interface application

Chi p- UCAF RE®ount hol der Pémsoted Chardsmadan Val ue (AAV) generati on. Car dhol der

aut henti catcj on. .. . .
- ardholder IA Cardholder Interface Application, the application running on the

' MCD which interfaces between the authentication requester, the

| Cardholder and the PCR.

'PDA Personal Digital Assistant

PDOL Processing Options Data Object List, the list of processing

‘ options available to/supported by the terminal (i.e. PCR).

PIN Personal Identification Number

SPA Secure Payment Application |

TLV Tag Length Value

UCAF Universal Cardholder Authentication Field

UN Unpredictable Number

The Authentication scheme according to the present invention is a use of the Universal
Cardholder Authentication Field (UCAF). This scheme will be referred to as Chip-
UCAF for convenience only. The term itself does limit the present invention. The
5  present invention provides secure authentication methods that take advantage of the
UCAF infrastructure. It comprises the following elements:
e Issuer Provided Chip-UCAF-Enabled interface application
o Chip-UCAF Accountholder Authentication Value (AAV) generation.
¢. Cardholder authentication, '
10 ¢ Merchant presentation, collection and processing of AAV Data in the UCAF
* Authentication Data Field. ' |




10 Merchant presentation, collection and processing of AAV Data in the
UCAF Authentication Data Field. 28 Novenber 2006 13 2#Bigumissr 28@&ept ance
and processing of AAV Data as contained in the UCAF. Banki ng network
devel opnment to include support of carrying 1he AAV data in the UCAF

Aut hentication Data Field. Authorisation support of AAV data in the UCAF
Aut hent i ca®i ofcavatenaqerpthare agd Prasessyig of iy Ratg 4sidoptaingddn thelFABd in the

lifetine of enticatio ran tion I The

~car dhol der i ﬁlia%"kg%eug?é?{g%g‘f‘g?%% ?0 ‘ﬁ'c@ﬁatsﬁl%”ﬁ&iﬁ%me%@éw% %r}?érl ng data
into both theUﬂnFthﬁhﬁnnSatmmmFlelmb pages, the Cardhol der Interface
Application, and the Personal Card-reader. 10 Merchant - The nerchant
suppl i es, &. gAutherisefign sippert @haAdedate in thg Wﬂnt@a@qwnn DatarHieldhe | nternet,
the data nec r-an cei ves

t he resul tan%ﬁo‘;ﬂgghﬁ&fz} %ﬁﬂ@@ﬁé&ﬁ%& fi hcu r%gtgc%rf gﬁrEf t?%%c%tg)r%d | ssuer
for appr overhnsactiear dhol der Interface Application - The Cardhol der | A detects
the relevant data_ 15 supplijed by.the merchant and |nteracts with the

car dhol der 'd.Qaééliqk}erawﬁw.%ihp@eltwlat%tthﬁ Bansactionangd iyresponsible fony th t he
Per sonal nfsRad Ghta ik d MCAF and
popul at es thenmerghant&s%o‘gﬁégag%cﬂgétheﬁﬁero n%tgrepglzlata gr exanpl e, the
Car dhol der IdencewplmetlgaandﬂlEParsohalt(@rd}eﬁtadm owser on the nain

being used to a cess the nerchant on the | nt ernet.

cardho] der d )

50" Pel€onni Merkarter I merchpflIpERes: 8 b SengiP Rt F97EE o MR ED tiomand t he
| CC to produygg tﬁ@ltﬁbﬂl&eﬂk'dﬁﬁtde%sirﬁlf@&aﬁIﬂ%auﬂﬁnﬁ@aﬁ%ﬁ%néa@%r{é‘fﬁf ly, to the
| ssuer. The 1CC - the chip card henti cates the Cardhol der through the
use of subni treasiveptin rcsxxétamth@A\Fd@tataﬁm‘wgai;mah@sacmusm, teathk eardrisspengr am

- based on d?}(;% S%%F Fd by the PCR 25 Acquirer - An acquirer accepts the
formatted & roma nerchant, e.g. at an acqw rer server, and

forwards ¢, CArdHdIRR Iﬂtmdceaxp@ncm‘onthﬁle@ﬁdﬁdl&brHA%&@&%@felevh&%ﬁtadat a, to
the issuing bank via the appropriate tel ecommunications network

Mast erldar d i Supnlied byiherraerchant gad isteractswith ther cardholdee diretitiytani indiesetiRCRs t o
those car dhol, ﬁééh 0 raRbiSerS LR RSk 15’@10%1 ?%grrﬁacﬁr Qe ReaHiroTae? TR SiBites THE

i ssuer maintal FESuers&rver
the AAV and UCAF and populates the merchant’s page with the appropriate data.

-

For example, the Cardholder IA can run as part of an Internet browser on the main
cardholder device (MCD) being used to access the merchant on the Internet.
20 e Personal Card-Reader — The PCR interacts with the Cardholder, and the ICC to
produce an authentication token that is passed, indirectly, to the Issuer. The
¢ ICC —the chip card authenticates the Cardholder through the use of submitted PIN
verification and gencrates a suitable cryptogram based on data supplied by the
PCR.
25 o Acquirer — An acquirer accepts the formatted UCAF data from a merchant, e.g. at
an acquirer server, and forwards it, with an indicator of the use and presence of
UCAF data, to the issuing bank via the appropriate telecommunications network.
Mastercard is an acquirer. |
o Issuer — The card issuer distributes PCRs to those cardholders that are signed up to
30 the Chip-UCAF scheme. The issuer maintains an issuer server platform in
communication with the Internet. In accordance with the present invention the

Issuer server validates the authentication token encoded into the UCAF,




comuni cation with the Internet. In accordance with the present invention
the |Issuer server validates the authentication token EhNodsaber 0@ t he
UCAF, 28 Novenber 2006 14 transmitted in the authorisation request by an
acquirer, according to the rules of that igguer. In one aspect the present
I nvention provides authentication for e-conmerce paynent services.

Car dhol der prieansmittedgn thegthogisgiomvegusdt hyoan doruing satomding toitbg rudesef 5 onl i ne
to the Issuerhat'lih%ercl assi cal authorisation route through the existing
paynent scher}e network can be used. A Personal Card-reader is used
operating ei tineieaspedt the pesht adventortiprovides athentibstRatfee-tomineicegr ated Wi th
the Cardhol der's access_device (e.g. Laptop,.  PC_ pocket PC, smart phone,
pal m pi | ot PABRRYt services. Cardheldep prosencs stapsrigproxided fos srapsactions thahasad f or

all owi ng | i, lqger. r L003; hfod | 0 the
Per s\cl)mna? Cgﬁnéﬁerelgé ersgjs%ﬁcﬂ'l@g HS%?S?Q’E’W&%’PFQ‘%G gﬂﬁ%?it%%l%t%amn%unber of
di fferent echetenepyekeart b isedsA Berson! Gard-rdaderdaneedtopamting tithedr agaf or

Car dhol d i . Th I d- | d ly h
Che. d spl 8§ BSIPER FROGF oreamEsiss DRBeEPRE A Ba PO RO G

unconnect edagioy, IS podket P@,es?n%f‘?ﬁdheﬂbﬁh piRt, PR )e TR rehder padteraBly Habg mai n

cardhol der device. The Personal Card-reader must be 15 capabl e of obtaining
from the | deplak apdlipypad fasallowing limiked Gardeoldestintersetiana The spreifioations fope
transfesred. .t ' _Slk.an. 210 rified. The
Per song(? T f%ogglggéf@-sﬁg%ﬁs@o%@g? éeﬂflgmyilﬁ@é‘) E}(:%gf)’é{ ol é%#glgl:?t‘gunﬁo%ﬁé?f rom t he

| CC an i ndddferénd carfl implemtinatidisorsilst asthé sarndwirhé esteritig oo Catdholdecor porate the
anount and currency,_of the transaction in the geperated token. \Wen such an
i ndi cat i onC9"CHERRS- Fﬁ%“‘r’%’&ateﬁ:arﬁ‘ﬂ% %éQO%p@&,s%tﬂy Eavaftheaﬂnsalay ARpabHEY

Car dhol der g hoghePIN Pilida 1ebula Bld 5 SR HoERd BUTES ok SHWAEREHsARAe.  Viher e
the transaction anobunt 1s to be entered by the Car ho?der, It Is

pr ef er abl yertered by handwrathe miaor cradholderalevice Thedlersena fCadboaded mistdecat or, but

converjed to .1 S 17 hase.currency uni.ts.for inclusjion i e card
i onat 1t o. tahaple SR oR e AR oL At halrlortires toaTarust L 8 o el il
comuni cat Bl féred t6 ARMEh ofded 't Sl1dW HeqCERighative Bbelichibleay Rt Fdrédnfl W th an
associ ated 3-character currencg synbol , e. UR, prior to approval, via

. E
" PIN, by thEaaicedessknmld prefeea a(p@hle\péﬁbtagiir@ﬁr@h&qiﬁc awindication fiemon

Fi el d) datg_fi] [ | ti pur-nos t ranspo area i-n_a digital
nessage toﬁlgll%sgévpagé%%ﬁﬁtpcra ringﬁ%olﬁ & ?.Il:([g eetﬁ? %lgglf[}%%ﬂ& %f‘gfe %%’ng}? | ssuer from an
Acqui rer owgrisaction ih tiergendratéd tokeh eWhERThGAtihditdion & Bddkthereddeemasibee, the
UCAF can be a 32-character_field $24 ) )
20  capable of allowing the Cardholder o enter the amount and associated numeric

=

currency code. Where the transaction amount is to be entered by the Cardholder, it is
preferably in a ‘natural’ format, i.e. inclusive of decimal indicator, but converted to
ISO 4217 base currency units for inclusion in the card signature, Any such amount
~ entered by the Cardholder, or otherwise communicated to the reader should preferably
25  be displayed along with an associated 3-character currency symbol, e.g. EUR, prior to
approval, via PIN, by the cardholder.

The UCAF (Universal Cardholder Authentication Field) data field is a
multipurpose data transport area in a digital message to allow communication of
authentication data to an Issuer from an Acquirer over any form of

30 telecommunications network. For example, the UCAF can be a 32-character field (24
bytes — 1 control byte and 23 data bytes - that are base-64 encoded to become 32
characters) with a flexible data structure that can be tailored to support the needs of a

variety of Issuer security and authentication requirements. For example, ISO 8583




bytes -1 control byte and 23 data bytes - that are base-64 encoded to
beconme 32 characters) with a flexible data structure 28idovaalerl3606 ai | or ed
to support the needs of a  variety of Issuer security and authentication
requirenents. For exanple, |1SO 8583 28 Noveqyer 2006 15 Data El ement 48,
sub-el ement 43 may be designated to contain the UCAF. The term UCAF al so
ext ends t o [}asd Blemenif8, sub-plemenitddrinaytles designated ta @nmﬁledé@&f“ pdedereh t he
Mer chant a a ield
speci fi cat R&@%‘?%‘m&% reg%mﬁg(g{r?glmteg&ﬁ%ﬁg%i8LPr?fSn e%wé\%tthent i cation
Val ue ( AAVMd:rBhahhmdtthé MDD vadbick agaippié. the field narhésein ke dpyé:ESatloaffoM@&F
application, specific data. Each UCAF application is responsible for
det er mi ni n§ YRGBk opri ate structure for its AAV. Every instance of an
- inplenegtation AR b %h ion's AAV
struct u?e in a gg%gfgu\élﬁitananr?g?%{;#ﬁﬁvﬁn:(AAV fli'?l)%lflr‘raﬁ{;tE gwgtgg}lnd ar di sed for a
gi ven 10 U@@Fthaﬁﬁlbywa,tof&CAF applicdton $mc:ﬁsdathac@W6AE@pﬂluaaomhol der

aut henti cati on (th : dhol der 2 have e3PPI 0 r| a

aymont  careoaNIPI ar el ASPRAILIcRE Rich A T EE SABRARAR o ¢ he

car dhol der ifpleinB@tbfiorC e akil GEUEAF dwmca\ﬁroh knust @@tk @pplidatén’s la@:v car dhol der

ehes, ThaSRin 5 corsistet TR SipbhY darasy s enduebeeH e Bosed for

schene. Thé i 13 ¥ se or

d| spI C% 0 PUEROSE, &Pa come of it is used in generating a transaction related
al | enge. ere |s no additional processing that Merchants need to

perform on t he InAﬁﬂérdahseﬂdetﬂlnilquOm?ddﬁméldeesmhétﬁm:aﬂdihs'chemsthendi cated to the

Mer chant thr h t he Cont r ol bgz val ue be %Efg val ue for

Chi p- UCAF. © Haoldes ngeqls o gave azﬂoappmpélaﬁeﬁ mp;mewccgf ombredr 1 A)

provi des t l‘b%dér”i‘ﬁél@@fl 'vﬁﬂ b@%ﬁﬁ(‘tﬁ%& t 1hE cé‘rﬁh&ﬁ&tﬁﬁﬁ&ﬂr Qé}drlﬁﬁéi‘ 86 wilker chant ),

the cardhol der and t Interface Tcation presents the secure
face of th@gﬁt@ﬂ@ﬁthaw}mﬂlfddﬂmaf’ﬁ&m ls:&m:ﬂhbﬂcﬁarthe Chip-UGAF ssrgboldehl e f or

presen i ng_t transa t he. cardhol der nerat.i ng. t he

Chai | ehibe PIREEARAERL® Tk e Buhedfi Ry Db i p SRR BEIs e

format t i ngfdrliRpR pllpdbesaind sBmp o Alid f@d il gencRiting B tABsRbPfeldt&EPORVEN
channel . The Cardholder 1A has a mninmmset of requirenents it nust neet

i n order t&helienge Theredmnp addiignal prasessingithat Merphamﬁpep}eedlt%eram @dlie t i onal
f | | /1 ,
i ogr ot on Ay LE RIBR O RAR GRsd SRR bnchcafih o R R B AG. | °F0 1O,

(MCD) is tUéJAd"E@bm@[ Bhtewalzlbeinpset to the value for Chip-UCAF. The Cardholder
20  Interface Application (Cardholder IA) provides the interaction between the

authentication requirer (Merchant), the cardholder and the PCR. The Interface
Application presents the secure face of the present UCAF scheme to the cardholder. It
is responsible for presenting the transaction data to the cardholder, generating the
challenge transferred to the PCR, receiving the PCR Token response, formatting the
25 UCAF and populating the return data for the given channel. The Cardholder IA has a
minimum set of requirements it must meet in order to effect a Chip-UCAF transaction.
It may also add additional functionality such as intelligent form filling, receipt
tracking/logging, integration with personal finance software etc.
~ The Main Cardholder Device (MCD) is the device on which the
30 browsing/shopping is probably carried out and, for the scope of this
specification/scheme, the payment and authentication process is certainly carried out.
The present invention will be described with reference to a PC device on some

platform in an Internet browser environment. The.Cardholder IA must execute in this




30 browsi ng/ shopping is probably carried out and, for the scope of this
specification/schene, the paynent and aut hentication p2®blesanbes 2006t ai nly
carried out. The present invention will be described wth-reference to a
PC device on sone platformin an Internet jpgowser environnent. The
Car dhol der | A nust execute in this 28 Novenber 2006 16 environment. The
Per sonal C&ﬁ‘ﬂmmér (PCR), is a device to enable PIN entry and
val i dati on, ansaction context data by
a cardhol der s T ggergr?ééi a?&%aa&meﬁﬁiel\%?ggﬂg e“f’wg%ﬁ%t@é%ldcof e- comrer ce
t r ans act i owalidationbe. gnﬁ‘ﬁhmemdeﬂﬂﬁﬁﬁ%aﬁay ob&ameﬁbrwoh&xt duta By eeardholdertent i on,
a dewéﬁ .that ﬁ’Fg 2 cal /el ectrical connectioon with any outsi de
syst em and IGhduse ﬂt“é gwics, lgpoﬁeﬂf’ C-SARMSTRE tHNSACHANSHAR i ce i s t he
car dhol ger uné’drﬁleét@@P@yrﬂﬁ%@tﬁgd #ith BheAreseRP Iy LR, L& Qrev{csgﬁ?ﬁfsﬁ@ th other
types of connection may al so be used.” An unconnett od evi ce has no
physi cal / epbysical/clectrivaheoantdtion withahy amgnde]sgstgmasd ddoseyiateeface fohdatant er f ace

w th a per SumaRd Sutbtiunlerledly BFafforhe fe 6 Rpafatd SEHRL pemtbal OREC ™ 1 he

car dhol der rgaders vﬂ&mméﬂtypes@recsmecttmnaﬂ@élb@ﬂeﬁséda PIN, certain data that the
PCRwill use, in conjunction with the card, in order to _generate an

aut henti cati on ¢dyupsonneried PER: dexige hasng BWW«‘&VEI‘@CWQalGPWWE‘GﬁbﬁﬂX he PCR s
di splaypfo e hol der
it or 10" RuSioR S REAT PAERLrpt bE Bl o IROUR oris W i) Lkepppd ¥ iple

val i dat i onformﬁl'actmnwuha@crsewu.eahe eirﬁbﬂdamhf&edaismgtaﬂ uheormeﬁe&ﬂ@rmeed to the

MCD, wi t hoyt nconveni ence .to, t he, cardhqgl der of passin dat a
manual | . %ﬁﬁﬁ@‘f’@? g panwallyenterin agdifjond a\mﬁc‘FFr@H'rfPab’p‘E 'ég"ei){'lﬁ wi
unconnect eﬁ’senﬁp&n}i\'ﬁﬁﬂoﬁ (ah SRR i &Heﬁwggcﬁerhﬁ an2BthERETRUETvalGe. HEHR one- vay

connected deVice 1s connected to he out direction only. The
“interface futhentigaton valee is Idtsphmd Omthc ?Cﬂihedisplyp&t thd ¢cardtadden talfbepl ay f or

interagtion_ w a,cardho rdhpl der..a a as t dat a
transport mﬁ’é‘é Q’ fitdehn! tgﬁ\e(g 8'??"1’? t“’ﬁgughﬁ ‘ﬁﬁ%ﬁﬁ%?s‘%ﬁgt manual | y
enter, in &ﬁblﬁ?&ﬁtém&ﬂ/\t&dhﬁlﬂ r PIN, certain data that the PCR will use, in
conj unction wth the card, in order to generate an authentication val ue.

The aut hent i cat PER cpaneséedidgvisesallowumoneslaae benmnsfemedieghe MED, orithonhy
connecti ONhe AhctoYiQeﬁ’i@ﬁ'ce Qﬁe%%ﬂa&ér%‘} pggs\fﬂgct%e dgta(fl?a'?lggl%} %nﬁ&tf}dh ewl\éce:g) in both

.dlrectlons
may be devised which can operate in unconnected mode when the connection cable is

20 removed.
A PCR one-way connected device is connected to the MCD in the out direction
only. The interface for data into the device is the keypad. It has a display for
' interaction with a cardholder. The cardholder again acts as the data transport
~ mechanism between MCD and the PCR. The cardholder must manually enter, in
25  addition to their PIN, certain data that the PCR will use, in conjunction with the card,
in order to generate an authentication value. The authentication value is sent ouf to the
MCD through the one-way connection, |
A two-way PCR connected device is connected to the MCD in both directions.
The device has a kéypad for cardholder PIN entry and a display for interaction with
30 the cardholder. The cardholder nced only enter their PIN. The MCD can transfer all of
the data that the PCR will use, in conjunction with the card, in order to generate an
authentication value. The authentication value is sent out to the MCD.

An integrated PCR device is an MCD that has a direct connection to a




The device has a keypad for cardholder PIN entry and a display for

i nteraction with 30 the cardhol der. The cardhol der nee2B Nolymlem806 t hei r
PIN. The MCD can transfer all of the data that the PCR will use, in
conjunction with the card, in order to genegpte an authentication val ue.
The authentication value is sent out to the An integrated PCR device
is an MCD tshuttcirdgeasled ﬂletmnhmIdes inganttto apply to PDAs with-built in-smartcard

---------- 8, No 6 17 .snar r The._ term nol ogy is neant
to apply tcfeﬁgﬁffsg\}mqg q?qu,cHuléirf‘gp{liy ‘Eﬂb?ﬁaﬁf‘g{o@Pégmthtal‘i’éw&g'chnol ogy coul d
equal |y welconi@ted stfislsir Peader. Thé Bardhéliérafebd ynly cRRP Al PINSTRI MOD d r eader .
The car dhol der need onIg@enter their PIN. The MCD perforns all of the PCR

f unct i onal ipegformalt ofthe PR Junchinnalitn endiiranséars Wm@amdsélme@ly 1 thelSagh t he
t ed

R T s R e TR

able to behnaerlﬁ The soﬁh&essawattwam sash ﬁWayahﬂtm&adhmmmAdi ghle d:etwham ini .

-when communj cation is hade out to y the Cardhol der t he

th
drivers sefRf Bmeay %Jﬂ&%@%ﬂ%ﬁ%ﬁ%ﬂf %‘fwcal e. w@&nﬁﬂwm}q&e?n ﬁéﬁﬂﬁ’éns to be'
on the sangyMelthe BORAYIROAEHSMerAR] mer&rﬁgfs%ﬁcﬂ&P%&keme 852 W0 FbrRe 2

sel f-cont ai ned PCR, |nt egrated info the MCD. The requirenents for such a
devi ce ar e PRR what f@tbﬂwemsdotbhmthefsmebﬂ@l@nnect ed device, and nmay be

weary B’ uoar et aR oL AR PO sl oied BoRUCAE "cnabl ed

merchant . Titegraed iits eMEDAPhereyiipément®io? Badh SddviveRasSso differeaxiorthoseUCAF dat a
to the ach|r|ng systens and enable their systens to identify the presence

‘of and pas#&rerFosnssid dyiceand nm be intsstatad m@sﬁﬁ%emm oth%énnuyguwt Host, or
some ot her jgligent acting, to the schene, as the Issuer " Host is

responsi bl e for taking the data passed in the authorisation network
message, 20 i nii thdicomextiod UCAR) theUCAE eblilfied Aaquiree hadd tebadiohstsp with a

aut hentﬁecamf)‘a?Fh %E’B to be Ildated. ven that the chip based functions
descri ted JE aPh frresenable that Rrershany QPaRBREXT veri fyi ng
the Car dho{geAr @t®RPME Scdutidg \9stbs dhd B Keir r%femﬂb%ie%ﬁﬁ ﬂh@\ﬁ?é%&ﬁ&n can

al so be inplenented in renote” banking environ m banki ng") .
Thi s woul dofemshpadeobsuppied i CAFalatadndhsissnng Gaksuner aut henti cation 25
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infrastructure ?ﬁgf%%eﬁg&ﬁ' pr %?Eﬂeh‘gﬁ Ti e({eé’?‘?"éﬁc%g the chém@ 185

Host is responsible for taking the data passed in the authorisation network message,

20  including the data in the UCAF, and enabling the authentication token to be validated.

Given that the chip based functions described in the present invention
essentially provide means of verifying the Cardholder presence to the Issuing bank, the
‘present invention can also be implemented in remote banking environments (“e-* or
“m-banking”). This would provide banks with a consistent Consumer authentication

25  method across products, services and environments.

Chip-UCAF uses the UCAF infrastructure to transport authentication and
security data between Cardholder, Merchant, Acquirer and Issuer. Fig. 7 illustrates the
process flow for a typical Chip-UCAF transaction in accordance with an embodiment
of the present invention. This flow assumes that prior to conducting a transaction, the

30  Cardholder has registered with their Issuer for the service, obtained and initialised the
Cardholder Interface Application and obtained a Personal Card-reader that is
compaﬁble with their ICC card. It is also assumed the Cardholder has identified a

product or service offered on the merchant server and has initiated the checkout




security data between Cardhol der, Merchant, Acquirer and Issuer. Fig. 7
illustrates the process flow for a typical Chip-UCAF 1§ Basastdr@ood n
accordance with an enbodi nent of the present invention. This flow assunes
that prior to conducting a transaction, theif0 Cardhol der has registered
with their Issuer for the service, obt ained and initialised the Cardhol der
Interface Appseiscadhanaleady bpandeaussted bperesoerahanCty provisiageymerti serdi s

conpat i bl € gy, dngg h{e itedtSs a(fgge(ilectédtafnfﬁheacl&é%%o%? ﬁﬁlaneﬁggéﬁg ﬁ[%aéﬂﬁ'[%lﬁje?r has

identified a or serv ere server and has

initiated pmlcmhbﬂmqglidd?&smy@mdd%@ﬁﬁld paSmenoeesd detaifickoNBsmeadchamdy been
request ed %1 the chant . fo prow de payﬂgnt c&rd details. Once the itens
are sel ect l‘aﬁﬂ“ ipripg:pqdsess infameation can b entergd disgetly5153%6d onpr oy des

bi I'1i ngs adgifegetion Sobdl RAhAHSCRSS Gk PRUCEAC: &fcﬁdé;fwz:legﬁwtn%r&lﬁﬁt mer chant .

Billing and shipping address information can e ente Irectly or based
on 5 i nf or rapesthcafiomeatioroandtauthenteatinm of the order,ithe pwrdhiant’d web €avedhol der. Wen

t he nerchant equests tion atlo the order, the
ror chant o Piaife§ 8 5Grs S HERS budy deRubmgthisEraeblot Fol et y
descri bi ngtﬂlglinﬁ)rﬁﬁﬂ@sﬁﬁyhmudelme of svkANeR, this i nf ormati on may include
one or several of; Merchant Name 10 Card Acceptor Gty Card Acceptor

State / CountM‘;IC@GINamGQJrrency Code Sale Anpbunt Merchant Transaction
St anp Ucﬂ:ﬁrdl’k tchentl tion Data Field Payment Card Nunber (popul ated by
t he mefchant faRer) t 5 digits of the previously supplied card

nunber) UCA'EaEHAB@E RefSe4te ¥ CBu ¢de the nunbering of Fig. 7, the follow ng
is a description of an 20 enbodi nent the present invention. |. The

Car dhol der *s Gumeeeyf Gode Appl i cation acquires the nerchant identifier
I nformati on %F‘g he transaction data fromthe UCAF Authentication Page and
builds a Chal n}g‘B Wat s presented to the Cardholder. 2. The Cardhol der
inserts the paytRmt TRALLEOh Sfang) |0 the Personal Card-reader. 25 The
application inplenmented on the "Personal Card-reader requests the

15 e UCAF Authentication Data Field ‘

¢ Payment Card Number (populated by the merchant with the last 5 digits of the

previously supplied card number)

» UCAF Brand "

Referring now to the numbering of Fig. 7, the following is a description of an

20 embodiment the present invention.

1.  The Cardholder’s Interface Application acquires the merchant identifier
information and the transaction data from the UCAF Authentication Page and
builds a Challenge that is presented to the Cardholder.

2. The Cardholder inserts the payment card (ICC 5) in the Personal Card-reader.

25 The application implemented on the Personal Card-reader requests the
Cardholder to enter the Challenge or the challenge is transferred automatically
thereto. The Personal Card-reader may then extract the sale amount currency and
request the Cardholder to enter the sale amount in that currency.

3. The Cardholder is then, as evidence of he/she agreeing to the transaction, invited

30 to enter a personal security code, e.g. a PIN on the Personal Card-reader. The

Personal Card-reader requests the payment card (ICC) to verify the PIN.
4.  The Personal Card-reader requests the payment card (ICC) to sign the




Cardhol der to enter the Challenge or the challenge is transferred
automatically thereto. The Personal Card-reader nay tpgeNoexhbeacd0d he sal e
anount currency and request the Cardholder to enter the sale anount in
‘that currency. 3. The Cardhol der is then, afgevidence of he/she agreeing to
the transaction, invited 30 to enter a personal security code, e.g. a PIN
on the Per sorisnsgdiod-relatedalata (ir¢ydhe @@H@Ttﬁﬁguﬁwa dultaé&cm“ypequ@ytlse t he payment

d (1CC) <t the PIN. 4. Par th
payment cact ( TBICY shifigs ctipssbsart RBACTSY B rartio PRI ERTELS, o1
data (i.e. tr@eaﬂaﬂhﬁmm)hasarm@saerwllmaMQ\endatymd @¥ptogdinl Methoddof The | CC

returns a cryptogram (MAC) over the transaction data and other | CC
speci fic dat 2gn3ke orc%ﬁcamrlgw@ P frofpleepks sneptipacdabave #Vd3fpt ogr am

Met hodsg of ﬁa@w‘lﬂ " fr oqks ned
above as wel | A%?ﬁ&&‘b e@{ Y Creé]ygcggérlgg?% ?SBI*T‘?%V{:JAEIIIZ@ 919966&%%{1%
0- 471- 11709- Fublicikey Isfrastrucog”, Cubdants, BeljioydfNew Ridecs, 19%9., C. Adans, S.

Ll oyd, New_Ri dess 199 e Persqnal rd-r eader bui | ds a data
Loy e O ek ot ARG e S b P e PR ST ¢ e
Card |ssuer. ahd tHh@irizBledafbterdtded by @rdSird iRuemt s the data token and
presents it to the 10 Cardholder who will enter it at the Cardhol der

I nterface Appl TeaPerepnabCandateadesformats|the data pken padhpiebonts ibtp. thg.  The
Car dholgler | g g (Fﬁoi‘&? w/h%l% %ﬁfe!rﬂ% Hx‘é'da?&o‘i&%?hﬁ@f‘f‘acegfp'h%@ﬁﬁtﬂ& in the UCAF.

The Cardhol der T'nterfa | on i nser generated for
this parti culrmnualllﬁmsl@cmrmmssmho a hidden authentication data field

provi ded o Aut hentl atl The tragnsaction is
Phen subim Bt edlhsardblAaIesats 1 lsatiemufds %@A@hfgr Wshustondn ey The
Mer chant SUb'UGIQF %e@grﬁﬂﬁflﬁe?%tbﬂﬁbe @ﬁfonl sérfs?hebéﬂp'lﬁ%gégﬂ'é?ated for

aut hori sation request nust include the unaﬁtere val ue that wll
be verified bhispirsculastarsactbaintng Imidehcauuhsathatim dqltatﬁcbisn'owged @0the0. The

Aut hor Pt | o Bt CCAI AR Eeato e Bt R TR PR B Chr ot

The Authori aaﬁlbﬂghnaﬁ@mgﬁﬁ%pmgmﬂr&agprwarded via a banking network to
the Card |ssuer. The Acquirer and the |Issuer need to a%ree on t he UCAF

speci fi cat $-onsThedWlerchast sybwijty sreausharisationeregeest toritfed¢ayjrer. The authorisaionanki ng

~network T orvalfaetiiGe MddiR RSl BRPUGEN FNRRRARS wil & Vil by the

' Issuer during authorisations processing.

- 20 10. The Acquirer accepts the (local) authorisation request and creates an
Authorisation Request Message. This message includes the Chip-UCAF data. The
Authorisation Request Message is forwarded via a banking network to the Card
Issuer. The Acquirer and the Issuer need to agree on the UCAF specifications for

_ any proprictary message format(s).
25 11. The banking network forwards the Authorisation Request Message, including
the Chip-UCAPF, to the Card Issuer. _
12.  Upon receipt of the Authorisation Request Message, the Card Issuer will
perform the following: |
a)  If the Authorisation Request does not indicate that the Merchant was UCAF-

30 enabled (e.g. Security Level Indicdtar bit sét to '0' indicating "UCAF not
sdpported by merchant", see later), the Authorisation Request will be processed
in a business-as-usual manner by the Issuer’s authorisation system.

b)  Ifthe Authorisation Request indicates that the Merchant was UCAF-enabled and




the Chi p-UCAF, to the Card Issuer. 12. Upon receipt of the Authorisation
Request Message, the Card Issuer will performthe fol 2®dWNongnbaP006 t he
Aut hori sati on Request does not indicate that the Merchant was UCAF- 30
enabl ed (e.g. Securi ty Level Indicator bit get to '0" indicating "UCAF not
supported by merchant”, see Iater) _the Authorisation Request will be
processed i rth%lcbﬂdbbldwsrqudjﬁlf GhapbiEAThserviprebut 910 (ip-8 hori sati on

system b) If risatio eq t 81 t+ was
UCAF- enabl ed & ?Pgm%’ %t%se?reqe ng %g"tﬂr%ﬁ%g?%ﬁe Fd’é'r%atsgh:ael l}{% Ler eg for

Chi p- UCAF sertyCAE stpportad bihiepchelitAfut nauirbﬁaéd !ﬁaaﬂ:mﬁholda‘f',asebstatm dabent (e.g.
Security Level Indlcator bit set to 'F indic UCAF s rted by

mer chant but F%F“BP% ﬁéﬂmEW HioAPREgve or d g}eéu}honp g‘g‘gﬁ‘e must

det er mi e whepheriotigy: BPCarfifOlbt h8lusitSHib ARARBRabRUCD 2 5

scenari o indicates t at t er did not use the Chip-UCAF-enabl ed
Car dhol der | rfaedHodden Ilacnﬂad@end Berapnalflacti-readatdo prooessthrpaysenhicansastionnt

“data t he B afites bulroRyeh RSP oA TR AT kRie fot Bae P AR, OF o

approval or dggiitease Based on the outcone of the 10 previous step. This
response is_returned to the Merchant, via the sane network systens, who

will then i&s th@ISFWff%E@ﬂdSéﬂﬁth%’gl ersiselings baged onthe ontpemept thhant * s
Fespongg to rﬂ?&)l&u qsﬁ%t? sggrpsl ti)s.ere Xtﬁé’%ﬁ:?cmrﬁ 8% me%eﬂrvor through an

HTM. page confir mat ne a r| sat 1 ons Vi a for bat ch
aut hori sati orsysterhﬁ vﬂﬁmewtklethmnespondfto tﬂenrp:uk!ﬁ)%léraseippﬁqmatc certa| n security
features. re c%pal% UCAFrelle onthe n ratjon of
cryptogra byT'El efcapnt fge fo, T YSImeE 584 nl‘-'@é‘éilﬁ% b§Bam (ARQ)

or the Appli Qﬁbhgmafﬂirmnﬁ g@@%ﬁﬁ}ﬂlat@ﬂ&ldﬁﬁﬁ@ﬁ'ﬁtﬁ&ﬁgwnst Qn@ﬁ'a%tﬁlélﬁﬂ)r A proof

of cardhol der sence A proof of transaction approval by the
car dhol der. Ibntchadﬂmnsauonst offers a protection against the replay of

Dransatti ons. - TrRreRy or CHRCOE IR ACBAF A EOroh eabrn MAP P abl e securi ty
measures, ﬁﬁl@ﬂiéhw IChip- Ub@l[ﬁ@hés%rﬁh&' g&Rationtof crypligarkb By thefICEY famelp adequat e
e O S Applitation Request Cryptograh (ARGC) o the Application Authentication ' ©

Cryptogram (AAC), to establish:
o A proof of cardholder presence, and
| 20 e A proof of transaction approval by the cardholder.
In addition, it offers a protection against the replay of genuine transactions and against
the generation of fake Chip-UCAF transactions. Therefore, when used in conjunction
with suitable security measures, especially related to PIN security, Chip-UCAF offers
an adequate level of security to enforce the non-repudiation by the cardholder of
25 Internet transactions.
The assessment of the level of security offered by Chip-UCAF is based on the
following assumptions: |
e The Main Cardholder Device (MCD), i.e. the platform used by the cardholder for
performing the actual payment operation, is considered trusted. This applies to the
30 physical device, e.g. a PC or a mobile phone, to the Interface Application (IA)
: gericrating the challenge and to the application communicating with the Personal
Card-reader when relevant. Because of the uncontrolled nature of the MCD, this .

assumption is perceived valid for any similar product. -




25 Internet transactions. The assessnent of the |evel of security offered
by Chi p- UCAF is based on the follow ng assunptions: ZT&okanberC8d@hol der
Device (MCD), i.e. the platformused by the cardhol der for---perform ng the
actual paynment operation, is considered truygted. This applies to the 30
physi cal device, e.g. a PC or a nobile phone, to the Interface Application
(1 A) gener atiThg SbmwhmdnéﬁgepwmbmdetaiﬂﬁegpbANmtekpmy daeanterabatitey with t he

he oD, t hi SICHER Sy e R EREHER w0 Rbof or bl Y o7 oater . 28

Novenber 200&:onﬂdennﬂ'lh9 of €eifisi dath ¥hould BeaFbickd By atyypivh didiclidkberveeed. PAN or
expiry date, entered at the MID and sent to the nerchant is outside the

scope of thi §hﬁ%&%&dthfrmerd@ashﬁgdéﬁtwlwngtoyS&anmtrg&m didhA d be enforced
by e1er ¥t | Ol RS B MER 0 Wl TSPt €. by

-relying on SSL encryption, otec ron of the card details on
t he nmerchant host system The ICC establ | shes the proof of cardhol der

presence t of a.vali ff-line PLN.validation.
BT ne PR U etabiishs SnorBn i catltidef Bresers firalEhyBr bicet origtion Amoc ~As
a conseque@%ean dfREnCPINIAIdd 6. mmﬁapm valdaﬁ&wsrr&gniea pHorgpmerate a valid
ARQC, and the existence of such a valid crypt ogram Is sufficient to

denonst r at generatign ebrABQE Aspr eonegquenceHbaetdholdertriresenee isgequited tcase for the

generajd on f dat f{-1in I vlldatlon
In or diedr t%&eﬁkgﬁrﬁ@h%%%b%&oﬁgggﬁs %ﬁéﬁ Odgﬁ & E}a‘éag'éiaé@%gr PR 1&;{;'}1 tr%el I es
sol el y on ddmonsivite thiosdhidldergrovehdsi n t he chal | enge reSponse Card 15
Verification Results C,\/R) refers to any information transmtted fromthe

card and al | owlPeHendhis éipt the ease Fas dhe drmematien ofghe AdYC.olchdeg et der PI N
has been cRBKGE Aot KL PIN ¢lidilol. flﬁof‘d%fﬂyeshaim@prbai@maml&epgﬁg%@ct the

integrity of during transm ssion property I's ensured when
t he | CC i nihk irdus relies saloly QMO(I\ﬂéthﬁlueZDwxﬂahmdmﬂmgeire@mnsedéam However ,

it el o G B
A5 s ki i e s S
progr anme. venﬁed by the ca1¥d It is important to protect the integrity of the CVR duz?ng
transmission.
This property is ensured when the ICC includes the CVR into the AAC
20  calculation input data. However, such behavior is not mandatory. It should be
understood that those ICCs that do not include the CVR into the ARQC or AAC
calculation input data could be used without PIN for Internet transactions.
Consequently, such ICCs should preferably not be used in the frame of the Chip-
UCAF programme.
.25 Chip-UCAF uses a digest of the transaction description as input to the ARQC
or AAC calculation. This digest is used as the UN field from the input parameters to
the ARQC or AAC calculation. A successful validation of the cryptogram by the
Issuer, combined with the proof of cardholder presence, provides some assurance on
the approval of the transaction by the cardholder,
30 In order to ensure that the transaction description is actually taken into account,
.the ARQC or AAC calculation must effectively use the Unprcdibtable Number (UN).
However, such behavior is not mandatory. Consequently, those ICCs that do not

include the UN into the ARQC or AAC calculation input data should preferably not be




25 Chi p- UCAF uses a digest of the transaction description as input to the
ARQC or AAC calculation. This digest is used as the URSNogkwdbdrr2666t he
i nput paraneters to the ARQC or AAC cal cul ation. A successful validation
of the cryptogramby the |ssuer, conbined ppth the proof of cardhol der
presence, proyjdes sonme assurance on the approval of the transaction by
t he car dholujed I t8p frame of the/Chiy UG\ progtamige.t he transaction description is

actually taken i , culation.must effectively
dse the” Unpr ed oF SRIcERAEiEE rostston dERtmen A o aGHE RbtsABi T ey
mandat ory. oCoditiexpshouldybe fulfitlsd | CCs t hat do not include the UNinto the
ARQC or AAC cal c tion [nput dat houl d preferably not be 28 Novenber
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| ast recei veddig¢Raleds for that particular |CC. Transactions using an already
recei ved ATC .sho e .scarde T or AAC generated by the | CC
must vary as 'ghef‘ghéﬁb qgrﬁzgé}gp%ag Eyth#ﬁéﬁ%vf*w&s@ BetoRIo thitehCt he ATC i s
i ncl uded i nt OTHiIBR theBdsk ofiFtvheh ®hd ATCARREIAE ixﬁéﬁie%@&tuh@?b g{e-mtég@%ver, such
at do no

behavi our is not nmandatory. Therefore, those 10 | i ncl ude
t he ATC i nt o AHE cARoftien. verSech bahroauy is pot matsdatory SFhedforeptheseer abl y not

be usegyin t I i -,HQAF r.0 A Aphe I n securjiy issue
associ g{t)ed V\nhfeﬁfstt e 32@ loPﬁl ggggrsong}to@Kﬁ@%éﬁ@@%@u?@q’ﬁéﬁa&ri sk of
di scl osur e ofshoiid peeferdbIylndt b¢ usedl i thedrapiestake CHPIUCAFprogimfment i on, such as

| SO2 15 track, by the device itself. Fraudulent or tanpered Personal
Card-readers may endanger the confidentiality of the PINs or |1S02 track.

The | evel he faikeedGner MREs 2 oPE Phibial RS rShaNg: t
e level Fhe fafiksctiihy e Aocilb widtie ‘gepggga?gggalt PEraNLRL S g“ge“”?

of the unconnected sonal Card-rea
physi cal | yrisicefalisndesute ofithd ¢ard BUN opef dard stowea stnsiiyet infogmations eoshss IS02 20

confidential ,i pnfarnation. sjma) | - scal e attacks, are feasi ble on such
devi cels antigh By Bedleyic? R%el%éf’gg? ordpipRered Persqnal Cardsseadstt BWYt o be | ow.
One- way | Of cridaBgetalie Eofiaaniafit) JehsSPINY or B0 1h@a dBE Sevel b sk BRpénds orud
possibilities, due to the presence of a physical connection. Large-scale
attacks ctatpesd dewisei bl e on such devices and therefore, the inpact of
such attacks 'Iihs : .
¢ stand-alone nature of the unconnected Personal Card-readers requires these
devices to be physically accessed by malicious parties wanting to gain access to
20 confidential information. Only stmall-scale attacks are feasible on such devices and
therefore the impact of such attacks is expected to be low.

e One-way or two-way connected Personal Card-readers offer more fraud
possibilities, due to the presence of a physical connection. Large-scale attacks

, could be feasible on such devices and therefore, the impact of such attacks is
25 expected to be higher.

* Integrated Personal Card-readers provide even more flexibility in terms of
transparent communication with the external world, offering additional potential
for fraud.

Also, the ARQC or AAC as returned by the ICC need not transferred
30  completely to the Issuer. They can be truncated as specified by the IIPB and so the
' IIPB must be defined in such a way that a certain number of bits, e.g. at least 16 bits,
from the ARQC or AAC are included into the data token returned by the Personal

Card-reader. Because of the reduced size of the truncated cryptograms, fraud detection




25 expected to be higher. Integrated Personal Card-readers provide even
more flexibility in terns of transparent communi cati od8Wavhmbére206&t er nal
worl d, offering additional potential for fraud. Al so, the ARQC or AAC as
returned by the I CC need not transferred 302gonpletely to the |Issuer. They
can be truncated as specified by the I1PB and so the |I1PB nust be defined
in such a waSfemnshould kednipldcn thdatess pbrgrmig] mynbess of faded drpptogram6 bits, from
t he ARQC or, ata token returned by the Per sonal
Car d- r eader. f@?@%@‘g%é%ﬁ%%ﬁo&uigtg g?rge of the truncated cryptograns,
fraud det ect|onThBAM@nbAAC?&hﬁﬁldb%&ah&&twbjsthﬁﬂmbmxhﬁebﬁlsnspéfaﬁe to detect
abnor mal nu ers of fai pt gra vall tiaqns and take any appropriate
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process, the issuer 5 sh (I:l)%y bw{gﬁg %u en%e frome he olﬁgl nal i nput
dat a r at hechallgage prewlpdugydm Cardhhh:leréﬂg@ fihrs\rcqlm@s that theénmedath éd et todevi ce.
- This requi |s sent .t.o r fromthe nerchant
2o el | s Hiahp o e Rent 38 by v kbl SorpenficaP ien it SPIARHL. pr oent
i nventi on withahe presemefhvemtional cul ate the Application Cryptogram (ARQC or

~ AAC) nust 10 use the CVR as |n ut to the calculation. Cards which do not
so must not be (¥ ?581“0@11‘?";@ ﬁ%ﬁm@m@w(&@ﬁm%@@% cal cul ate

th C?Wt t toth
calecmog(?: gﬁéétﬁ@ i Rﬂ'& do not so rrus vr‘@?ﬁ %Hﬁtgsednlf%ym(%ﬁmb ° ©

aut 222:'; i caChtpPUCAFcaaﬂﬁr_ll_témdntmcmdlwed m’;]oalcuizhm thé\mplbhmbnmryﬁm%mﬁnv\gr arrP ((j ARQC
or mi et as jn to the al cul ati gn.  Cards which do not
so must nof’*‘%@éﬁé‘g\e@ Ui theCAFaS PR th ‘ﬁu&)’r‘l‘ é@gﬁﬁpgﬁélﬁﬁﬁﬁp ensur e
that an ATfguktsoRBé us’eﬁl!"éle@hlplw&F%ﬁth@ﬂﬂﬂth’n el hyedE%HEﬁlQNla{ertﬁéjd detection

systens to detect and act on abnormal nunbers of d cryptogram
subni ssi onApplitation Sm;m&%@&mcmw@scm A'Eﬁgeltmw)ﬁl@r verification

of thegLry, uthor| ti an rely on
t hat shf’;m %ﬁ%ﬂ% ﬁég rgﬁﬁlo(fodlg} MUt o ? &5 gifﬁpéﬁggmall{ﬂ f‘ﬁa ki . 8
shows det alskmmadaahmapamnEhew«bum accordance with an enbodi ment of

the present invention. This diagramand follow ng text serve as
Issuers should ideally employ fraud detection systems to detect and act on

abnormal numbers of failed cryptogram submissions.
The Issuer should rebuild the challenge data for verification of the cryptogram
20  from the authorisation message, rather than rely on that supplied by the Cardholder’s
software in the UCAF itsellf,
Fig. 8 shows detailed PCR and Chip-UCAF Flows in accordance with an
embodiment of the present invention. This diagram and following text serve as
- illustrations only of an embodiment of the present invention and of the steps involved
25  in the Chip Authentication Programme, starting from the point where the Merchant
supplies the UCAF Merchant Data on a UCAF Authentication Page to the point where
the Merchant receives the Authorisation Response from their Acquirer, Further, the |
particular order of some steps is arbitrary or rather not compulsory, e.g. Card Inserted
at step 8.
30 For the purposes of this embodiment it is assumed that the Main Cardholder
Device is a PC running a standard browser, and that the UCAF Merchant Data is
presented in hidden HTML form fields. This embodiment assumes that an

unconnected PCR is used. Where an unconnected or one-way connected device




illustrations only of an enbodi nrent of the present invention and of the
steps involved 25 in the Chip Authentication Progranmez8 HNosembar@0béom t he
poi nt where the Merchant supplies the UCAF Merchant Data on a UCAF
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assunes that an unconngct d PCR is used. .V\hfﬁre an unconnected or one-way

connect ed GSTPBRNCSHORBIPLoRGLRre phpsietay fofny JmplpmentalipR it to t he Car dhol der

to entes sone ddcafiniftion JTehANhGKidA!ibh &R the MMéhant 18Qhd @Y dRARAGE h&D OF
i ntegrated device nust request to the Cardholder I A that the sane el enent

of data be epeludedifrerg this invegligver t he precise mechanics of this

conmuni cation p l., - r | o) el enent at.i on. 5 -

Cont et onof f R autinerre? ok Mckebts RitarteAlh FOTRRR e ekl cer 1 s
not excl udedils,insludihg BAN)E=pity Date, dt6L andl @s at8hé $tageSinalscord®rprédeading he _
Mer chant has al regg[y coll ected the paza[rent details, including PAN, Expiry
Date, etc. PHsU"G Whete the erdes ang payment gletayls Sﬁ?bepﬁ%’é%‘%ﬁhwghﬁi%ﬁne where the

or der d pPayER tpal L had J : ntication
Page. iI‘Lﬂe %@r dhg‘ltfaotlg)?l I%géé'sréﬂ%?gg gk%gr?%odrl\%??%%%&ﬁl:dg d21r1 sL@r'_Cg ?{?ﬁoﬁ%% HFA W th
det ai | s of withalerilsiof thetRe¥ savthetwhdncthé tast 5 Bigits gf the PAN bdimg il forethisg used for

this paynent are_ presented.i field,,the.Cardholder. I A.is able to
recogni se PPEY aae%e%B@d%%mﬁmﬁan“ ng%? ‘?Wg‘e‘fo(g“lsﬁg‘ﬁunberi ng
of Fig. 8:cdibactonGethdigdéfahatpamsacti on Data - The Merchant coll ates the

transaction-related data, required as per the UCAF specification. 2. Send
Transaction Data - TRefewingde thetnumberingiofBigt§ie t ransaction data through the

hanjsm gefd ' h | def i by the UCAF
epect T at Forcqiafe Tilhysbldf BEE ToE MGRRRS BRI Bansn Bop Rty o7 oo
Application (reqiiredms pad theWOAF dpbeifiddtion. Car dhol der Device (MCD), detects

t he presence of the UCAF hidden fields, determ nes that a nunber, e.g. the
last 5 PANE ISR dransaRion Bptayy The:Mortbaat isasemits the transaction data through the

mechanism defined for the given e-commerce channel, as defined by the UCAF
specification for that channel. _

20 3. Detect UCAF Fields — The Interface Application (IA) installed on the Main

- Cardholder Device (MCD), detects the presence of the UCAF hidden fields,
determines that a number, e.g. the last 5 PAN digits supplied by the Merchant
relate to a PAN already known to the IA, validates the remaining UCAF data and
presents itself.

25 4. Display Transaction Data — The IA displays the transaction-related data to the
Cardholder through its user interface. The Cardholder may decide at this point to
reject the transaction. |

5. Confirm Card Details ~ The Interface Application may request the Cardholder to
confirm that the card details it has selected are correct. This may take the form, for

30 examplc_:, of reminding the Cardholder which card to physically use in the PCR,

' e.g. perhaps through the use of a “friendly” identifier the Cardholder associated
with the particular card when personalising the Cardholder IA with the card
details.




relate to a PAN already known to the IA validates the remaining UCAF data
and presents itself. 25 4. Display Transaction Data - 2§hevembefi20pbays t he
transaction-related data to the Cardholder through its user interface. The
Cardhol der may decide at this point to rej@t the transaction. 5. Confirm

cont i rm ht Pras ey mieRei i AR iERin AR Bept R Enallanesdo BE) ( 2k

the form forgezﬁﬁhtai(ﬁ@fﬂlca;talﬂiraﬁﬁéﬁdiﬂhdw+m Car dhol der which card to
physical l'y us in the PCR e. per haps through the use of a "friendly’

i dentifier % hRiphyditd @B?IIC&S%‘OEP%‘ETEQDHWWHOH@Wﬁpmmiedlde‘déﬁsdthnhen

D5 6. Gener at SCRSt (B acof Hishfhyd dndihel Wale bl cBrereinSUERER, =7
Chal l en§le to byethegiémﬁmzbdeed from certal n transaction data + PAN. 7. Display
I nterf ace AppFPOIHeEHA o 0B CAHBOLRE B Bedges AR GRst be. ent ered i nto

e PO STy Sty iy iy G oo L

transferred tWicongeclGRI ofgyvay gonngeicd davice, bk Gardboldendags thisryemtezihgdevi ce,

the Cardhol d erin chal | e PCR, in
response to t eggaﬁ%n%{]in? rtg(}/np mrﬁ%p% ag’ethiﬁroﬂﬁ’gﬁg@a{b?hﬁ rgaﬁa t he PCR
i tsel f 10 O her Apdizaiién arithdPCRIiREIE Othéedsd i® cdr e (Rakinitted 1o BRtACR0al : Transfer
Amount - Ss&i’the ut h&gtlcatlon schene requires an amount and currency,

the anmount togak lgansten Ampunire Where the authentinetiom srbeme deqyircopreamonny
connect ed devdngecmg[l;@ fﬁ%ﬂllaﬁﬁtq?fra&?&?edttg Iﬂ?@hlk&,R.%tf%{l hﬁ%ﬁp‘ﬁﬁé@#@t of the

transaction into the PCR 1 n response to pronp Ot herwi se
it can 15 be?VaYr(amsthCtdnYlCB,dheﬁ?ardﬁﬁﬁcrddestlﬁlbghnt@hﬁﬁthe‘ﬁhﬂuﬁhffdh@l der enters

osponse To”SRsHBR e g a7 SRae e Rptsr e B PO Aot o |
itsel fi15 12. @eegﬁhgnidgdmfﬁg@cﬁ(_]? creates the Unpredictable Nunber. 20 13.

Cenerate AC - The PCR constructs and sends a Generate AC command to the
card. 11. Enter PIN — The Cardholder enters a security or validation code such as a PIN at

~ the PCR or the 'MCD, in response to prompting from the Interface Application
and/or the PCR itself. :
12. Create UN — The PCR creates the Unpredictable Number.
20 13. Generate AC — The PCR constructs and sends a Generate AC command to the
card. |
14. Response, incl. AC — The card returns an AC, amongst other data, as the response
to the PCR.
~ 15. Create PCR Token — The PCR ‘strips down’ the response, based on the Issuer
25 specifications found in the IIPB, fo create the PCR Token.
16, Display PCR Token — The PCR displays the decimal numeric token to the
Cardholder.
" 17. Transfer PCR Token — The PCR token is transferred from the PCR. For an
unconnected device, the Cardholder does this by entering the PCR Token into the
30 Interface Application, in response to the prompt from the Interface Application and
the display on the PCR. Otherwise it can be transferred automatically. |
18. Encode UCAF -~ The Interface Application encodes the Chip-UCAF structure, sets
~ the UCAF Control Byte and then Base64 encodes it for transmission in the UCAF.




14. Response, incl. AC - The card returns an AC, anongst other data, as the
response to the PCR 15. Create PCR Token - The PCR ' 28MNoysmbena@06t he
response, based on the |Issuer 25 specifications found in-the FIPB, to
create the PCR Token. 16. Display PCR Token26 The PCR di spl ays the deci mal

nuneri ¢ tok hol der.. ,17.. Transfer PCR Token - The PCR token is
transferr edﬁé2 R %E%"ﬁ ﬂ?@%&g?&eﬁqe @RH@LHB&P@% theVarious refye dedigms er does
this by enter tiegMéddBadP R et euesticOmbiiBicadén,| Nt erface Application, in
response to thelgréorrpt fromthe Interface Application and the display on

3¢

the PCR Ol PHilS AuthorisatipnRequesi nshhe Mesehast exsrastsithadlaty supplied Bnthedd UCAF -

The Interface;ARPhi ' I p- F.gtructure,. sets the UCAF
Control Byte gﬁﬁ th@ﬁﬁ Eglsasegﬁ e%cﬁ%&%%ﬁ/{eﬁ%}g@tr %régﬂgw%@pgwppﬁtsaphe UCAF. 28
Novenbe 2006auth@ishtion Rehest tv thGiARcquifdse | nt erf ace Application codes the
vari ous rezj e Merchant paynent request conmunicati on.

t.a it i nt
o Bt o At RufiBtShnoh HoRutsh s e Merplin s et i AR Eia s SCTEE Bl | g
by the 1A T IUCAE diseAcdiiRh $h 8L 1l o prdiPRgNRRR, and bui | ds up the

proprietary 5 authorisation request to their I'rer. . Aut hori sation
Request - PReSqUSLE hahe Arquiersetsite Seautity Levat Indivatba (311) anagpusliriag: fohe  UCAF

to their Acquj M«@ﬁ .1t on to the appropriate Issuer. 22. Set SLI
- The Acqui rlejﬂpég{g(s) 8‘9%%%%??({% Level Indicator (SLI) as appropriate for

t he autlBor 23a1SOB58B+0100 aCTHeQxtquitét BAvarisSBe MRbrRikth Reqlibf 1d\aRUEser T or war ds
t he Authorisation Re ?Pest to the |Issuer who then perfornms sone initial

st andar d pr ocEthER performs some dnilia standard prrcassing o the shesspge. The | ssuer checks
for the preg - [ ; ' e - The chal | enge
_ QD’@RFQ’frO(%ée@é\E e Is%ﬁ’ér R, forl?ﬁé)ﬁﬂ[egeq&cgggpkg\%?

to the PCRis recrea romthe nessage d t he Unpredictable
‘Nunmber to B& OmipankRebwitd Clidllefge — Ro¢ cliatlenzeGatish PIOR & recrbiied Froaitae nmust
retrieve certain d%ﬁtg!aﬁg‘g% frro the | CC database in order to be able

to rebuild. Z2¥559& i RBImYes toyswegencediedy t he | ssuer,
based ph tbhe R@ﬁ%‘ﬂe%@mfa—Tﬁﬁsﬁﬂeﬁ%&ﬂr@meyﬁggfgmgwaeﬁgﬁs ﬁ%ﬁ&tB%are - The
e Aut hor'sati on

| ssuer conpares_ the reduced PCR Token in t nmessage W th
t he PCR Tokenlatgb#ssrinpedgr forkerabicte rebwildt data. This may i nvol ve
27. Rebuilding — The PCR token is generated by the Issﬁer, based on the knowledge of
the algorithm used by the PCR.
28. Compare — The Issuer compares the reduced PCR Token in the Authorisation
20 message with the PCR Token generated from the input data. This may involve
changes to a ‘security box’, where it handles comparison.
29. 150 8583-0110 — The Issuer sends the Authorisation Request Response to the
Acquirer.
30. Authorisation Response — The Issuer returns the authorisation response, via the

25 Acquirer, to the Merchant.

Steps 1 to 21 are specific to this scheme;

* The Merchant coliating and presenting the transaction data in a particular,
specified format.
30 * The Cardholder’s main access device, Cardholder Interface Application, the PCR
and the Cardholder themselves causing the PCR Token to be generated and
returned to the Merchant.

* The Merchant passing new data into the existing Acquirer communication.




changes to a “security box', where it handl es conparison. 29. |S0O 8583-0110
- The Issuer sends the Authorisation Request Response ?%NPM@nb%@a%rer. 30.
Aut hori sati on Response - The |Issuer returns the authorisation response, via
the 25 Acquirer, to the Merchant. Steps | 2b 21 are specific to this

h ;T hant | | ati d ti t t i data i
ar t1 oul ar SPLBLBORF uFF st Heaper et AEF uhertnifu FEAY R oos devi co,
Car dhol der ol ntieS A@fifrefRRLdpBASIbIE Tor s‘eﬁ%g'ﬁ%ecﬁﬁ@ Vel [mledidpigRndihpensel ves

causing the PCR Token to be generated and returned to the Merchant. The
Mer chant passtibgdatasvpnligd Byithe Merchantexi sti ng Acquirer conmunication. 28

Novenber 2 . t N t 1. en
nandl i ng Lok 3af 3 Sliee oS M d R OBT o B R b g B RSl Sl 0T,
Level | Adi clanan to ercdesherginthe ISO @588t a1l upthoestiby RefeesiMpesshgnt . Step 23 is
a summary of the existing transm ssion of paynent data to the Acquirer and

5 then on o YhEcripspithe NHhmessagq theisgaganust parfamm small stepioiderminguest
message; On; j; hewmd st performa small
step to det erlfnﬁ%gélg%?ﬁiﬁ%re |1:R21ny gg{ g&lsgnég?%%’iw@e%d processes it
appropri at Sleps 2&teePbard 4peaifii® thiseclepeci fic to this schene; The |ssuer
extracts the data fromthe F._and verifies the PCR Authentication 10

Token. Stefs Y% Isyyar eragisdhs o the YE A pad yenties the PLBAwhaicatiqn 1o

Aut hor jgat i onrgRegluest Response nessage and response to the Merchant; The
| ssuer, satisfied that the PCR Token is valid, returns an 0110 nessage to
the Mer chéteps 29 and 3hare Asyminragy of théexisting 156t 8588 e 1110 dwtitirsaticari cayuest

descriptiog.show a sol ution that i,s jndependent of the e-comerce channel
i nvol ved. g?%’ﬁgscingﬁﬁgel@dr’t’ﬁ%n‘?eitﬂ@ek}\éﬁﬁ/ﬁ%ﬁ’ the Interface Application and

the Merchaat TR¢34s068 satdfied HaEthe POR Fokdh isNHliaNreh RS s 6N 03néleRRNGIRRCY on the
specifications for a given e-conmerce channel. 20 In accordance with an

aspect of t hdMegrchanbria theviequirern di fferent channel s can be
15

This detailed flow diagram and description show a solution that is independent of
the e-commerce channel involved. Steps 2 and 19, the link between the Interface
Application and the Merchant Systems, are the points at which there is a dependency
on the specifications for a given e-commerce channel.

20 In accordance with an aspect of the present invention different channels can be
used and will require different Issuer software, in the form of the Interface
Application, and probably different, but necessarily standardised merchant interaction,
e.g. HTML forms, XML data exchanges, etc. However, data content, algorithms and
flows remain the same across different channels.

25 In the above scheme the Merchant supplies details about themselves and the
transaction.

In summary these data elements are selected from;
s Merchant Name
e Merchant City

30 e Merchant State/Country Code

. Currency Code |

e Sale Amount




used and will require different |Issuer software, in the formof the
Interface Application, and probably different, but ned&desemnbg 2006

st andardi sed nerchant interaction, e.g. HIM. forns, XM. data exchanges,
etc. However, data content, algorithns and 281 ows remain the sane across
di fferent cha]glgehs. &25 In, the above schene the Merchant supplies details
about t hem®el VELhaHJ ringectionSBMERct i on. I n sunmary these data el enents are
sel ected frRoNyCAF ant Name Merchant City 30 Merchant State/ Country
Code Currency Code Sale Amount 28 Novenber 2006 28 Merchant
Transact i om Fayment CasCNunibea (ichst Pdigient Card Nunber (Last 5 digits) 5 One
card specific data which nay be used in nethods according to the present
invention is the Issuer Internet Proprietary Data (I1PD). The Issuer

nternes PONRh@lspédfio &l hichinih)bd e infiitMoRkBGIN DY E@RENCE On a card
to'the I y

is optional. It is unrelated simlar named | ssuer Internet
Propri et ar jnventiarep thelsseg) Intesnas Epoprietary Data (FIRD.GchedssuenInteraet Rroprietery Chi p

Aut hent i caly , tains data that th h to 10
Gse in o pPaB DRI AR onitd: B RichotBh 2 st Pt 108 Bl g Ber at f on
of the cryipiihgy asmedBsuer e PropethHBitA] (IPBY] dxeBHEDE its iatrbf\uah it may

al so carry ot heﬂ . alternative data. For exanple, the transfer of a Card
Sequence NAWbEt ‘(@%RI)A“FIE?HFP@OHI%W%? cpetaing dafp thay thefdigsusr chposesdei c for a

gi ven g@r dygnd : . - Dy | EE the 11PD.
Thi s CSN c_lalm bg p ésg |§%’eﬁo 3\%‘\25 Irll}i%gigﬁéc%)? Wlﬁgﬁg%ﬁaﬁ%% “byte'.

Thi s t echnénypiogsaebenarsed ar b ditemet ciariranmerty altholglsit usy als dairy etz by
proprietary,. to. .an.ssuer.. The first byte of the IIPD carrji a set of
generic fl &?}a“ﬁ? gﬁﬁ‘?#’ﬁﬁﬁﬂ’ e’_ftg?_ "_’ry°5§ q%%éwgﬁﬁvmg%&@g&é&a@ﬁ (PCR) .
Tabl e 1 prRviddafayde $¢‘q[‘ili¥6&ll’lfﬂis_ is AK€ F&r v cabd BRi%an be Pads@BkPihd 1dshéD

Fl ag-Byte Settings Bit Description Set"to 1 Set to O"Default 8 Ampunt and
Ampunt  andbyersading itriefo the HBBRc This €SNocan be passed in the lower nibble of the first

15  IAF ‘byte’, This technique saves on cardholder data entry. Its use is literally
proprietary to an Issuer,
The first byte of the IIPD carries a set of generic flags, predominantly for use
by the Personal Card-Reader (PCR). Table 1 provides a schematic indication of these.

20 Table 1 IIPD Flag-Byte Settings
Bit Description | Setto 1 Setto O Default
8 Amount and | Amount and Amount and Currency not | 0
Currency Currency explicitly | used and so default values
indicator used in AC are used for AC
generation. generation. |
7 Cryptogram | ARQC requested in { AAC requested in First l
Type First GenerateAC | GenerateAC
6tol | Notused N/A N/A 0

When Bit 8 is set to 1, it signifies that the Issuer requires that the transaction
amount and currency must be used when generating the AC. For the PCR this means it

prompts/requests the Cardholder/Main Cardholder Access Device (MCD) to supply




Currency Currency explicitly used and so default values indicator used in
AC are used for AC generation. generation. 7 CryptogrdfNarRaaber@filiest ed in
AAC requested in First 1 Type First GenerateAC CGenerateAC 6 to | Not used
NA NA 167771 Wen Bit 8 is set to 1, it 29gnifies that the Issuer
requires thtﬁt the transaction, anmount and currency nust be used when

gener at i ng PHEKECY fyharpopnt pagfor ﬁ'?%IﬂF?éfﬁ?FsApﬁlicaﬁ@lbéﬂO #iat thgpewuat ande

Car dhol der /Jygi ' r 2006
29 the cur rdgﬁgﬁ/bygﬁg&g%ﬁﬁ p%@%ﬁ %ﬁgegl%ﬁétgr@? g%f%ﬂi\g%ﬁgcfé 'lglor%m%i{[ﬁ)quhat t he
amount and ang gprensy {9%9%eeGodoutsd fonippbictidns Witteno BirrerByiisvobet)) will &  def aul t

val ues for .0 a rr y 9, -, Code used for transactions
with no curutrsﬁ‘g@&?#@%ﬁag 15%3113\/{?(191 &EE“ ﬁﬁ?éﬂg‘:\?ﬁ)eh TR ﬁi‘ﬁbth? UKC. Wien Bit 7
is set 60 Tequifes thaOthé fypRofchaodriif 1 BS#Gheshd TR tHeSRrd R2h ARISC tWRG Of
cryptogramto be requested fromthe card is an ARQC. Wien Bit 7 is set to

0, it signibit 2 setial, it pignities that thedsawer wquirds shat thectypy pEeryptogramtobgr am t o be
request ed f | S : P, nd.the tirst byte is free
for a use révfﬁi éﬁdﬁgﬁgéég%drﬂ&é ar@ﬁ?bnkpéi%ag’%%}&%%ﬁlégIW%[BSF’ GE’ agpti onal
st ruct ur e, wdiichdepiopsetanntodhe¢ Esway not be required by a 10 given chip

| npl enment ati on | er to generate cryptograns for |Internet associated
use. However si ‘ﬁﬁ%ﬁﬁﬂ IE%PBt?WF?WW%ﬁﬁF%“WﬂrEWW may ngthe regireddR20n how to

proceedo Wigiven Bﬁlﬁ@xﬁﬁféiﬁi&ﬁmﬁbﬁ irl drd&rSto @ellsergéD E@?@E&g@%@gﬁ@%m& rely on a

default setting. If the card has no |l yte val ue of
0x40 can b8sqysleweves sipce 1tgontainsindicators whichrinstnict the ®CGRion bowe yo praled t o be

gener ated" . -] be transm d to the | rint

Account hol & ét!l%rokgﬁﬂ_{gh [ﬁ%clgltﬁﬁ%ﬂreVﬁ Bl(gn ?’M@f m%%ﬁ{yé?“ % ‘i?esf#’@t ?ﬁ“&\ge&glaﬁ y not
transf er r ecartl had REIPIGatheln @ delfatlt biMe&aTus 6£0: A0 ah BR k&) efd. Ao B¥ndabifonPCR si nce
t hi s woul dﬂgl ace oo large a data transfer burden on the Cardhol der, for

unconnect efEEY ppgeurency, ARQGdo be penerated st atic for a given card, it can be

supplipgl to theryAi | y he PAN and ot her

static card data arlgbgh%g ?géls?‘lc})u%ﬂgﬂ%z{rg%ﬁlb gggﬁcggunﬁgoﬁ ernore, the

Car dhol der Ahthenticatiork Malve (A& V)| RBvewer itisgrefersblgab@tinsfov@l ¢ethe €. 9. 0x40, in
order to dgt i, N t her or no e currency and anmpunt need to be

" transferr eﬁanﬁh&‘@qﬁnﬁg@e ARlicatien @ﬁigy therRSRaingotiscuenld place toedri@e red as part

of the PCRiata transfer burden on the Cardholder, for unconnected devices. Since the IIPD is

static for a given card, it can be supplied to the Cardholder IA in the same manner as
20 the PAN and other static card data are supplied to the Cardholder IA.
Furthermore, the Cardholder IA must know the IIPD, or use the default value,
e.g. 0x40, in order to determine whether or not the currency and amount need to be
transferred to the PCR. The currency information can be transferred as part of the PCR
Challenge.

25 Due to both the data space limitations imposed by UCAF compliance, and the
need, at least for some Issuers, to use an unconnected or one-way connected device,
the data that the device must transfer back to the MCD is size-limited. Therefore, only
a selected portion of the data required by the Issuer to re-compute the AC, generated in

_ response to the Generate AC command sent to the ICC, is preferably transferred.

30 The response, by the ICC, to the first GenerateAC command is made up of the

| followihg elements;
e Cryptogram Information Data (CID)
e Application Transaction Counter (ATC)




Chal l enge. 25 Due to both the data space limtations ingosed by UCAF
conpliance, and the need, at |east for some |ssuers, £6&Nggembgy2(f€onnect ed
or one-way connected device, the data that the device mnmust transfer back
tothe MCDis size-limted. Therefore, only3pa selected portion of the data
required by the Issuer to re-conpute the AC, generated in response to the
Gener at eAOc&mﬁﬂfaﬁémmmWQbYéhg&;(Ag)preferabl y transferred. 30 The
response, by .0 th | st Cenerat eAC command i s made up of the

fol |l owi ng EI é%fﬁ%?é,g&icélg%i)gér(g@fnf ormation Data (CID) Application
Transaction Counter (ATC) 28 Novenber 2006 30 Cryptogram conputed by the
| CC (AC ssuer _Aﬁpl icafion Data (1 AD) They contain data that is either;
5 Uni que f8eX9pntain fafp thatisigfheand nmust be transferred fromthe PCR to the

Car dhol gler | - I trgﬁﬂ'éi‘%gﬁdﬁr WE ues for
this parti Euﬁ%ir{hlge?ﬁg%%hgﬁsgaz@d%ge 1%?]8% e ran‘{rsn?(taﬂr%?)e gotr%m@%ﬁ%oP to the
Car dhol der dekevicebpyhetCardiieddathol der. Unique to this transaction or | CC and

known or at |east deducible by the_ Issuer 10 Host, via its card database
and so neel rﬁfﬁ“‘%‘? {orhernartisufag Halhps for fepAstiulitsches and:odieed aekd

r°€access

devi ce byt Nl Akl FOR 1d A8 Sulolih WBAte BY BRCRRAd:BI Lmap (11PE) i

a data object whose presence on a card Is opti'onal. The data consists of
transmt f¢admiquedodds iragpaotitingin I6Ctand knowh er dt3ed3edeiuaibleAfy the $ssuerse are

requir by e | ssuer t system The flags correspaond bit for bit
basi s ﬁjcj) t he "19Pb é’lat'ﬁ d bagAnd sgmep B%Her%ﬂﬂfaﬁe‘{ﬁ?ﬁtﬂiﬁgﬂgﬁfe ATC (e.g. 2
bytes), AC ( €atihofleb¥dces)desitd bl Me C/dBbldél, - 32 bytes) (see Fig. 9). An IIPB
can vary in length, e.g. from 1l bytes, where no AD is defined to 43

bytes where an Issuer's application technology uses the full 32 bytes

Tecuer to Db aRHRpORRT RiRD RS o i APl e e P or L nose

val ues it ourd Is optiondlOThel daga qousipe D€ framimiv BhgsdadicatihgtwWitictobitiaikd cation thus
removi ng the need for the PCRitself to be_aware of, and thus specific to

any t | GeneRteAG TesPPRSeIFRIeaRed btbe [yspes Hoshsystemy Jbg flags orpespongeik whi ch
al l ows the, §Ryr bit basis to the bits that must be sent from the CID (e.g. 1 byte), ATC (e.g. 2

bytes), AC (é.g. 8 bytes) and IAD (e.g. 0 — 32 bytes) (sec Fig. 9). An IIPB can vary in

length, e.g. from 11 bytes, where no IAD is defined to 43 bytes where an Issuer’s

application technology uses the full 32 bytes available to the Issuer Application Data
20 (IAD).

The IIPB allows the Issuer to be completely selective as to which and how
many bits of these values it will use for the purposes of validating the authentication
thus removing the need for the PCR itself to be aware of, and thus specific to any
particular card technology. The IIPB can be used as a bit-mask which allows the PCR

'25  to build up a token which will be incorporated into the AAV by the Cardholder IA and
passed to the Issuer.

An Issuer can define an IIPB that will mark the minimum possible bits that
they will require to verify the cryptogram. The number of bits marked as being
required determines the potential size of the data token produced by the PCR.

30 For purposes, primarily associated with existing cards not having the new 1IPB
tag, the YIPB is an optional structure. However since it is used to identify the bits that
.- the PCR must extract and compress, if it is not present then. the PCR must rely on a
© default setting. The default IIPB can be, for example, a 19-byte structure. The result of




25 to build up a token which wll be incorporated into the AAV by the
Cardhol der | A and passed to the Issuer. An |ssuer can28&fovembarZ00bPB t hat
will mark the mni mum possible bits that they will requtre-to-verify the
cryptogram The nunber of bits marked as begflg required determ nes the

potential size of the data token produced by the PCR 30 For purposes,
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a 19-byte struc ure. The 28 Nove er 6,31 this is 35 bits of

dat a bei ng sent SLS'(Serf ﬁﬁlﬁpggﬁ’eﬁ“@?ﬁ@%@aﬂ?‘s@ qnadpg fatign t‘?frthﬁ?lf’gy?%’ls repr esent

It on the fipsphanthal ndeh o RoRcluddlin e Birsbilifizkdoi3be aﬁe% Gndidita t he def aul t
e

[IPB results in a 12-digit token to e ent ered Car dhol der. Issuers
can speci f §Prlicatiomrs axggs ithab e (R yses dhe HBBampﬁdmmaqardta&mhﬂuh@m This 5

1 PB will &&g{htc ?%t&r@d fi’ﬁhégﬂ{Uded in the personalization specifications

for that appli i'on1n ofdér' that the PCR uses the 11 PB stored in the

card rather tharfahﬂauemélaud»mfohhﬁ’ﬁ thatporadquires thag, tReRwill be aoné-seumr feel s
confortabl e th requi r(gs that, there will be a one-to-one match

bet ween t hi&@fch gﬁ'@ﬂ theirigsued eards and theRCRsusgd iQﬁfW%ﬁlFéok%‘h%m M3hen t hey
my 1 Chﬂﬂﬂ?e iRt Salt MR in ItllldD @ghﬂlchﬂ??é%dagr'f‘ﬂl 'Hrl)fﬂ tan Iﬂ;? &F%\oul d

mean that an Tl PB need not quired to ore |n t e car wever,
any such ceetds requised tmhftstdzred uslbd cand. Ho@Reer! dmptsuciserddwuttbhatbletus¢d 6B. The

data whic e hant fromthe Cardhol der's browser can

consi st o&?%iﬁ] ﬁsgt%(éﬁ@ A{\Jﬁégnt ication Data Field for each browser

channel . 15 Therl&é%ﬁmah%@@ﬁﬂb@h@m&hhuﬁﬁorﬂﬁﬁrcﬁm{dm*s'&@m%aﬁ oken. These

24 bytes are referablé encoded, th) Base64 encoded, by the Cardhol der | A
;1

to give 3XO0RSEYof justihy AEF“Qlﬂéﬂlth@tt #ta Ficld Br eachibroresericharmieb Mer chant . The

Mer chant passe rje iogns with
t he A?%w rer msgﬁgc:gﬁHng%c%g%lﬁFa# (rab y{twgser E&ﬁcﬁt"{nﬁ@%%%}ﬁe&ﬁrﬁequest
nmessage semefdrabl)t énmﬂaﬁugr Bastbegxded,iby thé Cadholder IA%Q g@tfe 3NRSOGAF i s
illustrate F| 10, The UCAF Control Byte is a 1-byte val ue, which

i ndi cat es ajrthaf greretumed totheMerchgas Rhe N@E‘é@‘d’%%ﬂ@p‘dﬁﬁf The
foll owi ng dé@el, E&‘?ﬁleﬁ%?oﬂ?fétaﬂsﬁgmﬁ%w%'s: withaRs A8!1u1%¥ Who%Tar ﬂ%h "Wpulate the

UCAF in the Authorisation Request message sent to the Issuer. The generic structure
20  of the UCAF is illustrated in Fig. 10.
The UCAF Control Byte is a 1-byte value, which indicates what type of data
the UCAF is being used to transport. The following values can be used for UCAF
Control Byte encoding;
| & Afirst value such as 0x82 — SPA-UCATF, using a wallet server
25 e A first value such as 0x88 — Chip-UCAF, using an ICC.
| Where the Merchant needs to retransmit an authorisation, either due to a previous
decline, or for split shipments, the top bit of the UCAF Control Byte must be cleared,
leading to the following values;
» A third value such as 0x02 — Subsequent SPA-UCAF Authorisation, using wallet
30 server ‘
¢ A fourth value such as 0x08 — Subsequent Chip-UCAF Authorisation, using chip
The present invention includes other authentication techniques, such as biometrics,

and in such acase the specific technique would be assigned its own Control Byte value




A first value such as 0x82 - SPA-UCAF, using a wallet server 25 A first
val ue such as 0x88 - Chi p-UCAF, using an | CC. Were thés8Mevehnbert20igeds to
retransmt an authorisation, either due to a previous deetine;--or for
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| eading to the foll ow ntg values;. A third value such as 0x02 - Subsequent
SPA- UCAF A dhe strctugsof the Application-Specifip Data waild bataloredito suppoti@ such as

0x08 - SubsgaieRts SAmRutldds i ] ' hip .The present
i nvention i n%?{ucpiﬂggs oteﬁgr aut r?tg%a?lla[félﬁ% S&ﬂ?lp%ﬁlg{sﬁ,csg‘d%‘ﬁ&ﬁ:sag W onetri Ccs,
and i n suclepplications shoeldape e iconsistérs AApplicatnvEpetific Patagaicgined its own Control

Byte val ue 28,Nove 006 .32 a t ructure of the . .

Appl i cat i on- sﬁ&‘é‘i“ﬂ@e‘%&ﬁagﬁwﬁﬂa&%&d #%R?‘@rs\bds f@‘%\ﬁﬁb@nﬁtwally B Ggethi cs

aut hent iscatTiRfoRdWane 85t is trdhsteiied 163 9ssudl ih thd QOREL | €S aut henti cati on
applications should use a consistent Application-Specific Data structure.

Account hol der TRDt+-H@ptidnek varable/al lengsth,AttAlwiags s mitiplsof temest Itaadylopniain Fi g, 11.

Cor onmt . ar e ta N B o TR Do 5 T ooy
contain a Copdiitioaqn dRIPINEGIFIRItcad. 9. 4 bits defined by Issuers to be at an

| ssuer defined position in the |IPD for that card. Unpredictable Nunber,
e.g. 32 bit*s Yaprpdigtably Numbesreeg. B2 bits (4 byss) Dateagtioken, as encoded in the PCR

or of or W1 y o ot FpCtpken, i Enigef i el Ak mARma ensth GombeCofioas, not

to be great erdetdmmined®4 IlpB.nce, ideally, the Issuer should not supply an
|1 PB, which 15 when conbined with the I PD could result in nore than a
second maxi mum nunber of bits, e.g. 152 bits (Max data area - Length(UN))

needi ng t oThe1d . re ' : rdhokder | A ensure
hat any. onne i EBNE pEEYY nhicha, BRCHASnPnubilfy dES RE PR me s B8 275
bits, w |l tolsgreater tharntB4esince, ideatly tthelsswdrahoild hovsupplhan elr@)eaich Ther e need

not be.an indicatj.on bujlt into the encodi ng of the AAV for Chip- 20 UCAF
to indltar® 8?%@F°%W1¢8F1{%F@1¢5685w1 mepehan secprdenimun pumBergd ¢ o t he

The. encoden T odl (o o (Meale AipRLLUSHETY RO D36 HoRuBHEE Be e Nent on
‘whet her anpreraution; the Garihoidex kdcani anisure ttiee appyperationaesultingsiadndry thianehe
Car dhol der ﬁI‘s?trna}{pmeunE?.%.t $ ‘ﬂ;ﬁ lrts, twrl ?essgﬁ El‘ll zcl)nnérror and the data will not be encoded.
' - There need not be an indication built into the encoding of the AAV for Chip-
20  UCAF to indicate whether or not there is any [IPD data present. It is up to the Issuer to
ensure that their host system knows what to expect in the AAV. The encoded inclusidn
of any IIPD by the Cardholder IA is dependent on whether any IIPD is associated with
the payment card used by the Cardholder for the particular transaction.
The UN encoded into the AAV for Chip-UCAF can be a full 4-bytes in size,
25  which is the same size as the UN sent to the ICC in the GenerateAC command. The

- magnitude of the UN can be altered within its full range, e.g. either increased or

pbtentially even decreased without affecting the data transportation format.
A UN range-limitation can be a result of limiting the number of digits a
Cardholder is required to enter to transfer data to the PCR from the MCD. For
30  compatibility reasons this limitation can be applied to both connected and unconnected
devices unless there is another indication of the size of the PCR Challenge presented

~ to the PCR. | |
The Issuer knows the length of both the IIPD and the [IPB Data Token. The




The UN encoded into the AAV for Chip-UCAF can be a full 4-bytes in size,
25 which is the sane size as the UN sent to the | CC i n28hNovGabar280@AC
command. The nagnitude of the UN can be altered within its-full--r-ange,
e.g. either increased or potentially even gecreased wi t hout affecting the
data transportation format. A UN range- I| ation can be a result of
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transfer data to the PCR fromthe MCD. For 30 conpatibility reasons this
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however é’F a.t&ge e HQ
shoul d pr SFERSBIYWASSEHE E‘?Wﬁ % dB?tth“fmé e pgeric tokg At bi t
appears i ﬂvﬂl%‘étsettib'ftheqpﬁdlﬁéQ?epréééﬁt@@. ’ﬂns‘: fslbla@aruse e dakd(;idﬁiem&%ﬁ'u hiveli 9. 12. As

a consequence, usti f Token ta not passed in the
PCR Token firg Zlgté@degtathﬂ ﬁll bytes Ofttbe 6Aéhdesu1ltmgen ol ¢hedievhaindntg Hitsdtore in t he’

t the 0 ted. Thi
bk s SEROABL AP S bl aE Kok b uB ) Be Y bt EBFERRE S e
of the AA\dfOr&mt mﬂth@elhitsashll rdpbsSeritah@d Ralng thely thavd nahe IPB®dieTokeast set bit

of the transferred PCR Token back uptothe UN having the setting of O.
Sone g? L 15 femaipder will gspbethfillerhe 0 val ue they have in the I1PB Data

Token 10 vvm I gtlthbﬁ% tElé CBtdheRier %{’VEI hotSnoRSvilct bikd d%{)reséﬁt Hﬂ? H&g olhe and whi ch

Cardhol der A wll know whi Its represen set
filler al sudiwhichdillet als@js set todbasloemtotmmtteemnm the Bsstidravill kaove whigH bitsk now

- which bits e data, singe it knows th e ctive length of the II1PB. The
link bet \/\Ef[grff’;l é‘“ﬁ%&@ﬂ%‘ﬁ?ﬁ’ﬁﬁtfg%’&ﬁ?"rg& f‘gﬁ I%@ propri etary, however the 15
Mer chant  shopiedinknividcalthey Mefchi fagd Afcg rér%ﬁe g, hbwirk stat a to the

- Acquirer; . UCAF Authentication Data Field E St atus [ndicator The

| ssuedS r ebarchast sheuldpreforably mfeomemeumwg adﬂ;Semj datatie theghrequirer;

authorlsatl rk.fro quirer. It will contain the standard

aut hori saf i (ﬁbﬁg&'\éﬁ tg%fﬁ) {? to a nodified Security Level |ndicator
(SLI') andet hgrddSiiruaihidianki cation data. The Authentication Request nessage

contains the SLI which has been extended for use with UCAF transactions.
The Issuer receives the Authentication Request message through the authorisation

network from the Acquirer. It will contain the standard authorisation data in addition
20  to a modified Security Level Indicator (SLI) and the UCAF authentication data. The
Authentication Request message contains the SLI which has been extended for use
with UCAF transactions.
| To improve the accuracy of cardholder data entry a single trailing check digit
can be used. The inconvenience of entering an additional digit is outweighed by the
25  value of the validation check this extra digit imparts. The algorithm used for the check
digit can be any suitable check algorithm such as the “Luhn Formula”, also known as
“Modulus 10” as used to validate a PAN. The check digit can be applied to the n-digit |
PCR challenge, e.g. requiring the cardholder to enter a certain number of digits, e.g. 8
| | digits for a 7-digit challenge. The Personal Card-reader validates the check digit and
30  informs the cardholder when an incorrect value is entered. If a combined UN/Currency
- number is used, the check digit shall apply to the complete ‘number’. If an incotrect
value is entered, the device shail preferably not abandon or restart the process, but can

wait/prompt for the PCR challenge to be entered again. If desired a limit or no limit




To i nprove the accuracy of cardholder data entry a single trailing check
digit can be used. The inconveni ence of entering an ad8iNovenbdr200git is
out wei ghed by the 25 value of the validation check this extra -di-git

i nparts. The al gorithm used for the check 4gjgit can be any suitable check
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enteredg t [ cess,

but can wa@ﬁ%%%ﬁ%th 2 gérh?'ﬁé ﬁiﬁ%&@gér%%lpeng%%@p ﬁigﬂhgn? %hggité%}%%% PIQF desired
alinmt orteksnlimt 28 Novenber 2006 34 can be placed on the nunber of

i nvalid PCR cha Ien e entr att unconnect ed de the check
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requiring lﬂlﬁ)n@afag*b@hﬂﬁml&aﬁo&ﬂée@.rnopﬂw f‘dﬂﬁaﬁ@m@ véfiichitbof AP er Of digits
such as 13 digits for a 12-digit PCR token. The Personal 5 Card-reader

shal | conptreesmigitor: Aae keagihglder Haousiystify the checkidigit fomthesé deviessdindpl ayed PCR

ool 1 ed o1 FpofaftehB RO CERLECAR A B acle R CORE Kopltahont iR BHE rufistifa s ng

verificati wuthdﬂelttakaeedmgmﬂmmmﬂ The Cardhol der I A nust verify the check
digit for these_devic Cli‘a and 10 report an error to the Cardholder if one is

detected. This WHUFRE @HI‘%*‘FFI“SFH@‘Q‘YIBF@&EWW detgrtion mpchapieR. Ketedi ng to be

repeat ed. JhemshiesionSh ditherld § 4,0r - detection

mechani sm For comrrlunl Caq[rl grﬁ&}o?]lbg er ﬁ&?‘?ec%?ll o%%{\%{een an MCD and a

t wo- way ccmme@ccﬂdmgmtagdm@dtlﬂemdumng tnansiisdéonl protogoltrandsy csiecin pr ot ocol
may al correct 1ia %Pﬁ'«ret{’ rs relating only to the transm ssion. The PCR

Chal | etge T FRIEEAYE JABSMISEIRR" PCR Chal | enge consi sts of one or
nore parts, €hgPCR OkalBngikipassed & the X366 EhIPOR tdialléh r%ggoﬁmé H€neldp

transaction amount is required in the GenerateAC co Unpred| ctabl e
Nunber ( UNporezmrts,@:8.i20wal pace: foeeresnpiodbpending oo whetheethe randectitnimauns uch  as

the Luhn cp ?&ﬁurg& % the 'Ex%ﬂ%ra%ﬂ?:dco%?xﬁ)a\(n :
' ¢ Unpredictable Number (UN)
20 e Optional Currency Code

¢ One or more check-digits such as the Luhn check digit mentioned above

The PCR Challenge is used to create the Unpredictable Number (UN). The PCR will
| supply the UN to the ICC as part of the GenerateAC command. The UN can be
-~ 25 supplied as a full 32-bit structure, containing the value obtained from the Cardholder
IA. The range of this value is preferai)ly limited. The magnitude of this range can be
determined by the maximum number of digits' it is deemed acceptable for the
- Cardholder to key into an unconnected device. The term ‘unpredictable’ refers to the
fact that the number is unpredictable to the ICC, not that it is unpredictable to an
30 . application supplying the value to the ICC, or any other entity outside of the card.
| The PCR Challenge is preferably a decimal number with a certain number of
. digits, which must be transferred to the PCR. As well as the UN, it can also consist of

-an additional trailing check digit and an optional currency code. Thus for the




The PCR Challenge is used to create the Unpredictable Nunber (UN). The PCR
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i ncorporated onto the end of the UN passéd in the challenge. Thus, when

t he check- eangpeted devaess therrodeicdndre ineorporatgt ontdshe et efrthe BN prsged infhea
12-digit c g : eme. requires amount .enfry. 20 In summary the
sour ot of OPHeFIERIL e 1 HERCATE IR AT BrariiHet firers 3 ok 4

12-digit challenge when the scheme requires amount entry.

20 .In summary the sources of the PCR challenge can be:

¢ Transaction Amount
e Transaction Currency
. Merchant Name
25 e PAN

The mechanism used to generate the PCR Challenge must be interoperable since the
Issuer will need to reproduce the same actions on the host system where the UN is
~ checked for validity against the source data,

30 The amount, as supplied by the Merchant in the UCAF data fields and as
displayed to the Cardholder, is preferably encoded, €.g. BCD encoded, right justified
and zero padded into 6 bytes.

The currency, as supplied by the Merchant in the UCAF data fields and as used




Transaction Currency Merchant Nane 25 PAN The nechani smused to generate
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reproduce~the-sanme actions on the host system where the UN-is--..ehecked for
validity against the source data. 30 The arggunt, as supplied by the
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crypt ogram cal uIatl W|th rd to.the c | en af fects

whet her t F&cH T@ﬁ"& calgggn ec‘ﬁr"ﬁ’r‘fg\%&’ ﬁgglh%‘ﬁ rﬁsF‘g?ytpﬁe currency -
code from {rfiRfecatcdhaiahe For e duPreAty SUIC THMEHe ThrdHORes PA R afi@niRader . 10 The
Mer chant name, as supplied by the Merchant in the UCAF data fields and as

di spl ayed PessemabCadRendarder, is converted fromthe 22 Unicode two-byte

char agier s 1 Otk LERMMBSEATNANY Oty AT R A BAACt o,

This can be done by FESER yte in each
of the 22 asmspllm:étdthe Gattmoldeeanmmased ﬂ&nmmcmo%ybecmd e.g.

BCD encoded, F@ Iest g it es, and_where an odd nunber of
DAN di' o1 ¢ srepeivellfan s Merzhapt o 28 Shs hyie AN ehagact AT Gand SBpebYe 1 o
justified grdg Eﬁéﬁed&ﬁd&ﬁﬁbﬁéh%éﬁ‘fémgﬂg R eth driie 74 %ém ﬁﬁa' | enge

generation requires that the Cardhol A has know edge e full PAN
bei ng usedegyenceése Car dhol der for th| s transaction. 20 A suitable encryption

al gori hm.is appli e. m [to concat egnat ed
i nput ‘dat a of 2’@1 ﬁ&ﬁ"%@‘l 35 p Hﬁﬁ‘i W ‘%ﬁﬂ?ﬁa nto &?rﬁ"@ﬂlf MURBREOGnd  PAN.
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“extracte
PAN, it should be right justified and zero padded. The inclusion of the PAN in the
challenge generation requires that the Cardholder 1A has knowledge of the full PAN

being used by the Cardholder for this transaction.

20 A suitable encryption algorithm is applied, e.g. a SHA-1 hash algorithm, to the
concatenated input data of 38 or 40 bytes formed from: Amount, Currency, Name and
PAN. The first 4 bytes of the resultant 20-byte hash data structure are ‘extracted’ and
treated as a 32-bit unsigned integer value. A modulus of 100,000,000 is then applied to
| this value to obtain a value in the range up to 99,999,999. If the currency code must be
25  transmitted it is now appended. Finally a check bit such as a Luhn check-digit is
applied across the digits computed so far and appended on the end to create the
challenge. The full process flow is shown in Fig, 13.
The PCR Challenge will be passed as a number, with optional zero padding up
_ to 8 digits. The zero padding is optional since the PCR does not rely on a fixed number
30  ofdigits for the PCR Challenge, but rather uses an OK/Enter button to indicate the end
of the PCR Challenge entry. To this number can be added the optional currency code
- ~ and calculated check digit.

This transfer format should ideally be used for all types of device in order to
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Cryptogram (ARQC) or if bit 7 of the LAY is set , an Application
Aut hent i caFneogam (A6 Thndematpt. carhe sepplied inthis command isupplied in this

commang i s; pLedict abl umber (UN) Amount  Currency The
51 a1 SRR NG Bp

Unpredicta 4- byt e/ 32-bit conponent of the data passed
to the |1 CGi mdimt Cener at eAC command. It is a nunber/data that is 20
unpredictable to the I CC, as opposed to the application, and is effectively
the transtctGuorneyel ated chal l enge to the card. The PCR Chall enge is used

to make up the The Unpredictable Number (UN) is a 4-byte/32-bit component of the data

passed to the ICC in the GenerateAC command. It is a number/data that is

20 unpredictable to the ICC, as opposed to the application, and is effectively the
transaction-related challenge to the card. The PCR Challenge is used to make up the
UN. The maximum number of 8 digits of the challenge account for the lower 27 of the
32 bits required for the UN. The remaining 5 bits will therefore, be zero for the
purposes of this scheme. The UN part of the PCR Challenge should be thought of as

25  passing a numeric value (see Fig. 14). When this numeric value is &eated as an
unsigned 32-bit integer, all bits past the highest significant set bit are implicitly set to
0. When the UN is sent to the card, the raw ‘binary’ value of the decimal numeric '.
challenge entered by the cardholder is passed in the APDU command. It is not sent as
the BCD encoded equivalent of the entered challenge digits.

30 The use of the amount and currency is at the discretion of the Issuer. When the
Issuer has indicated that the amount and éurrcncy must be used, the Personal Card-

- reader will have been supplied with amount and currency data. The currency is

| 'supplied as part of an extended PCR Clialleng_c and the amount is transferred/entered
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therefore, be zero for the purposes of this schenme. The-UN-part--of the PCR
Chal | enge should be thought of as 25 passingga nuneric value (see Fig. 14).
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comand may cHebe ewdtaingicatedhidhe kspuer eighar knowis or issabde to atherwis€Rerden use t he

|1 PB t @y pPeLlh, . - t ressio Rproc t results in
a stri 2% th g[:'tp% \%1 %%@ %g[ﬂf%aéﬂﬁl%%{}g gﬁggesd@fg?eﬁitﬂgﬁ S?‘Hﬁfheblzﬁi %t?muni cated
to them - grken fsipgeferhbly bhilbup fiont dight @o left, Witk eie st BisRbeteRktradied pladed t hat the

lon in the data i1s required and needs to be sent. A

correspondi ng, bit @gazi,t i >

bi t setti nftobit 1 9f thadash byt of quiput datu theseeondiin biti2eto) The,dPBdpatieenihons, or
i's abl e tofRtd RNk oy hi | shoul d be and thus the
bit does nf(;ltédr;‘@é?ék?gm%%dg‘éﬁ%h%&%ﬁ#@%@%%ﬁ%ﬂ?f%ﬁdgﬁqi s preferably built up
fromright to |Bi¢lIPBiDate Tékenfis the idataj which isteanefetred dtontthe IPARND the nto bit 1
of the las t f t put ,.the second jn bit 2, etc, The || PB data
Coken 15" Frebiiderta. &l @hecti fvicsines fherer b datpatipire e SRR ¢ 1o
transfer. héeds ddBinboindcttd geVice ill BR tiodaRdhoMbr ttrhrisfdrRR A@idadaily, oM t he
PCR to the 15 Cardholder 1A, Al connected device types transfer this data
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to transfe [ manually. Wth respect t he., PCR Token r.an
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avai | 249 e madeayailable imibe Fardbplder hpnpieen tha wecognested R ed PCR

~ creates a numeric token, generated purely to transfer data from the PCR to the
Cardholder IA running on the MCD, from the IIPB Data Token. It is important that the

algorithm used for converting the bits into displayed numeric digits is interoperable
and thus reversible on the Cardholder IA, i.e. the same algorithm used to convert from
25  bits to token must be reversed to convert from token to bits. A ‘conipressed’ way to do
~ this is to treat the bit pattern as a binary number and perform a mathematical
- conversion from Base-2 to Base-10 (Fig. 16).
The PCR Token may be presented using spaces, dashes or commas as
. separators, and is limited to a maximum possible display length, e.g. of 20 digits,
30 . including one or more check digits. '
B The Cardholder IA will not expect any particular sized token as it will use
| Ieading zero padding when encoding the IIPB Data Token into the UCAF to fill the

. remaining data space.
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PCR and the Cardholder IA on the MCD can be again proprietary, along with any
error detection mechanist.

20 A summary of the complete process described above is given in Fig. 17.

Using Chip-UCAF - a cardholder’s perspective
- Cardholders must subscribe into the scheme. In order to use Chip-UCAF, a
cardholder will first need to have a suitable ICC. They will then need to have a
25  Personal Card-Reader (PCR, either connected or unconnected) and the necessary thin-
~ client Cardholder Interface Application (IA) software installed on a main accessing
device such as a PC. Due to the nature of UCAF being a payment authentication
scheme only for payment card details which have already been provided, the
Cardholder Interface Application (IA) only responds to authentication requests for
30  payment cards whose PAN it already knows about. Therefore Cardholders pre-register
the details of any payment cards they intend to use for payment, with the Cardholder
IA before those cards will be able to be used for UCAF authentication. When

- requesting authorization with a UCAF-enabled merchant, the Merchant will present




20 A sunmary of the conplete process described above is given in Fig. 17.
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authenti cati on yd Hah irdRh(HoLdPhols Bldwifi FAPRE! PR didinaiGliich oF0 LTVI NG

to use that card for paynen assocl ate hent1 cati on. rom-t
- Merchant pemsgrado thedMarbkantratie firsthyr changds tp necesst wébopagesambseoondintiei g.  18.

The t [ . tsS. th t fi tl t
ror chelst | EeRSBE SR elBRT JCATE I adepfis Shadintererioumat LB por
UCAF. | n ogdar thoMeNphgthaRer WAl NRESo ﬁfés%tﬁﬁﬂcﬁﬁbna@ﬁ&lﬁ vidGRFwéBlgitd\iigc hant

server will have to present additional data via its web-site and process
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Fequi red oyPogies of disRbite e UL S5 it con et e Serf e ab €t Ber can ol d
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Non- Profil ed. Express checkout and singl e-
20 Cardholder will be considered: Profiled, Non-Profiled. Express checkout and singie-
 click require cardholders to be profiled whilst standard checkouts can be used by
profiled and non-profiled cardholders alike. Single-click generally requires the
customer to have allowed the single-click option, as many customers feel
. uncomfortable with this impulse purchase ability. In order to use UCAF, the Merchant
25  server must have knowledge of certain Cardholder’s payment detaiis, e.g. PAN,
Expiry Date and CVC2, before presenting a UCAF Authentication Page containing the
UCAF hidden data fields, since one of the fields must contain the last 5 digits of the
PAN being used for the transaction.
| To support the use of UCAF for the express checkout (Fig. 19), the
30 - order/payment details confirmation page must support the UCAF hidden fields and
becomes, in UCAF functionality terms, a UCAF Authentication Page. This provides
the opportunity for the Cardholder Interface Application (Cardholder IA) to present
itself and request the necessary interaction with the Cardholder to obtain the UCAF




click require cardhol ders to be profiled whilst standard checkouts can be
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treat the authorisation as it would
20 for a currency converted authorisation. This means putting the initial amount — the

amount used for the authentication process so that verification of the authentication
could take place. |
Each purchase cumulatively — Each Single-Click is accompanied by an authentication
request (UCAF Transfer Page) to the Cardholder and each time the amount increases
25 in line with the current accumulated total. Only the last UCAF authentication would
then be sent to the Issuer.
The UCAF Transfer Page is required when a cardholder using UCAF initiates
a single-click checkout in order to be able to inveke the authentication process and
supply the UCAF data. Thus, the merchant must know if UCAF is being used prior to
30 the single-click option being selected by the cardholder. An additional hidden field, the
UCATF Enabled field, must be supported on each and every page that provides the
single-click checkout option.

-The Cardholder Interface.Application will recognize this field and automatically fill
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sent in t hBCAX Huboxt dtoh eeconimguiss the requiteddJGAF ditainpw figkds andkr ver . Since the

| A cannot |1 ..whe age is Transfer page or not.. whenever a UCAF
subr + Uouc PRI P BHE, hE g8 AR R of FofiPlerioPEBE LG Ts
aut hent i cadutintiédtidndoln g@nérageh profids. | Merdhddts At Y fo althidAbility #nthéonpl et i on
of the authentication token generation process. Merchants are free to use
this abiliVighde. thexynaypytidise ‘auiosubmifegn gerventional YEARHutbertistion pagsh
conventioqﬂhe%é%%pt ication pages if they wsh to do so.

' If the IA detects errors that result in setting specific error indication contents

- 20 into the UCAF Authentication data field, or if the Cardholder cancels, and there is a

UCAF Submit button present, the IA will still action the click event, submitting the

form data to the merchant. Merchants that wish only to send ‘good’ authentication data
should therefore be aware of the error indications and consider returning an
- appropriate error page to the Cardholder. |
25 . To support the use of UCAF for a standard checkout (Fig. 21), the
- order/payment details confirmation page must sﬁpport the UCAF hidden fields and
become a UCAF Authentication Page. This provides the opportunity for the
- Cardholder Interface Application (Cardholder IA) to present itself and request the
necessary interaction with the Cardholder to obtain the UCAF authentication data. The
30  Cardholder IA can then populate the UCAF authentication field prior to submission of
the order by the cardholder.
_ In order to use UCAF, the Merchant must have knowledge of the Cardholder’s
. payment details, PAN, Expiry Date and CVC2, before presenting a UCAF




If the | A detects errors that result in setting specific error indication
contents 20 into the UCAF Authentication data field, @8 Nokehbea 2086 dhol der
cancels, and there is a UCAF Submt button present, the lAwll still
action the click event, submtting the forggdata to the nerchant.
Merchants that wish only to send .good' authentication data should

t her ef ore HitheptieationrPage with YA hidder datp falds.since oo of thefickdsmushi ng an
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This provides, the opportunity f the, Cardhol der Interface Application
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with the CardholreUdAF Akihahtivatibe ot EARsfAUBA3e Ak Gl paBe R Bhe HBRhAR
Car dhol der 1 A can thenéﬁopul ate the UCAF authenticatron field prior to
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Aut hent i capresentébgrl capturedpidbr thiadeiaptittednaauttictisation. Henes ie@CAF the fiel ds
must contain the last 5 ditgi ts of the PAN being used for the transaction.

Theref ore nticatipp faggand the, FCAIBransfer Raga ere the pemesy nisgratioppeintin/ paynent

det ai | g0 egmess MREEhRAOCardBHREr D 18Rkj.t I Nto two pages, as illustrated. 5
The UCAF Aut he ticat!i%gn or Trlénsfer cPages are web pages that the nerchant

presents to theThaUTAd AuthertivabomiBagetconteins tandholderdad teunshetiery spenificdet ai |

i nf tion,, .For UCAF-enabl ed ts. th he.facility b

b ch Ucapit bl g I 6 ol TR R PP SR Rt b ™

aut hor i sat page-shbiad peaferably Hé%ecté‘d‘ﬁii@%"ﬁ édfﬁéihﬁt[y J2e6R AR ptibemblh6E Transfer
nts

Page are the pri ma[ﬁ/ i ntegrati on poi 0 anong Merchant, Cardhol der and
| ssuer. Thée-8JEA8=bAFShen cHvixalcnb) toprgeent thetcompsonsiae aftbisadata.and t ransacti on

speci f dat a ' ' Vi h i colntar Therefore, the
UCAF AL%:hent [ ca%ﬁ%eré 3%%@%{%&%?“@?@} g’ﬁﬁ:yapcg]gidﬁf %é‘iﬁlgﬁgpﬁvgs a

suf fi ci ent based eleane ienahydden HTME el ficlds I8 ordb2 - dbistire Steroperability withent) to
prevent the co{r;:Brom se lof this data. 15 Al merchant server interaction

wi th the caiesehenss andell HCofapplicationsdle implaacntptionaa tagse higden Helds dden HTML
form £ e dfes Hoth QhlfFied RORKIE dafiff QRSEARL isfat i flawdd Lol Chant s and

al | UCAF applications, the I nplPenent@ation o ese hi ds
‘ * Incoming data fields, i.e. supplied by the Merchant, appear in the HTML page

20 source delivered by the Merchant web server to the Cardholder’s browser. The
values for these fields are set directly within the page source and are expressed in
character string format.

e.g. <INPUT type="HIDDEN" namc="'.Ucaf_Cunency_Code" value="978">
» Qutgoing data fields, i.e. returned by the Cardholder, appear in the HTML page
25 source delivered by the Merchant web server to the Cardholder’s browser, The
values for these fields are initially set to blank values within the page source.
- é.g. <INPUT type="HIDDEN" name="Ucaf Authentication Data” value="">
The Cardholder IA will, by interacting with the browser’s Document Object Model
(DOM), set the values programmatically as character strings.
30 For incoming Merchant Supplied Data, the Merchant server presents the data
values it must supply in the following hidden form fields:
. I_Ucaf__Merchant_Name - The Merchant’s name consists of 88 hexadecimal

characters (0-9, A-F) as 22 groups of 4 characters, with each group representing a




has been standardi sed, including nam ng conventions, size and all owed
content. Incomng data fields, i.e. supplied by the MS#BShesmhherdp@ear in
the HTML page 20 source delivered by the Merchant web server to the
Cardhol der's browser. The values for theseqfields are set directly within

t he page source and are expressed in character string format. e.g. <l NPUT
t ype="Hl DDEN" Un:aﬂéwlumwr Gthe nema syprbisd &y theinershad #8the UCAK ddngthdat a

T e e

val ues for thgplﬂlchuai (Cardtokder DAY, [td hlyo BRinahi thitaiH by abddgn thy deRbatibhe page
source. e.g. PUT t ype="HI DDEN' nane="Ucaf Aut henti cation ta" val ue="

'> The Cardho‘?fd chaedger | | by interacting with the browser's Document

R s e

data val ues their seqairiagipalky i n the foll owi ng hidden formfi eI ds: Ucaf

Mer chant NamssU The I\/Erchant s nane consists of 88 hexadecimal characters
(0-9, A-F) *asU?8 Yalg fpannty —UR 0ot elierastess tagarmy thalh Sttoeqsleasgicba@ierl ng a 28 -

Novenber 200(‘1304346@@1 WB\Rice t§p(;0 . The name supplied by the nmerchant in
the UCAF field is éﬁ naﬁegﬂ t wll be displayed to the cardhol der by the

Car dhol der | fef f&mmcﬁ_ﬂddbedﬂ:iedﬂeé izitdBOI 4247 chfgncy kbdd for tHexmrelwy ofanme t hat
wil | fused n the generation of the challenge. 5 Ucaf Cty - Up to 13
char act® {REISASHNG whi ch t he NErchant is registered with their

Acqui i ng.batiar SeRAnhl SRR i oo BnBuR BALERAALBUbLLGALEY 11 US

State code or 3 Tharacter IC countr
Currency_Oodenthe‘ﬂaewmeyuhigireﬂdcﬁ@bgahé'cmmmgncqc code for the currency of

the. tr ansabt (GALSABS sddception TekLusauung th teredsoimil Frseeripkon ke Y e
currency cod@yie th@hantleferencdn optional fiel d cont ai ni ng the hexadeci nal
representati on of a two- byte nerchant reference. 15 Ucaf Brand - A two
di git Hodeer &ppatdrad ng thdlgrr@ﬂel represehingthy veant of thiepaghatmtidasl detslsect ed f or
this transaction O¥oriiie rrandin bidhe Cardholder.
o Ucaf_Payment Card Number — The last 5 digits of the payment card details
selected for this transaction by the Cardholder. This is used by the Cardholder
IA(s) to determine if the card being used is one with which they are familiar and
20 can therefore act on behalf of in order to produce a UCAF account holder
authentication value.
With respect to outgoing Cardholder Returned Data the Merchant presents the
following hidden fields in order to collect authentication information:
Ucaf_Authentication Data — Set to blank, i.e.’="""" by the Merchant and populated by
25  the Cardholder IA with the UCAF Authentication Data. The data is returned to the
Merchant in the usual way for HTML form data. That means that all of the form fields
will be ‘POST ed back to the Merchant’s web server in a HTTP POST request, in text
format. Both incoming and outgoing fields are posted back with the Merchant’s web
server process distinguishing between which data it is interested in as returned data
30  and which it will not pay attention to as it was originally sent data. i.e. the read-only
aspect of incoming fields is effectively enforced by the Merchant’s processing just not

‘making use of the data it is sent by the browser.




Ucaf Paynment _Card_Nunber - The last 5 digits of the paynent card details
selected for this transaction by the Cardhol der. This 23NoseubdrZ0dthe
Cardhol der 1A(s) to determine if the card being used is-one-wth which
they are famliar and 20 can therefore act on behalf of in order to produce
a UCAF account holder authentication value45Wth respect to outgoing

Car dhol der en fields
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Interested in ned h ot ention to as
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is effectivel YA(@%QIeE@ﬂ:d@Yf&B@ar%éﬁ@%@éd@oﬂé Qe SHidOhby sl fMditiar smKi ng use
of the data it is sent by the browser. 28 Novenber 2006 45 Wth respect to

the additi onafensefors agt@s behalfas iporder winvpduse @UGAT agaquaihpdderf or  t he
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during a Si n g?icc@v%ayrrent the follow ng hidden formel enents nust be
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To properly implement this click event, the UCAF Transfer Page needs the
20  following additional hidden form element;
e Ucaf AAV_Submit ~ The hidden virtual button for the Cardholder IA to initiate a
click event on.
The merchant server can capture relevant data and store it. The merchant server
can capture and retain the UCAF Authentication Data Field supplied by the
25  Cardholder Interface Application. The Authentication Data Field provides the
~ merchant with data that links the cardholder to transactions. This data is required for
the submission of subsequent authorisations for split-shipments and may be of value to
- the merchant during exception processing.
Merchants are required to request authorisation for all Chip-UCAF e-
30 commerce transactions. Merchants must supply the UCAF on all authorisation
attempts. Subsequent authorisation attempts must also include the AAV. However, the
| ‘merchant needs to adjust the Control Byte for subsequent anthorisations. The issuer

“may decline initial authorisations requests with an AAV older than a certain time such




t he UCAF Transfer page to the Merchant on conpletion of obt ai ni ngﬁlﬁa
popul ating the UCAF authentication data. To properl y s click
event, the UCAF Transfer Page needs the 20 follow ng ad‘d‘r‘t‘T‘O“naI“"hl dden
form el errent Ucaf AAV Submit - The hiddemgvirtual button for the

Car dhol der A% q@g late a click event on. The merchant server can
capture r ePe9dFenai davand store it. The merchant server can capture and
retain the UCAFUBMRE F o fspxdhol der
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transactions., Merchants nmust sup UCAF on all authorijsation
attenpts. swb%ﬁt}@mareaﬂﬁ%lﬂ%%qnérareawa&ﬁﬁs;orrfh% tmtaal@athomatmé the AAV.

fovever | the TeRgdiite SRR hihaadiol indRFintRBE ASly B Sor 88 s eauen:
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need to be treated any dlfferentlg to normal 5 authorisation requests in
thi

respect of hat cMiershardairg reguited o obthia aw&noomqn fer eaclypant of a syt shipment,

aut hori sat I ogﬁgga e d as f he !

aut hori satMé?@aﬁE élgtusrg?lg %?Er’aé: 33@9 gnﬁ%‘ﬁﬁc}’ lélft 3 dAAV data for
- the initi atubseubstr Fhkatd torin@dithhe ﬁaﬁtrberﬁteaxhs@uédt@m AdhorRatidemay recurring
paynent may ble eligible . for Chip-UCAF processing. Merchants need not

provi de UCKR! H‘&tléﬁuFrrfieF’é@HEM‘ili‘@tmmfﬁaghﬁﬁ?ﬂ“oaut hori sations for recurring
transaggions. “ﬁéﬁ%t@gﬁﬁﬁed&ﬁ%ﬂeﬁ?& A&h@ﬁ&ﬁﬁR@%ﬁ%ﬁ&hh@f& chéy dgach part

of a split shipnent nts ‘must supp

aut hor i sat nasmecengaeespoietib thenoriginl aanhdnsaﬂuinmqesmnthlrFmrhmnme-tout nodi fy the
Control Byte, bsequent, aut hor i sat i ons resul.t I ssu r decl i ni ng
o e 1 eI or iR ReRLeR b IbSaiads ok ahereordh parenienof G

~ Aut hor i sat AgjuifBe W azh cmf:ﬁlﬁst@x’f&gﬁh@mau@%nncatlon data should be treated as

for an initial authorisation. Existing protocols indicate to Acquirers whether an

20  authorisation request is a repeat submission or a re-submission.
Under some circumstances, a merchant may generate a second authorisation
request for a given Chip-UCATF transaction that has the same AAV value as the
original transaction.
In the following addresses authorisation requests that are not bit-wise identical

25  to the original request are addressed - for example, the authorisatioﬁ requests might

' have different system-trace ID numbers. A merchant might generate second
authorisation requests when:
¢ They wish to re-transmit an authorisation request after an initial decline.
e It fully reverses the original authorisation, but later decides to re-instate it.

30 Merchants should treat such authorisations as subsequent authorisations by modifying
the value of the Control Byte. This will prevent them from being erroneously rejected
at the AAV verification facility as possible replay attacks.

Merchants shou!d not be concerned with the content of the UCAF data, as this




not receive a response to the original authorisation request within sonme
time-out period, or they receive other indications of 2&Aoxepbsr 2096
transm ssion of data to the Acquirer. In such circunstances, the UCAF
aut hentication data should be treated as f4F an initial authorisation.

Exi sting pto: | scipndicate to Acguirers whether an 20 authorisation
request is lsg&%ég%d; or gﬁ&?ﬁugrs F’é‘f?pg?rﬁtp{r F“éq g{fbxmstag?egn Under some
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a given Chi p- UCAF transaction that has the sanme AAV value as the original
transacti of. Checking fordnienfacegpplication desected artoes, ingtificcte thelylesdhast vihat are not
bit-w se identjcal he original request are addressed - for exanple,
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re-transmt an authorisation request after an initial decline. It fully

reverses t RS gasrehantymws moddy thaContipl Byigua thedde A sontetned dn thast ate it. 30
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er r oneous| yleamgdbe togh bitaThisheflobts\thatahe UiCAR authenficatioh it suppliepasgmitaifen r epl ay
att acks. I\/Ertghan&s shoul d t’Boé%abe. ci)nlgtﬁrned with the content of the UCAF
data, as tATHOBLRRIHRSEqUPNtIR dhe mifal authonsatioied for the |ssuer, except under

two ci [Eunst ancEss Coddsll Biytecaahibe odifidd by BiR844 @codinp thDEAF LA tB getsubsequent
aut horisations Checking for Interface Application detected errors,

notified t&eRhdyigvalusaphanging thealeeefthe fim-byo andihes re-Basybd snendingdesi ng
b t | SALj 91, : it .shi t hant
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aut hor i' sat bysubtracingtah@nstantid 38 donbthe tABCI Celiacivtdr dalue loff tierfirecehadprt iocat i on by

clearing the top bit. This reflects that the UCAF authentication is
suppl i ed akrofugea ngw vilne %ﬁﬁ%j}f?té’gﬁrﬁﬁtﬁnsubsequent to the initial

aut horjssat.i on. Rl L £ ing the
SCAF dita to gt e QdBSHRG IR de s Sl in e BRELp A B B B T e
and t hen rtbrddghdald femuditalidativn problesss, or missing paimired UdaFhiddan, fieddsppd v by

3817 om t HES AR IRRERL RO Ry ool e Pk phect oo 6 MpFBBice a new
val ue for gihee GCAFs s1@AIR&GtREtion mechanism and not a payment scheme, Merchants
' are free to make their own judgement on whether to continue the authorisation process
20  with unsupplied or error indicated UCAF data.
If the Cardholder cancelled the authentication process, the Ucaf_ hidden field

called Ucaf_Authentication Data will be set to an empty value and thus appears no
different to not having a UCAF client.
_ The merchant server has the ability to detect the presence of UCAF dataina
25  record submitted on their UCAF Authentication Page or UCAF Transfer Page. If
UCAF authentication data is present thé merchant must submit it unaltered to the
-acquirer for transmission of initial authorisations. The merchant only modifies the
- value of the Control Byte for subsequent authorisations. The merchant also flags the
transaction as UCAF-enabled so that the acquirer is able to populate the security level
30  indicator with the appropriate value.
~ If no UCAF authentication data has been supplied, the merchant must indicate
: this to his/her Acquirer so that they are able to populate the security level indicator

- with the appropriate value.




15 If the Cardholder | A detects errors in the data supplied by the Merchant
either through data format/validation problens, or m §§iNogemé@:nﬁ09éd Ucaf

hi dden fields, or has its own internal problens, the Cardholder TAwll
attenpt to informthe Merchant. Since UCAF48s an aut hentication nechani sm

and not a payne chepe, Merchants re free to nake their own judgenent
on whether to cgﬁﬂﬁﬁg’gﬂﬁ’ﬁ@’cﬁﬁm(‘j ag &Fqﬂ%rsrc@wofﬂ@%twn{ﬁ%w&q ed or
error indi gRbeetedsdingd aicdifichfiord &LrobR HRRLA e LaBESIH heacuhfent i cation
process, the Ucaf hidden field called U%af eAut heﬁﬁ@g%laon_ljata wll be set
to an enpt Puht ease rpUE AT slatamen alsg ba includied e inpnt totthe MaXC.havi ng a UCAF
client. The nmerchant server has the ability to detect the presence of UCAF
data in a 25 record submtted on their UCAF Authentication Page or UCAF
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30 i ndi cat @énd fireyghtthe Caxstboldpr the Persomill Cerd-Réaden(RERFTheistivedatd Catthaderdat a has

been suppli t he rchant nust indicate..this to his/her Acquirer so that
Chey ar o abf 1o n8 oBi IR BBl inslyPiieGdeipiain hriesse altbehendors e oe

appr opidat e add suppor? for lNesaeiip@ictidtlity thdBmighe idted inBld® SippeRTor'vRE chant and
Acquirer sqme, of the data content can be " protected against nodification
en-rout e t hawlhgiler eselgsting,the appsppriatepaynaanteard ibhg Gardkalder 1A mustonceie UCAF
data can a ']q&llr ] .0 the MAC. 5 Cardhol der Interface
Applicati oil@gﬁ%?%ona ﬂlgg%lgq%fde@rgér{l{mslg’The Personal Card-reader Interface
Applicati om (Remiellealathefiorh Shanel.t he conponent of software that acts as the
interface between the. Merchant, the Cardhol der and through the Cardhol der

t he Personfl LeieraningHde PAMbrng uyaddos theeaasagtion st nown fo 81 ays no part
in theypay j n LSian cess, although vendors are free 10 to
19 Uemalfdgt%ttﬁ%lgﬁ;rélaxg%ﬁfugﬁ% 9 Fi?ﬁzi

add support for grea hat m ght i ndeed include support for

the Cardhel dukplaytheelafsiclitgdstiies (3B CREKGA&. Paynent card. The Cardhol der
| A must, once invoked, &grform the follow ng actions; Retrieve data from

Channel .  Detfiosuretkatitie sclectepRNNesidwymeas biyovhitinthat caad isdaioivario the 1A PAN
~known to 1t s clearly displayed to remind the Cardholder of the physical ICC they need to use

to perform the Authentication.
20« Compute and display the PCR Challenge.
¢ Ensure that instructions are displayed or available so that the Cardholder is aware
of the actions they need to take, including entering their PIN on the Personal Card-
reader.
¢ Wait for the Token to be entered by the Cardholder as an indication of the
25 Cardholder’s approval.
* Populate the AAV in the UCAF, and Base64 encode the resultant UCAF data.
¢ Populate the Channel with the required UCAF data field.
* Instruct the Cardholder to submit the data to the Merchant, or if processing a
single-click purchase, in the PC Browser Channel, “fire’ the submit button’s click-
30 - event,
» Finally perform any optional Iogging. _
- The Cardholder IA should be automatically activated when the appropriate point in




15 Validate the Merchant Transaction Data. Display the transaction
details to the Cardholder. Ensure that the sel ected PARNgvembenZ0Rane by
which that card is known to the A is clearly displayed-to-rem nd the
Car dhol der of the physical ICC they need to4@se to performthe

Aut hent i catj 0 <:$ t di_spl ay .t he PCR Chal | = t hat
i gst (ralrjlc!t ?gﬁég&ﬁ’é’%ﬁ?tsoﬁ ud’?%?eagg‘?f‘é:bggb'ia%c@g? T@Fa@“@hfgd@igggéwlﬁ 8?n r%g";i‘?%wa?e of

A : var ety | ; |
the acti onghd fRy froMaRe Merdhake thréuph th'éjﬁéiﬁ'eﬁmh‘ﬁﬁxzf'i' g%ﬁdtaﬁg& Egtﬂghg{i}gﬁaﬁelper sona

Card- reader. Wit for the Tokem to be entere er as an
i ndi cat i on lfand geecifpwl ictrecapprapeipteshanst speaificatideo Fue Qredholder avalidates he UCAF,

Foquir o U Rt 5 482 b i mmsdfon BS reliBartE cta o

t he Mer 8halardboldet TA plso obfiskertdn ifpun@ite fioh HK cRUROBASBlatihgltolthe PC Browser
Channel, “fire' the Eﬁt%bm't button's click- 30 event. Finally perform any

optional | Bwp%_ca@ﬁ @fiu&ﬁé‘ﬁ‘?ﬁefpfﬂﬂt@ﬁﬁﬁtiw-%eﬁﬂt@@éﬁﬁé&ﬁiwlﬂét i vat ed when
the appr optiseingatidfRitdthe I@r‘ﬁﬁ’l‘w Xﬁ’dq? ﬁ\{c. t&QxQegc]tioﬁ Qb mlfE{ iﬁ&ﬁ{i’%}thg é:qlt%ﬁtrl)? process
ol der I's a e e

has been reached. .The Car e to receiv ata fromthe
Mer chant , thertianedetion én aisprosentstiontthatrindludos phrosuredciblettei pd. g BURIHESDer | A and
specified i

t appropri ate channel I,fi i on, Th rdhol der I A
val i dat es e{éh‘é'R cRER ap}?ﬂﬂf&’gﬁﬂffl&aﬂﬁ%ﬁ t}ﬁ%h}ggg sﬂii-"i%ﬁtq th&nsaction data
t hat i 80 vaCasiholiBewfth &elcahipk@gstioh 'ﬁla@hﬁ@mﬁﬁtb@ieﬂﬁsrﬁiilthgﬁth@PCRPHtalsgat a fromthe

cardhol der relating to the paynment card that w e used for the
transact i oflearbrindicates that te Capdhioles pilhhe reqpinediorater thein RIN into tiaPERo| der

about the &ﬂ@tﬂ%ﬁ% #g@wnwﬁﬁgfeog‘éﬁhdumeu& eréﬁlfrg?{ﬁ%;@rd@lﬁrtlge transaction in

a representation I NC e curtrency’ UR, USD, etc.
wi th the cor (TheCandholdet 1A gemditts, gcauliieto BERedatbd eROPCRCifdilsneaned to the

10 Cardholder with a clear instruction that this nust be entered into the
PCR It al ¥brecgiying Fh%:“#%%%ﬂ-él? Anpapulates theAdoanddBasgs4 encgdestheui red to
enter fheiygcREN into the PCR and that the resultant PCR Token should be
entered into the Cardhol der | AL The Cardhol der | A generates, or causes to
- be gener at ed,The kierdboReCh s ablmte sembUCAddatatoehe/MegehatiseRER tHroliginthet he | A
popul ates éerl]ﬁer%}{aﬁ;}ﬂ: Su%%gﬁg(ff bye &%? EaGrahtglgg‘ IA and specified in the appropriate
channel specification.
The Cardholder 1A may also provide additioﬁal “ease of use” facilities such as
20  field auto-fill functionality for payment details, PAN, Expiry Date and additional
~ customer details such as address. It is quite possible that the Cardholder will register
more than one payment card with the Cardholder IA, and so the Cardholder 1A would
then have to offer the Cardholder a choice in any form filling for which card was being
. used for a particular payment. The details for these requirements are out of the scope
25  ofthis documeqt. The IA may support ECML (E-Commerce Modelling Language)
form filling and “best guess” field name auto filling,
The Merchant has to supply the last 5 digits of the payment card number in the
Ucaf_Payment_Card_Number field on any page on which it is lookin g for some
interaction with a UCAF Cardholder IA which might be installed on the Cardholder’s
30  PC. Cardholder IAs must only activate to authenticate a card that it already has prior
knowledge of, i.e. the last 5 digits supplied by the Merchant match the last § digits of
one of the cards registered with that Cardholder IA.

When enabled to nun, the Cardholder IA integrates into or otherwise attaches itself




15 UCAF. The Cardholder 1A is able to send UCAF data tg &W I\/E 022)
8 gHef | A and

~server, through the delivery channel supported by tha

specified in the appropriate channel speci fication. The Tardholder | A may
al so provide addi tional "ease of use" facilB0ies such as 20 field

to-fill ct naI f or ment, detail s. X ir. t nd
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i nteraction wi tma:mdemqawaﬁ&rﬂbﬁ)lwgﬁ&vpmegtzzbe installed on the
Cardhol der's 30 PC. Cardhol der I'As nmust only activate to authenticate a

card that it al d8a&grspeal Gord-Beadek@EIR)dslgeomponent in.the GhipH3CSAF Sclimyi. t s
supplied b tch t ast 5.digits of one of the cards

regi stered}e\lﬁt ?g {%E&@ﬁ%}hﬁgﬂa& &Ckﬁ%ﬁ?ssé% ?‘gd to run, the Cardhol der I A
i nt egr &0 es 1j rRrocessing bbginyvivhen thé bz&ﬂﬁtﬂdemh&@isfanZ@CNQM@rﬂ%hn&%r an0 to the

I nt er net browser &E‘ﬁ)cess In_such a way, as it is able to determ ne the

field namesUngAnnerted devigs. {mthp fqllowing @hu%mngrtmvmw%agessua@ pages are
| oaded drdigpl
(el ds ar et caR IR dtid B (o ACONPIg eVt Bbbails of 8 R A-BBphtin O

processing aad teﬁter@ardhdldlmsbyelmphymgyhdamﬂxcﬁﬂi@nlhbdim Brie€tige; in order to
The Cardhol der | A activation flow

t t t t €ss.
s Shown | B FIHG Pepansl GRGrgru B hemes At FOPCs, Smar B0 ER | n t he
Chi p- UBAF seahaue: 5. 1Fike: 1e:%§1¢ﬁh@nmrg0€«ﬁmggdn%éﬂﬁﬁ%®fbﬁ ocessing flow

10 1. Processing begins when the card I nserts an Sinto a
connect ed ofraggherresy inshinatedthy dheBRB cie tod high lier thopdrbmilarPessonalrCodesiegd devi ce

Il b d I t
he card andeasmen e ARRRSR ind st ol BB BB oy i spi ayi hg e |

appl i cati of IThe®ersofs] Gardrida@ér préipts the cardholder to enter the challenge The
' Challenge includes data which will be used for the Unpredlctable Number (UN), the

20 transaction currency code {optional) and a trailing check digit.

5. The cardholder enters the 12-digit number displayed in a prompt on their main
access device and the PCR checks for errors. The Personal Card-reader determines
that the check-digit is correct and informs the cardholder if the challenge is valid or
invalid. If invalid, the PCR again requests the challenge.

25 6. The Personal Card-reader prompts the cardholder to enter the amount of the
transaction. If the authentication transaction did not make use of the transaction
amount, this step would be completely skipped. Since the Challenge included the
transaction currency code, the display incorporates the 3-letter currency symbol at
the end of the display line, as a visual confirmation to the Cardholder of the

30 currency.

7. The cardholder enters the amount displayed, in a prompt on their main access
device.

8. 'I‘h¢ Cardholder must now enter their PIN and so the Personal Card-reader displays




3. The Personal Card-reader reads the Issuer Internet Pr%oﬁ%rieta% Bi t map
(11PB) from 15 the ICC 5. If the length of the IIPB i ¢3MO8HEYS20P® t he
nunber of bits to be transferred, indicated by the IIPB, is too high for
the particular Personal Card-reader, the PBlsonal Card-reader displays the

message: Fat § Br thécard lﬁﬁmﬂ reader pronpts the cardholder to
enter the cha Ier?ge arr%ﬁi ﬂ%enge I ncl'udes data which will be used for

t he Unpred|9ct'§b¢6mrdbnlﬂaren(dw\l)h¢1rf’ﬁédlgi@ahﬁhns'aﬁtdr'on currency code (optional)

d t | t the 12-djgit nb
i sprayed 1 PGP rriadts b e PR CR G B e weomthatnacics 1 or
errors. The iPeRIRTN enfyl e PEBSIAT CHRLRRMER "'l’iﬁmwlt 8 CaldbBIdEPGEKE Hhdbdr JFS

correct_and informs the cardholder if the challenge 1's va d or invalid.
If invabid, aﬁtﬁ@mseﬂny@mgwtheémst@pomammmhge 25 6. The Per sonal
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t he transact| currency cogde, the dis i ncorporates the 3-letter
currency syﬁﬁ@?‘n@f’ ﬁﬁ‘ﬁ@" HANGE s¢ry do H%@EE’&%W w&he%atwn\xraymnoedmw mat i on
to the Cardﬁ’uﬁik@%e &f thé B@nsg&loﬁ‘éfrfoﬁﬁﬂﬂefaz}t blmllg%ﬂggfogg{e a?rﬂﬁﬁ@l)%.ﬁ amount

di spl i/ in a pronpt on their maln access ol der .nust
now entr tﬁ'éﬁf‘FHCPICRﬂ%IG‘—PQ9)sMetI$®d Per sonal Card reader displays 28 Novenber

2006 51 ajPpr ol de r.their PIN. 9. The r dhol der
enters thelir)’lgllgﬁlbg r81 {8 an e{fzs h’teelﬁ?ﬁ gﬁoﬁ'h'g‘e%rldé%ﬁgf"m@&?we itider
subnmits t heﬁﬁhNhéﬁeSpdichk&iﬁeGeﬁe hled d Which ARAT bSsthfifed LN entry,
t he Per sonal gﬁr eader i nf orr?s t he Cgr dhol desr of taﬁgc%%ﬁnﬁég%eﬁg?tg

attenpts r eW&P'ﬁl o JPRds fajnd an the ICE, Grerdsfan BB walme sored in theheadgeisi ce
t
Chorad ot abl s e oebeGTERIRRIS vifnd, o R MRNCHU TR BT ahF o enter ed

by thd5 carmhsﬂag@rFataTEHonommnd is sent to the ICC. If the authentication

transactlolratﬂ.bd make use of thfﬁytransactlon amount , default but valid
val ues for &ﬁ‘ﬂﬁ%@’e’e BymRHics and displavs anaydigibttel closbyligih aumetidtoken. The | CC

(Pl op o naThd ot 2eh8s tfenter AR ifo R AlicER bl B RRETARER e D1 LS

fromthe response to the GenerateA Str orrpr essed
into a The application on the main access device verifies the check digit and informs the

cardholder if the token contains an error and requests the token to be re-entered. If

20 the cardholder correctly keys in the token the online-transaction process continues.

The above scheme requires certain data structures. The Issuer Internet Proprietary Data
(IIPD) is an optional 0-byte to 32-byte general purpose structure containing binary
| data with the following structure;
25 e Bytel—-IAF.

* Bytes 2 to 31 — Additional Issuer specific content.

The first byte of the IIPD is an Internet Authentication Flags (IAF) byte. Each bit
communicates actions or options from the Issuer that the PCR must take/use. The flag
30 settings indicate whether the amount and currency must be explicitly used in the AC
generation and whether an AAC or an ARQC should be requested from the ICC. If the
“ICC 5 has no IIPD, then a default byte value of 0x40 is used for the IAF.
Any data following after the IAF is for the proprietary use by the Issuer. The




token. If no IIPBis found on the ICC, the default IIPE\@Iue st%rgdinthe
reader is used. If the length of the I1PB is wong, tH#8NSEFRBHAU
Card-reader displays the 15 nessage: Fatal ror. 13. The device then
conput es and displays an n-digit (+ | check¥8igit) numeric token. The

car dhol der Inests Issing Pespridtay Dag (P9 R16WS £h EBRr 8Pk l;to_ Re@y daBS1 1 Mai n

device. The apHIication on the nmai n access device ver es the check digit
and i nf or meBNFrally e apgsififettaticrdatas éo begransfesion tatha dssaer’ sauthmnticatignr equest s t he

token Lo bachifiofBheaein b hestPirt AEVGAIANGH Pt SANLECLN, KEXS 1l Bnlhss | Oken

the online-transactfon process conti nues.

certain datagestmlipiposbjeth Hodd Issuer prpeienst d48 fp iheTndiyet Bthenticktids®D) is an
optional. O-byte to \iﬁ’;‘fb te general Jz)urftl),ose structure containing binary
data with tRETTERIG) é’z?tfP & conveyedwithipthe liPD 1s paspeally piyy easd staticydata -
Addi ti onal thfs4@fuifddasy the FssE@HRNystefl Bat Wi LI I's an

I nt ernet Aut hent?cat iqgln Fl ggs (IAF"’)s ebytztiat. IE?grﬁﬁbﬁng%S#&?H%%gﬁes actions or
options fr &AvetAgrams Bulds fariene reaben @GRotstot mbledd bs or is Thmpfitatgl todbtagiet t i ngs

i ndi cate whgfh n nd _currenc st, be explicitly ed in the AC
gener ati on andﬁl\%ﬁ%{aﬁigr%gg%‘ gﬁ%"g?s 'g}ghgﬁf%dgﬁﬁdﬁe&%%wﬁ'é’ﬂd‘é‘ieﬁéﬂgﬁ the 1CC.
If the | Cerypidgesan RasiohBixnbehen a default byte value of 0x40 is used for

t he IAIl: Any data following after the IAF is for the proprietary use by the

| ssuer 19The 28 R uses d gligitOardegvanee Nembae(CSops thstUCAF Dat a (1 | PD)
al lows an kssURhtdR n%aﬂéqlfbyoﬂg&ggdr?ﬁgﬁpddﬁ% $iPD &%ﬂ%@%{:& % q%é%r ecific

static data, to b_etran_s re SSUer' s aut henti ca erification
system to &S¥ Btwillberchmied ¢o theilssats yrplafing it én e TIRD) hbedig #Bits wken. |t serves

: |- pyr. bject t | d | | et data f t he.
"t or ot aTPHERILI SDF Byt uie g AEAt of DR et desendeshveyed wi t i n t he
[1PD IS basi cal T Ganhéiaéings sigply GRURD, ke iSofeCaidi %o e Cindidg uer Host

systemthat will be verifying the Application Cyptogram but Is fTor

one- r-ebs onlAyThigyBeans an desneraniss commpaicate ainy cardispedific B#Dtto bt ai n - from t he

car 0, 92t 203 AT v Ay U o BTN TR0, 2
(CSN). As tehsonbGAteropeestikiycathcotn fhe dBfaQN ki RbrefcBhcitdi s field, the
I'I'PD can bﬁ uged tl% trahglsfer the CSN 1t will be carried to the Issuer by
pl aci ng i t 2g*AdacHgalipmp the,lssner mell havs;to supply thedHh sevatiable wiiteenypaket of oni ng
and. for matpgks, fnfadeihhl itl?plletsi%i‘lﬁ,rii.eq g&ﬁﬁfw&m&t value will be entered as a decimal
20 value, separated from the next byte value by a dash or a space. Leading zero padding
will be used to ensure the IIPD is presented as triplets. This requirement is necessary
so that MCDs that have no dash or space key will be able to recognise each triplet.
| Although the PCR only uses the first byte of the IIPD as the Internet
Authentication Flags (IAF) byte, the full IIPD should still be personalised into the
25  ICC. This is so that connected readers that are able to extract data from the ICC will be
able to retrieve the IIPD, and thus not require the Cardholder to enter the [IPD
" manually,
A further data structure is the Issuer Internet Proprietary Bitmap. The Issuer
Internet Proprietary Bitmap (IIPB) is an optional 11-byte to 43-byte structure
30 - containing binary data. The bitmap is a mask on the concatenated values of the data
items CID, ATC, AC and IAD. It is not necessarily a straight mask on the response
data, since both a first untagged and a second tagged Generate AC response can be
handled by the PCR. The second response data includes the tag and lengths as well as




The Cardhol der nust supply the II1PD, if there is one, directly t he
Cardhol der 15 I A This nmeans an |Issuer nust comruni caggﬁ\gﬁﬁmﬁ%{rzgoé

specific IIPD to the Cardholder so that thg may supply this data to the
Cardhol der 1A as required. For reasons of teroperability, rather than

supply the thavaudsRfIE®D, B A0 B Nemadeci Sk nb B, Midd& detal®itewi | | have
to supply the Il PD, a variable whole nunber of bytes, in a decimal triplet

form i.e. YARERTByPbyls sirartiee inped. pleewning g LIRB tg determinelthoisvabee,
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padding wll be us to ensure s prese I'ets. This
r equi r ementfor disphycteslsaCardhsidet hat MCDs t hat have no dash or space key will

be abl e.to recogni se each. tr.inlet. t ho the PCR only uses the first
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connected readers that are able to extract data fromthe | wll be able
“to retri evéPeRkitis the IIPihthat defivesiwhich difsipfiafarmatiGaand ipassad to the Issugrén t he || PD
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on the,concatenated val ues of the data items CID, ATC, AC and LAD. It is
not nek sséqqflir'ffja Oi rai ght mask on the response data, since both a first

unt agged apd (ﬁ’%ﬁtgg‘aﬂﬁn}‘cﬂ'ﬂ%ﬁgnﬁﬁﬁgfjﬁﬁd)ep‘c response can be handled by the
nd res ude

PCR. The seco ponse data I n s the tag and lengths as well as 28
Novermber 200@\pphatiohri@datish Cdunté BTCATC, AC and I AD. If the ICC 5 has no
1 PB, then a default byte value of a 19-byte structure is used. After

usi ng the ?1 PBpPlcatigalayptogam i ts to be transferred in the |IPB Data

Token, an Ung&g&@ﬁﬂagﬁﬁg? uild the PCR Token for display to the

e
Car dhol der. ecause o ted data transfer available via not only
the AAM data space wthin the UCAF, but nore inportantly fromthe
unconnect ed Personal Card- Reader PCR), it is the II1PB that defines which
bits of inluromYi an eqired from theyC11p dowlgthar the ACRenerated by the gard he

aut hent i cafh0n LRGOIRILHACT; It S !&&ﬁg LEd f the
1ssuer's verifi ca‘?i on éat ac'réelg%%tpg%!ril?vslﬁ E%F@It\?f:@g&?g a s%ks%gﬁtcﬁose bits

that are théreiespmeeddo Sercirhoth Gyptopagriadicitof bitsyehlyahe 3phs( 6Eithd) twoAppl i cat i on
Transacti an .Coun!'g.§r gﬂATC%l . . . -
indicator bits betng required. The remainder of the CID is set as indicated below and

20  sonot sent.

The ATC is a 16-bit counter which increments after each transaction. The
value of the ATC is included in the cryptogram and provides a uniqueness to the
cryptogram. Due to the incrementing nature of the ATC it is possible to reduce the

 number of bits of the ATC which are transmitted quite substantially.

25 The cryptogram (AC) that is requested to be computed by the ICC for this
scheme is an Application Request Cryptogram (ARQC), however some card
implementations may opt, or be required by their Issuer, to generate an Application
Authentication Cryptogram (AAC) instead. In both cases the AC is an 8-byte Message
Authentication Code (MAC), computed over data passed to or otherwise known to the

30 ICC. Only 2 bytes of the 8-byte AC are transferred in the PCR Token and the Issuer
Host processing must take this into account when comparing the received AC with the

| AC generated by reconstitution. Which 2 bytes are selected is of course determined by
- the IIPB. The default IIPB is set to take the first 2 bytes.




Application Cryptogram (AC) |ssuer Application Data (h@%@égﬂy&%onl y

I nformation required fromthe CID is whether the AC ge e card
was an ARQC or an AAC. Since the card will generate either an ARQC or
anAAC, there is no need to send both crypt8gramindi cator bits, only the

topnost of the tmde Issu&dAﬁ;ﬂIcQﬁorPDBt% (p@m“mtﬁei‘%ﬂgiﬂﬂ%ﬁmf@ﬁgﬁ@gﬁr- of the CID

is set as indicated below and 20 so not sen -bit counter
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(AC) that ISFQ@ to be corrputed by the ICC for th schenme is an
Appl i cat’i o ‘Eﬂg‘g@ ARQ@POth%fmedaAtso inakpled ithe at i ons

may opt, o cation
_Au%lhelrcl)t | ca{Dl )?ﬁmge%?%rg?gﬁ% %&J%r ?‘ggg) “}i" %%?ﬁ‘gnca?ii gnd[ @ggpdﬂleg ?%tl an 8-byte
I\/Ef]sage A@quthe@ansfmd:ddw @M&G&d are nil%irliﬂ/ai:ﬁo]fcakie:rli1 Ré%lﬂa (O¥Ry gﬁl’nthS er

ot herw se of the te AC are

t ransf efregq&r‘:ﬂt{ﬂ‘g é’ﬁ% g%?’éer??ésn'gqh &ley VRI"#BQI‘S ph Wi oRfaRt. take this
I Nt o accouBytesReR akDNPEHAING rhitfirs S%EMﬁai t‘!&ﬁrl@:dttll?iﬁsace&: geOed & %

recons%}t ugl on. Waich 2 bytes are selecte course determ‘ne
| | PB Balues. Thesphits proyide ‘caclpatbmefomgm asstm wﬁeﬂnyt efflinBN\ov enber 2006

54 The | ssygifih | toang (.l ntaing fields wth | nation of
assuned stat| cdaf\?gr} ﬁgs c‘?ér}zsa@ga re(rr?;P Iﬁ)rg%rﬁ(%ee@%d Béeé’l%&wfl?é; Pﬂab'i?ﬁn val ues
i ncluding the Kgﬂ%bmma siepsliniiveddnd staf@ar@iindaeaspIdRIIBhdesdfbEer which
are static,_values stored in the card and which the Issuer is able to

retrieve fp ¥t he 1 cC dat abase based 5 on the PAN and Expiry Date and so do
not need to be transferred. Also included is the Dynam c Authentication
Crypt ogﬁ’am (DAC) which is a constant and this does not need to be

t r ansfkr r ell.Card Sotivation: hedCand emGhbelinvéateidfin thetchmre Rt WHen ni@Agthavhi ch is a
4- byt e fleﬁ_%l?c W which Byte- | is the length of the CVR and is a fixed known
const ant f élg 2, 3 and 4 contain a mxture of assumed and required

transaction Ath@zﬁiroﬂ SeRefior: |’Fheja9pﬁk‘,ahof{ &1dt&en PJEQSEQS et o&rssﬁ)l\f Q/ﬁlc}ﬁ} uabl e

informati on as to whet her offline verli |cat|on S cess PI N
retry nunifSfmigausesdiat inghelGQ usdqtmmhe i applichtioret be used to produce

an authentication cryptogram. The process consists of two steps:
20 o Create a list of ICC applications that are supported by the terminal.
Select the application to be run from the list generated above.
3. Initiate Application Processing: The terminal initiates transaction processing,.
4.Read Application Data: The terminal reads the data indicated by the AFL.
5. Offline Card Authentication: Data and Card authentication is performed by the
25  terminal to confirm the legitimacy of critical ICC-resident data and to authenticate the
ICC. The Personal Card-reader, as used for the Chip-UCAF Authentication service,
can be considered an online-only terminal, the terminal application therefore does not |
need to perform offline Card Authentication as indicated in the settings of the
Application Interchange Profile. This means the terminal does not need to verify the
30  card inserted in the terminal is genuine, this can be left to the Card Issuer when
validating the cryptogram, _ |
6. Process Restrictions: The purpose of the processing restrictions function is to

determine the degree of compatibility of the application in the terminal with the




Fig. 24 shows the steps involved in a standard transact, an 11l be
described below 15 1. Card Activation: The Card wstaﬁﬁqvﬁ@g?&@gﬁ n the
~card reader when nmaking the transaction. 2. Application Selection: The

application sel ection process is the proces8¥by which the terninal uses
data in thephGatibR ik $C0AE td Mekd 13k b 3’ roduce an
aut henti cat ipgn cryE)t ogram The pro@s@p%gégg?ﬁug&gbgtwgméﬁ% SGESE@ Create a

list of | Caeigpisiniafdhd tarsadtivat are supported by the terminal. Select the
appl i cati onmt runfromthe |jst generated above. 3. Initiate

Appl i cat i onnr ?%@g%as%lg ;caﬁ%&?e&nﬁi ?F&Fﬁ? T qr’é‘ttggsett?sé“rﬁd’EPﬁPS?f“ﬁroggl?ssi ng.

4. Read Appldumairicalie fefrhidal wilre§ethin ARQUABaSII R el ha AAW GRS Reb by the AFL.
S.Gflise rQﬁrcj Aut hentication; Data and Card authentication is performed by
the 25 Per risadned: the seayest) 45 amACegi ti macy of critical |CCresident data and
to aut henti : . - [ «qaS used for the

Chi e UCar Ao hanolagr virifeaddit e mpR AT ALBCARANEE seine Biresd valid

term nal , B (Personahblentifiqakioe Muinber)td suthémicste deeSardRslderneed -t o perform

of fline Card AJthaE#.AI tion as.irndi.c ted in the settings, of the

Appl i cat i oft AT %;“Za'ﬁ%?‘ie?te. CFINPR) rigk mrgagement bt partionsdsiskhot need to
verify thendfageniedt hérfcRib@dy e tb ' | ¥ : left to
the Card Issuzgré?{mheir)l val i d%ti_ng&?ﬂﬂqiﬁﬁgg{fgﬁgﬁ%?’ 1%?18%32% {eés fr.rl&gti ons:
The pul®osaed. Sinee the Gard Jssuergvilleprocassthe tragsattiorconlwe angway Tedrinel Riske t he

degree of i bl fi the application in the terminal with the 28
Novenber 2 g?geggﬁglpsg Iﬁgtgil'i on in the 1CC and to make any necessary

adj ust nent 8, Termirlabdictigh AB&ISSIRI Gnce @il Hsmahadeffnt sANpRGLdtRR. The terminal
applicatiop does raot need to performthese tests as irrespective of the

out cone t hBFRUsreiated i@ # pormad giline Eansaqtion heyvr beea completesi e tenminedC i f t he
| CC 5 ' declmhpn&adt TN : rdhgl der Verifd.cation: The
Chi p- UCAF Aut he fRPALCRAERY @Eﬁhgﬂt&??gl‘ssaéﬁ%ﬂﬁ"a 1 HRPREY ok

| dent i ¥3 caddcinediffiive; 9r transmittedenlincat € t he Cardhol der. 8. Terminal Risk

Managenent ;. Term nal risk.mgnagepent is that portion of risk managenent
per f or med bq; ﬁfﬁtg&ﬁq&“ré%ix Si§ Ot 18Ry P"("E?@“a‘@dl)‘(“r%ﬁlﬂ MAAgEEpnt D AEteY st em f rom
10 fraud. e feker o fidlor RetHve Wil iRk 462 foshif Gt thb R bl | N anyway,

Term nal Risk Managenent is optional.
process, an ICC may decide to complete a transaction online or offline or request a

referral or reject the transaction: The terminal will ask the card to generate an

20  Application Cryptogram, either an ARQC or an AAC. Bit 7 of the Internet
Authentication Flags (IAF) indicates whether to ask for an ARQC (set to 0) or an AAC
(set to 1). If the ICC is asked to generate an ARQC, P1 of the APDU is set to 0x80. If
the ICC is asked to generate an AAC, P1 of the APDU is set to 0x0.
With the request the terminal must include specific data; e.g,:

25 ¢ Amount, Authorised.
¢ Terminal Couniry Code.
¢ Terminal Verification Results,
* Transaction Currency Code.
¢ Transaction Date.

30 e Transaction Type.

| ¢ Unpredictable Number.

¢ Terminal Type.




9. Terminal Action Anal ysis: Once termnal risk manageggni ang ﬁl I cation
functions related to a nornal offline transaction have e ?f%% ?ed, t he
termnal nmakes the first decision as to whether the transacfion Should be

approved offline, 15 declined offline, or $Bansmtted online. 10. First

Action Analyshs: I Ay, rformits own risk managenent to protect the
I ssuer fromfjr)zgat&df@llenglg%tos(l:(g%'credit risk. As a result of the risk

managenent process, an | CC may decide to conplete a transaction online or
offline or referral or reject the transaction. The termnal wll

equest . { .
ask the cai&egmgl"é‘iséh%ﬂa@@“ﬁﬁﬁ? beineludpd with theogenamATE AChesmmaandARQC or  an
AAC. Bit 77¢k1 : | i AF) . i.ndi categ whether to
ask for an ARQ%G((?‘?Q%E ?%ﬁg%ngﬁﬁlgﬁﬁ%%% {%&%ﬁ'& {hF d)fiﬁé%f%énﬂgﬁjﬁgked to
gener at @ adataRems hpld Wyfthe bard AFtBUWespwnsodf thotedn®Al td fhe GER@RAACS asked to
generate an Pl.of th P s set to Ox0. Wth the request. the
Derm na mogpmed fichies [ig Al s Puner tatg Peid byihe any ot wasnpeard ise
- Term nal Couptogyaricpéiforatioher m nal Verification Results. Transacti on
Currency Code. Transaction Date. 30 - Transaction Type. Unpredictable

Nunber. = YerGryptggranydormpgonbatar(b#D) 2006 56 Data Aut hentication Code.
The term nal Ll ds the data strin be included with the GENERATE AC
comrand. %hé%b&@%ﬁ‘ﬁﬂa ﬁté%é@"é?{%‘&gg:l)i cation cryptogram (AC) over the
data i {®@nse am¥ptRnAgGEsucPAPRIALILA PIB ﬂ,gbji by the card. The response of the
term nal to the GENERATE AC conmano{ I ncl udes the AC and the other data held
by the car@thendata glgmentsanaycsdeiurnet iae wetlibppmay beigrgesdesyahé enninal  Cr ypt ogr am

| nf or mat i O%bpﬁ@ﬁt?on( CID) Application Transaction Counter (ATC) 10 Optional
| ssuer Applrcation Data (1 AD) Ot her data el enments nmay be returned as well

but may bell. Jennindl OplidelFrodessing:Ghline Ppdtebsim is ABrmally performed to ensure
that the issuer can review and authorise or reject transactions that are outside
15 acceptable limits of risk defined by the issuer, the payment system, or the acquirer. For
Personal Card reader terminal applications, the equivalent to the online processing
stage prepares the data token, displayed to the cardholder, from the GENERATE AC
response data. However, this in fact does not occur until the transaction with the ICC
has been completed and is described below. The terminal does not need to perform any
20 Online Processing,
12. Issuer to Card Script Processing: an issuer may provide command scripts to be
delivered to the ICC by the terminal to perform functions that are not necessarily
relevant to the current transaction but are important for the continued functioning of
the application in the ICC. The Personal Card-reader does not have the capability to
25  provide command scripts and so the terminal does not perform this step.
13. Transaction Completion: The completion function closes processing of a
transaction. The terminal always performs this function unless the transaction is
terminated prematurely by error processing. Some card implementations may,
according to their internal risk management, generate an AAC rather than an ARQC.
30  Bit 8 of the CID will determine whether the card generated an AAC oran ARQC. If
bit 8 is 0, the card generated an AAC. If bit 8 is 1, the card genefated an ARQC. If the
ICC returned an AAC with the first GENERATE AC, then the transaction was ‘declined
offline’ and no further processing is required. If thé ICC returned an ARQC with the




11. Term nal Online Processing: Online processing is n | | erformed to
ensure that the issuer can review and authorise or re?gﬁ’vf%agfsjé)@ i ons
that are outside 15 acceptable limts of ri;i defined by the issuer, the
paynent system or the acquirer. For PersoMal Card reader term nal

appl i cat i onfirst GEe:r£6WICV indl Beh if ' res the
dat a token, displayed t(?ntﬁﬂendgzar'dE%Itg@l?ﬂ?Pgﬁéggﬁﬁégg%&zﬁ%E&&E@ggponse
data. HoweVafC. ﬁﬁihsthlsﬁeqlﬁ&ttﬂl%wnnbnmmdqmediﬁc tiste, d.g. diompthti on Wi th t he

| CC has b%ﬂo&ﬁg%h%t%ﬁg and is described bel ow. The termi nal does not need
to perform any I'ne Processing. 12. Issuer to Card Script Processing:
an i ssuer mayAnproout, datleeigednd scripts to be delivered to the ICC by the
termnal. to perfaormfunctions that are not necessarily relevant to the
current 5trdns§@?ﬂ‘6ﬂ@9yﬂh¥1€@d¢-rrportant for the continued functioning of the
application i I T rsonal Card-reader does not have the

capabi | i tyut of par](ﬁglgatgoglrﬁ% "scripts and so the term nal does not
perform t hies BiaggactidBCutémysgei on Conpl etion: The conpletion function

cl oses processing of a transaction. The term nal always performs this
function ufMl e5@nfagtion Patesaction is terninated prematurely by error
processi ng i npl ementati ons nmay, according to their internal
risk managaman ,Sagfgélncei}‘&rgg an AAC rather than an ARQC. 30 Bit 8 of the CID
wi || déd er mi nenprbdittasle Nuashegar d generated an AAC or an ARQC. If bit 8 is
0, the card generated an AAC. If bit 8 is 1, the card generated an ARQC. If
the [CC ret thahBypRAC wi th the first GENERATE AC, then the transaction
was " declipe of, f inte' .anggno further processing is required. If the ICC
‘returned an i}?&;‘\y{}hﬁﬁl%ﬂgn d%ovenber 2006 57 first Generate AC command,
then the term nal should request the card to generate an' AAC. Wth this
request the term nal nust include specific data, e.g. fromthe follow ng
data |i st : Thedepninal builds Fasrdataestringgo bEdnatudes| wiiothe Gepei@rdeC conimand. M

e, TR AR UBES o s S B0
The transaction state within the ICC is now, closed and the card may now be powered
off.

14. Token Generation: When a successful transaction has been closed with the card,
the terminal must generate the token to be presented to the cardholder. The token is
20 generated from the response to the first, or only, GENERATE AC according to the
IIPB value. The token must only be displayed to the cardholder if the card is
physically present in the terminal. This means that even if the card remaius in the

reader throughout the period of interaction between the PCR and the ICC, if it is

removed whilst the token is being displayed, the terminal must clear its display and
25  switch itself off. In the above scheme, any errors, indicated in return codes from the
ICC, by Cardholder action, or detection of errors by the terminal, must resuit in the
processing of the transaction being stopped and an appropriate error message being
displayed before the PCR itself is switched off. The PCR must not .generate and
display a token in such circumstances.
30




‘Data Aut hentication Code. The term nal builds the data_string tqo be
included with the Generate AC command. The 15 |ICC wi | P8 Hlonenbsre086
application cryptogram (AC) over the data itens in the CDOL2. The
transaction state within the 1CCis now, cl&8ed and the card may now be
powered ofdpafhds Token Generation: Wen a successful transaction has been
closed with the card, the term nal nust generate the token to be presented
to the cardhol der. The token is 20 generated fromthe response to the
first, or only, GENERATE AC according to the |I1PB value. The token mnust
only be di gpwgﬁo P HENSYSIEN ?"ofé‘?nsg"limgﬁég@é’f grerchangisg/aes nPYORE esent i n

t he term nalsing BR i i i 0 Say d
e term naking kR ilStefRRATiENR CallV RP ahtﬁeﬂtﬁﬁti&ﬂ%ﬁd@&%é#ﬁn&%&fcrﬁ eader

t hroughout the period of interaction between th CC if it is
r emoved>whicPBPriSiAE t oken i s being displayed, the termnal nust clear its

di splay and 25 | | £t off. l.n the .abov chene, .any.errors

indicated in ret§ \39#458%85%"?‘%‘r‘%n%’“i“ﬁgm"?*t‘f&,w‘ﬂva&ﬁﬁ%ﬁ d%ﬁld-ﬁ'(?{qhﬁ?{se’a’lﬂf det ecti on
af errors hyvinpet least aifindlitemofsieréiRadisé forRaleNe processing of the

transacti on bein .stoga ed _and an appropriate error nessage bein di spl ayed
before the PCR Pgls‘%‘}tﬂ nal i) gamawnigation withesaplartwork; saibeliensfeaninak and

display a hekgRah Bubtileyice m%a&@fhg%ai-d B& i?eﬁleféggﬁgﬁggg ﬁgg@:‘% dfeefof! M5 1. A

net wor k paynent systemfor transacting a sa se over a network
usi ng & | mitajingaquirdiasecininsadtan do pwrchae shid first diat fonsals said cliedtwariingday ment

system 5 rising:. .nerchant server i.n camruni cati on with sai d network,
sai d nerchgﬁfqgg%?r{ﬁggmﬁ'ﬂ&e TEiaSe PESReQUERG Wiormatny fating e A iaehaat f or sal e

a client tglefiifi@lani fins@ETHahSBfisOMIMrialion SbtFinBE ORI id Machhrft kdfQ t er mi nal
havi ng an out put device for reviewing said first itemfor sale, and an

i nput devi ce f o# cardecadey for eqmmynigatingrwithasaéd Integnated Cirowit Cardpur chase sai d

first itemfor i I m nal .bek.ng arranged to build a

pur chase nessagéeﬂélgsﬁ%tgoqﬁ aﬁp %Mrlrlg? %r(\)r%refr%?pé{r?%g %iggglqlrgﬂs%%?ns, identifier and
financifal transmad élient ienhipbliRivingineddt & fedratd DRatiohgd HBksgEagid Server; a
card reader ahor communi.cating with said Integrated Crcuit Card, a

transact i oyPaligpgeduessagehemggengrated fiopt b infgrmatioanelating torthemegrshains, 15 sai d
client terjgkier BAY D& BEAMAbE, 9€NErate a chal l enge nmessage, said

means for receiving the challenge message at the card reader and for generating
a value from the challenge message;
20 said Integrated Circuit Card having means for generating a cryptographic
message from at least a part of said value,
the card reader having means to generate an authentication token from at least
a part of the cryptographic message,
said client terminal having means for transmitting at least part of the

25  authentication token in a message for transmission via the network to said approvals

server.,

2. The system according to claim 1, wherein said means to generate a challenge
message is adapted to generate the challenge message from the information relating to
30  the merchant identifier, an account number and at least one of a purchase amount and a

purchase currency.

3. The system according to claim 1 or 2, wherein the means for transmitting at least




chal | enge nessage being generated fromthe information relating to the
merchant identifier and an account nunber, nmeans for 2&Nevembeg200ie

chal | enge nessage at the card reader and for generating a value fromthe
chal | enge nessage; 20 said Integrated Circugg Card having neans for
generating a cryptographic nessage fromat |east a part of said value, the
card readePaH¥ FH¢aythentivation gkentis adepteditodransrait thews lgastpariodspidf r om at | east

B £ 11 AunefiSBLRR RN i FRRRAHGEr A LAY hEbb RN B iR 12200 for

t ransm ssi eransmiatielaeleasttpaniof said asthesticatimi kel to thSransactionZapprovalssyst em
according to claim 1, wherein said neapns.tqQ generate a challenge nessage

i s adapt ed SEyeRHLPurFhase fformation dp gp.a %‘E"é@%‘gﬁ%‘?ﬁt PES3EHf or mati on rel ating
to 30 ghe merchant identifier, an account nunber and at |east one of a
purchase amount and a purchase currency. 3. The system according to claim
1 or 2, whér Ehgsystem areendingftoclaimrs 3 wheneip the meansdo gederilowehilloang®006 59

f [ h i cati K [ d ' I
O sai'd  adiane (oaprEh i SReHEREE e AERB Bt G pb IR A e bk b afln: P
server is affgiallyl atl0ast bh@bSdpirchdie ambunt@ad h pPRhise@uneadyd aut hentication

token to the transaction approvals server with purchase information in an
aut hori zation request nmessage. 5 4. The system according to claim2 or 3,

wher ei gt hg ﬁﬁeab@’ﬁ r ' 0

concat gnat e the rrgl&%?gﬁtaﬁ}ggééﬁ?ﬁ%ﬁ@%ﬁgg‘%ﬁgﬂ%@@gﬁfdﬁﬁ%?hﬁgg optionally
at | east onkrilbhgeamepaagetissdapiedoncbomareds the pomcateastorcefithe meychadtGdéntifiehe syst em
according to, an revi oys cl ai ns, erein the nmeans to generate a

chal | enge %@55@%‘5%’5@6{%&?@0&‘ ‘i‘té%@t?’!‘?é’?@mg’ﬁ%%ﬁ‘ A2t he nerchant
i dentifierpurcRidd chfdhcpccount number and optionally at |east one of a

purchase anount and a” purchase currency. 15 6. The system according to
claim5, wherein the conpression is a hash function. 7. The system

according n f clains .3 to 6, erei n the appr.oval erver rebuilds
T eabd o b IRy Ph LSS RE 1 piele S BRGRIN otbresB B HBeh BRORL, | ¢ nessage
with the at least part of the authentication token in the authorization

request message transmtted . . .
7. The system according to any of claims 3 to 6, wherein the approvals server rebuilds

at least part of the authentication token and compares the rebuilt message with the at
least part of the authentication token in the authorization request message transmitted

20  from the merchant server.

8. The system according to claim 7, wherein the transaction approvals server is
adapted to send an authentication approval message to the merchant server if the

~ comparison is positive.

25
9. The system according to any previous claim, wherein the Integrated Circuit card has
a memory and a first data object stored in said memory and the means for generating
an authentication token from at least a part of the cryptographic message is adapted to
select a part of the part of the cryptographic message in accordance with the first data

30 object.

10. The system according to any of claims 4 to 9, wherein the Integrated Circuit card

has a memory and a second data object stored in said memory and the means to




20 fromthe nmerchant server. 8. The system according to claim7, wherein
the transaction approvals server is adapted to send apg adt&akdr20@d i on
approval nessage to the nmerchant server if the conparison-is-posi-tive. 25
9. The system according to any previous clasgn wherein the Integrated
Crcuit card has a nenory and a first data object stored in said nmenory
and t he ne@esgerhisra ohallvageamesspge achalas stdedst amtdfarpurchasnarhownmamt a | east a part
of the cryptographic nes e is .adapted, t sel ect a part, of the part of
Che. crypt ogPRIFUFERG I d0f FPISEn QLG Ehaloner Truags pecorenee Wit b ect . 10.
-The syst emsason@iddiaBjeb@ any of clainms 4 to 9, wherein the Integrated
Circuit card has a nenory and a second data object stored in said nenory
and the neans to 28 Novenber 2006 60 generate a chall enge nmessage incl udes
at least o f . [ e _gurrency i
qener at Pon oy~ pie b ARG AR Yor B e MR AR B AHPNSP R e o o
obj ect. 5 1dingan irtdradd Oivcuit Cahd; did mahodeonipeisinigt ansacting a sal e of

ner chandi se over network wusing ap Integrated Crcuit_ Card, the nethod
conpri sing: est s%?aﬁ@ﬁr'a@_ca%wﬁ%gwsw bEetaw serverehasliontdepmal vi th a
client tergidahid rﬁﬁﬁ‘cﬁkSs‘ﬁidjm&%flm%ﬁgﬁ%gﬂlg%fcﬁﬂ.%rﬁrsﬁ?ﬁrn’{Sfmgl%ﬁéda%c%r least a

first itemof nerchandise for sa eviewng sard first 1temfor sale
on said clbaeit terminal, initiating a purchase transaction to purchase

said figst itemfor.sal e, and. buid di a rchase .ness . usin i nf or mati on
rel ati ?\% to a ner geﬂ’é?ﬁ Sail%léﬁg ft?‘flgl?r s&ﬁ%’"f%%&?&?”?‘@n’éﬁ%@“@ﬁ P.“EFF‘B ®mat i on

obt ai ned f frawsagtiinto peichibeshidsitdn fop a6 bRd bulllig £p@thRBaRsApe adge on the
client terminal the information relating 15 to the nmerchant identifier and

an account ermatien relatingito  meerehaat Wrntifies aud financish yansaction iwfarmatieader and for
generating ’ enge nessage; establishing a
conmmuni cat?%?lmg%#\%ges%{dﬁﬂ%&%tg%?%% ed Crcuit card and the card reader and

generating a crganemtingpbhallenps segagd 60the lierdt €aminad thiwinformbticraethtivgl ue, 20
enti cation token on the card reader fromat |east a part

generajjng, ap aut
of 'the“ crg?&B%@PQSﬂ}tédqu %@g!, an account number,

receiving the challenge message at a card reader and for generating a value

from the challenge message;
establishing a communication between the Integrated Circuit card and the card
reader and generating a cryptographic message from at least a part of said value,
20 generating an authentication token on the card reader from at least a part of the
cryptographic message,
transmitting at least part of the authentication token in a message from the

client terminal for transmission via the network to an approvals server.

25  12. The method according to claim 11, wherein generating a challenge message
includes generating the challenge message from the information relating to the
merchant identifier, an account number and at least one of a purchase amount and a

- purchase currency.

30 13. The method according to claim 11 or 12, wherein transmitting at least part of said
anthentication token includes transmitting the at least part of said authentication token
to the merchant server and transmitting the at least part of said authentication token

from the merchant server to the transaction approvals server with purchase information




transmtting at | east part of the authentication token in a nmessage from
the client termnal for transm ssion via the network 2®Nawncpalpprodal s
server. 25 12. The nethod according to claim1l1l, wherein generati-ng a

chal  enge nmessage includes generating the ghall enge nessage fromthe
information relating to the nerchant identifier, an account nunber and at
| east one & 2aRhorizatienregnesimesyae a purchase currency. 30 13. The net hod
according to claim11l or 12, wherein transmtting at |east part of said
aut henti cation token includes transmtting the at |east part of said

aut hent i catl#othetmétbod adcordiripetorbaimhanir 13 ewheéingeaeratirdSefallbhgigndsbegeat | east
part of said authentication token fromthe nmerchant server to the

transact i ofiPBBYIS Gapcateagtingthe mepqhapt identifiepand the aseaunigrngter fsl enber 2006 61
in an agit hepligmlly aNei BHESEa ﬁﬁ'&%@gﬁmoﬂxﬂana_gggﬁﬁﬁs}a%qn@ﬁépr ding to claim12

or 13, wherein generating a chall enge nessa conprisés concatenating the
nmerchant identifier and the account nunber and 5 optionally at |east one of

a- pur chase urchase rrenc .. The et hod .according to any

of the cl ailﬁsr’ﬁ%?ﬁ?‘@g@%?°@k@8ﬁﬁyﬁﬁﬁsfﬁtﬁbl éSl-“’ E’H%ﬁef“egf'@'@raﬁ%éag‘e‘ conpri ses

conpr essi nehdllefgernes ftedaipriess nprétingRiccddnbitenatids bf ihkinfdrehadnd the account

nunber and, optg'h(%nal I%/ at | east one of a purchase anpunt 10 and a purchase
Addhe,

currency. idgntt Feour yrbrHRpd eptienallyrat desst ankeof 8iptrchasemmayat ng

incl udpp apRl ¥iReh g\g.reg function. 15 17. The nethod according to any of
clainms 13 to 16, rag%w |C“r(1g at [east part of the authentication token at

the approval s server and conparing the rebuilt nessage wwth the at | east

part of th thenti.cati on token ip the authorizatjon request ssage
transmtte -a‘:""smﬂﬂr?éa &ﬂ&ﬁ? ié'?’é‘? x]/gr"?’h%n $YMPIPRANERE @%{&’gﬂﬁ%gﬁ@ﬁt o claim
17, furthegype@yipri sing sendi ng an aut hentication approval nessage to the

mer chant server if the conparison is positive. 19. The nethod according to
any of clainms 11 to 18, wherein the Integrated Circuit card has a nenory

and a fdrs I tored | ai d f.yrth conpri.si ng 25

gener altil ngﬁagﬁéu eﬁ'gyﬁ t%?%%@% 0 Wk%ﬁ?af]?lﬁ @n&{ %éah%‘flg’é‘gﬁgielm&anp'ﬂﬁic _
crypt ogr apditientiesion gskeh it e lappiovalg savérant c@&g_ﬁrﬁ% tR@fdbuflf meR8gSWiRT 0gr aphi ¢
nmessage i n accordance with the first data object. 20. The nethod according

to any of the af lpast part efhe suthepiicptiomtokersinithe aherizetiorraquest message
: transmitted from the merchant server.

20  18. The method according to claim 17, further comprising sending an authentication

approval message to the merchant server if the comparison is positive.

19. The method according to any of claims 11 to 18, wherein the Integrated Circuit
7 card has a memory and a first data object stored in said memory, further comprising
25  generating an authentication token from at least a part of the cryptographic message by
selecting a part of the part of the cryptographic message in accordance with the first
data object.

20. The method according to any of claims 14 to 19, wherein the Integrated Circuit
30  card has 2 memory and a second data object stored in said memory, further comprising
generating a challenge message from at least one of a purchase amount and a purchase

currency in accordance with the second data object.




30 card has a nenory and a second data object stored in said nenory,

further conprising generating a challenge nessage fropg Novemstas200he of a
pur chase amount and a purchase currency in accordance w th-the-second data
obj ect. 28 Novenber 2006 62 21. An authentggation systemfor use with a
networ k paynment systemfor transacting a sale of nerchandi se over a

net wor k usiZigAanauthanténgtion sysdte@i for use willan detfvwark paymtdne systenafdr transastigh

aut henti cat i on.system.conpri sing., a.nerchant .server. i.n .conmuni cation with
sai d net worsﬁl?3 of g?ééchﬁ’g%’ﬁ%%f a%ﬁ"‘%@‘f usigg %Gﬁ??%at%f@r‘é‘ﬂ%}lzarg%ﬂ rst item of
ner chandi s aufhentictibs,;said aathertidatibR sytdh@bompris@imuni cati on with said network,

said client term nal, having an output device for reviewng said first item
for sale, and af MSiphant seexer decqnynunication; vaith seid retyorke said merghani$at®er on to

pur chass Sqiafhnh bf bt b rRHER o3l ChanTRE fhr Gt terminal  being arranged to
build a purchaSe nessage using Intornation relating to a nerchant 10

i dentifier .and fichent¢éralinal irnctammtnicationrvidr suid nedworkhsadd cléeht fenaimatai d

nmer chant server:; card. reader, for cpo ni caging with said.lntegrated

G rourt CaPvin 4p ot deiice Fe R YiAMMERAN ' HRHS SHlb 60 IAR ISR | enge

~ nessage, S aifatifg A GRICTAREGRE o BRichEe 48Tt fof R, BRI cliBhtqérBhdlON
relating to the nmerchant identifier and an account nunber, 15 neans for

recei vi ng bpiagamanged igbuildaspurehase mesdage usinglinfernmation ralatingde ageanehaat i ng  a

val ue o] Al c.said.ntegrated G reuit rd havi ng neans
{or el nidenn/ i iERRT TRRRRAG gl bEdinBh Fbm pal Eifbine s Lo car d
reader having neemd réadegfonesminGnieatingpuk e sdid hdédrawd CalsainChrdpm at |l east 20 a

part of the cryEt,é)%iea said client term nal having nmeans for transmtting
at |east part ofei{ flient egnimahhaving means to gengratga ghallezesgessagss said ansni ssi on
via the netmieked A ' Ghan ; Th accordi ng
to claim 21, Wﬁ%% e?ﬁ%ﬁ%%eg@régﬁrgﬁ? 0 ge%hg?lgﬁoigﬁ%logﬁgﬂaﬁé%getﬂgg%g@ggt? I s adapt ed
t o gener at identiierahd bh acvgentmmsbege fromthe information relating to the

-mer cha identifier,.an account .nunber and at | east onpe of _a purchase
rount Thnd o P faaRed g e phlites sestge oty CaRreslet i 00 sBSEE m 21 or
22, wher ei avilhe ffoRANS clialefRESBAR; @ chal l enge nessage is adapted to

concatenate the nmerchant identifier and the account nunber and
: said Integrated Circuit Card having means for generating a cryptogram from at

least a part of said value,
the card reader having means to generate an authentication token from at least
20  a part of the cryptogram,
said client termina! having means for transmitting at least part of the
authentication token in a message for transmission via the network towards said

merchant server.

25 22, The system according to claim 21, wherein said means to generate a challenge
message is adapted to generate the challenge message from the information relating to
the merchant identifier, an account number and at least one of a purchase amount and a

purchase currency.

30  23. The system according to claim 21 or 22, wherein the means to generate a challenge
message is adapted to concatenate the merchant identifier and the account number and

optionally at least one of 2 purchase amount and a purchase currency.




optionally at |east one of a purchase anmpbunt and a purchase currency. 28
Novenber 2006 63 24. The system according to any of t2&Nelans20d6t0 23,
wherein the nmeans to generate a challenge nessage is adapted to conpress
the concatenation of the nmerchant identifigf, and the account nunber and
optionally at |east one of a purchase amobunt and a purchase currency. 5
25. The sy2fchieysiemdicogrding teinyl ofi the clainhe? lefor2 3 Wheremninﬁr msaisdn geaeraie hash

f di wh
the | ntogr Aeanebef s pbeRaRiiRle Ay P catprerifof ofhieahoi cor stor e in

sai d nmenor ydeatifler, ed tiie astduitQiumber gﬁrwﬁhamsgataéhsﬁwehﬂ'atphfcﬁhsmdzmken from at
| east a part  of tﬂe cryptogramis adapted to select a part of the part of

the crypt oBRhAPYIGNAE W EHce with the first data object. 27. The system
accordigig to any of clainms 21 to 26, wherein the Integrated Grcuit card
has a menory and a second data object stored in said nenory and the neans
to 15 gené$.dkhe systemakéadige todaised wheodin tiesoniprdssias is adnsh Ginciopur chase
anount and a purchase currency in the generation of the chall enge nessage
in accordance with the second data object. 28. A nethod for authentication

for transags.imThe sgs tszﬂlaecdadm%w&l%&f@hé@alﬁié% t8 258k NER&ik thedRteg Pt ICRELt
Integrated Circuit Card met hod conprising: establishing a

communi cat $454 haea memaryandmfirstslata ahieoy stored insai mﬂmcﬁﬂ@nd the maans forover sai d
handi
for Ol SBrkrafiE SRR REMIGH R S0 oFleale Gl o gle Stiodrhihilh Adapl 6121 o

initiati ngseéacpa:pmineﬁme pa% of the oypeigran int &:cbt&aﬁdimﬂh theifistidatasdbjéct.em for sale
and building a purchase nmessage using information relating to a merchant
identifier and financi al transact ion information obtained from said

mer chant  SPf. ek syah 86cdkdi {glaﬁﬁ'sg?l e srcmhé e r{g?étbsaﬁrchﬁr m nal the

I nformation rel atl ng tot ant |dent| and arr account nunber, 30
recei ving Qanbh@mnbmmg@ndaswgédam cﬁjecaﬁdredmamanmmmm theneaationg a val ue

fromt e ch ssa est i shi C | cati on between the
| nt egr tedge b gequfl)a gFH&?‘tJﬁFah ?%QH%PP%\PI‘HC hERGEtAg9a crypt ogram
from at | qagéhade AitdncPin tﬁ@g&ei«éﬁbﬁ%f b RE RS sagl Hfaccordance with the

second data object.

28. A method for authentication for transacting a sale of merchandise over a network
20  using an Integrated Circuit Card, the method comprising:
establishing a communication between a merchant server with a client terminal
over said network, said merchant server having at least a first item of merchandise for
sale;
reviewing said first item for sale on said client terminal, initiating a purchase
25  transaction to purchase said first item for sale and building a purchase message using
information relating to a merchant identifier and financial transaction information
obtained from said merchant server;
generating a _challenge message on the client terminal the information relating
to the merchant identifier and an account number,
30 receiving the challenge message at a card reader and for generating a value -
from the challenge message;
éstablishing a communication between the Integrated Circuit card and the card

reader and generating a cryptogram from at least a part of said value,




64 generating an authentication token on the card reader fromat |east a
part .of the cryptogram transnitting at |east part of28 Nevanlidneddd cati on
token in a nessage fromthe client termnal for transm ssi-on--vi-a-the
network to the nmerchant server. 5 29. The ngjhod according to claim 28,
wherein generating a challenge nmessage includes generating the challenge
message from t h@enasstingrantauthenticstian tokgn oo thevard reader fiomi ati 1easha part ef the an
account nu%gﬁ)r%g%}ghat | east one of a purchase amobunt and a purchase
currency. é . e nmet hod according to claim28 or 29, wherein generating
a chal | enge nessagmitthgrplcasigart@ftedutivatication tdken ife4 altedke fdanhe f i er and

t he account  nunber, d optignally at |east one of a purchase anount and a
purchase cGHFRg .‘“ai rigrpnsopsgonkiatbenelwer; Mithamerghapi yermer- t he cl ains 28 to
30, whegein generating a challenge nmessage conprises conpressing the
concatenation of the merchant identifier, and the account nunber and

opt i onal | y 28t Thegnethodargonlingatoplaim!28s whereiigeneratmgla chablengdraesageur r ency. 20

32. The nethod accordi ng t | ai m 31 erein conpressi | udes appl yi ng
2 hash 1 e ediing he'alisibs Restige iy e U ampAn rERlie B8 o 32,

wher ei n t henekdHagae &idr, Gh R6tubht mEAbed aR@ 8t 18asiBISNHA Fichale hhbifiit afl@h 2 Obj ect
stored in said nenory, further conprising 25 generating an authentication

t oken fronP@chassgumrenigypart of the cryptogram by selecting a part of the
part ofgthe cryptogramin accordance with the first data object. 34. The
met hod according to any of clains 28 to 33, wherein the Integrated Crcuit
card has a3@rfhemyetlhoichceordimgaondlaiin28 oo eatiercih gereeating asabiallenpe Mysyagef ur t her

conpri si ng 30.%enerati n&g chal L}eng&qgessa%e fromat |east one of a
pur chase affftRIEsTSFRpcatengiingthemerchapt idenfificr andthe.ancauptawmber #1% he second dat a

obj ect . 350ptﬂhaﬁg“ﬁth§d§¥ bifctlaQPhrgUsd ﬁﬂ&lfn‘?ﬁnc?‘iﬁ%rpﬁisg celﬁan work payment system

for transacting a 28 Novenber 2006 65 sa ner c i se over a network,
sai d aut hentication system conprising: a nerchant server in conmunication

vr;ne'; Ehzﬁdid Sgﬁ ]Elgllgrnlgea}rozﬁcgor mrg(%(r)1 gr?} of the Hlaims %t‘é%ﬂ?wﬁére{neg%?lgmgngf a' st item of
challenge message comprises compressing the concatenation of the merchant
identifier, and the account number and optionally at least one of a purchase amount

and a purchase currency.

20  32. The method according to claim 31, wherein compressing includes applying a hash

function.

33. The method according to any of claims 28 to 32, wherein the Integrated Circuit
- card has a memory and a first data object stored in said memory, further comprising
25  generating an authentication token from at least a part of the cryptogram by selecting a

part of the part of the cryptogram in accordance with the first data object.

34. The method according to any of claims 28 to 33, wherein the Integrated Circuit
card has a memory and a second data object stored in said memory, further comprising
30 generating a challenge message from at least one of a purchase amount and a purchase

currency in accordance with the second data object.

35. An authentication system for use with a network payment system for transacting a




aclient terminal in conmunication with said network, said client term nal
5 having an out put device for reviewing said first ite8Noversladr@00@nd an

i nput device for initiating a purchase transaction to purchase said first
itemfor sale, said client termnal being egranged to build a purchase

nmessage usi n‘% I.nf or ma é'ﬁon relating tg a nerchant identifier and financial
t ransact i oFAe GsEdandise BT 3inaRPrK,said Athentication Rysiem sepESiBg a hand hel d

device, 10 said a%ér@ﬁﬁnt E&Gépzfﬂ@&mﬁﬁﬂx'c&ﬂm@ﬂ‘i@m& Re J%H%%ﬁ%l cBcHapdehepge
nmessage, said challenge nessage being generate e I nformati on
relating t draving atdsastladst itendefimérthandise it sale; account nunber, neans for

"receiving the cha ssa e at. the el.d dev e an for generati ng
a value fromthé&$ ilﬁ'gtﬁglgﬂg%l '&Ef@‘cat{%e‘%ﬁhﬁb‘?ﬁW&lﬂﬂ ghient Ieans for
15 genesat ihaging af bUPLOGVAIP fbF RMeRing AABfirsRitdAFdr stl, HR A M@t evicd fop hand

hel d device having means to generate an authentication token fromat |east

a part of ﬂWBaW%gt%Hrawvwwp iparchasespid; firsy ltmfnrﬁ@le,rﬁe@rﬁlemdpﬂmnai
transmtti t gefor
transm ssi %ﬁl gl a t%gt?lgﬁﬂ& E‘f]rtcgiv%grm ggﬁ@hé%ﬁﬁ& h g&getrg\?glrl A et hod
for aut henudemaﬁcmdﬁ‘manmalamam:tmm infarnsaibna obfained fiohaswid merchuetserden et wor k
usi ng a hand hel 1@3 .the nethod conprising: establishing a
comuni cation b& }ﬁe f8f%hant server with a client terminal 25 over
sai d neggwork, sgiidl chéit tdital ﬁﬁﬁﬂ’g%e:ﬂﬁ‘fb E&me"i’étch%ﬁzﬁienge sﬁée L4igm of
mer chandi se for - sale; review ng said rst rtemt I"'e®dn said client
term nal , Fhallenge message lwmg:mntedtfﬂmmﬁmonfomattml lplaﬁmglmstbe serchahi rst item
for sale a urchase message using information relating to a
[ gﬂ {QH‘% |£hggn%£‘| HARCT

mer chant i transaction informati on 30 obtained from

" said merchant sgicwsifor @eeiengithdhateddhdsSipeat R 18AGReIA dctibeard foent ter mi nal
the infornmation relatin to the merchant 1dentifier and an account nunber,

recei vi ng E¥ETARg A vahgdrame dsshelleage mesrasn dhahandhickbdenitg hpwing groaes 8Xi ng a
| t
rypt ot antoirtag actifomdf (chPiFIbFy PHELE ERBRIGEPS207, BRI 0 %) e,

generating an aththemd heldtdevice havisgmenns tdgerbrutcarhaltbentieationgokendforatt | east a
part

least a part of the cryptogram,
said client terminal having means for transmitting at least part of the
authentication token in a message for transmission via the network towards said

20  merchant server.

36. A method for authentication for transacting a sale of merchandise over a network
using a hand held device, the method comprising:
7 establishing a communication between a merchant server with a client terminal

25  over said network, said merchant server having at least a first item of merchandise for

sale;
reviewing said first item for sale on said client terminal, initiating a purchase

transaction to purchase said first item for sale and building a purchase message using
information relating to a merchant identifier and financial transaction information

30 obtained from said merchant server;

' 'generating a challenge message on the client terminal the information relating

to the merchant identifier and an account number,

receiving the challenge message at hand held device and for generating a value




of the cryptogram 5 transmtting at |east part of the aut hentication token
in a nessage fromthe client terminal for transm ssi o088 Woserhba 2086 work to

t he nerchant server. st v v
' 66

from the challenge message, generating a cryptogram in the hand held device from at
least a part of said value;
generating an authentication token on the hand held device from at least a part
of the cryptogram,
5 transmitting at least part of the authentication token in a message from the

client terminal for transmission via the network to the merchant server.




