SPECI FI CATI ON CARD WHI CH CAN BE AUTHENTI CATED BY HOLOGRAM CHI P Fi el d
of The Invention [0001] The present invention relates to a structure
of an object such as a card, a bank note, securities, etc., which is
often forged or counterfeited and which requires authentication to
check whet$eECIRICASION hentic or not. The invention also relates to a
met hod for identifying authenticity of such the object. Background
Art [0002] In the present-day society, which is often called a
card-oriented society, a great nunber of different types of cards are
wi dely pr c%@@t‘é@mé%@éﬂ\f gEaAU?HEN’EKs%TEErHY&IﬁL@G&P@di@HI%rd i ssued
by a credit conpany which are relating to the assets of property
owners and a prepaid card as securities, and identification cards

such as a 4r,,v r,ILs ice&se, a health insurance card and a passport
are wi del ﬁf}geog. §? h many of the cards relating to property or
securitiegggpfh bonds, necessary information is witten on a magnetic
stripe disposed on the surface or on the rear surface of the card. By

usi ng aut orm hresemGhvaffonstditedfo ARTATMrE BLABRjRH st Lse% cgﬁfa H%ﬁi: or
a manual reading device, the magnetic information is rea romthe

magnet i ¢ sibtd, Becurdieh, eto. i whishtiy pésn éirgpd o€ esaintegfeREE€ 28X GEEILELquird§04]
Fig. 1 shows an exanple of a flow of processing the cash card
current | y 2nthenteatiomto aiieek veretioaméns afthantiaodnons Sthesinvéionasbo ealatds

into a card slo f a term nal .
to a metﬁmg for 1dentifying authenticity of such the object.

Background Art

[0002]

In the present-day society, which is often called a card-oriented society, a great
number of different types of cards are widely propagated. Specifically, a cash card
and a credit card issued by a credit company which are relating to the assets of
property owners and a prepaid card as securities, and identification cards such as a

driver's license, a health insurance card and a passport are widely used.

[0003]

In many of the cards relating to property or securities and bonds, necessary
information is written on a magneti(; stripe disposed on the surface or on the rear
surface of the card. By using automatic machines such as an ATM (automated
teller machine) or a manual reading device, the magnetic information is read from

the magnetic stripe, and various types of processing are executed.

[0004]
Fig. 1 shows an example of a flow of processing the cash card currently in use.

(1) When an owner of a card inserts the cash card into a card slot of a terminal



devi ce such as an ATM a sensor at the card slot senses the inserted
card, and the card is taken into the device. [0005] (2) Wen the
card is taken into the device, the term nal device reads card
information froma magnetic recording portion of the card. In case of
a cash card, the,c

rmat i bank cqde. b brangh
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identifi C@a%%?@tﬂ%éﬁtiﬁfo i ration date, a type of account and an
account nunbér are recorded as the card infornmation on the magnetic

recording portion of a credit card. If a personal identification
nunber is recorded on a cash card or a credit cgrd, the personal

i dentifich000sh number is also read. [0006] (3) The terninal device

j udges whether or not the inserted card is a valid card, which can be

handl ed b{2)t h&hesrthiercard tefgker intpdbe deviceathel ﬂermtnai deviet reasfdardred

that the card can be handl ed. réﬁt he device fromt ard | fornmation
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card and when t information on the magnetic recording portio

the card ®Bs cpaedduhead a8 hE&sink iunfRITaHe k&Rt ddNasMhecard MESEM AU Eie

starts. [0009] (6) The host computer requests the inputting of the

per sonal Md@’fﬁﬂcfneca:tdmglpmnmh&)f a ¢ré@it@hrd. If a personal identification number is
recorded on a cash card or a credit card, the personal identification number is also

read.

[0006]
(3) The terminal device judges whether or not the inserted card is a valid card,

which can be handled by the terminal device.

[0007]

(4) If it is not confirmed that the card can be handled by the device from the card
information thus read, or if the information on the card cannot be read because the
card is broken or stained even though the card is a valid card, the terminal device

judges that it is an invalid card which cannot be handled and discharges the card.

[0008]
(5) When the card is a valid card and when the information on the magnetic
recording portion of the card has been read correctly, communication with a host

computer starts.

[0009]



(7) I'n response to the request fromthe host conputer, the card user

i nputs the personal identification nunber. [0011] (8) Wen the card
user inputs the personal identification nunber in response to the
request of the host conputer, the host conmputer conpares the inputted

personal identjfication nunber with the persaonal identjfication
Porer whi®h TISeHtBt BaRpRLE RETH B@oﬂﬁl&tﬁ%g%f e BT RoRALieR Bs to
the card information thus read. [0012] (9) If the nunbers differ,
this fact™&8ecorded on the magneti c recording portion of the card,
and the inputting of the personal identification nunber is requested
again. In a case where the personal identification nunber inputted
again is pggper and valid, subsequent procedure is carried out. In a
case where the inputted nunber differs fromthe stored nunber, the

i nputting(Df Ihecgpensotathe henestlfranatthe hosucdigeputes the guebtied iiputt hke
again. If erroneous inputting of the personal identification nunber

i s repeatparsotnl adentificatson ntmbemrd is invalidated and is, for exanple,
taken into the term nal device as the result of invalidation
procedure. [0013] (10) In a case where the personal identification
nunber s agﬁ) j(?ual, t he host conmputer judges that the card user is a
| egi ti mat (} d owner and requests the user to input the anpbunt to be

pai d. [ 0&}k4] re . i i

o draw [Bo1Bpreths i, U inb A the ferpoafiRlccibl uib: 11 i S0 65
amount i sthRaefudyd Gf e heaSdbnERLEY, itBe HbSICIMEREL &4 thend prpateal

devi ce. Then, the paynent is recorded on a bankbook, or a slip

i ndi cat i ngerdrel tiemkifiogtionsnuraseredith dhel peivenplr idemtsdatign nunibeheshicH s t he
personal identification nunber is recorded on the cash card, the

deal i ng igoxedrinithe host camputer ené vArcluemyreéspondhin thehearg enfoonation thus
identification nunber is valid. Then, the personal identification
nunber i S€8f-ased fromthe magnetic recording portion. [0016]

[0012]

(9) If the numbers differ, this fact is recorded on the magnetic recording portion
of the card, and the inputting of the personal identification number is requested
again. In a case where the personal identification number inputted again is proper
and valid, subsequent procedure is carried out. In a case where the inputted
number differs from the stored number, the inputting of the personal identification
number is requested further again. If erroneous inputting of the personal
identification number is repeated three times, the card is invalidated and is, for

example, taken into the terminal device as the result of invalidation procedure.

[0013]
(10) In a case where the personal identification numbers are equal, the host
computer judges that the card user is a legitimate card owner and requests the

user to input the amount to be paid.



Fig. 2 (a) illustrates an exanple of the cash card used in the
processing flow of the currently used cash card as shown in Fig. 1.
The reference nunber 1 shows a cash card body nmade of a material such
as plastics. On the surface of the card, a magnetic stripe 2 where
information is recorded and an arrow mark 3 to indicate the direction
to insert [@®ktlcash card are disposed. Al though not shown in the

drawi ng, qther necessary tters are entered.thereon by enbossed

char act er 2.11 [ 03 1@ USBE IRIFES angwnt,which & (phed F‘i‘@shﬁgfﬁéﬁii‘ff- stripe can
be easily read by using a device called a skimrer, the card nay be
forged, and often causes damage by using the card thus forged. [0018]
To cope wﬁ@Q}gyﬂ s problem an IC card incorporating a sem conductor
menory has beén used. Banks and ot her organi zati ons have been naki ng
ef forts tQipr opagal etdMdunt YO Be aiCRIFop&, HePhAGENT RepalPHREHCCa8R Erd
[ 0019] However, the information stored 1n the nenory of the IC card
is still padisibalged Pomeheeaninblf devicee dhehpthat gayhoeng és yedosdead sreapt ed,
we may not be able to say that the IC card is absolutely safe. In
addi t i on, bartkboolc arasr #lin Bidwetipg Elvp deaddingds ssawpds ol the prhecssmgnistishes.
card, and_if would be hard to expect the rapid propagation of |C .
cards. | oﬁiﬁ? PerpoRalsidepiiqaan AHEIDEE 4 BCGREERf Oy ﬂlﬁaﬁﬁé‘g, carq, thesealng is

suffice if t.he card,can be use i.t hi.n the boundar f one.countr
cvever, | aniBg off hfaGihelSatinBhol el e befoRa AR fcBbn SRR HDEANL o
also in f i i : 4 'ij?dé‘i:i' if%g) i

all of th'gﬁgﬂr’gg(laﬁ)%%gzgjtrngfs@%{l?%&u'ﬁgdﬁlet| C lgglrﬁ21 sfl usegﬁé ﬁ{agﬂ%@%%?{éﬂﬁvgrl d
with I C cgyrispunder unified standards. [0021] Further, in cash cards
and credit cards, the informati on such as the name of the card owner
is marked by enbossing, and these types of information are al so used

for the magnetic information. In this respect, the enbossed
i nformatidW1fhy be used as a clue or a key in the preparation for

forging aFi%.a 5 d('a) illustrates an example of the cash card used in the processing flow of
the currently used cash card as shown in Fig. 1. The reference number 1 shows a
cash card body made of a material such as plastics. On the surface of the card, a
magnetic stripe 2 where information is recorded and an arrow mark 3 to indicate
the direction to msert the cash card are disposed. Although not shown in the

drawing, other necessary matters are entered thereon by embossed characters.

[0017]
As information written in the magnetic stripe can be easily read by using a device
called a skimmer, the card may be forged, and often causes damage by using the

card thus forged.

[0018]
To cope with this problem, an IC card incorporating a semiconductor memory has
been used. Banks and other organizations have been making efforts to propagate

this type of card to replace the magnetic card.



[0022] If the magnetic card or the IC card is lost or stolen, and if
the card returned into the hand of the card owner, in particular,
when the card owner does not aware of the fact of stealing, it is

| iable to cause damage by the use of the forged card. [0023] A
personal identification nunber, consisting of 4-digit nunmbers, has
been used not for preventing cards frombeing illegitimtely used by
t he preveqbbﬂﬂ of the forgery but as the neans to determ ne whet her
or not the card user is proper. Since assumabl e nunbers have been
of t en useWdwaivet g enfoemsenaktoreEhit tHel iafnosP oNtHIDRT SardliB&tiR poayBlehea:
many cases of the | oss and damage. In recent years, the personal

i denti fi catdadonIfruotseelabaratt fokgary notttempied) weamay mpt benblef toi daykihat dleso
by peepin? such as the neans of stealthihg t aki ng a phot ograph of the
personal [déard mjabaelutsly salebel additions tho e ward/isdvery iexpensiveo comparedtto
the illegitimte use Qf cards usi ng the personal_identification
nunber . [ BERBASRHC ¢ ﬂfffﬁa%l?%be 3@35%%%t teerapihpppagtioned thycards
forged card, sone adopts the bionetric technique using the pattern
recognition technol ogy. The typical exanples of the bionetric
technique[@mgpiris recognition, fingerprints recognition, palmprints
recognition, finger vein recognition, palmvein recognition, and
hand- backveise dfep@@mt ¢28.usk@in bAG&S itr weaaRutieNf thd cdrg cBRdeS&EaY to
regi ster the pattern in advance. Tinme and procedures are required for
t he regi swithin the mfuntiey gfadresrountan dHalvevet, iimeasesofntededdit oard) tHes card
recognition of the pattern itself and for determning, and that

resul ts hisgiesessass t@ be [uged slso|in fergian esuntiies. c dhisayacticay impessghietto on,
t he user nust c into diregt .contact .with the detection devjce, and
there ar | SOHCE B QlhE Fediatering  TEnRES Crde Uyadg: BF il world with 1C
r epugnanc j Lh a case where the user has injury on

t he physi%%ﬁgBg%%q#§§%%§%ﬁ§mﬁ T the bionmetrical recognition, or in
the worst case, where the user has |ost the physical part to be
needed for the recognition, it is inpossible to use the bionetri cal
recogni ti 21N so, the recognition is partially nmade during the
process of identifying, and accordingly, it is not a perfect nethod.

[ 0026] | nFudtleers yis tasin aesdsngnd trediii cands, the alformeatmynsuchais, the mameasfdhaser

hi nsel f or herself can only use his or her own card. Wen the card
user has Gis¢ owRenghmarkas hibembessing, and these types of information are also used

for the magnetic information. In this respect, the embossed information may be

used as a clue or a key in the preparation for forging a card.

(0022]
If the magnetic card or the IC card is lost or stolen, and if the card returned into
the hand of the card owner, in particular, when the card owner does not aware of

the fact of stealing, it is liable to cause damage by the use of the forged card.

[0023]
A personal identification number, consisting of 4-digit numbers, has been used not
for preventing cards from being illegitimately used by the prevention of the forgery

but as the means to determine whether or not the card user is proper. Since



the card personally or does not find a card processi ng devi ce near by,
even if the user wants to entrust a representative or an agent to use
the card, it is not allowed. This is very inconvenient for the user.
10027] As one of the means for preventing the forgery, an enbossed
hol ogr am | f f ' Lt ast |

ur face 1 OIS b Rk GG ISEH FARGE beRBBRAEANER diery
enbossed L LA 4 t Ul LRt e i e |

i s actual P%rlegn%g‘gqg}e%? g?{n% C?%%%%%Eebéc%d prdtl)élgl%de%jn \{;méﬁe%{]?ﬁael‘g’eﬁ%osggﬂ{
hol ogr am identifibgionuiurgidr i€ atsled nonodlly Hyhesustionoitviait aldd by Sedbing
person, who read the enbossed hol ogram at a gl ance. Thus, it is
possi bl e st ag the meant éfsstéalihglydakmg wsphogogrhph efithespardote idartHicetoén
simlar type, [0028] Fig. 2 _gﬁtgﬂi | lustrates an _exanple of a credit
card wi t hlg¢mbel oS FevodHicHt tePrarsnihe Miegitamateatrenelnardsaby opings
verified gccording.to tf.he.human sense. The reference nuneral 1 shows
a credit I Qﬂf\?l CHOLIYEPE i al such as plastics. On the
surface of the card, a nagnetic stripe 2 where information is
recorded and an arrow mark 3 to indicate the direction to insert the
credit caJghoane di sposed. Although not shown in the draw ng, other
necessary matters are entered thereon by enbossed characters. 0029]
Thi s credFér garglirpodesof preesitath thet @nmgeaatidbby deviogged\bdrt, Sorp@aldRe
with the arrow mark placed at the forenost position. Near the

f or enost therliowatrontechriquandingghe patthentéoogrition teehmiolggyng Thhitppidal
consisted of for exanple, an enbossed hol ogram.is nounted. [0030]
The magnet¥agipes pijde; ogploleshniaue pra 1S FRE0SHE ARLJHIZE TP S ttReognelign,

surface of .the.gredit ardfi but t.he dir&:{iﬁ oglto insert .%.he card into
the t er mi RRHT-REEAP LECQEDINGT, RgeRaven fecoanitiqn, Paln Reinjieragnifion, r ead

t he magnat.j G 4 ' on_t ' : LSl t t he
cash car dianpgbi e, doThelt bedsBhitohy e P HELASag P Ml e
"A", as apr@¥AfPhvancs. CPRdd AlEgroR¥diEel aFS PuitAGor BREFdeSsti MR A e
into the termnal device, visually, 1.e. by Sensuous neans, but is
not read paytermeandadish timenk mekdeleiorahe recognition of the pattern itself and for

determining, and that results higher costs.

[0025]

In case of the contact-type recognition, the user must come into direct contact with
the detection device, and there arises a problem that the user may feel
physiological repugnance or disgust. Also, in a case where the user has injury on
the physical part necessary for the hiometrical recognition, or in the worst case,
where the user has lost the physical part to be needed for the recognition, it is
impossible to use the biometrical recognition. Also, the recognition is partially

made during the process of identifying, and accordingly, it is not a perfect method.

[0026]
In the system using the biometrical recognition, the card user himself or herself

can only use his or her own card. When the card user has not enough time to use



[ 0032] The aut hentication verifying by sensuous neans provides high
effects in primary screening but its reliability is | ow because there
are variations in the ability of each individual person who confirns

avi r onmertiecat pelioRafn gF et ARE) = TryEPRerSibadetiEncagy) e if the
by machi naELATEES FOEBREY: afcrieearade bh g ARR B S B R T hGC

a pl anar RedPYTHR3ES, oRFeRefiitfeiBe u@8d a nethod for reading
data in a i near shape by the conbination of |ight emtting el enents

and light detecting elements. The nethod for reading the image in the
pl anar shape is effective for verifying the authenticity, while the
amount of [I0o2Prnation to be processed is |arge and the device for

this method is nore conplicated. [3034] The arrangenents for reading
data in t s ¢ieneltheshapes for erevadingsdd forgedppmnenbofatidmiograinds Gpeumted
Publ i cati on Nos. H06-124866, E106-318282, HQ7-220077, H09-319849,
H11- 18007%9 form surfarzermesdatiesars e plagposudregnmse pboeditaagds, prepaid

[ 0035] According to. each of,_ the t hods, descr.i bed in_these .
refer ence§§rd§h%ecétﬁ%’8§s%@' h@h@g‘?’r&%ﬁ%g%@g@r@dﬁ e g&ﬁ%ﬂqﬁ‘;ﬂ dyplicates. n In

e e Ui il
ioc0 1. " BABBIE) Mo SHETLB R TR RO ot 3Bt DI g e

above 1 ef giesntaBsssed Hodiaam ot ehhcd. aiTuePR s BabdibeathPthe\ird is forged by
H11- 272836 di scl oses an identification technique using a diffraction

grating, udsipatiesembassad helagmaOpeainPlabltymat i on No. 2002- 279480

di scl oses an identification technique using enbossed hol ogram and
noi re, and Japanese Patent Lai d-Open Publication No. 2002-341733
di scl oses 85 dentification techni que using enbossed hol ogram and
| atent | ¢

Fig. 2 (b) illustrates an example of a credit card with the embossed hologram, on
which the card authentication is verified according to the human sense. The
reference numeral 1 shows a credit card body made of a material such as plastics.
On the surface of the card, a magnetic stripe 2 where information is recorded and
an arrow mark 3 to indicate the direction to insert the credit card are disposed.
Although not shown in the drawing, other necessary matters are entered thereon

by embossed characters.

{0029]

This credit card 1 is inserted into a terminal device with a portion with the arrow
mark placed at the foremost position. Near the foremost portion on the card, an

authentication verifying chip 4 consisted of, for example, an embossed hologram is

mounted.

{0030]



[ 0037] The arrangenents for reading data in the |inear shape are

di scl osed in Japanese Patent Laid-Open Publication Nos. HO6-124866,

HO06- 318282, HO7-220077, H09-319849, H11-180079, 1110-143621,

2000- 47557, 2000-48146 and 2002-74283. [0038] According to each of

t he met hods described in these references, the enbossed hol ogramis

read al ongha magngtigistripe iwedisppsedngiltkedinaansh cande on dhe searspuriace ahthd ar

shape card where thetﬁnbossed hologé%g1o i [
8§

diff I, .
PRI SR e P
Forgory. -sHBbadts 4 Festlihg fistiifon RRR(Ehs oldbnpts MR e
Pat ent Laj: ﬂqp?@vé:r)ﬁt?ké ?I?attio?ﬂlé\@ash 272836 di scl oses an

identification technique using a ditfraction grating, Japanese Patent
Lai d- Open Publication No. 2002-279480 di scloses an identification

t echni que using enbossed hol ogram and noire, and Japanese Patent

Lai d- Qpen[@3dli cati on No. 2002-341733 discloses an identification

t echni que usi ng enbossed haol ogram and | atent inmage. [0040] Wen

veri fyi ngin the aghendivatienveohyntg chipidng ratenux|, aann exaniple, is confirmed by
carried out by ultra-fine lines, special .Iines.and. mcrq-characters
by usi ng %p@@ﬁaewiwmwr?p@éicaﬁ RS t%rm%a@jrﬁe@menalsa ;A€ BY SRANYVUS

magni fyin | ass, or ) i t filter. generating optical
interfer eﬁgg%s_, %beﬁlﬁi B %y%e IRfterinal defice.
[0032]
The authentication verifying by sensuous means provides high effects in primary
screening but its reliability is low because there are variations in the ability of each
individual person who confirms and identifies or there are also variations in the

identifying environment and psychological and/or physical conditions of the person.

[0033]

The method for reading the embossed hologram pattern by machine can be roughly
divided as a method for reading an image in a planar shape by means such as a
camera; and a method for reading data in a linear shape by the combination of light
emitting elements and light detecting elements. The method for reading the image
in the planar shape is effective for verifying the authenticity, while the amount of
information to be processed is large and the device for this method is more

complicated.

[0034]

The arrangements for reading data in the linear shape are disclosed in Japanese
Patent Laid-Open Publication Nos. H06-124866, H06-318282, H07-220077,
H09-319849, H11-180079, H10-143621, 2000-47557, 2000-48146 and 2002-74283.



Practically, a light-emtting base naterial or a material having a
speci al optical property such as a light-emtting lamnated film
light-emtting ink, thernpb-chromc ink, photo-chromc ink, etc., is
m xed into the base mat eri al , laninated filmor ink and the auxiliary
tool of a special filter, a uItra-vioIet ray |lanp, etc. is used.
However, these are al so low in reliability because recognition and
|dent|f|cat|on are consequently relying on the human sense. [0042]
The aut heb®335dti on verifying by mechanical processing is to verify
authenticity by nechanlcally detecting the E@operty of the obhject

mat er i al . AYHEdREJRAFR OpHepBIetRrda ieser 8 I ﬁ@ﬁ@ﬁwhwh@é gtsed

f th d t 043] P { t
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device is used. [0044] In the authentication verifyi ng by the
mechani cahowewegesdesigresiarir i foaeky.netri cs systemusing an artifact
wi t hout having reproducibility, randomy arranged in a nedium is
used instead of the information specific to the |ivi ng body. This is
described_in "Financial Business and Artifact-Metrics" published by
the InstitQ38]for nMonetary and Economic Studi es, the Bank of Japan

(http:// anesencl ps/ and,." The
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Japanese Patent Laid-Open Publication No. 2002-279480 discloses an identification
technique using embossed hologram and moire, and Japanese Patent Laid-Open

Publication No. 2002-341733 discloses an identification technique using embossed

hologram and latent image.

[0037]

The arrangements for reading data in the linear shape are disclosed in Japanese
Patent Laid-Open Publication Nos. H06-124866, H06-318282, H07-220077,
H09-319849, H11-180079, H10-143621, 2000-47557, 2000-48146 and 2002-74283.

[0038]

According to each of the methods described in these references, the embossed
hologram is read along a straight line in longitudinal direction of a rectangular
shape card where the embossed hologram or a diffraction grating is formed. As a
result, the device used is relatively simple in structure and it is easy to use,

however, is less resistant to forgery.

[0039]



In the artifact-nmetrics system a light reflecting pattern of

granul ar substances, a transm ssion |ight pattern of optical fibers,
a parallax image pattern of polyner fibers, a fiber inage pattern, a
magneti c pattern of nagnetic fibers, a randomrecorded nagnetic

ttern, t t.t f tic stripe, d
crect 16 cAaPe prBaRE b SRR durica riestha: bpheublition No.
Seal , eto. T ERoG @ Forendf B BraEn MliB RS { oBiration defae.
matters subiabsd Patche Lhld Opéd PIBGHIANC20b89 70 MPRENQL. LG CaR Doy

"the information of the descriptions of the car

i's issued techaiquearsimnembbivedivieyimtindneire @ Bikitbse Pa¥alt 18410380
card in the manufacturing process are included. "(*Handbook on th
Techni que Peblagpan¥o. %08@3173)‘31 dishles@uart alentififatAhf febhmites ubiBe CailRsed
publ i shed &/ the National Printing Bureau, the Mnistry of Finance
(see: htt plPIPERARARD FLER; 1388/ i nf o/ i chb. pdf) [0047] The information
of the descriptions of the card is the information which is accorded
and printed on the card body when issued to the user, and which is
relating t (']“0 card issuance such as the card owner information, the
period of validity, .etc. [0048] Falsification, which is a typical

act of theWhehe@ii : i 1 .al ter .all a
part of the ig};r ?a??gﬁe g]fﬁ%te ﬁ{elcatéfe&gc@?%ﬁ%hé afal etoégrlgl,s Cc?t‘iﬂﬁé 89%37
erasi ng t hdtigefimei livees| speviataines anamticadeiansetéds! IROdih FatLrddyf L QLY
[ 0049] The informati_og_lﬁ of the card is the infso@gngétﬂil‘%ﬁ sg%'ée{ﬁhngtlggb?%&ﬂ

i tsel f, otshepethmaguifigng devicestilons afmagdnifythgsgladsptr Bgech] figard in
the issued card, It js the information relating to the card body such
as the phyRSRegtngppbicalynterfgeBedsd, background patterns applied to the
card in pre-printing factory, printing |layer on underlying | ayer and
protected |lam nated | ayer, etc. [0050] Forgery is an illegal act
carried OL{PoflPI the card body. It is carried out by duplicating or
imtating the design, patterns, etc., relating to the card body to

forge a caprtktioaly Chligh-ShMih@badOmbhgingt H%ﬂétkﬁaﬁngnv@'qg]g sgg%lgoxiﬁgﬁ‘a'

appearance. Actually, the design, patterns, etc. _

t he aut hempropertyasutheasea tightderhittih @ tariians HLC hgﬁﬁeﬁitﬁﬁgqﬁ!ertheﬂﬂ?-gg@ﬁi‘é

then, edited or amended by using the neans such as a printer.
ink, photo-chromic ink, ete., is mixed into the base material, laminated film or ink
and the auxiliary tool of a special filter, a ultra-violet ray lamp, etc. is used.
However, these are also low in reliability because recognition and identification are

consequently relying on the human sense.

[0042]

The authentication verifying by mechanical processing is to verify authenticity by
mechanically detecting the property of the object material. The magnetic property
and the optical property may be used for the detection.

[0043]

Practically, a light-emitting material or a magnetic material is mixed into 2 base

material, laminated film or ink and a detection device is used. Or, specific coded
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Many types of techniques to prevent the forgery of the card body are
known t hrough conbining the printing node, types of ink, printing
patterns, etc., only in the printing art, but no decisive technique
is known yet at present. [0052] The nethods for authentication

verifyi ng;A@ha590RI Iﬁggrgéaéﬂiﬂgi;'lfgﬂbé%é%h%d&% ﬁE%ﬁB(??RQ%afa%ﬁ@Qlt% Dagnetic

classified as a netho sensuous Ity; a ne

usi ng auxbhicdts, 288 aSmagndiciorithadddyctiBcadanicalusegocessi ng. [ 0053]
In the authentication verifying by the human sensuous ability, the

authenticity of a card is identified by the sensuous ability such as
the visual sense, the tactile sense, etc. The neans to identify by

t he vi suall08Hse includes colors of the card itself, a waternark and
an enbossed hol ogram whi ch,_changes the_col or and patterns provided

on the caftifAEASHEANGNMREIIASRY 1Be Afghauicatsosrsams, i artifartmeyisy
o' the. caPERdNat B e REARE Aellie' BP-aEbRET fBHaD Rhapdetiny o
oty o _ LT or e . .
o e BB TR PR Ao PERIACI) R Bt AT "0

changi ng g@icebedlin "RinhligBudifRganiAn ARIRMEEs" ?Mﬁisﬁ@d 8y endlinddtitete! for
to duplicate or copy and in which the authenticity of the card can be
easi |y i difohefargdntEcohemw Studiess eresBaids of Japetl. And enbossi ng,
surface irregularities, perforation, etc are also used, on which the
aut hent i c{htyp:¢emvvbamesdeaior jp/iagannpefidnsd04/0del-1hpdfdr ansl " FlheePatternalof

sense. [0054 Fig. 3 shows. onventiopal exanple, of a card, to
whi ch an %@tﬂﬁg?@lpiﬁga%%ﬁ%@i:rﬁjh ENaton REPELYi SYMRASHERD as
di scl osed i ,n Japanese Pat ent. Lai d- Open l.i.¢catd on . H10- 44650.
Fig. 3 (afhtppsﬂ/ eWi SOl OF AP Eese Y(“gdblgé{@giéfg'ggﬁgecti onal view

and Fig. 3 (c) is an enlarged view of the artifact-nmetrics chip.
[0055] In the card 1, the artifact-nmetrics chip 4 in thin-plate
shape madpyag]a transparent resin mxed with netal granules 5 is

| ayered on a card base nenber 7, having a non-transparent property,
whi ch haslnatheapefactmetncs systerapa hight rediztiing pateernf ofl granudin pubstarnicks, AAnd
a non-transparent card surface plate 6 is further |ayered, in which a
magnet i ¢ Bansnpesion 4ght pattemradwphealiiigra raeparaliaxeithagh gratierm ahpolamer her

opening i§ arrapged at the sane posifion as }he openi.ng on the card
base ne g a iber 1mage pattern, a magnetic pattern of magnetic fibérs, a

random-recorded magnetic pattern, a random magnetic pattern of a magnetic stripe,
a random electric charge pattern of a memory cell, a resonance pattern of
electrically conductive fibers, a resonance pattern of a vibrating seal, etc., which are

formed by chance, are used.

[0046]

As the matters subject to the illegitimate use or the forgery of the card, "the
information of the descriptions of the card" added when the card is issued to a user
and "the information of the card" given to the card in the manufacturing process are
included. ("Handbook on the Technique to Prevent Forgery on the Surface of
Affiliated IC Cards", published by the National Printing Bureau, the Ministry of
Finance (see: http://www.npb.go.jp/ja/info/ichb.pdf) .
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[0056] The netal granules 5 are m xed three-dinensionally in the
transparent resin without regularity. As a result, the arrangenent
pattern of the nmetal granules 5 observed through the opening is

i nherent in each of the artifact-netrics chip 4. By utilizing these
characteristics, a light to pass through the artifact-netrics chip 4
i s photographed via the opening, and the arrangenent pattern of the
net al gra@ﬁ@ﬁﬁ 5 can be observed. Therefore, it is possible to
identify i ndi vidual artifact-netrics chip 4 and then, the card.

0057] Fi I
bt f adhe BHARR I SRR drihe ca R %@hﬁl@%gﬁgég A
Lai d- Openy RubkhieatdnomeNard B%ﬁwﬁeﬁ%@ue&@ théluééa ahd “ﬁm%efa%ﬁhng'@%e

Fig. 4 (b) I's a cross-sectional view and 4 (c) is an enlarged

vi ew of thedassubficcéuciedsrthesaedhownet ﬁﬁé‘x&iation tHeeperiddof alidity, etc.
artifact-metrics chip 8 containing a nmesh nenber 9 and short fibers

10 three-dinensionally mxed in a transparent resin is placed into an
openi ng oﬁ t he card base nmenber 1, which has a non-transparent
property magnetic stripe 2 and an arrow mark 3 are di sposed on

h f of h i f h f
s el LR TR i
SO S bR A O

this char@gtRniSkiifforiii8oRahd Qﬂc&lngfilléé"ﬁmﬁfetﬂnﬁﬁfﬁiauﬂﬁt rics Ch' p 8 of
the authentication verifying chip'is photographed by a transmtted

light or a reflected light for the card to be identified. [0060]
Mechani cal reading of such the pattern of bionmetrics or
artifact-084Pl cs is generally performed by an inmage-pi ckup device and
the result is identified by a pattern recognition_technique. In this

respect, Heronmationidhe Eiﬂldl is\fhe ppfprmefieesttheard gse thercidanrdhag t o
a dupli C%forﬁ%a&gnc QP {h%ugesc{-xgnong of the card in the issued card. It is the information

relating to the card body such as the physical shape of the card, background
patterns applied to the card in pre-printing factory, printing layer on underlying

layer and protected laminated layer, etc.

[0050]

Forgery is an illegal act carried out for the card body. It is carried out by
duplicating or imitating the design, patterns, etc., relating to the card body to forge
a card, which is similar to the authentic card in the external appearance. Actually,
the design, patterns, etc. on the surface of the authentic card are read by the
means such as a scanner, which are then, edited or amended by using the means

such as a printer.

[0051]
Many types of techniques to prevent the forgery of the card body are known

through combining the printing mode, types of ink, printing patterns, etc., only in
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The arrangenents for reading data in the |inear shape are disclosed

i n Japanese Patent Laid-Open Publication Nos. H06-124866, HO6-318282,
HO7- 220077, H09-319849, H11-180079, H10-143621, 2000-47557,

2000- 48146 and 2002-74283. [0062] According to each of the met hods
descri bed tha prindisig arbflert isivehtechnisus se dnbwhowt atrpresentad al ong a
straight line in longitudinal direction of a rectangul ar shape card
where the enbossed hologramor a diffraction grating is forned. As a
resul t, Q@g vice used is relatiwely sinple in structure and it is
easy to us&o wever, is less resistant to forgery. [0063] In

Publ i Lg?hé@f eNECTHE 16 EREN v&%&‘x‘ﬁ% 3?859%?% %ﬁﬂdga%g?ﬁﬁp@w can
o 0025 BEBEY AR % miSRARRE SRR tar Sty SHE BB BBl

hol ogr am and(;ami fodls; ang alaLeRass Rateiicdak@eeR - Publ i cation No.
2002- 341733 di scl osés an identification technlque usi ng enbossed As
descri bed above, the technique to determ ne the authenticity of the
card itself is not yet firmy established, and a card, which cannot
be forged[0038Inot realized. Al so, the technlque to elimnate the use
of a forged card is not yet_ realized. [Patent Docunent 1] Japanese

Pat ent Lalidthepautheutinatioatviesdying by e huasmosanpaeunabilive thremthepticity of a
Japanese Patent, L Publ i cati 2003- 29636 Pat ent
ot FaP N e FARFe A3t 26 Bhe wabw[mme fesecrnse,
Do t [.Pat A .Pat Pat
Document S 508 A T et b The %su%%&e“e@yﬁa%rs OFthe card 8l 2

watermark and an embossed hologram, which changes the color and patterns -

provided on the card by changing the viewing angle. The means to identify by the
tactile sense includes detecting the surface irregularities added on the card and
detecting the texture of the card body itself. Actnally, a logo mark, a special font,
printing lines for preventing duplication, special color ink, embossed hologram, an
optically changing material, a latent image pattern, etc., which are difficult to
duplicate or copy and in which the authenticity of the card can be easily identified
by the visual sense are used. And embossing, surface irregularities, perforation,
etc: are also used, on which the authenticity can be identified by finger feeling or

by the visual sense.

[0054]

Fig. 3 shows a conventional example of a card, to which an artifact-metrics chip
using metal granules is mounted as disclosed in Japanese Patent Laid-Open
Publication No. H10-44650. Fig. 3 (a) is a general view, Fig. 3 (b) isa
cross":—sec'tional view and Fig. 3 (c) is an enlarged view of the artifact-metrics
chip.

[0055]
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4] Japanese Patent Lai d-Open Publication No. 5] Japanese Patent

Lai d- Open Publication No. 6] Japanese Patent Lai d-Qpen Publication
No. 7] Japanese Patent Lai d-Open Publication No. 8] Japanese Patent
Lai d- Open Publication No. 9] Japanese Patent Lai d-Qpen Publication

N oo BT ke R AP Db bl Sl
Lai d- Open E4plhicad kith Metal 298901865 &/ 1ah Bl a PCUPRR M drdber! ?‘,%%ﬁfgea
Pat ent Lal d- Open Publication No. 2000-298880 [Patent Docunent 14

Japanese Hehefins 'dt@fbgﬂ bihichatidsam denid02or St &alcation PesRmmANt
15] Japanese Paticz,\%:e Lai _atggn Publ i cat(?]%n 1%2; 2002- 279480 [ Pat ent

Docunent &hip ahapanksd a Pandmnspaiedt CorelnsulPfabé iptzie iGas findher?2RPSred4 i/ @Rich
[ Pat ent Docunent. 17] Japanese Patent Lai d-Open Publicati on No. ]
2005- 20580 TdgNGHC PEiRhEZ apd earastaw mark S argrfeimaed Hisreeresrd amether opening
- Artifact-Metrics" puplished by. the |[nstitute for Mpnetary and

Economi ¢ gmr&ed € B3ME DOF @gﬁg,{ e opening on the card base member 7.
(http://ww.imnes.boj.or.jp/japanese/|jdps/2004104-J-12. pdf)

[ Non- Pat ent Docunent 2] "The Patterns of Artifact-Metrics in

Fi nanci al [dfd%l]d"; 6th I nformation Security Synposium

(http://ww. 1 mes. boj.or.jp/japanese/ltinyu/ 2004/ kk23-2-6. pdf)

[ Non- Pat eTthe BeghingahuBl 5 dfendReakhr-difRndRaMN Glighet @aRpanantedinr gery

o without regularity. As a result, the arrangement pattern of the metal granules 5
observed through the opening is inherent in each of the artifact-metrics chip 4. By
utilizing these characteristics, a light to pass through the artifact-metrics chip 4 is
photographed via the opening, and the arrangement pattern of the metal granules 5
can be observed. Therefore, it is possible to identify each indi\‘ridual

artifact-metrics chip 4 and then, the card.

[00571

Fig. 4 shows another conventional example of a card, to which an artifact-metrics
chip using fibers as disclosed in Japanese Patent Laid-Open Publication No.
2003-29636. Fig. 4 (a) is a general view, Fig. 4 (b) is a cross-sectional view and

Fig. 4 (c) is an enlarged view of the artifact-metrics chip.

[0058]

In the card, the artifact-metrics chip 8 containing a mesh member 9 and short
fibers 10 three-dimensionally mixed in a transparent resin is placed into an opening
of the card base member 1, which has a non-transparent property and a magnetic
stripe 2 and an arrow mark 3 are disposed on the surface thereof. On the
artifact-metrics chip 8, an interference pattern is generated by the pattern of the

mesh member 9 and the short fibers 10.
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the Surface of Affiliated IC Cards", published by the National
Printing Bureau, the Mnistry of Finance

(http://ww. npb. go.jp/jalinfolichb. pdf) [Non-Patent Docunent 4]

Ni kkei El ectronics; No. 883 Disclosure of The Invention Cbject of The
I nvention [0064] It is an object of the present invention to provide
a structure of a card for increasing security w thout addi ng basic
changes t?ﬂ@‘igﬁaSh card or a credit card as practically used, and to
provide a od for processing the card and a card processing

Ver1 Ty ng 1B BLeiGtRbEE Rr N an tuleB RS S iR RS e Rt o
grating ig, dﬁo&r&eﬁ?\fg ﬁi&lhy n% 'tl‘fﬁ%h%c%é?fstﬁaﬂﬁ Opa&fe%@} e SALhe metncs chip 8

aut henti cation ve evice |'s provi I n an apparat us

processi ngf ﬂﬁeaiﬁﬁérﬁzcaﬁﬁﬁ v@ﬂfy‘iﬁ? LHtg is h@ﬂoﬁ‘ﬁdﬁ@ﬂl bofa friesnviedetifighbgr ahi p,
in addition to making the card in a |xe condition, scanning it by

utili zi ngrdfleetenolyghtedod thef carth o benddéntified. chi p when the card is taken
into the apparatus is carried out. Effects of The Invention [0067]

[0060]

Mechanical reading of such the pattern of biometrics or artifact-metrics is generally
performed by an image-pickup device and the result is identified by a pattern
recognition technique. In this respect, there is a possibility that forgery can be

made according to a duplicating technique.

[0061]

The arrangements for reading data in the linear shape are disclosed in Japanese
Patent Laid-Open Publication Nos. H06-124866, H06-318282, H07-220077,
H09-319849, H11-180079, H10-143621, 2000-47557, 2000-48146 and 2002-74283.

[0062]

According to each of the methods described in these references, the embossed
hologram is read along a straight line in longitudinal direction of a rectangular
shape card where the embossed hologram or a diffraction grating is formed. As a
result, the device used is relatively simple in structure and it is easy to use,

however, is less resistant to forgery.

[0063]
In addition to the above references, Japanese Patent Laid-Open Publication No.
H11-272836 discloses an identification technique using a diffraction grating,

Japanese Patent Laid-Open Publication No. 2002-279480 discloses an identification
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Because the enbossed hol ogramor the diffraction grating utilizing
the optical interference has a three-dinensional structure, it is

I npossible to duplicate it unless produce a replica directly fromthe
prototype. For this reason, even when the nagnetic recording data or

o pract | LRSS FBPESSEd HEPAm ABH JRe e At JEpeisen £ IAHEOPDhen
L, o TRk R AR, S0l B Do, B posct
occurs. Ong RBcribdHolvk Bk iﬁuéf?a’d&%nﬁi eoeﬂ%daufﬂ?éntfcﬂg H3e ER-dSIENER is

extent, but 1t 1s easily possiblle to specify the user

iI'legiti wab@;(étaﬁrﬁllgaxesfaibn@iddy aBd g Watd)GvHich baindt bedotdeleRi Adtrahlezeqar d.
The use of illegitinmate card can be prevented before it is actually

used or t Asoutte tEchhlgeeitod leBgiindtedhe usaonila danget earbsinog yderedized and
accordingly, illegal use of the card can be prevented. Brief

descri pti &lyiat@nt Dreurenii hgdareoesoRatent Laid-Qpem Pablisation afa. H1IO-4450 a
flow of t rogessin currentl sed cash card; Fig. a
cash car dfﬁﬁgn EREBFRt @r TrRessoRyeht & Appery, é?hcatipa.ﬁog 29&%—%5%
exanple o ntian a ' t - } C '
mecal or e leBERIhER" S RSSEE AL LIS, Gl BFLFRANG HOEBRP
using artj - | ' ' 1] USH an
embossed Holon: DRUhER, B Hept LREh Lol Gper o N e
exanpl e of Paent Do@uAeithesit IpahéPaent LxdrOpaaPablitating No) HOTZR5ed

hol ogram Fig. 7 shows exanples of the nounting position of the

aut hent i cHdtemt Decurgntnd]cappnede Batest Endv@peanPedaapbe Nof H09-319849

aut hentication verifying data of the present invention as prepared by

a conput ekPatent Documént 97] Japanese Patent Laid-Open Publication No. I—ﬁl— 80079
[Patent Document 8] Japanese Patent Laid-Open Publication No, H11-272836
[Patent Document 9] Japanese Patent Laid-Open Publication No. H10-143621
[Patent Document 10] Japanese Patent Laid-Open Publication No. 2000-47557
[Patent Document 11] Japanese Patent Laid-Open Publication No. 2000-48146
[Patent Document 12] Japanese Patent Laid-Open Publication No. 2000-66567
[Patent Document 13] Japanese Patent Laid-Open Publication No. 2000-298880
[Patent Document 14] Japanese Patent Laid-Open Publication No. 2002-74283
[Patent Document 15] Japanese Patent Laid-Open Publication No. 2002-279480
[Patent Document 16] Japanese Patent Laid-Open Publication No. 2002-341733
[Patent Document 17] Japanese Patent Laid-Open Publication No. 2005-205897
[Non-Patent Document 1] "Financial Business and Artifact-Metrics" published by
the Institute for Monetary and Economic Studies, the Bank of Japan
(http://fwrwrw.imes.boj.or.jp/japanese/jdps/2004/04-]-12.pdf)
[Non-Patent Document 2] "The Patterns of Artifact-Metrics in Financial Field";
6th Information Security Symposium
(http://www.imes.boj.or.jp/japanese/kinyu/2004/kk23-2-6.pdf)

[Non-Patent Document 3] "Handbook on the Technique to Prevent Forgery on
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Fig. 9 is an exanple of random nunbers to be used in the verifying
chip according to the present invention; Fig. 10 shows an arrangenent
exanpl e of random nunbers to be used in the verifying chip according
to the present invention; Fig. 11 shows an exanpl e where the random
nunbers used in the verifying chip are arranged in binary nunbers
accor di ngthedSurfeee of ddbhmted fG drrdnpulfished by thadvetional Brintang)Boeeau, the
exanpl e where the randogehnunbers used in the verifying chip are in

bi nary nuMBRiFEY £ Einamce (htle/{REwmpbLedp/a/mielichPedD)” Fi g. 13 shows an
| th ddit i | i h i fyi hi
Socondi ng NG PAETS DRCBREnt AT Rk BREGOnES SRolis an exampl e where.

addi ti onal random nunbers used in the verifying chip are arranged in
bi nary nunbers according to the present invention; Fig. 15 shows an

exanpl e WRrRsaIWhA TR flvengipglom nunbers used in the verifying chip
are arranged in quaternary nunbers according to the present

i nvent i onDbjectgef e Ehvensioan arrangenent exanpl e where the random
nunbers used in the verifying chip are in quaternary nunbers

accor di nglQ0641 he present invention; Fig. 17 shows an exanpl e where a
plurality of verjfying chips are optained fromone random nunbers
group; Filgis agokkehel Beesenfiperdwngomagidag deiste® ofd egdder i mage

i ckub device: Fia 19 Verifyi hi . Jevi S
Peadt ho. dharasips s Rtk Aebast Mg o 68 G OF i el fpas
di . : i : g Y )
Shows or ALY Re08 AdWIROGE 8 BRI BOpHEY G U By Lidq 21

processing device.

Means
[0065]
To attain the above object, an authentication verifying chip formed with an

embossed hologram or with a diffraction grating is non-separably fixed on the card.

[0066]

A card authentication verifying device 1s provided in an apparatus for processing the
card. For detecting information of the verifying chip, in addition to making the
card in a fixed condition, scanning it by utilizing the movement of the verifying chip

when the card is taken into the apparatus is carried out.

Effects of The Invention

[0067]

Because the embossed hologram or the diffraction grating utilizing the optical
interference has a three-dimensional structure, it is impossible to duplicate it
unless produce a replica directly from the prototype. For this reason, even when

the magnetic recording data or the data in the IC chip may be copied as practiced
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Fig. 22 shows a verifying chip reading device using nulti-color
reading elenments in array; Fig. 23 shows an arrangenent of a device
detecting the nulti-color in array; Fig. 24 shows a verifying chip
readi ng devi ce designed with a parabol oid m nor and a pol ygonal

mrror conbined; Fig. 25 shows a verifying chip reading device using
a singl e HelWipagt.af Enircticadly spwopybledotuse plosgeshearinventi on; Fig. 26
shows a verifying chip reading device using two readi ng el enents
according to the present invention; Fig. 27 shows an exanple of a

r eadi ng rﬁﬁk%ﬂ Fig. 28 shows exanples of a different readi ng route;
Fig. 29 shows a reading route of a verifying chip using binary random

numbers;  frigher QuikAoigs éﬂﬂexﬁﬁ%ﬁﬁg%é’ﬁaﬂ};ﬁ%eﬁﬁ@}g?fgcﬁ 33%5111 r'i:}l?&ﬁ!sé’@axﬁﬁ\e ?ejfréted

verifying chip using binary randomhunbers; shows an exanp

of the feaidifanse srelobs o b peewgkdd Yefber: &hcmallgicteuglader aailggitandem

nunbers; Fig. 32 shows an exanpl e of anal og processing of the

veri fyi ngcartiimpayulse aldpwechinrythe aime donsomatetent, Pyt 188aslygwssihle ®xspeplfe

of a mark for position ali gtnment a reading start |ine, a reading

finish | ithe ussnef sherdleritmegte Sort by Snalinensswing tgrhald tr dlegtimain el an

exanpl e of, 2,5 Wlbieiahd GHl OEMhe SR led Slbie 19 aBLSGP RSed S the use
of the illegitimate card can be easily detected and accordingly, illegal use of the

card can be prevented.

Brief description of the drawings

[0069]

Fig. 1 is a flow chart to show a flow of the processing of a currently used cash card;
Fig. 2 shows a cash card and a credit card of conventional type;

Fig. 3 shows an example of a conventional type card using artifact-metrics by using
metal granules;

Fig. 4 shows an example of a conventional type card using artifact-metrics by using
fibers;

Fig. 5 shows a card using an embossed hologram according to the present invention;
Fig. 6 shows an example of writing authentication verifying data using an embossed
hologram;

Fig. 7 shows examples of the mounting position of the authentication verifying chip;
Fig. 8 shows an example of authentication verifying data of the present invention as
prepared by a computer;

Fig. 9 1s an example of random numbers to be used in the verifying chip according
to the present invention;

Fig. 10 shows an arrangement example of random numbers to be used in the

verifying chip according to the present invention;
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Fig. 35 shows anot her exanple of a flow of card authentication
verifying processing; and Fig. 3Er shows still another exanple of a
flow of card authentication verifying processing. Brief Description
of The Reference Nunerals [0070] 1 card 2 a nmagnhetic stripe 3 an
arrow 4, 8 12, 15, 18, 21,22, 32, 42; 46,61 an authentication
veri fyi ngFighild @O&SMW%@ where the rapdom) ripbes dispe ir gheyveriing dure
plate 9 a r~T'3EaSrr1]anngpé m b1nla(%yfn%tﬁ1rble(1;s cco%demg to the present invention;
Fig. 12 shows an arrangement example where the random numbers used in the
verifying chip are in binary numbers according to the present invention;
Fig. 13 shows an example of the additional random numbers used in the verifying
chip according to the present invention;
Fig. 14 shows an example where additional random numbers used in the verifying
chip are arranged in binary numbers according to the present invention;
Fig. 15 shows an example where additional random numbers used in the verifying
chip are arranged in quaternary numbers according to the present invention;
Fig. 16 shows an arrangement example where the random numbers used in the
verifying chip are in quaternary numbers according to the present invention;
Fig. 17 shows an example where a plurality of verifying chips are obtained from
one random numbers group;
Fig. 18 shows a verifying chip reading device using an image pickup device;
Fig. 19 shows a verifying chip reading device using reading elements in a matrix
form;
Fig. 20 shows a verifying chip reading device using a mono-color reading device in
array;
Fig. 21 shows arrangements of a device detecting the mono-color in array;
Fig. 22 shows a verifying chip reading device using multi-color reading elements in
arrays;
Fig. 23 shows an arrangement of a device detecting the multi-color in array;
Fig. 24 shows a verifying chip reading device designed with a paraboloid mirror and
a polygonal mirror combined;
Fig. 25 shows a verifying chip reading device using a single reading element
according to the present invention;

Fig. 26 shows a verifying chip reading device using two reading elements according

to the present invention;
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16, 19, 22, 23, 25, 101, 104, 106, 107, 108 a pit 17, 20, 24, 103a
portion where the pit is not fornmed 48

Fig. 27 shows an example of a reading route;

Fig. 28 shows examples of a different reading route;

Fig. 29 shows a reading route of a verifying chip using binary random numbers;
Fig. 30 shows an example of the feature extraction on a verifying chip using binary
random numbers;-

Fig. 31 shows an example of the feature extraction on a verifying chip using
quaternary random numbers;

Fig. 32 shows an example of analog processing of the verifying chip using binary

random numbers;

Fig. 33 shows an example of a mark for position alignment, a reading start line, a
reading finish line, and a mark for synchronization signal;

Fig. 34 shows an example of a flow of card authentication verifying processing;

Fig. 35 shows another example of a flow of card authentication verifying processing;
and

Fig. 36:shows: still. another example of a flow of card authientication verifying

processing.

Brief Description of The Reference Numerals

[0070]

1 card
2 amagnetic stripe

3 anamrow
4,8,12, 15, 18, 21,22, 32, 42, 46, 61 |
an authentication verifying chip
5 granules
6, 14, 34, 44 g sﬁrface plate
7, 35 a base plate-
9 a mesh member -

10 fabric pieces



a position alignment mark

49 a line to start the reading 50 a

line to finish the reading 51, 52 a line to indicate the end portion
111 a reading elenents matrix 112, 131, 133 a reading elenent 113,
114 a contai ner contains a reading elenents array 115R an array of

red col or rléadPndZ,A3eBeniel, 108G16m Hi7 408 ofa mgr een col or readi ng

el enent s.

17, 20, 24, 103 a portion where the pit is not formed
48 a position alignment mark |
49 a line to start the reading
50 aline to finish the reading
51,52 aline to indicate the end portion
111 a reading elements matrix
112, 131, 133 a reading element
113, 114 a container contains a reading elements array
115R an array of red color reading elements
115G an array of green color reading elements. .
115B an array of blue color reading elements
110 an image pickup device
120 a reflecting mirror having a paralboloid in a semi-cylindrical shape:
121 < light transmission hole
122 apolygonal 1ni1'r;:ar
125, 127 areflecting 1r.irrcr_having an emi-paraboloid in a semi-cylindrical shape
130, 132 a container
135,136 a straight line route
134 plural lines route

[0071] ;

Detailed description will be given below on the best aspect for carrying out the

" invention by referring to the accompanied drawings.

Fig. 5 shows a basic arrangement of a-card, on which an embossed hologram chip is
mounted. " Fig: 57 (a)" shows a general Viéw, Fig'5™ (b)" iS4 cross-sectional view,
and each of Figs. 5 (c) to, (e}  shows an enlarged view of the embossed hologram

chip.



115B an a
device 12
sem -cyl
mrror 12
sem -cyl
route 134
[0071] De
for canyi
dr awi ngs.
enbossed
Fig: 5 (1
shows an

rray of blue color reading elenents 110 an i mage pickup
O areflecting mrror having a paraboloid in a
ndrical shape 121 a Edit transm ssion hole 122 a pol ygonal

5,127 a reflecting m ner having an em -paraboloid in a

ndri cal shape 130, 132 a container 135, 136 a straight line
plural lines route Best Mdde for Carrying Qut-The-Invention

tailed description will be given bel ow on the best aspect

he078t the invention by referring to the acconpanied

Fig, .5 shows a basjic arrangenent of a card, on which an
AGY L PERTSES & SHERRR Blate 14 pig. anseperghOhpiat gamtuiied oyadard

I i dross ti.onal view and each .9f Figs.. 5 to (e),.
B GRRE FERrURE Pen tciihaRBhoRBREy: did en ool dbhoptahtlnip
12 being placed into the opening. On the surface plate 14, a magnetic stripe 2 and

an arrow mark 3 are disposed.

(00731

The embossed hologram chip is composed of a pit portion with depth equal to 1/4
wavelength of a laser beam used and a portion where the pit 1s not formed. On
the pit portion, a reflected laser beam is eliminated by an incident laser beam, and \
the reflected laser beam is not detected. On the portion without the pit, the

reflected laser beam is detected as not eliminated by the incident laser beam.

[0074]

The laser beam used is an infrared laser beam with A (lambda) = 780 nm (1 /4
= 195 nm) in case of a CD. In case of a DVD, red laser with A =650 nm (1/4
= 151.25 nm) is used. In case of the next generation DVD, using blue-violet
laser with A = 405 nm, ultraviolet laser with A = 351 nm or far ultraviolet laser

with A = 266 nm is under study. 1/4 is 101.25 nm, 87.75 nm or 66.5 nm

respectively.

[0075]
Fig. 5 (¢} shows the most basic structure. Pit portions 16 with the depth of 1/4

wavelength of the laser beam used and portions 17 without a pit are arranged with
an adequate distance hetween them one another on an embossed hologram chip
15. In the example shown in this figure, each solid line shown by bidirectional
arrows indicates that both incident light and reflected light are present. Each

broken line shown by a uni-directional arrow indicates that there is incident light



A card 11 conprises a surface plate 14 with an openi ng bei ng nount ed
on a card base nenber 13 having non-transparent property, and an
enbossed hol ogram chip 12 being placed into the opening. On the
surface plate 14, a magnetic stripe 2 and an arrow mark 3 are

di sposed. [0073]_ The embossed hol ogram chip is conposed of a pit

porti on whuhnegftastedylight 16 praseatwavel ength of a | aser beam used and a
portion where the pit is not formed. On the pit portion, a reflected
| aser beamis elimnated by an incident |aser beam and the reflected
| aser beaﬁ?d% not detected. On the portion without the pit, the
reflected asgr beamis detected as not elimnated by the incident

| aser beamg, EOQT4khoiACah AsahplBSARIUSRE ditelth bitieAa6s HeanPls RERBAN
X (lanbda) = 7 nm (2.14 =195 nm 1n case of a CD. In case of a
DVD, red Uakes infbihatiorro® ik filhangké ishvaildidd,.i2s diffcuitstoused thd datgase
of the next generation DVD, using blue-violet laser with 1 = 405 nm
ul t ravi ol entieagberem.t HnXxhs S@mphenacnclimad pit poridnol Rwithaberdepttt bf W4=
266 nmis under study. 214 is 101.25 nm 87.75 nmor 66.5 nm,

respect i veRyelengsh piithe-{ager beqra juse g atRdinedortiens 20 vathaué urkarep;
portions 16 with the depth of.1/4 el ength of the. |laser be used
Bnd por & i SFaEest Wit AR GCaAT fiskiroe JErSrg s ORe AROLEEG0ArE TIPS B ce
bet ween t e her on an enbossed hol ogram chip 15. In the
exanpl e S}E&S%&fh C@ﬁﬁ? figure, each solid |ine shown by bidirectional
arrows indicates that both incident light and reflected |ight are
present. Each broken line shown by a uni-directional arrow indicates
that ther@@7g]incident light but no reflected Iight is present.
[0076] Fig. 5 (d) shows an exanpl e where the direction of the |aser
beam i s ilndheresdmpldn$lesm imfhos figieorism reacheolid line ahopne by Hidiveritioasl e,
it is difficult toread the data wiitten therein. In this exanple, a
i ncl i ned BTewpBidiqates that hpthnngdentghghtangrreflegteddight aisgpuesent. end epddser
beam use d inclined portjon .20 wthout..a_pi re arranged w

o adequdrBreh Do ABevE DR dfHPEHdelD fideS thah ot AR ehF arn
chip 18. 10e: hown, | 3 i solid
l'ine shom%qgéﬁ%ﬁt%@%lg%ﬁsm@%%n 2’%%%?%%? %@p%?g[#é g%? kﬁll?cr?(t:(? ent |ight
and refl eghirlsbd GPlogAi® cRIpSSFRRls stARPuRAC It BIHRK§Hle thaethawctlYe shown
uni -directional arrow indicates that there i's incident |ight but

refl ect ednlRighB (¢)s andthpseseie showh3n Figrds{d) npedst.bl e to duplicate
t he enbossed hol ogram chip of this structure. It is possible that the
structure shown in Fig. 5 (c) and the structure shown in Fig. 5 (d)

coexi st.
[0078]

Fig. 5 (e) shows an example where laser beams with a plurality of wavelengths
are used. Unless information on all of the laser beams used is available, it is
difficult to read the written data. In this example, a pit portion 22 with the depth
of 1/4 wavelength of the red (R) laser beam; a pit portion 23 with the depth of 1/4
wavelength of the green (G) laser beam; a pit portion 25 with the depth of 1/4
wavelength of the blue (B) laser beam; and a portion 24 without a pit are arranged
with an adequate distance between them one another on an embossed hologram

chip 21.

[0079]



[0078] Fig. 5 (e) shows an exanpl e where | aser beans with a plurality
of wavel engths are used. Unless information on all of the |aser beans
used is available, it is difficult to read the witten data. In this

exanple, a pit portion 22 with the depth of 1/4 wavel ength of the red
(R) laser beam a pit portion 23 with the depth of 1/4 wavel ength of

the greenlq the exaseple shavm im thistfiggee alsoncazl safid fing h?éowadmbldtreqtmal

Q?Wté)e;??ghé’,@é%}xmﬁc%%éj ?Jaﬁﬁwg% cﬁ%@ig@arﬁwﬂmﬂ@@ kbt g BroseBt ndiachn” an
79
Froure al DORBTIAR ToWRA 2 1"@6%‘3&?“8(}‘%?‘%.1?‘@8%{88@%%@??6 rdnfiliftligh
that both 1!1 gﬁiétcté dﬁ’éﬁt gesre lqﬂseﬁnfogﬂnﬁagc%%ﬁkﬁﬁﬁ-ﬁ%ﬁtto ?ﬁ&t@rtﬂgen
| C es that there

i ne shovvn uni - ona arrow I n

i nci dent éﬂnﬁbéseﬁ%ldh@aﬁﬁfhhﬁ@iﬂﬁs kir@fturd.s IPIseA88 bossibile Itﬁataﬂlgrs&tucture
i npossi ble further to duplicate the enbossed hol ogram chip of this

st ruct ur eshavn irsFl so(dossd teesttdanre stmvat inuEigub eles hanaxistn Fig. 5 (d)
and the structure shown in Fig. 5 (e) coexist. [0080] [Enbodinment 1
of the authentication verifying chip] Referring to Fig. 6,
descriptipons bel ow are on authentication verifying data witten on
pits. TheQﬂ where data is to be displayed are arranged regularly

L S T 0 g R ) S s o
| aser dt\éhﬁ%f’o gig”%' ﬂe%@%?bﬁé‘%f&vd are mﬂ;tﬁgﬁﬂé@(ﬁ% %eh n§ 89@ v@ﬁ&@n

i's recor an exarrpl e aser

nul tiple ya ts( {vhéftedaw@\i@t@ﬁ@m layBd ki §rr§ﬁ’§éi‘])r bR St@dansure
[0081] In Fﬁ 6 (a) (b) and (c) , ﬁelyplts where dfﬁga |}g recor ded

are ar rartgedeadmgegnlag BmImrdtalcSaamenrm indichtes therstai:mmgjef pics. FiRig. &
(c). Apit 101 is fornmed at a position where data of "101010110" of
an enbos s@a aw] Big: &nile hBlpow gsempleatydiere 8 lnserriwanr wetll,a singleavavelength is
protective ayer 100 s di sppsed on it 082] odi nent 2 of the
aut hent i eAGRAVERGIE S ﬁ@a@ﬁ.dgﬁ Bi I&CO@G@{))}Q’@O% (@i s aloexangple svhegs
In order to 8 ecord of an ql ogrsam chi
base. memdeserTans it e IRttt (e e fRaRS 3008 SR BrE NG
the data 1 is forned and a inclined surface 103 is forned at a
position of the data O, and a protective layer 102 is formed on it.
I n order [igpgi]) the data can be detected froma direction different
fromthe inclined surface 103 and the pit 104, a

In Figs. 6 (a), (b) and (c), the pits where data is recorded are arranged at regular

intervals. Fig. 6 (a) corresponds to Fig. 5 (¢). A pit 101 is formed at a position
where data of "101010110" of an embossed hologram chip base member 15 is

recorded, and a protective layer 100 is disposed on it.

[0082]

[Embodiment 2 of the authentication verifying chip]

Fig. 6 (b) corresponds to Fig. 5 (d). In order to record data of "101010110" of an
embossed hologram chip base member 18, a pit 104 having a inclined surface at a
position of the data 1 is formed and a inclined surface 103 is formed at a position of
the data 0, and a protective layer 102 is formed on it. In order that the data can be
detected from a direction different from the inclined surface 103 and the pit 104, a

-24 -



inclined surface and a pit with a different inclination angle from
those inclination angles may be fornmed. [0083] [Enbodi ment 3 of the
aut hentication verifying chip] Fig. 6 (c) corresponds to Fig. 5 (e).
A pit 108 for. data . 00101010" for 780 nm.i nfraredq |l aser beam_a pit
107 for da‘tnﬁfmﬁi‘ﬁ NG 3P a“’%@é Cﬁﬁ‘?‘i@ﬂ Wr&‘é‘%'i‘mb &oan shose melgwtios,
data " 100 . ¢ nm bl ue | aser beam are forned on an
enbossed #%%%;%%&éﬁﬁ%%%ggé menber 21, and a protective layer 105 is
di sposed on it. [0084] [Enbodi nent 4 of the authentication verifying
chip] In a verifying chip, which is to be read by a machine, there is
no need thgpga] pattern such as characters, design, etc. recogni zable
by a person is witten. Fig. 8 shows a pit arrangenent exanple of the
verifying [@mpdipespdrafdhdputlentigatimesnfyliat ¢hipy a conpute, suitable
for mechani cal reading. [0085] In this verifying enbossed hol ogram
chip, 102&ipitdely comeapands tar Figne@)i nAzpitrdd8 for data MH0ID1GR"60B2,780 nm

consi sting of an enbossed hol ogram In this fih%ure, t he positi on
wher e bi nafargddaser eaps agf 102 forj dats AP0 Yornal650anul rethdaspo besmamd

where the bin daja 1" i jttep is showmn with a mark "*". [0086]
Now, a m?%ﬁﬁé%f%ﬂz{a% nfqollrga%f){#a? § 4¥atmiblue bser bers are-foymed ehams an
exanpl e of _tr r nbers w t h hexadeci mal nunbers of. 256,
digits, mﬁP§RES§eFe€°3§§‘§fE§HP§1?S%&%%??%%fénﬁa?d?fﬁ?%weﬁagﬁri J8iditRoged en
the resul§ of nuclear fission of radioactive substance. Random
nunbers used for a crypt key or the like are generally

[0084]

[Embodiment 4 of the authentication verifying chip]

_In a verifying chip, which is to be read by a machine, there is no need that a
pattern such as characters, design, etc. recognizable by a person is written. Fig. 8
shows a pit arrangement example of the verifying chip, prepared by using binary

data by a compute, suitable for mechanical reading.

{0085]

In this verifying embossed hologram chip, 1024 binary data are arranged in a matrix
form of 32 X 32, consisting of an embossed hologram. In this figure, the position
where binary data "0" is written is shown in blank, and the position where the

binary data "1" is written is shown with a mark "*".

[0086]

Now, a method to obtain the binary data is described. Fig. 9 shows an example of
true random numbers with hexadecimal numbers of 256 digits, whicﬁ are obtained
by detecting a radiation ray irradiated as the result of nuclear fissfon of radioactive

substance. Random numbers used for a crypt key or the like are generally



suppl i ed as hexadeci mal nunbers as such. [0087] Fig. 10 shows
hexadeci mal random nunbers shown in Fig. 9 arranged in the matrix
formof 8 columms x 32 rows. The hexadeci mal nunbers can be expressed
by replacing with binary 4-digit nunbers. That is, "0" of the
hexadeci mal nunber corresponds to "0000" of binary nunbers.

Si m | ar | ysupplied aerhessqmndsl nwonbda®@s "suci.2" corresponds to "0010", "3"
corresponds to "0011", "4" corresponds to "0100", "5" corresponds to
"0101", "6" corresponds to "0110", "7" corresponds to "0111", "8"
correspon &k%ﬁ "1000" and "9" corresponds to "1001". "A" corresponds
to "1010", “ corresponds to "1011", "C' corresponds to "1100", "D
correspongs t " wadn GO y " "E r.

fo » L1t & aBshPheacuiGinineh B AT SR s a5 S bt A SRR E R
hexadeci r r y i t i y
random nEE erggg&ﬂ;ﬁg\%ﬁﬁ i %2 E‘?‘gw 1’1‘1192 %1’%‘18‘?5{%{ ’ﬁg@ﬂ?ﬁ&aﬁﬁ(ﬁ%@@?ﬁdw
nunber cagfephRingeRith tathrpY-diglimginibebé.nary nunbers. Thus, 256-digit
hexadeci mal nunbers correspond to 256 digits x 4 digits = 1024 digits
i n bi nar yThatnbel0s of Thebexddeaara) nnurbee cerresponide to G0N efl bdiareotnpersn a
random nunber generator, and in such a case, it IS not necessary to
per f or m sdibskrlyut]' serisspendsi ton 009 Yo 8Y correspendsuion 810 ar® carreanefds ton

L e e
ar a0 5131l s 421 B0c s DLl HOAIPAN 4 OBecspongs 1
left withqgpyiwrig &Hrés?ﬁg@f%@'}llfﬂ)@‘t,a i Sordedfdn@8 tb @1G1he ‘@%bf’rie%?bdﬁisttb

the mark to correspont . The arrangenent of the verifying
chip as shogwt, ID" Ebr@espdnds té MU1", 0B @bfiedponds to "1110" and "F" corresponds to
"1111".
[0088]

Based on the expressions as given above, 256-digit hexadecimal random numbers
shown 1 Fig. 9 are substituted by binary random numbers as shown in Fig. 11.
One digit of the hexadecimal number can be replaced by 4-digit binary numbers.
Thus, 256-digit hexadecimal numbers correspond to 256 digits X 4 digits = 1024
digits in binary numbers. These binary numbers can be obtained directly in a
random number generator, and in such a case, it is not necessary to perform

substitution operation.

[0089]
These numbers are arranged in the matrix of 8 columns X 32 rows as shown in
Fig. 10. Further, for each digit of binary numbers, matrix of 32 columns X 32

rows are arranged as shown in Fig. 12.

[0090]



The authentication verifying chip prepared in this way has 32 col um
x 32 rows X 1 bit = 1024 bits for authentication verifying, that is,
it has an authentication verifying key of 1024 bits. [0091] For the
enbossed hol ogram chip shown in Fig. 6 (c), the lights with a
plurality of wavel engths can be used. Next, an exanmple of the pit
ar r angenehinady, thevposition eagrasppnding ta "¢ s0f dhe Winash numbgr aptireemabyx of Fig.
conput er suit Ie#Lor mechanj c readi ng of binary data, an

I i ch
uses the L% ghiet wam/h%ﬁatﬁe fiads mtténgw@rpqsegonamgﬁﬁ%%@)
is d [ . [.0092] .Th "R,."G d "B . t al._ of
four condrt 1B sEeREIitng - o greriechsny & i S GRF of shivRdp Tie. 8
words, thesg caphn.fandl ed as quaternary numbers. The quaternary
nunbers can b€ expressed by four 2-bit nunbers, i.e., "00", "01",

10", ~andThd huthehBORRn vériffing khirs denadRClyERhad 89 @eiHI XD I25rcRfs

256 digits shown in Fig. 9 and further hexadeci mal random nunbers of
256 di gi t X vdhibit k- 4024 bred bortdntisantickiéore yenfyaty, itbatshotvhasan hhtheatieationnl
random nunbers group a" is the same random nunbers as shown in Fig.
9, and " hestdpweikenl ofrld@dddtisnunbers group b" is the random nunbers,

whi ch ant ecedes "hexadeci mal random nunbers group a". [0094] These
hexadeci mal random nunbers group is converted to a binary random

nunber s gt@éﬁj Fig. 14 shows the random nunbers divided for every 2
bits in o to convert to the quaternary nunbers expressed as "0",

"R', "G ﬁﬁ]d "R 1 Lnatvenu " 0QY i -
quat er nar'y nlljrl ﬁ%&bisgggﬁh%OE§% Qﬁfgngohlgwa@?lgt gqga’atthgg}%ﬁ%%%}ﬁ%{, P
bi nary nupheilengtls ciPhelusd®r Ny, Ueshaiple 6f tRNpit RRALYMBMSR! vedfimgt O
guat ernary nunber "B" as shown in Fig. 15.
chip of a card, which is prepared by computer suitable for mechanical reading of
binary data, and which uses the lights of generally called red (R), green (G) and

blue (B) is described.

[0092]

These "R", "G" and "B" can express a total of four conditions including "0" where no
data 1s written. In other words, these can be handled as quaternary numbers.

The quaternary numbers can be expressed by four 2-bit numbers, 1.e., "00", "01",

"10", and "11".

[0093]

Fig. 13 shows hexadecimal random numbers of 256 digits shown in Fig. 9 and
further hexadecimal random numbers of 256 digits which antecede those. Here,
what is shown as "hexadecimal random numbers group a" is the same random
numbers as shown in Fig. 9, and "hexadecimal random numbers group b" is the

random numbers, which antecedes "hexadecimal random numbers group a'".

[0094]

-27 -



[ 0096] The quaternary nunbers thus obtained are arranged in the
matrix of 32 colums X 32 rows, simlarly to the binary nunbers shown
in Fig. 8 or Fig. 12, and these are shown in Fig. 16. The verifying
chip thus prepared has the data of 32 colums x 32 rows x 2 bits
=2048 bits_for_ authentication verifying, .in other  words, it has an
aut hent i c30Feh hGEAGerIRa) gadop pHMPRSINP IS Coryted e bEahERdon of

e DSBS AT G0 Nt SIS B B0 T 8
number s g%ﬁé? &ﬁ) %099&%‘!3 gg?ﬁgquﬁéﬂ{a}ﬁu%ﬁe s & e§s%§ba(sb'b" RIT i da:ha B6)

and Fig. eac OWs "a matr1 X erm o x 16 based on the
matrix pattern of 32 X 32 in Fig. 8 Fig. 17 (a) has the origin at
the coordinates (0,0) , Fig. 17 (b) has the origin at the coordinates
(1,0) , Fi@p9517 (c) has the origin at the coordinates (0,1) and Fig.
17 (d) has the origin at the coordinates (1,1) . In this way, it is
possi bl e Forthesdizarp numdier{'§0"as converied paquatemsryt nembend)" nhinayxnumber
pattern obtained fromthe random.nunbers group shown in Fig. 6.
[0098] Foll{ k@ Ipefeprd® ngmbsst B, Arnagy Aumher ail0't & Grtermary xupben & and
from one r.andom nunher, rqu it is alse ssi ble_to.use various
et hods stroabmbimdiode HteRiany utbel B SRR BhFIS We art | he
random nunbers group shown in Fig. 6 or a nethod to change the
preparation position to start the matrix pattern shown in Fig. 7.

[ 0099] | n[@@edoi ng, a card issuer can maintain secrecy by arranging
one random nunbers group as a master random nunbers group and can

obt ai n a Pheyahdtetyarpnumdicrs khusadhteined atrmsegnged ihhae ngtie rof 32r@damns
nunmbers group. It is also possible to automatically control the

pl ural i t yXoB2mawsi sinplariydoribe bawey nombetteshawmomBig Srordfigt b andithese
[0100] are shown in Fig. 16. The verifying chip thus prepared has the data of 32 columns
X 32 rows X 2 bits =2048 bits for authentication verifying, in other words, it has

an authentication verifying key of 2048 bits.

[0097]

[Embodiment 5 of the authentication verifying chip]

Now, referring to Fig. 17, a method to obtain a plurality of verifying chips from one
random numbers group is described. Fig. 17 (a), Fig. 17 (b), Fig. 17 (¢) and Fig.
17 (d) each shows a matrix pattern of 16 X 16 based on the matrix pattern of 32
X 32 in Fig. 8. Fig. 17 (a) has the origin at the coordinates (0,0}, Fig. 17 (b)
has the origin at the coordinates (1,0), Fig. 17 (c) has the origin at the
coordinates (0,1) and Fig. 17 (d) has the origin at the coordinates (1,1). In this
way, 1t i1s possible to have a plurality of matrix patterns from one matrix pattern

obtained from the random numbers group shown in Fig. 6.

[0098]

For the purpose of obtaining a plurality of matrix patterns from one random



In the exanples shown in Fig. 8 Fig. 12 and Fig. 17, the

aut hentication verifying data is recorded by binary nunbers expressed
in 1l bit, and in the exanple shown in Fig. 16, the authentication
verifying data is recorded by quaternary nunbers expressed in 2 bits.
In addition to these, it is also possible to use octal nunbers

expr essednitmbgrshgnospaiids Aleg avasibledio useriseoys axgihedssetrhi as ymgthagl to
[0101] [Mounting position of the authenticatjon verifying, chip]. Fi

7 shows eﬁaaﬂaeégeolﬁetméltmlrﬁﬁ% tiifo §NdOBhBUIBPERSHEOYR ﬁf{m? h@%egq 6ot
according_to t tructural features.as described above, Th R
vor 1yt ngmietiod e agE S PrenbRiet SRED B E MBS hongy i Fie
the central portion of the card body as shown in Fig. 5, at the
foll owi ng positions: at the forenbst position in the mddle portion
as shown in Fig. 7 (a) ; at the central position in the mddle
portion as shown in Fig. 7 (b); at the posterior position in the

m ddl e poi@®d3®d.as shown in Fig. 7 (c) ; at the forenpst position in
the lower portion as shown in Fig. 7 (d) ; at the central position in
t he | ower Irpsr toing, asarsiigsuerioan Ehagntain gegrecyabiyl agmnging ope $arddnp numbers
position in the |lower portion as shown i i %%ile it.can

Fig, 7 (0.
al so be nBiMNPEG agtepsandomyRu e{%@fﬂ&gﬁ@ﬂ 8B Pbtaém,g lyrajily QfdBitry| e
for the nopyptin iti;on to avoid the position if:the uppe rtion,
when t ner BHr- Batet Henma s faidon aGaBRE SroPreltin e HREREI B! om
t he magnej .| S Eﬂﬂg '%ERE¥ I+Rg ; I
Descripti%ﬁ%n%g%%&ﬁgpég%ﬂ%%ﬁglre g#ng 0 %ﬁﬂéﬁﬁpﬁﬁ?ﬁgﬁéﬁ?Sgﬁ§ﬁ?%%1?%
an enbossgg &eipgram chip. A nethod to read the enbossed hol ogram
chip sinmply as a plane, a nethod to read a plane as an assenbly of
lines and a nethod to read a plane as an assenbly of dots are known.

[0103] Fi 80 18 shows an exanpl e using an i nage pickup device of the
nost basi 010dangenent in the method to read the enbossed hol ogram

chip sinpJy as a plane. Froma d bod : ich consi.sts of card
base pl at B e, eXaigss ohak 18 3 Fis b s et veuRe
15, the epbossed hol.agram chi 5.1s read.b n, i i cku pce .
170, " and GHE S Ecaried S BB dntey Sakeite Mot AHBIT R SHBuE TR
[0104] h . : :
Stopped, e e itheticafiol SESidgdRa R fE B PR A n et

hol ogr am &hir@sst8 in WHie) 5 additiod ke tigghePit i8 alsasrisibRA® SRUstS fudtiers
shown) . By the imge thus photographed, the enbossed hol ogram chip

15 i s autémpnédsedtied, hisnthdteaddiingl pumbbrs expressetlicidtiytsof the card 11
is verified.

[0101]
[Mounting position of the authentication verifying chip]
Fig. 7 shows examples of the mounting positions of the verifying chip according to
the structural features as described above. The verifying chip 46 can be mounted,
other than the position at about the central portion of the card body as shown in
Fig. 5, at the following positions: at the foremost position in the middle portion as

. shown in Fig. 7 (a); at the central position in the middle portion as shown in Fig. 7
(b); at the posterior position in the middle portion as shown in Fig. 7 (¢); at the
foremost position in the lower portion as shown in Fig. 7 (d); at the central

position in the lower portion as shown in Fig. 7 (e); and at the posterior position



[ 0105] [ Enbodinment 2 of the reading device] Referring to Fig. 19,
description wll be given bel ow on an arrangenent exanple of a

readi ng device, which conprises detection elenents in the form of
matri x and which perforns reading in the planar shape. Fig. 19 (a)

shows a generaJ arrangenent, of a readi jce and Fig. 19 (b) shows
the corredp iOW&rrpe I &hs hi ﬁe&g-aﬂﬁﬁéw 13 MY nERl .

In Fig. 19, .t.he.reference nuneral 11.sho card pbody; .13 bas

ol at e 1aPasib i Bl RE oA s dESrBMRIY o Blotp S tpuifcs Bo 2756 the
enbossed ; @I\%}féﬂ 1 ef ral : h@-}'\ﬁ] [

el enent s Prgéflgl&;i( eri1 serl;ga Ftugrfzv@{ ér?lggl%lr@ngﬁglb?r%ﬁ%%n%l aregre%?gi?l ndge ei n
t he pl anamfsheRRnSPoraThe nALEE stihel he verifying chip 15. Each of the
readi ng el enents has a |light source conprising a sem conductor |aser
or the like and a Iight detecting el enent conprising a photodi ode or

the like. [0106] Wen the card 11 is taken into a readi ng apparatus
and is st , the verifying chip 15 is positioned under the reading

el enent s trix 111 i | anar, shape., Then, the reading el ements

mat ri x 11EEWé8@§K§G@H3H£?6@@&%%H9EF¢}ying data of the verifying chip
15. [0107 Enbodi t of . t.he r eadi devi ce] .Descr.i;ption will be
gi ven_ bel BTG e Ao PRSHARE A PrikBE e navEis 7 Fhotsely
as an ass Lin :

2 o0 2SSk lbl kb 1o PR AR HIRKEAEERSAHE 208, 2
arr angenmefktiild 8 1é8d aGlldROasuit hssefnbdy bEREH¥hdde Hietoftrdat & plafe 4din
shows the corresponding rel ati on between the card and the reading

el ement s dssemblyvagf dotherchn@viil is the same as the card shown in Fig.
19, and the detail ed description on the card is not given here.
[0108] In Fig. 20, the reference nuneral 113 shows a container with

a |l ength, \/{th is slightly longer than the width in noving direction
of the veﬁfq ;5 ng chip 15. A plurality of reading elenents array 112

foget hor ey 58 8o R en bR EIERh nthde by R P ARG eRCthet's That

[ ght det SERECIEEY L e R RAE VL S bp SRR amhip BlRIFAS ablane.
From a card body 11, which consists of a card base plate 13, a card surface plate 14
and an embossed hologram chip 15, the embossed hologram chip 15 is read by an
image pickup device 110, and the result is verified by the pattern recognition

technique.

[0104]

When the card 11 is taken into a reading apparatus and is stopped, the image
pickup device 110 photographs the embossed hologram chip 15, which is irradiated
by a laser beam source (not shown). By the image thus photographed, the
embossed hologram chip 15 is authenticated, and accordingly, the authenticity of

the card 11 1s verified.

[0105]

[(Embodiment 2 of the reading device]
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[0109] When the card 11 is taken into a card reading apparatus, it
passes under the reading elenents array. At this nonent, the reading
el ements array 112 reads authentication verifying data of the
verifying chip 15. [0110] Fig. 21 shows exanples of arrays of the

di ts in.th di deyi ) h in Fig. 20. As sh
92011 S\ g B SR SR 2 BRGADh oo Beage
i i ngl I y o} . _Th b I d "DQQ"_to "D31"
B I e e
4 of th i i - Eis f
oot oL SR PR SRR BB i A00GT A B

di ff er ent a50h@nset! & aueading\WekicB AAHEFIGUBS €hNashywa AR ebS-edsondidveldtibn
Fig. 16. In this exanple, according to the reading el enents array

shown i n BeigveeBGhe aacbmicathearcadihd desreai hsFan 18y theyrefdrenednhimetal 11
readi ng el enments 115R an array of geen | i ght reading el enents 115G
and an ar koot cardiody; ghta hasadiate bt @ surfeee plagy anfl ddrpyerdiiagraiep,

l'i ght reading el ements a 115R . th reen |ight readi el ement
array 1 1505ha aprrmbassed Il%g’faﬂ‘r‘ E5ig @h% refEeRCS I&IIP%E%? ﬂﬁ%’%%agﬁ
here sinply as,examples, and it.is n | es y..1 hat any.
conbi nat | SRTRRE BR: e Sah pins deROBR Fi S 112 kst Bn g g tng pranar
ar rangene I : i; el ' Q|
R o s BEAHR & BhePIO IS BintRAdpds] BIBNLERIRAGe Rt TAT:,
this exanpdif,sodfcedédmprisihg hRemi@nanctde #¥eRok eRslliRg agti @ t&efe@ﬁ% to
"R31", anmgrray of the | agser beam G readi ng el enents " % to "G31",
and an are¢layeanf comeribiager plintedivd: oetdi hike.el enents "BOO' to "B31",
havi ng 32 reading el enrents each are arranged
(0106]
When the card 11 is taken into a reading apparatus and is stopped, the verifying
chip 15 is positioned under the reading elements matrix 111 in planar shape.
Then, the reading elements matrix 111 reads authentication verifying data of the

verifying chip 15.

{0107]

[Embodiment 3 of the reading device]

Description will be given below on a device for reading the plane of the verifying
chip as an assembly of lines.

Fig. 20 shows an example where the reading elements are arranged in array. Fig.
20 (a) shows a general arrangement of a detecting unit of a reading device and
Fig. 20 (b) shows the corresponding relation between the card and the reading
elements in array. The card 11 is the same as the card shown in Fig. 19, and the

detailed description on the card is not given here.

[0108]
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in three colums. [0114] [Enbodinent 5 of the reading device] In the
efforts to devel op the next generation DVD, it has been under study
that | aser beanms of a laser for CD, a |laser for DVD and a | aser for

t he next generation DVD can be detected by an optical detector
applicable to three wavel engths by using an optical head using the
optical sysFRIN2DOtHeerdfeiteags atrmdrarl18shows nocontBasawith enighbth, adech is
which can emt three |aser beans by a single elenment. (See N kkei

El ect r oni slightiMdon@83thap the svidBdptreeting dxzctigooidhe venfpngtcdhe bpt it al
detectors are_ aligned in one row and_are used, i% i s possible ta have

an ar r angplitality of reaéng slgmaongs arrayndhe @%Plaﬁe ot g D% IR
the | b G and the. | b B, sim t h .
o’ B S es ERTe A o A bl ALy
shows | Vi ¢ DER [

means to %ggle?ﬁseﬂ%e# ?1218%%11#%? E?Eégvpgs? esraéﬁggam Ei}‘)rgg g.f'éci)'tc?i<f'ftllt(j [ ﬂr‘?gq%gld;i}goanal
pillar m fafrqesceadontadnt Boﬁlﬁlﬁsiﬁg\éi;ﬁﬁt&ﬁ@db @sthe ligser beam printer.

In this scanni ng neans, optical scanning can be perforned only by the
rotati ng novenent of the polygonal pillar mrror. Because the
reflection |ight beamobtained is reflected in radial direction, the
| i ght beab@idés not enter perpendicularly to an object. In this
sense, the optical scanning by the polygonal pillar mrror js not the
opt | mal MBS the chel L etAkSn Ae TG EITBE ABRATENP oft PARSCSSEE Sk

hol ogram formation. acc to.the d

o115 and LR A sﬁrﬁﬁitﬁﬁéninﬁsmém il i &%mi%wﬁﬁ%%g?%f%
o obt ai e iR s B e e LB P ST G Bet ween &

parabol oid and parallel beans. In this figure, reference synbol X
represents X-axis and the synbol Y represents Y-axis which is

or t hogonafp1x10] X-axi s and the synbol O represents the origin. The
synbol P represents a parabola, which is expressed as Y = -X 2. This
par abol a Fas2h shoeslexpmples df amays loé tirosdadingrelements=ngthg ygadme deyicg as
Al straight lines running in parall 0_Y-axj. e concentrat efgdrjgrtno

el 5 S a
the focalShesimin FigwRln Aerherr 84 Pl 2h@) pds apiing plementy eifeplagt
any strai '%0“ It(I:» r‘]f)Bf't l%ré Isﬂi%le column on a base. These may be placed from "D00" to

"D31" in a zigzag arrangement as shown in Feg. 21 (b).

[0111]

[(Embodiment 4 of the reading device]

Fig. 22 shows an arrangement example of a device for the card authentication
verifying when a plurality of different colors are used, which are quaternary
numbers as shown in Fig. 16. In this example, according to the reading elements
array shown in Fig. 20, a container 114 contains an array of red light reading
elements 115R, an array of green light reading elements 115G, and an array of blue

light reading elements 115B.

[0112]
The red light reading elements array 115R, the green light reading elements array



fromthe focal-point Fruns in parallel to Y-axis when reflected by
the parabola P. [0117] A basic arrangenent of a device for reading an
enbossed hol ogram by applying this principle is shown in Fig. 24 (b).
In this figure, the reference nuneral 120 represents a reflecting

' havi bol |, | |.ndrj cal f It i ' '
e ~cyl | Ao an Too B Vaheircrd0e TS ALAR A he S ROE Bap s
di cul ar| S, t d ' . '
[ anam ssFBAMPERCANDE L ARrIS Bt e BThipRirof Qigx ks may b ueed.

position which corresponds to the origin in Fig. 24 (a). Further, at
the focal point of the reflecting parabolic cylinder mrror 120, a
pol ygonal rgjygior 122 is disposed, which has a rotation axis in

paral l el to extending axis of the reflecting parabolic cylinder mnor
120 and hgse, 23nshoygaamparrarefeesnt iengmpler dfaoeays Theeadng elementy WkeR & lagery

t nb d hol hi p. 0118] A I tt )
0T s g anehom o Bk AR
shown in Fig. a) passes rou e li r ANSIHAS 0
azg_ :j 2 (r:] |t cei éﬁgfﬁpltéﬂalﬂ ﬁglagéli §%‘T)H‘§F‘; rﬁ?ag? (ﬁ r Q%gg erllﬁltélepés Z{U()bg%gi@?h%rg al]l%i;i
| | " " h 1
661 oot i nnsenBrd g MRl iCd A6 GRE L S6a BRAAHY 1RO ke Bek
| nci dent s o, e SERERRCHAOLPMIM ARy 324eadifd ERindes thth axel argmat

mrror 12 SpoSe the focal point of the reflecting parabolic
cylinder m pgtetdfimidie | aser beam which is reflected by the

pol ygonal mrror 122 and incidents on the reflecting parabolic
cylinder mnor 120, is reflected again. It is reflected in a
direction in parallel to the advancing direction of the |aser beam
emtted frlobidlhe |ight emtting/ detecting el ement 123 and it then,

i ncidents on the enbossed hol ogr mcEi p 124. \Wen the | aser beam

whi ch has [EathodenesP ghtheieaps ‘%F”CF e enbossed hol ogram chip 124, is

flected withoyt being elimn -
e rout dn ste ety o Afupd PAE Bientlion®D 0D, RORE KtARuraoP ot that
refl ect ed | A560. REQL IAGGENETOR 1h4R b DVD 8 bliRg/detieatdogentrationt

123. As it Can be un om t he above explanation, all of the

l'aser beanpyih hedidteqsd 1132%11' dpaieal @kdtdi ngyplitebledbithrpesivarmdengthoBy
incidents on the enbossed hologramchip 124 in a directiaon

per pendi culsig drooptical hAPaging End opliicad aystmoto henmtegrasdry WyeNsiBSE I n

t he enbossed hol ogram readi ng device as._ shown in_Fi %%4 Eﬁt’% , iy( i S
not possi (i-wavalengshdasehevhich GRNERITGRTeS a6 B AR BY AFIHRE GITAFH c hipee

124 tion, which | ' f ] 122
as ‘soon | ROkkeeaRpEce. B 98- Pa%) SHIETBRF O1s AQbor BAER de sPakal
123 It desi. . that | Nt L i t itt
onthi s pOEESHSGIe PHES O TAREAIL o Yo iR RbHER todatelantt (10,

this port iz%%‘nggﬂ\éﬁf/ &f tglgir{eﬁgiﬂg@élﬁ&% BAy BP W Iaser Fédn R 4hd tkel beam G

adopted, t 'S no n,” which corresponds to the rear side of

the pol ygopalthBi{QeF hédd. Badihilat to tfe irbngenfent mhvwonn Big.ta0en in the
enbossed hol ogram chip 124 can be read out.

[0115]

[Embodiment 6 of the reading device]

Fig. 24 shows a reading device with the new arrangement. Optical scanning
means to use the reflection of the laser beam by a rotating polygonal pillar mirror
is adopted in the device such as a laser beam printer. In this scanning means,

optical scanning can be performed only by the rotating movement of the polygonal
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[0121] Fig. 24 (c) shows the nost basic arrangenent for this

pur pose, which uses a half of the reflecting parabolic cylinder
mrror. In Fig. 24 (c), the reference nuneral 125 represents a
reflecting mrror with a paraboloid surface, and it is des%&nedd'iarl
seni - cyl i neiniroatrrehaBechess the teflscti@ntgit heamnobliainedtis sRleERHIThER
perpendi cul arly crossi n%ﬁtéhe drawi ng surface _only on the. ?rtf’ oR .
wher e t he digctienptheXight heamadoepanatentpigperpendigylatlyig aPi(g’ch' n s

transm ssion hole 121 as sho in Fig. 24 is_not f d

it is not seeeeidhe @@ﬁ@h@ﬁ?mg\éwhyh@ef%)gﬁonﬁ]olgﬁ%l BRCPp s P@@c‘%ﬁﬁ%ﬁ”ﬁ&ﬂs
hal f - parabolic cylinder mnor 125 I ' Z b dine the
di sposed, tRPEHSERAS tgler#g#}n&{nggg}ss%{ %Bp%gg@é? Iﬁ?fé)rgﬁ]me%% sf FRans
extendi ng .di rect.i 0 refl i nabfq ggﬂﬁ%)@h{ré;eﬁgthidfdﬁé [maiderer
125 and hé@O@B%P%ggﬁggp&ggﬁtg%to%%ﬂ gﬁ?l?gce. The reference nuneral 126
r epr esent q@? enbossed hol ogram chi p. [0122] After being emtted from
the Iight tting/detecting elenent 122 in direction of the

pol ygonal minor 122, the laser beamis reflected by the pol ygonal

m nor 122 and incidents on the reflecting half-parabolic cylinder

m nor 125.[oiheh, it is reflected and incidents on the enbossed
hol ogram chip 126 in a direction perpendicular to. it.

In thi
enbossed HRarspleichis asad iyagelleding te{escaPe AT ¢ P 8#&“&8‘?‘5‘% %%L%f mEgRs to
mbossed hol hip 124, which | i _ :
i nor 192 Wk pamie bewRes HEEnEF dal oAV e Bng fEtwtdira B8RP nd
itti / det i | £ i i _AAd
be. r oadhdgHilel PREmEn( Pk Bt (G5 Binbol KIepRAIhLOR. M G aReno!
devi ce] Fz&%%i ¥ ?gﬁetnt&:eY%&g AlcPRIdrIEoall 1 Xakiser the syartiol
a

par abol oi d“cyl T ndric mnor 127 is reduced as shown in Fig. 24 (d)

and it is confeaty 8@ dhah. aTRoEmbol Mrepresehis ppdrybmaarhichns expreased as
faces to the reflecting sem -parabolic cylinder mnor 127 is
of f set t ed.Y EheX é. i Thizoparabala pes aifoes] paintdhattierpasitinn el G Yi=i s

e, L T ks a1 o it Aol S
T

possible to read a plurality of wavel-engths. [0125] [Enbodinent 10 of
the readi fgifeke §6¢al point F runs in parallel to Y-axis when reflected by the parabola P.

[0117]

A basic arrangement of a device for reading an embossed hologram by applying this
principle is shown in Fig. 24 (b). In this figure, the reference numeral 120
represents a reflecting mirror having a parabolic cylindrical surface. It is designed
in semi-cylindrical shape with its length running in a direction perpendicularly
croésing the drawing surface. Also, a light transmission hole 121 where light can
pass through is formed at a position which corresponds to the origin in Fig. 24

(a). Further, at the focal point of the reflecting parabolic cylinder mirror 120,a -
polygonal mirror 122 is disposed, which has a rotation axis in parallel to extending
axis of the reflecting parabolic cylinder mirror 120 and has a polygonal reflecting

surface. The reference numeral 124 represents an embossed hologram chip.
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Description will be given as bel ow on a readi ng device, which reads
the plane of the authentication verifying chip as an assenbly of
dots. Fig. 25 shows a reading device using a single reading el enent.
Fig. 25 (a) shows a general arrangenent of the relation between the
card and the reading device and Fig. 25 (b) is a drawing to explain a
data detecting nethod. The reference nuneral 11 represents a card
body; 13 &0tk]d base plate; 14 an upper surface plate of the card; 15
a verifying chip; 131 a readin? el enent; and 130 a container to

12

accomdatidlaserebeagnamifgediremeh ightzamiting/ deteating glesnenteldd instirestiowef i n
"o ke Bl PR B ot B U foriEhitanbolePurihd
appar at us et 87 Bk PAPEF el b bk Bed AnsdutBOpy e "
movement gglgg(gaa‘? hitrdf, SHeALLON AR jitiferk ththé@efPecftiﬂgg{aHEoﬁé c&rﬁir&%?r

novemnent on the conversion fromthe rotary novenent to’ |1 near
novenment  idoR 190.NeRenrivie Fefiéctb@ 8fd itidchtd bAERE effitbsedCiddlof@m chip 124.
adopted. Fig. 25 (b) shows a typical exanple of a novenent route. In
this exanple, the reading el enent noes at the uniformspeed in a
direction_indicated as shown by an arrow mark in Fig. 25 (b) and
noves al oE@U&]I i near route 135 which is resulted fromthe novenent

i TV R R
t t t C
o, AR sk D BB

cl emunt || SOCCReT PhaR RRUAERABAICHIRE! mifior 120, 8 rPdL Ao AR

of readi ng reflered s a dWredtiomin bivaffeido A8 adkhiing BRedtemdbittic Bysed beam

plurality of routes. As a result, the reliability of the reading can
be i ncr easmiltedBeaaithe light emmiftmgftietéctmgtedernentpt2casb gdhers, ihcidests on the
information, this does not increase the | oad of processing. [0128
Fig. 26 (embesseddolosgunahm 124 r Mesnihet lagar haam, véigh h@wr@&aﬂé@m

et ot no b RetE b ndtiaf o EplRl Bediihal AfsBBLIE °
[03207 ;A0 SRS A6 e, B PouRB b e fifdint T bl e lEE
conpr i Sesdi_{'&%oﬁ%géitﬂg é@ﬂl&ﬁ@d‘hsé@gezﬁﬁ'%éi&&ég%%:l%% emifiRAd0Qwg 1 n

Fig._25, a second readl ng deV|c¢ I'S provi conprises a
readi ng edlement 123532 Aanig can @enindeR®sodl2dm the above explanation, all of the laser

beams emitted from the light emitting/detecting element 123 incidents on the

embossed hologram chip 124 in a direction perpendicular to it.

[0120]

[Embodiment 7 of the reading device]

In the embossed hologram reading device as shown in Fig. 24 (b), it is not
possible to read the information on the embossed hologram chip 124 on a portion,
which is on rear side of the polygonal mirror 122 as seen from the direction of the
light emitting/detecting element 123. It can be so designed that necessary

information is not written on this portion or that only unnecessary information is
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[0130] The second readi ng device conposed of the reading el enent 132
and the container 133 noves in a direction reverse to the noving
direction of the first readi ng device conposed of the readi ng el enent
131 and the container 130. However, it can be so designed that the
novi ng di rvedttémna this fdrdon.e ddbweyedeifianesramgemene sbaw® in FA3Y] (Fi g 26
(b) shows a typical exanple of the noving route. In this exanple, the
first readidaptedethiese isand portens ataeidcareesponds ttethieceeamside @ftthe pelygonal
uni f or m speed 5% a qi%ﬁc}ion_indicated_respectively as shown by arrow
marks in BHgordg2 gyd alhaf the eiomstign wiiden 1t tha embassddelperae dhin ¢34
are resultedbfroqithe nmovenents synthesized with the noving direction
of the cafﬁniF§S? 9“%0132] [ The reading route] A reading error nay be
caused froman error in the route or fromthe operation failure of
the readi ng device. In such the case, reading is perforned by a
pluralitygf2rjeading el enents at the sane tine as shown by the
reference nuneral 134 in Fig. 27. By finding an average value or by a
val ue det Bigrizde(t) aslowslilegmbst bie arpjrafenient Yod thes plufpsé,i Wikkh 8adlh ngf

information is determ ned. [0133] [Enmbodiment 12 of the reading
devi ce] Dekthel rsfleeingiparabdlee gilinder betrow dn Ripe24 és)g shahefeeertcharumeral
readi ng deyices shown in Fig. 25 to Fig. 28 are applied to the .
veri fyi nglehfgaessisa refegting mpyonwihE parahdoid murfge andriaisdesigned in
expl anation.. an. exanpl,.e_using bj nary nunbers as shown in Fig. 12 is
descri bed>7B¥ (@’?ﬁ%ﬂﬁﬁ%‘aﬁ? _awgg .lés[ﬁﬁpéthclﬁr‘? &F%loﬁeméﬁ’&gi I&!P‘FW%@%}%IY ar
[‘gggi]r t 0coBEn S XREBLAyiHE sHEa R BIF PAMY JHHIBE WhedS (3 OMe 'of XisYiegibive
in Fig. 24 (a). The light transmission hole 121 as shown in Fig. 24 (b) is not
formed because it is not needed. Further, at the focal point of the reflecting
half-parabolic cylinder mirror 125, a polygonal mirror 122 is disposed, which has a
rotation axis in parallel to the axis in extending direction of the reflecting
half-parabolic cylinder mirror 125 and has a polygonal reflecting surface. The

reference numeral 126 represents an embossed hologram chip.

[0122]

After being emitted from the light emitting/detecting element 122 in direction of
the polygonal mirror 122, the laser beam is reflected by the polygonal mirror 122
and incidents on the reflecting half-parabolic cylinder mirror 125. Then, it is
reflected and incidents on the embossed hologram chip 126 in a direction
perpendicular to it. In this embossed hologram reading device, it is only an end
portion of the embossed hologram chip 124, which is on rear side of the polygonal
mirror 122 when seen from the direction of the light emitting/detecting element

123. Accordingly, the portion which cannot be read has little influence.

[0123]
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In Fig. 29, authentication verifying data on a linear detecting route
fromthe coordinate (0,0) to the coordinate (31,31) is shown as
"11000101001001101010101101110111". Al'so, authentication verifying
data on a linear detecting route fromthe coordinate (0,31) to the

coor di nat EE@%%@%%H@ &gﬁg@e@n%éwl 01001010000000110000010011".

[0135] Th ited to the routes shown in Fig.

29. For i r i } ] :
or the r onEaios Sl cenbiEPpYioRS SHOMIG PartiaDpardBol Ry cyRBEARhRFbr

Al so, conyer isiredutdibas Siuvell iy, can(dpeanbidds vbifipured kigatappation Wehere
after the reading has been performed. [0136] The conbi nation of the
dat a det ethiei pujygonat msrras 12 &ces be theabefleeting pemepatabolincdinder mirror 127
substantially | arge number as 32 x 32 = 1024, even under_ the )
condi ti orﬂStQﬁé@ttt?@}e Theggtis na st RoEOR oUkiIeh garrotiw: reads #ndbddk possible to

However, th atg of the pattern . to be storedq in r eadi .

Eobar at UsTePgNE SrEERA PR dn el ooy thg sahsived ElpR%H BRI ed
with the exanple of the binary nunbers, the exanple of quartenary
nunbers shown in Fig. 16 is nerely different in that the anmount of

i nformatigpoaf the pattern for the conparison is increased to 2048
bits, and then, detailed description is not given here. [0138] [The

readi ng rEihBddimeht 9-of 28 s&iivee deveslal exanpl es of the reading
routes. Figs. 28 (a) - (d) each shows an exanple of using a single
dat a r eadhgn aqutelityFofead®@ devjces agfshowadh Ripowd €, elchngide(dDf aresi ng
two data reading routes. Also, it _may be possible to use three or

nor e readirapdedgpaesponding to a plurality of wavelengths, 1t 1s possible to read a

plurality of wavelengths.

f0125]

[Embodiment 10 of the reading device]

Description will be given as below on a reading device, which reads the plane of
the authentication verifying chip as an assembly of dots. Fig. 25 shows a reading
device using a single reading element. Fig. 25 (a) shows a general arrangement
of the relation between the card and the reading device and Fig. 25 (b) isa
drawing to explain a data detecting method. The reference numeral 11 represents
a card body; 13 a card base plate; 14 an upper surface plate of the card; 15 a
verifying chip; 131 a reading element; and 130 a container to accommodate the
reading element 131. The reading element 131 moves in a direction which
perpendicularly crosses the direction that the card is taken into the reading

apparatus.
[0126]

For the movement which perpendicularly crosses the direction that the card is

taken into the apparatus, either of appropriate methods such as a pseudo-linear
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[0139] These reading routes can also be realized by selecting and
changing the reading elenents of arrays for detection as shown in
Fig. 21 and Fig. 23. For instance, in the arrays shown in Fig. 21,

VDmogn t r[])SBd%ng‘%Hil ol re?grs 1%1 oﬁ%ﬂ&ggpieoq?égo%g ag ﬁ&{'ﬁgrpr%% ]é'z?gaﬁ‘gni:[))gfgment
obtai ned. The &?%é‘goﬁ{?%rtgﬁgt}jgro?% 004 iy | bfY eﬁfeagsgﬁgegrgg@agfm@% a linear

any arbitrary route’ can

el ectri cal lﬂb\fe%@&qt'lfhsbﬁrcﬁﬂa'hﬁ%apﬁﬂﬂér caﬁr@%%o 2 THi tES’{gb)/‘@llléWQ% typical
gi ven bel ow on a nethod for verifying the authenticlty

verifying ekampisofhenovémeit goutéd2iptids Ex@npld thy résdihgidlgmehemoes at the
feature extraction nmethod used in bionetrics. Referring to Fig. 30, a

met hod f or undoithyspegdtihe dinedtéon indicgtedrastshe wreby fayi avgo whinpribasEif. @5 (b)
t he binary nunber data of 0 and 1 shown in Fig. 12 is described. In
Fig. 30, waetmaowcsmigngre hncargente h&éwﬁmyha@p@aﬂ@dr fiioroihe mPvameat

tinmes, the fi ures of are .shown as rted_figures.
Sinilarl y, SYHK ﬁSI@ﬁé\w&hr%é?mqwnsaﬁqcﬁl@aﬂ@e ' aﬁsg tn $hesardive nt 131
tinmes- '

therg are %eso]g‘lé{f??%@%ré%é &Pmﬁg%ﬁ&éﬁ?aﬁ& 6%B§%§gg§%rwglf%ﬁgﬁmposition in
coo G e g ) TS B P ASRE TR, o S000F v kot | B o

t he coordi g g? fdige3dhereThere are 3 occurrences of "0000000",
starting fromthe c%or dinates (24,2). There is one occurrence of
"000000000000" at the coordinates (6,12) . There is one occurrence
of "00000000000000" at the coordinates (7,15) . [0141] There are 12
occurrenceI@7]the figures "1111", starting fromthe coordinates
14,4 . . .
( ) [Embodiment 11 of the reading device]
While a single reading element is used in the reading device shown in Fig. 25, a
plurality of reading elements as shown in Fig. 26 allow the reading by a plurality
of routes. As a result, the reliability of the reading can be increased. Because the
information to be processed is linear information, this does not increase the load of

processing.

[0128]

Fig. 26 (a) shows a general arrangement of the relation between the card and the
reading device and Fig. 26 (b) is a drawing to explain a detecting method. The card
11 is the same as the card 11 shown in Fig. 25, and detailed description on the card

is not given here.

[0129]
In this Example, in addition to a first reading device which comprises the reading
element 131 and the container 130 as shown in Fig. 25, a second reading device is

provided which comprises a reading element 132 and a container 133.
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There are 8 occurrences of "11111", starting fromthe coordi nates
(0,7) . There is one occurrence of "111111" at the coordinates (19, 1)
There is one occurrence of "1111111" at the coordinates (12,19)
There are 2 occurrences of "11111111", starting fromthe coordi nates
(17,6) . There is one occurrence of "1111111111" at the coordi nates

(14,3) . él@(ﬁt ecting each of these features and by detecting
coor di nat the starting positions of these features, the

P oo SRS, B e Uk e e
o e X590yt (3 ARkl ke 46 MERLY LRGN B BATES: Mhng evi

16, as t hgorhpadedr eftherehdifg BRdmént, 131NaTdether @nbrifGC1a(0. e Hdwevel, #Rn be
figures "000", 3 occurrences of "0000", O occurrence of "00000" and 2

occur r encss dedigh@Di3d@he nadviimmn ditedtionshd the aesingg devides aet thersand. so,
there are 9 occurrences of "RRR', four occurrences of "RRRR' and O
occurrence of "RRRRR" aligned in the transverse direction. Further,
there are.,5 occurrences of "GGG', 4 occurrences of "GGEGG' and 1
occurrencEISt]" caaae' al i gned in the transverse direction. Al so,

ocour r once: O Bhrskee & PrRicAl dreme{a @ (BF HGUSE Seug: B oA BIEagle By
det ecti ngﬁﬁsgf&cﬁﬁg HOREE h G HYLES A a Yo WEVREThOR A heCRRb 38T ;]

the starti
direction indicated respectively as shown by arrow marks in Fig. 26 (b) and move

_ along linear routes 135 and 136 which are resulted from the movements
synthesized with the moving direction of the card itself.

[0132]

[The reading route]

A reading error may be caused from an error in the route or from the operation
failure of the reading device. In such the case, reading is performed by a plurality
of reading elements at the same time as shown by the reference numeral 134 in
Fig. 27. By finding an average value or by a value determined according to the

majority value, the final reading information is determined.

[0133]

[Embodiment 12 of the reading device]

Description will be given below on the cases where the reading devices shown in
Fig. 25 to Fig. 28 are applied to the verifying chips shown in Fig. 12 and Fig. 16.
To facilitate the explanation, an example using binary numbers as shown in Fig, 12
is described referring to Fig. 29. This can also be applied in similar manner to the

example using quaternary numbers as shown in Fig. 16.
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positions of these, the authenticity can be verified on the verifying
chip. As the feature to be extracted, in addition to the sane
verifying data aligned in the transverse direction, the sane
verifying data aligned in the |ongitudinal direction or the sane
verifying data aligned in a hooked form may be used. Further,
specific a[r lgggerrent such as "ORGB" of different information may be
al so used. C{ 4] Al'so, in case of using the binary data, when

ani Fe- bi adl BEnap Rt thlon Seitink BRELGTSURLE diAnEe A,
~These arr aRERARIIES(0,®S t§leRe Ebhiatha e@ftﬁfagmg%h G taﬁ' ng Out forgery

more difficult. Al soO, when using some o e binary data for

the inter meti(auo10610011010101051(HUT01 EE',  Altos awvhbhtifAohReLifERB LRSS a
those who attenpt to forge. [0145] The internediate col or tone can be

si mi | arly linssddetectimerossdroh¢he colelinpiat(@3iar fo thet @osdiafitea@3100) B G
and B is used, and this makes it possible to be of 3-bit octal
nunbers, 4howa aRé ihh&lﬁﬁﬁ@lﬂiﬂﬁw@ﬂ@@@ﬂmp@lﬂ%] The aut hentication
verifying nethods as descri bed above are to digitally process the
aut hentication verifying data recorded digitally. Fig. 32 shows an
arrangemerf{})gg] anal og processi ng of authentication verifying data
whi ch has digitally recorded. [0147] In Fig. 32, the pattern of

A f : ! !
ol ong t hel PERERR IR Mhnlfd o e Hlket AT 7R FOp AR, an
the verif éi‘bﬂﬂax?*’t'oﬂté @W&h ¢y i 22emas baRBtddD ot-:ttge rc?u‘%e @hn Bk ggﬁg&ﬁgach

electric signa shown in Fig. 32 (b) and Fi g are obtarl ned
By conpartimg whes theeteanding & irfpraies. patter ns W|th the valid patterns
as stored, a unit for identifying the card authenticity is verified
and the chlsd, tanverting tire beordinabe nan batmatle yohushe[appbatiswater the rehding

t he readlng devi ce
has been performed.

[0136]
‘The combination of the data detecting routes as described above may result in a
subkstantially large number as 32 x 32 = 1024, even under the condition that the
. data detecting route does not turn back. However, the data of the pattern to be

stored in the reading apparatus for comparison is as small as 1024 bits,

[0137]

Compared with the example of the binary numbers, the example of quarternary
numbers shown in Fig. 16 is merely different in that the amount of information of
the pattern for the comparison is increased to 2048 bits, and then, detailed

description is not given here.

[0138]

[The reading route]
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Physi cal standards for a cash card and a credit card are strictly
stipulated fromthe viewpoint of the practical use. Accordingly,
physi cal standards of the conponents to be nounted on it are al so
strictly p iochedh i [ b S ir ppbl et
def ormat i oir?%\r/'ray Oé)(‘:tg:‘)é %&?%ﬁ?@%@%@%gﬁ%ﬁ%?gﬂ%ﬁblﬁﬂg% %%c)gpe@vi F%th
~such the pgiehbep ekimpke dogingblstdle daarepdagdoResi FHan 28! (INMeHt cach
mark 48 as shown in Fig. 33 on the verifying chip. In the sinplest
case, onl yslmwes poskimple ofl usgnend darreatiny roatess edlsoPitahsy BEIpvssibo
or nore marks are provided to ensure the nore reliable posi tion
al i gnment . uskhihrpe or tnhave m@bdiggmentesmark i s useful not only for the
reading in the |inear shape but also for the reading in the planar
shape using the i mge pickup device. [0150] In order to performthe
r eadi ng rmﬂb& r]e;l_i_ably, at the same tine with the use of the position
al i gnnment PRI it woul d be desirable to arrange sone other marks at

th iti.qn to start t i |t ition to finish th

oadt ng. of e ERTIDE KBRS GER TS TG AIAER CX SIeck] AShEREs Tae Feadiomo

t tart IeNg_ | ' -d] ' . i 50 i nish the
a1 FRDRED AR AR S LR R P LARERR 25° B e kS
on the card PR Ty VRe” Sif 7 Steny E et CRACHEPuR rob LR of

of 'the capol gt irfod, oy 1. amsbs, %29, 9280 EdUDY Gfie rBQULTISEE ShBGy in Fig,

reliable reading, it is necessary to synchroni ze the novenents o
card i deng$ fiyobgined t Thsdeadiag rengsnge dey liadted fo hes@ekardBes 0dnd any
synchroni zation signal is disposed on the card identifying unit, fhe
novement abltrag tosde ray be adeptedc ahusbers yhistalem pessibla ¢o efattricallyaendén
reading of the mark. [0152] Also, the reading start line and the
readi ng flit?ﬁ%lfﬁflqrﬁ‘ér-and/or the mark for synchronization signal can be
used for the normalization of the signal in the signal processing.
The position alignnent mark, the reading start/finish |lines and/or
the mark fRngsynchroni zation signal are made of fluorescent substance
particles, and these particles can be prepared by an adequate’

print i_ Ng DeEspiptisHeMlldE giReh beldwebn RN RN for verifying the authenticity on the

verifying chip as shown in Fig. 12 and Fig. 16 by applying the feature extraction
method used in biometrics. Referring to Eig. 30, a'method for verifying the
authenticity on the verifying chip based on the binary number data of 0 and 1
shown in Fig. 12 is described. In Fig. 30, when the number "Q" continuously
appears in four or more times, the figures of "0" are shown as White-l;lack inverted
figures. Simijarly, when the number "1" continuously appears in four or more
times, the figures are shown as enclosed figures.

For instance, there are 13 occurrences of the figures "0000", starting from the
coordinates (16,1).

There are 7 occurrences of "00000", starting from the coordinates (15,5).

There is one occurrence of "000000" at the coordinates (13,31).

There are 3 occurrences of "0000000", staﬂing from the coofdinates (24,2).
There is one occurrence of "000000000000" at the coordinates (6,12).
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[ 0153] [ Enbodinment 1 of the processing flow Fig. 34 to Fig. 36 each
shows an exanple of a flow of card authentication verifying
processing. Fig. 34 shows Enbodi nent 1 of a basic arrangenent. [0154]
(1) A card user inserts a cash card into a card slot of a term nal

devi ce _Suaieds icihe IdhPiente bt 'q@0bAR0B0080OR 1RE bR (FREKed Wit

an arrow at %a orenpst position, the sensor at the car ot senses
it, and the card is taken into the device. [0155] (2) Wen the card
is taken into the device, the term nal device reads the card

i nf or mati @61l4IJom t he magnetic recording portion of the card. [0156]
(3) The term nal device judges whether the inserted card is a valid
card whi cAhesnatselhpesseeanees pl/therfigures midal, statingdram tho coofdmes

(4) 1f it ] ot confirmed that the card can be processed by the

devi ce fréiﬂiftﬂe card information thus read, or if the information of

Do cer o, SINEk SE LR RSE DU 1 bR B v,
egs ! MRhEreRIdhe WkHeRANBP 1RE1 PIRGRS BStaAeS R PAr 0s the card.
There is one occurrence of "1111111" at the coordinates (12,19).
There are 2 occurrences of "11111111", starting from the coordinates (17,6).
There is one occurrence of "1111111111" at the coordinates (14,3).
By detecting each of these features and by detecting' coordinates of the starting

positions of these features, the authenticity can be verified on the verifying chip.

[0142]

[Embodiment 13 of the reading device]

Referring to Fig. 31, a method for verifying the authenticity on the verifying chip
based on quaternary numbers shown in Fig. 16 is described. As shown in Fig. 186,
as the features in the matrix, there are 5 occurrences of the figures "000", 3
occurrences of "0000", 0 occurrence of "00000" and 2 occurrences of "000000",
aligned in the transverse direction.

Also, there are 9 occurrences of "RRR", four occurrences of "RRRR" and 0
occurrence of "RRRRR" aligned 1n the transverse direction.

Further, there are 5 occurrences of "GGG", 4 occurrences of "GGGG" and 1
occurrence of "GGGGG" aligned in the transverse direction.

Also, there are 8 occurrences of "BBB", 0 occurrence of "BBBR" and 3 occurrences

of "BBBBB" aligned in the transverse direction.

[0143]

By detecting each of these features and by detecting the coordinates of the starting
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(5) The term nal device reads the authentication verifying data from
the verifying chip by nechanical scanning using the novenent of the
card when the card is taken into the device or under the stopped
condition after the card is taken in. [0159] (6) The term nal device

j udges whepdigdordshsr t8asal tRebhigiRhtiER) cANbY Selifivd B8 tHaWAritys chigadal
valid or ﬁ%t. O[0160] (7) In a ca%% where the term nal deviCc1 juggges

that the cdeatdratd berdxibeatadpin yddtitidry tothedsinge verifyiig dah bllgnédd ini e
judged that the inserted card is not a valid card. Then, the card is
di schar gedrinsyarsehdraction) thel saey venfyingndhts hbgpdoinahsilongitglinal direction or
term nated, The judgnent on the validity of the authentication .
veri fyi ng {aSamMENErEyBEchtatenstdn askyokgd derm mayhe wsadny Fysthesr spiesidic
out in parallel with the ¢ " .CESSi N 0161 (8) ,In a case
ther et ho FERPRERE du g RGB! SRERH Mochaio e SR Teans
verifying data is valid, it instructs the user to performfurther

| nput operations, for exanple, input on the anbunt to draw. [0162]
(9) The uggh | lows the instruction and perforns the input operation
such as the inputting of the anbunt to be paid. [0163]

Also, in case of using the binary data, when adopting intermediate data, e.g.,
intermediate two gray colors in the white-black binary data, it is possible to be of
quaternary numbers. These arrangements, as described above, make carrying out
forgery more difficult. Also, when using some of "0" in the binary data for the
intermediate color tone as dummies, this will further embarrass those who attempt

to forge.

[0145]
The intermediate color tone can be similarly used in the case where the quaternary
data such as 0, R, G and B is used, and this makes it possible to be of 3-bit octal

numbers, 4-bit hexadecimal numbers, etc.

f0146]

The authentication verifying methods as described above are to digitally process
the authentication verifying data recorded digitally. Fig. 32 shows an arrangement
of analog processing of authentication verifying data which has been digitally

recorded.

[0147]
In Fig. 32, the pattern of the verifying chip as shown in Fig. 32 (a) is scanned, for
instance, along the route shown by the reference numerals 135 and 136 by using

the verifying chip reading device as shown in Fig. 25 or Fig 26 and electric signals
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(10) The host conputer judges whether the content of the input
operation such as the anount to be paid is adequate or not. [0164]
(11) If the host conputer judges that the content of the input
operation is inadequate, for exanple, the bal ance short in the

deposit, tRewveal fid 32d{t)chmd BRA 3br @ 4rBebiaNéE e ByaiinphmhgPhese srichs:
is termnated. [0165] (12) en the host conputer judges that the

cont ent ofighile pattptiis witkrtht ivalid pattdrnasstsheredmunit fooideatifyinglthescard
adequat e, the output operation such as paying of the anmount is

per f or medautiiaeincitit isevardied angd the sardhitspiticdn barauthentieated.nal devi ce and
the processing is termnated. [0166] [Enbodinment 2 of the processing
flow Referring to Fig. 35, Enbodinent 2 of the flow of the card

aut henti c %@ verifying process is described. In the flow of the
card auth 4i ation verifying process, if the card authentication

veri fyi ”g[ﬁﬁbédjh?en@% okl gea(fi dg‘g&g’ is discharged fromthe term nal
t

device in e exanple as shownin Frg. 34. In the Enbodi nent 2, if

the aut hephys@l semdyelsithy h Rish cAataadiscreat Al b sthibfy sBp@lated @K Re
into the termnal device, and an alarmis given. In so doing, it can
be easy twiedpgintpf theepractieyivsensdeoedingly, bRich] standirddfod the componaiger
inserts a cash card into a card slot of a term nal device such as an
ATM by sefothengountedpoy tiase alsh sthetly prayides k dotwithstandingrit eanelt entively
forenost position, the sensor at the card slot senses it, and the
card is t lg Hhad defamgbion gray occur due to the excessive use.

[0149]

To cope with such the problem, it is desirable to arrange a position alignment mark
48 as shown in Fig. 33 on the verifying chip. In the simplest case, only one
position alignment mark may be used. Preferably, two or more marks are provided
to ensure the more reliable position alignment.

The position alignment mark is useful not only for the reading in the linear shape

but also for the reading in the planar shape using the image pickup device.

[0150]

In order to perform the reading more reliably, at the same time with the use of the
position alignment mark, it would be desirable to arrange some other marks at the
position to start the reading and the position to finish the reading of the unit for
identifying the card. For instance, a line 49 to start the reading in moving
direction and a line 50 to finish the reading in moving direction and further, lines

51 and 52 to indicate the end portions may be arranged.

[0151]

The reading of information on the card identifying unit is performed by the relative
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[01681 (2) Wien the card is taken into the device, the term nal
device reads the card information fromthe magnetic recording portion
of the card. [0169] (3) The term nal device judges whether the
inserted card is a valid card which can be processed by the term nal

devi ce or .y gEgLe[lpéF ﬁ% ca&‘é)ide%rnftxg)'u hitneM 8@%%@%%@1@@'[ TohenSak gdchganl

be processe evi ce he car tron thus rea

the inf orfeqiabrénre@amghﬁ i§ aefesainNet syPehF@ak BRCGANSENENS Fahd ch@ br oken
or stained even though it is avalid card, the term nal device judges

that it i gleatifying eni thdihe realing ddvich dfammﬂrklﬁe for eprecdisedzativh signal is
di scharges the card. [01711 (5) The term nal device reads the
aut hent i céspesedvasy thieyGang ldmt@mg @mtx He mevengntnef thiinsadipg eeicache de

scanni ng usi ng the m)v nt card when the card is taken into
t he devi c@m&g gﬁ‘&l‘%ﬂ@%“&ﬂ‘er the card is taken in.

[0172] (6) The term nal deV| ce judges whether the card

aut hentication verifying data thus read is valid or not. [0173] (7)
In a case efe the term nal device judges that the card

aut hentication verifying data is not valid, it is judged that the

i nserted &detﬁesreﬁ@ffng%téi@'hh@ a8aftHe rditRiy iR IRAr MG thekeaiiBEo the
device, and the alarmis given.
synchronization signal can be used for the normalization of the signal in the signal
processing.
The position ahgnment mark, the reading start/finish lines and/or the mark for
synchronization signal are made of fluorescent substance particles, and these

particles can be prepared by an adequate printing means such as an ink jet printer.

[0153]
[Embodiment 1 of the processing flow]
Fig. 34 to Fig. 36 each shows an example of a flow of card authentication verifying

processing. Fig. 34 shows Embodiment 1 of a basic arrangement.

[0154]
{1) A card user inserts a cash card into a card slot of a terminal device such as
an ATM by setting the portion of the card marked with an arrow at the foremost

position, the sensor at the card slot senses it, and the card is taken into the device.

[0155]
(2) When the card is taken into the device, the terminal device reads the card

information from the magnetic recording portion of the card.

[0156]
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It may be possible that the alarmis issued only at a place renote
fromthe term nal device, and a nessage of operation failure is
di spl ayed on the term nal device. This nmakes it easy to have the user

of the illegitimte card under control. The judgnment on the validity
f th . th
card may 5 care siat BEHte WG SR S RS Rl B 93RE CBA Phich 17

(8) In a @ﬁﬁ@ef&f&é@sédh@y ﬂfértféh'ﬂﬁialdé%bé%rlnéﬂges that the card
aut hentication verifying data is valid, it instructs the user to

perform further input operations, for exarrple i nput on the anount to
draw. [0175] (9) The user follows the instruction and performs the
i nput opeE(hhS’?ﬂ)n such as the inputting of the anmount to be paid.

[0176] z,) The. host corrputer j udges_whet her the content of the
i nput ope tlgﬁt%’é(ﬁ%lﬁmé éh%mh@%i%lb%mqegseaﬁ@q%@eweﬁ@m the

0177 11 st {. that, 1 h t t
put . operid infrhation iisaRadrad if s HEtToR Bt che Sl Ginaet bfcedd Ferapsee
?gpfz 'r tm na?%gf@{sdbﬂoﬁeﬂ S GRARaed d BIBuER S Vi Sife ca?@dmtehc%rrﬂfn%?ﬁéﬁbé‘g
judges that it is an illegitimate card which cannot be processed and discharges the

card.

[0158]
(6) The terminal device reads the authentication verifying data from the verifying
chip by mechanical scanning using the movement of the card when the card is

taken into the device or under the stopped condition after the card is taken in.

[0159]

(6) The terminal device judges whether the card authentication verifying data

thus read is valid or not.

[0160]

(7) In a case where the terminal device judges that the card authentication
verifying data is not valid, it is judged that the inserted card is not a valid card.
Then, the card is discharged from the terminal device, and the processing is
terminated.

The judgment on the validity of the authentication verifying data and subsequent

processing of the card may be carried out in parallel with the other processing.

[0161]

(8) In a case where the terminal device judges that the card authentication
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[0178] (12) When the host computer judges that the content of the
i nput operation such as the anount to be paid is adequate, output
operation such as paying of the anmount is perfornmed. Then, the card
is discharged fromthe term nal device and the processing is

ter m nat egeriflyhl/@ta [FoAIRL iRBEruétsahe tlber Y pEEsHh At dranbutRefe@ttidRg fdr0
Fig. 36, Enbodinent 3 of the flow of the card authentication

veri f yi ngexanoplesimput onlébe ninbentt td dratvhe fl ow of the card

aut henti cation verifying process, while if the card authentication
verifying data is not valid, the card is quickly taken into the

term nal Eevi «lie and an alarmis given in the Enbodi nent 2 as shown in
Fig. 35, 4 e authentication verifying data is not valid, the

P oeen oo Rk ef BBk MBS b g PR R SR e
(1) A Cal’ﬂﬁﬁl&ﬁl:g dfrlﬂ%fr@“ﬁgg‘??.@ﬁwd into a card slot of a term nal

devi ce such as~an y g the portion of the card marked with
an arrow at the forenost position. Then, the sensor at the card sl ot
senses it, and the card is taken into the device. [0181] (2) Wen
the card [(§68aken into the device, the term nal device reads the card

information fromthe magnetic recording portion of the card. [0182]
(3) The t €Ok nBhe desti ecampuieduigamstithertthe conteat véthempdt pperatiomisheh

card which %an be pr o%esse ,bg/ the term nal device or not. [0183]
‘ as the amount to be paid 1s ddequate or not.

[0164]
(11) If the host computer judges that the content of the input operation is
inadequate, for example, the balance short in the deposit, the card is discharged

from the device, and the processing is terminated.

[0165]

(12) When the host computer judges that the content of the input operation such
as the amount to be paid 1s adequate, the output operation such as paying of the
amount is performed. Then, the card is discharged from the terminal device and

the processing 1s terminated.

[0166]

[Embodiment 2 of the processing flow]
Referring to Fig. 35, Embodiment 2 of the flow of the card authentication verifying
process 1s described.
In the flow of the card authentication verifying process, if the card authentication
verifying data is not valid, the card is discharged from the terminal device in the

example as shown in Fig. 34. In the Embodiment 2, if the authentication verifying
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(4) If it is not confirned that the card can be processed by the
device fromthe card information thus read, or if the infornation of
the card cannot be read because the card is broken or stained even
though it is a valid card, the term nal device judges that it is an

i1legiti ?r%tg %ﬁ%gvm, EQ? E%‘grlgttal% BE&Hﬁ%%&ixﬁ%e@fcé,CM G 81abMGs GRS

[ 0184] e term vice reads aut hentication verifying

data fronid &edvieg] ft&tiaﬂgnecéabﬁt@)ﬂi e {legltirestanaidlg using the
nmovenment of the card when the card is taken into the device or under

t he stopped condition after the card is taken in. [0185] (6) The
term nal device judges whether the card authentication verifying data
thus readl@¥%alid or not. [0186] (7) In a case where the terni nal

dov co uigesyilial, the Sardaunenycetlon vl Al ok,

le, i d A i h i di f
cxampl e, LIRS SrATEpITNAL: 42 80 ol LUHSTROLS Shut D pualy Ly ©
card may fBFerﬁ?%tHo%ﬂio?x“tthé 8RB at kil cé&‘litstttééﬁ?&I fr%rgér%(ﬂﬂa%c&?& EOghceh AR ]

(8) The user ows the instruction and perfor e 1 nput operation
such as tipe delvfteutting of the amount to be paid. [0188]

[0168]
(2) When the card is taken into the device, the terminal device reads the card

information from the magnetic recording portion of the card.

[0169]

(3) The terminal device judges whether the inserted card is a valid card which

can be processed by the terminal device or not.

[0170]

(4) If it is not confirmed that the card can be processed by the device from the
card information thus read, or if the information of the card cannot be read because
the card is broken or stained even though it is a valid card, the terminal device

judges that it is an illegitimate card which cannot be processed and discharges the

card.

[0171]
(5) The terminal device reads the authentication verifying data from the verifying
chip by mechanical scanning using the movement of the card when the card is

taken into the device or under the stopped condition after the card is taken in.
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(9) Then, the card is taken into the termnal device, and an alarmis
given. [0189] It may be arranged that the alarmis issued only at a
pl ace renote fromthe term nal device, and a nessage of operation
failure is displayed on the term nal device. This nmakes it easy to .
have the ﬁﬁ?z of the illegitimte card under control. [0190] (10) In
a case wh t]he term nal device judges that card authentication

verifying(ghat gpeSeMfiad de\?i%e kS YHePhd Ve YORY aﬁiﬂeﬂﬁ@tﬁhm ig%%ﬁta

i nput operations such as the’Input of the anmount to draw.

(11) The gagrrehd®kd MRl diheoti nstruction and perforns the input
operation such as the input of the ambunt to be paid. [0192] (12)
The host conputer judges whether the content of the input operation
such as the anount to be paid is adequate or not. [0193] (14) If the
host conpl@¥¥8Blj udges that the content of the input operation is

i nadequat for exanple, the balance short in the deposit, the. card
"t Scnaf Dl # GAsd HaS e ierninm dence pidzes dut el @ry a dhentition

[ 0194]

verifying data is not valid, it is judged that the inserted card is not a valid card.
Then, the card is taken into the device, and the alarm is given.

It may be possible that the alarm is issued only at a place remote from the terminal
device, and a message of operation failure is displayed on the terminal device.

This makes 1t easy to have the user of the illegitimate card under control.

The judgment on the validity of the authentication verifying data and subsequent

processing of the card may be carried out in parallel with the other processing.

[0174]
(8) In a case where the terminal device judges that the card authentication
verifying data is valid, it instructs the user to perform further input operations, for

example, input on the amount to draw.

[0175]
(9) The user follows the instruction and performs the input operation such as the

mputting of the amount to be paid.

[0176]
(10) The host computer judges whether the content of the input operation such

as the amount to be paid is adequate or not.

[0177]
(11) If the host computer judges that the content of the input operation is
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Wth the arrangenment as described above, the tinme, during which the
user who uses the illegitimate card uses the term nal device, can be
extended. This neans not only that gives longer tine for capturing
the card user, but also that makes it possible to obtain further

evi dence fadbqaste,tfoe exsmplestie datcprshotisinttietdeposithe capkisadischargdd a
cont act - t%ge touch switch is adopted, this nmakes the taking of

fi nger pri rom thecdevecss apd the Dms;SI%;Este@‘mhn%e(hndards for a cash rard
and a credit card are strictly stipulated fromthe viewpoint of the
practical use. Accordingly, physical standards of the conponents to
be nounteg%]?(% it are also strictly provided. However, it is not
entirely 'Abl e that deformation may occur due to the excessive

|
L5 ryroeriA) UAPHASRR Ll D s USRS iy e
chip as d@sSﬂfe hduRe R SADIPRIAURR! Bl obbiariaRRLEF &S b@ﬁﬁg%@@ﬁe as

bank cash cards, credit cards, prepaid cards, nenbership cards,

securi ti esmoud? is pedormadim Bng theatirdvia ﬂmha@dd didnethé yemﬁnailfdewce and
certificate. [01971 A chip nade of a natural material or an

artifici atherprpegssaig istemhingtedt he i nterference of incident |ight and
reflected |ight causes an optical pattern, simlarly to a case of the
enbossed hol ogram chi p, and which is nacreous or iridescent nay be
adopted i Qbﬁce of the enbossed hol ogramchip. CLAIMS 1. A card
conpri si ng) ase plate and an authentication verifying chip, wherein

sai d Verll;rhﬂ&hﬁl%h SIO?tbﬁﬁggj%?ﬁﬁgrﬂ%%}]d base plate, and an enbossed

hol ogr am havi ng pi 4 wavel ength of the incident

light andpareR dgtcoplgws hEHﬂaoalheerﬁlst of the HoXPESBR &m%@trﬁnﬁﬁﬂ&wé}ﬁmg
chip. 2. A card according to claim1, wherein a surface plate is

fiirther preyessdd descritadd Iethief §owof tid gard anthesdicatiauvéignpratess| s
conprised of a material with highly transparent property.
while if the card authentication verifying data is not valid, the card is quickly taken
into the terminal device and an alarm is given in the Embodiment 2 as shown in
Fig. 35, if the authentication verifying data is not valid, the process to use the card
continues in the Embodiment 3. In so doing, it can be easy to dig up the use of

the illegitimate card.

[0180]

(1) A card user inserts a cash card into a card slot of a terminal device such as
an ATM by setting the portion of the card marked with an arrow at the foremost
position. Then, the sensor at the card slot senses it, and the card is taken into the

device.
(0181]

(2) When the card is taken into the device, the terminal device reads the card

information from the magnetic recording portion of the card.
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3. Acard according to claiml1l or 2, wherein said pits are the pits
wi th sanme depth and are di sposed perpendicularly to said chip. 4. A
card according to claim1 or 2, wherein said enbossed hologramis
conposed of pits with different depths di sposed perpendicularly to
said chi pIE()l@.] A card according to claim1l or 2, wherein said
enbossed hol ogramis conposed of pits with the sanme depth di sposed
inclined ¢3) sdihd tehifnal dévicdjicixes wieetisrdhadnsarta] arthid aealid camihehizhn
sai d enbossed hol ogramis conposed of pits with different depths

di sposed taché pextessedshyi thecterminal devide camdt.according to claim 1 or 2,
wherein said pits are disposed in a matrix form 8. A card according
to claim7, wherein said pits are arranged based on binary random
nunbers. @1 j-\card according to claim8, wherein said pits are a
part of tL 8é'ts arranged based on binary random nunbers. 10. A card

accor di ng(ho gliaiid. coREhehina¥hd dld SaPhe pRicarsy BRSEd e rom the

quat er nar y 'r andom nu
card information thus read, or if the information of the card cannot be read because

the card is broken or stammed even though it is a valid card, the terminal device
judges that it is an illegitimate card which cannot be processed and discharges the

card.

[0184]
(5) The terminal device reads the authentication verifying data from the verifying
chip by mechanical scanning using the movement of the card when the card is

taken into the device or under the stopped condition after the card is taken in.

[0185]
(6) The terminal device judges whether the card authentication verifying data

thus read is valid or not.

[0186]

(7) In a case where the terminal device judges that the card authentication
verifying data is not valid, it instructs the user to perform further input operations,
for example, input on the amount to draw.

The judgment on the validity of the authentication verifying data and subsequent

processing of the card may be carried out in parallel with the other processing.

[0187]

(8) The user follows the instruction and performs the input operation such as the
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11. A card according to claim 10, wherein said pits are a part of the
pits arranged based on quaternary random nunbers. 12. A card
according to claiml, wherein a mark for reading position aligiunent
is further provided on said verifying chip. 13. A card according to
claim 12, in‘gﬂﬁ:h%' & Hai 26h diimk ko hemaf@adi ng position alignment provided
is one marKk. 4. A card accoré}ng to claim12, wherein a plurality
of marks for reading position alignnent are di sposed on said
verifying chip. 15. A card according to claim 12, wherein a line to
start the[&@@ging, aline to finish the reading and a line to

i ndi cat e ge end portion_ are provided. 16. A .card _according to claim
12, 13, 1%)or Then, Rgeed i akenintorthe tesmiank davicea@pd Anilaganls gigen.
further provided. 17. An enbossed hol ogram chi p readi ng device for
readi ng an enbossed hol ogram conposed of pits with depth of 1/4

wavel engt fy1@ft he incident light and a portion without the pit on an
aut hentic |o% verifying chip nmounted on a card, wherein said reading
devi ce hag @y hé HHhnSAHIGE tHOilath 1§ Hsabd BElySA| ad%ﬁél% RanbteCRéh e
verifying chi'p and an inmage pickup device for photographi ng said

aut hent i cetmmnl devicé,yindo tlessageloipetatioadhidireds displded A thelresasdl

hol ogram chi p readi ng device for reading an enbossed hol ogram
conposed dsfvigei t This mhketepteaspfo have thevedesmftie diegithraternardlended ¢agititol.
and a portion without the pit on an authentication verifying chip
mounted on a card, wherein said reading device has an incident |ight
enittinggﬁﬁhﬁ ting elenent matrix with the sane area as said

verifyin g.

(10) In a case where the terminal device judges that card authentication verifying
data is valid, it instructs the user to perform further input operations such as the

input of the amount to draw.

(0191]
(11) The user follows the instruction and performs the input operation such as

the input of the amount to be paid.

[0192]
(12) The host computer judges whether the content of the input operation such

as the amount to be paid is adequate or not.

[0193]
(14) If the host computer judges that the content of the input operation is
mnadequate, for example, the balance short in the deposit, the card is discharged

from the device, and the processing is terminated.

[0194]



19. An enbossed hol ogram chi p readi ng device for readi ng an enbossed
hol ogram conposed of pits with depth of 1/4 wavel ength of the
incident light and a portion without the pit on an authentication

verifying WiKhPtheRRHHREr At 8s GREEHbeM Bk Nheaie! &ﬁ%g‘ﬁrhﬁﬁvﬂl%%s@f‘ivlﬁﬁ
incident light emtting/detecting elenent array with the sanme w dt

as sai d verdebythadladiiimate?fardAses Mo seetniiadaideatue b RxtameHNITHR661s
for readi ng an enbossed hol ogram conposed of pits with depth of 1/4
wavel engt matfondhehat govaddongds gine fandapiupog the nand tdesuibuttde that natkesrit
aut hentication verifying chip nounted on a card, wherein said reading
devi ce haPoasiblsf foedttringuptheniesidenee auch a3 theysertsfingeprintalbysthepeputa
pol ygonal mrror apd an incident light emtfing/detect.i ngtbel enent, a

rotati on £PFERLOR- sHidCBRGHIIRG ORI THIECIbIS algPERds b8 dvplkes thadakipg &f
poi nt of ﬁli{id reflecting mrror and the incident |ight

emtting/ 8@?}%@%C®n%§{8fbei ng di sposed behind said ieflecting
mrror. 21. An enbossed hol ogram chi p readi ng device according to
claim 20, wherein said paraboloid is a full-paraboloid, a |ight
transm ssifgpodiol e is di sposed at the center of said reflecting mrror
and said incident light emtting/detecting elenent is disposed behind
sai d ref| @ayéiod stndaeds for22casArtaedBAd aededioogl a8 HiD, LeRdhted MHaNitEe
according to claim 20, wherein said paraboloid is a half-parabol oi d.
23. An enbesgeththudithe pamtichl psa. e ddcoglingy, pieysiat sdiards vb thd edmp@tents
wherein said paraboloid is a paraboloid snmaller than a .

hal f - par abbb®FpunietoR af arepdsy glaicaly provided. | Howesgrodtels rioh eatirelffdeniable
arrangemaﬁjt é4. ﬁn enbossedé@ol ogéam chi p readi ng device for

readi ng a2 ABHTLAHOM SV YL URIBIBE SFEIIYSUSG t h depth of 1/4

wavel ength of the incident light and a portion without the pit on an
aut hentication verifying chip nounted on a card, wherein said
embossed hologhpmpalhpiigadi ng device has an incident |ight
emtting/detecting el enment novable in direction of the width of said
verifying[glesp and said incident |light emtting/detecting el enent
reads the enbossed hol ogram of the verifying chip in noving. 25.An
enbossed Hut ogpdaantidritpration diendyide ehipearat ther chird gvithothel cirdnafthenwbsiiai n
sai d reading device has further one nore light emtting/detectin

el ement . veriying chip as described above can be adopte% in the applications such as gank

cash cards, credit cards, prepaid cards, membership cards, securities, ID cards,

admission allowance and other types of certificate.

[0197]

A chip made of a natural matedal or an artificial matenial in which the interference

of incident light and reflected light causes an optical patté.m, similarly to a case of

the embossed hologram chip, and which is nacreous or iridescent may be adopted

"in place of the embossed hologram chip.
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CLAIMS

I. A card comprising a base plate and an authentication verifying chip, wherein
said verifying chip 1s layered on said base plate, and an embossed hologram having
pits with depth of 1/4 wavelength of tlie incident light and a portion without the pit

is disposed on said verifying chip.

2, A card according to claim 1, wherein a surface plate is further layered on said
verifying chip, and said surface plate is comprised of a material with highly

transparent property.

3. A card according to claim 1 or 2, wherein said pits are the pits with same
depth and are disposed perpendicularly to said chip. -
4. A card according to claim 1 or 2, wherein said embossed hologram is

composed of pits with different depths disposed perpendicularly to said chip.

5. A card according to claim 1 or 2, wherein said embossed hologram is

composed of pits with the same depth disposed inclined on said chip.

6. A card according to claim 1 or 2, wherein said embossed hologram is

composed of pits with different depths disposed inclined on said chip.

7. A card according to claim 1 or 2, wherein said pits are disposed in a

matrix form,

8. A card according to claim 7, wherein said pits are arranged based on

binary random numbers.

9. A card according to claim 8, wherein said pits are a part of the pits arranged

based on binary random numbers.

10. A card according to claim 7, wherein said pits are arranged based on

quaternary random numbers.
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11. A card according to claim 10, wherein said pits are a part of the pits arranged

based on quaternary random numbers.

12. A card according to claim 1, wherein a mark for reading position alignment is

further provided on said verifying chip.

13. A card according to claim 12, wherein said mark for reading position

alignment provided is one mark.

14. A card according to claim 12, wherein a plurality of marks for reading position

alignment are disposed on said verifying chip.

15. A card according to claim 12, wherein a line to start the reading, a line to

finish the reading and a line to indicate the end portion are provided.

16. A card according to claim 12, 13, 14 or 15, wherein a mark for

synchronization signal is further provided.

17.  Anembossed hologram chip reading device for reading an embossed
hologram composed of pits with depth of 1/4 wavelength of the incident light and a
portion without the pit on an authentication verifying chip mounted on a card,
wherein said reading device has an light source for irradiating said authentication
verifying chip and an image pickup device for photographing said authentication

verifying chip thus iradiated.

18.  Anembossed hologram chip reading device for reading an embossed
hologram composed of pits with depth of 1/4 wavelength of the incident light and a
portion without the pit on an authentication verifying chip mounted on a card,
wherein said reading device has an incident light emitting/detecting element matrix

with the same area as said verifying chip.
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19.  An embossed hologram chip reading device for reading an embossed
hologram composed of pits with depth of 1/4 wavelength of the incident light and a
portion without the pit on an authentication verifying chip mounted on a card,
wherein said reading device has an incident light emitting/detecting element array

with the same width as said verifying chip.

20.  An embossed hologram chip reading device for reading an embossed
hologram composed of pits with depth of 1/4 wavelength of the incident light and a
portion without the pit on an authentication verifying chip mounted on a card,
wherein said reading device has a reflecting paraboloid mirror in a cylindrical shape,
a polygonal mirror and an incident light emitting/detecting element, a rotation axis
of said polygonal mirror being disposed at the focal point of said reflecting mirror
and the incident light emitting/detecting element being disposed behind said

reflecting mirror.

21.  Anembossed hologram chip reading device according to claim 20,
wherein said paraboloid is a full-paraboloid, a light transmission hole is disposed at
the center of said reflecting mirror and said incident light emitting/detecting

element 1s disposed behind said reflecting mirror.

22.  Anembossed hologram chip reading device according to claim 20,

wherein said paraboloid is a half-paraboloid.

23, Anembossed hologram chip reading device according to claim 20,
wherein said paraboloid is a paraboloid smaller than a half-paraboloid, and said

polygonal mirror is disposed in an offset arrangement.

24.  Anembossed hologram chip reading device for reading an embossed
hologram composed of pits with depth of 1/4 wavelength of the incident light and a
portion without the pit on an authentication verifying chip mounted on a card,
wherein said embossed hologram chip reading device has an incident light
emitting/detecting element movable in direction of the width of said verifying chip
and said incident light emitting/detecting element reads the embossed hologram of

the verifying chip in moving,.
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25.  Anembossed hologram chip reading device according to claim 24,

wherein said reading device has further one more light emitting/detecting element.
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