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SYSTEM AND METHOD FOR DETECTI NG FALSE CODE

CROSS- REFERENCE TO RELATED APPLI CATI ON Thi s
application clains the benefit of Korean Patent
Application No. 2008-0047551 5 which was filed on My
22, 2008, which are hereby incorporated by reference
as if ful ISYSEM AND METHORFRR LSE CODE D 10
The present invention relates to a system and net hod
for detecting a false code, and nore particularly, to
a systemand nethod for detecting a false code in a
web site |inkR@SS-REXFERENGEATO RELATEReAPRAGATION.
DESCRI PTI ON OF THE RELATED ART 15 Wth devel opnment of
t he | Hhierp@icatidthaaims dxebenefit afidforednt Ragent A pglivaripn Yo. 2008-0047551
increasing. In such a web site environnent, contents
hioly ivdefiled yn \Nedy 22, Q0@8) evhithedre héretat iachrpantee IBS' réfbiehde as if fully set
service users are also increasing. Since a genera
fogkher€i@an or gani ze contents of web sites, actions for
mal i ci ous purposes agai nst the managenent policies of
web sites are also continuously increasing. 20 For
exanpl e, methods of enbedding malicious codes in

vul nerabl e web sites andgagrGRasiingg the malicious
codes to a |l arge nunber of general users visiting the
welh gigfgs are beconming widespread. In particular,
attacks on national public institutions are rapidly

i ncregg Léfgseﬁpgv&ﬁlldﬁ 'réthesS&‘M gtgr\}lpe{ng wxe r‘gertgc’tm? B fal false code, and

malicio code I's progran1 el ope

MSE axltxgulgtqy Q(S s?em gnd metﬁu?r? lfltd?tlréftlr)lg?ijag? c?(g 1{%0 T&De@l Sftf linked to a

Vi ruses r Worns
p)l(urghty o% web1 p;g%ss.g 159*

2. DESCRIPTION OF THE RELATED ART

With development of the Internet, the number of web sites is sharply increasing. In
such a web site environment, contents provided by Web 2.0 and user created content (UCC)
service users are also increasing. Since a general user can organize contents of web sites,
actiq_ns for malicious purposes against the management policies of web sites are also
continuously increasing.

For example, methods of embedding malicious codes in vulnerable web sites and
spreading the malicious codes to a iarge number of general users visiting the web sites are
becoming widespread. In particular, attacks on national public institutions are rapidly
increasing and causing serious problems. Here, a malicious code is a program developed to

disturb a user in smooth use of a computer, including computer viruses, computer worms
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(self-replicable malicious codes), Trojan horses

(malicious codes not infecting other targets but

causing a systemto mal function), and so on. The

adm ni strator of a web site nust allow use of

s5'Freapliesble makiqiens dodesyukigien horsrvinalicieys codss apt inbectimRAVEr targets
and SCRIPT, in order to use content provided by users

i dausing® sixgierh ¢¢ maldunstietd, andyobe. i nserted into such HTM
tags. In other words, the problemis in that the

admi nilb¢ pdmimistafor ®f vielvebisite muss tallaw] wer afskeypeftedtivirkup language
tags because the web site cannot performits proper

ML) tagss such lae FRAME aod SERMT, iragideri ts uad ¢omwatlprolided by users and a
particular, a normal HTM. tag and malicious HTM tag

thaltsou’ @sdeCadyt he ihdeed kEsuch BITVEL tag&iNdn bihdSwbids,ithe problem is in that
difficult to distinguish themfromeach other. Al so,

tha @8miv@rafdg of 3 QveBisitt HUBNAIIOW LRUTEISTMIL Qads iRUAus@ EeOWED Ktk cannot
to non-formal characteristics of a web site, for

FXRPR S prop& fhAdtidns (HIS D& JTEEINIL €35 isRfilb&Ed.conpari sons,
and shopping sites, and thus it i's inpossible to

limt Inapa&'t?(,%[ar,i JRthal Iq"l'ﬁirlfﬁﬁg get rﬁﬁlf@icﬂﬁ gfmi \t}\ggﬁwe 'ﬁﬁ'sicallﬁ éhe same

such, an admni strator st exam ne pages a

G o5, g 33 BB DA
BRI GRSIA, LA i, ol
T
SR BT BT L0, SLABEAEE e
MM R W
%@g@tghgﬁ? t %E%}gip 'Sg%gggg?s%'ré S e e DRICSafly St dlSiS to monitor all
the web pages.

Consequently, a system that can rapidly check an entire web site in a short time

period is necessary.

SUMMARY

The present invention is directed to a system and method for detecting a false code in
a web site, involving collecting a part or whole of web pages linked from a web site,
determining whether tags included in the collected web pages are false codes or normal codes,
providing the determination result to an administrator terminal, and thereby enabling an

administrator to efficiently detect a false code.
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providing the determination result to an admi ni strator

termnal, and thereby enabling an adm nistrator to

efficiently detect a fal se code. 2 The present

invention is also directed to a system and net hod for

detecting a false, code in a web site, involving

col | edbs Regsept dvsation is 3lse dirggreh foes Sy g&b@e@%f@ dggsisting a false
pages |inked froma web site, determ ning whether

$osgdn 7 eP sHBANYAhving eoliestingsr gengrajpskor pindaied wele pageaimnmg web pages
codes or nornmal codes, and thereby reducing check

linkeg from Erh’eebmﬂes@q’q@mmrn%mctbw fags mickhidedl i thetcellectad web pages are
system and nmethod for detecting a false code in a web

Blst eodes nvmirmahgpdes hdetberiehigredugiag ¢heck timbiol e of web

pages linked froma web site, informng an

adm nTh¢ pabant iventionnalalsofditats® ©opes aid methodforcleetesng a false
included in the collected web pages to enable rapid

@de it £wek 8isd) irvoBgay ddfltctinglasart ©P ddSle cBM@ED phEES 1iakdORGAE web site,
a systemto be stably managed. 10 The present

inforRgi 28 MhdinSnistas® t€HniRe bEfIe RodesTY HibRMAL 36dELs RINRE if B collected
detecting a false code in a web site, involving

_ @?déké’to@%ﬁlﬂ@?dpﬁgccﬁﬂfénﬁ&@ﬁrg dgthd i@ foddss End:t‘ﬂgﬁallowmg a system to
included in a part or whole of web pagées |inked fr
B BB Mhdaged. @and thus enabling a user to safely use the

web ‘site. According to an aspect of the present

' nvemﬂxé) setn¥I ﬂ{v@ntioﬁ iDLRY 'dg tﬁecﬁt S §Js{%m g.rgl metiln?d for fdetecting a false

detectin se code, inc Serv

&ﬁmr{‘é \%beg {enﬁvav‘%l??q%l %etlecl:tﬂlk eagld tc opuiag Wg}il p fal fa"i:l e Cﬁé gxcluwe(P 1n a part

pages, surv ce server or C

at dat
&er}l%{e fgxéetb é)raﬁ?sq nﬁ&f &?}I@ tah%erbpﬁ%g’g?gqﬁg%ﬂabgﬂg aﬁls?rﬁg sa\ll}e ely use the web
g@nerated or updated web page are fal se codes or
nornal codes, and providing the deternination result
ap adm nistrator termnal such that
adm nﬁ%‘iofcg}?% fo @%ﬁsEﬁﬁEBE thenpresaat dpvantion: |ﬂ?ﬁ’ie i Biavided gosystem for
The surveill a ce server may collect |ocation

detecting & tfplsh coge énc\}\%ngpélg\é(etgé%?raﬁ)édldr@gmstenng a web site linked to a

plurality of web pages; and a surveillance server for collecting a generated or updated web
page among the linked web pages, determining whether tags included in the generated or
updated web page are false codes or normal codes, and providing the determination result to
an administrator terminal such that an administrator can check the determination result.

The surveillance server may collect location information of a web page generated or
updated within a predetermined time among the web pages linked from the web site
administered by the web server, and may determine whether a previously set tag among the
tags included in the generated or updated web page is a false code or normal code.

The tag may be a hypertext markup language (HTML) tag for inserting information

into the web page, and may be one of IFRAME, SCRIPT, OBJECT, EMBED, DIV, and
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updated within a predetermned time among the web

pages linked fromthe ' web site admnistered by the

web server, and may determnm ne whether a previously set

tag anong the tags included in the generated or

ated web page is a false code or normal code. The

lsacwgp 81y aielatey pligy of Bsgirhgie adney) affestyarf asiministrator

|nsert|ng information 25 into the web page, and may

oeuseraf tesf webRAMVE, SCRI PT, OBJECT, EMBED, DIV, and 3

SPAN. The fal se codes may violate a policy of the web

site dAhelsysteyn fofr fdetoetingrn fathricndsimpnfugther ocluds erdawbast er separately

web site. The system for detecting a fal se code nay

ftonngtbe falsacbdeckmd shedmimallaséde dcoordigpatiatdeieyminstianrresudt. t he

fal se code and the normal code according to the

det er Aicerading o aresher bspelt AAakoprdienpinvent@AOthbelis poPRIed a@fstem for

the present invention, there is provided a systemfor

diadcting b fdsecolla)| iB@udifgl @, colletbruet electthgdBtatiBh irFbrnfa®ibn of generated

collecting location informati on of generated or

SHPAs e WY Pagp 28R SngA a1 g W MKBREES o \i'é?)ksﬁg a(ﬁlﬁﬁme?ed’ﬁba web server;
site adm ni stered by a web server; | oader

4 Rask: n¢ 15421%113/@@ weB P4pes Q&%Rﬁ&E t@ghet &llt‘:&@d fegatgﬁ%fggnatton of the web

| ocation information of the Wweb pages

;?q%te:se, Fag%g%étemgerd@; Qgtgﬂrﬁﬁlﬂg W&{Iﬁé ﬁed ﬂctkéj g)%ﬁleq \Q'eb pages are

ed web pages are es or nor ma

ﬁg@g@ksépﬁx&ghkggtor may col | ect Iocatlon i nformation
0

page generated or updated within a
pr edei‘l'ﬁ gglp %‘grn m§1¥ col?egp[%)gatlotn the rm%tp g(SS wI ngz}egg g[eaeéated or updated

web s server,
cont ent ,, of gIBrev

ges g%é’éxét tﬁ%gzla gitehzzjinliﬁiétered by
b
B &b Se el pitibe LI ER o PO PRAPTSIPUBY SEriBE fEtsed in the web
be an HTML tag for_ insertin

RO 0 T Rl Paaeet B BTORBYe BEbaRESroing to

SCRI PT, OBJECT, EMBED, DIV, and SPAN. The
qoﬁpgsy':le%@g information of the web pages.

Here, the tag may be an HTML tag for inserting information into the web pages, and
may be one of IFRAME, SCRIPT, OBJECT, EMBED, DIV, and SPAN. The false codes
may violate a policy of the web site and may affect an administrator or user of the web site.

According to still another aspect of the present invention, there is provided a method
of detecting a false code, including: administering, at a web server, a web site linked to a
piurality of web pages; and collecting, at a surveillance server, a generated or updated web
page among the linked web pages, determining whether tags included in the generated or
updated web page are false codes or normal codes, and providing the determination result to

an administrator terminal such that an administrator can check the determination result.
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may violate a policy of the web site and may affect an
adm ni strator or user of the web site. According to
still another aspect of the present invention, there
is provided a nethod 20 of detecting a fal se code,
including: admnistering, at a web server, a web site
| i nked D groyiding ofy the detormypatigaesylide gn agministigtor ¢arminahmay include:
at a surveillance server, a generated or updated web
prilgetingnd ivgb Pree ganereied anepdaiedywithingepredatérmineg tinkrearheng the linked
tags included in the generated or updated web page
wele rigghisearchide sags inchusiedran thedectedaweb pageViorda tag prdvéously set to be
determ nation result to an admnistrator term nal
¢hgckedt Heternaming cviiethies the aags rindadeddh ek weth pagdeire FalenaiésOst normal
result. 4 The providing of the determnation result to
anlenciotarding rat dre teardhi Fbltmayd ipielidiae: the Cltdr@mbiifty résult to the
web page generated or updated within a predetermn ned
ddniigis@arongrmiifg shibntk@dhe MRNBRYESIdNSEXESY thE WeBS&ver can check the
included in the collected web page for a tag
Ptemiush yessiet to be checked; determ ning whether the
tags included in the web page are fal se codes or
NOT MBAIThStag ARt HeAMAPTIL NG Fo ifBRing %ﬁl‘fbti%ﬁ b the Abage, and may
providing the determ nation, result to the
BOSHUFIFRAME, SCRIPTNGBISME ENBRD, b??, %‘3 PAN! "eHalse codes may
adm ni stering the web server can check thé

I ' t e.an HIM_ t for .
1St RoDE) b2 85 Hleana HAF P N s Bor o] e e Bl e
one o , | PT,. ECT D. DLV,..and SPA
The fg{’és E’g@o énsa%ri%}ﬁ)erfﬁc V/leoTeg%Igt%gB%%rmgcé?e Jis fode the normal
si,;te and. af.fect. the adm nistrator or user of the
e Saézf?rg{ng%%‘eﬁ%t?%f}m‘r?ﬁf*mt her include separately
storing the fal se codes an he norpal . codes . )
accor é?cr%g}f’%tot*?éa élfeélafﬁeﬁtac?fit hPTeEh Y entige BpTgiifproyided a method.

%t anot h i as‘ﬁeect of thq present invention, there is )

BT RR BI04 dPeluing EQlIeCknen gt 3 sHrifilance gerier, location information
i.ncl udi g: col L ecting, at a surveillance server, o
qfc&E%ﬁf?tB‘ﬂ T ypdiehReb BreSs among Wk Prgentinkepd Sfomup wab sige adetinistered by
pages anong web pages linked froma web site
aag%q Fﬁrgqr'e}og@mg)yat the surveillance server, the web pages according to the collected

location information of the web pages; and determining, at the surveillance server, whether
tags included in the loaded web pages are false codes or normal codes.

The collecting of the location information of generated or updated web pages may
include collecting location information of a web page generated or updated within a
predetermined time among the web pages linked from the web site administered by the web
server. The loading of the web pages may include loading content of a previously set tag
included in the Web pages or loading a web page including the previously set tag among the

web pages according to the collected location information of the web pages.
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a web server; |oading, at the surveillance server, the

web pages according to the collected |ocation

informati on of the web pages; and determ ning, at the
surveillance server, whether tags included in the

| oaded web pages are fal se codes or normal codes. The

col | edbs 13§ rwqaewe HIddh taedar inserBrginfQreatior infpathe wab @agesrand may
updat ed web %ges na% 20 include collecting | ocation

benfrsr ofalt ngf GRIREHOBAEET gBMBESRY, i Vo pndPBANe d Th fHisencode may
a predetermned tinme anong the web pages |inked from
Yiplategeolisy efchereel sitesneé mapl affoct thecadwinystrasa oy aser oflthe web site.

| oadi ng of the web pages may include | oadi ng content

of a previously set tag included in the web pages or

| oadi ng a web page including the previously set tag

among the web BRGEDESCRIPHION OF THEhBPRAWINGS ed

| ocation informati on of the web pages. 5 The tag may

be anThtld¥ové agl dtietr féanS€ dntl Agvantilgey dTakd resehith@entibe wittbecome
pages, and nmay be one of |FRAME, SCRI PT, OBJECT,

EdBEEharddht Yo thadeGbf SFMNry SkiPin tAd ﬂbﬁ@é@@ritﬂ?%in détaRll B exemplary

policy of the web site and may affect e

ASHBAhents tAdrOdf vth R Rhcb thd Bl dBdvifes iR WRRhEF
DESCRI PTI ON OF THE DRAW NGS The above and ot her

f eat UFRS 1306kRAYARTASRS0h csmt&i;oﬁggggyskem&&%dﬁg t}gﬂ'r?h lexemplary

become nore apparent to those o I'nary s

<5ﬂ%d%%5taﬁh9@%§5{g'ngkn detail preferred exenplary

enbodi nent's ereof wth reference to the attached

i 2 g0 1,0, WAL TserEh Gt o Lu9NBRBL 6 LAY Lsge fat es 2

constitufion o ystem accor g an exenplary 10

enbod; t. of, th resent invent, qn;, . FLG is bl ock
i agr ey o § e heliERRbhe sl Slbiskinge ol Sebidhe o an

3eisla(;logchagnabllust{atiqg a nethod of detecting a
TRV CHr AL A WY et8! R 8enpl ary enbodi ment of -

t he nt. i.nvention; FIS. 4.illustrates an exanple .
of dob ST Pallpyhel dp a3mRl oL deiils forcireBE A dReh Fyeriseaifing to an
exemplary embodiment of the present invention;

FIG. 5 illustrates an example of a screen in which a false code is detected according
to an exemplary embodiment of the present invention; and

FIG. 6 illustrates examples of a screen for managing a false code according to an

exemplary embodiment of the present invention.

DETAILED DESCRIPTION OF EXEMPLARY EMBODIMENTS

The invention is described more fully hereinafter with reference to the accompanying
drawings, in which embodiments of the invention are shown. This invention may, however,

be embodied in many different forms and should not be construed as limited to the
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15 exenpl ary enbodi nment of'the;present i nvention; FIG

5 illustrates an exanple of a screen in which a fal se
code is detected according to an exenplary enbodi nment
of the present invention; and FIG 6 illustrates

exanpl es of a screen for managing a fal se code

caehodimetingigset orth herewx e Rpthar, theandinhpidireents as¢ pronisled focilln enable those
i nvention. 20 DETAI LED DESCRI PTI ON OF EXEMPLARY
EBODIrWVENT 81 thh ert itheralrdy end practibeglr inkentionore ful |y
hereinafter with reference to the acconpanyi ng

dr awi Hgsinafter, akystcm axinodhodet detaefing b éalienvdmniniaovebasite according to
shown. This invention may, however, be enbodied in

axamplach érhtsydémdnts affthesprasedt mbaitiod wild be Bescriledsh deteid wath reference to
limted to the 6 enbodiments set forth herein.
Rasheto 6.t hese enbodi nents are provided to fully enable
those of ordinary skill in the art to enbody and

pr act TEepeift indMBRh pRIVidesB&hRiahd o effﬁie%ﬂgﬁ@t_@étﬁﬁcﬁ false code in a
nmet hod for detecting a false code in a web site

RWarQtedi Ribrd inelcﬁ%glm? gy é&,eﬁﬁpa%_d EABSHime®f of BE pésemEibention involve

i nvention w be "described in detail wth reference

dofle tﬁg g{?é(ﬁ?'or %vhB@ o? wegﬁg%eg,rtgls %ntp?éhqégg}dftg{bg%géﬂgg@?%ﬁafes linked

f
tec for efficie etec e Co

%Y%p ?E\}ee[) gite Mg{eﬁniﬁﬁ%g%felh%la%d& 011 tggs ig&ég g@%l%én\gégga%ngésﬁp%l?se codes

Fésen I'on 1 nvol Vv
| e

8L 8L RS MR P B B o o

we ermning

odes or ta included i.n the web pages are false

BUBSraIRs <gp SpigieBly §elrda BN RS ovi di ng ¢ he o
deterpj %tion reﬁ L{ to an admi njstrator term nal such
that Bio: LeeapmAee PabRrateR A CORF LB AL PyYstrot accprdipgstg ag gxemplary
code, FIG | schematically illustrates a constitution
cFrbogimant pitht BIESSE BVIi°Po an exenpl ary

As illustrated in FIG. 1, the system for detecting a false code in a web site according
to an exemplary embodiment of the present invention may include a user terminal 110, a web
server 120, a surveillance server 130, a database (DB) 131, and an administrator terminal 140.

The web server 120 may administer a web site linked to a plurality of web pages and
provide a variety of information. For example, web pages administered by vendors are
linked to a web site corresponding to an online open market, and the vendors can upload
information relating to products onto the web pages. Then, a user can access a web page in
the web site using a user terminal, check the information relating to a desired product, and
purchase the product.

Here, the vendors must use hypertext markup language (HTML) tags, such as
IFRAME and SCRIPT, in order to display information relating to products, and a false code

or false tag may be inserted into the HTML tags. There are various types of false codes
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enbodi nent of the present invention. As illustrated in

FIG 1, the systemfor detecting a false code in a web

site according 15 to an exenplary enbodi nent of the

present invention may include a user termnal 110, a

web server 120, a surveillance server 130, a database
noiByling 31 a &ypd that kedkd Aipsrsomal oromputeni(RQ) b 4psertingea weahicious code
server 120 may adm nister a web site linked to a
piswibatingt ¥ cofhpwethvipsgesusnd POrswandegent fpnpidstbwé denial of service
i nformati on. For exanple, web pages adm ni stered by

(Daf) mgacky 2) anbthakeyge that iasensla codd mstalbing es pativdliresgvatonamnd tricks a
online open market, and the vendors can upl oad 20

usef oftoeskitiny acbants nGing dalpe diligadsss, antl A3)t il wweithep agees that unfairly
Then, a user can access a web page in the web site
HhEhiP@atds the Bendfe bithdtamulaGRES Kart BEa bdtdl didiB fin@thiitelh,af reWard process
to a desired product, and purchase the product. Here,

i hYsyISOh Sl W%d%@&@&ﬁﬁﬂaﬁ%ﬁn JRlirkdtRrahabgsage (HTM)
tags, such as |FRAME and SCRIPT, in order to display

i nfor ARtd AR shRkRibhddGetver PIOAMCIRck H‘Fg{Lat @At%%ré‘dégz?mmg@mterval
or false tag may be inserted’into tags. There

|4
l?{(/)geeéf)t@% g?ﬂrﬁ/agXPE&slee th @Léﬁn&@@ﬁéher H'l('IOI'E H% 1H<9ucile)d 1@ a web page in

personal conput er y inserting

Qhﬁﬁlir{f&j'g%ﬂgn Qqu%é tgbﬁc{dba% h@g d%.ger%gﬂg ggdeg ' F H(?l‘rma?Eodes. Then,

ent a

aurvelﬁar{cglsvfrvel) 136t ! gcﬁlgdvu?e) thea Q&gr%exﬁatﬁox Qesu% P({ 1'he a S%Es‘ir%tor terminal

ViTus vaccl ne an
g into settllng accounts using fal se dlagn03|s, and
§)Stl|| ‘anot her type that unfairly 5 nanipulates t he

et Ao, e aingh e 330 Py ATRD 5 g REALr (3 Tl code i

| eads to price conparlsgn or dlrect transaction. Thus,
tieetedsipg iar PRAR eSS $300 may  check HTML tags at a
predet erm ned interval More specifically, it is

pOSS| B, & HAMefagiisesed kringest inferpationigto thi weh gags. and may be one

page in which information relating to a product

PstF FERIBF.OBIFCILEMEEES DAV, sk FfiN.codes. Then,

The surveillance server 130 may store location information of web pages including
detected false codes, that is, a false code list, in the DB 131 a_nd manage it. Also, the
surveillance server 130 may store an exception list including reliable web sites, e.g., Gmarket,
Samsung Electronics, and Microsoft, not to be searched for a false code in the DB 131 and
manage it. In other words, the DB 131 may be classified into a first DB storing a false code
list and a second DB storing a normal code list or an exception list.

In addition, an HTML tag to be checked may be set by the administrator in the DB
131.

In this way, an exemplary embodiment of the present invention determines whether

or not a false code exists only in generated or updated web pages among web pages linked
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10 the surveillance server 130 may provide the

determ nation result to the admnistrator term na

140. Al'so, the surveillance server 130 may i nformthe

adm nistrator that a false code is detected using an

al arm message, and so on. Here, an HTM. tag is used
fromianwelr sitej aridopreeitlesathe deteonindtion wesylt page admingstiaipy tgyminal, thereby
one 15 of | FRAME, SCRIPT, OBJECT, EMBED, DIV, and

PANingTH deteation garlge anCenss@ieudy, tllcismnwmkels todetedt adfalsé oode in a web
i nformati on of web pages including detected false

gwedesbe teladedi s, a fal se code list, in the DB 131 and

manage it. Also, the surveillance server 130 may

st or eFHR 26X a 8otk diaglamsdf thersntveiliang seelet Bl showr in BIG. és,

e.g., Gmarket, Sansung El ectronics, and M crosoft,

not t ashieusgaiad GIEG. P ahe surldlifice soete 180 nfak éncdde b¥kstamdrface 210,
20 manage it. In other words, the DB 131 may be

£LaRSiof DB allpdder 28 b mslifidPB 46! Dddtddhirer D50, 98e 6@ 8ntedfhacet260, and a
and a second DB storing a normal code list or an
&58SRLERR YA St. In addition, an HTM. tag to be checked

may be set by the administrator in the DB 131. In

this ygy o 30n&xenhar t@o%ﬂ%@?ﬁéf‘%hgf%hﬁe 9«%@%&% through the first

i nventi on determ nes wh not a false CO

G200 Yol B3SRBS AT

gripae ht%em%,gt'e;faég%en admini strator term nal.
Hart o étection range. Cbnsequently,

Egﬁ tb 8% ﬁ}?gﬁ ttgf‘d@%‘f #@agfe&og%%orﬁg dpeg n%oélrect?lﬁ%a%on information,

survej shown in FI G

I | ance r er
© 81 VBl reRguics lgepiers @&Fhé} £ o aﬂ%aéeds%?wﬁeﬁsa Yglypages to

i nclude a first ] a e 210, col |l ect ar
Pecollested gponga HB‘FH weppreesy] “H‘&?@P’Fﬁ hEFO IR mé“‘%‘%%h&l the web -
Slergvte(;:rf ace 260 and a

The loader 230 may be provided with the collected location information of the web -
pages, load the web pages based on the location information, and provide the loaded web
pages to the determiner 250. Upon receipt of the loaded web pages, the determiner 250 may
check HTML tags set to be checked, e.g., some or all of IFRAME, SCRIPT, OBJECT,
EMBED, DIV, and SPAN, among all the HTML tags in the web pages from the DB through
the second interface 260.

The determiner 250 may determine whether HTML tags in the loaded web pages are
false codes or normal codes based on the HTML tags to be checked, and provide the
determination result to the administrator terminal through the third interface 270.

According to the determination result, the notifier 240 may output an alarm to inform

an administrator that there is a web page including a false code, and also generate and send a
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third interface 270. The surveillance server 130 may
interoperate with the web server through the first

interface 210, with the DB through the second

interface 260, and with the admnistrator 10 term na
through the third interface 270. Through the first

MsEsess fo 2 short t%sacgelsle@eqeo@\@’)omﬁﬁyg%@l loag tm¢seaggt seovice. (LMS)
i nformati on, g., uniformresource locators (URLs),

BESsgEm ey atUétdn@na gpdsEge demely (MYE3 méssage, evmil, pacpesoico message,
be coll ected, anong a plurality of web pages |inked

felyding tewebr wiice cgd fOné Bunglreslfalyy codee havelbeers datecead,” ibput in advance
The | oader 230 may be provided with the coll ected
togbea¢dnonisirabror mat i on of the web pages, |oad the web

pages based on the |l ocation information, and provide

t he | sagado e cojapeakteted trRedlels tesay] i Brund@dssalyt®Bend a message.
recei pt of the | oaded web pages, the determnm ner 250

may  GhegkwhilMa é@ﬁ@lﬁﬁ%mb&dnﬁh@ntmﬁg%@serﬁ -iBventi&P BEAbRE a part or
all of | FRAME, SCRIPT, OBJECT EMBE DIV, and SPAN,

ANBB G Ahleb 35’% IAkME foROS whBlsite 18 DARBIIRAAESRd fah QB iAEraldB terminal to
through 2 he second interface 260. The determ ner

Qé@nfﬂﬁﬁ/edd 6t &r fﬂlégeccwae&h S6mial ook iha §edI ttlnee vJeB 3}§jagg Thus, an

web pages are false codes or norma base

: dd?ﬁm@%r émﬁlsﬁﬂngﬁla&{égfgbﬁg "we rkgte Q:EJ?YA ? e w1th 2 ‘false code, for

termnation res mnls

%g{ngﬂ'éggeatt Qreblgaé tﬁlg r{es (%nﬁ%%‘%vet%zy%g eAccor d' ng to t he

ﬁ1nat|on resu €°no r 240 may out put an
veb phie 3 e InegT URPotEE 2uaho bl it s slRPdt BeGptine o an
RO Traa e Bic wdedBe. Eewéiagﬁeiiéé'ecea‘ .
o R b ol i s o

“hungr f al nka?ges have been detected, " input

oY@ mc‘e pages 1 om a specific web site are updated or generatedn and when there-
are generated or updated web pages, may collect location information of the generated,
modified or updated web pages, that is, the web pages to be collected (S310).

This is because a huge web site, such as a portal site or a shopping mall site, is linked
to tens of thousands or hundreds of thousands of web pages and it is substantially impossible
to check all the web pages. Thus, the surveillance server may pick only web pages
generated or updated by users within a predetermined time period and collect location
information of the web pages.

The surveillance server may load the web pages according to the collected location

information of web pages (8320). When the surveillance server loads the web pages, it may

search for HTML tags set to be checked and check HTML tags in the web pages (S330).
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to the admnistrator. 5 Wen no fal se code is

detected, needless to say, it is unnecessary to send a
nmessage. In this way, an exenplary enbodi nent of the
present invention enables a part or whole of a web

page linked froma web site to be collected and an

adm nis thintoe, thesuryeiiance ssrvep gay hfad throentio contant| of ghecwehepages or
or normal code included in the web page. Thus, an

mayriqad soptgnts of adweeific HEMIn¢peninribg Vel peges onebwehi pagecdagluding the
rapidly cope with a false code, for 10 exanple, treat
gpecibt GERML hag. c dihiseis heomlise gotwab theddBMLRRES, b8t oy some of them are

flowchart illustrating a method of detecting a false
yodalyacedfaliadgsd @wdan exenpl ary enbodi nent of the
present invention. As illustrated in FIG 3, a

sur veThd aredllare s&vermyy p&emniad GBtthst thOBTNL tapsab Merchecked are
or not all web pages linked froma specific web site

false coedai £l (93409 NWhet £lse dott ew3@iin tHeeHed padds, BE Surveillance server
generated or updated web pages, may collect |ocation

By RhRRS EAR b 1iNend&RES READN infoRRMHoh @F 1Rl cottbgBh&H WRb page or
pages, that is, the web pages to be collected (S3 %O).

HBLSrdsSoRERANRAL adVdg8eb site, such as a portal site
or a é‘%pg%ng mMIérggtg, is linked to tens of

t housgads 9 _rfalp% )Q/(del’e 4%t Oh tflg %? %Qge; ey su‘ﬁﬁ%la@ﬁég ?e?vv\éeg My determine

e
i s substantia npossi b eck

T i) | ' b
BRSES orT BAF M UL AR MGG, IPYG RS0 S ket BR s
£%$g§£§rﬁ%ﬂ§d time peri,od, and cqglect | ocati on

i fif Or

PR PSR I U I s MRETEUTVE” | T gk ap yggeption List
Y OB AR A B A 55 A T co, e
SHYBR a0 oS | o2, LIS, eD BRSS! v s 530,
RO P B S35 T e b o PR Bier
gorc]iee DVI\Q'Bobr n%rargaelscoger DB, and an administrator determines whether the HTML tags are to
be stored in the false code DB or normal code DB.

At this time, location information of HTML tags included in the pattern application
list may be newly applied to the false code list or normal code list according to the
administrator’s determination. Then, when the same pattern is detected later, it can be
processed as a false code or a normal code.

When the surveillance server finishes checking HTML tags of ali the generated or
updated web bages, it may provide the checked details to an administrator terminal such that

the administrator can check the checked details (S390). The checked details displayed on

the administrator terminal will be described with reference to FIG. 4.
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may | oad contents of a specific HTM. tag in the web

pages or a web page including the specific HTM tag.

This is because not all the HTML tags, but only sone

of themare typically used for a false code. 5 The
surveillance server may determ ne whet her the HTM.

t ags Yl Yeillupieatdsen expmplefof| dstaile deredetasting o tfalsesgemy) according to an
When a fal se code exists in the web pages, the

exempleryl dnzhodienenteiithe preseayinMetiona f al se code |i st

including | ocation information of the correspondi ng

web pagélustrated neFI€o s e Sgenchidagletddtidn wango ¢ 38&@)ling \Mhem exemplary
no fal se code exists in the web page, the surveillance
eshodienn@fithdgtenninnentiold thayldaplagn ) HABIHER set g checkied, 2) a list of
checked are normal codes or not (S360). Wen the HTM.

Wb gésCor HETMD @4ps @6t taIbe cHlict¥a) 3)G0shasm applcativn U] 4)l AABE code list,
server nmay make an exception list (S370). On the

MlRkebn. hand, when the HTM. tags to be checked are not

normal codes, the surveillance server may neke a

pat t efis@RRN Ib@%k%e& i Uetai? GloWdi Plstt B HFVA t4RAS be checked, for
(S380). This is because the HTM. tags included in the

4ER,B1 998 0L RPN hBfy 2afdl 0

DB br’ nor ma @IBljg an %rﬁs nIBSt rgIEorS%'% ter%‘uﬁﬁgéet by an
the HTM. tags are to be stored in the false

%@%IQBE) normal code DB. At this tine, Iocation .

i nfor |on of t ncl.uded jn. t.h

appl | %Saé Ip%rr;] or YVh% £ I\cﬁ"wegg egers] é(\:/\tll to %g 6%]llecteg ? ges generated or

t or mal code t accordi.n
S e ey ey men%ﬁrwgnma&ﬁ%ﬂlsp St%e?oga?ﬁenple types of
;ern [ detecég Hbﬁhf it can be 20 processed as
Igﬁﬂ F%@aﬁ rategy oLthg, taE?)de Vhen the surveillance
server . finishes checkln ta s of %Wﬁ
gener PTG PHEG 1t LU BE e oML ihe collctd

checked details to an adm ni strator tern1na| such hat
YEePAEATHIAE cates Or pefmat FRMiCR apthé) %H%%%PP&%&“QPI it may be displayed
(S390). The checked details displayed on o

ustgi §o sramplco ypeePHHAML @es andisenigets of s dH Mhﬂrgs This is because a

reference to FIG 4. o
false code has a uniform pattern and it is necessary to detect the pattern. Here, 3) the pattern

application list includes HTML tags that cannot be automatically determined as false codes or
normal codes and are determined by an administrator later, and patterns of the HTML tags
will be applied to a false code or normal code.

According to the determination result, 4) a false code list may be displayed using, for
example, types of HTML tags, URLs of web pages including the HTML tags, and content of
the HTML tags.

In this way, an exemplary embodiment of the present invention collects only

generated or updated web pages among web pages linked from a web site, and informs an

12
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11 FIG 4 illustrates an exanple of details for

detecting a false code according to an exenplary

enbodi ment of the present invention. As illustrated in

FIG 4, a false code detection wi ndow according to an

exenpl ar enbodi nent of the present invention nmay o
@@BEHVO%WHM}LOQ e sete pp faéﬁg tah clkudad ipshegvgl pagessf Thus, it is
5 web pages or HTML tags set to be collected, 3) a

pessiblerty rapisdly ¢apgtyitrihg fﬁgﬁ code)or falfedpgs andosdstent ean be stably managed.
so on. These will be described in detail now First,

1) HTRIG t3aifustrates lap exdrenk etia sdreen in eshinhy false LédRAREstected according
SCRI PT, OBJECT, EMBED, DIV, and SPAN may be set by an
tedwriené¢aplanyteorbodi@ntR)f thie pyesent ioventibrol e of web pages set

to be collected, that is, web pages generated or

updat &d ilistrited iraFI0. deinemmbfedet page ipeudingla faycode (a rectangular
di spl ayed using, for exanple, types of HIM. tags and

ot fid stofvnt h€odtdivloftaafgBe cbdde sy Bebemithddes yinBehy bhe of false
the set HTML tags anong HTM. tags in the collected

dudes ipagy e fageecoﬁaliaeaigﬂbm&ﬁnqne QRIcBh wiRdRSf FRRG. 3) a

pattern application [ist may be displayed 15 using,

for ermiy BlusttdRe@Xa@blesTbMe stRES fRNRhnaORE 8¥aRe @bdel ording to an
HTML tags. This is because a fal se code has a uniform

B erdidinhdnt | _detect the pattern.
fgrg, 3) thgﬁ%%?f%€§&§§€g$¥g%?|on list includes HTM

tags .kgﬂfusﬁﬂgmﬂltﬂa% %%Egﬁgitaﬁc%%le ¥ ﬂgéﬁﬁfﬁxggggge%ﬁlpﬁa% 2fibodiment

T
codes or nor mal codes are daeter

: %qﬁ% HB&B{ ﬁ(r?ﬁigh @%nggegarsgﬂ srt)oarg Faxleeirﬁgnra%{é aﬁ ﬁgqelf%%e%oaggst and a lower

e appll S€ €O nor
B 0 g B8 ISt TR s B 9 e
pg%%/li'%cguﬁi SZ % tfg%%Lgod?LOévr\g#NLp&?g;&g i.tgecll)gtt%irnngpptligaetiomg\ét_ o} ?%4 may be -
determined later by an administrator as a false code or normal code, and the pattern may be
applied to the false code list or normal code list.

The above-described method can be implemented as computer-readable code in a
computer-readable recording medium. The computer-readable recording medium is-any
recording medium for storing data that can be read by a computer system. Examples of the
computer-readable recording medium include a read-only memory (ROM), a random access
memory (RAM), a compact disk-read only memory (CD-ROM), a magnetic tape, a floppy
disk, and optical data storage. Alternatively, the medium may be implemented in the form
of carrier waves (e.g., Internet transmission).

The system and method for detecting a false code in a wéb site are not limited to the

configurations and methods of the exemplary embodiments described above, and all or some

of the exemplary embodiments may be selectively combined to yield variants.

13



In this way, an exenplary enbodi nrent of the present
invention collects only generated or updated web
pages anong web pages linked froma web site, and
informs an 12 administrator termnal of a fal se code
or false tag included in the web pages. Thus, it is
possi Bihdlet the rigpingipy hes peen shawn handf ggsgibedowith orefefrericg eto certain
tag, and a system can be stably managed. FIG 5
¢xemplary ernleoslinagntethenepl, & votl be wwdersteed bintheks skilled 1 dleset that various
code is detected according to an exenplary enbodi nent
aangeh én form sied tethilpremt boomadesthgrsini withest dephtidg ifromPthé&spift and scope
content of a web page including a fal se code (a

ofeled iangptiba ks defimed bythy apenddioslimsCont ent of a fal se
code may be exam ned by clicking any one of false
codes in 4) the false code list displayed in the
detection wndow of FIG 4. . FIG 6 illustrates
exanpl es of a screen for nmanaging a fal se code
according to. an exenplary enbodi nent of the present
invention. 10 As illustrated in FIG 6, a surveillance
server according to an exenpl ary enbodi nent of the
present invention can separately store and nmanage an
upper false code list and a |lower normal code |ist.
Based on such lists, it is possible to determ ne

whet her a collected web page includes a fal se code or
not. Thus, 3) the pattern application list of FIG 4
may be determned later by an administrator as a

fal se code or nornal code, and the pattern.may be 15
applied to the false code list or normal code |ist.
The above-descri bed nmethod can be inpl enented as
conmput er -readabl e code in a conputer-readabl e
recordi ng nedium The conputer-readabl e recording
mediumis any recording nediumfor storing data that
can be read by a conputer system Exanples of the
conmput er -r eadabl e recordi ng nmedi um i ncl ude a read-only
menory (ROM), a random access 20 nenory (RAM), a
conpact disk-read only nenory (CD-ROM), a nagnetic
tape, a floppy

14
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-survelll ance’server co

di sk, and optical data storage. Alternatively, the
medi um may be inplenented in the form of carrier

waves (e.g., Internet transm ssion). The system and

met hod for detecting a false code in a web site are

not limted to the configurations and nmethods of the

WD IS ABMBBAS ment s descri bed above, and all or sone

25 of the exenplary enbodi mrents may be sel ectively

conbined to yield variants. 13 Wiile the invention has

been shown and described with reference to certain

exenpll af yystanbted idetesting atfhles @df, compriving:l be under st ood

by those skilled in the art that various changes in

f or m ametb deveaifbsadministdngvaded ditedinkédtowiplirality ofieEtapdges)@nd
fromthe spirit and scope of the invention as defined

by the sapemian@dseetenifon collectig ¥Wdfderdt&d GkAbMd Web plge Among the
system for detecting a fal se code, conprising: a web

Ikl @¥eb fpagesaaidriisih@ whiterdap¥eiclfdddein| thd §@erated R updated web page

plurality of web pages; and 5 a surveillance server
4dr@Fal§e0dddes b MBmal GRBE AL BbvRiind /i %Eﬁgmﬂ@tlﬂmpx@ﬂﬁt B Wministrator
the 1inked web pages, determning whether tags

feAGhadech kit asla@mma%fo@tﬁdch@& ﬂipg&&r‘ﬁﬂn Rriage are

fal se codes or nornmal codes, provi |ng t he
determnation result to an adn1n|strator term na
such that an adm ni strator can check the deternination

resul E Jfge 2syst ofSXI%t enﬂ of he(%lm §urvvéﬂﬁm €_se r le location
actd 1°Af Frfﬁ? gotiegE

OC&

ted pdat th det. d
BSOS FROSENl B PR TS e o
ELET DR R N e A

enerated or upd ted b page is a fal se
eerous y set tag amorrJlgathe tagsV\AlencluE)ie&g In the generated or updated web page is a false

code or normal code.
3. The system of claim 2, wherein the tag is a hypertext markup language (HTML)
tag for inserting information into the web page, and is one of IFRAME, SCRIPT, OBJECT,

EMBED, DIV, and SPAN.

4. The system of claim 1, wherein the false codes violate a policy of the web site

and may affect an administrator or user of the web site.

5. The system of claim 1, further comprising a database for separately storing the

false codes and the normal codes according to the determination result.

15
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code or normal code. 15 3. The system of claim 2,

wherein the tag is a hypertext markup | anguage (HTM.)

tag for inserting information into the web page, and

is one of |IFRAVE, SCRIPT, OBJECT, EMBED, DV, and

SPAN. 20 4. The system of claim1, wherein the fal se

codes Ovi B1systam éorp%teic‘éf}g %offlse Bedeweampsising: and nmay af f ect

an adm ni strator or user of the web site. 5. The

syst efheHeqrafopcallecting tasafoncinfpmpdemef gendetedbersupdhied web pages
separately storing the false codes and the nornal
aoeesvebqreesdinked fromtalveebdige edministeréddry a wehudetver;25 15 6.

A system for detecting a false code, conprising: a

col | eatlaaderf for loadihg éetwabgpapescatirding itefhe rcokdctedro@tion information of
generated or updated web pages anong web pages |inked

the ob pageejundi t e adm ni stered by a web server; a | oader

for |oading the web pages according to the collected

| ocat b datemnfih@rfoedetedinlg whethdd Q@R 1REY BSthe dAePweb pages are false
determ ner for determ ning whether tags included in

dddes drapdes W@l pages are fal se codes or normal codes.

7. The systemof claim®6, wherein the collector

collects location information.of a 10 web page

generated or updated within a predetermned tinme anong

the we bv\'ggeg§'§teﬁl' J}‘kc? m d;ﬁxglmseﬁrh e%ﬁ?c%r c%ll@cqgl Sotnelﬁf%rmation of a

by t he erver. S en1o

| nc ogag%ﬁéra e§ %g% agerg @/ann ?r%deq %utg Iar%glitl%g-‘ag\aeb( Pages linked
4 \ﬂe%’e%l ste gc?mxms?eged%nqgeqweb server

8. The system of claim 6, wherein the loader loads content of a previously set tag
included in the web pages or a web page including the previously set tag among the web

pages according to the collected location information of the web pages.

9. The system of claim 8, wherein the tag is a hypertext markup language (HTML)
tag for inserting information into the web pages, and is one of IFRAME, SCRIPT, OBJECT,

EMBED, DIV, and SPAN.

10. The system of claim 6, wherein the faise codes violate a policy of the web site

and may affect an administrator or user of the web site.

11. A method of detecting a false code, comprising:

administering, at a web server, a web site linked to a plurality of web pages; and

16
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15 pages according to the collected |ocation

informati on of the web pages. 9. The system of claim

8, wherein the tag is a hypertext markup | anguage

(HTM.) tag for inserting information into the web

pages, and is one of |FRAME, SCRIPT, OBJECT, EMBED

DIV, edl§ctamart azgrveglanceheereyst @anedted lopjupslaed whle pegn among the
the fal se codes violate a policy of the web site and

linkgd aeb pegesadeterhning whetherdpgsoncludedringhie generatedivr sipdated web page
11. A nmethod of detecting a fal se code, conprising: 25

agel frilyei ®des pmuaprmalt codespahd seviding the derehmisation lesultktochnt adn@nistrator
plurality of web pages; and 16 collecting, at a

temmina ishdhathat@n sémindstratoa capaheckathe detemmingpidateasditweb page

anong the |inked web pages, determ ning whether tags
included in the generated or updated web page are

fal se codes or normal codes, and providing the

det er . naAthe dfetiodwfklainh 01, 3FheRSHIHO Eﬁiv[(ﬂﬂi f thd @&tdAnf@kion result to an
such that an adm nistrator can check the determ nation

ddesmbttatorderidnal idRig8et hod of claim 11, wherein the
provi ding of the determ nation result to an

adm n&owestﬁ;goarw&%ag‘egg@hcr&@&l)ygﬁﬁiedcvahh@s_ FdateAniiEPiR@9Bong the

generated or updated wthin a predeternined tine anong

I web pages; 10 searching tags included in
1%%gdg%+P%%ged web page for a tag previously set to be

heckgd; det.erm ni ool AN
\(/:\ESC p%gré: hglg et gésg]l'ngl (lg 8%10}3‘2@% 2: r%h%cté‘lr}ﬁﬁvfgg%g%% gog’ a;ga% oprré\?%ugspyte %et to be
&hbg.gearch result; and

determining whether the tags included in the web page are false codes or normal
codes according to the search result; and
providing the determination result to the administrator terminal such that the

administrator administering the web server can check the determination result.

- 13. The method of claim 12, wherein the tag is a hypertext markup language
(HTML) tag for inserting information into the web page, and is one of IFRAME, SCRIPT,

OBJECT, EMBED, DIV, and SPAN.

14.  The method of claim 11, wherein the false codes violate a policy of the web site

and may affect an administrator or user of the web site.

15. The method of claim 11, further comprising separately storing the false codes

and the normal codes according to the determination result.
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providing the determ nation result to the

adm ni strator termnal such that the 15 adm nistrator
adm ni stering the web server can check the

determ nation result. 13. The nethod of claim 12,
wherein the tag is a hypertext markup | anguage (HTM)
tag for inserting information into the web page, and
is one of |IFRAVE, SCRIPT, OBJECT, EMBED, DV, and
SPAN. 120 A fethblef dadchioga dflsecdode, robrisimier ei n t he fal se
codes violate a policy of the web site and may affect
an adedlRtisdg; af Dsureillansesert, [bdacioniiforaiatién ofldenerifed or updated web
nmet hod of claim 11, further conprising separately

- 8 oGt pa@dsIBKEDRGS a web sROGIrkiReRALYRI wabadBsr;

according to the determ nation result. 17 16. A nethod

of defggihi NG 1R hifledBn&OdBer, GRNEY ﬁdfg@gaccgmlr{ge[@tthéqa)lleé&d location
a surveil ance server, |Ocat|0n i nformati on of

1g§ﬂ%&ﬂﬁﬁg1Q;waﬂg§$ guyeb pages anmong web pages |inked

froma web site mnlstered by a web server; 5

| oadi pg emﬁ"ﬁmé?zﬁ thie!s !elllllira:g slgrvéxe FWikchher tt%@ ian J&a&eﬁlf loaded web

accor Ing to e Cco ect ocdtion orna Ion O

&gg Emg%gﬁﬁoraq%mgg&grn1nlng, at the surveillance

TaGs ¢l uded in the | oaded web pages
are false codes or normal codes. 10 17. The net hod of
claim 16, wherein the collecting of the | ocati on

| net ubs WETeed R Bci PO OF e BT feaiep fgRgaaton of

generated or updated W thin a edetern1n6§?t|ne anong
§oReraiRd P Jipgated [MeRKRag s isthdeheol lratine Lcionaiarmtens pba Web page
by the web server. 15 18. The nethod of claim 16,

%ﬁ@@@iﬂ A" ppeted sty Prsetenrunsiima,apene thi welBesss lipkedi fﬁgn the web

site administered by the web server.

18. The method of claim 16, wherein the loading of the web pages includes loading
content of a previously set tag included in the web pages or loading a web page including the
previously set tag among the web pages according to the collected location information of the

web pages.

19. The method of claim 18, wherein the tag is a hypertext markup language
(HTML) tag for inserting information into the web pages, and is one of IFRAME, SCRIPT,

OBJECT, EMBED, DIV, and SPAN.

20. The method of claim 16, wherein the false codes violate a policy of the web site

and may affect an administrator or user of the web site.



content of a previously set tag included in the web
pages or | oading a web page including the previously
set tag anong the web pages according to the collected
| ocation informati on of the web pages. 20 19. The

met hod of claim 18, wherein the tag is a hypertext

mar kup | anguage (HTM.) tag for inserting information
into the web pages, and is one of |FRAVE, SCRIPT,
OBJECT]. EABERputBl-MadabiedreSirdiNg r2dlliunt Berifgtahprdgai folr @keauting the
16, wherein the false codes violate a policy of the
methos bt By odbodMslmeay tedd. ect an admi ni strator or user

of the web site. 18 21. A conputer-readabl e recording
medi um storing a programfor executing the nethod of
any one of clainms 11 to 20. 5 19

19



