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about hi ghl gopeytarsiedwerk Waayhisherdient énliifeddera weRlIsesélor mat i on or damage
caused by a variety of conputer viruses through conputer networks are al so
qui ckly increasing. The danmage caused by harnful information such as
conput er Vi BdsRgrotAl Ate serious. Reportedly, the anmount of worldw de
damage by conputer viruses in the first half of 25 1999 marked a three-fold
jump at $7.6 bi | Wishthewdaveigmaert gfzogpsiternedworkiaaseaitaapn@ogieseaher nobyl|

at o on 8 narlerak: Tifuldd v eBr R ectl thoofRht M Bl ohei udi ng
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or the School Bus virus which 30 inplants a "spy" file capable of renote
cont r ol | i ngesp@uhipat &ow,ithednternet is no longer a new technology and service

field in virtual space, but is getting into the realities of life. An ever-growing
number of businesses, for example, shopping, auction, banking and

15 advertising businesses, have established a presence on the Internet.
Computer users now routinely employ the Internet to access various
information, and conduct a variety of economical activities.

The Internet provides convenience to computer users in various
ways. On the other hand, as computer and Internet related technologies

20 have grown, concerns about highly possible illegal extraction of personal
information or damage caused by a variety of computer viruses through
computer networks are also quickly increasing. The damage caused by
harmful information such as computer viruses can be serious. Reportedly,
the amount of worldwide damage by computer viruses in the first half of

25 1999 marked a three-fold jump at $7.6 billion over 1998's $2.5 billion.

For example, the Chernobyl (CIH) virus, which is a high-risk
computer virus, corrupted all of the data on a hard disk, and caused
tremendous damage in the world including Korea. Recently, new harmful
information such as the Back Orifice virus, or the School Bus virus which

30 implants a "spy" file capable of remote controlling a computer, into
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1 WD 01/50344 PCT/ KROO/ 01374 conputers along with other conmputer viruses,
to there ] ally extract personal information fromthe conputers, has
been i nt%o‘héslg(%‘gont o the Internet. An existing count erpI%W’FBW?J‘?B‘t ection
agai nst various harnful 5 information is based on the first
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i nevitable that the conputer systemis danged by the new conputer virus,

or per sonal disad\antage tauridsinzioe prateglon poliryias i thatefvarigy ebapimiels syst em
In addition, a user must visit .harnful inftormation relafed seryice
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the anti Vi riistanea GraRdWRRE YeFscHal cHpd@sts! Whit i§ @fNHERICieNt bHScdss
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program i s dvsricasing bompaterausensswih (theiiostallaton wetivity.i & usinenmoegessary
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y the harnful “information to the "harnful infoormation related service
provi ders, latest heleases of antivirus programs.

Thus, if new harmful information, such as new species of computer
virus, against which appropriate antivirus programs have not been
developed yet, infiltrates a user computer, it is inevitable that the computer
system is damged by the new computer virus, or personal information is

20 illegally drawn out of the computer system. In addition, a user must visit
harmful information related service providers, or online communications
companies to get the latest version of the antivirus program whenever an
unidentified computer virus is discovered. Furthermore, downloading the
latest version of the antivirus program is followed by manual installation,

25 which is an unnecessary labor-intensive task.

The existing counterplan for protecting user computers from harmful
information provides no communication channel for effectively reporting
occurrences of harmful information or damage caused by the harmful
information to the harmful information related service providers, so that

30 statistical data on distribution of harmful information and damage caused
by the harmful information, and the systematic data analysis thereof are not

available to the harmful information related service providers.



30 statistical data on distribution of harnful information and damage
caused Otlﬁg 4Qarm‘ul I nformati on, and the systematic data anal ysis
t her eof AP0t available to the harnful information reI%PE’é/HR%‘K\?V‘be

providers. 2 WD 01/50344 PCT/ KROO 01374 Disclosure of the Invention To

sol ve the ghove Rrob @@Binvihtides @ first objective of the present invention
to provide Ts-grsge'nra'rT%ErTE%*hvéi for bl ocking harnful information online,
whi ch al | ows a cTo eolvestyetabovicopablénie) iy iblaokirst bbchae rdf uhe preséot mat i on,

using a harnful information bl ocking programwhich is automatically
transmi t t edne@nfiamitriPyvislg 3 systera and mathagdfer lackshhaigefsssfergnation t he web

server via rk, ' L ASRES i a i file
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second obj agforiv@tioh, tingr®sedrinfunvefarmatioh ObRERivigd eregraet herichlis for

provi ding service of bl ocki ng harnful information online by a web server
on a conputastomeatigalihitransmitted andinstallenh reideiclienbsyste@ ynassegRessigent i on to
provi de a conputer readabl e medi um storing the har | ,infor ion

bl ocki g prioQRAEDSPrBh RS BIPHE e epr bR et MBI nvent f on
i s achi evedile JfpdsoutptfEl/m Grindtwhikosddied I/mpbrtng ciightodysérmon i ncl udi ng
conputer viruses, the nmethod conprising the steps of: (a) on a conputer
net wor k t hr ough It isté sécendwibjestivesefrthamdesert invemntiopyetpsayide@ metileed t o each
other, the web server recejvi a . conpection request fromthe client

syst em d¥erfof ROVI B%ﬁfvé‘Feﬂ‘Jé?lﬁg’aﬂg h@wﬂﬁﬁgo%@l%ﬁ)@g}e by awER S5 Yy a

har nful i nf gt FRGAHUEONSWRFKI Ng code nodul e to the client system and (c)
once the transm ssion of the harnful information blocking code nodule is
conpl et ed, the Harad third dbjeotivenof ihe fresekt ingenitaetoprvide agoowadtércal |y
runni ng on the I ent
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har nf ul 1er moa;methdd(foBplocking harmful information including computer viruses,
the method comprising the steps of: (a) on a computer network through
which a web server and a client system are linked to each other, the web
server receiving a connection request from the client system over the
computer network; (b) the web server transmitting a harmful information
20 blocking code module to the client system; and (c) once the transmission
of the harmful information blocking code module is completed, the harmful
information blocking code module automatically running on the client
system to block in real time harmful information including computer viruses.
Step (c) preferably comprises the steps of: (c1) inspecting file
25 input/output (I/O) on the client system; (c2) determining on the client system
whether files inspected in step (c1) are harmful or not; and (c3)
appropriately treating a file determined to be harmful in step (c2) if it can be
treated, and aborting execution of a file determined to be harmful in step
(c2) if it cannot be treated. In step (c3), the web server may be provided
30 with information relating to the file determined to be harmful in step (c2).
Alternatively, step (c) may comprise the steps of. (c1) inspecting

network packet input/output (I/0) on the client system; (c2) determining on



appropriately treating a file determned to be harnful in step (c2) if it

can be @g /gq,4and aborting execution of a file determned to be harnful
in step R{' ;‘H it cannot be treated. In step (c3), the REBKROPE4may be
provided 30 with information relating to the file determ ned to be harnful
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step (c) 5 preferably di'splays Its run separa ndow,

and the sexprsferapily Aisplags her linding nétatusain ansépaehé aingede dedte i s
aborted when the separate windowis closed. It |sC{)ref erable that the
har nf ul i nf exegutiosref the barmisindermeatiasthipekieg sede Bwwdule istaleries)whesnt i nues to

th | i ent t \ when, t h | i ent t th b
server. 1t 1E SePapPRarbieS ARt lbistieliv e At PRI BRTIBIRA I code
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anot her enbodi ment, the present invention provides a nmethod for bl ocking
har nf ul i nf eystem even whlendiheclcnisystem assesses, andteemwebs@rverontbis si ng t he

t f: t t K t h,which a first i ,
R R g R FA
system conngréteRqbl B AMACEEERMoMRR T8 Y Sdrafyer the conputer network; (b)

the client systemconnecting to the first” web server over the conputer
net wor k, accor di hganathenémbmdiment, hequiedent ifventianovisiesardethel foer ver to

o mat | onBEEE RGBS SYUHANG| FRRPOE) VB arac AP Bhee ¢ he
he harm ul P B e o O B e G ot ne
client sst mebtserbéneksecondewkb tsemeerhadra ullienn$ystemt &renlinked to each
other, the client system connecting to the second web server over the
computer network; (b) the client system connecting to the first web server
over the computer network, according to information provided from the
second web server to the client system; (c) the first web server transmitting
20 a harmful information blocking code module to the client system; and (d)
once the transmission of the harmful information blocking code module is
completed, the harmful information blocking code module automatically
running on the client system to block in real time harmful information
including computer viruses.
25 The second objective of the present invention is achieved by an
online service providing method for blocking harmful information including
computer viruses, the method comprising the steps of: (a) on a computer
network through which a first web server and a client system are linked to
each other, constructing a homepage on the first web server for online
3o service; (b) the first web server receiving a connection request from the
client system over the computer network; and (c) the first web server

transmitting a harmful information blocking code module to the client



i ncluding conputer viruses. 25 The second objective of the present
I nventiopn is achieved by an online service providing nethod for bl ocking

har nful MBI on including conputer viruses, the met hBaTEBMP1324 ng t he
steps of: (a) on a conputer network through which a first web server and a
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nmodul e to t Cleding POMPUtEYYINISe$0344 PCT/ KROO) 01374 system the harnful
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15 computer, and the harmful information blocking code module is

automatically executed on the client computer to block in real time harmful

information including computer viruses.

It is preferable that the harmful information blocking system further

comprises a second web server linked to the client computer through the

20 computer network to provide online services through the computer network,

wherein when the client computer is connected to the second web server

through the computer network, the second web server provides the client

computer with hyperlink information used to access to the first web server.

The third objective of the present invention is achieved by a

25 computer readable medium having recorded thereon a computer program

for blocking harmful information, the computer program transmitted from a

web server to a client system through a computer network, and

automatically executed on the client system, wherein the blocking of

harmful information comprises the step of: (a) inspecting file input/output

30 (1/0) of the client system; (b) determining on the client system whether files

inspected in step (a) are harmful or not; (c) appropriately treating a file

determined to be harmful in step (b) if it can be treated, and aborting



wherein when the client conputer is connected to the second web server

t hr ough JV&A% /gé) uter network, the second web server provides the client
comput er VAR per 1ink information used to access to t hGHWKRWQIRH server .
The third objective of the present invention is achieved by a 25 conputer
readabl e ”FQéc':Uﬁ&?\aMf Qg'héedé?éﬁﬁﬂeﬁn%rﬁé’%a‘?‘m‘?&”ﬂ“étép @) eEAQ pd! OCK! NG
harnful i nformation e conputer programtransmtt roma web server to
a client styebt=y; ehdc()dumToaldurmgmbletveeb servepwith isfodmaton cetating td the fikexecut ed on
the client s%/stem wherein }he bl ocking of harnful information conprises
the step offe!qrE)NGGHIRR PAHFY in §te|pr(}9|)rt/out put 30 (1/0) of the client
system (b) determining on the client systemwhether files inspected in
step (a) are harnful or not; (c) appropriately treating a file determ ned
t o be har nBdikf Desstigtior( b) thef Didwifg$ be treated, and aborting 5 WO 01/50344
PCT/ KROO/ 01374 _execution of a file determned to be harnful in step (b) if
it canndt be tFéabedA ang (8) ap SANEMRAIC HEWE BT sefsiems varmisdht@r mat i on

relating t o be harnful in step (b). Brief

Descripti oﬁn%@ﬂl%ét% Ba‘ﬁes Q@%&E 1A and 113 are schematic views of
systens appliedFA@S. Qmaalrﬂrmtaré hewbBh&3e Nfustraveg orererredl abodihettsl 2B are
flowcharts illustrating preferred enbodi nents of a nethod for bl ocking

har nf ul |npbamth@cﬂufqm?qqismgdwmfuilnf@rmatlerh@nbmea@@cmrdlngmémptﬁﬁsenno FIG 3
is a schematic.view showi ng the configuration of an exanple of a harnful

i nf or mati ofi™51 68?1 ng code nodul e adopted in the present invention; and
FIG 4 |5 a f|0W¢GaBﬁséliséhéﬁé Vidgy émlﬁg%@bbﬁﬁ‘glﬂ%nbﬁéf BAXEHple ,

i nformation bl ocki ng code nodule shown in FIG 3. 15 Best node for carrying
out the | neért harmias infhownatiom bivaking AodahinoHulel ad@mtedt iesthe prasestn

applicable.to nplenent a preferred enbodi nent of the invention, a harnful
i nf or mat i Oleventlon and

FIG. 4 is a flowchart illustrating the operation of the harmful

information blocking code module shown in FIG. 3.

15 Best mode for carrying out the Invention

As shown in FIG. 1A, which illustrates a system applicable to
implement a preferred embodiment of the invention, a harmful information
management server 110, which is a web server, has a homepage, and is
linked with a client computer 130 via a computer network, such as the

20 Internet.

The harmful information management server 110 provides an online
service for providing a harmful information blocking code module, which is
capable of blocking in real time harmful information, to the client computer
130. The term "harmful information" collectively refers to an undesirable

25 object or action that adversely effects computer systems and/or computer
networks, including computer viruses, undesirable lascivious web sites on
the Internet, and the act of illegally extracting personal information.

The operation of the system shown in FIG. 1A is illustrated in FIG.
2A. Afirst embodiment of a method for blocking harmful information online

30 according to the present invention will be described with reference to FIG.



managenent server 110 , which is a web server, has a honepage, and is

i nked W&H{Zsog%‘ti ent conputer 130 via a conputer network, such as the 20
| nt er net . rnful information management server 110 pP&VKROYOER4onl i ne
service for providing a harnful information bl ocking code nodule, which is
capabl e of g}_\_ocki ng inreal time harnful information, to the client
conputer 130. The term "harnful information" collectively refers to an
undesi rabl e 25 obheahethodasegios withaa hadwapage yeiapfearsiuctathior enlisgst ens

and/ or conputer networks, .inc] udi t ' ' I

| asci Vi ougpﬁﬁrb("‘sﬁst%”@rhasrm@ I u’é‘:aﬂg?%? T ete“ﬁ%f\‘/t%\s’%%ﬁl{]sigé?ﬁ@n&t racting
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e oot at edc PRl tber HRACARSL BT Weot B 1 EhET copiler thefoiRatter o°
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described with reference to FIG. 6 WO 01/50344 PCT/ KROO/ 01374 . The
EEt hod begi RINAPGIA 40 Byl ngﬁﬁa%hgﬁr@@?wrﬁ&@r‘fﬁﬂﬁ{r%(lst%%%éﬁes on the
arnful inf i 0 p ; user

| aunches a %%(@@s‘g?ﬁgﬁﬁ% C’ﬁ%@“&%ﬁ%ﬁﬁ%ﬁ‘?ﬁ?%ﬁ%ﬁ E ?@ﬁuelrred to

as merely " Hibenation BREKIS cqde2@opulevethetdlienc BOristeb3B60)s connected to
the harnful informtion managenent server 110 (step 240), the harnful
i nf or mati on mana§entHs casg.fae conoectianrRetivesnidhe gliemtul 30 ang hedha™BH bl ocki ng

code nodul e. e ¢l | ( . E Iy S h ction
bet ween {Ohe'rﬁﬁfré%{?orﬁé{é&gérﬁlejrﬁ%g E%&%‘FUZIFI@ % a?%?%ﬁ'r'%plggngyrméng@g%en server
110 is acconphhsieePrétpcal foypattdexéqudstapaiTe rdrdst endfthe nrdnsestringquest
(HTTP request), and the transferring of the harnful informtion bl ocking

code nodul e of rog haeMHdr infermationt dleekinancedmamerela e viie Teomiy t he
e e N S R
har nf ul i nf erTER? Fe¥pomBBAYE GeRbral SREVETTH iy @¥st ¢4 takicridowl Bympping this
associated with the URL on the web
15 Universal Resource Locator (URL) of the harmful information management
server 110 or clicking a hyperlink associated with the URL on the web
browser.
Preferably, the harmful information blocking code module is an
executable application program which runs on the client 130. For example,
20 there are ActiveX™ controls designed for use in the Windows environment
developed by the Microsoft Corporation, and Java™ applets and
JavaScript™, which can be executed by web browser. Alternatively, an
object coded program designed with a high-level language may be linked
to a web browser to run.
25 It is preferable that the harmful information blocking code module is
executed in connection with a separate window provided for user interface,
and a status report for the harmful information blocking code module is
displayed in the separate window. In this manner, upon the linking of the
client 130 to the harmful information management server 110, first the
30 harmful information management server 110 provides an HTTP response

which enables the creation of a separate window, and then provides the

harmful information blocking code module as an HTTP response with



browser. Preferably, the harnful information blocking code nodule is an
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conput er Vld’ddi%aaodﬂlbedbnﬁﬁﬂbs t&rie entthe diant 30 evenidremethieaniiebt 088 ng code
nodule runs in real tinme on the client 130, _unless the status dlsplaylng
wi ndow i s cAtSERRES NNt &P Anathemmsaervss. biTBeki e cliente 3@ ebeont i nues

to run qp tg}gvﬁleh%mh alﬁé)rnﬁvﬁﬂfo%%@loh@?o&lr‘]&?érvflc%%r security, by a single

connection to the harmful information management server 110.

Prior to description of the mechanism of the harmful information
blocking code module, a variation (hereinafter, referred to as "second
embodiment") of the embodiment described with reference to FIG. 1A will

20 be described. FIG. 1B illustrates the configuration of a system applied for
the second embodiment according to the present invention, and FIG. 2B is
a flowchart illustrating the second embodiment of the method for blocking
harmful information online according to the present invention.

As shown in FIG. 1B, the system further comprises a web server 120

25 (hereinafter, referred to as "second web server"), other than the harmful
information management server 110, for providing online services on a
network. The second web server 120 is a common web sever linked with
a client system via a computer network such as the Internet.

In the present embodiment, referring to FIG. 2B, step 210 and step

30 220 are carried out in the same way as in the first embodiment described
with reference to FIG. 2A. Next, the client 130 primarily accesse the

second web server 120 (step 230).



attenpts linking to another web server. Thus, the client 130 can be 15
provi dedwa dirsosyshar nf ul i nformati on bl ocking service for pesAiRobN: 7py a
single connection to the harnful informtion managenent server f Pri or
to description of the nmechani smof the harnful information blocking code
nmodul e, a vari aSitge {eeseganss web seﬂ@réﬁlod@rw&&a@ypegbabmormmufqmnt ) of

t he enbod f O 1AW | d bed
Fla 18 | PoRa peree i e bRt bfhaTer Menegerbi s ereti T8 "Ehe second
enbodi nent aaGsfRFARNIEN trélahﬁgt@bﬂﬁ@élbem@tbl tA8, ch@ﬂmgb@ste%BBfﬁ Igisf | owchart
illustrating the second enbodi nent of the nethod for blocking harnful

i nf or mat i oRrefarabe that dloe by perling infeempties intotilimkentdrovationdostheviroritn FI G 1

B, the s em further server 120 25 (he afte referred
Lo a6+ SechiteRAges BB Tamyttifor o RERRAFRDt SNy ol kb i itanagement
server 110infbRhatisPthal BFes Ieﬂ@bﬁ%rtﬁeceﬁemnmo tBeFéM\}% tHd fappfgnd web
server 120 is a common web sever |inked a client systemvia a
conput er netfaon&tiguc blaskirihecoae emustule | rﬁrdrhetlpeei'mnmftﬂinhoﬁ:rnmmn referring

to FIG 2B, step 210 and s 30 220 are carried out in the sane way as in
the first Q%?éf Qs&é\é%rr]t@@rowqﬁs,egp@tg%@ dP¥.-FI G 2A. Next, the client

130 primarily apSESSthd 4] % o2 01/ 50344
PCT/ KROO/ 01374 Since t hgegigggggeﬁﬁ%sszr%berﬁﬂr% c?ow (Fj)le yper FmVLf\‘(P
i nf or mata omfbomatisremianageness seryet h&0 reccofdihg tdthemy@brlmkmmﬁ@enant server

110 as mell as information relating to online_services to the client 130
(step 235) from the segpad é?’%\tblsgr‘ﬁfaiz(?rﬁ%teﬁy%ﬁ)l i ARe ResRivht N MaE0R0t | i nk

| nfor mat | OfhdrbiodisdePie $10IRBANESHO hak R ARtk HICARY Bgemnageent

server 110 ormati on directly enab ent 130 to
receive t hmdtanem‘whxchl isf @ rh‘hTTIbmeb;bmsJe withaedpeottutree HTAR Fréguédwr nf ul
I nformati on managenent server 110 through a separate wi ndow. Next, the

client 130/SS©AJFAMR the clgntr! 3Q(RIBRE5Pd the harnful 1o i nf or mat i on
managenpnt  servegndlthe R56&EALIE Rarhlibl VAR o iIbAEiRE TBHE Hodule

is completed, the harmful information blocking code module is automatically
executed on the client 130 (step 260), and blocks in real time harmful
information such as computer viruses (step 270), as in the first embodiment.
The harmful information blocking code module will now be described
20 in greater detail. FIG. 3 shows the configuration of an example of the
harmful information blocking code module adopted in the present invention,
and FIG. 4 is a flowchart illustrating the operation of the harmful information
blocking code module shown in FIG. 3.
As shown in FIG. 3, the harmful information blocking code module
25 includes an input/output management unit 310, a harmful information
blocking unit 320, and an information transferring unit 330. The harmful
information blocking code module is related to a separate window 340 on
which its running status is displayed, and execution of the harmful
information blocking code module aborts upon the closing of the separate
30 window 340, as previously described.
The input/output management unit 310 inspects file input/output (1/0)

on the client 130. The inspection of the file I/0O refers to the action taken to



fromthe second web server 120 (step 245). The harnful information

manage obS¥er 110 transmts the harnful information ?MMI de
nodul e, ich is an HTTP response with respect to the HITP reques i ssued

fromthe client 130 (step 255). 15 Wien the transfer of the harnful

i nf or mat i ofetbtire khfoemande B tdoRing SipCARPI edutibds hRreférdbly,nfrer mat i on
bl ocki ng code nodule is autonaticall executed on the client 130 (step
260), and PPEYREPLhMasaperientURhBAP @lso ingPerivalStWRMNISPREAY MR er vi ruses

(step 270),,..as.LR the fir dj . : | nf ' | ocKki
code nodul g'%% I1 PBI'?(S)v?Sbtg bﬁé"cﬁ%ﬁﬂf 'H%haﬁfggﬁlé%ﬁwé ﬁéettv‘}a%%‘@épq‘geghgsvsl tn ﬂe
conf i gur atyiags patle Ok ABBERY ekirddtihg p&rsBhal inforimatigh! swih & orkBagk code
nodul e adopted in the present invention, and FIG 4 is a flowhart

i 11 ustr at i Qgficaairopenay iberblotkachby sheakiog file/o), wacheekinglpsetess§Scode nodul e
shown in FIG  3.. hown in Fl G the,harnful i nformation bl ocking code
modul e .25WPW9|\M&£G aﬁSWF%IBWpu? f%r@%é)é%ﬁtln%(qut@liWaggg%rgﬁﬁﬁ| °

| nf or mat | ofiy B Gk iR 4 1 #Rflon #8mBRIbALG EAIARMSHRARES haRthaini t 330,
The harnfu I nformati on bl ocking code nodule’is related to a separate

wi ndow 340cleent ®BO cétternptsr anoeésaingt ahich ipredestsl ageguteandsensefrom on of t he

harnful information blocking code nodul.e aborts upon the closing of the
separ at e Q@C%SHEQ)HP%%@%% '%r%‘(}?%gfﬁg Y€Scri bed. The i nput/ out put

managengnt UnitTﬁé akrﬂftﬂ?r?fbﬁp%iér??io‘&?h‘fdlﬂﬂﬁmdfa_'gh@%es%em@?o?hb?”t 130.
The inspection of the tile | refers to the action taken to 9 WO 01/50344
PCT/ KROO/ 043ifelor gatkdtiis Barmfugrarat takas apphupidtegempdfal kbetion @thefdité nes.

Preferably, the input/outp managenent. unit 310 al sQ inspectg network
packet |/ OPbRacke! 'Scﬁ‘@@?ftiflg%‘es'@f%[ atonpirgesferalt 3 6‘?&6@% fromthe

networ K. A, GORRKE I Idrl act 4 al
I nformati orq%:i Sucﬁ}rﬁégm%ﬂﬁcg#@aagﬁﬁgm@t%ifs(r:\}eérvﬁgﬁé{ M@aﬁ@ﬁb rgg?(({gﬁre;gpchecki ng
file 1/0 packdtedtemginpddo desemfulwhi ch wi || be descri bed bel ow

Preferably, the input/output managenent. _unit 310 further has function
for nonistoring dhihe APEFEN alddedirmiukipfrmation blocking code modle,

referring to FIG. 4, first the harmful information blocking code module,

which is automatically executed on the client 130, inspects whether

processes currently running on the client 130 are harmful or not (step 410).

This is because all future processes can be influenced by the current

20 processes in memory. Another reason for this is that the Back Orifice virus

capable of illegally extracting personal information from a system, operates

in the form of processes, and enables an external computer system to
remote control a user computer.

A method for checking whether or not processes are harmful

25 involves making a list of the ongoing processes loaded in the memory, and

examining whether the files corresponding to each of the processes are

harmful or not. If a file is determined to be harmful, the corresponding

process is determined to be a harmful process and is then aborted. It is

appreciated that an appropriate treatment may also be performed on the

30 corresponding harmful file. Preferably, after the detection of harmful

information and before performing appropriate treatment, the harmful

information blocking code module informs a user of the presence of the

10



client 130 attenpts accessing, which prevents conputer users from

accessi ngyg/1iRsi4r abl e | ascivious web sites. 10 The harnfu on
bl ocki ng unit 320 di agnoses whether or not a file or pact Tmlkgﬁ/ﬁﬁ?)rﬁ ul,

and takes appropriate renedial action if the file or packet is harnful.
The i nf or maharomfut irfoghation, ngndimequess thafusers aperovahtorftake remedi@t i on
managenent server 110 of information on the file or packet determned to
be harnful .23N-n the operation of the harnful information bl ocking code

nodule, 1 ef ef ri Rat S hGimfly ifibrAAICIBIGRRITY Wad (ORI spacR! Gk ng code

nodul e, which is automatically execute client 130, |nspects
whet her  prilled43en therdlient 140 (stepi 420)orAd previdusinmetrtionadetHesfileflO or not

(step 410).. This is because all future esses cap be inf ed by the
current 20 IeBRERLS RERfoRReEMY. h ch‘r'i%’t‘ngPf'F édﬁur'B?St §e¥%mpl%%bne Back

itice VITURAIChTRRARNR) Rlutld Gt the AR O% md/b&HBBKEQN T om 2
e 1o ena I'és dan

system opera es processes, ext ernal

conput er syapecmth@ rns;ﬁé&tm control a user corrputer A nmet hod for checking
whet her or not processes are harnful 25 involves making a |ist of the
ongoi ng processeB1 stended. natwark pasket YO rasbe seperiachaloRgerifethefie files

corr espondr rccﬂ?ﬁ{ hér{ﬁrﬁgpbgocrﬁ?aﬁ%ﬁ I?ratlﬂgrfrrgn% n%th Whlléh \ﬁa%' le is

determ ned rrespon Ing rocess 1s ermned to be a

harnful @r OQeeSprembus:sy gtionear t The rddtwbfk pa@rpétert@ahegectrmt nedy pppropri ate
treatment may al so be gerforrred on the 30 corresponding harnful file.

Preferably, amqréphshe@ ptheekinghupfsagkeht/Q) routinesr (sEED A Hitdseerbee

per form ng | tre |_.information bl ocking code
Podur e | nfor i Bbdup FRlES RinghlE B FhEn, "\ 03/ 50844 PET/ KR0O! 01574
har nful i nf or mat FapheAhrd, %JSEé\ﬁoMl? riSetiorfecANArAEpl 42® draketeeteedi al
action. Next, the harnful information bl ocking code nodul e i nspects every

file I/ 0O onagtessithatthelciignt 488 mtepmts taacpessirvaw by fuaher owalorache fil e

/0 15 which prevents the accessing of undesirable lascivious web sites. This

monitoring for preventing undesirable accessing can be accomplished by
checking the header of a HTTP request message or a Domain Name
Service (DNS) lookup message.

In other words, step. 420 may involve additional functions for

20 checking for possible occurrences of harmful information on the client 130.
Subsequent operations of the harmful information blocking code module will
be described with reference to file /O inspection, however, file /O
inspection is only an example and should not be contrived as limiting the
scope of the invention.

25 Next, it is determined whether files, which are monitored in step 420,
are harmful or not (step 430). This determination can be performed by
various methods, according to the type of harmful information or the
necessities of applications. For example, a pattern comparison with known

- harmful information, for example, identified computer viruses, may be

30 performed for the purpose of the determination. In general, computer

viruses operate in a predetermined pattern, and thus the pattern

comparison technigue can be a tool for identifying new species of viruses.

11



5 inspection is performed by hooking up file I/O routines. For exanple,
VxD, whi @ digosdae |/ O routine under the Wndows environmepér wayoeRdgs Nooked
up for the inspection. In step 420, network packet |/0O may ge I nspect ed
along with the file 1/0Oso as to block harnful information infiltrating
froma network, Invsteph43@sit islprefdrableteemabesd geteeminaiedas thehatitenor k packet

L e e s A oy port e et o RS R RRL o g o7 (5"
Fur t her nor i Bl | st ep 420, any Internet address
that the c%lcgg% %@%ﬁggﬁgégltegﬁ\t%b%@ggg%t? glrtré:;"y be further nonitored, 15 which

prevents the acdess dgenhineddiesithebhenitasdiinfoauatioveis safé dee hahmgulnmoni t ori ng
for preventing undesirable accessing can be acconplished by checking the

header of dnfammplior fipser Makdapertrms DBneRaFiRimdreatBrot 8 tNgje-1 ookup
message. I'Ac%toptﬁﬁgwgqﬁser?stﬁfbwé@% ?@r}/}tidd@v |F\6? h%ggéstﬁ'mfﬁle én%ﬁhb@“s for 20

checki ng forposs € occurrences o arntu ntrormation on the client 130.

Subsequent gasp&dtivenst thé hahaflatfatrbtibmtodsdioskind meekiegng code modul e wil |
be described with reference to file 1/O inspection, however, file I/0O

i nspection is odf hednoriieieplirfosmation sudetepvinastobshiamifelditasfurthert i ng t he

scope of the.invention, 25 Next. [f.i ] : fi whi ch are
noni t or ed ﬂe?tEE”é'Beﬂ&’ ,ethe?{?r%e W@P?%P t‘%d |bforﬁfﬁtt%bg% Febggtz?gng"eﬂﬁ? g " ég%ertm nation
can be perfi erdiide ¥ prosetra@ihBAlSonASEat #ithdhé Bafrhfl filens pckear nf ul

i nformation or the necessities of applications. For exanple, a pattern

conpar i son Althdugtnooinshewn rifi Ut 1G. i, oasrder diocking aseaspite an desirablped .
computer VKSR Wb B, RPN IR LB R B E s dfET T 0 o
the patter nheGHBREI 3G R alRGHEbRURE &te kR A fbPAkedsor | dentifying new speci es
of viruses. 11 WD 01/50344 PCT/KROO/01374 In step 430, it is preferable
to nmake a det er nihnbe icage aghere theagrdtored information is related to file /0, it
15 is determined whether the harmful file can be properly treated (step 450).
If the treatment is possible, the related file is treated (step 454). If the
treatment is impossible, execution of the corresponding file is merely
aborted (step 452). In step 454, it is preferable to notify a user that harmful
information was detected, and to request approval for performing treatment
20 on the harmful information.
Lastly, it is preferable to notify the harmful information management
server 110 if information indicative of harmful information is detected from
the client 130 online, using the harmful information blocking code module
(step 470). If the detected information is a new kind of harmful information
25 and thus cannot be treated, it is preferable to transmit the entire file related
to the unidentified harmful information to the harmful information
management server 110. Of course, it is preferable to get pre-approval
regarding notification of the harmful information detection and/or the
transmission of the unidentified harmful information file to the harmful
30 information management server 110.
In other words, the present embodiment provides the function of

automatically providing the harmful information management server 110

12



or not a network packet i 3 harnful, or whether the client 130 attenpts to
access aggingasdgr abl e Lascivious web site. If it is deterpipReodfdbs t he
nonitored information is safe, the harnful 5 information code nodul e
performs no specified treatnment on the file. Accordingly, a user is

al | owed to cWithi Mfermatoromdiarmidlk ifarmator| detactagon the «dipabt13 of the

har nful i nfor, | | I It O i nf lon is
det erm ned té@?&eﬂqﬁ@@ﬁﬂ%h%r@?@é%&ﬁ?ﬂ@b %?{L%gee&ﬁfgwre%?\\ﬁ%re{ﬁg'rs %_Plﬁgfe%{)li tored

i nformation kequied atsestistieal | batd / Ghorharafket infofnatida t Oafd O\cafle tAupr oper
treatnment consistent with the harnful file or packet. Al though not shown in
FIG 4, as fstanteorpuglycasderach tag agssmeaseeof angiligeificdedmputes, a HTTP
request nessa

b f | at ed. t ' . th lient 130 t .desi rabl
B R R AL e U e
related to fiddhnier Ohd harmful isfopRbE6RA MEaHaybRResehe 1Ay BhalyzbsItRecan be
properly treated (step 450). |If the treatnent is possible, the related

file is treatstlendifieg HgA)ul iInforntationt fremt thentiidrd 13thtosdevdlep aermpari on of
t he correspondi S nere aborted (ste 454, it is

file i | 452). 1n, st
br'ef o abl o ¢ JEABIPFY, PEOYIZET PRA. PRAIASEN PRPGIHRETS HPHEY GBTUERS®" and t o
request appr BYd%'kirid’ﬁarPn%f O s ﬁah"?r}%crki tt@c@é}ﬂ 88 itH tHadgrat i on.

Lastly, it is preferable to notify the I I nformat i on managenent
server 110 i ersidroofrtte barmfudirdatmateoroblockmgf cdde mioaiurmat iToerefsrejehect ed
from the client 130 online, using the harnful information bl ocking code

modul e (st epTeSATY INeNUPR SRS RYAB HSPREQPRAIET® APPEUASIHAEN RPHANBMAEY n ul
| nformat o gy RgmbALRofAMARhoB aLEEabE hariclsl G iffdlaRoho transmit the

entire file rel at the unrdentifi har I nformation to the harnful
i nformati on managdgretnendresemteanbddithentfa comamsiaicatipns shaneé|éoraldedyttbe get
pr e- approval ar.dj nl%ﬁn,ot Ification of the harnful information detection

and/ or the f‘?g{ﬁ_ i 1glgr _“8\“ blrekingi cRdst Mqdite Harartamatinglhy HFenseMting) e to
the harnf yl Q%ﬂnfdﬂrﬁ’&'ﬁ%ti oqﬁé‘ﬁgﬁﬂmﬁ\féﬁﬁ%ﬁfn hifa éﬁ’\eﬂf %@Ve?"’?’f FRayt he
| es the AR

present enbodi ment provi unction of autonatically provi dFKg t he
har nf ul i nf obeatipbementeaigwite ihtesestviaail tdhsfer protocol such as Simple Mail
Transfer Protocol (SMTP), or File Transfer Protocol (FTP). More
preferably, a specified communication channel is provided exclusively for
the transmission of the harmful information.

20 Meanwhile, if it is determined in step 440 that harmful information is
related with packet /0, a communication port assigned for the packet /O
is blocked (step 460). If internal processes for supporting the network
packet I/O via the communication channel is in progress, it is preferable to
abort the processes.

25 Next, a proper treatment is performed on the harmful information
infiltrating through the communications port in a similar way as for the
harmful information related with file I/0 (step 462). In step 470, the harmful
information management server 110 is informed of the detection of the
harmful information from the network packet 1/O.

30 The present embodiments may be implemented as a computer

readable program code. The invention may be embodied in a general

purpose digital computer by running a program from a computer readable

13



12 WD 01/50344 PCT/ KROO 01374 w th information on harnful information

det ect edypyiieascl i ent 130. Accordingly, the harnful i nf}gﬁ?ﬂ{&oﬂﬁ‘ 74
managenent server 110 is allowed to acquire statistical data on harnful

i nformati on, and can thus instantaneously counteract the occurrence of an
uni dent i fi ededianpinicdudibg\biut nst lirhived exmmghetic biordge elentia (ggaR@Miscti ve
antivirus program In this manner, the har | informti genent
server 110 fiQRRYydighs. haed dlh?\‘isdém-)’fqpé'ﬂaﬂéﬁﬁcgblﬂ? mqﬁ*ﬁéﬁig@n%r%w&he client
130 to dev rQé?Fc{ ; r - | ppropriate
security sﬁwg’getggr ?%@EF%UEQS%%UF{H%%?%EE?%ﬁ{gnr%renﬁ]éﬁﬁae ki ng the

client 130, wi thnhiethisiresintibn hasibeeapacticulbry slaowh ahdidetoriibed with bl ocki ng
code nodul e. Therefore, the %resent i nvention_can prevent user conputers

oper ati ng irafeianeptnpreieest kRMbedimeda trereof, romlldReaderstaesdyy thesear i ous

har nf ul i nf Qr i on. e e odi t Ry H' i channel

for use by St?(H%%[ Wat?]r?f%r? t'it]%f\(/# ?‘E %ﬁ]arﬁgéc'%i ﬁgrﬂc%né]:dgmélul eé)?%teaﬁggﬁat ically
transm tti ngeretd WigHdih Weparfiy fitdnh QRe tspirithandaeopse | ofi tAb anvehiicn aganagement
server 110 may be inplenented with Internet mail transfer protocol such as

Si npl e Mai |defMedriyf te appansied claigdrPy he embmdimemsashiduld bereansiiord( FTP) .

More preferabl specified co ni cat.jon,c i ovided exclusively
for - the t Ao AusstEen 80 ool B 'i'rHF&S}%*E‘?gs%g%ﬁooﬁ/éﬁ%mﬂ?’g’gﬁ'm?-f it is
det er mi ned AdkordipBiA e ddipl I dThtdsehtindeRBon A defed 18} leethpéindedpacket

I/ O, a comrunication port assigned for the packet 1/O" is blocked (step
460). |f i rdamsatatiperdbendbs féregomgp@esariptignt he network packet 1/ O via the
comuni cation channel is in progress, it is preferable to abort the
processes. 25 Next, a proper treatnent is performed on the harnful

i nf or mat i onpgi, &kl hpaliddiiifyhr ough the communi cations port in a simlar way
as for the harmful Infornmation related with file I/O (step 462). In step
470, the harnf ulAs ipné\douslyi desaonbedga@seonding te ¢he present inveotioredhef t he

detection cﬁar%nqgl inPo?Her\ftich)ln bllcggk%grrgcgclieo Pnofdru erri]star& orrrllgtﬁc\:ﬂé(flrykprg\%%légtto Ia/n )

15 installed in the client system by only online connecting to the harmful
information management server, so that harmful information detected on
the client system can be actively blocked in real time without requiring a
manual installation process.

The harmful information blocking code module has a function of

20 informing the harmful information management server of information
indicative of an unidentified computer virus detected in the client system.
Accordingly, the harmful information management server can acquire useful
statistical data relating to harmful information, and keeps up-to-date with
the latest releases of the harmful information blocking code module, which

25 ensures latest security service for user computers.

Furthermore, the harmful information blocking code module is able
to inspect the network packet /O, which warrants secured electronic
commerce through the Internet. In particular, for private enterprises or
government organizations, the present invention can be effective in actively

30 protecting business information, or confidential information relating to

national security from various harmful information. The present invention

14



30 The present enbodi nents nmay be inplenented as a conputer readable
programwedgseside i nvention may be enbodied in a general PCWW igital
conputer by running a programfrom a conputer readable 13 %0344

PCT/ KROO/ 01374 nedium including but not limted to nagnetic storage nedi a
(e.g., ROMis effettivppytadimskaf bdtlasdcdiitykand efficioncyopti cal |y readabl e nedi a
(e.g., CD-ROMs, DVDs, etc.) and carrier waves (e.g., transm ssions over
the Internet). Wile this invention has been particularly shown and
described with s reference to preferred enbodi nents thereof, it will be
understood by those skilled in the art that various changes in form and
details may be nmade thereto wi thout departing fromthe spirit and scope of
the invention as defined by the appended clains. The enbodi nents shoul d be
construed as being illustrative and not as Iimting the scope of the
invention. 1o Accordingly, the scope of the present invention is defined by
the appended clains rather than the foregoing description. Industrial
Applicability As previously described, according to the present invention,
the harnful information bl ocking code nodule is automatically provided to
and is installed in the client systemby only online connecting to the

har nful i nformation managenent server, so that harnful information detected
on the client systemcan be actively blocked in real tinme wthout
requiring a manual installation process. The harnful information bl ocking
code nodul e has a function of 20 inform ng the harnful information
managenent server of information indicative of an unidentified conputer
virus detected in the client system Accordingly, the harnful information
managenent server can acquire useful statistical data relating to harnfu
information, and keeps up-to-date with the |atest rel eases of the harnfu

i nformation bl ocking code nodule, which 25 ensures |atest security service
for user conputers. Furthernore, the harnful information bl ocking code
nodul e is able

15



to inspect the network packet I1/O which warrants secured el ectronic

comer cewdigiegdy the Internet. In particular, for privatepgp 06’/“33?5 or
government organi zations, the present invention can be efr Ive I'n

actively 30 protecting bu5| ness information, or confidenti aI i nformation
rel ati ng towhesttis elairtheddéssurity fromvari ous harnful information. The
present invention 14 WD 01/50344 PCT/ KROO/ 01374 is effective in terns of
both security and- ef f AEM&IREY forpiogking haspiU INfEEBtiRRITY B9 BBLOMRELT | s
clainmed is i nformation including conputer
Vi ruses, th\éljrus%hl?ﬁé m%éfé?ﬁgﬂghgqg?%ﬁ%w (a) on a conputer network
through which a (/@)b)rsebmrpuaérdweawom Wbugﬁwmyd’t Wty servendied atadieptich ot her,
the web server receiving a connection uest fromthe client system over
t he conpiét epysterwaislinked te ﬁécm%reﬁb@wq SRR/ET TeFeIYiNg AEPANBFIA™S or nat i on

bl ocki ng co t o A ce the transm ssion
of the har n?‘iﬂ“e%ﬁfi%hr@[ %'r?rﬁg?gétéﬁl% ei'tﬁ%%wgd{ﬁg(évo? conpl eted, the

harnf ul i nfor mat {9nhéMegkédidecRaesRGhY 8 hantifdiBiol®ation bidoking€od t he
client systemto block in real time harnful information including conputer

vi ruses. 2. musklerta edclient system; andwherein step (c) conprises the steps

det ermi i ng on_ ¢ RO TREARE (GystEsTiaReY es npimik i Repate EhlRng 8 L 1) 2l e
harnful or ARiduiénd &cﬁﬁ;%le?e&l)rﬂ’iér hak@ty ifeatdtiie @nédklirfg dek4er Fouefe t o be
harnful 1n step (c2) it can be treated, and aborting execution of a

file deter nmantamatcadly rltmmn‘gjbn the qhantsyege(n:m bidckiin reahtiote barmfueat ed. 3.

The met hod Offanhgtlon lncluvc\ﬂ?gr gér%pbper vnru%egcs) the web server is

2. The method of claim 1, wherein step (c) comprises the steps
of:
15 (c1) inspecting file input/output (I/0) on the client system;
(c2) determining on the client system whether files inspected in step
(c1) are harmful or not; and
(c3) appropriately treating a file determined to be harmful in step (c2)
if it can be treated, and aborting execution of a file determined to be harmful

20 in step (c2) if it cannot be treated.

3. The method of claim 2, wherein in step (c3) the web server is
provided with information relating to the file determined to be harmful in

step (c2).

4. The method of claim 3, wherein in step (c3), if the file
25 determined to be harmful in step (c2) cannot be treated, the file is

transmitted to the web web server.

5. The method of claim 2, wherein step (c3) comprises

requesting the client system user's approval for the execution of step (c3).
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provided with information relating to the file determ ned to be harnful in

step (C2jy ﬁ,s(,%}]e met hod of claim 3, wherein in step (Cs){’%iém?gm?‘isl e 25

determ ne e harnful in step (c2) cannot be treated

transmtted to the web web server. 5. The nethod of claim2, wherein step
(c3) conprises BequeThengethod afldlant 1,sysrem stepr(cscampriseathd steps he
execution of step (c3). 16 WD 01/50344 PCT/ KROO/ 01374 6. The net hod of
claim1, whefein step (c) conprises the steps of: (cl) inspecting network

packet i nput / out geme(n's/ Qkﬂﬁgsﬁé\e'voﬂk | et Sﬁ{ﬁﬁt%ﬂtp? g@ SeUfembiEAg on the

client system wh I nspe ste har or not;
and (c3) ifspstgrmpacket is determ ned to be harnful, bl OCkI ng a
comuni cation port assigned for the packet I/Q 7. The method of claiml,

wher ei n tshe har nf&4) d&ieBRiRHg @hthel@'%ltéd’ﬁﬁerﬁ‘@w%géerrﬁﬁ%ﬁés BRBeEESdNi n st ep
(c) checks t e&ﬁ_ﬁps running on the client systemare
har nful or %@t% &gs a%%ﬁﬂ{ 88?@? aiml, wherein if an Internet address
that the client (gy)stemnyt baerés i$ odeeeRifed Yoabpr adeheuimbieckihgsai vi ous
site, the harnful information bl ocking code nodul e executed in step (c)

bl ocks 15 gemedwnicatiarhpopassignedifpnie paekdiliQibl e | ascivious site. 9. The
met hod of claim 1, wherein the harnful information bl ocking code nodul e
executed in step (c) displays its running status in a separate w ndow, and

the execution of 7t he haemhdthddfdIr el on kheedihnge baafurididrdatisnabort ed
when the separate window is closed. 20 10. The nethod of claim 1, wherein

t he har nfoul biggkirgretoden mqﬁubekex&yut@ﬁennﬁ@m éclexbeakedvhether epiriant

cont{ nues {0, run on Lhe, oldent. o SYPLSIERYER MR BFngl | ent system assesses

8. The method of claim 1, wherein if an Internet address that the
client system attempts to access is a predetermined lascivious site, the
harmful information blocking code module executed in step (c) blocks

15 access to the predetermined undesirable lascivious site.

9. The method of claim 1, wherein the harmful information
blocking code module executed in step (c) displays its running status in a
separate window, and the execution of the harmful information biocking

code module is aborted when the separate window is closed.

20 10. The method of claim 1, wherein the harmful information
blocking code module executed in step (c) continues to run on the client

system even when the client system assesses another web server.

11.  The method of ciaim 1, wherein the harmful information
blocking code module transmitted in step (b) is an ActiveX™ or Java™

25 program.

12. The method of claim 1, wherein the harmful information
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11. The method of claim1l, wherein the harnful information blocking code
modul e tﬁgﬂﬁ%ﬁ 4ed in step (b) is an ActivexXTM or JavaTM g@a@ 12.
The met ho of/ (fal m 1, wherein the harnful information l; B@%g‘g\44
PCT/ KROO/ 01374 bl ocki ng code nodul e has a function of detecting an

uni dentifi eglo@@uﬁ’?lﬂo@'e mydulEhad)a RAELGH Bf §aERaR¢ aarmn\Médlm@a cofifitéd | ed
conputer virus 3. A nethod for bl ocking har i nformation including

conput er  VvVirusskey patteen eempadseomihias nqigntlﬁ@dgpmteﬁvmg (a) on a conputer
network through which a first web server, a second web server and a client
systemare linked to each other, the cli ent system connecting to the

second web SerVe'130VeJl\n'ﬁélﬂo@%ﬁbm‘éé%n@HEWLKrnfdrmatFomn@hUﬁ@tcoﬁ)fﬁlt@fn
connectlng to the first web server over the conmputer network, according to

i nf or mat i onvipusmys, teel nfatiood tbmpsnem@rtdemeps pb ser ver to the cl | ent system
(c) the first web server transmt har nf on bl ocking code
nmodul e t 8 the cl Faen?ns‘?/éng}ﬂu tefhge rgoﬁé *hé#l'?% ﬁfsga B $5V&Thé har nf ul

| nf or mat | onsblehBg Al ariPelthéntisysCATBIElifed Id18abRbeH b RiigRIa! | On

bl ocki ng code nodu 15 automatically running on ent systemto

bl ock in resystemneorirectihglto thenbecorat web semvzzenmhenghemrmpumr netwodes. 14. The
nmet hod of claim 13, wherein step (d) conprises the ste of : (dI

i nspecting file (tﬁpth/ gHanS fystam ®°”Bﬁct' tethedtrskyep W?bo(%mhe)
det er mi ni ”gc&ﬂ Ly n%lt\bﬁr'& ﬁ?é’cfrﬁﬂlﬁtmﬁﬁol?rﬁ'ét Bhgg@.beaﬂ%ﬁ% @ dd2oRbSRep (dI) of
are t

the client sys em not ropriately treating a

file determseeertotHeeclhatshsientn step (d2) if it can be treated, and
aborting execution of a file determined to be harnful in step d2) ifoit
cannot be treat etf) ths first wah separimNsHittnicad alsful ipfereaton RICAHItT ul

i nformati ONcode module to the client system; and
(d) once the transmission of the harmful information blocking code
module is completed, the harmful information blocking code module
15 automatically running on the client system to block in real time harmful

information including computer viruses.

14.  The method of claim 13, wherein step (d) comprises the steps
of:
(d1) inspecting file input/output (I/O) on the client system;
20 (d2) determining on the client system whether files inspected in step
(d1) of the client system are harmful or not; and
(d3) appropriately treating a file determined to be harmful in step
(d2) if it can be treated, and aborting execution of a file determined to be

harmful in step (d2) if it cannot be treated.

25 15. The method of claim 13, wherein the harmful information
blocking code module executed in step (d) continues to run on the client

system even when the client system assesses another web server.

16.  An online service providing method for blocking harmful
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bl ocki ng code nodul e executed in step (d) continues to run on the cIient

system ewgioiydg$sa the client system assesses another vveb S
online service providing nethod for blocking harnful 6@%%})?{@5@

PCT/ KROO/ 01374 information including conputer vi ruses, the met hod

conpri sing ﬁrhferma&qmsindﬂding(m}nplneavicm&n,mm methoo chmiphisingthevsiepls a fir st
web server client systemare linked to each other, constructing a
honepage on he flrst 5 web server for online service; (b) the first web

n icent L t he
comput er net vor i 2h5 A ESbEr RMGAL HbOE Wfeif o (R weB KRR R L)
i nformati on cbemcﬂylstrgn aoe)mea(ewméa&:rtmheh@oﬁblreﬂingsalﬁbmépabb@rhaéIfffr$t|

i nformation bl ocki ng code 1o nodule automatically running on the client
system t & bMEExsgrver 5 onfinfseryigeinf ul i nf or mati on i ncl udi ng conput er

ecerved by the ADFEE et ot rRowips BafinodRrBRIES SR AT <ystem

accordi ng t gystehoovat thercapimterlpetwdrRmad second web server after the client
15 systemis connect ed to the second web server separated fromthe first
web server. (ghiberfsshwabdgerveriranammitting erharmfuhiaforarationl bloakiogmat i on

ﬁL?ﬁFLFgo?"%§95&§3+aﬁsaéqﬁ§ RUehF PustBi P sl oo B05R RG0S e oyet em

20 treat s aniddue dRitEMELIBENY FOhMAgeH Halbliéht d)st&mnoBIotk &Rt&4) tiagd aborts
execution of a file determned to be harnful if it cannot be treated. 19.

The met hod &BrEflinfoIBatiomnscduding teeonputer virusest or mati on bl ocki ng code
nodul e transmitted in step (c) continues to run on the client system even
when the client system assesses anot her web server. 25 20. A systemfor

bl ocki ng har nful 177nf orRt ifhd & Ldhitg 160RREBIN the LBRRSCtGP TRghedNg:
received by the first web server in step (b) is issued by the client system
according to information provided from a second web server after the client
15 system is connected to the second web server separated from the first web

server.

18. The method of claim 16, wherein the harmful information
blocking code module transmitted in step (c) determines whether a file is
harmful or not by inspecting file input/output (1/O) on the client system,

20 treats a file determined to be harmful if it can be treated; and aborts

execution of a file determined to be harmful if it cannot be treated.

19.  The method of claim 16, wherein the harmful information
blocking code module transmitted in step (c) continues to run on the client

system even when the client system assesses another web server.

25 20.  Asystem for blocking harmful information including computer
viruses, comprising:
a first web server for providing online services through a computer

network; and
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a first web server for providing online services through a conputer

net wor K; wangl/sb$44WO 01/ 50344 PCT/ KROO/ 01374 a client conp 1 wth
the first web server via the conputer network, wherein \Aﬁggﬁﬁ(ﬁ\qtgméﬁ?ent
conputer is connected to the first web server via the conputer network,
the first web seawientcempuier sinkedavithf thie firSt webweraet via the @kipigecode
nodul e to the cljent conputer, and the harnful information bl ocking code
modul e is aUEWREKi cal Iy executed on the client conputer to block in real

time harnful inf@paadh Qhehif Hﬁjérpg:oﬁg{mo i§réonr‘{%ﬁgtﬂa?3the%ﬁ8talgébﬁ%e§g§rteem of

cl ai m 20, wherein the harnful “infor n 10 ocking ¢

det er mi nes whetteercomditee rietwbar nthe!l fiest web berver ngsasshitega f harenful
i nput/output (1/0 on the client system treats a file determned to be
harnful #f NforesionPlopiing sedednedelpde tlie slienirareputsr, and thechararftier ni ned t o

be harnful if-4 : r el ) od of .claim?20,. erein the
harnf ul i nf f(S]frf(?m altfjbﬁrﬂ%klﬂgoct&g?ﬁrégg%lgég@Hmﬁaﬂ%@ﬁ%ﬁnﬁ Qnghﬁr?i’“ﬁa status on
a separate gémpater toapidck A rexeeirid earmful tifvoriatish Uhciudfey EEBHgQFPerb' ocki ng

code nodule is aborted when the separate window is closed. 23. The system

of cl ai m 20Y"'Ys@S her conprising a second web server linked to the client
conput er through the conputer network to 20 provide online services
t hrough the conmputer network, and wherein when the client conputer is

connected to the2geconfe Wsiterh &3fV@hinh OO UMrle 150 HRWRY iR rWEJtl&n the
r n

second web server provides the client conputer wth hyperli I nformation
used to facclklosking eore Modulewatermimesewhett®r 2 fildhe raystf@nooiotigi m 20,

wherei n the roful Jd nfornmgtion cki ng code nodul e continues to run on
the client ' gﬁ%&@r fg%ewpgeﬂ%tpult h@k& °8n ‘?:o‘ﬂﬁu”tt ePYSieBe dERAIS aRotifer web
server. determined to be harmful if it can be treated; and aborts execution of a file

determined to be harmful if it cannot be treated.

22. The method of claim 20, wherein the harmful information
15 blocking code module displays its running status on a separate window,
and the execution of the harmful information blocking code module is

aborted when the separate window is closed.

23.  The system of claim 20, further comprising a second web
server linked to the client computer through the computer network to

20 provide online services through the computer network, and
wherein when the client computer is connected to the second web
server through the computer network, the second web server provides the
client computer with hyperlink information used to access to the first web

server.

25 24,  The system of claim 20, wherein the harmful information
blocking code module continues to run on the client computer even when

the client computer assesses another web server.
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20 WD 01/50344 PCT/ KROO/ 01374 25. A conputer readabl e nmedi um havi ng

recor ded woei/6l3y a conputer program for bl ocking harnful 'P&frﬂfﬂﬁﬁkhﬁﬂ t he
conputer program transmtted froma web server to a client systemthrough

a conputer network, and automatically executed on the client system 5
wherein the bl ock2519 oA dumpdtel readableamiediu dmepning escotdedstrepead :a  (a)

i nspecting file in ut/out O .of the client sste determ ni ng on
thepcl i entg'.J s%'t‘%‘ﬁle Bghamn [P& Ln)é??émf\é'd”fqm?tt@ﬁ Q@aCjOfaPéteﬁaF%farn or not,

() appropr't?ér%m.ttbg%mnsaﬁeﬁ sehvaete g bastf, KbibH!a IBnihker (D) 10

if it can be treate and orting execution o a eter 0 be
har nf ul i n reteprk, E@nd dutomatiaaip exbeutedent the; cliemd systerpr ovi di ng t he web
server with information relating to the file determned to be harnful in

step (Db).526. TheW%%r@Hhmblpébwamf@mlum%meé'palqﬂnzylswﬁsfeétep Ph step 15
(d), if afile de(faz %ﬂn%‘?llé)ﬁ}pﬂugkv\égjtg/@ %?ﬂ%&ﬁéntcs%g% be treated, the

harnful file is tte erve
(b) determining on the client system whether files inspected in step

(a) are harmful or not;
(c) appropriately treating a file determined to be harmful in step (b)
10 ifit can be treated, and aborting execution of a file determined to be harmful
in step (b) if it cannot be treated; and
(d) providing the web server with information relating to the file

determined to be harmful in step (b).
26.  The computer readable medium of claim 25, wherein in step

15 (d), if a file determined to be harmful in step (b) cannot be treated, the

harmful file is transmitted to the web server.
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