Secure Messagi ng Usi ng Qut band Mode Aut hentication
Field of Invention [0001] The present invention
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aut hentication. In particular, the invention rel ates
to a nmethod and system for nofle secure nessagi ng by
providing a plug-in to a nessaging application in
whi ch each outband node fornms a factor of increasing

the secug/ f 1SSl a fjdenti al..nessage
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registration, certification or authentication.

Background [ 0002] Secure el ectronic comunication is

i mportant, especially ngigweemhvERESRII Ng or sending of

el ectronic_mail is convenient and pervasive. To ensure
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duthengipatiomt i on whi | st the recipient uses the sane

symetric key for decryption. [0003] In an asymretric

key algorithm two keys are used. The first key is

private (al so known as prigsatfoksy) and allows a

sender to encrypt data by si ggﬁl ng; the second key is

publ i shed (al so known as public key) and is used for
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chal | enge nessage and encrypts the challeng
secret from other parties; the sender uses the symmetric key for encryption whilst the

recipient uses the same symmetric key for decryption.

[0003] In an asymmetric key algorithm, two keys are used. The first key is private (also
known as private key) and allows a sender to encrypt data by signing; the second key is
published (also known as public key) and is used for verification of signature of the
sender; this provides for non-repudiation. Alternatively, the recipient’s public key is
used to encrypt the message and the recipient’s private key is used to decrypt the

encrypted message for confidentiality.

[0004] In another cyrptographic method, an algorithm encrypts a challenge identifier in
a message. An encrypted challenge message is sent to a recipient. In response, the
recipient’s device decrypts the encrypted challenge message and encrypts the challenge

identifier as a return challenge identifier in a return encrypted message. The sender’s



identifier as a return challenge identifier in a
return encrypted nessage. The sender' sdevi ce decrypts
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to establish that connunlcatbons are secure. [0005] In
conventional electronic comtunication, a third party
server is often involved; any nessage or data_ routed
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[0007] In another approach, US patent no. 6,728,378, assigned to Eversystems
Information Comircio, et al, discloses sending an encrypted message and a
corresponding decryption program to a recipient. The entry of a password for the
program to generate a key for decrypting the encrypted message ensures integrity and

authenticity of the sent and received messages.

[0008] Despite development in making transmission of messages more secure, it can
thus be seen that there exists a need to provide another method and system for secure

messaging.



[0009] The followi ng presents a sinplified summary to
provi de a basi c understandi ng of the present

WO pwess48o0n. This summary i s not an extensive OREF/YGENT/000363
of the invention, and is not intended to identify key
features of the invention. ther, it is to present
sone of the inventive concepts of this invention in a
generalised formas a prelude to the detail ed
description that is to foP¥B®arY 0010] In one
enbodi nent, the present invention provides a secure
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a key for decrypting the secure nessage received.

[0012] In another enbodi nent, the present invention
[00r19Vindefotiier Gaibodiraént) thadsbicat Medintion pldvedesedalimathod for sending

conprises a security nodule that is pluggable into a .
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and receiving the sub-passphrases and re-assembling the sub-passphrases to form the

passphrase, which is operable to generate a key for decrypting the secure message

received.

[0012] In another embodiment, the present invention provides a computer readable
medium. The medium comprises a security module that is pluggable into a messaging
application, wherein the security module allows a sender to encrypt a secure message
with a key generated by a passphrase, to split the passphrase into sub-passphrases and
to send one of the sub-passphrases to a recipient via an out-of-band channel, which is
separate from an input/output channel for communicating the secure message to the

recipient.



separate from an input/output channel for
communi cating the secure nessage to the
w0 e@opseot . [ 0013] | n anot her enbodi nent of theP@I/BEENT/000363
i nvention, the security nodul e conprises a protoco
for sending and receiving thg passphrase or
sub- passphrases. In one enbodi nent, the protoco
generates a settings interface for defining a node for
sendi ng the passphrase or a conbinati on of nodes for
sendj ng the sub-passphrases. |n _another enbodi ne :
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setti boxes. Ln vet another. enmbadi nen i
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password setting boxes. [0014] In another enbodj nent,
ethhediprent, dbolseitiags irtsriasedlsi desaeiatedewith pa empail applicatign and the

ubpassphr a The sub- h
oSRRSEEREF r R BT B 85, 1y et not
cABbditieAE the Séttihfeindéreaers aksoctindd oith SMErandttherseitings interface
decryption of the secure nessage is . carried out with a
fustheneempiises gytswvoy end Brleway passorhseting RXepescri pti on
of the Drawi ngs [0016] This invention will be
descri bed by way of non-limting enbodi nents of the
[001 £ &néndtherenibodiment) thh pretbeslelefives adtidentifies dhpendgt oigthe sub-
drawi ngs.. in which: [0017] FIG 1 illustrates, an
passphipsesc s Sibopassp %{ea P@Y&@s@’afgﬁuﬁgesilyé? é’ﬁﬁ‘é‘&‘i‘a“a‘?‘ﬁl ‘to
an enbodi nent of the present invention; [0018] FIG 2
illustrates an instant nessaging settings interface .
[084 6] Il eipnbthenembbdimeshbiittie peesenidhvantionpensttion or decryption of
i nvention; [Q01
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invention;[0020] FIG 4 illustrates an emai | nessagi ng
settings interface according to another enbodi ment of
the present invention; and [0021] FIG 5 illustrates a

short nessage ser%ﬁﬁegéﬁét}%soétgéﬁ{ v@ﬁgsvaccor ding to

yet anot her enbodi € presen enti on.

[0016] This invention will be described by way of non-limiting embodiments of the

present invention, with reference to the accompanying drawings, in which:

[0017] FIG. 1 illustrates an architecture of a secure messaging system according to an

embodiment of the present invention;

[0018] FIG. 2 illustrates an instant messaging settings interface according to another

embodiment of the present invention;

[0019] FIG. 3 illustrates a process flow according to another embodiment of the

present invention;



Det ai | ed Description [0022] One or nore specific and

al ternative enbodi nents of the present invention wl|
wmmowdbsesdescri bed with reference to the attachedr/sG2007/000363

drawi ngs. It shall be apparent to one skilled in the

art, however, that this invesition may be practised

W t hout such specific details. Sone of the details may

not be described at |length sp as not t bscure.th
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e @ﬁt%fﬁ{c@gggnﬁﬁl fticiaRaal s will be used throughout

e rrgures en referring to the sane or simlar
features comon to the figures. [0023] FIG 1 shows a
secure masfa ing ar,chj t ecture accor

llysfrate
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angﬁfé R8; MiavaARs. @ nunber of messagi ng
evi gg{sbeg?lfgéﬁ%%ﬁggi’%&g%sagi ng devices 110 are in
communi cation, for exanple, through the internet or an

intranet. FIG 1 shows two such nessagi ng devices 110,
HOa that are in conmunication through the internet 50.

Each messagi ng devi ce fJelfllelféschptorda nMessagi ng
application 120, 120a; a security nodule 130, 130a; and
a processor 140, 140a. Each nessagi ng devi ce 110, 110a

Is..canfigured w th t ' _ B . .
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n&b'b@\/&feséﬂt%grr?ﬁls &gféxﬁgcsie)vﬂhemtthdlﬁhdldxﬁwings. kohalbbe app@;r@mteto one

internet 5 or sending a nessage to a recipi.ent r .
siilledhin the oy, RoBivsT| f (S FVeRTicR By roRiaglier qvilioyt such specifi
dSRRL ggflﬁ%?g e ﬁ&lé.l?fé %%g(l‘ﬂ/@e de3cribdnNg 1885t Re a\élhio:t % obdtre the

econ anne al'l ows the security nodul e .
inv3Btidi3 Far tae of neferengs somincstefetSabe fameralgipragrigs of numerals will

assword) . or ubpassphr ase .of . t he h
o Bt B RAPBESTR o6l 5 RS IRUNES chiiet Sommon
tO%gq%%%e§16o is connected to a network card 162, 162a; a
node

4,164a; and/or a facsim | e/ nodem 166, 166a. In
ot her words, the second I/ O channel 160 is used to

OPeP L BROFE Ao s Sorien o R uF g0l B itbodiment of

I BdsentS MVehtiBE STRE Ges@eV ineSsagBi¥Shystdnd S1Gn inciwdes agi monber of
I nternet phone/ Vol P, tel ephone, facsimle, ,and so qn.

nlessagfrigs devivemtll@in theshemesseging dovises hblthare i onipymigption, for
e{(ﬁg&%@@%@t&gtﬁ% glw?}tgcré}ﬁorfa{nriﬁ{raﬂét%@ I fGs T shW me&AGhB devices

110, 110a that are in communication through the internet 50. Each messaging device

110,110a has a messaging application 120,120a; a security module 130,130a; and a
processor 140,140a. Each messaging device 110,110a is configured with two
input/output (I/0) channels 150,160. As shown in FIG. 1, the first /O channel 150
allows the messaging device 110,110a to connect to the internet 50 for sending a
message to a recipient, for example, via emailing 151, instant messaging 152, short
message service (SMS) 153, and so on, whilst the second 1/0 channel 160 allows the
security module 130,130a to send a passphrase 134 (including a password) or a sub-
passphrase of the passphrase 134 to the recipient. As shown in FIG. 1, the second 1/0
channel 160 is connected to a network card 162,162a; a modem 164,164a; and/or a
facsimile/modem 166,166a. In other words, the second I/O channel 160 is used to send

the passphrase 134 to the recipient via one or more modes of the second I/0 channel



by a sender for sending out a passphrase 134 to a

reci pient; the second I/O channel 160 is thus referred
WO 200985407 out - of - band or out band channel 160. POD2E1007/000363

one enbodi nent of the present invention, the network

card 162, 162a is configured go connect to the internet

50. In anot her enbodi nent of the present invention,

t he npdem 164, 164a i s confi gur.ed onnect, to the .
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nmodul e, the security nodule 130, 130a is. a twar e
embetliment o&tthe present FHSTEOR. i ohamile/padshy R 1664 S5 connected
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a user 0 enhance a cryptographic al gorithm 80, that .
ehas, iasan medaging rtleplome'cs fawisdgiingnappl dnbadiment. thg PSTN is a
n&%@qggqqu}@ﬁg%;%w;&ﬁ _1’th|1tﬁé1 Q}c]e%e% i ggﬁt I ﬁ?v 61:1/ Iﬁg:o}xﬁgential message is
s&{t%ﬁtoﬁgﬁ qg{: 1® ehARb! 15UBD fhSenpléMa frstnk @éssaging application

cryptographic algorithm such as 'the Advanced
190029 theosectignmedule (1365302 altovwna sensder tnérnd; spassphspse 134 or a

the securi I the securit
sibrpr g Heoabutic pn S tHaol tep3hadschififs from te 10
chaftel 150 ﬁﬁ%&{diﬁ%mmnga&wﬂe%cipidmat ead of a sinple
password, and also allows the passphrase 134 to be
split into a predeternm ned nunber of sub-passphrases

134b, .et.c. Fagh sub- S : : i
92 i e SRR S eREB RARE B iy S 036 130a i o
séftvaNfoduidethaf is pluggable into one’s messaging application. The security

module 130,130a thus allows a user to enhance a cryptographic algorithm 80, that has
been added into one’s messaging application, by sending a passphrase 134 to a
recipient via the outband channel 160. In one embodiment, the cryptographic algorithm
80 is a symmetric key cryptographic algorithm, such as the Advanced Encryption
Standard (AES). In another embodiment of the security module, the security module
130,130a includes a protocol 132. The protocol 132 allows a user to enter a passphrase
134, instead of a simple password, and also allows the passphrase 134 to be split into a
predetermined number of sub-passphrases 134a,134D, etc. Each sub-passphrase
134a,134b, etc. is then communicated to the recipient successively via any one mode of
the outband channel 160. During successive transmission of the sub-passphrases, the

sub-passphrases may be in an order according to the order of the sub-passphrases that



t he out band channel 160. During successive
transm ssion of the sub-passphrases, the
WG a»9pss8phr ases may be in an order accordi ng POI/8G207/000363
order of the sub-passphrases thatconstitute the
passphrase, or the sub-passphrases may be in any order
dependi ng on the processor 140. In another enbodi nent,
al | the sub-passphrases are, sent sinul.taneous] :
cansiitgirche PRBPR % ah R ErRRSIDLIGES TG i ABY Offosfiepenfipe on the
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pr ot 132. The di al ogue box 136 allows a sender to
ofdt.er one's passphrase 134 and to choose the node(s)

of communi cating the sub-passphrases 134a, 134b, etc.

via the outband channel 160 to a recipient. As shown
[0oBe]FF(&. 2 sheweh dialogs: béx tdéngamsratad itygtht lsecurity module 130,130a

aad<orind 1o ivseioccigs. Lhoiafesh boad3 Sowe S S8kt fordi one'
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it DhesBEBIRET I e g epP s Y B L eep gty SV matls SMS
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pr ot oco running in the recipient's nessaging
atlews @esehd@ s kst esdiffeeent uhodsa el pemaumicating each Sub-passphrase

4a, 134b, et c. el ectronicall di _
e S S, AR T R0 e Gy v
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security nodul e Oa re-assenbl es the sub-passphrases
together to formthe passphrase 134 before using the

A Eeaiiy s |cC 5% ofo@61 132 running in
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recipient to manually enter ea%h ) h
electronically according to oné embodiment. For example, with order sequence of eac
sub-passphrase defined by the protocol 132, the security module 130a re-assembles the
sub-passphrases together to form the passphrase 134 before using the passphrase 134 to
generate the symmetric key for decrypting the secure message that was received. In
another embodiment, the protocol 132 prompts the recipient to manually enter each
sub-passphrase 134a,134b, etc. in the order set by the sender to form the passphrase
134 for the cryptographic algorithm 80 to generate a symmetric key for decrypting the

secure message received.

[0028] FIG. 3 shows a process flow chart according to an embodiment of the present

invention. As shown in FIG. 3, a sender enters a message, in step 205, for sending it as



sub- passphrase 134a, 134b, etc. in the order set by
the sender to formthe passphrase 134 for the
W@ eoopodgraphi ¢ al gorithm 80 to generate a synmeCT/BG2002(00363
for decrypting the secure nessage received. [0028]
FIG 3 shows a process flow ghart according to an
enbodi nrent of the present invention. As shown in FIG
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processor 140 of eVi:C e
B8 SR L g el e DPBIBNRE i e
odtBAR LRAME!160, ibRely aho wtlbaad Iiehmmkebar%mZ nnmiflny 164 and/or

the rel evant network card 162, npdem 164 and/

fecsivglefmodomd§6nAs eﬂaownsn JA6wA- phloapicpnepsubspas srbiase T be sent
b-
th?%lﬁglﬁ@s 31%&\1(%18( | ns %ﬁﬁh fﬂlgfaﬁg%gsga%@ NAEWObIP, (é?d' ‘ilhrough the

Y fessa I'P, etc; 'through
niodemnoam ty6 4eryil, eriﬁsthnt e SM&ag\éQIPSI\G;:, deP through a

etc; and_th h f | e/ nod 6 |l
trenilsqedRse 166 Mrerelfe s i SETERCG PREPHBSIAP A ey phrase
1gﬁp SFi Ca-@?%sﬁﬂ%égssse r?al%@le%&g‘?xg%&sgélhg aﬂﬁﬁcﬁagir@h 2o sends in step
20B3Bagerypred ughsdgh hrbiigh thedih ehannBDI,SQ‘, dor fm@alvg‘-l &y epil, instant

emai |, instapt nmessage, SM5, and so on. [0029] At the
meéialg&%M s AGHMAe 110a, the encrypted nessage is
received, in step 230, by the nmessaging application

120a. In response, the protocol 132 in the security
[oo2slulAe the feripienttisdevices] \Weat thetaneryprascaessage isageeiyerh 11 figp 230,
|/ O channel 16

ei;ve the s 1
by jRymeanging epptcaypn IS If Ferp sc B TROREN B e Burity module
1865 hi@Rikes with the processor 140a and the I/O channel 160 to receive the sub-
passphrases 134a,134b, etc. sent by the sender. The protocol 132 at the recipient’s

device then assembles the sub-passphrases in the correct order to form the passphrase
134, in step 240. The protocol 132 then sends the passphrase 134, in step 245, to the
decryption algorithm 80; in response, the decryption algorithm 80 decrypts the

encrypted message and retrieves the secure message, in step 250.

[0030] The present invention allows a user to send a secure message, for example, a
confidential message, to a recipient by sending a passphrase 134 or splitting a
passphrase 134 into a predetermined number of sub-passphrases 134a,134b, etc. and
allowing the sender to communicate the passphrase 134 or at least one sub-passphrase
134a,134b, etc. to the recipient via the outband (second) I/O channel 160. With the



devi ce then assenbl es the sub-passphrases in the

correct order to formthe passphrase 134, in step 240.
wab@psesvocol 132 then sends the passphrase 13BCT/BG2007/000363

step 245, to the decryption algorithm80; in response,

the decryption al gorithm 80 gecrypts the encrypted

nmessage and retrieves the secure nessage, in step 250.

[003Q] The present invention all pws ser,to_send
Prégeal HRVeRiBa NI HIE EaRpISRIIAE Sg?ﬁqegéﬁﬁ‘ e n‘@gi‘?%l&g channel
makts ta%ﬁﬁﬁs‘aio%f ?M‘lﬁ%@'nﬁkﬁre eRRE SHHIARE tHe3fasGPhrase 134 into sub-

I'ng a passphrase 134 into a predetern ned nunber
pasplsases piidsRdbsets. T8dber inBrtbsesesasureafransmission f theemessage.

SNUEHSh SUEBPAESS | il T8 55 ViR Foet fnp eyt T, Bl 160
prbviled B EaQu Sdieh du§ GRREhsdehiBliaE @Wﬁissﬁiﬁ@se W4t dised by the sender;

thepresent invention, separating the passphrase
with agacke | additiomal Hestore of alififieylty: Hareeassemiling theanassplyase 34, the

J , | i.tt] t 4
i ot radopnna ced sidestliyhligha I pRAESP RBRAmbrtr the
pRE&H iBvdriidRS Hes 8ifRRuIBT of ReasembRee théSpasiph@asedondecrypting the

sub- passphrase 134a, 134b, etc.via each nod Off’LHS’?e
sesutehaeesagh dR narreasd by dusteesing, they apmben of fubrpastphiases- o yet

- | . . .
R
by @siag a pabiphRge oty gices ihadakittori, $dth ¢doh toinfrhissiohtoyf tiuf passphrase
o ABCRETFOTIRSSe e POREAL 17 h PEHPTENS 10D O FARBHFpno fhercby
ex%s%i@%ﬁfé@éﬂsﬁﬂsswﬁeofﬁgé E&ﬁfcﬁﬁﬁalfrﬂé'sséb%qg ¥YRlutd)9 the secure

ge IS I ncrease y I ncreasing the nunber of
sub- passphrases. In yet another enbodi nent, the
di fficult f re-assenbling.the.passphrase js

1993 A8CWT pdapige OB P REEsY IV BRHAER PRl 6 eyt mgduly 130,130
isan%m%.ﬂg,mmg tBRAC Kot iR REAT &5 %s@atigiﬁzgw applaesph) 8 as, instant
eac ub- passphrase, the protocol 132 perforns a form _ .
nubsaginghenenaiting seftwaise Habyolzesenly the usass af b sendaiaggd recipient

elg%s", éﬂ t%&lgegn\%qi‘f)r e’lqéi iaI %@gﬁi fs)glg'ﬁ‘@é fﬁe?xgsﬁffllr gdw%g&%%%rﬁnrﬁ)t ﬂﬁérmediate
pRoeLel he AREIVEE id e, sk3de réss@geNougminiicativdubfetht Ipadsent invention.

works with any nessaging application, such as _ instant
Ipdssangimessaging g intergneste werver is| alsq mlwsub’meysep“rg message
users. at. th nder. an i D 8L by doine awa
3Pyt Y0 P BLEN ISR AR 1y g v
with @irdeai et atlpndcstine Amtier iadvailtagedfi the phasenteipvergion is that the
nmessage conmnuni cation o thealgr esen{. [ nvenﬁi on, .
security module 130,130a is a small program that is light-weight and 1s, therefore, easy
to use. This contrasts with the complex key and certificate administration and
management procedures in conventional public key infrastructure (PKI) involving a

third party, which resulted in its low adoption rate.

[0032] In an implementation of the present invention, the security module 130,130a is
plugged-in to an instant messenger application. For example, the Add-in or Plug-in tab
ina méssenger application is opened and the add-in/plug-in path(s) is/are entered. Once
the paths for the security module 130,130a and cryptographic algorithm 80 are defined,
clicking on an activate button adds the functionalities of the security module and

cryptographic algorithm into the messenger application. A setting interface, as shown



In instant nessaging, no internediate server is al so

i nvol ved in the secure nessage communi cation, thus
WEe@oosHsay i nst ant nmessagi ng with hi gher securP@lS63007/000363

doing away with third party authentication. Another

advant age of the present inygntion is that the

security nodule 130,130a is a small programthat is

light-weight and is, therefore, eas totgse. T?is di
incBKE.r2aswenldithen apreat @ngalewike psane ¢afing;the magds(s) for sending a

adm ni strafi procedures in
p%%ﬂ%@ﬁfFgﬁgpa%gﬁﬁ%?qggsgﬁﬁgygstructure (PKI') invol ving

athird party, which resulted in its | ow adoption

rate. [0032] In an iwﬁlenentation,of t he . reﬁﬁnt . Jul
[00331e It dwimaplementatéenued thy Presemf ivertign fapemailing, e secyriiy,module

1%\(8 bﬁlﬂ née%?ﬁ{ Lag{é?%’f‘%ea FacBRBb! §8lHoWh infAG. O FoPLhandifg ease of

I'n a nessenger application is ,
ugpgitestttaipd. Akahowd-in MG dgthenseptatehingdrfacs 48P erevides aoutgoing

KN R ke MRS e —
(b sgoﬁ}nég??ﬁgog(ﬂgPOP oHAgkhARRboL 485 Of the

secur cryptographic algorithminto the
messenger application. A setting interface, as shownin

) o (O SRR R Rt g°SHS, Bl SLdulRy mocute

1§@,@3@ﬁ%&@%@%ﬁ§m&p scifi it 1500, LBk kFEG 5. As shown in FIG.
I npl eneéntation of the present invention for

mgj | jn
5t the sstting inteyfane 800 @ravidesiBoser gebrar Gl éﬁfm@tﬂe‘fﬁ r%“é gateway. In
i.nt.erface 400, 38s s i f ' t
o o0 T U TR B 0190 3 Py
phé¥wkd.ace 400 provides an outgoing mail (or sinple
mai | transfer protocol (SMIP)) configuration box 410
and an incomng nmail (or post office protocol (POP3))

hopatd 0 0 | Peein di @t iRReAEd, it i
[@]%g py?@ee n%pglaﬁi?/ eﬁ?ﬁéﬁn}%& 2’%%6 tt;?g sc,l S%ngirb ??5 rmdlql e, nE
1h3&stb3Dathge ranatobangsso nivetifiextions, ngariatives fand eccpdignatipns thereof
shown in FIG 5. As shown [n FI the s

r

, 5, i
cPktePe aRRslestso i BFSESITATHCE: VAbhgS deppsing Tith (e spipe of the
irgﬂgﬁtig tlg"l@érosjoﬁ WilttioWsQve BRRLAGEr, HRSIec® M &ERALIhG mechanism of

ovided Tor a user to enter an SMS gateway password.
th®PRSént \Mvdntios fenotf appliedibpainetivelly hadiee iBeemingeREsRER algorithm

TR C NN ENE C R
implemented using Windows Live Messenger Activity website configured by a profile
setting in XML (eXtensible Markup Language) while the security module 130 is
implemented as an add-in using Windows Live Messenger Add-in API (Application
Programming Interface). However, the principle underlying secure messaging of the
present invention for implementation in Microsoft Windows Live Messenger remains

substantially the same.



could be made to the present invention w thout
departing fromthe scope of the invention. In
worL@eosSsHtT W ndows Live Messenger, the secure PEFSGYIONGN0363
mechani sm of the present invention is not applied
symmetrically in the incom ng nessage al gorithm and
out goi ng nessage al gorithm for exanple, the security
nodul e 130a is i npl enented usi ng Wndows Live
iger Activity website configured by a profile
setting in XML (extensi ble Markup Language) while the
security nodule 130 is inplenented as an add-in using
1.W ndAwscirt neeshdpiiipesygtem dwhaprisingdPl  (Appl i cati on
Programm ng Interface), However, fhe pr.incinpl . .
indok PG BoRES bl Be~heiabapBlieEn Fnd astacigied with
f ' ntation in Mcrosoft Wndows Live Messenger
n?engkggkgﬁgktantially the sane. CLAIMS: 1. A secure
nessaderein sydé messagimgpdavivergs fiast sad sedond inmwitfaiput (1/0) channels;

B bt e —
c%%elf, Wit thR R RS eI BRSwiis! the lseddet €@ efdiapidlessecirddnessage

rein a secure nmessage is operable to be sent to a
withai kiyegrnersted bihe phssphrase./to sphitthediassphyase intp subpassphyages and

dul | i ng..th der t .
TR0 B 9P 5o ABGab A el BE U 40 e
whitd ipeasehbasevithike ffwl/@abapkl.ases and to send at

| east one of the sub-passphrases to the recipient via
the second 1/0O channel, which is out-of-band with the

first, 1/ h . Sy S§t [ ' i
2yner & VR SRBng Jo iYL SABEAAE! oy, AOBIE, domprises o
pEdibddl tibngplittiag phs pasphasse andl seredinki/regéivingethei pagsithiiases and sub-

passphrases and subpassphrases. 3. A system accordi ng
ressPltagism 2, wherein the protocol generates a settings

interface for defining a node for sending the

passphrase or conbi nati on of nodes for sending the .
3sub- passstmaseerdidg té dyist &n slareindfhagprotocghgenerategfa settings

ittgh @qper ¢ Sgﬁ&%g %L{xﬁi)gq‘igqrghﬁgiﬁ% &etegpgs&q\%gssea&i dd¥hbination of modes for

sending the sub-passphrases.

4. A system according to any one of the preceding claims, wherein the messaging

application is an instant messenget.

5. A system according to claim 3, wherein the settings interface comprises SMTP

and POP3 setting boxes when the messaging application is an email application.

6. A system according to claim 3, wherein the settings interface comprises a
gateway setting box and a gateway password box when the messaging application is
SMS.

7. A system according to any one of claims 2-6, wherein the protocol defines and

identifies the order of the sub-passphrases.



5. A systemaccording to claim3, wherein the settings
interface conprises SMIP and POP3 setting boxes when
w0 b@aessagi ng application is an email appli capCTBG2087/000363
A system according to claim3, wherein the settings
interface conprises a gatewgy setting box and a
gat eway password box when the nessaging application is
SM5. 7. A system according to any one of clainmp 2-6,
8wher Aisystemeaqgersingtol anyetierafclaimg 2 Gewherpindtanpmission fif the sub-

of .the sub-pa rases. 8. A system according to any
qusﬁ%hr%sfesas‘%llcﬁ%s?é?lg': wherein transm ssion of the

subpassphrases is successively. 9. A system according
to any one of clainms 2-7, wherein traﬂsm' ssi on, of

t
95 ubpAswyplemaacserding & aay) anerRIlaim. 2- {gvhgtew gnsppjssion of the sub-

accor di ng.. e of the preceding clains, wherein
p%sﬁ%ckfraptsilsgsﬁﬁ%} eg“?l ption of the secure nessage is

carried out wwth a symetric cryptographic al gorithm
11. A nethod for sending and_ receiVvi a Secur

1o AR/ Steh BCCRELAB P BBDIG 81 1HG PreemEi g SsBiny spsavption or
atlrblidh SEARIIPELE! Akl 3 RASRRNGAC Gt ) GinrhétrioNéx9p@eraphic

sender, ore sendi ng the nessage via an
algofithind.out put channel ; splitting the passphrase into
sub- passphrases; sending at | east one sub-passphrase
via an out band channel, which is separate fromthe I/0O

1¢hannehefhgs f&es@ﬂﬂiﬂ% ahffec Sscuid eds8fes; ithd methbé eomprising:
sub- passphrases and re-assenbling the sub-passphrases

by acnaypirigmmessagt vitharkey geagmisdtysepassplirase, pgich is entered by
operahl e to nepate a k ' he se

o BESE b PSR ISty bRl pare, secure
wher gplittisg i SaBsphtdse igio sBpessprasextl receiving are

carried out accordi ng to a protocol. 13

) metf had . .
2 cosaKigg BolcsH i SUD-pasaRERER T4 o OpIPBIb EBITBb Nk &y separat
a set t [ i a node or
fﬁogﬁﬁ}e%é(??%aﬁng#i%%%ggl tgi% ngeg%i | h%git he sub- passphrases.
receiving the sub-passphrases and re-assembling the sub-passphrases by a
recipient to form the passphrase, which is operable to generate a key for decrypting the

secure message received.

12. A method according to claim 11, wherein said splitting, sending and receiving

are carried out according to a protocol.

13. A method according to claim 12, wherein the protocol generates a settings

interface for defining a mode or combination of modes for sending the sub-passphrases.

14. A method according to any one of claims 11-13, wherein sending and receiving

the secure message is carried out by an instant messenger.

15. A method according to claim 12, wherein the settings interface comprises
SMTP and POP3 setting boxes when sending the secure message is carried out by

emailing.



14. A nmethod according to any one of clains 11-13,
wherei n sendi ng and receiving the secure nessage is

w@2a009080Dut by an instant nessenger. 15. A neRdDEG2007/000363
according to claim 12, wherein the settings interface
conprises SMIP and POP3 settjsng boxes when sending the
secure nessage is carried out by emailing.16. A nethod
accor di ng_‘to claim 12, wherein the‘)\&s}gtti ngs i.nt

face .

1@ onpAi methodateepeding il Gaileddy HSEIRohe SEEDRS ﬁ’&teg%‘i?egompnses
when ' h [ e ' ' e is
R ATl BrsSRO Roufe DOAS b BRANIRE (B8 so@te Mo
cathied entbyt$MSpr ot ocol defines and identifies the order

of the sub-passphrases. 18. A nethod according to any

one of clains 11-17, wherein sending of the

ubpgs | ' imsA2- B tsbol defines

1Fo. iy Aol 3foerie G Tl O et -2 TR BEpRL
aslideasethaseisr obtheisnbiphsapeasssl y. 20. A net hod

according to any one of clainms 11-19, wherein

encrypting or decrypting the nessage is carried out by

1§ SYNBbfHo8 C?%é(lﬁfr%g{oaeﬁﬂ! Snedd O8hints" M -12 lwhéreiiOsBabing rof the sub-
readabl e nedium conprising: a security nodul e
pasplygsdsliesicaessivelymessagi ng appl i cation; wherein the
security nodule allows a sender to encrypt a secure
nessage with a key generated by a passphrase, to split

1bhe passaldasBoidieotosaly- ArRssPHamse$1-ANdwherchesuadmgenfothe sub-
the sub-passphrases to a recipient via an out-of-band
pessphrasds is simutaneayisyepar at e from an i nput/ out put

channel for conmunicating the secure nmessage to the
recipient. 22. A conputer readable medium according to
20! ai M Zdethvd eicedrdirdghto 2@ Usne Yf naisiaise 11001 hrerein encrypting or
conprises a protocol, for sending and receivi.ng,th
decryBiing the anessage b paEEe ARy SYmIRetris rypperpRhic R
medi um according to claim2 1 or 22, wherein the
medi um further conprising a symretric cryptographic
24] gorA tdmputer readable medium comprising:

a security module pluggable into a messaging application;

wherein the security module allows a sender to encrypt a secure message with a
key generated by a passphrase, to split the passphrase into sub-passphrases and to send
one of the sub-passphrases to a recipient via an out-of-band channel, which is separate

from an input/output channel for communicating the secure message to the recipient.

22. A computer readable medium according to claim 21, wherein the security
module further comprises a protocol for sending and receiving the passphrase or sub-

passphrases.

23. A computer readable medium according to claim 21 or 22, wherein the medium

further comprising a symmetric cryptographic algorithm.



