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Technical Field

The present invention relates to a device-

10 authentication system, in particular, to a method for

~efficiently authenticating a device by incorporating an

extension for device authentication into a browser.

-Background Art

15

Hereinafter, reiated art (1l): a method for using

content by using a CE cdevice; and related art (2}: extension

of a browser function using a plug-in will be described.

(Related Art 1)

In recent years, CE {consumer electronics) devices have

20 Dbeen becoming widespread.

A CE device is an electronic device including a

computer and is capable of using services through a network.

By accessing a service server, the device can use various

services provided by the service server,

25

In this case, content is downloaded from the service

es

be
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can be freely used on a browser. Wereas, others include dedicated
content used in a dedicated application and 5 content that needs user
aut henti cati on before dowloading it. Fig. 11 illustrates an exanpl e of
the configuration of a known CE device. A CE device 103 includes an
application A for using content provided by a service server A and
authentication 10 information A used by the service server A for

aut henticating the user. Wen the CE device 103 requests transm ssion of
content to the service server A the service server A requests user

aut hentication, and accordingly, the GE device 103 transmits 15 the

aut hentication information Ato the service server A. The service server
A aut henticates the user based on the authentication information A and
then transmts the content to the CE device 103. In this way, the CE
devi ce 13PF & a0e 16nERRDNERFR: in the application A 20 Also, the CE

devi ce 103 |n%E%gesigg ggﬂ!l%%&g%@ fggdad Ser er.ver

B ice s
: . r e service sékver
aut henti cati on i nf rmi?l on é:, an aBpPI catl OIIB ij Oor a service server C,

and aut hent gal ifQRe1i,nfOLABLL O ool ot NT Uy, s ! h&}ﬁwﬁlq@%@%vi ce 103

needs to store 25 althentication information for each application. - 3

I n order deuiperdear doadthentssation ofedapplieaabppni caf oraddent i cation
screen is displayed on a display, and the
5 content that needs user authentication before downloading it.

Fig. 11 illustrates an example of the configuration of
a known CE device.

A CE device 103 includes an application A for using
content provided by & service server A and authentication

10  informatien A used by the service server A for
authenticating the user.

When the CE device 103 requests transmission of content
to the service server A, the service server A requests user
authentication, and accordingly, the CE device 103 ﬁransmits

15 the authentication information A to the service server A.

The service server A authenticates the user based on
the authentication information A and then transmits the
content teo the CE device 103. 1In this way, the CE device
103 can use the content in the application A.

20 Also, the CE dewvice 103 includes an application B for a
service server B, authentication information B, an
application C for a service server C, and authentication
information C.

In this way, the known CE device 103 needs to store

25 authentication information for each application.



user has to input required information on the authentication screen and
to transmt the information to a service server. 5 Wen the user wants to
search for desired content in a browser so as to use it, he/she has to
switch fromthe browser screen to the authentication screen and to
perform authentication. Therefore, the process of searching for the
content and using it cannot be seam essly perfornmed. 10 Fig. 12 is a
flowchart illustrating an exanple of a process which is perforned when

t he known CE device downloads content. Herein, the content is dedicated
content used in a predeterm ned appli,cation and requires user

aut hentication 15 before downl oadi ng”the content. A browser in the CE
devi ce accesses a service server and requests downl oad of content (step
202). The service server requests user authentication to the browser
(step 212). 2@nrAeEdfdi bylBeripgey agfhrefirebaieoef sspydifsitied. beatween the
CE device and the service server based on a predeterm ned sequence. After
aut hent i GHTTGTHES HHEBNSTHRE? 1 he SEHAYEE S8r Gef1sBE3owd¥héEeE device to

downl oad an. apnlJ Gatign for.using, 25 Lhe.content (sten 214). - 4. Then,
the CE device instal I'§Tthe” downl oaded Applicat I'on ?heré%ﬁﬁ%§F§6°?04).
screen and to transmit the information to a service server.
5 When the user wantis to search for desired content in a
browser so as to use it, he/she has to switch from the
browser screen to the authentication screen and to perform
authentication. Therefore, the process of searching for the
content and using it cannot be seamlessly performed.

10 Fig. 12 is a flowchart illustrating an example of a
process which is performed when the known CE device
downloads content.

Herein, the content ig dedicated content used in a
predetermined application and regquires user authentication

15 before downloading the content.

A browser in the CE device accesses a service server
and requests downicad of content (step 202).

The service server requests user authentication te the
browser (step 212).

20 Accordingly, user authenticaticn is performed between
the CE device and the service server based on a
predetermined segquence.

After authentication has been done, the service server
allows the CE device to download an application for using

25 the content (step 214).



I f the application has already been installed, steps 214 and 204 are
omtted. 5 Then, the installed application requests dowl oad of the
contents to the service server (step 222). The application and the service-
server performnutual authentication (steps 224 and 216) and then the
service server transmts the content to the application (step 218). 10
The application receives and uses the content (step 226). (Related Art 2)
Next, extension of a browser function by using a plug- in will be
described. 15 A browser has basic functions, such as a display function
of interpreting an HTM. (Hypertext Markup Language) docunent and

di splaying a screen on a display; a connunlcatlng function of accessing a
site specified by a set URL so as to download data or transmt data to
the site; 20 and a junp function of junping to a |inked URL (Uniform
Resour ce Locafl8fg) %het%% HTMC sEFrent s FgeaﬁaW¥1Qﬁﬁ%ﬁ)%Hﬂ%§§aﬁa§pc
functions an a pllcat called a plug-in can be added to the browser so
as to extgHd® Fﬁﬁc#ﬁ%h of the browser. 25 For exanple, a browser

gener oLy oot RS ) S0 A6l YIS AL Y ng e o
214 and 204 are omitted.
5 Then, the installed applicaticn requests download of
the contents to the service server (step 222).

The application and the service server perform mutual
authentication (steps 224 and 21¢€) and then the service
server transmits the content to the application (step 218).

10 The application receives and uses the content (step
228).

{(Related Art 2)

Next, extension of a browser functiqn by using a plug-
in will be described.

15 A browser has basic functicns, such as a display
function of interpreting an HTML (Hypertext Markup Language)
document and displaying a screen on a display; a
communicating function of accessing a site specified by a
set URL sc as to download data or transmit data to the site;

20 and a jump function of jumping to a linked URL (Uniform
Resource Locators) in the HTML document.

In addition te these basic functions, an application
called a plug-in can be added to the browser so as to extend

the function of the browser.

25 For example, a browser generally does not have a



musi ¢ pl ayback plug-in to the browser, noving pictures or nmnusic data can
be played back in the browser. 5 Usually, startup of these plug-ins are
dynami cally perforned. The browser starts a corresponding plug-in
according to the type of content and requests the content. In order to
start a plug-in, tag information called an EMBED tag is prepared in the
HTML. In the EMBED tag, a 10 plug-in to be started can be specified by
setting a paranmeter of a MMeE format. The URL as the downl oad address of
the content used in the plug-in is specified by an SRC paranmeter which is
set in the EMBED tag. 15 If an EMBED.tag exists in the received HTM.
docunent, the browser interprets the"M M format and starts a plug-in
suitable for the data format of the content, and al so downl oads the
content fromthe URL specified by the SRC paraneter. 20 Accordingly, the
user can Timetihe dévplanded kMt aMViBY PLREVERAr PRIV Jata -An exanpl e of

a technique using the EMBED tag .includes PCT J nese Tr.ansl ati on Patent
PubIicatfhﬂvqﬁﬁF'Zﬁﬁlggg%%%Sé m#%%ﬁﬁﬂ9§c$85ﬁn§gﬁ§g£$% RIS St mf Br sel ecti ng
various 25 t.ypes_of _video da fr a,distributi ite

distri butrréudSl)eén ??gﬁ?r%iﬁtpg%%a#rgrtodgccr:ggngr}gz’%?!ﬁgu%hg{&éit%%dﬂéﬁegrrgrrt mrror
hol di ng a,QriQuR.0f dhffsLepi-fdd &fQr ARl tdat Browser.

5 Usually, startup of these plug-ins are dynamically
performed. The browser starts a corresponding plug-in
according to the tyvpe of content and reguests the content.

In order to start a plug-in, tag information called an
EMBED tag is prepared in the HTML. In the EMBED tag, a

10 plug-in tc be started can be specified by setting a
parameter of a MIME format.

The URL as the download address of the content used in
the plug-in is specified by an SRC parameter which is set in
the EMBED tag.

15 , If an EMBED tag exists in the received HTML document,
the browser interprets the MIME format and starts a plug—-in
suitable for the data format cf the content, and also
downloads the content from the URL specified by the SRC
parameter,

20 Acceordingly, the user can use the downloaded content by
the started plug-in.

An example of a technigue using the EMBED tag includes
PCT Jzpanese Translation Patent Publication No. 2001-527668.

In this technigque, in a system for selecting various

25 types of video data from a distribution site in a



is placed, so that a user's request is guided to an optinum mrror site.
.In this technique, the EMBED tag of the HTML docunent is analyzed before
downl oading a video clip or voice clip. Then, when downl oad of the
specified file is started, the file format is analyzed. However, as
descri bed above, authentication information nust be prepared for each
application in the knowmm CE device, and thus a nenory cannot be ,
efficiently used. Wien a user wants to use dedi cated content, he/she has
to performauthentication and start an application. Thus, the user cannot
seam essly performa process of selecting content in a browser and using
the content. Accordingly, an object of the present invention is to
provi de a devi ce-authentication system capable of efficiently performng
aut henti cation before using a service through a network. 6a Disclosure
of | nventdigtripugef pvisepeett Ging HeN FeERTPHRSS1RRrid's Fatfrodi ded a

term nal device,congris%nﬁndispléﬁine%pSE nedggt' means; ng
aut hent i RGN NAFSF mBPH OFPY tF aHSHT G HESRE mﬁgﬂ%pﬁx?ﬁg;gﬁ pl ay means
compri ses; 8 pydiap ax function, Lof. i sl Axing kel Lonie Jnfaription
prOV|ded:¥%Fbu§h 4 NBtWOTk So that” & user can browse the i formation; a
speci fyi ng-Jf0r 8L on receiving function
| In this technique, the EMBED tag of the HTML document
is analyzed before downloading a videco c¢lip or voice clip.
Then, when download of the specified file is started, the
file format is analyzed.
However, as described above, authentication information
must be prepared for each application in the known CE device,
and thus a memory cannot be efficiently used.
When a user wants to use dedicated content, he/she has
to perform autheniication and start an application. Thus,
the user cannot seamlessly'perfdrm a process of selecting
content in a browser and usindg the content.
Accordingly, an object of the present invention is to
provide a device-authentication system capable of
efficiently performing authentication before using a service

through a network.



for receiving specifying information including access information used
for accessing the authentication server, for specifying the nediating
nmeans; and a specifying function for specifying the nediating neans by
using the received specifying informgfion, the nediating neans is
specified by the specifying function and starts the

aut hentication-information transmtting neans, and the

aut hentication-information transmtting nmeans is started by the nediating
means andPisahesits eeviwesntiwhentication information to an :

aut hentication_server _and accesses the authentication server using the
received acceSs idf of BFFon2SPRCE s8éondNgspedVedit e i MERS oS t here
is provided a,providing server for. providing electronic information to
the ter m%lé?vjd%€ ce ast%gﬁrhae‘ﬁ a eo‘(feé,)e COBrisimy - Cglpseo(c:]iaf%i AG-3 T or mat i on
transmtt}j -Mfor ransmtti specy fyi I nf.ornat.i t he

di spl ay I{rlr%glns of "t he tmeetrann”i%gal de{i/llq(ge fo%]ué%{gg%fly%ﬁ%ﬁén%g}dt:ﬂ%&ﬂﬁgy nmeans
whi ch st af $ndhecautidhenth €8] | QR=kaiAr GBEI AN spllbINeFahE RGRARSs 2

aut hentication-result receiving neans 6b for receiving an authentication
result frahstheyt dumatalon dévircediantael egt rans <=1 o Or natiferrtatarsm tti ng
means for transmtting electronic information based on the received

aut hent i CRTPOHIe@sUrEOUGh & fSitWe s Fecttioft theusaventnobroviser & hies

information; a Specifying—informétion receiving function
for receiving specifying information including access
information used for accessing the audthentication server,
for specifying the mediating means; and a specifying
function for specifying the mediating means by using the
received specifying information,-the mediating means is
specified by the specifying function and starts the
authentication-information transmitting means, and the
authentication-infecrmation transmitting means is started
by the mediating means and transmits device-
authentication information to¢ an authentication server
and accesses the authentication server using the received
access informaticon.

In a second aspect of the invention, there is
provided a providing server for providing eléctroniq
information to the terminal device as defined above,
comprising: specifying-infeormation transmitting means for
transmitting specifying information used by the display
means of the terminal device for specifying the mediating
means which starts the authentication-information

transmitting means; authentication-result receiving means



provi ded an el ectronic-information using nethod perfornmed in a conputer
conprising display neans; nedi ating neans; and authentication-information
transmitting means, the nethod conprising: a display step of realizing,
by the display neans, a display funcggon for displaying electronic
information provided through a network so that a user can browse the
information, a specifying- information receiving function for receiving
speci fying information including access information used for accessing

t he aut hehei caerenvsegven, aﬁmhesﬁeicda‘igﬁimg réeultredrar ngengansyirald a
specifqug functlon for sEeC|f t he medi ati ng neans by using_the

recei ved Spetityi #gd £HES ﬁﬁPFSn¢H§OH@6 éPPnﬁrépéﬂlGF1@6e&ﬁ%ﬂ%mf@%e

medi atin neans by the s ecifyin unct di s st ep.
I T N L it Soat L
transnltténghgggféatfgﬁifggéﬁ@hentlcatlon- |nfornat|on transmtting step
of transmtting device- authentication information to an authentication

server and acegssingchhegaubbpgaticabiron tser vemnwsitier, he tHacei vied access
information by starting the authentication-information transmtting neans

in the nedoatdead steplebtrohhcaihdornhtaspeatiofy tieehicalentdfarmddere is
provi ded an el ectronic-information providing nethod used in a providing
server fo¥npﬁ0@p@pﬁ@e§|é@ﬁ@gﬁﬁ&;ng display means; mediating means;

and authenticaticn-information transmitting means, the
method comprising: a display step of realizing, by the
display means, a display function for displaving
electronic information provided through a network so that
a user can browse the information, a specifying-
information receiving function for receiving specifying
information including access information used for
.accessing the authentication server, for specifying the
mediating means, and a specifying function for specifying
the mediating means by using the received specifyving
information; a mediating step of specifying the mediating
means by the specifying function in the display step and
allowing the mediating means to start the authentication-
information transmitting means; and an authentication-
information transmitting step of transmitting device-
authentication information to &an authentication server
and accessing the authentication server using the
received access information by‘ starting the
authentication-information transmitting means in the

mediating step.



information to the termnal device as defined above, wherein the
provi di ng server conprises specifying- information transmtting neans;

aut hentication-result receiving neans; and el ectronic-information
transmtting means, and the el ectrongg-information providi ng nethod
conprises: a specifying-information transmtting step of transmtting, by
the specifying-information transmtting neans, specifying information
used by the display neans of the term nal device for specifying the

medi ating neankn far Svarth ngaprcuthenttileat ilonamfiomyat itdrens arsmi tting

means; an authenticatign-result receiving step of receiving, by the
aut hent i P GHIFRsaNt HESHATG TEHREma ZP D R R T i @ﬁtiﬂ@@mseﬁ# om t he

t er m nal deV|ce and an.. el ectroni c-i nf rnatlon tr nsmtti.ng ste
transnitti'hg, byQ?PV%Q%QQroﬁerl?ﬁor fonk 4%%%|ﬂ %%é?%lﬂﬁ

el ect r oni £, (oferapti on, based 0@e%qnaqceamceauwenﬁéfﬂ&é@n d Ina

fifth aspect o e invention, there is provided a termnal - eV|ce

program figieF&ah i Zikh@, | Prévi€ORPUL farvdi spbayriyast i (e A MEdiati ng
function; and an authentication-information transmtting function,

mherelntimfm&maﬂfqnfumabm@munangsemeandrsMantHHnuﬂaarloﬁineahkuﬂaying
el ectronic information provided through a network so that a user can
browse t hec¢ntolimt MEANS/ a aspetil PYLRGRIAT RRALTOATPRC AITAT Ui on for

receivin ecifying information inclu |n access informati on used
Qne g y gthe electronic-in %a gon providing method

comprises: a specifying-information transmitting step of
transmitting, by the specifying-information transmitting
mezans, specifying information used by the display means
of the terminal device for specifying the mediating means
fcr starting the authentication-information transmitting
mezans; an authentication-result receiving step of
recelving, by the authentication-result receiving means,
an authentication result from the terminal device; and an
electronic~information transmitting step of transmitting,
by the electronic-information transmitting means,
electrecnic information based on the received
authentication result.

In a fifth aspect of the invention, there is
provided a terminzl-device program for realizing, in a
computer, a display function; a mediating functicn; and
an authentication-information transmitting function,
wherein the display function comprises a display function
for displaying electronic information provided through a
network so that a user can brow;e the information; -a
specifyving-information receiving function for receiving

specifying information including access information used



6d for accessing the authentication server, fpr specifying the nediating
function; and a specifying function for specifying the nediating function
by using the received specifying information, the nediating function is
specified by the specifying function @pd starts the

aut hentication-information transmtting function, and the
authentication-information transmtting function is started by the

medi ating function and transmts device- authentication information to an
“aut hent i cieT oacseseeéns arte asuebsesirhé iant antvyeat | dnrsemearifsimy t he

access information. In a sixth aspect of the invention, there is
‘provi ded 8r FatiargSer $BPCHEEHF an?Pdr Fr GPFPELAYLNEI ekt ROhi i {fYT mat i on

to the term nal devi as_defined. abov th rogramrealizes,, in a
comput er - A SHEEH TG AGS FHOr Rt Sn. CRARSAT L EPhg TURE FOR FerLrdiom t i ng
speci fyi L ratio d.-hy: the di.spl ay ol of . t er m.nal

devi ce fgfgp%%%%%ng% e ne |laCH1’ng ftzl%ctigl%ag%?gﬁ st%ﬁ%ésl@%%lg ¥

aut henti catdonciaforppt iofe transmtfimng funedi®;, 8 starts the

aut hentication-result receiving function for receiving an authentication
result framidetiesnioatinflermere;cmntdranseietingnifanchfionpatingn the
transmtting function for transmtting electronic information based on

t he receidedhenthenticatiohoresiuien | ntaasevéhthnaspedtunetiche i meenti on,

‘there is _
started by the mediating function and transmits device-

authentication information to an authentication server
and accesses the authentication server using the access
information. |

In & sixth aspect of the invention, there 1is
provided a providing-server program for providing
electronic information to the terminal device as defined
above, the program realizes, in a computer: a specifying-
information transmitting functicn for transmitting
specifying information used by the display function of
the terminal device for specifying the mediating function
which starts the authentication-information transmitting
functicen; an aucthenticaticn-result receiving functicn for
receiving an authentication result from the terminal
device; and an electronic-information transmitting
functicon for transmitting electronic information based on
the received authentication result.

In a seventh aspect ¢f the invention, there 1is
provided a computer-readable storage medium storing a
Terminal-device program for realizing, in a computer, a
display function; a mediating function; and an

authentication-information transmitting function, wherein



provi ded a conmput er-readabl e storage nmedium storing a term nal-device
programfor realizing, in a conputer, a display function; a nediating
function; and an authentication-information transmtting function,
wherein 6e the display function conpgd ses a display function for

di splaying el ectronic information provided through a network so that a
user can browse the information; a specifying-information receiving
function for receiving specifying information including access

i nf or mat i ope usEdPlfeor dvoessihg thePauthentd catisphayer Yenction sjeci fyi ng
the medi ating function; and a specifying function for specifying the
nediatingd%%mk%Y%%gbye&§Fﬁﬁoﬁﬁé r BEPYBa t18PpecPryivAgSchf Sisti%n, & he

medi ating function is, . specified by the specifyi function and starts the
auit hent | CATTBTE X nst i bn 1 r &S t EFHG TUALET o Peantinf oA cL08; &

aut hent | caLone) QLI O { [GRSTAddng dynelion ks sbartaddy the

medi ati ng function and transmts device- authentication informt

aut hent i caséONFpefyer nrandaaceassies: the mpt heptbsatihon rsakvenh Usgdg the
received access information. In an eighth aspect of the invention, there

is provified accespuher -rtlreadablkéestiorage cnmedamvest or fng &pecifying
provi di ng-server programfor providing electronic information to the
term nal devi d&dsdefd néurabove; t g ogPamLEFanozesun¢hian cdigputer: a
SpeCIfylnQEééﬁf§{§glgge‘nmdiating function by usihg the received
specifying information, the mediating function is
specified by fhe specifying function and starts the
authentication-information transmitting function, and the
authentication~information transmitting function is
started by the mediating function and transmits device-
authentication information to an authentication server
and accesses the authentication server using the received
access information. |
In an eighth aspect of the invention, there is
provided a computer-readable storage medium storing a
providing-server program for providing electronic
information to the terminal device as defined above, .the
program realizes, in a computer: a specifying-information
transmitting function for transmitting specifying
information used by the display function of the terminél
device for specifying the mediating function which starts
the authentication-information tTransmitting function; an
authenticaticon-result receiving function for receiving an

authentication result from the terminal device; and an

electronic-information transmitting function for



transmtting function for transmtting specifying information used by the
di splay function of the termnal device for specifying the nediating
function which starts the authentication-information transmtting
function; an authentication-result rggeiving function for receiving an
aut hentication result fromthe term nal device; and an
electronic-information transmtting function for 6f transmtting

el ectronic informati on based on the received authentication result. In a
ni nt h aspecanoflithiend nebatioanichenéormatprovidedda orerthenate deiwiesk
conprising informati on comuni cati on neans; el ectronic-informtion using
nmeans; and-eRhEFRTEAR i B RhEor mati on management means, wherein the

i nformation co ni cation nmeans conprisses.a function for receiving
b he ; Ene

aut henti cat i on-1ri 9geP*Fhf or FEFFE Pricl Eﬁpglgﬂﬁﬁ "cat i O-"Ser ver access
| nformati ofoviegdy fof aceessiilg thacaubhentiqall ol sorver, {agHldeg T of

using electronic information provided through a rk; a function for

anal yzi ng-sfeehfyingod nherpati om dorrospeci A Ak itNe using means:
el ectroni c-informati on usi ng means based on the authentication-trigger

i nformatiami andhantipetibyi-ngfounetiion frormspesiftyi ngahbe eleciaioni c-
i nformati on usi ng neans based on the specifying information, the
el ect r oni €2¢ niBEABERBACHS ICRFIIEEITS Hion s | edmbylishe spdoidfaiimg
function ggg Stagégegggng authentication-trigger information
including authentication-server access information used
for accessing the authentication server required for
using electronic information provided through a network;
a function for analyzing specifying information for
specifying the electronic-information using means based
on the authentication-trigger = information; and a
specifying function for specifying the electronic-
infermation using  means based on the specifvying
information, the electronic—inﬁormation using means is
specified by the specifying function and starts the
authentication-information management means, and the
authentication-information management means is started by
the electronic-information using mesans, reads device-
authentication information, transmits the information to
an authentication server and accesses the authentication
server using the received access information.
In a tenth aspect of the invention, there is
provided a providing server for providing electronic
information reguiring authentication +to a terminal

device, comprising: authenticaticon-trigger—-information

transmitting means for transmitting, tc the terminal



aut henti cation-i nformati on nmanagenent neans, and the

aut hentication-informati on managenent neans is started by the

el ectroni c-i nformation using neans, reads device- -authentication
information, transnmts the informatiogyto an authentication server and
accesses the authentication server using the received access information.
In a tenth aspect of the invention, there is provided a providing server
for providing electronic information requiring authentication to a

term nal defeibee, coipresiimptimrtentdeati ontntddggeridmf oriratiwhing
transmtting neans for transm{ting, to the termnal 6g .device,

aut hent i cBRToh- Y+ Qger IRhPERAREPON | ACFUdi TS dfedi™yi ngiGiHidrimtGon for

speci fying el ectronic- informaiion uging, means which Starts .. ;..
aut hent i cAtT O rht'or nBt1oA uETRG medhd Shhi v &t ar t & Rt HEnt 5 a3 on-

| nfor mat | onc JBAAGEIRNt LHPAYS Abahbe LenEhnalsdeNice ay hasel L Ns-

aut henti cation-1nformati on” managenent nmeans transmts

devi ce- aut heptheat bON hafofsmdnon Adeh Accessese arcautient | galdon server
usi-ng access information received at the term nal device;

aut henti cetteomimeslet apebenviingtieansnfformaeédenvimgnadenamt hendaran nal
device, an authentication result of the term nal device generated in an
aut hent i ca¥3@finsles veevigadaallaenitonRe-LiCRf or et SoH- 1 PF ovndi My FREHES f or

provi ding el ectrqnic .infarmati on based on the received aut hentication
resul t I authentlcation server using access 1nftormation

received at the terminal device; authentication-result
receiving means for receiving, from the terminal device,
an authentication result of the terminal device generated
in an authentication server; and electronic-informatiocon
providing means for providing electronic information
based on the received authentication result.

In an eleventh aspect of the invention, there 1is
_provided an electronic-information using method performed
in a terminal device comprising information communication
means; electronic—-infermation using means; and
authentication-information management means, the method
comprising: an information communication step of
processing, by the information communication means, a
function for receiving authentication-trigger information
including authentication-server access information used
for accessing the authentication server reguired for
using elecircnic information provided through a network,
a functien for analyzing specifiying information for
specifyving the electronic-information using means based
on the authentication-trigger informatiocn, and a

specifying functicen for specifying the electronic-



In an el eventh aspect of the invention, there is provided an
el ectronic-information using nethod perfornmed in a term nal device
conprising informati on conmuni cati on neans; el ectronic-informtion

neans,;

and authentication-infornmati ogy, mranagenent neans, the nethod

conprising: an information conmmuni cation step of processing, by th
i nformati on comruni cation neans, a function for receiving

aut henti cati on-tri gger i nf or mat i on i ncl udi ng authenti cation-server
i nf or mat | orfegedtidor actessi ngeEhe aubherd cathon BleF verspeaguivieds f or
using electronic information provided through a network, a functio
anal yzi ng' ${eeT? iy |nPorn§F@6ﬁlP&r sHeR fyi Ag t hétarting  the
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and an aut hentication-information managenent step of startin

aut hent i cednayememt or mateéon nafiageseat-tieans ithet he sttardntmgstiep;-
readi ng devi ce-authentication information, transmtting the information

to an authefrinziionh seppagerfdtacsessisng 1% hethat hedpircancon e@mver using
t he received, acces

reading evice~authentication information, <transmitting
the information to an authentication server and accessing
the authentication server using the received access
information.

In a twelfth aspect of the invention, there 1is
provided an electreonic~information providing method
performed in a prcviding server for providing electronic
information requiring =authentication to a terminal
device, the method comprising: an authentication-trigger-

information tiansmitting step of transmittiing, to the

terminal device, authentication-trigger information
including specifying information for specifying
electronic~information using means for starting

authentication-information management means at the
terminal device, wherein the authentication-information
management means transmits device-authentication
information and accesses an authentication server using
access information received at the terminal device; an
authentication-result receiving step of receiving, from
the terminal device, an authentication result of the
device generated iﬁ an authenticaticn server; and an

electronic~information providing step of providing

g the



information. In a twelfth aspect of the invention, there is provided an
el ectronic-information providing nethod perforned in a providing server
for providing electronic information requiring authentication to a
term nal device, the nmethod conprisigg: an authentication-trigger-
information transmtting step of transmtting, to the termnal device,
aut hentication-trigger information ~including specifying information for
speci fying electronic-information using neans for starting

aut hent i cat ¢ohr¢mior matiroie maiagenent besadls at ohhe  tlee m nateadwieask,
wherein the authentication-informati on managenent neans transmts

devi ce- authent bt 'ohPT i At drHRti on and accesses an authentication server

i | nf ti i ved th i.nal Vi ce; .
aut hent | cat  ont T edul T EEET Y kg "GP0 Tof® | eCOFviNg 1y BH* | KE“Er il

devi ce, i i o) g - Ao an
evi ce @I@H(@g@tl cati ggr'][edfrg%ﬂﬂéi ot icﬂ?. %yn(%%rgeneé&&pf%ﬁ Q}ﬁg step of

aut henti cati on server; el ectroni c-l ormati on
provi di ngi 6Foried €L4K ONi Eorih O #BE i O7 basad-©rod he racei wedc@awhent i cation

result. In athirteenth aspect of the invention, there is provided a

t er m nal - eV ceatpt@gr amsdorpr i Sungtaon; i nfaordrat eon camhsitciatd wwref-unct i on;

an electronic- information using function; and an authentication-
information management functicn, wherein the information
communication function comprises a function for receiving
authentication~trigger information including
authenticaticn~server access information used for
accessing the authentication server required for using
electronic information provided through a network, a
function for analyzing specifying information for
specifying the electronic-infermation using means based
on the authentication~trigger information, and a
specifying function for specifying the electronic-
information using means based on the specifying
information, the electronic-information using means 1is
specified by the specifying Zfunction and starts the
authentication-information management means, and the
authentication-information management means is started by
the electronic-information using means, reads device~
authentication informaticn, transmits the information to
an authentication server and accesses the authentication
server using the received access information.

In a fourteenth aspect of the inventicn, there is

provided a providing-server program performed in a

providing server for providing electronic information

requiring authentication to a terminal device, wherein



i nformati on managenent function, wherein the information conmmunication
function conprises a function for receiving authentication-trigger

i nformati on includi*ng authentication-server access information used for
accessing the authentication server reguired for using electronic

i nformation provided through a network, a function for anal yzing
specifying information for specifying the electronic-information using
means based on the authentication-trigger information, and a specifying
function g $pééprwynag THCel @it r 6fECc-CGanfloratht LBn sFEAPPHBEaARS Based on
t he speciﬁ%ing information, the el ectronic-information usggglneans IS

speci 1 e by THe ekt yi g IThict UM SAE 9f art Ui -ting | fuhction
aut hent I At | oz 1fof (A1, o PBNBGSTENL1ANS 4 NGNS 1o coton-
nat | y )

. r
aut hent i cati on- nfor n managenent nmeans 1s starte

el ectroni ¢z AfOF MLEQPNUEE BE MBANS:q 1RAdS deVE $ g auhreRkheabhon o
information, transmits the information to an aut%entlcatlon server and

accesses ihecafihent i catéoprosecvenfrusinagibhe regenyed aecess i rdoar mation.
In a fourteenth aspect of the invention, there is provided a

provi di ngss@rivirg proghamtgerftorared riforaatproyi denggseever meFnprevd di ng
electronic information requiring authentjication to a term nal device,
wher ei n 6§ t het $8M 6wk ng F2RcEF ons I Y68l | 7@ i n A EEHideYELoaT

authenticat'on-trigger-infornation transnittinq:functjon
inrormatl management means ransmits

device~
authentication information and accesses an authentication
gerver using access Iinformation received at the terminal
device; zan authentication-result receiving function for
receliving, from the terminal device, an authenticaticn
result of the device generated 1in anl authentication
server; and an electronic-information providing function
for providing electronic information baéed on the
received authentication result.

Example embodiments can provide a terminal device
including display means; mediating means; and
authentication-informaticn transmitting means. The

display means includes



for transmtting, to the term nal device, authentication- trigger
information including specifying information for specifying

el ectroni c-informati on using neans for starting

aut henti cati on-i nformati on nanagenent neans at the term nal device,
wherein the authentication- information managenent neans transmts device-
aut hentication informati on and accesses an authentication server using
access information received at the termnal device; an

aut henti cation-result receiving function for receiving, fromthe term nal
device, an authentication result of the device generated in an

aut hentication server; and an el ectronic-information providing function
for providing electronic information based on the received authentication
result. Exanpl e enbodi nents can provide a term nal device including

di spl ay reahissplevdifanrhgomebais ; diand avdmoh €AEF & apiLbh - rfmadtiioon
transmtting neans. The display nmeans _includes - 7 _a display function
for di splRRAHges SEEPBAN @ i MO iHh “Ftodi dB8" t RO RAP* S Enéthor k so t hat

a user can browse the_ informtion; specifying-infornmation receiving
function %%ﬂorw%féFViﬁgS%%% ggVE%djﬁﬁ oF%ﬁPFoﬁe %ﬁvgﬁ%df¥§%ﬁ§nt 875

medi at | ng- Jmans;, And.a; $PEcd Tl NG LANCh] ¢, f QpesPepi{ying the mediating
means by usi ng ghe feceived specifying information. The nediating neans
i's speci fh&adt M ddh@eans; and a specifying function for specifying
the mediating means by using the received specifying
information. The mediating means is specified by the
specifying function and starts the authentication-
information transmitting means. The authentication-
ig information transmitting means is started by the mediating
meaﬁs and transmits device-authentication information to an
authentication server. {(First configuration)
Herein, the first configuration may include
authentication-result receiving means for receiving an
15 authentication result from the authentication server;
authentication-result transmitting means for transmitting
the received authentication result to a providing server for
providing electronic information; and electronic-information
receiving means for receiving electreonic information
20 transmitted from the providing server based cn the
transmitted authentication result. (Second configuration)
Herein, the mediating means of the second configuration
may include a using function for using electronic

information received from the providing server.

25 The second configuration may further include reguesting



speci fying function and starts.the authentication- information

> transmtting means. The authentication 10 information transmitting neans
is started by the nediating neans and transmts devi ce-authentication
information to an authentication seryer. (First configuration) Herein,
the first configuration may include. duthentication-result receiving nmeans
for receiving an 15 authentication result fromthe authentication server;
aut hentication-result transmtting nmeans for transmtting the received

aut henplGaki ofbF esbblickRiagProdding, ser YREoF0kt 1 Bh OVLdiviL ehestk anhg
information; and el ectronicC-information receiving nmeans for receiving
el ectr erireeirnf ormet | aip 2B Ay ianshidtedndom t hee P& Dvily ngfseevesnbaseg on
the transmtted authentication result. (Second configuration) Hereln,

t he nedieatiing reanslofitheiséoondtconf igurdt i o mrepnismdlctietel af i nghe
function for using electronic information received fromthe providing
ser ver PT25 FHEYs 8EETE e GREICGUCEt ith% FeEYRH-her i ncl ude requesting 8

f ' | ect i.c infarmati to th idir . Th
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request. In first configl ion, the specitying-information receiving
functi eAcmayingce wecspeci f Yingrinakabmat i @Red NCkuei Nngaaceessninf oppati on

used for accessing the
authentication server, and the authenticaticon-information
transmitting' means may access the authentication server by
using the received access information. (Third configuration)

In the third configuration, the authentication server may
include a plurality of authentication éervers, and the
specifying-information receiving function may receive
specifying information including access information for each
of the authentication servers ranked in an access precedence
order.

In the second configuration, the specifying-information
receiving function may receive specifying informétion
including access information used for accessing the providing
server, and the authentication-result transmitting means may
accesses Lthe providing server Dby using the received access
infermation.

A providing server for providing electrconic information
to the terminal device of the second configuraticn is also

provided 1in example embodiments. The providing server includes

specifying-



aut henti cation server, and the authentication-information transmitting
means nmay access the authentication server by wusing the received access
~information. (Third configuration) In the third configuration, the

aut henti cati on server may include a glurality of authentication servers,
and the specifying-information receiving function may receive specifying
i nformation including access information for each of the authentication
servers ranked in an access precedence order. In the second

confi gukati-ga.ithe %B@%%&Xk@gnb”fﬂégﬁ%'0@orreE§hMbH9tEHﬂgt'95e8§¥ Eggelve
specifying information including access information used for acce55|ng

t he pravifdiraigtiser \edsd apgd the alitdfaniy caéion- besuiHe tHamsiAdl i agvieans
may accesses the providing server by using the received access

i nf or mibiron. spepi dyidygng ey vemetidatpmgvi dinagnel ecthriort ¢ istkorimat i bhe to
the term nal device of the second configuration is also provided in
exanpléuéﬁﬁﬁﬂﬁﬁéﬁﬂ§n‘Tﬁéoﬁﬁéﬁﬁﬁpn&@ﬁﬂ%ﬂﬁtﬁ%ﬂﬂLmﬁﬁﬁssp@%Fh?Phgcgtlon—
informatio transnlttlnﬁgneans or transm tting %P%gl %% |nfornai£on
used by StHe "di'Spisay’ At bt t heTt é?rer?neﬁéﬂm&e\ﬁnce ki mé]p% 51 ng=tH
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nmeans; aut enticati on- resu t receiving neans for recei

aut hemur@@tsm%tﬁ_@@ul heahsomrbhe terAkRaktday C@le@ﬂgonlc 1nformatlon

el ectroni c-information
based on the received authentication result. (Fourth
configuration)

The providing server of the fourth configuration may
include reguest receiving means for receiving a reqguest for
electronic information from the terminal device, and the
specifying-information transmitting means may transmit the
specifying information based on the received requeét.

Alsc, the providing server o¢f the fourth configuration
may 1nclude authentication-information receiving means for
recelving authentication information from the terminal device
and authentication means for authenticating the terminal
device by using the received authentication information. In
that case, the electronic-information Transmitting means
transmits electronic information to the terminal device basad
on the authentication result generated by the authentication
means.

Also, example embodiments can previde an electronic-

information



transmtting neans for transmtting electronic information based on the
recei ved authentication result. (Fourth configuration) The providing
server of the fourth configuration may i nclude request receiving neans
for receiving a request for electronic information fromthe term na
device, and the specifying-information transmtting nmeans may transmt
the specifying information based on the received request. Also, the
provi ding server of the fourth configuration may include
aut henti cation-information receiving neans for receiving authentication
information fromthe term nal device nd aut hentication neans for
authenticating the termnal device by using the received authentication
information. In that case, the electronic-information transmtting nmeans
transmits electronic information to the term nal device based on the
aut hent i ¢eingn Med§grt PoEheFRt@di b (LA HReARFEAELBR ShRdRY. Al so,
exanpl e enbodtnenhg can provide an, el tgrqic%.igiorgatign.- 10 using
met hod pet¥dSfe @S iaa BBNPRERT i HH ﬁﬁ&%& SPEAYT T MBARS 2 ed ati ng neans:
and aut hent] catiion:inkorL Rt i o, AN LULAGMBADSY; The. fetfiod dencl udes a
di splay step o redl1zing, by the display nmeans, a display function for 5
di spl ayi ng.£1:66t150NLG kAL ofIBLiOp -0 ded iRboHghranfetwprder so that a
user can browse the information, a specifying-
5 displaying electrcnic information provided through & network
so that a user can browse the information, a specifying-
information receiving function for receiving specifying
information for specifying the mediating means, and a
specifying function for specifying the mediating means by
16 using the received specifying information; a mediating step
of specifying the mediating means by the specifying function
in the display step and allowing the mediating means to
start the authentication-information transmitting means; and
an authentication-information transmitting step of-
15 transmitting device-zuthentication information to an
authentication server by starting the authentication-
information transmitting means in the mediating step. (Fifth
configuration)
In the fifth configuration, the computer may further
20 include asuthentication-result receiving means;
authentication-result transmitting means; and electronic-
information receiving means. The electronic-information
uging method may include an authentication-result receiving

step of receiving, by the authentication-result receiving

25 means, an authentication result from the authentication



information receiving function for receiving specifying information for
speci fying the nediating neans, and a specifying function for specifying
t he nedi ati ng means by 10 using the received specifying information; a
medi ating step of specifying the nediating neans by the specifying
function in the display step and allowi ng the nediating neans to start
the authentication-information transmtting neans; and an

aut hentication-information transmtting step of 15 transmtting

devi ce-aut hentication information to an authentication server by starting
the authentication- information transmtting nmeans in the nediating step.
(Fifth configuration) In the fifth configuration, the conputer may
further 20 include authentication-result receiving neans;

aut hentication-result transmtting neans; and el ectronic- information
recei vi ngawanss. aThevehert : ent tenrifekdat itsansusthgngrettriod afay i ncl ude an
aut hentication-result receiving . K step of receiving, by the,

aut hent i CRFGHAEESTPt ?%cE@%i?&f%ﬁ?qﬁ%%¥§Pnéﬁe55%5e5ﬁ?%§ﬂ3?ﬁ+99é5uIt from

t he authenticatigg - rver: an entica result transmtting
i n

11. s aut.h L on-
step of A& ra?eﬁyefh%P%RIé%ﬁ1%ﬁ§§Pi5ﬁ§P%§u€? TriEnSm tting  neans,

the receiyed aut-lenticathony refil iy 2 1REaVLEL D8 ; S8y ey for providing
el ectronic information; and an 5 el ectronic-infornmation receiving step of
recei gi g1t rohe c-ehesthoni €n i rd I IRAHOR tERCBEVIAg TEANS, Bl @Gkronic
electronic-information receiving means, electronic
information transmitted from the providing server based on
the transmitied authentication result. (Sixth configuration)
In the sixth configuration, the mediating means may

10 include a using function for using electronic information
received from the providing server, and the electronic-
information using method may include a using step of using,
in the mediating means, electronic information received from
the providing server.

15 The sixth configuration may further include regquesting
means for requesting electronic information to the providing
server. In the specifying-information receiving step,
specifying information which is transmitted from the
providing server based on the regquest may be received.

20 In the fifth configuration, the specifying-information
receiving function may recelive specifiying information
including access information used for accessing the
authentication server, and, in the authentication-

information transmitting step, the received access

25 information may be used so as to access the authentication



information transmtted fromthe providing server based on the
transmtted authentication result. (Sixth configuration) In the sixth
configuration, the nediating means may 10 include a using function for
using electronic information received, fromthe providing server, and the
el ectronic- information using nethod mMay include a using step of using,
in the nmediating nmeans, electronic information received from the
provi di ng server. 15 The sixth configuration may further include

requestdci@erTeanRe vkoit i edugsiiung taleegt roni ¢ information to the providing
server. In the specifying-information receiving step, specifying

i nf or mat i on Twhi che | setveanan ¢detk juom ide, pheviditigrserasari hasedrosrt he
request may be received. 20 In the fifth configuration, the

speci f yiang- inEbugat ionplusediivyngef u@@ttih@rmtdc@@tri@@ei&@r*s@e@j f iy the
information incluyding access informatjon used for accessing the
authenF?E§F1dﬁngéﬁﬁéprméﬁdonin t%%c%ﬁYﬁ%%tlchpﬁﬁlopnfoWﬁ@tlonreCElve

transm E}técri ste eI eceived access 25 informatign ngg sed 50, as to
access “the “adt hi ntlcdflon 1 SEFEF I PESS VRt conf PRlF PBn) 9 The
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of authentication servers, and the specifying-information trecelvVving
functi enrdgemy receive speC|fy|ng i nformation including access information
for each of the authentication servers ranked in an access precedence

In the sixth configuraticn, the specifying-information

recelving  function may receive specifying information
inciluding access information used for acceésing the providing
server, and, in the authentication-result transmitting step,
the received access information may be used so as to access
the providing server. |

Further, example embodiments can provide an electronic—
information previding method used in a providing server for
providing electronic information to the terminal device of the
second configuration. The providing server includes
specifying-information transmitting means; authentication-
result receiving means; and electronic-information
transmitting means. The electronic-information providing
method includes a specifying-information transmitting step of
transmitting, by  the specifying-information transmitting
means, specifying informaticon used by the display means of the
terminal device for specifying the mediating means for

starting the



order. In the sixth configuration, the specifying-information receiving
function may receive specifying information including access information
used for accessing the providing server, and, in the

aut hentication-result transmtting step, the received access infornmation
may be used so as to access the providing server. Further, exanple
enbodi nents can provide an electronic- information providing nethod used
in a providing server for providing electronic information to the

term nal device of the second configuration. The providing server
includes specifying-information transgiting neans; authentication-
result receiving neans; and electronic-information transmtting neans.
The el ectronic-informati on providing nethod includes a
specifyin%&infonnatLon transmtfing step .of . transmtting, by the

speci fyi rg? PR 6r £ PARSHT t 7'y~ TEdhs, " 88eBFFYF A nf or mati on used by
the dlSplggt eﬁgg%éylohg%§s%§£?}%gg%égaq(g%égo%fsgggéi¥%$%hhgﬁtﬁ%g!at'ng

means for starting t catron-1 nf or m ransmtting

nmeans; an,, @ hentdeakioasesulbicd 88y ISt eRnokut £ERE M AG.0rPY t he
aut hentication-result receiving neans,” an authentication result fromthe

term nal deyice;frand tal ekefi hoNi geb dayf emapkbinoalteansmidting step of
transmtting, by the electronic-information transmtting neans,
el ect rioni tnformation transmitting step of transmitting, by the
electronic-information transmitting means, electronic
_information based on the received authentication result.
{Eighth configuration)
In the eighth configuration, the providing server may
10 further include request receiving means. The electronic-
information providing method may include a request receiving
step of receiving, by the reguest receiving means, a reguast
for electronic information from the terminal device. 1In the
specifying-information transmitting step, the specifying
15 information may be transmitted based on the request received
in the request receiving step.

In the eighth configuraticn, the providing server may
further include authentication-information receiving means
and authentication means. The electronic-information

20 providing method may include an authenticaticn-information
receiving step of receiving, by the authentication-
information receiving means, suthentication information from
the terminal device; and an authentication step of

aunthenticating, by the authentication means, the terminal

25 device by using the received authenticaticn information. In



i nformati on based on the received authentication result. (E ghth
configuration) In the eighth configuration, the providing server may 10
further include request receiving nmeans. The el ectronic- information
provi di ng nmet hod may include a reques£4receiving step of receiving, by

t he request receiving neans, a reques for electronic information from
the termnal device. In the specifying-information transmtting step, the
speci fying 15 informati on may be transmtted based on the request received

in the diequest «£€66LYENIN 86 8Rat i Ont e vainght:h+coRf | g &t] one1khe pLQYLdI Ng
server may further include authentication-informtion receiving neans

and autiremtrircatiicon meanss JThen ehect€dnt€- t1é ot oBhi AL 28 pr o8i BaBgdMekhod
may include an authentication-information receiving step of receiving, by
t'he autthent iagdthieon-L datflormaticsm itec gievieng tedans . atthkenticthehbncation
information from the term nal device; and an authentication step of
aut hentS%¢4t+i ng, by the authentication neans, the terminal 25 device by
using the r %hied ?utgﬁntication i forn%_i n. In 14 Cthe .
el ect roni c- informat FBALFansm TETHY St ep e elErafi c- STt o nast be
transmiddied .9 s sles Midla.aeyi ofbasad on,; fdie auhhet | ko Lesult
generated I n the authentlcéilon step. Sti rther, exanp % en%bdinents
can preMisgg =3 heldiingl - devihe®i £f DO ammferi 6eAl hZENEGn LOtAcgONBUEehn-a
information transmitting function. The display Zfunction
includes a display function for displaying electronic
informaticn provided through a network so that a user can
browse the information; a specifying-information receiving
function for receiving specifying information for specifying
the mediating function; and a specifying function for
specifying the mediating function by using the received
specifying information. The mediating function is specified by
the specifying function and starts the authentication-
information <tTransmitting function, and the autheﬁtication—
information transmitting function is started by the mediating
function and transmits device-authentication informaticn toe an
authentication server. (Ninth configuration)
In the ninth configuraticon, an authentication-result

receliving function for receiving an authentication result from

the authentication server; an authentication-result



di splay function; a nmediating function; and an authentication- information
transmtting function. The display function includes a display function
for displaying electronic information provided through a network so that
a user can browse the information; a specifying-information receiving
function for receiving specifying information for specifying the

medi ati ng function; and a specifying function for specifying the

medi ati ng function by using the received specifying information. The

medi ating function is specified by the specifying function and starts the
aut henti cation- information transnigtigg_function, and the authentication-
information transmtting function is Started by the nediating function
and transmts device-authentication information to an authentication
server. (Ninth configuration) In the ninth configuration, an

aut hent i car3Huitdsigcs fupetdpyi AYT fuftI®H 6 FBBer9FRYEH aut hentication

It f t he authenticat | 3 thentication-result - 15
L ansim TG TURGEOR T GF < EF ki € 1T 1A S8 960 R HEFTT Hat | on T esul t

to a providiig Selveh L, PLOYL dlng o2l el ane L festRLiony and an

el ectroni C-Tnf'ornmati on récel vi ng tunction r recelving elect ronic

i nformati po-& ${ANSEnkkednf Fom ié@ewm%@mﬁt&;@m@r ;haseda oford he
transmtted authentication result, may be realized in the conputer.

(Tent kv copfigumatican)rrbh the pestbhsoonfdgtireat baredt he tedi ating function
i transmitted authentication result, may be realized in the
computer. (Tenth ceonfiguration)

In the tenth configuration, the mediating function may
include a using function for using electronic informaticon

10 received from the providing server.

In the tenth configuration, the terminal-device program
may further realizes a requesting function for requesting
electronic information to the providing server, and the
specifying~information receiving function may receive

15 specifying information transmitted from the providing server
based on the reguest.

In the ninth configuration, the specifying-information
receiving function may receive specifying information
including access information used for accessing the

20 authentication server, and the authentication-information
transmitting function may access the authentication server
by using the received access information. (Eleventh
configuration)

In the eleventh configuration, the authentication

25 server may include a plurality of authentication servers,



include a using function for using electronic information 10 received
fromthe providing server. In the tenth configuration, the term nal-device
program may further realizes a requesting function for requesting
electronic information to the providi server, and the

speci fying-information receiving function may receive 15 specifying
information transmtted fromthe providing server based on the request.
~In the ninth configuration, the specifying-information receiving function

may reeeidve rspeshd i Nghhef OF PBELEN: oh Nekudi RENGC RS HIOIARY | 9B HSd for
accessing the 20 authentication server, and the authentication-information
t r ansmistekeicid viiugct irafo meyt aecesacthe iagt hentd cat i afiogservebn bjoriseaght he
recei ved access information. (Eleventh configuration) In the eleventh
conf i g@fatiivh, atheenui fehi PoaticeVe 25 BEIN&d pay anctedesa praratenyeof
aut henti cation servers, 16 and the specifying-information receiving
functiSﬁdﬁﬁy receive specifying information including access information

or cach ok g gunLf ool on abryers, ragked Ln.apacesss prsgence

order: In the ten_h configura _ e §peC| _ _ _ _
funCt'Q@c@%%ih%?e'Yéné@%@th'ﬁQy'”fQEEERb@” b?%é?@y?%gaCPEE§QEHEQEBHT'0”

used for accessing the providing server, and au ntication-result

transmibtilpgibyneido@ks information used for accessing the providing
server, and the authentication-result transmitting function
may accesses the providing server by using the recelived access
information.

Also, example embodiments can provide a providing-server
program for providing electronic information té the terminal
device of the second configuration. The program realizes, in a
computer, a specifying-information transmitting function for
transmitting specifying information used by the display
function of the terminal device for specifying the mediating
function which starts the authentication-information
transmitting function: an authentication-result receiving
function for receiving an authentication result from the
terminal deﬁice; and an electronic-information transmitting
function for transmititing electrenic informztion based on the
received authentication result. (Twelfth configuration)

The providing-server program of the twelfth configuration

may realize, in the computer, a request



may accesses the providing server by using the received access
informati on. Al so, exanple enbodi nents can provide a providing-server
program for providing electronic information to the termnal device of

t he second configuration. The prograqt ealizes, in a conputer, a
specifying-information transmtting fuhction for transmtting specifying
information used by the display function of the term nal device for

speci fying the nmediating function which starts the

aut hentbeati Ry nFarpRE bAN FoFansgidit gy f UNCtiRie @0 for electronic
aut hentication-result receiving function for receiving an authentication
resul t ihrfemmthe ont erfimonal wevi aesrmainda lan @dects oni £ad nf oheat EpBcific—
transmtting function for transmitting electronic infornmation based on
the reodovedtagrhehtrieani ohingsulunct{ifvel fiely cordigurat itdw) Fhecific
providLn%-server program of the twelfth configuration nmay realize, in the
conput ef'I C3MRE4R8sPaERd PBCENF FGRHTES SR FE= T recei ving a request for

el ectronic T%nfo&n%pkfn fromthe termnal deyice agg t he s ecififf

i nfor mati on tFakemttiAg Finctiior w31 ansnt S t W& speli FPRT-FRFBFA8PI on
based paytNEcL peELYed | CAYRStoorie: OF VI NGy BREXE! DL POKAM, Ob ke byel Tt
configuration nay realize, in the conputer, an authentication-information
recei viregefiwneli opuhet i paCEF Y NGl Refd catuicbrnitAtarAahi onnfHERARL BE

term nal device; and an authentication function for authenticating the

t er m ndlrodevitee byrmsnag thkeiceceiared an authentication function for
authenticating the terminal device by using the received
electronic information. In that 'case, the electronic-
information transmitting function Lransmits electronic
information to the terminal device based on the authentication
result generated by the authentication function.

Furthermore, example embodiments can provide a computer-
readable storage medium storing a terminal-device program for
realizing, in 'a computer, a display function; a mediating
function; and an authentication-information  transmitting
function. The display function includes a display function for
‘displaying electronic information provided through a network
so that a user can browse the information; a specifying-
information receiving function for receiving specifyving
information for specifying the mediating function; and a
specifying function for specifying the mediating function by

using the received specifying



electronic information. In that case, the electronic- information
transmtting function transmts electronic information to the term nal
devi ce based on the authentication result generated by the authentication
function. Furthernore, exanple enbodﬁﬂfnts can provi de a conputer-
readabl e storage nmedium storing a term nal -device programfor realizing,
in a conputer, a display function; a nediating function; and an

aut hentication-information transmtting function. The display function

i ncl udes rardizsRbay fune i odior irdi sphavdigh el ecd r o & Aol magi, 0Nt he
provi ded through a network so that a user can browse the information; a
speci f yiprg- fiynhar nainon srecendi pgafrtiactiton botheatecytngnsprEbiMbBgon
information for specifying the nmediating function; and a specifying

f unct i smaherigpeciof yi ngurti imedi at i ngh€ unct Rohhbytigsihgnt hefeevetved
specifying 18 information. The nediating function is specified by the
speci f WAGSPGRELREN ARE TSR S tHe Taitcheny i 't i B7=+3E o drat Rt Lon” and
transnk&%kg%ikuncting]TQ§_ath§ tjg tiq@-infgr Eion. transq@tting
functi oA PETStar t ed By THe Mediati g finet i ontHAG T FradR8nits ©° an
deviceé@ghggggEQQQBQnSggg%&qation to an authentication server. Also,
exanpl e enbodi nents can provide a conputer-readable storage nedi um

storing a provicdi RE=SRYIelefiREmAATOrcarPrevdeidg 2| eshpopbe-LafQapRLi oNn

to the termnal device of the second configuration. The programrealizes,

in a cemputee, amedium storing a providing~server  program for
providing electronic information tc the terminal device of the
second configuration. The program realizes, in a cocmputer, a
specifying-information transmitting function for transmitting
specifying information used by the display function of the
Terminal device for specifying the mediating function which
starts the authentication-information transmitting function;
an authentication-result receiving function for receiving an
authentication result from the terminal device; and an
electronic-information transmitting function for fransmitting
electronic information based on the received authentication
result.

Further, example embodiments can provide a mediating
program for realizing, in a computer, the mediating means of
the first configuration. The program realizes a mediating
function for starting the authentication-information
transmitting means of the terminal device by receiving

specification from the display means of the terminal device



specifying-information transmtting function for transmtting specifying
informati on used by-the display function of the term nal device for
speci fying the nmediating function which starts the

aut henti cation-information transnittiqg function; an :
aut hentication-result receiving function for receiving an authentication
result fromthe term nal device; and an electronic-information
transmtting function for transmtting electronic infornmation based on

the regeivednhadt heabiiGali @Reciesuhly. iRY¥LERGR: cexanmpl e enbodi ments can
provide a nediating programfor realizing, in a conputer, the nediating
means of tBeifirstfwonfiégur atd-amplEhe pmbgraneneal i zesna pedvakieng a
function for starting the authentication-information transmtting neans
of thecerBphHitaarrdadabeéchysrenrdvyi ngdispecitoniatd on fraghathieali spbayameans
of the terninﬁl device 19 which has received specifying information

Still FQFt hERL1&xaApI & e SIS /o i HritRa o™ 89 CBRiyut ep L r Badabl &5t
~storag i toring.a nmediating _praogram for reali.zin in.a copputer,
the medC AL LR ReARS oft Thabt PRErR  EBAgaratT oRe ¥ Re- FRog aifiedl | Fos a
medi at LRg L YRGT IOR T QN nSHALLL DYk DEn AYLASPE bEakhonknfenpRt i o (o ¢
transmtting nmeans of the termnal device by receliving spécification from
the displ aycreans1of dehe deer mynal ratevieen gwhi shebipsi ¢ ecpbyederspect hyi ng
information. Brief Description of the Draw ngs

display means of the terminal device which has received

specifying information.

Brief Description of the Drawings

Fig. 1 illustrates the overview of a device-
authentication system of an embodiment.

Fig. 2 illustrates the configuration of the device-
authentication system of the embodiment.

Fig. 3 shows an example of the module structure of a CE
device 3.

Fig. 4 shows an example of the hardware structure of the
CE device 3.

Fig. 5 shows an example an EMBED tag included in an
authentication trigger.

Fig. 6 1is a flowchart i1llustrating a process which is
performed when the CE device downlcads content from a service
server.

Fig. 7 is a flowchart illustrating a process which is



Fig. 1 illustrates the overview of a device- authentication systemof an
enbodi nent. Fig. 2 illustrates the configuration of the device-

aut henti cati on system of the enbodinent. Fig. 3 shows an exanple of the
nodul e structure of a CE device 3. Fig. 4 shows an exanple of the
hardware structure of the CE device 3. Fig. 5 shows an exanple an EMBED
tag included in an authentication trigger. Fig. 6 is a flowchart

illustrating a process which is perfornmed when the CE devi ce downl oads
content froma service server. Fig. 7 is a flowhart illustrating a

process which is 20 perfornmed when. & E device of nodification 1
downl oads content froma service server. Fig. Billustrates the nodule
structure of a CE device according to nodification 2. 5 Fig. 9

illustrates an exanple of an EMBE ordin jcation 3. Fig.
10 i | | ustpet s ngaﬁpﬁec%f %Nﬁ?ﬁwﬂé;%tgﬁ%i 8%033. Jdl fication 4.
Fig. 11 illustrates an exanE

he conflguratlon of 10 a known CE
devi ce. FFefteRt i&°Q £ gweha |?fustrating an exanpl e of a

Fig. 8 illustrates the module structure of a CE device
according to modification 2.
5 Fig. 9 illustrates an example of an EMBED tag according
to modification 3.
Fig. 10 illustrates an example of an EMBED tag
according to modification 4.
Fig. 11 illustrates an example of the configuration of
10 a known CE device.
Fig. 12 is a flowchart illustrating an example of a
process which is performed when the known CE device

downlcads content.

15 Best Mode for Carrying Out the Invention
Hereinafter, a preferred embodiment of the present
invention will be described in detail with reference tec the
drawings.
[Outline of the ambodiment]
20 In the embodiment, an authentication request of content
| requiring authentication is realized by using a plug-in
mechanism. By embedding information about authentication in
information for starting a plug-in, an authenticaticon
trigger is generated. A terminal device (CE device)

55 receives the authentication trigger, performs a reguired



process which is perfornmed when the known CE device downloads content. 15
Best Mode for Carrying Qut the Invention Hereinafter, a preferred

enbodi ment of the present invention will be described in detail with
reference to the drawings. [Qutline of the enbodinent] 20 In the

enbodi ment, an authentication request of content requiring authentication
is realized by using a plug-in nmechanism By enbeddi ng i nfornation about
authentication in information for starting a plug-in, an authentication
trigger is generated. A term nal device (CE device) 25 receives the
authentication trigger, perfornms a reguired - 21 authentication process,
and then requests content. Further, in the enbodi nent, a conmon nodul e and
common authentication information as an authentication function is

hared b rality of | i cat 0 that _an 5 t.hentication
iechanls%??ﬁégﬁaﬁﬂgtﬁéinﬁﬁgg%% f%ﬁé”E} SrgﬁﬁFﬁgﬁtlon uIE:g h |I:ustrates
the overview %fam%hQ%V' £8" tﬁé’t tdl%l%hlton aSYshed ohodie eodingatl. A CE

device 3 includés a browser accessing a 10 service server 4 and an
aut henti catd o, aRAi@n7 lfa%rﬁﬂpyﬂ NG A Aauhbent beat ben:seftsein ast 0

perform devi ce authentication. A device-authentication plug-in 8 has a
function eghared by a plurality of applications, so that an
5 authenticstion mechanism need not be prepared for each
application.
Fig. 1 illustrates the coverview of a device-
authentication system of the embodiment.
A CE device 3 includes a browser 2 for accessing a
10 service server 4 and an authentication module 7 for ailowing
an authentication server 5 fo perform device authenticatiocn.
A device-authentication plug-in 8 has a functicn of
starting the authentication module 7.
The device-authentication plug-in 8 can be specified
15 with a predetermined MIME format. The browser 9 starts the
device-authentication plug—-in 8 upon receiving an EMBED tag
having this MIME format.
Irn the device-authentication system having the above-
described configuration, the service server 4 transmits an
20 authentication trigger (informaticn triggering device
authentication by the CE device 3) including an EMBED tag
for stafting the device—authentication7plug~in B, so as to
allow the CE device 3 to perform device authenticatioen.
The browser 9 specifies the device-authentication plug-

25 in 8 based on the MIME format of the EMBED tag and starts



starting the authentication nodule 7. The device-authentication plug-in 8
can be specified 15 with a predetermned MME format. The browser 9
starts the device-authentication plug-in 8 upon receiving an EMBED t ag
having this MM format. In the device-authentication system having the
above- described configuration, the service server 4 transmts an 20

aut hentication trigger (information triggering device authentication by
the CE device 3) including an EMBED tag for starting the

devi ce-aut hentication plug-in 8 so as to allowthe CE device 3 to
perform devi ce authentication. The br er 9 specifies the

devi ce-aut hentication plug- 25 in 8 based on the MM format of the EMBED
tag and starts - 22 - the plug-in. Then, the device-authentication plug-in
8 starts the authentication nodule 7 and allows the authentication nodul e
7 to trandv trlaghentication information to the 5 authentication server 5,

which is allowed to performdevice . authentication ral.l a plug-in
started by a B‘PS%sngﬁa?l%‘l’ﬁFe'iaﬁﬁctl%l?&léc &5t ha gu?o}np| ayi r%%é%l? data and
providing it to. a,. user uch as_ noving. i chur e,.phayback: sof tiwana f or

pl ayi ng 1" BHEKARRE iﬁ?% g?e? Eérg%) érrluniéjcf C playback software for playing
back nusi¢ data.. Howevelnthei devise-autdentdicat kontpbug-in 8 adds a

function of starting the authentication nodule 7 to
5 authentication server 5, which is allowed to perform device
authentication.
Generally, a plug-in started by a browser mainly
includes software for playing back data and providing it to
a user, such as moving-picture playback software for playing
10 back moving pictufes and music playback software for playing
back music data. However, the device-authentication plug-in
8 adds a function of starting the authentication module 7 to
the browser 9.
As will be described below, the device-authentication
15 plug-in 8 may have a function as an applicatien client
(hereinafter referred to as an application) for enabling use
of content, in addition to the function of starting the
authentication module 7.
[Details of the embodiment]
20 Fig. 2 illustrates the configuration of the device-
authentication system 1 of the embodiment.
In the device-authentication system 1, the CE device 3,
the service server 4, and the authentication server 5 are

connected through a network, such as the Internet, such that

25 they can communicate with each other.



the browser 9. As will be described bel ow, the device-authentication 15
plug-in 8 may have a function as an application client (hereinafter
referred to as an application) for enabling use of content, in addition
to the function of starting the authentication nodule 7. [Details of the
enbodi ment] 20 Fig. 2 illustrates the configuration of the device-

aut hentication system 1l of the enbodinent. In the device-authentication
system 1, the CE device 3, the service server 4, and the authentication
server 5 are connected through a network, such as the Internet, such that
25 they can communicate with each othegg._- 23 Although one each of the CE
device 3 and the service server 4 are shown in Fig. 1 for sinplicity, a
plurality of CE devices and service servers may be provided. The CE

device 3 is an audio-visual apparatus, _such,as % in%gp%eggi% tte
recorder, a sPArBeVIbrome tAGVIY dhSsEE; GV 1G° AWK ellsctric appl i ance,

such as a rice cooker or a ,refriger T s er £ei410Ri-C gevi ce.
The CE de%@%%??34i%ﬂ?l588¥nal%o%%%tg%q%%éE?%hégggEPé %?ﬁusing gpservice
t hrough aq%?ée"\qcke's ]a%dT e, CE.devi c&e 3 siL8F 8s aybhentacation information

required eviCe aut hentication, such as a device ID and a pass
phrase. Accor diRgly, gkf;:thesses vicansiorerisdal apparatus, such as a

5  video cassette recorder, a sterec, Or a television set; or a
home electric appliance, such as a rice cooker or a
refrigerator; or ancther alectronic device. The CE device 3
includes a computer and is capable of using a service
through a network.

10 The CE device 3 stores authentication information
required for device authentication, such as a device ID and
a pass phrase. Accordingly, if the service server 4
reguests device authentication before providing a service,
the device authentication can be performed in the

15 authentication server S.

The pass phrase is a character string having the same
function as a password, but the character string is longer
in a pass phrase than in a password. Either of pass phrase
or password may be used for device authentication.

20 The service server 4 includes a Web server or the like
and provides a service to the CE device 3. The service
server 4 has a service site specified by a predetermined URL.
‘The CE device 3 can access the service server 4 by
specifying this URL.

25 The service server 4 provides a service to the CE



requests device authentication before providing a service, the device
aut hentication can be perforned in the 15 authentication server 5. The
pass phrase is a character string having the sane function as a password,
but the character string is longer in a pass phrase than in a password.
Ei ther of pass phrase or password may be used for device authentication.
20 The service server 4 includes a Wb server or the like and provides a
service to the CE device 3. The service server 4 has a service site
specified by a predetermined URL. The CE device 3 can access the service
server 4 by specifying this URL. 25 Fhe-service server 4 provides a
service to the CE - 24 device 3 which has accessed the service site. The
user can use the service provided by the service server 4 by using the

CE devi ce, 3, Jhe, §a1ivCes PLOXL dedh bk d e Sarul ge.servero 4 Jhclude 5

provi sion of nusic content, trave ormation C ént,” “novi'e content, or
reci pe CoRt&Mthe RV:%0p -0k 1088 SO he iU At !seevwcl;ug;(ngsﬂ}%bbl es and
tastes, information abou a CE device, or setting paraneters for
connecti nghé acit evildat er.net; mai ntenance of a CE device; update of
software; 10 and renote control of a CE device such as a bath or an air
condi tioner. Addi seovmabty,panviordd iy $her agevseeviesrand! amcafulleni ty

5 provision of music content, travel information content,
movie content, or recipe content;'provision cf personal
information including hobbies and tastes, infcocrmation about
a CE device, or setting parameters for cennecting to the
Internet; maintenance of a CE device; update of software;

10 and remote control of a CE device such as a bath or an air
conditioner. |

Additicnally, an online storage service and an affinity
service (matching service between specifications and
services of a device and required specifications ang

15 services from another device) can be provided.

Further, if the CE device 3 is a lavatory bowl, the
service server 4 can provide a health service of checking
the health conditicn of a user by sensing user's feces.

The service server 4 functions as a providing server

20 for providing electronic information. 2Also, the service
server 4 includes specifying-information transmitting means
for transmitting an EMBED tag to the CE device 3,
authentication-result receiving means for receiving an
authentication result from the CE device 3, and electronic-

25 information transmitting means for transmitting content



service (matching service between specifications and services of .a

devi ce and required specifications and 15 services from anot her device)
can be provided. Further, if the CE device 3 is a |lavatory bow, the
service server 4 can provide a health service of checking the health
condition of a user by sensing user's feces. The service server 4
functions as a providing server 20 for providing electronic informtion.
Al so, the service server 4 includes specifying-information transmtting
nmeans for transmtting an EMBED tag to the CE device 3,
authentication-result receiving nmeansydar receiving an authentication
result fromthe CE device 3, and electronic 25 information transmtting
means for transmtting content - 25 based on the received authentication
result. Also, the service, server 4 includes regusgt receiving nmneans for

recei vi nPaEEaefredtenhenct hed BRI TS par F6F s~ browsi ng and request s
transm ssion qf conient 1 #Jgaég?QQrC% 12c3BEXET r &yuddt theerbadi ment,

content is used a$ an exanple of ‘electronic information. However, the
present inventiQn i.$-.RQinki M f&EhdO: heLonLent andi &l Broaddras types

of electronic information for providing various services can be 10
provi ded.p Jhes 8l eltoriceui BEOr tBdd om priovi ded coyptehe iserhd cerssoger 4
covers a wide range, for exanple, renote control of a bath, update of
sof t war e, satwekraredi cal checkup
Tn the embodiment, content is used as an example of

electronic information. However, the present invention is

not limited to the content and other various types of

electronic information for providing various services can be

10 provided. The electronic information provided by the
service server 4 covers a wide range, for example, remote
control of a bath, update of software, and medical checkup
using health information transmitted from a user, such as
biood pressure and blood-sugar level.

15 The authentication server 5 authenticates the CE device
3 on behalf of the service server 4.

The authentication server 5 receives authentication
information including a device ID and a pass phrase from the
CE device 3 and authenticates the CE device 3.

20 Since the service server 4 can be set by an arbitrary
individual or group, the authentication sarver 5 is provided
separately in the embodiment so that authentication
information reguiring a high level of security is

transmitted to the authentication server 5. 3uch a

25 technique of authenticating a device by using an



usi ng health inf
and bl ood- sugar

ormation transmtted froma user, such as blood pressure
| evel . 15 The authentication server 5 authenticates the CE

device 3 on behalf of the service server 4. The authentication server 5

recei ves aut hent
phrase fromthe

ication information including a device ID and a pass
CE device 3 and authenticates the CE device 3. 20 Since

the service server 4 can be set by an arbitrary individual or group, the
aut hentication server 5 is provided separately in the enbodi ment so that

aut henti cati on
transmitted to t

information requiring a high level of security is
he aut hentication serygr-5. Such a 25 techni que of

aut henticating a device by using an - 26 authentication server is

described in Int

19, 2003, | ai m
144806 1] PREPEH NEyF

conflguregpﬁplé

known art. Int

ernational Application No. PCT/JP03/06180 filed on May

prlorlt Japanese Patent Applicatipn No. 2002-
sﬁﬁﬁ% A?%%?%% |v€f1% ﬁggs 5 eﬁ?nay be

toﬁfin% @@&KJ@%?@EY% 4 pdd QﬁPMa‘}aEQS foglgvice, as in the

at case e service server 4 incCludes

aut hent i cat 4 oRrARfarimikgnorecebyhage NBansnd GlopieeekYbAgNo autdwEnt i cati on
information fromthe CE device 3 and 10 authentication neans for

aut hent i cag #$gp6 t hiel «CE ctbeVhege 28, b§0Cfsi ng the recei ved aut hentication

information. |If the CE device 3 has been authenticated, the service
serverd 4 Alternatively, the system may be configured so that the

service

In

server 4 authenticates a device, as in the known art.

that case, the service ssrver 4 includes

authentication-information receiving means for receiving

authentication information from the CE device 3 and

10 authentication means for authenticating the CE device 3 by

using the received authentication information. If the CE

device 3 has been authenticated, the service server 4

transmits content thereto.

In

the device-authentication system 1 having the above-

15 described configuration, when the service server 4 provides

a service requiring device authentication, a process

including the following series of steps is performed, the

corresponding numbers being shown in the figure.

Step 1: The CE device 3 reguests a service requiring

20 device authentication to the service server 4.

Step 2: The service server 4 transmits an

authentication trigger tc the CE device 3 so as to request

device authentication.

Step 3: The CE device 3 receives the authentication

25 trigger from the service server 4 and transmits



transmts content thereto. In the device-authentication system11 having

t he above- 15 descri bed configuration, when the service server 4 provides
a service requiring device authentication, a process including the
followi ng series of steps is performed, the correspondi ng nunbers being
shown in the figure. Step 1: The CE device 3 requests a service requiring
20 device authentication to the service server 4. Step 2: The service
server 4 transmits an authentication trigger to the CE device 3 so as to
request device authentication. Step 3: The CE device 3 receives the

aut hentication 25 trigger fromthe-sgrvice server 4 and transmts - 27
aut hentication information to the authentication server 5 so as to
request device authentication. Step 4. The authentication server 5

recei ves L, o AUAANLLCALI00,LDE QLAY | Q0. FLAMLNG CE device 8. & o

[
authentica?es e&?c transmts the authen ation Tesult to the

CE devi ces3. t St stTRvEEdeut sen i FLCives the authentication result
fromthe authentication server 5 and transmts it to the service server

4. 10 Step 6: SHee ger vheeasehaerichtasks schecaubheats Latd othe server 5 so as
to make sure that the authentication server 5 has actually authenticated
t he devi ceutlFentissetmylne intthgmation from the CE device 3,
5 authenticates the device, and transmits the authentication
result to the CE device 3.
Step 5: The CE device 3 receives the authentication

result from the authentication server 5 and transmits it to

the service server 4.

10 Step 6: The service server 4 asks the authentication
server 5 so as to make sure that the authentication server 5
has actually authenticated the device. For example, the
authentication server 5 issues a onetime ID and attaches it
to the authentication result at an authentication process,

15 and then the service server 4 asks the authentication server
5 by using this onetime ID so as to verify the
authentication result.

Step 7: The service server 4 receives verification of
the authentication result from the authentication server 5
20 and then starts toc provide the service to the CE device 3.
Fig. 3 shows an example of the module configuration of
the CE device 3.
Only one service server 4 is shown in Fig. 2, whereas

service servers 4a to 4c are shown in Fig. 3. Although the

25 service servers 4a to £4c are capable of preoviding various



aut hentication server 5 issues a onetine ID and attaches it to the
authentication result at an authentication process, 15 and then the
service server 4 asks the authentication server 5 by using this onetine
ID so as to verify the authentication result. Step 7: The service server
4 receives verification of the authentication result fromthe

aut hentication server 5 20 and then starts to provide the service to the
CE device 3. Fig. 3 shows an exanple of the nodul e configuration of the
CE device 3. Only one service server 4 is shown in Fig. 2, whereas
service servers 4a to 4c are shown impdgig. 3. Although the 25 service
servers 4a to 4c are capable of providing various 28 services, they
provi de content in the follomjng exanple The CE device 3 includes

functional units, ch as th 9, t%ppl Eﬁtlons Ba to 8c, t he

r
authentlcajﬁﬁﬁmhﬁdu 24 QIOEﬁ au %qx?ﬁbétlon i nTormati ?%ﬁage unit 10, a

protocol 5 a@hESEEnEeQPQQ|§ o1 2434 %ﬁn@@?@ﬂéﬂguﬂI%%”‘%&E% ashenbrowser 9
connects the CE device 3 to a service site specif ed by an i nput URL so

as to dowM@atcont epblichit ehpred samd dicspl ayzﬂihéﬁﬂi@éltldarﬁ ddieontent is
described in a markup | anguage such as HTM., or transmts data to the 10

servi ce sTt earspecdirengd cbyiantiRhfotda @rprEMBEDagagunsti he) uwwead-dtecad HTM
docunent, the browser 9 starts an application sgecified by an M ME for nat
5 adjusting module 11, and an encoding mcdule 12,

The browser 9 connects the CE device 3 to z service
site specified by an input URL so as to download content,
interprets and displays content if the centent is described
in a markup language such as HTML, or transmits data to the

10 service site specified by a URL.

If an EMRED tag is included in an HTML document, the
browser 9 starts an application specified by an MIME format
among the applications 8a to 8c.

The EMBED tag will be described in detail later.

15 The browser 9 serves as display means having a display
function for displaying content (electronic information} on
a network so that a user can browse the content.

As will be described later, the EMBED tag serves as

specifying information for specifying the application 8a, Bb,
20  or Be.

The browser 9 includes & receiving function for
receiving specifyving informaetion from the service server 4a,
4b, or 4c and a specifying function for specifying the
application 8a, 8b, or 8c by using the received specifying

25 informaticn.



anong the applications 8a to 8c. The EMBED tag will be described in detai

| ater. 15 The browser 9 serves as display neans having a display function
for displaying content (electronic information) on a network so that a
user can browse the content. As will be described later, the EVMBED tag
serves as specifying information for specifying the application Ba, Bb,
20 or Bc. The browser 9 includes a receiving function for receiving

speci fying information fromthe service server 4a, 4b, or 4c and a

speci fying function for specifying the application 8a, 8b, or 8c by using
the received specifying 25 informatigs.-- 29 Further, the browser 9

i ncl udes requesting neans for requesting transm ssion of content to the
application 8a, 8b, or Bc. Each of the applications 8a to 8c is a plug-in

for 5 extendi e fupcti,on of t braowser 9 and all ows a user to use
cont ent trans?n%tritggrby% ebl':soe"ﬁ/elrc?s}élrcvélfieia?e%‘?S%rn%ét}eanlshétori s, the

appl i cat i any,8adi$ A tRhudnk Bs10F Y81 Nigh GO ent tﬂgog#gﬁﬁc%&be@ée%\@,ce
server 4a, and this is the sane for the other applications. 10

Furt her nos€,8ach of the applications 8a to 8c is configured so as to
start the authentication nodule 7 when being started by the browser 9.
That is, the &pghi céttbasapplications 8a to 8c is a plug-in for

5 extending the function of the browser 9 and allows a user to
use content transmitted by the service server 4a, 4b, or 4c.
That is, the application 8a is a plug-in for using
content provided by the service server 4a, and this is the
same for the other applicaticns.

10 Furthermore, each of the applications 8a to 8c is
configured sc as to start the authentication module 7 when
being started by the browser 9. That is, the applicaticns
Ba to 8c have a function as the device-authentication plug-
ir: 8 shown in Fig. 1.

15 As described above, the applications 8a to 8c serve as
mediating means for mediating between the browser 9 and the
authentication module 7, and are started when being
specified by the browser 9 so as to start the authentication
module 7.

20 Also, the applications Ba tc 8c have a using function
for using content.

Also, the applications 8a to 8c serve as electronic-
infermation receiving means for receiving content
transmitted by the service servers 4a to 4c, respectively.

25 The authentication-information storage unit 10 is a



Ba to Bc have a function as the device-authentication plug-

medi ati ng nmeans for nediating between the browser 9 and the

in 8 shown in
Fig. 1. 15 As described above, the applications Ba to Bc serve as

aut henti cation nodule 7, and are started when being specified by the

browser 9 so as to start the authentication nodule 7. 20 Al so,
applications Ba to 8c have a using function for using content.

t he
Al so, the

applications 8a to 8c serve as electronic- information receiving neans for
receiving content transmtted by the service servers 4a to 4c,
respectively. 25 The authentication-i sbormati on storage unit 10 is a - 30
functional unit for providing information required for authenticating the
CE device 3, such as a device ID and a pass phrase, to the authentication
r 5 allow ng

nodul e 7.fgggkfgggymyaigakggn¥99955ﬁn5 iﬁ%é%n&%%%hk%@@%iygétf

the authentication server 5 to authenticate t evi ce

The

aut hent i caisnimdidiag’ caenopnicat @s W tdudhes aukbentscabi o server 5
when being started by the application (device-authentication plug-in) 8a,
8b, or 8cpasanmmhmperatesthecontheagttios @ semeesilef 7devi ce-aut henticati on
10 sequences. More sgecifically, for exanple, the authentication

reads a devi c&heDai#k

5 allowing the authentication server 5 to authenticate the CE

egtb%@giqﬂ"mggpﬁq(ﬂniﬁhg functional unit for

nodul e 7

device 3. The authentication module 7 communicates with the

authentication server 5 when being started by the

application (device-authentication plug-in) 8a, 8b, or 8c,

and operates according to a series of device-authentication

10 sequences,

More specifically, for example, the authentication

module 7 reads a device ID and a pass phrase from the

authentication-information storage unit 10 and transmits the

authentication information-to the authentication server 5,

15 and receives an authentication result transmitted from the

authenticaticon server 5.

The authentication module 7 serves as authentication-

information transmitting means for transmitting

authentication infermation to the authentication server 5 by

20 communicating with the authentication server 5.

Further, the authentication module 7 serves as

authentication-result receiving means for receiving an

authentication result transmitted by the authentication

server 5.

25 In an unpublished patent document (Japanese Patent



aut hentication-informati on storage unit 10 and transmts the

aut hentication informationto the authentication server 5, 15 and receives
an authentication result transmtted fromthe authentication server 5.
The authentication nodule 7 serves as authentication- information
transmtting neans for transmtting authentication information to the

aut hentication server 5 by 20 conmunicating with the authentication server
5. Further, the authentication nodule 7 serves as authentication-result
receiving neans for receiving an authentication result transmtted by the
authentication server 5. 25 In an.ugpublished patent docunent (Japanese
Patent - 31 Application No. 2003-115755), the foll ow ng device

aut hentication nmethod is proposed. That is, a group of random nunbers

gener ated_by. t he .aut henti i ver,_.5 ass phrases is hashed so as
to gener at® & ot g&dt ; OanzgﬁheQESZﬁ%%@ﬂ#F%ggﬂ&ﬁ %8?vg?vﬁc%uthenticates a

devi ce by i Ry - di The | catqh dule_ 7 may be configured
SO as toaﬁgég%ﬁﬁég%égt g%?%ggt?oﬁﬁﬁégﬁ%%% In %%a?géaée?g?ﬁgcgﬁthentication

nodul e 7 feegby esimeaRdeRLBUADSS SH§ - therawhenti cat ioR,seryvemd and 10
generates a digest by using pass phrases, and then transmts the digest

to the auphentploaide@n iseh¥ehel. s@md hes aidimrahand, dihesautdienttdneat i on
server 5 stores
5 authentication server 5 authenticates a device by using the
digest. The authentication module 7 may be configured so as
to use this authenticaticon method.
In that case, the authentication mcdule 7 receives
random numbers from the authentication server 5 and
16 generates a digest by using pass phrases, and then transmits
the digest to the authentication server 5.
On the other hand, the authentication server 5 stores
the random numbers transmitﬁed to the authentication server
5, generates a digest based on pass phrases stored in
15 advance and the random numbers, and determines whether the
digest matches the digest received from the authentication
module 7.
In this way, since the authentication module 7 outputs
a pass phrase as a digest at each time, not in plain text,
20 security can be enhanced.
The preotocol adiusting module 11 is a functional unit
for converting the protocol of data transmitted from the
authentication medule 7 to the authentication server 5 to a

protocol used by the authentication server 5, and vice versa.

25 The encoding module 12 is a functional unit for



the random nunbers transmtted to the authenticati on server

used, for example.

5, generates
a di gest based on pass phrases stored in 15 advance and the random
nunbers, and determ nes whether the digest natches the digest receive
fromthe authentication nodule 7. In this way, since the authentication
nodul e 7 outputs a pass phrase as a digest at each tinme, not in plain
text, 20 security can be enhanced. The protocol adjusting nodule 11 is a
functional unit for converting the protocol of data transmtted fromthe
aut hentication nmodule 7 to the authentication server 5 to a protocol
by the authentication server 5 and-vize versa. 25 The encodi ng nodule 12
is a functional unit for 32 encoding data in a comruni cation path between
the CE device 3 and the authentication server S. As an encodi ng net hod,

SSL (secure. sackets.layer) is used, .for _ex le. 5 Fig. shows an

oxanpl o O TG WarBiar & st r HePHVE Ot ThESE Beoiea" s ChO Ceertral
processi ng AHNH the2l €XeeHE 85+ VaK I QUS - Prs0CesSi ng according to a program
stored in a ROM (read only nenory) 22 or a program downl oaded from a

storage unit 28 k8 dfcad RAM fdandgmsaccessciBaEyIkdd 1EReROMs22 stores
basi ¢ prograns and paraneters required for operating the CE device 3.

3 Fig. 4 shows an example of the hardware structure of

the CE device 3.

A CPU {central processing unit) 21 executes various

processing according teo a program stored in a ROM (read only

memory) 22 or a program deownloaded from a stcrage unit 28 to

1¢ a RAM (random access memory) 23.
The ROM 22 stores basic programs and parameters

required for cperating the CE device 3.

The RAM 23 provides a working area required by the CPU

21 for executing various processing.

15 The storage unit 28 stores various programs and data

raquired by the CE device 3 tec perform functions, and

includes a storage device such as a hard disk or a

semiconductor memory.

The programs stored in the storage unit 28 include an

20 08 (operating system} for realizing basic functions of

inputting/outputting a file and controlling each unit of the

CE device 3; a browser program for constituting each element

from the browser 9 to the encoding meodule 12 shown in Fig. 3

in a software manner; and an encoding program.

25 When the CPU 21 executes these programs, the =lements

d

used



The RAM 23 provides a working area required by the CPU 21 for executing
various processing. 15 The storage unit 28 stores various prograns and
data required by the CE device 3 to performfunctions, and includes a
storage device such as a hard disk or a sem conductor menory. The
prograns stored in the storage unit 28 include an 20 OS (operating
systen) for realizing basic functions of inputting/outputting a file and
controlling each unit of the CE device 3; a browser program for
constituting each element fromthe browser 9 to the encoding nodule 12
shown in Fig. 3 in a software manner33and an encodi ng program 25 \Wen
the CPU 21 executes these prograns, the elenents 33 fromthe browser 9 to
the encoding nodule 12 are constituted in a software nanner. The CPU 21,

the ROM 22, and.d he BAM 23 %%ﬁyté@claingcg%%%eg%t Eguggaj&ﬁe%“- Al so,

an input/output interface 5 25 1s connect to t nput unit
26 i ncl udimg aadeywhkear dzandra nouse; an output unit 27 including a

di spl ay, such as a CRT (cathode- ray tube) or an LCD (liquid crystal

di spl ay), andTaespeaker,; tHheRGM drZagendnithe2BaMNZE uthangniecdadnd di sk or the
i ke; and a 10 communi cation unit 29 including a nodemand a term nal
adapt or afRETHITECttEgorBht Acbihpet / oltiAR, iadt epPrEECREPUThEntesrimmeni cat i on

unit 29 perforns comunication throqgh a
5 25 is connected to the bus 24.

An input unit 26 including a keyboard and a mouse; an
outpﬁt unit 27 including a display, such as a CRT (cathode-
ray tube) or an LCD (liquid crystal display), and a speaker:
the storage unit 28 including a hard disk or the like; and a

10 communication unit 29 including a modem and a terminal
adapter are connected to the input/output interface 25. Tha
communication unit 29 perferms communication through a
netwocrk.

aVarious informaticn and commands, such as a URL to be

15 set Lo the browser 8 and information for operating the
applications 8a to Bc, can be input from the input unit 26.

A screen displayed by the browser 2 or the applications
8a to 8c, or moving/still pictures and voices played back by
the applications 8a to 8¢ can be output from the output unit

20  27.

A drive 30 is connected to the input/cutput interface
25 as necessary, and & magnetic disk 41, an optical disk 42,
a magneto-optical disk 43, or a memory card 44 is loaded
thereto. Then, a computer program read therefrom is

25 installed onto the storage unit 28 as necessary.



networ k. Various information and conmands, such as a URL to be 15 set to
the browser 9 and infornmation for operating the applications 8a to 8c,
can be input fromthe input unit 26. A screen displayed by the browser 9
or the applications Be to 8c, or noving/still pictures and voices played
back by the applications 8a to 8c can be output fromthe output unit 20
27. A drive 30 is connected to the input/output interface 25 as
necessary, and a magnhetic disk 41, an optical disk 42, a magneto-optical
disk 43, or a nenory card 44 is |oaded thereto. Then, a conputer program
read therefromis 25 installed onto-the storage unit 28 as necessary. - 34
The configuration of the authentication server 5 and the service server 4
is basically the same as that of the CE device 3, and is not described
here. Fig. 5 shows an.exanpl e of ENVBED t included_in the

Bt hent | cat i orl ot T500H S bt PSB 2 AT AL P ar AP Y 57 TS ARTEVBED tag
and the %@%@&&&%@&%gogn!-Lgebw@c@@ﬁ%@%aﬂ,@%dmgwof Line &2
defines a MMe format and specifies an "application to be started anong
the appligati@nNs: B8ardo i8Cnotllebtnend3 hérdrovided as a dummy and is not

specifically related to device authentication. Al though the EMBED tag has
a function of Egecisf ghngst e eovay cad addr e¥SENf tegnteniuded in the
5 authentication trigger.

Line 51 indicates that this tag is an EMBED tag and the
browser 2 can recognize the EMBED tag acceordingly.

Line 52 defines a MIME format and specifies an
aprplication to be started among the applications 8Ba to 8c.

10 Line 53 is provided as a dummy and is not specifically
related to device authentication. Although the EMBED tag
has a function cof specifying the download address of coentent
by an SRC parameter, each cf the applications 8a to 8c
starts the authentication module 7 in the embodiment.

15 Therefore, the dummy line is provided.

Line 54 includes information about device
authentication, such as a URL for accessing the
authentication server 5 (URL cof an authentication site) and
information for specifying an authentication service started

20 in the authentication server 5.

Line 55 includes information for specifying a site to
be accessed after authentication, such as the URL of a site
to be accessed when device authentication is successfully
done and the URL of a site to be accessed when

25 authentication cannot bte done.



by an SRC paraneter, each of the applications 8a to 8c starts the

aut hentication nodule 7 in the enbodinent. 15 Therefore, the dummy line is
provi ded. Line 54 includes information about device authentication, such
as a URL for accessing the authentication server 5 (URL of an

aut hentication site) and information for specifying an authentication
service started 20 in the authentication server 5. Line 55 includes
information for specifying a site to be accessed after authentication,
such as the URL of a site to be accessed when device authentication is
successfully done and the URL of a"sfte to be accessed when 25

aut henti cati on cannot be done. - 35 Line 56 defines the version of device
authentication. 1In the figure, device authentication of versions 1.00 and
2.00 i s adopt édneThéréefirmesdriie wersiions oifnddevee emad@tdrantdacabnon and a 5
service to be received is different depending on the version of device
aut hent i cat i8¢ THIE T Ger SEBACH 2 WV Ed CftivEnefcEeFaror e quekt @adby t he
service server, 4a, 4b, or 4c can be specified by line 56. The CE device 3
accesses 11 aft REAPEEdti on server 5 by 10 using the URL in |ine 54

(| pLor e on Sk BoResShaR Ui sauhon LAgLLT SpryS dagudeg LT te
5 service to be received is different depending on the versicn
of device authentication.
The version of device authenticaticon requested by the
service server 4a, 4b, or 4c can be specified by line 56.
The CE device 3 accesses the authentication seréer 5 by

10 using the URL in line 54 {information for accessing the
authentication server) included in the EMBED tag and
transmits an authentication result to the service server by
using the URL included in line 55 (information for accessing
the providing server).

15 Fig. 6 is a flowchart illustrating a process which is
performed when the CE device 3 downloads content regquiring
device authentication from the service server 4 in the
device-authentication system 1.

The following steps are performed by the CPU of each of

20 the CE device 3, the service server 4, and the
authentication server 5, according to a predetermined
program.

First, in the CE device 3, the browser 9 accesses a

service site of the service server 4 and reguests

25 transmission of content requiring device authentication



using the URL included in line 55 (information for accessing the
providing server). 15 Fig. 6 is a flowhart illustrating a process which
is perfornmed when the CE device 3 downl oads content requiring device
aut hentication fromthe service server 4 in the device-authentication
system 1. The follow ng steps are performed by the CPU of each of 20 the -
CE device 3, the service server 4, and the authentication server 5,
according to a predetermined program First, in the CE device 3, the
browser 9 accesses a service site of the service server 4 and requests 25
transm ssion of content requiring dedé&e authentication - 36 - (step 42).
Then, the service server 4 transmts an authentication trigger to the
browser 9 (step 52). The authentication trigger includes an EMBED tag for
starting @regppbication 5 (any of the applications Be to Bc, hereinafter
referred to as application) for using content required by the CE device
3. The browsernényr egei westihe adthent i catdmsmidd ggenuiheAtithei &ervice
server 4 and determnes the MME fornmat in the 10 EMBED tag (step 44).
Then, thérbogesetodtie dptwvddie Sappltepatbiidon sPeeiduderdiy catthenM ME f or mat
step 46).
( P %rigger inciudes an EMBED tag for starting an application
5 {any of the applications 8a to 8c, hereinafter referred to
as application) for using content required by the CE device
3.
The browser 9 receives the authentication trigger from
the service server 4 and determines the MIME format in the
10 EMBED tag (step 44).
Then, the browser 9 starts the application specified by
the MIME format (step 46).
The application is started by the browser 9, starts the
authentication module 7, and regquests device authentication
15 to the authentication module 7 (step 32).
The authentication module 7 is started by the
application, cbtains a device ID and a pass phrase from the
authentication-information storage unit 10 (Fig. 3) so as to
generate authentication information, and transmits the
20 information to the authentication server 5 (step 22).
Incidentally, since the URL of the authentication site of
the authentication server 5 is described in the EMBED tag,
the authentication module 7 accesses the authentication

server 5 by using the URL.

25 The authentication server 5 receives the authentication



The application is started by the browser 9, starts the authentication
nmodul e 7, and requests device authentication 15 to the authentication
nodule 7 (step 32). The authentication nodule 7 is started by the
application, obtains a device ID and a pass phrase fromthe

aut hentication-information storage unit 10 (Fig. 3) so as to generate
aut hentication information, and transmts the 20 information to the

aut hentication server 5 (step 22). |Incidentally, since the URL of the
aut hentication site of the authentication server 5 is described in the
EMBED tag, the authentication nodute37 accesses the authentication
server 5 by using the URL. 25 The authentication server 5 receives the
aut hentication 37 information fromthe authentication nodule 7 and

aut hent i cat @s-416 GF rdemi 68 3a{ S8R 1A e 1 Fheaqt Besaythent i cation server 5
transmts the authentication result to the authentication nodule 7 (step

5 14). Thectehdmhentdteat ths gRddéei de recedtegs 1the authentication result
fromthe authentication server 5 and provides it to the application (step
24). The appl iTtani ohhe egetvastided iaut emtviecabi bramssitlg fheom 10 t he

aut hentication nodule 7 and_ transmts the result to the service server 4

(step 34)3UIERHieciep, Taftel EheRpRviduritdrakasneed ke af t edep
5 14).

The authentication module 7 receives the authentication
result from the authentication server 5 and provides it to
the application (step 24). |

The applicaticn receives the authentication resﬁlt from

10 the authentication module 7 and transmits the result to the
service server 4 (step 34).

In this way, after the application has been started,
the application can independently access the service server
4 and receive necessary data therefrom.

15 The URL to ba accessed when device authentication is
successfully done and the URL to be accessed when device
authentication cannot be decne are described in the EMBED tag.
Therefore, the application accesses a site (provided in the
service server 4) according to the device authentication

20 result.

The service server 4 receives the device authenticatiocn
result from the application. If the device has been
successfully authenticated, the service server 4 transmits
the content to the applicaéion {step 54).

25 The application receives and uses the content (step 36).



t he application can independently access the service server 4 and receive
necessary data therefrom 15 The URL to be accessed when device
authentication is successfully done and the URL to be accessed when
device authentication cannot be done are described in the EVMBED tag.
Therefore, the application accesses a site (provided in the service
server 4) according to the device authentication 20 result. The service
server 4 receives the device authentication result fromthe application.
I f the device has been successfully authenticated, the service server 4
transnits the content to the applitation (step 54). 25 The application
recei ves and uses the content (step 36). - 38 On the other hand, if the
CE device 3 cannot be authenticated, the service server 4 does not
transmt the oeconhensthe trermigt ek Chedauident icaiicanbger ver 5 may
issue a 5 onetine |ID when perform ng device authentication and attach
the onetignthaDtigathe, ablidetryCald Grervesuldt dopa phattrmswit aheer t he
service server 4 has received the authentication result, the service
server 4 ¢dH<&¢k the authentication server 5 whether the authentication
server 5 has %ﬁkuall .1 authentlggte .thgideV|ce h u5|§g.the onetime ID.

In the enbodi AERE The Gut'hents CATT6A Cs67ver” 5° S aifthenfPdat 68 "Ehd CE
deViC% 3'0&3%%%%e&0 h£e£h§e§fgfﬁfﬁa device authentication and attach
the onetime ID to the authentication result. In that éase,
after the service gserver 4 has received the authentication
result, the service server 4 can ask the auvthenticaticn
server 5 whether the authentication server 5 has actually
10 authenticated the device by using the onetime ID.

In the embodiment, the authentication server 5
authanticates the CE device 3. However, if the service
server 4 authenticates the device, the authentication module
7 transmits authentication information to the service server

15 4, and the service server 4 authenticates the information
and transmits the content to the CE device 3.

In the above-described embodiment, the following
advantages can be obtained.

(1} Every application uses authentication information

20 stored in the authentication-information storage unit 10,
and thus authentication informatiocn need not be provided for
each applicaticn. That is, the authenticaticn information
can be unified.

(2) All the azpplications share the authentication

25 module 7, and thus an authentication function need not be



server 4 authenticates the device, the authentication nodule 7 transmts
aut hentication information to the service server 15 4, and the service
server 4 authenticates the information and transmts the content to the
CE device 3. In the above-described enbodi nent, the follow ng advantages
can be obtained. (1) Every application uses authentication information 20
stored in the authentication-information storage unit 10, and thus

aut hentication informati on need not be provided for each application.
That is, the authentication information can be unified. (2) Al the
applications share the authenticati-om25 nodule 7, and thus an

aut hentication function need not be - 39 - provided for each application.
(3) A plug-in nechanismloaded in the existing browser (originally used

for startdn@iacAodyle=d oK h @appldncati on) can be used as a trigger for
devi ce authentication. 5 (4) Wen content requiring device authentication

is to be downBpasesud-hen applhiacatinoho8dsd8inm Cie Sxisttdhg bhewser

aut henti cati on nodule 7 and device authentication is automatically

per f or redlortisénef oy eunspd otws sesdfinge ar ohidnge for/drowsingg icentent and
using the content hy the 10 application can be seam essly perfornmed. (5)
Since a FAgeEnvPeddshani Pt I9Fadded Sey 1CRe 2BFBMRET 219N appl i cati on 8d

and tEe like ?QP %ﬁ%éugg¥¥ent requiring device authenticaticn is to
be downloaded, the application Ba, 8b, or 8¢ stars the
authentication module 7 and device authentication is
automatically performed. Therefore, processes of searching
for/browsing content and using the content by the
10 application can be seamlessly performed.
{5) S8ince a plug-in is dynamically added to the browser
9, an application 8d and the like can be added.
As described above, the applications 8a to 8c are
installed in the CE device 3 in advance in the embediment.
15 However, the present invention is not limited to this
configuration, and another application can be newly
installed or an application can be uninstalled.
In addition, although the authentication module 7 is
installed in advance in the embodiment, the authentication

20 module 7 may be installed later.

{(Modification 1)
In this modification, the service server 4 requests
device authentication before providing a service used on a

25 browser.



As descri bed above, the applications 8a to 8c are installed in the CE
device 3 in advance in the enbodi nent. 15 However, the present invention
is not limted to this configuration, and another application can be newy
installed or an application can be uninstalled. In addition, although the
aut hentication nodule 7 is installed in advance in the enbodi nent, the
authentication 20 nodule 7 may be installed later. (Mdification 1) In
this nodification, the service server 4 requests device authentication
before providing a service used on a 25 browser. - 40 1In the exanple
shown in Fig. 6, each of the appli-cati ens Be to 8c has a content using
function for allow ng use of content and a startup function (nediating
function) for starting the authentication nodule 7. In the 5 enbodi nent,

content is usgd L the Hnawsek,R, iands hus, aaddingt ikgral unit
corresponding to each of the applications Ba to Bc is the

devi ce- auphentheabhoneplitg-sd risf ar cehaeht ngsithesautdient ifoati on nmodul e 7.
Herei nafter, a process of downl oadi ng content according 10 to

nodi f i catilanwingi tke bef descrariedndi hstefbrentenatoiarhemedionthart shown in
Fig. 7. In the steps fromthe beginning to step 24, the browser 9 starts

the devi EanatitReht Feat$oAF tBIUgHen 28 tEFBEL FREPTHYIENISVE -f or R st ep 46),

and the .
5 embodiment, content is used in the browser 9, and thus a

functional unit corresponding to each of the applications Ba
to 8c is the device—authentication plug-in 8 for Starting
the authentication module 7.
Hereinafter, a process of downloading content according
10 to modification 1 will be described with reference to the
flowchart shown in Fig. 7. In the steps from the beginning
to step 24, the browser 9 starts the device-~authentication
plug-in 8 specified by a MIME format (step 46), and the
device—-authentication plug-in 8 is started by the browser 9,
15 starts the authentication module 7, and asks the
authentication module 7 to perform device authenticaticn
(step 32). These steps are the same as in Fig. 6, and the
corresponding description will be cmitted.
In the CE device 3, after the authentication module 7
20 has provided the authentication result to the device-
authentication plug-in 8 (step 24), the device-
authentication plug-in 8 provides the authentication result
to the browser 9 (step 134).
Then, the browser 9 transmits the authentication result

25 received from the device-authentication plug-in 8 to the



devi ce-aut hentication plug-in Bis started by the browser 9, 15 starts the
aut hentication nodule 7, and asks the authentication nodule 7 to perform
devi ce authentication (step 32). These steps are the sane as in Fig. 6,
and the corresponding description will be omtted. In the CE device 3,
after the authentication nodule 7 20 has provided the authentication
result to the device- authentication plug-in 8 (step 24), the device-

~aut hentication plug-in 8 provides the authentication result to the
browser 9 (step 134). Then, the browser 9 transmits the authentication
result 25 received fromthe device-a4ithentication plug-in 8 to the - 41 -
service server 4 (step 148). The URL to be accessed when authentication is
successfully done and the URL to be accessed when authentication cannot

be done a&-descCribedrin the.FMBED tag. 5 The service server 4 receives
the authentication result fromthe browser 9, and if the device has been

successful | y Tast rDt teateBeddsesieneacaseryeti eiirangs ts the content to
the browser 9 (step 154). Then, the browser 9 receives the content from
the 10 sauwdxssdervgr ddnangndeides GRie tcoreentcavasd abblen (step 149). |If

t he device could not be authenticated, the service server 4 does not

transm t AHEEGHEEREOD| RRRRPs BT &L AeSERELSY st FMBED: a8+ gur ed

SO . . . ,
5 The service server 4 receives the avthentication result

from the browser 9, and if the device has been successfully
authenticated, the service server 4 transmits the content to
the browser ¢ (step 154).

Then, the browser 9 receives the content from the

10 service server 4 and makes the content available (step 149).

If the device couid not be authenticated, the service
servef 4 does not transmit the content.

In this modification, the system can be configured so
that device authentication is reguested for the content used

15 in the browser 3.

Also, the device—~authentication plug-in 8 can be shared
between service sites providing content. That.is, any
service site that wants to set device authentication for the
content used in the browser 9 may use the device-

20 authentication plug-~in 8 by specifying the device-
authentication plug-in 8 with the MIME format of the EMBED
tag.

In this modification, the content is used in the
browser 9 after the device has been authenticated. However,

25 the present invention is not limited to this configuration.



that device authentication is requested for the content used 15 in the
browser 9. Also, the device-authentication plug-in 8 can be shared

bet ween service sites providing content. That is, any service site that
wants to set device authentication for the content used in the browser 9
may use the device 20 authentication plug-in 8 by specifying the device-
aut hentication plug-in 8 with the MM format of the EMBED tag. In this
nodi fication, the content is used in the browser 9 after the device has
been aut henticated. However, 25 the present invention is not limted to
this configuration. 42 After the devige-authentication plug-in 8 has been
started and the device has been authenticated, the contents nmay be used
in another application. 5 (Mddification 2) Fig. 8 illustrates a

modi 11 C?‘t;L tnerOftI}eh%e@dgl—gu neﬁ@fcat%%n?% ! C-e-i?’l' 8.I %asl,:llge'efrﬁ’s taq:%ed,
aut henti cation-infornmation Storage uni provi des authentrcation

i nfor mation t:0,d heAukhent i $atl ol e v RAWe , 7 chb NepDdlfd L3402, the
aut henti cation-information storage unit 10 provides authentication

i nfor mat i @fed G d Beotappl bsgti®nBan. Bb, or Sc. In this case, the risk of
aut hentication informati on being reveal ed can be reduced by statically
| i nking the
5 (Modification 2}
Fig. 8 illustrates a modification of the module in the
CE device 3. |
In Fig. 3, the authentication-information storage unit
1D provides authentication information to the authentication
10 mecdule 7. In modification 2, the authenticaticn-information
storage unit 10 provides authentication information to the
applicaticn 8a, Bb, or Bc.
In this case, the risk of authentication information
being revealed can be reduced by statically linking the
15 applications 8a to 8c and the authentication medule 7.
However, by statically linking the applications 8a to
Bc and the authentication module 7, the authentication
module 7 cannot be shared between applications. Therefore,

the authentication module 7 must be provided for sach of the

20 applications Ba to B8c.

(Modification 3)
In modification 3, two authentication servers 5 are
provided in the device-authentication system 1.

25 Fig. 9 illustrates an example of the EMBED tag used in



15 applications 8a to 8c and the authentication nodule 7. However, by
statically linking the applications 8a to 8c and the authentication
nodul e 7, the authentication nodule 7 cannot be shared between
applications. Therefore, the authentication nodule 7 nust -be provided for
each of the 20 applications 8a to 8c. (Mdification 3) In nodification 3,
two authentication servers 5 are provided in the device-authentication
system1l. 25 Fig. 9 illustrates an exanple of the EMBED tag used in - 43 -
this nodification. This EMBED tag is applied when two aut hentication
servers 5 are provided. When two aut heht+cation servers 5 are provided,
even if 5 a trouble occurs in one of the authentication servers 5, the

ot her authentication server 5 can performdevice authentication. A so, if
t he communicatien sitbsthe first accessed authentication server 5 is
difficult due to access congestion or the |ike, device authentication can
be 10 performed: byEMsing-ddel otdper iadt hashi cadi amiserverationl n Fig. 9,
line 61 indicates that this tag is an EMBED tag. Line 62 defines a MM
format angkspes 5 eset heovapgpdication 8 to be started. 15 Line 63 includes

information used when the first , i
When two authentication servers 5 are provided, even if

5 a trouble occurs in one of the authentication servers 5, the
other authentication server 5 can perform device
authentication. Alsco, i1f the communication with the first
accessed authentication server 5 i1s difficult due to access
cengestion or the like, device authentication can be

10 pérformed by using the cther authentication server 5.

In Fig. 9, line 61 indicates that this tag is an EMBED
tag.

Line ¢2 defines a MIME format and specifies the
application 8 to be started.

15 Line 63 includes informaticn used when the first
(primary) authentication server 5 performs device
authentication, and line 64 includes informaticn used when
the seccnd (secondary) authentication server 5 performs
device authentication.

20 Line 65 includes information for specifying the URL of
the authentication site and an authentication service
provided by the authentication site.

Line 66 includes the URL to bea accessed when device
authentication is successfully done and the UGRL tc be

25 accessed when device authenticaticon cannct be done.



(primary) authentication server 5 perforns device authentication, and

| ine 64 includes information used when the second (secondary)

aut henti cation server 5 perforns device authentication. 20 Line 65
includes information for specifying the URL of the authentication site
and an authentication service provided by the authentication site. Line
66 includes the URL to be accessed when device authentication is
successfully done and the URL to be 25 accessed when device

aut henti cati on cannot be done. 44 Line 67 includes the version of device
aut hentication. The structure of ling 64 is the sane as that of |ine 63,
and thus the correspondi ng description will be omtted. As described
above, the EMBED tag shown in Fig. 9 5 includes access infornmation about
precedence order of access to the primary and secondary servers. In the
above- descri beénetl fieaiudss Fhet WersapthehtdeakFomsdenéisabienn be

provided in the device- authentication system1l, and.thus _.device
authenticatioﬂhﬁaﬁtrﬁfFTﬁf*§H§gdﬁﬁy66e?Fo¥H%d§aW? %ﬁﬁ£§a§ufﬁe§fp%aﬁ%bn

servers 5.y e provided, Log FNRD Lag. 530:Be geperal ediindde same
manner. iticdtton 4j- 15 T ification 4, there are two types of
modes in the paaubbenticad i ghymduhe Fubosdesyimdne :GFrdgvi ge 3.
5 includes access information about precedence order of access
to the primary and secondary servers.
In the above-described modification 3, two
authentication servers 5 can be provided in the device-
authentication system 1, and thus device authentication can
10 be spsedily performed.

If more authentication servers 5 are provided, the

EMBED tag can be generated in the same manner.

(Modification 4)

15 In modification 4, there are two types of modes in the
aunthentication module 7 loaded in the CE device 3.

Since various types of CE devices of various
manufacturers are used as the CE device 3, the mode of the
authentication medule 7 may vary accordingly.

20 Fig. 10 illustrates an example of the EMBED tag used in
this modificaticn.

Line 71 indicates that this tag is an EMBED tag.

Line 72 defines a MIME format.

Line 73 includes information corresponding to the first

25 mode and line 74 includes information corresponding to the



Since various types of CE devices of various manufacturers are used as
the CE device 3, the node of the authentication nodule 7 may vary
accordingly. 20 Fig. 10 illustrates an exanple of the EMBED tag used in
this nodification. Line 71 indicates that this tag is an EMBED tag. Line
72 defines a MME format. Line 73 includes information corresponding to
the first 25 node and |ine 74 includes information corresponding to the -
45 - second node. The CE device 3 received this EMBED tag uses
information corresponding to a suitable node of the two nodes. 5 Line 75
i ncludes the URL for specifying the thentication site of the
authentication server 5 and information for specifying an authentication
service used in this site. Line 76 includes the URL to be accessed when
device 10 authentication is successfully done and the URL to be accessed
when devi secend herssi-cati on cannot be done. Line 77 includes-the version of

devi ce aut hentication The_struct ur 74 is the sane as that of
line 73, andTPﬁugEtH@VEB?r%sﬁ%ﬁﬁVﬁﬁfaggﬁrhggFBntﬁ?I?s%% omtted. 15 In

the above;described, Mditlealhon, 4o the Aqhae -BULNER! Laat Lol system 1
can conf of A EREFE A Y

modes.

5 Line 75 includes the URL fcr specifying the
authenticatioﬁ site of the authentication server 5 and
information for specifying an authentication service used in
this site.

tine 76 includes the URL to be accessed when device

10 authentication is successfully dene and the URL to be
accessed when device authentication cannot be done.

Line 77 includes the version of device authentication.
The structure of line 74 1s the same as that of line 73,
and thus the corresponding description will be omitted.

15 In the above-described modification 4, the device-
authentication system 1 can conform tTo a case where a
plurality of the CE device 3 including authentication
modules 7 of different modes are provided.

In medification 4, two modes exist in the

20 authentication module 7. However, three or more modes may
be adopted.

According to the present invention, authentication can
be efficiently performed before allowing use of a service

through a network.



plurality of the CE device 3 including authentication nodules 7 of

di fferent nodes are provided. In nodification 4, two nodes exist in the 20
aut henti cati on nodule 7. However, three or nore nodes may be adopted.
According to the present invention, authentication can be efficiently
performed before all owing use of a service through a network. -46- CLAI M5
1. Atermnal device conprising display neans; nediating neans; and

aut hentication-informati on transm tti%fg nmeans, wherein the display neans
conprises a display function for displaying electronic information

provi ded through a network so that a user can browse the information; a
speci fying-information receiving fawgMson for receiving specifying
information including access information used for accessing the
authentication server, for specifying the mediating neans; and a

speci fyi ng func i.on for ecif the nediating nmeans.b usi ng the
recei ved spétif ﬁﬁmfﬁ¥0§%§FF ﬁ Iﬁﬁélﬂ%évﬁ?ﬁﬁbm m?%Lib% ¢ified by the

speci fyi ngleaﬁémgﬁd %ﬂtﬁ&%ﬁ&@iérﬁﬁ?&n@ﬂ&?@Eé&&&'t@:[hd RLgrdrat i on

transnlttlng means, and the authentication-information transnitting nmeans
is started dyerhe ﬂlﬁdt@épl@ag HERRS caipdhi bEARS Al 48 ademirce: @utpent i cat i on

information to an authentication server and accesses the
displaying electronic infeormation provided through a network so
that a user can b;owse the iﬁfqrmation; a specifying—information
receiﬁing function for receiving specifying information including
access information used for accessing the authentication server,
Tor specifying the mediating means;
and a specifying function for specifying the mediating means by
using fhe received specifying information,

the mediating means is specified by the specifying
function and starts the authenticafion—information
transmitting means, and
the authentication-information transmitting ﬁeans is started

by the médiating means and transmits device-authentication

information to an authentication server and accesses the

authentication server using the received access information.

2. A terminal device according to Claim 1, further
comprising:
authentication~result receiving means for receiving an
authentication result from the authentication server;
authentication-result transmitting means for transmitting the
received authentication result to a providing server-for

providing electronic information; and



aut henti cati on server using the received access information. 2. A term nal
device according to Claim1l, further conprising: authentication-result
receiving means for receiving an authentication result fromthe

aut hentication server; authentication-result transmtting neans for
transmtting the received authentication result to a providing server for
providing electronic information; and - 47 electronic-information
receiving means for receiving . electronic information transmtted from
the providing server based on the tragpsmtted authentication result. 3. A
term nal device according to Claim2, wherein the - nedi ati ng neans
conprises a using function for using el ectronic information received from
the providing se f reégl%gnacgg{%j to Caim?2, further
conpri si ng: re& I?P“%égﬁgr? l?neques I'fg° el et 6nf ¢ FRYof Mt i'on  to the
provi di n9e§§éefr%rmcwﬁ@f&&n@twﬁ SREGHE ¥EOg- fx%tnoa@@tpsmla%ge's}e&grf uncti on
receives specifying information which is transmtted from the providing
server basgge®@rod h@er egutesticteddauthderiatabn desdge-.according to Caim 1,
wherein the 48 - authentication server conprises a plurality of

aut hentication servers, and the specifying-informtion

3. A terminal device according to Claim 2, wherein the
mediating means comprises a using function for using

electronic information received from the providing server.

4. A terminal device according to Claim 2, further
comprising:
requesting means for requesting electronic information
to the providing server,
wherein the specifying-information receiving function:
receives specifying information which is transmitted from

the providing server based on the request.

5. A terminal device according to Claim 1, wherein the



receiving function receives specifying information including access
information for each of the authentication servers ranked in an access
precedence order. 6. A term nal device according to Caim?2, wherein the
speci fying-informati on receiving function receives specifying information
i ncl udi ng access informati on used for accessing the providing server, and
the authentication-result transmtting nmeans accesses the providing
server by using the received access information. 7. A providing server
for providing electronic informationasgo-the terminal device according to
Claim2, conprising: specifying-information transmtting neans for
transmtting specifying information used by the display neans of the

term nal dewt e diokcSBECLIIA0 dhe, HEdL al irgggl%ﬁ%f%fmi ch starts the

aut hentication-information transmtting entication-result
recei ving peemsndiohthieaebyiAgran anduthentheatn,0ngr esedinfiiom t he term nal
device; and electronic-information transmtting neans for - 49

transm tti ngcelegta danctioh oreamtivers basedfvima hefreneiived aut hentication
result. 8. An_electronic-information using nmethod perfornmed in a conputer
conpri si ngtAFSHIAY AEGASS HelERATRE nEaRsS2@h@f the authentication

servers ranked in an access precedence order.

6. A terminal device according tﬁ.Claim 2, wherein the
specifying-information receiving function receives
specifying information including access information used
for accessing the providing server, and

the authentication-result transmitting means accesses
the providing server by using the received access

information.

7.. A providing server for providing electronic
information to the terminal device according toc Claim 2,
ccomprising:

specifying-information transmitting means for
transmitting specifying information used by the display
means of the terminal device for specifying the mediating
means which starts the authentication-information
transmitting means;

authentication-result receiving means for receiving an
authentication result from the terminai device; and

electronic-information transmitting means for



aut hentication-information transmtting neans, the nethod conprising: a
display step of realizing, by the display neans, a display function for

di splaying el ectronic information provided through a network so that a
user can browse the information, a specifying-information receiving
function for receiving specifying information including access
information used for accessing the authentication server, for specifying
t he nedi ati ng nmeans, and a specifyiﬁg4?Uhction for specifying the

medi ati ng means by using the received specifying information; a mediating
step of specifying the nediating nmeans by the specifying function in the
di spl ay tstepuidrdngl Ebattgprtilve infredinatiarg bamadsert dlhst aetet hied

aut hentication-informatigon transmtting neans; and an _

aut hent PERRFHH-G2R{-BF ERSU8k-transmitting step of transnitting

devi ce-aut hentication information to an authentication server and
accessing the authentication server using the received access infornmation

by startigg ;&m%laew&mﬁ&ri@@fio%aa{m@rﬁﬁgomeém@@%@%m@d{lﬁggsui n the

medi ating step. 9. An electronic-information providing nme used in a 50
provi di ngmserasercdmpeipt oyi ¢ g H eebnoni ted frangaibonsf Garthe term nal
devi ce according to Claim?2, wherein the providing server conprises
speci f yeAghentication-information transmitting means, the method
comprising:
a display step of realizing, by the display means, a
display function for displaying electronic infermation
provided through a network so that a user can browse the
information, a specifying—information receiving function for
réceiving specifying information inclﬁding access information
uséd for accessing the authentication server, for speéifying
the mediating means, and a specifying function for specifying
the mediating means by using the received specifying
information;
a mediating step of specifying the mediating means by
the specifying function in the display step and allowing the
mediating means to start the authénticationninformétion
transmitting means; and
an aﬁthentication~information transmitting step of
transmitting device—authentication information to an
authentication server and accessing the authentication
server using the received access information by starting
the authenticaticn-information transmitting means in the

nediating step.

9. 2n slectronic-information providing method used in a



i nformati
and el ect
el ectroni

speci fying-information transmtting step of transmtting, by the
speci fying-information transmtting neans,

t he di spl
means for

t er m nal

transmtt
el ectroni
term nal -
a nedi ati
functi on,

function
i nformati
t he

on transmitting neans; authentication-result receiving neans;

roni c-information transmtting neans, and the
c-information providing nmethod conprises: a

speci fying informati on used by

ay neans of the term nal device for specifying the nediating
starting the authentication-information transmtting means; - an

aut hentication-result receiving step ® +receiving, by the

aut hentication-result receiving neans, an authentication result fromthe

device; and an electronic-information transmtting step of

LGy s Pkt @gr@éﬁ%p NGk At 9F r@té&@gﬁé il 9on TBANSve

c Information based on the recelve

aut hentication result.

10. A

demhoe 1pHegr & fforkeali b nQLain2a conputer, a display function;

ng function; and an authentication-information transmtting

wheméiemeihetith gplcay dfingcseorec oorppir$ess smicsilyayg-f uncti on for
di splaying electronic information provided - 51  through a network so that
a user caAnBYEWEE PhETRAPEY HRtIOMCanE’ IPRIFHLAGPHILHIELI on recei ving

for receiving _specifying information.inc|uding access
BRCTSEE Y BFo a6 CURS T TRE LT e :
means, and

the electronic-information providing method comprises:
a specifying-information transmitting step of

transmitting, by the specifying-information transmitting

means, specifying information used by the display means of

~the terminal device for specifying the meédiating means for

starting the authentication-informatien transmitting means;
an authentication-result receiving step of

receiving, by the authentication-result receiving means, an
authentication result from the terminal device; and

an electronic—information transmitting step of
transmitting, by the electronic-information transmitting
means, electronic information based on the received
authentication result.

10. A terminal-device program for realizing, in a
computer, a display function; a mediating function; and an
authentication-information transmitting function,

wherein the display function comprises a display

functien for displaying electronic infermation provided

RTEAL PN S HVET P8r speci fyi ng



medi ating function; and a specifying function for specifying the

nmedi ati ng function by using the received specifying information, the

medi ating function is specified by the specifying function and starts the
aut hentication-information transmtting function, and the

aut hentication-information transmtting function is started by the

medi ating function and transmts device- authentication information to an -
aut henti cati on server and accesses the authentication server using the
access information. 11. A providi ng-server programfor providing
“electronic information to the term nal device according to Claim2, the
programrealizes, in a conputer: a specifying-information transmtting

functi ol £ RANSIEA L0G:SRET LULDICLORAIGALT o ungdl Bt be; displ ay

function of "the termnal device for specifying t nmediating “ function
whi ch sdiddigyt hg- autd1entcieat toreininer FBhEOon tAANSAELLING function; an

aut hentication-result receiving function for receiving an authentication
resul t dpeamfiyhegt exinmeltideviceludnd arcekecintmimetiiohonsad i B
transmtting function for 52 transmtting electronic information based on
the rec¥iSPedinaUtPRMYCEITORIFEIUITSTVEL, ACEoMRAREYINgadh®l e storage
nEdlun%%&ﬂ%kgggafunction; and a specifying function for specifying
-the mediating function by using the received specifying
infofmation,
the mediating function is specified by the specifying
function and starté the authéntication~information
transmitting function, and
the authentication—information transmitting function is
étarted by the mediating function and transmits device-
authentication information tc an authentication server and

accesses the authentication server using the access

information.

11. A providing—server’program for providing electronic
information tco the terminal device according to Claim 2, the
program realizes, in a ccmputer:

a specifyving-information transmitting function for
transmitting specifying information used by the display
function of the terminal device for specifying the mediating
function which starts the authentication-infeormaticn
transmitting function;

an authentication-result receiving function for receiving
an authentication result from the terminal device; and

an electronic-information transmitting function for



term nal -device programfor realizing, in a conputer, a display function
a nedi ating function; and an authentication-information transmtting
function, wherein the display function conprises a display function for
di splaying el ectronic information provided through a network so that a
user can browse the information; a specifying-information receiving
function for receiving specifying infqgrmation including access
information used for accessing the authentication server, for specifying
the nediating function; and a specifying function for specifying the
medi ating function by using the received specifying information, the
medi at i AgaRgRetT b1 g espeenic e IpymeEReCs pEEey Phgthg UiteeiiBadand starts the
authentica%ion:infornatio transmtting function, and the

aut hent PE&CFBR FHPSPMAEF @™ transmitting function is started by the

medi ating function and transm ts device- authentication information to an
aut hentication server and accesses the authentication server using the
recei vedoaccess A abapiedi-ofbadkBleAs COrgUH Gedt eadahl.a ngt r age medi um

storing a providing-server programfor providing electronic information
to the tremminal-dewiace pacgordi figr treaCliaing 2, it lze compBter praogr am r eal i.zes,
in a conputer: a specifying-information transmtting function for
isplay function; a mediating function; and an
authentication~information transmitting functioen,
wherein the display function comprises a display function
for displaying electronic information provided through a
network so that a user can browse the information; a
specifying—information receiving function for receiving
specifying information including access information used for
accessing the authentication server, for specifying the
mediating function; and a specifying funétion for specifying
the mediating function by using the received specifying
information,
the mediating function is specified by the specifying
function and starts the authentication-information
transmitting functicn, and
the authentication-information transmitting“function is
started by the mediating furnction and transmits device-
authenﬁication information to an authentication server and

accesses the authentication server using the received access

information.

13. A computer-readable storage medium storing a
providing-server program for providing electronic

information to the terminal device according te Claim 2, the



transmtting specifying informati on used by the display function of the.
termnal device for specifying the nediating function which starts the
aut hentication-information transmtting function; an

aut hentication-result receiving function for receiving an authentication
result fromthe term nal device; and an electronic-information
transmtting function for transmtting electronic information based on
the received authentication result. 14. A term nal device conprising
informati on comunication neans; elecBrenic-informtion using neans; and
aut henti cati on-i nformati on managenent neans, wherein the information
comuni cati on neans conprises a .function for receiving '

~authenticatignstrigger infarpgglon,.including authentication-server access
i nformation used for "accessing the authentication server required for

usi ng el ectar @pke€i fifroy-mattoefnapr.oy i e skl oigh #umetiwar kora function for
anal yzing specifying information for specifying the
el ect r ohFzRIMIfteA et $Pc USiimy rednsnphbed verdt he B Emeileat i on- trigger
information; and a s%ecif,ihq_function for sgﬁcif ing the
el ect r ohfR& T 1iFoPiat rﬁiﬁﬁﬁﬂf meaNs “has¥d 67 °t h&HSpectT Jitigathd or mat i on,
the el egtfoni G RJRE%WEEdAP{‘S USINQ TREAS; LS SREGhlL e DYz 54 the
speci fyrng function and starts the aut hentication- T RfOfmation managemnent
means, aRthsmitting function;

an authentication-result receiving function for.

recéiving an authentication result from the terminal device; and
an electronic-information trénsmitting function for

transmitting electronic information based on the received

authentication result.

14. A terminal device comprising information
communication means; electronic-information using means; and
authentication-information management means,

wherein the infermation communication means comprises a
functibn fof'receiving authentication-trigger information
including authentication-server access information used for
accessing the authentication server required for using
eglectronic information provided through a netwoxk; a functicn
for analyzing specifying information for specifying the
electronic-information using means based on the authentication-
trigger information; and a specifying function for specifying
the electronic-information using means based on the specifying
information,

the electronic-information using means is specified by



the authentication-information managenent neans is started by the

el ectroni c-information using neans, reads device-authentication
information, transmts the information to an authentication server and
accesses the authentication server using the received access infornation.
15. Aterm nal device according to Claim 14, wherein the

aut henti cation-infornation nmanagemnent ; peans recei ves an authentication
result fromthe authentication server, the electronic-informtion using
means transmits the authentication result to a providing server which
provi des electronic information, and the information comruni cati on nmeans
recei veBhe| BWCH-bHi T ﬁq¥F6Fﬁﬁt?%ﬁ1%?Féﬁ%n?@?eﬁ&tF?EWﬁQQR%OBrOV|d|ng server
based on % authentlcatl% mggsu t, 46. A termnal device according to
C ai m 15 WHESCR PAR IR FSRIR. i H¥or mat i on using means conprises a

using fUnCEh@”a&EHedEﬂcB@lShefﬁfd%ﬁd%lbﬁfﬁ&ﬁﬁﬁéﬁ%ﬂtrﬁ@@hyQQsfr0"1the
provi ding server. 17. Aterm nal device according to Claim 16, wherein the

el ectr optgridif @ymahe Of1 diSirag i feantomlalons @sitsemebfsprowse 55 el ectronic
i nformation; _plays back electronic information as nusic content, or plays
back el detionasitiehoipation iagformeviey- girengneteomeninfor8at fon er ni nal

devi ce according to, Caim1l4, wherein the authentication-trigger
i nfornaF?cﬁP|%%§888E%C%ﬂﬁ9ﬁeﬁFF¥%ﬁ|Q%@ accesses the authentication

server usmng the received access infermation.

15. A terminal device according to Claim 14}

wherein the authentication-information management means
receives an'authentication result from the authentication server,

the electronic-information using means transmits the
authentication result to a providing server which provides
electronic information, and

the information communicaticn means receives electronic
information transmitted from the providing server based on the

authentication result.

1€. A terminal device according to Claim 15, wherein the
electronic-information using means comprises a using
function for using electronic information received from the

providing server.

17. A terminal device according to Claim 16, wherein the

electronic-information using means allows a user to browse



server access information for each of the authentication servers ranked
in an access precedence order. 19. A term nal device according to C aim
15, wherein the authentication-trigger information includes
provi di ng-server access information used for accessing the providing
server, and the authentication result is transmtted to the providing
server by using the providing-server access information. 20. A providing
server for providing electronic information requiring authentication to a
term nal device, conprising: authent$gation-trigger-information
transmtting neans - 56 for transmitting, to the term nal device,

aut hentication-trigger information including specifying information for
speci fyi ng.; eheghy OMirlrl-Ak et BRI 10N NShRG, MBARE Wbl EM A ALLS on o

aut henti cation- information nmanagenent neans at the term nal device,

wher ei n t heisiautberdhicatdroplaRkop a@t iR TRBAYE Mo MRANsSHt sansni ts devi ce-
aut hentication informati on and accesses an authentication server using
access i nfr@mviat+oictrececeatleat. t he term nal device; authentication-result
receiving neans for receiving, fromthe term nal device, an

aut hentication result of the term nal device generated in an

aut hentication_server; and el ectronic-information providing nmeans for

provi di ng %I et FRRMR AN IASTHEE BRCPESEYW & FhalT ebti VEGTadbnERR i cati on

result. authentication-trigger information includes authentication-

server access information for each of the authentication

servers ranked in an access precedence order.

15. A terminal device according to Claim 15; wherein the
authenticatibnrtrigger information includes providing-server
access information used for accessing the providing serﬁer,
and the authentication result is transmitted to the
providing server by using the providing-server access

information.
20. A providing server for providing electronic
information requiring authentication to a terminal device,

comprising:

authentication-trigger-information transmitting means



21. An electronic-information using nethod perfornmed in a termnal device
conprising information comuni cati on nmeans; electronic-information using
nmeans; and aut hentication- -information nanagenent neans, the nethod
conprising: an information comuni cation step of processing, by the

i nformati on communi cati on nmeans, a fupgtd4on for receiving

aut hentication-trigger information including authentication- server access
informati on used for accessing the authentication server required for

usi ng_el:Bet LonlaLakey mebi afl Reoy] dad oLBI ough.-Anatuetk, 3. fyogtion for
anal yzing specitying i'nformation for specifying the

el ect r oningo HHtQLRBEA O UL NGodMEPSnD ASED rAAL Lhe fo@-UEEB'@ﬁtka@& ion-trigger

i nformati-on, and a specifying function for specifying the

el ect r omilect mind At icomatsimgisipansapasedidn st hets spebedtiicagiemf ormation; a
starting step of starting the authentication 57 information nmanagenent
nmeans p)}nS.%Fﬁ*?g}l%eI@Tﬁgéﬁe%E/ HRaes %fp_éélief jf/?ﬁfg‘—.nia&n@?‘fﬂdi’?ri rhgIFEn AREDr mat i on
conwunlca%%%gish E}rﬁgg %Qfauthentlcat*on-lnf rnatng management step of

starting " tRE A hERTPC AT OR- T PSP T Bh FanagshEht mEahe iH t he starting

step, readhngdevige-aurthenti cathond-RtoL et Qened 12080t g g he
dnformation to an authentication server and accessing the aut?‘uent_l cation

server using ddressendiovfde aecesseivaf atnaté arrm2Zal ARvice;
el ectroni c-information using nethod according to daim 21,
authentication-result receiving means for receiving, from the
terminal device, an authentication result of the terminal device
generated in an authentication server; and
electronic-information providing means for providing

electronic information based on the received authentication

result.

21. An electronic-information using method performed in a
terminal device comﬁrising information communication means;
electronic-information using means; and authentication-

“information management means, the method comprising:

an information communication step of processing, by the
information communicaticn means, a function fof receliving
authentication-trigger information including authentication-
server access information used for accessing the authentication
server required for using electronic information provided through
a network, a function for analyzing specifying information for
specifying the electronic-infermation using means based on the
authenticaticn-trigger information, and a specifying function for
specifying the electronic-information using means based on the
specifying information;

a starting step of starting the authentication-



wherein, in the authentication-information managenent step, the

aut henti cation-informati on managenent neans receives an authentication
result fromthe authentication server and transmts the authentication
result to a providing server for providing electronic information, and
the informati on communi cati on step conprises an electronic-information
receiving step, in which the information comunication neans receives
electronic information transmtted fromthe providing server based on the
authentication result. 23. An el ectrompc=zinformation using nethod
according to Caim22, further conprising an el ectronic-information using
step, in which the electronic-information using neans further conprises a
usi ng function_ for using el ectronic. -

8. inf et i i d f th
or ovidi nd PEBFURT o FEARCBPRE (TG SF P e MR oR - LT e it Rod accordi ng

n using e fod according to
Qaim 23, %g%ﬁiﬂb tﬂﬁ%c_@k?z?t{r?rﬂh%' i REQEARLIEN HEhiNG J18aBg s@dd;,0wsqa user to
browse thé el ettronic In ormation, plays back electronic information as
musi ¢ cont ent gn QRtBkAY ScdrEck - iaFegtdGRINC mbnd it i OPe@MMBYEAgIRY Ct Ur e
content. 25. An electronic-information using nethod according to Caim
21, wher gibe theheant herticpatindnrnet ggemaratenaat itgrens dol dbes

aut hentication-server access information for each  of the authentication
servers EAAKEHENT o P ad68S8NYr R FEnEBThRg&ation information,

transmitting the information to an authentication server and
accessihg the authentication server using the received access

information.

22.  An electronic—infdrmation using method according to

Claim 21,

wherein, in'the authentication-information management
step, the authentication-information management means receives
an authentication result from the atthentication sexrver and
transmits the authenticaticn result to a providing server for
providiﬁg electronic information, and

the information ceoemmunication step comprises an
eléctronic—information receiving step, in which the
information communication means receives electronic
information transmitted from the providing server based on the

authentication result.

23. En electronic—information using method according to
Claim 22, further comprising an electronic-information using
step, in which the electronic-informaticn using means

further comprises a using function for using electronic



26. An el ectronic-information using nethod according to Caim 22, wherein
the authentication-trigger information includes providing-server access

i nformation used for accessing the providing server, and, in the

aut henti cation- informati on managenent step, the authentication result is
transmtted to the providing server by using the providing 59 - server
‘access information. 27. An el ectronic-information providing nethod
performed in a providing server for-providing electronic information
requiring authentication to a term nal__device, the nethod conprising: an
aut hentication-trigger-information f?éﬁsﬁitting step of transmtting, to
the term nal device, authentication-trigger information including
specifying information for specifying electronic-information using neans
for startiAgfamdden cactiorrd ifHPBr B (DR VARNMY EFENETreans at the terninal
‘device, wherein the authentication-information managenent neans transmts
~devi ce-authentication informati on and accesses an authentication server
using access,i nformbiap, peceived al Lhe wdigbmoalo e eeni A0 vo

aut hentication-result receiving.step of recerving, from the’ ter ni nal

devi ce, amiaukhesfipali-on rasuble@frdrie-devoteatigenesahgdnédhan

aut hentication server; and an electronic-information providing step of
provi di ng alebeet & onsxr itnf broate ohhdasled:tawnt hel nermiatednauphens i cati on

back electronic information as music content, or playvs back

electronic information as moving-picture content.

25. &n electronig-information uwsing method according to
Claim 21, wherein the authentication-trigger information
includes authentication-server access information for each
of the authentication servers ranked in an access precedence

order.

26. An electronic-information using method according to
Claim 22, wherein the authentication—trigger'information
includes providing-server access information used for
accessing the providing server, and, in the aufhentication—
information management step, the authentication result is

transmitted to the providihg server by using the providing-



result. 28. A termnal -device program conprising an information

communi cation function; an electronic-information using function; and an
aut henti cati on-i nformati on nmanagenent function, wherein the information
conmuni cation function conprises a _function for receiving

aut henti cati on-trigger infornatioﬁ'5?ﬁtluding aut henti cati on-server access
informati on used for accessing the authentication server required for
‘using electronic information 60 provided through a network, a function
for anal yervey aspestfinfgmatfionmati on for specifying the el ectronic-

i nformation using neans based on the authentication-trigger information,
and a specifying function for specifying the electronic-information using
means based on the specifyi.ng. information, the electronic-information
Using meandi's sABcRPTed By iRESSRRarr PRs et FEFr AP d SEaPPed ( he

aut henti gatd Qo+ Af OF MRL AN rERyIageset: MPNSce 8% d Ne rormation

aut hentication-i nformtion managenent neans is started by the

el ect r onkeqi NifiGimatit RentUStNg EaBSa teadihaldavirce: auHkertitgadi on
information, transmts the information to an authentication server and
accessescommigatpenti cati on server using the received access information
. 29. A term nal -device program according to Claim28, wherein the

foll owi ng f ufSt PBRRSRIE e g FENITH a4 ¢ GPatEn transmitting step of

transmitting, to the terminal device, authentication-trigger

information including specifying information‘for specifying
electronic-information using means for starting authenitication-
information management means at the terminal device, wherein
thé atthentication—-information ménagemeﬁt means transmits
device-authentication information and accesses an
authentication server using access information received at the
terminal device;

an authentication-result receiving step of receiving, from
the terminal device, an authenticatiocn result of the device
generated in an authenticaticn server; and

an electronic-information providing step of providing
electronic information based on the received authentication

result.

28. 'A terminal-device program comprising an information
communication function; an electronic-infermation using
function; and an authentication-information management function,

wherein the information communication function comprises a
function for receiving suthentication-trigger information |
including authentication-server access information used for
accessing the authentication server reguired fcr using

electreonic information



an authentication-result receiving function for receiving an

aut hentication result fromthe authentication server; an

aut hentication-result transmtting function for transnlttlng the recei ved
aut hentication result to a providing server for providing electronic
information; and an el ectronic-information receiving function for
receiving electronic information transmtted fromthe providing server
based on the transmtted authentication 61 - result. 30. A term nal-device
program according to Caim28, whereikp the electronic-information using
function conprises a using function - for using electronic information
received fromthe providing server. 31. A terninal-device program
accordi ng .t mher i n the ctronic-information using functlon
al | ows a%)ugegégdﬁ% tﬁeg ?ectronﬁgcgn %r%% i“SRIYBMAYs back

el ectr Oms%)ebm‘f?hq@tlrlcf@rﬁﬁt%@'fbrc%@te@mf%lr% @Jeagieeéf&lﬁ ectronic
i nformati on as novi ng-pi cture content 2. term nal - devi ce program

accor di ngrifor@haion 28ingwhenss roddeel aut heat awtdron cael yRFt Oy ses a
plurality of — authentication servers, and the authentication-trigger
|nfornatﬂéﬁCFW@F%QﬁmE%mhﬁeﬁP?@hﬁY%Wﬂ§@@V§F0%c%es§Peﬁmfmlnmﬁﬂan for each of

t he autheq' %atlon servers .ranked in ccess £recedence order.
electronic-information using means ase he specifying

information,

the electronic-informaticn using means is specified by
the specifying function and starts the authentication-
information management means, and

the authentication-information manegement means is
started by the electronic-information using means, reads
device-authentication information, transmits the information
to an authentication server and accesses the authentication

server using the received access informaticn.

29. A terminal-device program according to Claim 28,
wherein the following functions are realized in a computer:
an authentication-result receiving function for
receiving an authentication result from the authentication

server;
an authenticaticn-result transmitting function for
transmititing the received authentication result to a
providing server for providing electronic information; and
an electronic-information receiving function for
receiving electronic information transmitted from the

providing server based on the transmitted authentication



62 33. A termnal-device programaccording to Claim29, wherein the

aut hentication-trigger information includes access information used for

~accessing the providing server, and the authentication result is
transmtted to the providing server by using the providing-server access

information. 34. A providing-server program performed in a providing

server for providing electronic information requiring authentication to a

term nal device, wherein the following functions are realized in a

- .conputer: an authentication-trigger-information transmtting function for

transmtting, to the termnal device, authentication-trigger information

i ncluding specifying information feréspecifying electronic-informtion

using neans for starting authentication-information nanagenent neans at

the term nal device, wherein the authentication- .informtion nmanagenent

- nmeans trangsdg41$. devi ce-authentication information and accesses an

aut hentication server using access information received at the term nal

~device; an authentication-result receiving function for receiving, from

the termnal_device, an authentication result of the device generated in

an aut henti ckti oft teEVEr 9ERICANPREHT 8RFEFHIDERRELOH! prvi di ng

function fq{ progﬁdiQ% %Iectroni i nformation seg.on t he received
whereln e e ctronic—1intformation USLIIIG unction comprises

a using function for using electronic information received

from the providing server.

31. A terminal-device program, acccording to Claim 30,
wherein the electronic-informaticn using functicn allows a
user to browse the electroﬁic information, plays back
electronic information as music content, or plays back .

electronic information as moving-picture content.

32. A terminal-device program aCcording to Claim-28,'
wherein the authentication server comprises a plurality of
authentication servers, and the authentication-trigger
information includes authentication-server access
information for each of the authentication servers ranked in

an access precedence order.



aut hentication result. ABSTRACT The present invention provides a

devi ce-aut henticati on system capable of efficiently performng

aut hentication before using a service through a network. A CE device (3)

i ncludes a browser (9) for accessing a service server (4) and an

aut hentication nodule (7) for allowing an authentication server (5) to
perform devi ce authentication. A device-authentication plug-in (8) is a
pl ug-in having a function of starting the authentication nodule (7). The
devi ce-aut hentication plug-in (8) cangpe specified by a predeterm ned

M ME format, and the browser (9) starts the device-authentication plug-ln
(8) after receiving an EMBED tag having the M ME format.

' 33. A terminal-device program according to Claim 29,
wherein the authentication-trigger information includes
access information used for accessing the providing server,
and the authentication result 1s transmitted to the
providing server by using the providing-server access

information.

34. A providing-server program performed in a providing
server for providing electronic information requiring
aﬁthentication to a terminal device, wherein the following
functions are realized in a computer:

an authentication—trigger—informaﬁion transmitting
function fer transmitting, to the terminal device,
authentication-trigger information including specifying
information for specifying electronic-information using
means for startingxauthentication—information management
means at the terminal device, wherein the authentication-
information managemeht means transﬁits device-authentication
information and accesses an authentication server using
access information received at the terminal device;

an authentication-result receiving function for
receiving, from the terminal device, an authentication
result of the device generated in an authenticaticn
server; and

an electronic—inforﬁation providing functicn for
providing electronic information based on the raceived

authentication result.



10

ABSTRACT

The present invention provides a device-authentication
system capable of efficiently performing authentication
before using a service through a network. A CE device (3)
includes a browser (9) for accessing a service server (4)
and an authentication module (7) for allowing an
authentication server (5) to perform device authentication.
A device-authentication plug-in (8) is a plug-in having a
function of starting the authentication module (7). The
device-authentication plug=-in (8) can be specified by a
predetermined MIME format, and the browser (8) starts the
device-authentication plug-in (8) after receiving an EMBED

tag having the MIME format.



