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The present invention relates to data storage apparatuses, and nore
specifically, it relates to a data storage apparatus that allows addition
and alteration of admnistration information for adm nistering an internal
menory of, for exanple, an IC card while preventing 10 tanpering, w thout
collecting the I C card. Background Art 1C (Integrated O uit) cards (smart
cards), which are expected to be used, for exanple, in MWMIMDney 15
systens and security systens, are bei—ng devel oped. An I des a
CPU for executing various processes and a nenory for storl n‘gssndsat a, etc.
required for the processes, and it exchanges data in electrical contact

with a predeterm ned reader/ witenpRRWp@oy N @ non- co ner
usi ng el ectromagnetic waves. In I(Q,car S that exchange &Maﬂ@m he RF W
in a non-contact manner usingarg! FHEACRINEHARAYEYES, * required
electric power is supplied by the electromagnetic vvaves When an I C card

is used, for exanple, in an electronic 25 noney systemor a security
system security issues such as secrecy of data and prevention of forging
of the | Cashndcale Field

5 The present invention relates to data storage
apparatuses, and more specifically, it relates to a data
storage apparatus that allows addition and alteration of
administration information for administering an internal
memory of, for example, an IC card while preventing

10 tampering, without collecting the IC card.

Background Art

IC (Integrated Circuit) cards (smart cards), which are

expected to be used, for example, in electronic money
15 systems and security systems, are being developed.

An IC card includes a CPU for executing various
processes and a memory for storing data, etc. required for
the processes, and it exchanges data in electrical contact
with a predetermined reader/writer (R/W) or in a non-contact

20 manner using electromagnetic waves. In IC cards that
exchange data with the R/W in a non-contact manner using
electromagnetic waves, generally, required electric power is
supplied by the electromagnetic waves.

When an IC card is used, for example, in an electronic

25 money system or a security system, security issues such as



essential, so that, generally, access to the ICcard is allowed using a
key assigned by an adm nistrator (operator) of the system That is, access
to the I1C card by a person 5 without the key is restricted. Furthernore,
security is dictated in, for exanple, 1SO (International Oganization for
St andar di zai on) 7816, which defines standards for contact-type |C cards.
According thereto, by applying a key to. a DF (Dedicated File) that 10
corresponds to a directory or a folder, access to DFs and EFs (El enentary
Files), which correspond to files, that -belongs to the |layer of the DF is
restricted. Generally, what is called ticketing, which is executed for
newly adding to an IC card a file for storing data for 15 providing a new
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issued to a user and on the market. 2d That 1s, generally, for exanple, an
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wi t hout funct ieons (1 cardy?%;t r oes nru,ét éll I owlreladi ng or wv\glirﬁ%}:ti ng)) to a

ticketi ngragert dyfalereXeas itd ClRidddd @5 trdaw ddrd iy al peli@rd i cketing
agent executes ticketing 25 (secondary issuing) so that an adm nistrator #1

t hat 9 shaxHoutPrdd ke isermasariksigyy the IC card is allowed to use the

| © card. Furthermore, security is dictated in, for.example, IS0
(International Organization for Standardizaion) 7816, which
defines standards for contact-type IC cards. According
thereto, by applying a key to a DF (Dedicated File) that

10 corresponds to a directory or a folder, access to DFs and
EFs (Elementary Files), which correspond to files, that
belongs to the layer of the DF is restricted.

Generally, what is called ticketing, which is executed
for newly adding to an IC card a file for storing data for

15 providing a new service or for changing a key required for
accessing data, is generally executed at a facility or the
like with adequate security management after an
administrator or a manufacturer of the IC card collects the
IC card issued to a user and on the market.

20 That is, generally, for example, an issuing agent
executes primary issuing of an IC card, issuing an IC card
without functions (IC card that does not allow reading or
writing) to a ticketing agent that executes ticketing, as
shown in Fig. 1. The ticketing agent executes ticketing

25 (secondary issuing) so that an administrator #1 that wishes



That is, the ticketing agent allocates a storage region to be used by the
adm nistrator #1 (a region of the 5 admnistrator #1) in the I1C card, and
wites a key and other information that is required for the adm nistrator
#1 to access the storage region. Ticketing is executed at a place wth
adequat e security managenent (hereinafter referred to as a secure place
when appropriate) such as a facility of 10 the ticketing agent. Referring
to Fig. 1, the ticketing agent and the admi nistrator #1 are typically the
sane entity. The IC card that has urdé&rgone ticketing is shipped to the
mar ket and distributed to a user. Then, it is used for the adm nistrator
#1 to provide a service That is, this 15 alloms t he user to use the IC

card as, [for exa n_el ectranic om@g SS. or t. For npl e,

if the | CT&FY éa[ I s%rﬁ')"v%coen Y e suppor]’tS 3 tc? unct ?%%s and
if an adgidigtrator #2 other than the adnlnlstrator #1 mnshes to provide a
servi ce usi ng the nmulti-function IC card, the ticketing agent

tenporarily ephlegts the k?cﬁ@%qnanabl%%t”%&‘i%fcat%% ahewa rfeFirdgidn Then,
the ticketing agent éxecutes ticketing so that the adm nistrator #2 IS

al | oved tQ wee JdR) Idy o .adhigfi dthatdherl | (Kaldgidpraganterad | ocates a
storage region to be used by 25 the adm nistrator #2 (a region of the

admi ng st rindn #rdtod )l Greand mNGavd | esd et ddierandfqyned i on
required for the adm nistrator #2 to access the storage region. Then, the
| C card tilifio fivast ivideitgand & irekafideg iforshippedininidterator #1 to

access the storage region. Ticketing is executed at a place

with adequate security management (hereinafter referred to

as a secure place when appropriate) such as a facility of

10 the ticketing agent. Referring to Fig. 1, the ticketing

agent and the administrator #1 are typically the same entity.

The IC card that has undergone ticketing is shipped to
the market and distributed to a user. Then, it is used for
the administrator #1 to provide a service. That is, this

15 allows the user to use the IC card as, for example, an
electronic commuter pass or wallet.

For example, if the IC card that is now on the market
supports multiple functions and if an administrator #2 other
than the administrator #1 wishes to provide a service using

20 the multi-function IC card, the ticketing agent temporarily
collects the IC card on the market, as shown in Fig. 2.

Then, the ticketing agent executes ticketing so that
the administrator #2 is allowed to use the IC card. That is,
the ticketing agent allocates a storage region to be used by

25 the administrator #2 (a region of the administrator #2) in




mar ket again. 5 The key, etc. that is witten to the IC card by ticketing
is essential information for security of the IC card. It is undesirable to
distribute such information to a place w thout security managenent "
(hereinafter referred to as an insecure place when appropriate) such as
the market, 10 where probability of unjust acts such as eavesdroppi ng and
tanpering is high. Thus, ticketing is executed at a secure place after
collecting the IC card fromthe nmarket, as described above. Thus, the IC
card nust be collected each tinme ticketing 15 is to be executed, which is
| aborious. In order to overcone the above, the applicant has proposed
earlier, in Japanese Unexam ned Patent Application Publication No.

10- 20249¢5,¢2 1MRLAAC. And! LEHRLSNG bt Mo AT Jrl ARl o

including a key require r accessing a storage region is 20 encrypted so
that | eakage 19fe GRMiGNstYatdie AN LA Othe | HEOFAGE T PBgIGn 2 L BLEH party

wi |l be prevented. Now, storage regions will be described W th reference
to Fig. 3IneSter 23edr @4/a®N%a&0 sl g¥RleN Y cRfe taMRA i BAPPe@d FBlVi CE

regions. An area region is allocated to each 25 adm nistrator, and a
service ma@keRr iagadhnl.ocated to a service provided by an adm nistrator that
adm ni sters an area region. According to the nethod disclosed in Japanese
Unexagn ned Parret képpl ecati ehabPubki eattesenNao tAe20t484rd by

ticketing is essential information for security of the IC

card. It is undesirable to distribute such information to a

place without security management (hereinafter referred to

as an insecure place when appropriate) such as the market,

10 where probability of unjust acts such as eavesdropping and
tampering is high. Thus, ticketing is executed at a secure
place after collecting the IC card from the market, as
described above.

Thus, the IC card must be collected each time ticketing

15 is to be executed, which is laborious. In order to overcome
the above, the applicant has proposed earlier, in Japanese
Unexamined Patent Application Publication No. 10-201497, a
method of ticketing in which administration information
including a key required for accessing a storage region is

20 encrypted so that leakage of content of the administration
information to a third party will be prevented.

Now, storage regions will be described with reference
to Fig. 3. Storage regions consist mainly of area regions

and service regions. An area region is allocated to each

25 administrator, and a service region is allocated to a



5 allocation of storage regions is such that both area regions and service
regi ons are assigned, so that an assignee admnistrator is allowed to
provi de a nunber of area regions and service regions. Thus, an

adm nistrator to which a predeterm ned storage region is assigned is
allowed to let 10 yet another adm nistrator provide area regions and
service regions in the storage region under its own admnistration. This
i ndicates that a problemhas existed that it is inpossible to separate
rights for registering service regiens® and area regions, that is, it is
inpossible to 15 separately assign right to register service regions and
right to register area regions. Disclosure of Invention The present

i nventi on LA Ty W Rl 1S 20 AR LRI e AN A obj ect

t her eof |s to a IOM/separate registration of an area region and a service
regi on by rs3eRAAtHlY providing a region required for registration of the
~area region and ‘a region required for registration of the service region.

25 A data stomnggerapBar @bUthaCmeidbAgddtieclbeepr 8se0thpanegRt i on conprises
storage neans in which at [east one of a first region adm nistered by a

first adwndxsnidied ,Patt &5AC Qb1 e ivh fraibladE diicet avd .NgLo-+Hoaraset,i on
relating to a service, a third region, a parent thereof being the first

regi on, falldraadimictt erioxadenfragininson s eqith ethdtOrbd i rAreh ag@@ns, an

upper |l ayer thereof being the first region, that is
and service regions are assigned, so that an assignee
administrator is allowed to provide a number of area regions
and service regions. Thus, an administrator to which a
predetermined storage region is assigned is allowed to let

10 yet another administrator provide area regions and service
regions in the storage region under its own administration.
This indicates that a problem has existed that it 1is

impossible to separate rights for registering service
regions and area regions, that is, it is impossible to

15 separately assign right to register service regions and

right to register area regions.

Disclosure of Invention
The present invention has been made in view of the
20 above situation, and an object thereof is to aliow separate
registration of an area region and a service region by
separately providing a region required for registration of
the area region and a region required for registration of
the service region.

25 A data storage apparatus according to the present



adm ni stered by a second adm nistrator, and a fourth region, a parent

t hereof being the first region, for admnistering information required for
form ng the second region is 10 forned; reception nmeans for receiving a
request for formng one of the first to fourth regions, and information
relating to the region associated with the form ng request, at |least a
portion of the information being encrypted; reading neans for reading from
t he storage neans, based on the information 15 received by the reception
nmeans, a key stored in a region that $erves as a parent of the region
associated wth the formng request anong the first to fourth regions;
decryption neans for decrypting the encrypted information using the key
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according to the present 1 nvention conprises a reception contr

control | ijfghi AP #3C i 10N e B HLAUET il bt Sti{Pae Edidipiide Which at
- 7 least one of a first region admnistered by a first admnistrator, a

second r eQitii dDrreRAMM o gJdrht R TEY S Geide!id N At areifiloH C&orm third
region, a parent thereof being the first region, for adm nistering
i nf or At iadnin Fssgdimed ifrflo drartiiorg rediggiean, faan figeind ay efediltar,eain bei ng
the first region, that is admnistered by a second
upper layer thereof being the first region, that is
administered by a second administrator, and a fourth region,
a parent thereof being the first region, for administering
information required for forming the second region is
10 formed; reception means_for receiving a request for forming
one of the first to fourth regions, and information relating
to the region associated with the forming request, at least
a portion of the information being encrypted; reading means
for reading from the storage means, based on the information
15 received by the reception means, a key stored in a region
that serves as a parent of the region associated with the
forming request among the first to fourth regions;
decryption means for decrypting the encrypted information
using the key read by the reading means; and forming means
20 for forming the region associated with the fofming request
in the storage means based on the information decrypted by
the decryption means.
A data storage method according to the present

invention comprises a reception control step of controlling

25 reception of a request to a data storage medium in which at



adm nistrator, and a fourth region, a parent thereof being the first
region, for admnistering information required for formng the second
region is forned, the request being for 10 form ng one of the first to
fourth regions, and reception of information relating to the region
associated wwth the formng request, at |least a portion of the information
being encrypted; a reading step of reading froma region of the data
storage nedium based on the infornmation received under 15 control by the
process of the reception control step, 7a—key stored in a region that
serves as a parent of the region associated with the form ng request anong
the first to fourth regions; a decryption step of decrypting the

encrypt eq J 0t g al‘sﬂifl%t%*(}f‘e Oh "feaft As ddie Pr %Sfiqff@p the reading

step; and a formng step of ng the region assocliated with the form ng

request iaaﬁihﬁwao&t,oraa%c&ﬁﬂiﬂaai%%p@&nﬁmmé&ri@ e et v ed by

the process of the decryption step. A programof a first recordi ng nedi um

accordi ng- 41 iRy %> PreS@Alcd NVERH N GUPIASES Hd RGPyt rol step
of controlling reception of a request to a data storage nedium in which at

| east ongding dHd SHidRYirdy iR NHoxt el diys ter frid SinAgbRAY g ator, a
second region for admnistering information relating to a service, a third
regi op, adRArifdd Fdhaaaeiimpeiagddiod | raf umsionafer wEthidu S kesing
information required for formng a region, an upper |layer thereof being
the firstthediagt tdegidrs, admiist evdadirbystered by a second
administrator, and a fourth region, a parént thereof being
the first region, for administering information required for
forming the second region is formed, the request being for
10 forming one of the first to fourth regions, and reception of
information relating to the region associated with the
forming request, at least a portion of the information being
encrypted; a reading step of reading from a region of the
data storage medium, based on the information received under
15 control by the process of the reception control step, a key
stored in a region that serves as a parent of the region
associated with the forming request among the first to
fourth regions; a decryption step of decrypting the
encrypted information using the key read by the process of
20 the reading step; and a forming step of forming the region
associated with the forming request in the data storage
medium based on the information decrypted by the process of
the decryption step.

A program of a first recording medium according to the

25 present invention comprises a reception control step of



second adm nistrator, and a fourth region, a parent thereof being the
first region, for admnistering information 10 required for formng the
second region is forned, the request being for form ng one of the first to
fourth regions and reception of information relating to the region
associated with the form ng request, at least a portion of the information
bei ng encrypted; a reading step of reading 15 froma region of the data
storage nedium based on the information received under control by the
process of the reception control step8 a key stored in a region that

serves as a parent of the region associated with the form ng

request

anong the first to fourth regions; a decryption step 20 of decrypting the

encrypt ed Jif QA On M3 I K QY R s P d he d%rt%cgsc%r%fgva_t ?f%c{-%ﬁi ng

step; and a formng step'of formng the region associate

request iR Whenatd 19agm R Umdased Qi itdie ddafiorinatd iy d8e

e form ng
rypted by

the process of the decryption step. 25 A first program according to the
present iyt iaQkhiddilseWs ta rC O WeRforddd OH For REARIsHeGeRf rol step of
controlling reception of a request to a data storage nmedium in which at

| east onénFormafdilon reQ@itimpdid B Heardddly aa tHilddstraaddn) o Rir@nt a
second region for admnistering 5 information relating to a service, a

t hi r dsr egih@recs jrerievt thiehdriewft beigign he€dd radmimegitay,idgr adm ni stering
information required for formng a region, an upper |layer thereof being

t he firstinfegimartionhategus raditifivirstfered gy aa region, an upper layer

thereof being the first region, that is administered by a

second administrator, and a fourth region, a parent thereof

being the first region, for administering information

10 required for forming the second region is formed, the

request being for forming one of the first to fourth regions,

and reception of information relating to the region

associated with the forming request, at least a portion of

the information being encrypted; a reading step of reading

15 from a region of the data storage medium, based on the

information received under control by the process of the

reception control step, a key stored in a region that serves

as a parent of the region associated with the forming

request among the first to fourth regions; a decryption step

20

25

of decrypting the encrypted information using the key read
by the process of the reading step; and a forming step of
forming the region associated with the forming request in
the data storage medium based on the information decrypted
by the process of the decryption step.

A first program according to the present invention



second adm nistrator, and a fourth region, a parent thereof 10 being the
first region, for admnistering information required for formng the
second region is fornmed, the request being for form ng one of the first to
fourth regions, and reception of information relating. to the region
associated wth the form ng request, at |least a portion of 15 the
informati on being encrypted; a reading step of reading froma region of
the data storage nedium based on the information received under control
by the process of the reception contrél -step, a key stored in a region
that serves as a parent of the region associated with the, formng 20
request anong the first to fourth regions; a decryption step of decrypting

the encryaueg,J of bl U Gddie Kay Jsad. iy L6 IOCess.Olod e reading

step; an orm ng step of ormng € regl on associ ate he form ng

request i%nt%ﬁlg%:gﬁ é%g:ge'ry%n”%q} um.hased on 4 Ee.ciaf OrImbIQN deefiyped 25

by the process o ption step.” - 10 An informatiomm processing

appar at Ug AGRArA NG hQAhe o &3 ANPANIQN GOMPLISAS YR @0 means

for encrypting 1nformation of a second regi'on using a key admni stered by

a fourtlined QRIMARER RAWRS! INGJRIMBIHRN R Ad1e RENG da3iRN, S
encrypting information of a region adm nistered by a second adm nistrator

usi ngs a ke casiaitiiost efead tinnga dhiad Gdredicd) ANl e quRSidng  @aradnton of
the region adm nistered by the second admi nistrator in a region
adm ni st ehedeaf defingstthe first region, for administering
information required for forming a region, an upper layer
thereof being the first region, that is administered by a
second administrator, and a fourth region, a parent thereof
10 being the first region, for administering information
required for forming the second region is formed, the
request being for forming one of the first to fourth regions,
and reception of information relating to the region
associated with the forming request, at least a portion of
15 the information being encrypted; a reading step of reading
from a region of the data storage medium, based on the
information received under control by the process of the
reception control step, a key stored in a region that serves
as a parent of the region associated with the, forming
20 request among the first to fourth regions; a decryption step
of decrypting the encrypted information using the key read
by the process of the reading step; and a forming step of
forming the region associated with the forming request in
the data storage medium based on the information decrypted

25 Dby the process of the decryption step.




adm ni strator, encrypting information of the third region 10 using a key
adm ni stered by a first regi on when requesting formation of the third
region, and encrypting information of the fourth region using a key

adm nistered by the first region when requesting formation of the fourth
region; and providing neans for providing the information encrypted by 15
the encryption neans to a data storage nedium An information processing
met hod conprises an encryption step of encrypting information of a second
region wusing a key adm nistered by & T@urth regi on when requesting
formati on of the second region, encrypting information of a 20 region
adm ni stered by a second adm nistrator using a key admnistered by a third

region when T §AUSHELRRatObARLEBReA  naphEGkANRLRAL A oDYrLNE second

adm nistrator to a region adm nister a first admni Strator,

encrypti ngeJdHONMRIA B dMpAilidd JriRGiyQIt ibH Mbah K B6 AR HERRA by 25
a first region when requesting formation of the third region, - 11" and

encrypt i ng fdthidm®in &F &f RS IPOWIN FEHARGH B2 e niaddiS sy ed by

the first region when requesting formation "of the fourth region; and a

provi di ngoureih fediid@Vivhidly tdtfued tHf MBS ik EHET ¥ Pt €He bY¥eEBRAPEREESS , Of
the encryption step 5 to the data storage nedium A program of a second
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encryption step of encrypting information of a second region using a key
adm ni st erdad iy tarator using a key administered by a third region
when requesting formation of the region administered by the
second administrator in a region administered by a first
administrator, encrypting information of the third region
10 using a key administered by a first region when requesting
formation of the third region, and encrypting information of
the fourth region using a key administered by the first
region when requesting formation of the fourth region; and
providing means for providing the information encrypted by
15 the encryption means to a data storage medium.

An information processing method comprises an
encryption step of encrypting information of a second region
using a key administered by a fourth region when requesting
formation of the second region, encrypting information of a

© 20 region administered by a second administrator using a key
administered by a third region when requesting formation of
the region administered by the second administrator to a
region administered by a first administrator, encrypting
information of the third region using a key administered by

25 a first region when requesting formation of the third region,



fourth regi on when requesting formation of the second region, 10 encrypting
information of a region adm nistered by a second adm nistrator using a key
admi ni stered by a third region when requesting formation of the region
adm ni stered by the second adm nistrator to a region adm nistered by a
first admnistrator, encrypting information of the third region 15 using a
key adm nistered by a first region when requesting formation of the third
region, and encrypting information of the fourth region using a key

adm nistered by the first region whenittequesting formation of the fourth
region; and a providing step of providing the information encrypted by the
20 process of the encryption step to the data storage nmedium A second

program accordi ng ta the esent; i nvoefnti on _all QWs,_ & .conput.er tha}cte controls

an i nf or Y SHGREEEES A AP SUS T SISk Qe At TR 419 & &5 %r
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fourth region en requestl ormation o region, -
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using a key adm ni ster y at gi on en guesting formation of
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adm ni stered by a first adm ni'strator, encrypting information of "the
thirdsregpnhdlsdth &deagrdmddisiered by a first region when requesting

formation of the third region, and encrypting information of the fourth
region using a keygadfi Bifskesedoby theokdisy medium according to the
present invention comprises an encryption step of encrypting
information of a second region using a key administered by a
fourth region when requesting formation of the second region,
10 encrypting information of a region administered by a second
administrator using a key administered by a third region
when requesting formation of the region administered by the
second administrator to a region administered by a first
administrator, encrypting information of the third region
15 using a key administered by a first region when requesting
formation of the third region, and encrypting information of
the fourth region using a key administered by the first
region when requesting formation of the fourth region; and a
providing step of providing the information encrypted by the
20 process of the encryption step to the data storage medium.
A second program according to the present invention
allows a computer that controls an information processing
apparatus to execute an encryption step of encrypting

information of a second region using a key administered by a

25 fourth region when requesting formation of the second region,




regi on when requesting formation of the fourth region; and a 10 providing

step of providing the informati on encrypted by the process of the

encryption step to the data storage nedium According to a data storage

apparatus and nethod and a first programof the present invention, a first

region admni stered by a first admnistrator is forned, and also, 15 at

| east one of a second region for admnistering information relating to a

service, a third region, a parent thereof being the first region, for

adm nistering information required fot2fermng a region that is

adm ni stered by a second adm nistrator, and a fourth region, 20 a parent

t hereof being the first region, for admnistering information required for

formng t reod j+s: f.or / i negi serves
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as a parent region associa orm ng request” anmong t he

first to Jopd{s ¢ o0l oNS d hq eRde PULBNET SL 1Y Of "BE QD rSpidipcel ved s

decrypted using the key that has ‘been read. - 137 According to an
i nf or mat i,a0 PrOCARSI ich APRAR USRNE  d1RS hadh and Mﬁ?ﬁ‘@bﬁ@%f@@ the
present inventionh, information of a second region is encrypted using a key

adm ni st eyebrly At qdtrd@o oh Wheredealesdn g § e red ip Hfedrddhe second
region, information of a region admnistered by a second adm nistrator is

encr ypt echdisii iligs reyr A aieef idsomdhide seoimh e respiest i ng
formation of the region admnistered by the second adm nistrator to a
regilon using a key administered by a first region when requesting
formation of the third region, and encrypting information of
the fourth region using a key administered by the first
region when requesting formation of the fourth region; and a
10 providing step of providing the information encrypted by the
process of the encryption step to the data storage medium.
According to a data storage apparatus and method and a
first program of the present invention, a first region
administered by a first administrator is formed, and also,
15 at least one of a second region for administering
information relating to a service, a third region, a parent
thereof being the first region, for administering
information required for forming a region that is
administered by a second administrator, and a fourth region,
20 a parent thereof being the first region, for administering
information required for forming the second region is formed,
a key stored in a region that serves as a parent of the
region associated with the forming request among the first

to fourth regions is read, and encrypted information

25 received is decrypted using the key that has been read.



adm nistered by a first admnistrator, information of the 10 third region
is encrypted using a key adm nistered by a first region when requesting
formation of the third region, and information of the fourth region is
encrypted using a key admi nistered by the first regi on when requesting
formation of the fourth region, and the encrypted 15 information is
provided to a data storage nedium Brief Description of the Drawings Fig. 1
is a diagram for explaining distribution of a conventional IC card. 20
Fig. 2 is a diagramfor explaining dist3ibution of the conventional 1C
card. Fig. 3 is a diagramfor explaining regions. Fig. 4 is a block

di agram showi ng an exanple construction of a card systemthat uses an IC

card, 25 accopdlfdqifgaloeaRodhFRIAY hNE REGSILS BYRILL, ankd FIO- S

is a block diagram show ng an exanp nstruc reader/witer 1

shown i 1 féthodh ard G edch? SRkl A0TA1E FIU A A AIATYE  const ruct i on

of an IC card 2 shown in Fig. 4.5 Fig. 7 1s a diagramshow ng a | ogical

format of; et rofERRRAM 6 = hadbdd :Fé'gﬂ-or@-isl:iéh_c@/é*@ecﬁ o4 i3 amehpwi ng a
directory structure of the EEPROM 66 shown in"Fig. 6. Fig. 9 i's a diagram
for expl ddMit S RLess DftJurtH Megion when requesting formation of
5 the second region, information of a region administered by a
second administrator is encrypted using a key administered
by a third region when requesting formation of the region
administered by the second administrator to a region
administered by a first administrator, information of the
10 third region is encrypted using a key administered by a
first region when requesting formation of the third region,
and information of the fourth region is encrypted using a
key administered by the first region when requesting

formation of the fourth region, and the encrypted

15 information is provided to a data storage medium.

Brief Description of the Drawings

Fig. 1 is a diagram for explaining distribution of a
conventional IC card.

20 Fig. 2 is a diagram for explaining distribution of the

conventional IC card.

Fig. 3 is a diagram for explaining regions.

Fig. 4 is a block diagram showing an example
construction of a card system that uses an IC card,

25 according to an embodiment of the present invention.



10 the directory structure showmn in Fig. 8. Fig. 10 is a flowhart for
explaining an area formng process. Fig. 11 is a diagramfor expl aining
the principles of the present invention. 15 Fig. 12 is a bl ock diagram
showi ng an exanple construction of a ticketing processing system accordi ng
to an enbodi nrent of the present invention. Fig. 13 is a flowhart for
explaining a ticketing information providing process. 20 Fig. 14Ais a
diagram for explaining formng of an area registration service definition
region. Fig. 14B is a diagramfor expladn+ng form ng of an area

regi stration service definition region. Fig. 15A is a diagramfor
explaining formng of a 25 service registration service definition region.

15 FLO: 15Bike a diadr RLLAr OXRAlnAg. L RLT00 Qo cSer Vi co

regi stration SérvicCe niti on region. i s a diragram for

expl ai N NG [ QLA B F AR 4 dIh 1N 14,00 THELAN. 1D g 6B 1s a diagram

for explaining formng of an area inition region. Fig. 17A is a diagram
for explaini ng;forgi g af b§oc§e'a}i'a§§'a91efs'h'8'wtih%narneQ':chHIplE:' g. 17Bis a

di agram for explaining formng o
construction of an IC card 2 shown in Fig. 4.

5 Fig. 7 is a diagram showing a logical format of an
EEPROM 66 shown in Fig. 6.
Fig. 8 is a diagram showing a directory structure of
the EEPROM 66 shown in Fig. 6.
Fig. 9 is a diagram for explaining a process of forming

10 the directory structure shown in Fig. 8.

Fig. 10 is a flowchart for explaining an area forming
process.

Fig. 11 is a diagram for explaining the principles of
the present invention.

15 Fig. 12 is a block diagram showing an example
construction of a ticketing processing system according to
an embodiment of the present invention.

Fig. 13 is a flowchart for explaining a ticketing
information providing process.

20 Fig. 14A is a diagram for explaining forming of an area
registration service definition region.

Fig. 14B is a diagram for explaining forming of an area
registration service definition region.
Fig. 15A 1is a diagram for explaining forming of a

25 service registration service definition region.



10 service definition region. Fig. 18 is a flowhart for explaining a
decryption process. Fig. 19 is a diagramfor explaining a nedium 15 Best
Mode for Carrying Qut the Invention Enbodi nents of the present invention
will now be described with reference to the drawings. Fig. 4 shows an
exanpl e construction of a non-contact card system (a system refers to a

| ogi cal assenbly of a plurality of apparatuses, 20 irrespective of whether
the constituent apparatuses are within the sane case) that uses an I C card,
according to an enbodi nent of the prek®nt invention. The non-contact card
systemincludes an RRW (reader/witer) 1, an IC card 2, and a controller
3, and 25 data is exchanged between the RRW1 and the ICcard 2 in a - 16

non-contact MpaRer 1981 99 8l AGLLOURIREL! € fRUSHs 0 EB LnIBCLI A1 LY, the RIW

1 transmts a predetermned co nd to t and the IC card 2
recei ves e i AN+ I EHRS B RIAGESS i espgydi ng to the command.

The 1C 5 card 2 then generates response data corresponding to the
processing regyht, 18Rdikr angAbbsahheoresrpisendaba rbemliRg oR Walarihe RFW1

is connected to the controller 3 via a predetermned interface (e.g., an
i nterfaceieramaldian ndilbn .10 the RS-485A standard), and the controller 3
supplies a
5 Fig. 16B is a diagram for explaining forming of an area
definition region.
Fig. 17A is a diagram for explaining forming of a
service definition region.
Fig. 17B is a diagram for explaining forming of a
10 service definition region.
Fig. 18 is a flowchart for explaining a decryption

process.

Fig. 19 is a diagram for explaining a medium.

15 Best Mode for Carrying Out the Invention
Embodiments of the present invention will now be
described with reference to the drawings. Fig. 4 shows an
example construction of a non-contact card system (a system
refers to a logical assembly of a plurality of apparatuses,
20 irrespective of whether the constituent apparatuses are
within the same case) that uses an IC card, according to an
embodiment of the present invention.
The non-contact card system includes an R/W
(reader/writer) 1, an IC card 2, and a controller 3, and

25 data is exchanged between the R/W 1 and the IC card 2 in a



predeterm ned control signal to the RW1 so that a predeterm ned process
wll be executed. Fig. 5 shows an exanple construction of the RFRW1 shown
in Fig. 4. Inan IC 21, a DPU (Data Processing Unit) 31 for 15 processing
data, an SPU (Signal Processing Unit) 32 for processing data to be
transmtted to the IC card 2 and data received fromthe IC card 2, an SCC
(Serial Conmunication Controller) 33 for executing comuni cations with the
controller 3, and a nmenory 34 including a ROM (Read Only 20 Menory) 41 that
prestores information that is requiredléor processing data and a RAM
(Random Access Menory) 42 for tenporarily storing data in the course of
processing are connected via a bus. Furthernore, a flash nenory 22 for

tori t ' i : Th U 31 - 17
2u? [[:)Iu'[] g t% o%r{)—%%q%ﬁ?@ﬁ glqic%amt}rgsn%a geq'br%ect(\tﬁoanéﬁoet%lre% “P%; Fﬁfe ﬁ@%card 2, and
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transmtted to the IC card 2, outputting the result to a nodulation

circuit ZXecidd eCYrRfeds WP AHIm] 1N tHd Iddfiniardh. t e @3ponse data
transmtted fromthe IC card 2, executing a predeterm ned process on the

dat a. 510 cHi®l MO dHet ig@hadd s tredpoise (AT Iddee sPYddideWiddhe

processing result, and transmits the response data to the
R/W 1.
The R/W 1 is connected to the controller 3 via a
predetermined interface (e.g., an interface compliant with
10 the RS-485A standard), and the controller 3 supplies a
predetermined control signal to the R/W 1 so that a
predetermined process will be executed.
Fig. 5 shows an example construction of the R/W 1 shown
in Fig. 4. 1In an IC 21, a DPU (Data Processing Unit) 31 for
15 processing data, an SPU (Signal Processing Unit) 32 for
processing data to be transmitted to the IC card 2 and data
received from the IC card 2, an SCC (Serial Communication
Controller) 33 for executing communications with the
controller 3, and a memory 34 including a ROM (Read Only
20 Memory) 41 that prestores information that is required for
processing data and a RAM (Random Access Memory) 42 for
temporarily storing data in the course of processing are
connected via a bus.
Furthermore, a flash memory 22 for storing

25 predetermined data is connected to the bus. The DPU 31



-nodul ates a carrier wave having a predeterm ned frequency (e.g., 13.56
MHz), supplied froman oscillator (OSC) 26, wth the data supplied from
the SPU 32, outputting a nodul ated wave thus generated to the IC card 2
via an 15 antenna 27 in the formof an el ectromagnetic wave. At this tine,
the nodulation circuit 23 executes ASK nodulation with a nodul ati on degree
bel ow one. Accordingly, the maxi mum anplitude of the nodul ated wave does
not become zero even if the data is at |low level. 20 The denodul ation
circuit 25 denodul ates a nodul ated waVe €ASK-nodul ated wave) received via
the antenna 27, outputting denodul ated data to the SPU 32. Fig. 6 shows,
an exanpl e construction of the 1Ccard 2 shown in Fig 4 In the | C card

2, an IC cel nei n e 53,..a itted
fromthe O%RR/U% eA Sipetljpga(% ?aorcao%nagldryr;l‘s 9 tbu et"rsg)aan;g‘%& cir cw t g her
with the n , i i ( ct
wave havi ngrratezn gac?et erretngl%nqgge%f rfrelfqogner;ctr:h%s%(':l?rrl er’mférg%uenc tea rr c{%qnel an
RE i nterf@es uild ©l.cddy an Asfeo stﬁﬁ%dzd'e]@z

dnid Fl
denodul ates the no ulated wave (ASK-nodu afggzmave) recelve H%?ﬁ t he

antenna Socaddd P g .ng sty dy it dadm 410 e BRRN deimdw@tdmn circuit 62
.and to a PLL (Phase Locked Loop) unit 63; and the RF interface unit 61, in

a vol § age druHAtioNt BMarshliddrz eodd)g b sighaondelreted oy the ASK
denodul ati on unit 81, supplying
transmitted to the IC card 2, outputting the result to a
modulation circuit 23, and receives from a demodulation
circuit 25 the response data transmitted from the IC card 2,
executing a predetermined process on the data.

10 The modulation circuit 23 ASK (Amplitude Shift Keying)
-modulates a carrier wave having a predetermined frequency
(e.g., 13.56 MHz), supplied from an oscillator (0OSC) 26,
with the data supplied from the SPU 32, outputting a
modulated wave thus generated to the IC card 2 via an

15 antenna 27 in the form of an electromagnetic wave. At this
time, the modulation circuit 23 executes ASK modulation with
a modulation degree below one. Accordingiy, the maximum
amplitude of the modulated wave does not become zero even if
the data is at low level.

20 The demodulation circuit 25 demodulates a modulated
wave (ASK-modulated wave) received via the antenna 27,
ocutputting demodulated data to the SPU 32.

Fig. 6 shows an example construction of the IC card 2
shown in Fig. 4. In the IC card 2, an IC 51 receives, via

25 an antenna 53, a modulated wave transmitted from the R/W 1.



the result to each circuit as a DC power supply. Furthernore, the RF
interface unit 61, by an oscillation circuit 83, oscillates a signal
havi ng the sane frequency as a clock frequency of data, outputting the
signal to the PLL 15 unit 63. Furthernore, the RF interface unit 61, in
the ASK denodul ation unit 81, varies the load of the antenna 53, which
serves as a power supply for the IC card 2, in accordance with data
supplied froma calculation unit 64 via 20 a BPSK nodul ation circuit 68
(e.g., a predetermned swtching elenedt-is turned on/off in accordance
with the data so that a predetermned load wll be connected in parallel
to the antenna 53 only when the switching elenent is on), thereby

ASK- nodul at tr%luj; tg’q1 V@é:%tbeeé ng, %% cred lecd %}t}&er anttt<=131ng:<';}1 53 (the

R'W1 out pu TRVE 8 ConStantT res i arrp e when dat a

is trans for i s \ I s

data), rgé’ eﬁlglam? ul ate \E&S\/lglaclros %ézmgidﬂ”uﬁng tv;cfp%y \?%r yelqng rgqhn?a#r{eacgl of the

ant enna Jhs via the
e %q,ltr{garésrgrte% vol tager%q% ntenna 27 of %nwyé/

antenna 53 (varies a term nal ‘W1). The

PLL unit 63 gepetgtescl sam EHeR@‘aEﬁt\%EEHEEGQnﬂtO@l the AaKaggnodul ation
unit 81 a clock signal that is synchroni zed with the data, outputting the

cl 30|k5 tSl @eddodud. akQ drheirBRSKE 1de el Ald AL ideiiddu 164 N A Hed rdim 1BRIIG
nodaul atl on

wave (ASK-modulated wave) received via the antenna 53,
outputting demodulated data to a BPSK demodulation circuit
62 and to a PLL (Phase Locked Loop) unit 63; and the RF
interface unit 61, in a voltage regulator 82, stabilizes the
10 signal detected by the ASK demodulation unit 81, supplying
the result to each circuit as a DC power supply.
Furthermore, the RF interface unit 61, by an oscillation
circuit 83, oscillates a signal having the same frequency as
a clock frequency of data, outputting the signal to the PLL
15 unit 63.

Furthermore, the RF interface unit 61, in the ASK
demodulation unit 81, varies the load of the antenna 53,
which serves as a power supply for the IC card 2, in
accordance with data supplied from a calculation unit 64 via

20 a BPSK modulation circuit 68 (e.g., a predetermined
switching element is turned on/off in accordance with the
data so that a predetermined load will be connected in
parallel to the antenna 53 only when the switching element
is on), thereby ASK-modulating a modulated wave being

25 received via the antenna 53 (the R/W 1 outputs a modulated



circuit 68. The BPSK denodul ation circuit 62, if the data denodul ated by
t he ASK denodul ation unit 81 is BPSK- nodul ated, denodul ates the data
(decodes Manchester code) 15 based on the clock signal supplied fromthe
PLL unit 63, outputting denodul ated data to the calculation unit 64. The -
calculation unit 64, if the data supplied fromthe BPSK denodul ation
circuit 62 is encrypted, decrypts the data in an encryption/decryption
unit 92, and processes the data 20 in a sequencer 91. If the data is not
encrypted, the data supplied fromtfhel®BPSK denodul ation circuit 62 is
supplied directly to the sequencer 91 w thout passing through the
encryption/decryption unit 92. The sequencer 91 executes a process

corr eSDOQ,%IJgg t%fdl?sscfaq:[:e n%%(tl u%u%?r il%.dcu:[ ersld g)sftaa (%Lomql l&a

speci fical or exanpl e € ‘sequencer execut es Wi ing and

r eadi ng quonpg&%%méw ALFERAF S el B asghlgand

Pr ogr ammabl e requi red opérations on ta etc

sequencelgqh coratﬁdolﬁeamatt% R& EERROM Sk GR, d AU Y 1GaALjiQRy manages
t he EEPROM 66, etc. A parity calculation unit 93 of the calculatlon unit 64

cal cul at ahfalad & Derw AR 193 EBRROM 66, sdi%s ftdfe AR
Reed- Sol onobn code as a parity fromdata stored in the EEPROM 66 10

Fur t her mM@yoipdnka tcaloc What IRW univti b4 mexesidedmaa 53 (varies a terminal

voltage of the antenna 27 of the R/W 1).

The PLL unit 63 generates from the data supplied from
the ASK demodulation unit 81 a clock signal that is
synchronized with the data, outputting the clock signal to

10 the BPSK demodulation circuit 62 and to the BPSK modulation
circuit 68.

The BPSK demodulation circuit 62, if the data
demodulated by the ASK demodulation unit 81 is BPSK-
modulated, demodulates the data (decodes Manchester code)

15 Dbased on the clock signal supplied from the PLL unit 63,
outputting demodulated data to the calculation unit 64.

The calculation unit 64, if the data supplied from the
BPSK demodulation circuit 62 is encrypted, decrypts the data
in an encryption/decryption unit 92, and processes the data

20 in a sequencer 91. If the data is not encrypted, the data
supplied from the BPSK demodulation circuit 62 is supplied
directly to the sequencer 91 without passing through the
encryption/decryption unit 92.

The sequencer 91 executes a process corresponding to

25 the data supplied thereto as a command. More specifically,



predeterm ned process in the sequencer 91, and then outputs response data
(data to be transmtted to the RRW1) corresponding to the process to the
BPSK nodul ation circuit 68. The BPSK nodul ation circuit 68 BPSK-nmodul at es
the data 15 supplied fromthe cal culation unit 64, outputting nodul at ed
data to an ASK nodul ation unit 84 of the RF interface unit 61. A ROM 65
stores a program and ot her data necessary for processing by the sequencer
91. A RAM 67 tenporarily stores 20 data in the course of processing by the
sequencer 91. The EEPROM 66 is a non-2®@l-atile nenory, and it keeps data
stored even after the IC card 2 exits communication with the RW1 and
supply of power is stopped. Next, a process of exchangi ng data between the

RIW 1 Z%O%n(éxégrﬁ)llec. th'lrgd s elnlcet}e ﬂe%%ééﬁet%s -m%.tﬁ]ny ]ae?(lé:ier%r?a ;21

radi ates a pre errfi ned el ectromagneti ¢ wave from to
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status due to t C card 2 approaching is ternatively, the
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el ectromagneti c wave that is ASK-nodul atéd wth data having a
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the ICcard 2 is received within a predeterm ned peri od.
5 66 by authentication, manages the EEPROM 66, etc.

A parity calculation unit 93 of the calculation unit 64
calculates data to be stored in the EEPROM 66 and, for
example, a Reed-Solomon code as a parity from data stored in
the EEPROM 66.

10 Furthermore, the calculation unit 64 executes a
predetermined process in the sequencer 91, and then outputs
response data (data to be transmitted to the R/W 1)
corresponding to the process to the BPSK modulation circuit
68. The BPSK modulation circuit 68 BPSK-modulates the data

15 supplied from the calculation unit 64, outputting modulated
data to an ASK modulation unit 84 of the RF interface unit
61.

A ROM 65 stores a program and other data necessary for
processing by the sequencer 91. A RAM 67 temporarily stores

20 data in the course of processing by the sequencer 91. The
EEPROM 66 is a non-volatile memory, and it keeps data stored
even after the IC card 2 exits communication with the R/W 1
and supply of power is stopped.

Next, a process of exchanging data between the R/W 1

25 and the IC card 2 will be described. The R/W 1 (Fig. 5)



10 In the YW1, when an approach of the ICcard 2 is detected, the SPU 32
of the RFYW1 BPSK-nodul ates a carrier wave that is a rectangul ar wave
having a predeterm ned frequency (e.g., a frequency that is double the
clock frequency of data) with data to be transmitted to the IC 15 card 2
(a command corresponding to a process to be executed by the IC card 2,
data to be witten to the IC card 2, etc. outputting a nodul ated wave

( BPSK- nmodul at ed si gnal) (Nhnchester code) thus generated to the nodul ation
circuit 23. 20 When BPSK nodul ati on-i31executed, data can be associ at ed

wi th change in the phase of the nodul ated wave by differential nodul ation.
In that case, even if the BPSK- nodul at ed signal is inverted, denodul ation
yields the or| |naI el. m pat.ing the ne far |der|n t he 25
polarity éafd rmdLﬁre[aéegie lnec{] Cgctrorl?ba% E%itfecrroaat}‘f i o the, The

nmodul at i o ui 3¢ edet e Gardi ve with the
. %&té%ﬁ% % ﬁﬁglgnéﬁg) %éﬁséi%g ofiﬁﬂé]ék a fy wﬁxf

i nput BP I on gree = maX| n‘um anpl i tude of
data sigpal UM g dd ude | waye) , 50.1),
and transmts a nodul at ec?J wave %fﬁgic(-asr{édtq{ ate V\J?aé\jekpé,v us gener ated to the
I C card 26,3 ddig RNtENNR Rt \H\enAﬂﬂm 1S I t%ss, pl ace, of
the two | g\?el s of rﬁl;gllgl t al scl gena (high | evlel %d | ow I eve t he

modul 8t i ke it W tprbd SANEFI18S iy) TR Ak vaig, liseldhgatlfr@ xanpl e,
electromagnetic wave that is ASK—modulated.with data having
a predetermined short pattern to call the IC card 2 until a
response from the IC card 2 is received within a
predetermined period.

10 In the R/W 1, when an approach of the IC card 2 is
detected, the SPU 32 of the R/W 1 BPSK-modulates a carrier
wave that 1s a rectangular wave having a predetermined
frequency (e.g., a frequency that is double the clock
frequency of data) with data to be transmitted to the IC

15 card 2 (a command corresponding to a process to be executed
by the IC card 2, data to be written to the IC card 2, etc.),
outputting a modulated wave (BPSK-modulated signal)
(Manchester code) thus generated to the modulation circuit
23.

20 When BPSK modulation is executed, data can be
associated with change in the phase of the modulated wave by
differential modulation. In that case, even if the BPSK-
modulated signal is inverted, demodulation yields the
original data, eliminating the need for considering the

25 polarity of the modulated wave at the time of demodulation.




10 high level. Inthe ICcard 2 (Fig. 6), an LCcircuit formed of the
antenna 53 and the capacitor 52 converts part of the electronagnetic wave
radi ated by the antenna 27 of the RRW1 into an electric signal, and the
el ectric signal (nodul ated 15 wave) is output to the RF interface 61 of the
| C 51. Then, the ASK denodul ation unit 81 of the RF interface 61

rectifies and snoot hes the nodul ated wave to detect an envel op, supplying
a signal thus generated to the voltage regulator 82, and the ASK

denodul ati on unit 81 suppresses DC 20 gzpnponent of the signal to extract a
data signal, supplying the data signal to the BPSK denodul ation circuit 62
and to the PLL unit 63. At this tine, a termnal voltage VO of the antenna
53 is, for exanple xpr.essed _as .follows: 25 VO = V10 (1 + k x Vs (t)) cos
Coot) "L 23 WP rOuseaRian) SaERbi be 2arerafR ATl deRbcas trmiPsel on
degr ee, Is(1) . ta . ut m t 32. SQ | ow | evel
val ue VLaI-!(Jggrfr\{ae(%/o atq’:eggﬁi gch}e:rl lb&‘gcctl%gféﬁga ?J(}%agé}ﬁ h%giéll% cf(etma)adul ation unit

81l is, f : I I es : : : = 1 +kx (-1 - U
where Wf %fedr%a%%\%l%gg%%rﬁg%l@sﬂ ;.Ar({cﬁ)l\(l)%euc%éﬁgfs%) consti(tu%i)ng a

rectifyi ng fi1GHdx i TREITRA 19N A5 STRA NG i S demodul at i on
unit 81, which is
5 0.1), and transmits a modulated wave (ASK-modulated wave)
thus generated to the IC card 2 via the antenna 27. When
transmission does not take place, of the two levels of
digital signal (high level and low level), the modulation
circuit 23 generates a modulated wave using, for example,
10 high level.

In the IC card 2 (Fig. 6), an LC circuit formed of the
antenna 53 and the capacitor 52 converts part of the
electromagnetic wave radiated by the antenna 27 of the R/W 1
into an electric signal, and the electric signal (modulated

15 wave) is output to the RF interface 61 of the IC 51. Then,
the ASK demodulation unit 81 of the RF interface 61
rectifies and smoothes the modulated wave to detect an
envelop, supplying a signal thus generated to the voltage
regulator 82, and the ASK demodulation unit 81 suppresses DC

20 component of the signal to extract a data signal, supplying
the data signal to the BPSK demodulation circuit 62 and to
the PLL unit 63.

At this time, a terminal voltage V0O of the antenna 53
is, for example, expressed as follows:

25 V0 = V10(1 + k x Vs(t))cos (®Ot)



10 generally on the order of 0.7 volts. The voltage regul ator 82 receives a
signal that has been rectified and snoothed by the ASK denodul ation unit
81, and stabilizes the signal, supplying the result to circuits including
the calculation unit 64 as a DC power supply. 15 Since the nodul ation
degree k of the nodul ated wave herein is bel ow one as described earlier,
vol tage variation (difference between high |level and low | evel) after
rectification is small. Thus, a DC power supply can be readily generated
by the voltage generator 82. 20 Now,-f»3 exanple, if a nodul ated wave with
a nodul ation degree of 5%is so received that V10 will be three volts or
Iarger, t he Iom/IeveI vol tage VLR after rectificationis 2.15 (=3 x (1

-0.05) - 0 \)ﬁﬁiéos@{)eac éocé eéhﬁavé’o'ﬁa@eenw rﬁ%&) B2y Syppl i es

a suff|C|en age CIFCUI a power supp ernnre in

this cas ‘gpellt oquﬂﬁpg <%§ﬁ ) of the
voltage s?legtljaéft'er recti |c§é?§)r}qs .%gt%z X FK ak t 0o- Peak val ue),

[50.3 (= 2 x2050% % 3hyLolt210ahEIGR 82 fah%lttiag,eA% deqagul ation unit

81 is allowed to denodulate data with a 5 sufficiently high S/Nratio. By

usi ng an Ayl dled aus MAdk ddmH 18 5k C@Qirte%l bed o Hne as

descri bed above, comunications are executed wth lowerror rate (high S/'N
rati oy, ayhmbisUf fdxpdr@sddCasvadiagsd:s supplied to the ICcard 2 as a

power supply.
VLR = V10(1 + k x (-1)) - V£
where Vf denotes voltage drop across a diode (not shown)
constituting a rectifying circuit for rectification and
smoothing in the ASK demodulation unit 81, which is

10 generally on the order of 0.7 volts.

The voltage regulator 82 receives a signal that has
been rectified and smoothed by the ASK demodulation unit 81,
and stabilizes the signal, supplying the result to circuits
including the calculation unit 64 as a DC power supply.

15 Since the modulation degree k of the modulated wave herein
is below one as described earlier, voltage variation
(difference between high level and low level) after
rectification is small. Thus, a DC power supply can be
readily generated by the voltage generator 82.

20 Now, for example, if a modulated wave with a modulation
degree of 5% is so received that V10 will be three volts or
larger, the low level voltage VLR after rectification is
2.15 (= 3 x (1 - 0.05) - 0.7) volts or larger, so that the
voltage regulator 82 supplies a sufficient voltage to each

25 circuit as a power supply. Furthermore, in this case, the



10 The BPSK denodul ation circuit 62 receives the data signal

(BPSK- nodul ated signal) fromthe ASK denodul ation wunit 81, and denodul at es
t he data signal based on the clock signal supplied fromthe PLL unit 63,
outputting denodul ated data to the calculation unit 64. 15 The cal cul ation
unit 64, if the data supplied fromthe BPSK denodul ation circuit 62 is
encrypted, decrypts the data in the encryption/decryption unit 92, and
supplies the data (command) to the sequencer 91, where the data is
processed. During this period, that-iss between when data is 20
transmtted to the IC card 2 and when a response thereto is received, the
RW1 waits while transnitting data with a value of one. Thus, during this
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Sﬁ}éi 't udE RS GEedd] RS EST @’ S rriitnnlcat SIS 95 dat &
t t th It S, L t dt
':ﬁeaRll\r/]\? fqzt 0 ?ﬁ%t%g%%%ltq%lﬁr :?:Jon ‘ci rcw (Qagﬁo ﬁggéPgé Pe('i:'lrjﬁgt%:fon gi rCch)i t

68, si m' ), o 9 e SUE2,08) g B Wela BESKC mudul gles (fgodisao 1 nto

Nhnchester code) the ata outputfing thé résul't tot nodul ati on
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the | oad connected between to ends of the antenna 53 in accordance with

the eat g frramithg 1IBPEK gipduh@td @ circuit 68 using a switching element or
the |1 ke, thereby ASK-nodul ating a nodul ated wave

By using an ASK-modulated wave with a modulation degree
below one as described above, communications are executed
with low error rate (high S/N ratio), and a sufficient DC
voltage is supplied to the IC card 2 as a power supply.

10 The BPSK demodulation circuit 62 receives the data
signal (BPSK-modulated signal) from the ASK demodulation
unit 81, and demodulates the data signal based on the clock
signal supplied from the PLL unit 63, outputting demodulated
data to the calculation unit 64.

15 The calculation unit 64, if the data supplied from the
BPSK demodulation circuit 62 is encrypted, decrypts the data
in the encryption/decryption unit 92, and supplies the data
(command) to the sequencer 91, where the data is processed.
During this period, that is, between when data is

20 transmitted to the IC card 2 and when a response thereto is
received, the R/W 1 waits while transmitting data with a
value of one. Thus, during this period, the IC card 2
receives a modulated wave with a constant maximum amplitude.

When processing is complete, the sequencer 91 outputs

25 data relating to the processing result, etc. (data to be



10 being received (the maxi mum anplitude of the nodul ated wave output by
the YW1 is constant during transm ssion of data by the IC card 2 as
described earlier) in accordance with data to be transmitted, so that the
termnal voltage of the antenna 27 of the RW1 is varied, whereby the
data is 15 transmtted to the RRW1. The nodulation circuit 23 of the RRW1
continuously transmts data with a value of one (high level) while data

is being received fromthe IC card 2. The denodul ation <circuit 25 detects
data transmtted fromthe I1C card 2 en220-the basis of slight variation
(e.g., several tens of mcrovolts) in the termnal voltage of the antenna
27 electromagnetically coupled to the antenna 53 of the IC card 2.
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of procesggitig. JuftgutdihglelRs died ¢ttt neomEK infcrfu 101t ke exgauted Agai n,
comuni cation is executed between the RFY'W1 and the ICcard 2 simlarly to

t he cgse thes®r Hed eatrev Juifid teli.s determ ned that

The ASK modulation unit 84 varies the load connected
between to ends of the antenna 53 in accordance with the
data from the BPSK modulation circuit 68 using a switching
element or the like, thereby ASK-modulating a modulated wave

10 being received (the maximum amplitude of the modulated wave
output by the R/W 1 is constant during transmission of data
by the IC card 2 as described earlier) in accordance with
data to be transmitted, so that the terminal voltage of the
antenna 27 of the R/W 1 is varied, whereby the data is

15 transmitted to the R/W 1.

The modulation circuit 23 of the R/W 1 continuously
transmits data with a value of one (high level) while data
is being received from the IC card 2. The demodulation
circuit 25 detects data transmitted from the IC card 2 on

20 the basis of slight variation (e.g., several tens of
microvolts) in the terminal voltage of the antenna 27
electromagnetically coupled to the antenna 53 of the IC card
2.

Furthermore, the demodulation circuit 25 amplifies the

25 detected signal (ASK-modulated wave) by a high-gain



10 conmuni cation be exited, the RR'W1 exits the communication process with
the 1 C card 2. As described above, the RRW1 uses ASK nodulation with a
nodul ati on degree k below one to transmt data to the IC card 2, and the
|C card 2 receives the data and executes a 15 process in accordance with
the data, returning data corresponding to the result of processing to the
RIW1. Next, Fig. 7 shows a logical format of the EEPROM 66 shown in Fig.
6. The EEPROM 66 consists of units of block, and in the enbodi mrent shown
in Fig. 7, one block consists of, 20 fer-exanple, sixteen bytes.
Furthernore, in the enbodi nent showm in Fig. 7, the |ogical address of the
upper nost bl ock is designated as #0000h (h denot es hexadeci nal

represen'tf%'{lgo@ ran&okg%&ﬂ%jnar %q% eSSEy ef sm&nerd Sd'glr ascencdll’%r#cicuorder In
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ascendi ng; 4y, 1a0a‘e§ A & 2 20 Al 165&@%% 9 1o, snstAlg Blpcks in

descendi ng order of |ogical address. Is, referring to Fig.” 7, user

bl ocks gr,Qu dawuardh Hgie 315y Stefa lﬂv@f:kﬁl QU WY L puntdd e NGe &L bl ock
is avail able, at which tinme no user block or system bl ock can be forned.

Thus, st he:Heoward, beiavramiusielg ok gtk st &8 ek cdfnunication

according to the result of processing. If it is determined
that communication be executed again, communication is
executed between the R/W 1 and the IC card 2 similarly to
the case described above. If it is determined that

10 communication be exited, the R/W 1 exits the communication
process with the IC card 2.

As described above, the R/W 1 uses ASK modulation with
a modulation degree k below one to transmit data to the IC
card 2, and the IC card 2 receives the data and executes a

15 process in accordance with the data, returning data
corresponding to the result of processing to the R/W 1.

Next, Fig. 7 shows a logical format of the EEPROM 66
shown in Fig. 6. The EEPROM 66 consists of units of block,
and in the embodiment shown in Fig. 7, one block consists of,

20 for example, sixteen bytes.

Furthermore, in the embodiment shown in Fig. 7, the
logical address of the uppermost block is designated as
#0000h (h denotes hexadecimal representation), and logical
addresses are assigned in ascending order. In Fig. 7,

25 #0000h to #FFFFh are assigned as logical addresses, thus



10 not fixed, and no particular limt is inposed on the nunber of user

bl ocks or on the nunber of system blocks (however, the total nunber of
user bl ocks and systemblocks is limted to 65,536 at nost in the

enbodi nent shown in Fig. 7). There are seven types of system bl ocks,

nanmely, a 15 production ID (identification) block, an issuance ID block, a
systemdefinition block, an area definition block, a service definition

bl ock, an area registration service definition block, and a service
registration service definition bloek27Ix the enbodi nent shown in Fig. 7,
bl ocks 20 that serve as an area definition block, a service definition

bl ock, an area registration service block, or a service registration

definiticyb 9% égf% sj a}eglg kgrea/service definition blocks. O the
S, Y,

syst em bl oc asi‘ca he production ID 25 block, the issuance ID

bl ock, and thg gy$ %mi@ehirsgdt X gh;z#%s b %%_%.ra;bgog,itﬂ ?ﬁ‘g}ésalal gggtt%% at the

time of issuance of the car respective ogi cal resses

#FFFFh, #AEh, b Themige/aerad S g defdid 1ah [ ocks angs

al l ocated upward fromthe |ogical address #FFFCh 1 n order of 5 formation.

In the prigduddeiuildy Mards dnfiiqBid 0mdgy i ntha Adusdd o f dde 1C
card 2 is allocated. That is, in the production ID block, for exanple, a
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- is, referring to Fig. 7, user blocks grow downward while
system blocks grow upward until no empty block is available,
at which time no user block or system block can be formed.
Thus, the boundary between user blocks and system blocks is

10 not fixed, and no particular limit is imposed on the number
of user blocks or on the number of system blocks (however,
the total number of user blocks and system blocks is limited
to 65,536 at most in the embodiment shown in Fig. 7).

There are seven types of system blocks, namely, a

15 production ID (identification) block, an issuance ID block,
a system definition block, an area definition block, a
service definition block, an area registration service
definition block, and a service registration service
definition block. In the embodiment shown in Fig. 7, blocks

20 that serve as an area definition block, a service definition
block, an area registration service block, or a service
registration definition block are designated as area/service
definition blocks.

Of the system blocks, basically, the production ID

25 block, the issuance ID block, and the system definition



10 allocated. In the issuance ID block, information regarding issuance of
the ICcard 2 is allocated. That is, in the issuance ID block, for
exanpl e, date of issuance of the IC card 2, a code representing order of
i ssuance of the IC card, 15 etc. are allocated. In the systemdefinition
bl ock, for exanple, the nunber of system blocks or user blocks in the
EEPROM 66, a system key, etc. are allocated. The systemkey is used when
nmut ual authentication is executed between the IC card 2 and the RR'W 20 1
and the controller 3. An area defini+i®»® block is formed, for exanple, by
all ocating a storage region (area) to an admnistrator, and information
for the admnistrator to admnister the storage region (area region)

all ocated to ., himherself.is .allocated 25.therein. That is, in area
defini ti GBS caold:eeardé’ngael,alqc%deraeth%khef ﬁbmbeapoafciﬁ/s,uaeﬁceea q;te&%eet c.,
whi ch wi I, be ribe ter.,., are .all.ocate n S i defdnit.i on
bl ock, in Co rcnaartqf(??f f%rs%eaédtﬁivﬁ%l% é%l’ti nlgb lcsaglr va?%degersesgﬁsoﬁ#’%c%&a{c ﬁ‘tElyEnytshe’r Vi ce

(Y oems cand S SRR bty e st s
regi stratd1onS&fad GRwleld HidmPRHY adgiddf UdBtd QN #FFFCh in order of
5 formation.

In the production ID block, information regarding
production of the IC card 2 is allocated. That is, in the
production ID block, for example, a unique production ID,
vear and date of production, a manufacturer code, etc. are

10 allocated.

In the issuance ID block, information regarding
issuance of the IC card 2 is allocated. That is, in the
issuance ID block, for example, date of issuance of the IC
card 2, a code representing order of issuance of the IC card,

15 etc. are allocated.

In the system definition block, for example, the number
of system blocks or user blocks in the EEPROM 66, a system
key, etc. are allocated. The system key is used when mutual
authentication is executed between the IC card 2 and the R/W

20 1 and the controller 3.

An area definition block is formed, for example, by
allocating a storage region (area) to an administrator, and
information for the administrator to administer the storage
region (area region) allocated to him/herself is allocated

25 therein. That is, in the area definition block, code range,



required for formng a new area region and a new service 10 region (a
service code and a service key), respectively, is allocated. Next, in the
sequencer 91, storage regions of the EEPROM 66 are managed in a "
hi erarchi cal structure. Fig. 8 shows a directory structure of the EEPROM
66. 15 The storage regions of the EEPROM 66 forma hierarchical structure
of area definition regions, and the area definition regions nmay include
area definition regions, area registration service definition regions,
service definition regions, and serviz® +egistration service 20 definition
regions. An area definition region is allocated to an admnistrator, and a
code region indicating a range of identification cQdes that may be used by

the admi g:lbe%r tor aorrea q(e%l fey ng arhe%h?)e/f :ln.l. t| ony ersS& NSy and

service (gl |o§)reg|dns |n|ng ‘capaci ndicatt s e - 30

nunber of; qﬂﬁ; Hlocks %} -dTeY be used, an area key for generating an
access key thdt Is Gsed authentlcatlon etc. are allocated therein.

Gne area defl@htsoee&@gb@nde%Qh&%iaanﬂion 088 £3% gtqgkl@b&lon bl ock
described with 5 reference to Fig. 7. In the enbodi ment shown i n Fig. 8,

an area GRiinildtQid: (?ESH %@ﬂ@aﬁt@qcﬁp (%;?’a@ﬂt!}} Stgtice Uey Aleld1®
upper nost | ayer, area definition regions adm ni strators Bl and
5 of the service region), which will be descrlbed later, is
allocated.

In an area registration service definition block and a
service registration service definition block, information
required for forming a new area region and a new service

10 region (a service code and é service key), respectively, is
allocated.

Next, in the sequencer 91, storage regions of the
EEPROM 66 are managed in a hierarchical structure. Fig. 8
shows a directory structure of the EEPROM 66.

15 The storage regions of the EEPROM 66 form a
hierarchical structure of area definition regions, and the
area definition regions may include area definition regions,
area registration service definition regions, service
definition regions, and service registration service

20 definition regions.

An area definition region is allocated to an
administrator, and a code region indicating a range of
identification cqQdes that may be used by the administrator
as names for identifying area definition regions and service

25 definition regions, a remaining capacity indicating the



B2 are formed with the uppernost | ayer as a parent |ayer 10 thereof. In an
area registration service definition region, a service key that is

requi red when registering a new area definition region is allocated.
Simlarly, in a service registration service definition region, a service
key that 15 is required when registering a service definition region is

al l ocated. These service keys are used to decrypt information that is
supplied as information for formng a new area definition region or
service definition region. A service-dgdinition region is allocated to a
service 20 provided by an adm nistrator, and a capacity of service region
for storing data required for providing the service, a service key for

gener at i 99, 4 ALGEWASY pitldics Hikhe HdPGA SEdIICLE rddGesPId e

definition regi sponds to one service finition
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for stori’ng data Tequired for providing a service, and It corresponds to

user bl QGiS igkdiad1oba My &rIRGIH | Cde atdle K& A8 JBBLY orfONSi Sts of
zero or nore user blocks, and the nunber of user 5 blocks constituting the

Service IRF{gchd L dmrd A% dFaRadiloh Y1ieIed A Kief iwiidd on region
for adm nistering the service region. Furthernmore, in area definition
regl ops, refedeifce to Fig. 7.

In the embodiment shown in Fig. 8, an area definition
region allocated to an administrator A is at the uppermost
layer, and area definition regions for administrators Bl and
B2 are formed with the uppermost layer as a parent layer

10 thereof.

In an area registration service definition region, a
service key that is required when registering a new area
definition region is allocated. Similarly, in a service
registration service definition region, a service key that

15 is required when registering a service definition region is
allocated. These service keys are used to decrypt
information that is supplied as information for forming a
new area definition region or service definition region.

A service definition region is allocated to a service

20 provided by an administrator, and a capacity of service
region for storing data required for providing the service,
a service key for generating an access key, etc. are
allocated therein. One service definition region
corresponds to one service definition block described with

25 reference to Fig. 7.



definition regions, area registration service definition 10 regi ons, and
service registration service definition regions, identification codes for
identifying these regions are allocated. Identification codes for '
identifying area definition regions, and service definition regions, area
regi stration service definition regions, and service 15 registration
service definition regions will hereinafter be' referred to as area codes
and service codes, respectively, when appropriate. In the enbodi nent shown
in Fig. 8 the area definition regiondht-the uppernost |layer is allocated
to the 20 adm nistrator A Furthernore, 0000h to FFFFh are defined as a
range of identification codes that may be used (code range) and

01234567896‘bcﬂe§eg%i98f Egﬁ% 51@“ a%%rﬁgléofrelbﬁ%ﬂe%i Vglt%él i gydat

identification co de rang e area i on region may
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code of the area definition region wth a code range of 000 to FFFFh,

that is, ddie iaf@d telidlid It mdrd RN AIJAGR! athd G & AFENIGH LAl A IS
0000h. An area definition region with an area code #xxxxh will hereinafter
be refer ddke aHmtited idefiny tdeai IRy #5000 alijta@RPraeprd at e.
capacity of a service definition region for administering
the service region.
Furthermore, in area definition regions, service
definition regions, area registration service definition
10 regions, and service registration service definition regions,
identification codes for identifying these regions are
allocated. Identification codes for identifying area
definition regions, and service definiﬁion regions, area
registration service definition regions, and service
15 registration service definition regions will hereinafter be-
referred to as area codes and service codes, respectively,
when appropriate.
In the embodiment shown in Fig. 8, the area definition
region at the uppermost layer is allocated to the
20 administrator A. Furthermore, 0000h to FFFFh are defined as
a range of identification codes that may be used (code
range) and 012345678%abcdef is defined as an area key,
respectively. Any identification code within the code range
of the area definition region may be ﬁsed as an area code of

25 the area definition region. In this embodiment, for example,



In the layer of the area definition region #0000h of 10 the adm ni strator
A, an area registration service definition region that is required when
the adm nistrator A permts another admnistrator to forma new area
definition region is provided. In the area registration service definition
region, of the code range 0000h to FFFFh of the area 15 definition region
#0000h, 0020h is assigned as a service code. An area registration service
definition region with a service code #xxxxh will hereinafter be referred
to as an area registration service deggznition region #xxxxh when
appropriate. 20 In the |ayer of the area definition regi on #0000h of the
admnistrator A a service registration service definition region that is
required en permitti farngtio of a,new servige ,definition region is
provi ded. % W%m%r‘(ﬂqt 3 rwelgﬁ'&]tr} aqirieoncos St vlf%régede?fntrlﬁ o"’href%gi on, of the
code 25 rangc, 0000 1.9, FEFFY, of dihe, Area Lefd niddon region #0000N, - 33
0021h is aSS|gneé>as Service code” A'sérvice regi Stration service
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adm nistrator A a service definition region for the admnistrator Ato
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code range 0000h to FFFFh

definition region with an area code #xxxxh will hereinafter

be referred to as an area definition region #xxxxh when
appropriate.
In the layer of the area definition region #0000h of

10 the administrator A, an area registration service definition
region that is required when the administrator A permits
another administrator to form a new area definition region
is provided. 1In the area registration service definition
region, of the code range 0000h to FFFFh of the area

15 definition region #0000h, 0020h is assigned as a service
code. An area registration service definition region with a
service code #xxxxh will hereinafter be referred to as an
area registration service definition region #xxxxh when
appropriate.

20 In the layer of the area definition region #0000h of
the administrator A, a service registration service
definition region that is required when permitting formation
of a new service definition region is provided. 1In the
service registration service definition region, of the code

25 range 0000h to FFFFh of the area definition region #0000h,



of the area definition region #0000h, 0008h is assigned as a 10 service
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the administrator A, a service definition region for the
administrator A to provide a service is provided. 1In the
service definition region, of the code range 0000h to FFFFh
of the area definition region #0000h, 0008h is assigned as a
service code. A service definition region with a service
code #xxxxh will hereinafter be referred to as a service
definition region #xxxxh when appropriate.

The service definition region #0008h has a capacity of
eight, and thus allows usage of a service region consisting
of eight user blocks. Furthermore, the service key of the
service definition region #0008h is 0101010101010101.

Furthermore, in the layer of the area definition region
#0000h of the administrator A, an area definition region
#0100h of the administrator Bl and an area definition region
#0040h of the administrator B2 are provided as child layers
thereof. Furthermore, in the layer of the area definition
region #0000h, other area definition regions that are not
shown are provided. Thus, the number of blocks that may be
used by the area definition region #0000h (remaining

capacity) 1is, for example, thirty-seven blocks.

e adm ni strator i 0100h to O3FFh, the m ni num




Furthernore, the remaining capacity and the area key of 10 the area
definition region #0100h are fourteen and aCa0a0aCaCa0aCaO, respectively.
Furthernore, in the layer of the area definition region #0100h of the '
adm nistrator Bl, a service registration service definition region #0121h
is provided as a child layer thereof. The service code of the 15 service
regi stration service definition region is 0121h and the service key
thereof is 0101010101010101. In the layer of the service registration
service definition region #0121h, a-sggvice definition region #030Ch for
the adm nistrator Bl to provide a service is provided. 20 In the service
definition region, of the code range 0100h to O3FFh of the area definition

i on #0100h, 030Ch i i ice.code. Th i
definition reBFof FO96CHANEEN e Ee oot o¢4Rd OO Has a \eADR £F of
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defingti Jf @ Q-0UMN i iol Asyilh b)the administrator Bl is
0100h to 03FFh, the minimum value thereof, i.e., 0100h, is
assigned as an area code of the area definition region of
the administrator Bl.
Furthermore, the remaining capacity and the area key of
10 the area definition region #0100h are fourteen and
alala0ala0a0ala0, respectively. Furthermore, in the layer
of the area definition region #0100h of the administrator Bl,
a service registration service definition region #0121lh is
provided as a child layer thereof. The service code of the
15 service registration service definition region is 0121h and
the service key thereof is 0101010101010101.

In the layer of the service registration service
definition region #0121h, a service definition region #030Ch
for the administrator Bl to provide a service is provided.

20 In the service definition region, of the code range 0100h to
03FFh of the area definition region #0100h, 030Ch is
assigned as a service code.

The service definition region #030Ch with the service
code 030Ch has a capacity of sixteen, allowing usage of a

25 service region consisting of sixteen user blocks. The
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service definition block, the number of blocks that are used
due to existence of the service definition region #030Ch is
17 (= 16 + 1).

Furthermore, the service registration service
definition region #0121h itself uses one block as a service
definition block. Thus, in the layer of the service
registration service definition region #0121h, the number of
blocks in usage is 18 (= 17 + 1). Thus, it is understood
that the number of blocks allocated from the area definition
region #0100h, which is the parent layer (upper layer)
thereof, is eighteen.

Furthermore, in the layer of the area definition region
#0100h, eighteen blocks are being used in the service
registration service definition region #0121h and the
service definition region #030Ch, which are child layers
(lower layers) thereof, as described above. Furthermore,
the area definition region #0100h itself uses one block as
an area definition block. The remaining capacity of the
area definition region #0100h is fourteen as described

earlier. Thus, in the layer of the area definition region



t her eof ,
definiti

definiti

0400h to O4FFh is allocated. Since the code range 10 of the area
on region of the admnistrator B2 is 0400h to O4FFh, the m ni num
val ue thereof, i.e., 0400h, is assigned as an area code of the area '
on region of the adm nistrator B2. Furthernore, the remaining

capacity and the area key of the area definition region #0400h are
and bbb O, respectively. Next, a process of formng the
hi erarchi cal structure shown in Fig. 8 will be described with reference to

Fig. 9,
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arrangenent may be such that only the Tarea definition region

THO MG e d ivher@od ssuanee @f itdhe iG)card 2 and that the
area registration service definition region

As a code range of the area definition region #0400h of
the administrator B2, of the code range 0000h to FFFFh of
the area definition region #0000h, which is the parent layer
thereof, 0400h to 04FFh is allocated. Since the code range
of the area definition region of the administrator B2 is
0400h to 04FFh, the minimum value thereof, i.e., 0400h, is
assigned as an area code of the area definition region of
the administrator B2. Furthermore, the remaining capacity
and the area key of the area definition region #0400h are
ten and b0b0b0b0b0bOb0b0, respectively.

Next, a process of forming the hierarchical structure
shown in Fig. 8 will be described with reference to Fig. 9,
assuming that, as an example, the administrator A, to which
the area definition region #0000h at the uppermost layer is
allocated, is an issuer of the IC card 2. The administrator
A issues the IC card 2, for example, in response to a
request from a user (1). Of the hierarchical structure
shown in Fig. 8, for example, the area definition region
#0000h, the area registration service definition region

#0020h, and the service registration service definition



#0020h and the service registration service definition 10 regi on #0021h are
fornmed at a later timng by a process simlar to a process which will be
described later. Wen the admnistrator A starts providing a predeterm ned
service using a service region admnistered by a service definition region
#0008h, the adm nistrator A 15 registers information required for formng
the service definition region #0008h in a ticketing nachine 101 (2). The
ticketing nmachine 101 includes, for exanple, the YW1 and the controller
3 shown in Fig. 1. The ticketing nmachid® -101 may be di sposed, for exanple,
at a station, a retail 20 store, or other facilities. Wien the user nounts
the 1C card 2 on the ticketing nachine 101 (gets the IC card 2 into a

state mh%r&%ioglowlqptd’@ At fe}Ieh RN ]Idhrg‘a[&g?i in the ticketing

machi ne i wed), the tic I ng machi ne executes 25 ticketing,

that is, it th3RsELLS 2ne0dFRAd -aRd shedyiibad sdata ce W rihQ ilke | C card 2
based on the registéred informati on, whereby the service definition region

#0008h i s-drdEd00 20 Sand MhdisRirvical sy Ao fQceiand fde service by the
adm ni strator A using the service region adm nistered by the 5 service

defini ti Qe #i80i+QHH#AAQBIHbN B 1 dhe adEMNidd X SiBiafanskB if W shes
to provide a service using the IC card 2, nakes a contract in advance
with she bt Ht ally Amadd NG RdBMitd aA®rcadkd 2, the
arrangement may be such that only the area definition region
#0000h is formed at the time of issuance of the IC card 2
and that the area registration service definition region
#0020h and the service registration service definition
10 region #0021h are formed at a later timing by a process
similar to a process which will be described later.

When the administrator A starts providing a
predetermined service using a service region administered by
a service definition region #0008h, the administrator A

15 registers information required for forming the service
definition region #0008h in a ticketing machine 101 (2).
The ticketing machine 101 includes, for example, the R/W 1
and the controller 3 shown in Fig. 1. The ticketing machine
101 may be disposed, for example, at a station, a retail

20 store, or other facilities.

When the user mounts the IC card 2 on the ticketing
machine 101 (gets the IC card 2 into a state where
communication with the R/W 1 included in the ticketing
machine 101 1s allowed), the ticketing machine 101 executes

25 ticketing, that is, it transmits a command and required data



to register information required for formng area definition 10 regions
#0100h and #0400h in the ticketing machine 101 (3), (4). Wen the user
nounts the IC card 2 on the ticketing mnachine 101, the ticketing nmachine
101 executes ticketing, that is, it transmts a command and required data
to the IC card 2 based on registered information, whereby the area 15
definition regions #0100h and #0400h are forned. Thus, the adm nistrator Bl
or B2 is allowed to use resource of the IC card 2 within a range defined
by the area definition region #0100h »8 #0400h. In this case, the

adm nistrator Ais the ticketing agent to the admnistrator 20 Bl or B2.
Then, when the adm nistrator Bl wishes to start a predeterm ned service

usi ngan a1 &3, A4 WSETLG ] 06 48R L RPN d 80l aN #1000, the

adm ni st rat or trator to register 1 nfornmation required

for for mvff'%kr?e%f e ‘Qe%irc%gid%(f'g)%}ii%&é%r 1% dRid g QD {]oggrie | #0121h in -

39 the ticketirng machi ne 101 en tHe user nounts t card 2 on

the tickeyng mchie 10k HheddLked ingGdmehing S @it a%d | cketing,
that is, it transmts a command and required data to the I'C card 2 based

on regi StR¥AGhi% tHridftyrmal ¥ing Vel e e aledy ide] it dadHOBWARELh is
formed. When the service registration service definition region #0121h has
been §egisdraries ideftig tdloea rdefion tHoD8regi on

Each of the administrators Bl and B2, if wishes to
provide a service using the IC card 2, makes a contract in
advance with the administrator A, asking the administrator A
to register information required for forming area definition

10 regions #0100h and #0400h in the ticketing machine 101 (3),
(4). When the user mounts the IC card 2 on the ticketing
machine 101, the ticketing machine 101 executes ticketing,
that is, it transmits a command and required data to the IC
card 2 based on registered information, whereby the area

15 definition regions #0100h and #0400h are formed.

| Thus, the administrator Bl or B2 is allowed to use
resource of the IC card 2 within a range defined by the area
definition region #0100h or #0400h. In this case, the
administrator A is the ticketing agent to the administrator

20 Bl or B2.

Then, when the administrator Bl wishes to start a
predetermined service using an area administered by the area
definition region #0100h, the administrator Bl asks the
administrator A to register information required for forming

25 a service registration service definition region #0121h in



#0100h adm ni stered by the adm nistrator Bl as described 10 above, the

adm ni strator Bl conpletes preparation for providing a predeterm ned
service using a service region adninistered by a service definition region
#030Ch. When the service registration service definition region #0121h has
been registered, the adm nistrator Bl registers 15 information required
for formng the service definition region #030Ch in the ticketing machi ne
101 (5). When the wuser nounts the IC card 2 on the ticketing nachine 101,
the ticketing machine 101 transmts-a3¢ormand and required data to the IC
card 2 based on registered informati on, whereby 20 the service definition
regi on #030Ch is formed. Thus, the wuser is allowed to receive the service

i ded t i ni_st i : . e od b
Pro" Sor e, R PR B 0 MR 0,60, a0 sl oY
first adnjnist . - , |C _ (a
(o ShcoaBIEY Yo ARl WAC SR Yot i A o
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adm nistrator in a position eduivalent to that of the adm nistrator B2)
have been-LRsaddethas @ ey et &R0 Hadd Al Srddi e &bodi ment

described with reference to Fig. 9, the first admnistrator and the second
adm ng st rid fyrmad b re wHe: «p3iTe i i rd s et iafi t ildh theyilda Gy 1k i@an area

definition region, a service
formed.
When the service registration service definition region
#0121h has been registered in the area definition region
#0100h administered by the administrator Bl as described
10 above, the administrator Bl completes preparation for
providing a predetermined service using a service region
administered by a service definition region #030Ch.
When the service registration service definition region
#0121h has been registered, the administrator Bl registers
15 information required for forming the service definition
region #030Ch in the ticketing machine 101 (5). When the
user mounts the IC card 2 on the ticketing machine 101, the
ticketing machine 101 transmits a command and required data
to the IC card 2 based on registered information, whereby
20 the service definition region #030Ch is formed. Thus, the
user is allowed to receive the service provided by the
administrator Bl using a service region administered by the
service definition region #030Ch.
Although the administrator A (a first administrator A

25 (an issuer of an IC card)), the administrator Bl (a second



definition region, an area registration service definition 10 region, or a
service registration service definition region is fornmed. An area form ng
process for formng an area definition region, a service fornmng process
for formng a service definition region, an area registration service
form ng process for formng an area registration service 15 definition
region, or a service registration service formng process for formng a
service registration service definition region is executed, for exanple,
by the sequencer 91. The area formng{process, the service formng
process, the area registration service form ng process, and the 20 service
regi stration service formng process will be described with reference to a

f1owchart, d?nrl%%ﬂr%h':'rg (at0-admr1S& AR IGO0 t??arﬂg LG8 e d %Ef Sc V1 ce

form ng process, e area regi'stration service formng process, t he

service megistdYi, OQn%leﬁ:WeC%dfnﬁHI's'?:gcaRroQC%%s @ %e%@n@a%&@dﬁéttﬂ&eco%a”e

process, description will be made herein - 1 in the context of the area

form ng precesandsddl n@s3Mltr iWen ghe tibrnt dhid d1e W 86 a0 dhe
ti cketing machine 101, for exanpl e, the ticketing machine 101 transnits to

the |C aaedadminGerrand f @2)f tlatienpedh AR rd@fddiadld iRt 5
(hereinafter referred to as an area formati on command when appropriate)

and i 5f ormdaiinds tragvirsed nf ahel @miiodd rchd aleaa r itefd Riildhor afedicoite ftor
exanple, a code range of the area definition region to be formed, the
nunber offikl.o®ks the first administrator and the second
administrators may be the same administrator.
In the IC card 2, an area definition region, a service
definition region, an area registration service definition
10 region, or a service registration service definition region
is formed. An area forming process for forming an area
definition region, a service forming process for forming a
service definition region, an area registration service
forming process for forming an area registration service
15 definition region, or a service registration service forming
process for forming a service registration service
definition region is executed, for example, by the sequencer
91. The area forming process, the service forming process,
the area registration service forming process, and the
20 service registration service forming process will be
described with reference to a flowchart shown in Fig. 10.
Since the area forming process, the service forming
process, the area registration service forming process, and

the service registration service forming process are

25 Dbasically the same process, description will be made herein



allocated to the area definition region (hereinafter 10 referred to as the
nunber of all ocated bl ocks when appropriate), an area key, etc. Upon
receiving the area formation command, the IC card 2 (the sequencer 91)
recogni zes the code range, the nunber of allocated bl ocks, the area key,
etc. of the area 15 definition region to be fornmed, transmtted together
with the conmand. Furthernore, the IC card 2 recogni zes an area code of
the area definition region to be formed. That is, the m ninumvalue of the
code range of the area definition regébn-to be formed is recognized as an
area code thereof. 20 Furthernore, the I1C card.2 recogni zes an area
definition region with a code range including the code range of the area.

defini tion region c g th . t
ayer of The e R oS daresn ThRed dire? e [ AR ETT o
layer of The FEgie 25 I (A Card 2

For med has. al TESDy heenC Farned 4 (RE"ERRRERI kC Frarrend RUCRRRS iy

Is detenminedphedhsi,an a&?@ﬂ@éﬂéﬁfﬂgorﬁbare&g%@ml vg argsé?‘g]ésa @ea code

as that of fhe_area definition region to s al ready been
forned. Ifc idadss 0@t /el ifbStRRmIng hat dhe afead defidd tdiod egion to

be formed has already been fornmed, the area formng process is exited.
That §s, (Heddigamwea deffididddno as an area formation command when
appropriate) and information required for forming the area
definition region, for example, a code range of the area
definition region to be formed, the number of blocks
allocated to the area definition region (hereinafter
10 referred to as the number of allocated blocks when
appropriate), an area key, etc.
Upon receiving the area formation command, the IC card
2 (the sequencer 91) recognizes the code range, the number
of allocated blocks, the area key, etc. of the area
15 definition region to be formed, transmitted together with
the command. Furthermore, the IC card 2 recognizes an area
code of the area definition region to be formed. That is,
the minimum value of the code range of the area definition
region to be formed is recognized as an area code thereof.
20 Furthermore, the IC card 2 recognizes an area definition
region with a code range including the code range of the
area definition region to be formed as an area definition
region of a parent layer of the area definition region to be
formed.

25 In the IC card 2, it is determined in step S1 whether



regi on has already been forned, the sane area definition 10 regi on need not
be doubly fornmed, so that subsequent processing is not executed. If it is
determned in step Si that the area definition region to be formed has not
been fornmed, the procedure proceeds to step S2, in which it is determ ned
whet her the 15 code range and the nunber of allocated bl ocks (capacity) of
the area definition region to be fornmed are appropriate. That is, in step
S2, it is determ ned whether the code range of the area definition region
to be formed is wthin the code range4astered in the area definition region
of the 20 parent |ayer and whether the nunber of allocated bl ocks of the
area definition region to be formed is wthin the renaining capacity
stored | t he ar ea i.tion I8
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in the area definition region of the parent [laye he procedure proceeds
to step %%s|41ﬂ@ydy13agﬂnfoﬂmé§e53|ng is executed, and the area formng

process is the

If it is determined in step S1 that the area definition
region to be formed has already been formed, the area
forming process is exited. That is, if the area definition
region has already been formed, the same area definition

10 region need not be doubly formed, so that subsequent
processing is not executed.

If it is determined in step S1 that the area definition
region to be formed has not been formed, the procedure
proceeds to step S2, in which it is determined whether the

15 code range and the number of allocated blocks (capacity) of
the area definition region to be formed are appropriate.
That is, in step S2, it is determined whether the code range
of the area definition region to be formed is within the
code range stored in the area definition region of the

20 parent layer and whether the number of allocated blocks of
the area definition region to be formed is within the
remaining capacity stored in the area definition region of
the parent layer,

If it is determined in step S$2 that the code range and

25 the number of allocated blocks of the area definition region



exited. 10 That is, in step S3, for exanple, a nessage to the effect that
an area definition region cannot be fornmed as a child layer of the area
definition region of the parent layer is transnmtted to the ticketing
machi ne 101. Thus, in this case, an area definition region is not forned
15 (ticketing is not executed). On the other hand, if it is determned in
step S2 that the code range and the nunber of allocated bl ocks of the area
definition region to be forned are appropriate, that is, if the code range
of the area definition region to be fo43ed 20 is within the code range
stored in the area definition region of the parent layer and if the nunber
of allocated blocks of the area definition region to be formed is within

t he remainy j j ; jitd o j ar ent
| ayer, tﬁee;'LJ ﬂri%oce urgér()%cg{e S étﬂ(g)ééggrﬁaag% ?ﬁHZQ lvén’i ::Bhf ?%eepg:roeda%'lc dttea{}ﬁﬁotl on
region t Qe forimed ide MRS dyioftdo QU | £l Ofnddig aea, defd ni tion

region of the parent Jlayer. That 71s, in step S4, of enpty blocks in the

EEPROM 66 odeFirhng® s tid¥ed QwWerdies ta Al 0Gle 3311 08y Ye ik o tdhd he 5 hi ghest
| ogi cal address) 1s allocated as an area definition ™~ block corresponding to

the areagigfdmi tigied @ Q¥ tthdquunfyrmeet FAWddaid®dnlodiie Fodad ange, the
remai ni ng capacity, the area key, etc. are witten (stored) in the area
5 area definition region to be formed exceeds the remaining
capacity stored in the area definition region of the parent
layer, the procedure proceeds to step S$3, in which error
processing is executed, and the area forming process is then
exited.

10 That is, in step S3, for example, a message to the
effect that an area definition region cannot be formed as a
child layer of the area definition region of the parent
layer is transmitted to the ticketing machine 101. Thus, in
this case, an area definition region is not formed

15 (ticketing is not executed).

On the other hand, if it is determined in step S2 that
the code range and the number of allocated.blocks of the
area definition region to be formed are appropriate, that is,
if the code range of the area definition region to be formed

20 is within the code range stored in the area definition
region of the parent layer and if the number of allocated
blocks of the area definition region to be formed is within
the remaining capacity stored in the area definition region
of the parent layer, the procedure proceeds to step $4, in

25 which the area definition region to be formed is formed as a



definition block. 10 In step S4, as for the code range and the area key,
the code range and the area key transmtted fromthe ticketing nachine
101 are witten as they are. As the remaining capacity, a val ue obtained
by subtracting one fromthe nunber of allocated blocks transmtted from
the ticketing 15 machine 101 is witten. The reason why the val ue obtai ned
by subtracting one fromthe nunber of allocated blocks is witten as the
remai ni ng capacity is that the area definition region that has been forned
uses one bl ock. Then, the procedure progeeds to step S5, in which the 20
remai ni ng capacity of the area definition region of the parent layer is
rewwitten, and the area formng process is exited. That is, in step S5, a

val ue obt gj. racti t er_ of | Qcat bl qcks fromthe
remaini né:%clgggc]i%f%%% ﬁgiearag%adg%fr}hl O T ergel lﬁ%o%§%§%§apr§netnt | ayer is
new y vwif%yg} as the remai ning capacity of - 45 the area definition region
of the parent layer. The respective area definition regions #0100h and

#0400h of the,adh Lot G4t ¢8oB54and BRnoRhow R Fig, efle RESROlOGEED bY

executing the area formng process desc ed above. 5 i's, at the time

of issuangg Pf Hhe de G rrodthe1 AT St Pods Jits gapier thereof,
owns all the resource of the IC card 2. For "exanple, identification codes
and cepagiiighddtatl gpe e ) tike d1G Rtb R & &n area definition

block corresponding to the area definition region to be

formed. Furthermore, the code range, the remaining capacity,

the area key, etc. are written (stored) in the area

definition block.

10 In step S4, as for the code range and the area key, the
code range and the area key transmitted from the ticketing
machine 101 are written as they are. As the remaining
capacity, a value obtained by subtracting one from the
number of allocated blocks transmitted from the ticketing

15 machine 101 is written. The reason why the value obtained
by subtracting one from the number of allocated blocks is
written as the remaining capacity is that the area
definition region that has been formed uses one block.

Then, the procedure proceeds to step S5, in which the

20 remaining capacity of the area definition region of the
parent layer is rewritten, and the area forming process is
exited. That is, in step 85, a value obtained by
subtracting the number of allocated blocks from the
remaining capacity of the area definition region of the

25 parent layer is newly written as the remaining capacity of



0000h to FFFFh and 65, 533 bl ocks, at the tine of issuance of 10 the IC card
2, the only area definition region that exists is the area definition
regi on #0000h at the uppernost layer with a code range of 0000h to FFFFh
and a remaining capacity of 65,532. In this enbodi ment, the EEPROM 66 has
65, 536 bl ocks as 15 shown in Fig. 7. The reason why capacity that may be
used of the ICcard 2 imedi ately after issuance thereof is 65,533 bl ocks,
three bl ocks fewer than that, is that the production ID block, the

i ssuance I D block, and the system def4®i+ion block are present, as shown
in Fig. 7. 20 Also, the renmaining capacity of the area definition region
#0000h at the uppernost |ayer is 65,532 bIocks one bl ock fewer than

65, 533 bl %(éksarté}gtd Y108 456 éi%eté?t %}alaerneca 1ds %u tion region #0000h

itself uses one A ser Vi f|n| region I's Torned basically by a
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appropriate. That is, in step S2, It is determ ned mhether he 'servi ce
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whet her tihe thudhera tofehd aer! e bletienf dharmernd cardlef i ridd on region to
be formed is within the remaining

administrator A, as the issuer thereof, owns all the
resource of the IC card 2. For example, identification
codes and capacity that may be used of the IC card 2 are
0000h to FFFFh and 65,533 blocks, at the time of issuance of

10 the IC card 2, the only area definition region that exists
is the area definition region #0000h at the uppermost layer
with a code range of 0000h to FFFFh and a remaining capacity
of 65,532.

In this embodiment, the EEPROM 66 has 65,536 blocks as

15 shown in Fig. 7. The reason why capacity that may be used
of the IC card 2 immediately after issuance thereof is
65,533 blocks, three blocks fewer than that, is that the
production ID block, the issuance ID block, and the system
definition block are present, as shown in Fig. 7.

20 Also, the remaining capacity of the area definition
region #0000h at the uppermost layer is 65,532 blocks, one
block fewer than 65,533 blocks that may be used, is that the
area definition region #0000h itself uses one block.

A service definition region is formed basically by a

25 process similar to the area forming process described with




capacity stored in the area definition region of the parent 10 |ayer.

Al so, an area registration service definition region and a service

regi stration service definition region are forned basically by a process
simlar to the area form ng process described with reference to the
flowchart shown in 15 Fig. 10; however, in step S2, it is determ ned

whet her a service code, instead of the code range, is appropriate. That
is, instep S2, it is determ ned whether the service code of the area

regi stration service definition regtof6or the service registration service
definition region 20 to be fornmed is wthin the code range stored in the
area definition region of the parent |ayer. Since each of the area

reglstratl servi e finition regi on and t seryj ¢ re istration
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the remainidg £Apagl i, jifoaﬁm%%a mﬁé&dea;eaasdeezfmg' Aud egl Oglceoaf J}?

parent Iaye exi’'st’s. when adm ni strat’ion 1nfornm |0n

admi ni St &l Godts YardAChs R AINAUEL almad ol el e dQ s | oty 'gﬁg

i nformati on when appropriatey, reqU|red f orm'ng an area ‘definition

region, QI iGRIAMNHIUHdORHEHO i @ CodS W thdS&wide range, the
nunber of allocated blocks, an area key, a service key, is registered in

the thckefd fig NG N giGh ansl dd Ceakdtl iisS XanUt ath@ S dias oFd with
reference to Fig. 9, If the ticketing nmachine 101 is disposed, for
exanpl e, s{dored in the area definition region of the parent layer and
whether the number of allocated blocks of the service
definition region to be formed is within the remaining
capacity stored in the area definition region of the parent
10 layer.

Also, an area registration service definition region
and a service registration service definition region are
formed basically by a process similar to the area forming
process described with reference to the flowchart shown in

15 Fig. 10; however, in step S2, it is determined whether a
service code, instead of the code range, is appropriate.

That is, in step $2, it is determined whether the
service code of the area registration service definition
region or the service registration service definition region

20 to be formed is within the code range stored in the area
definition region of the parent layer. Since each of the
area registration service definition region and the service
registration service definition region occupies only one
block, it is sufficient that the remaining capacity stored

25 in the area definition region of the parent layer exists.




a station, a retail store, or other insecure places, it is 10 not
preferable fromthe viewoint of security managenent because
susceptibility to unjust acts such as eavesdropping and tanpering is high
as described earlier. Thus, as shown in Fig. 11, an adm nistrator that is
to forman area definition region, a service definition region, 15 etc.
(hereinafter referred to as a ticketing agent when appropriate) encrypts
ticketing information and transmts the encrypted ticketing information to
and registers it in the ticketing machine 101 via a transm ssion nedi um
121 such as a public network, the Internet, a terrestrial wave, a 20
satellite link, or a CATV (Cable Tel evision) network. The ticketing

machi ne 101 €AY L chng FRGHURLEA bl ledg, i BEOTEIA! 1019 JLg G car d

2, and the ICcard ecrypts the ‘“encrypted ticketing intornation and

forms an AHA MRS ke At A1 b SIMGJIN Nd IOed.gp. 25 Fig. 11
2 h only 48

shows the 1 C card in whic a storage - region tor the

adm ni st rigfQyrotbk itdh WHIH oy A hadbqeen ey | ainech angh idyashi ch a

storage region for the admnistrator #2 to provide a service has been

confi gur et £i(iitGke! ingyihas, heajeRxeUtRD B 1485 FdJuasch ahave. , SNext, Fig.

12 shows an exanpl e construction, according to an enbodi nent, of a
tickesi NGPraOcassd NEarsys) ethd hadmbexestit £51688t&8CKELERY, PRACAESadREGH | bed

above. A ticketing information providing apparatus 131 executes a
ticketing service key, is registered in the ticketing machine 101
and ticketing is executed as described with reference to Fig.
9, if the ticketing machine 101 is disposed, for example, at
a station, a retail store, or other insecure places, it is
10 not preferable from the viewpoint of security management
because susceptibility to unjust acts such as eavesdropping
and tampering is high as described earlier.
Thus, as shown in Fig. 11, an administrator that is to
form an area definition region, a service definition region,
15 etc. (hereinafter referred to as a ticketing agent when
appropriate) encrypts ticketing information and transmits
the encrypted ticketing information to and registers it in
the ticketing machine 101 via a transmission medium 121 such
as a public network, the Internet, a terrestrial wave, a
20 satellite link, or a CATV (Cable Television) network. The
ticketing machine 101 transmits the encrypted ticketing
information to the IC card 2, and the IC card 2 decrypts the
encrypted ticketing information and forms an area definition
region or a service definition region.

25 Fig. 11 shows the IC card 2 in which only a storage




information providing process, which will be described later, 10 to
transmt ticketing information in an encrypted form (hereinafter referred
to as encrypted ticketing information when appropriate) to the ticketing
machi ne 101 via the transm ssion nedium 121. The ticketing machine 101
receives the encrypted 15 ticketing information fromthe ticketing
information providing apparatus 131 and registers it. Wien the IC card 2
is nounted, the ticketing machine 101 transmts the encrypted ticketing
information to the 1C card 2. The IG ¢@rd 2 receives the encrypted
ticketing information fromthe 20 ticketing nmachine 101, and executes a
decryption process which will be described |ater, thereby decrypting the

encrypted ti.cketing .nfaorpati.on into qriginal_ti.cketin Lnforngiion. Then,
the 1C card lfnexféjcrgttehse t%dgnpiélrlesar% rrag:ron% ﬁ*gl gcpor deess oS e s‘%Eerrvvji e hf‘a m ng

process, e@)%te@% c%%gdx{lf‘e%g"!&d“ 190 JhQ_fcfg ?an%%c}r%tiéq%éog*]i%gf%rt own in Fig.

10, thereby formn an area inition Tegi a service definition

regi on  hagad, ;. LNe, A90r WRY 6 dvickePtd NG JyiQ TREd AbedNeXn s @diideiet i ng

information providing process executed by the ticketing I nformation

provi di ngARAAINS sl bl ldx 8 [esCTbel W dihdeiagnce to a flowchart
shown in Fig. 13." The ticketing information providing apparatus 131

recei yes inpuiegk, Fof.exa2mhewsaatodfampnae conle rakihien,obccakkengt ed
bl ocks, and an area key required for form ng an

to an embodiment, of a ticketing processing system that
executes the ticketing process described above. A ticketing
information providing apparatus 131 executes a ticketing
information providing process, which will be described later,

10 to transmit ticketing information in an encrypted form
(hereinafter referred to as encrypted ticketing information
when appropriate) to the ticketing machine 101 via the
transmission medium 121.

The ticketing machine 101 receives the encrypted

15 ticketing information from the ticketing information
providing apparatus 131 and registers it. When the IC card
2 is mounted, the ticketing machine 101 transmits the
encrypted ticketing information to the IC card 2. The IC
card 2 receives the encrypted ticketing information from the

20 ticketing machine 101, and executes a decryption process
which will be described later, thereby decrypting the
encrypted ticketing information into original ticketing
information. Then, the IC card 2 executes the area forming
process, the service forming process, etc. described with

25 reference to the flowchart shown in Fig. 10, thereby forming



area definition region; for exanple, a service code, the 10 nunber of

all ocated bl ocks, and a service key required for formng a service _
definition region; for exanple, a service code and a service key required
for formng an area registration service definition region; or, for
exanple, a service code and a service key required for formng a 15
service registration service definition region. Then, in step SlI,
ticketing information is created based on the input information. That is,
for exanple, in the case of an area de49nttion region, when a code range,
t he nunber of allocated bl ocks, 20 and an area key required for formng
the area definition region are input, ticketing information is created by

associ at i ke, tréos%1 ftl%% For nofm:a s%re\gvcieced%féﬂ thQ) r%gj .QQ), an area

regi Stl‘atIOI’l servi ce |n|t re Ion, Or a sSservi ce regl St IOﬂ service

definiti i.Qn @Q%] - 50 Then t he
procedurgﬂbroceghgﬁ%%%%ggﬁ&%%ii%ﬁggﬁ1 ﬁy quyk (nggsage authentlcatlon
code) is creajgdy TQetwgﬁehﬁngc&ﬁ%h@ﬂa@xousbeavadﬁaahpee@@ssetc so that
creation of différent original data (e.g., combination of a service code 5

range, a SRRAREY bydRhd @3 KR il i i i ArfditS FAFHoNAMINY ddpiraxde MAC is
inhibited. Then, in step S13, the ticketing information is encrypted.
Detai bs af3it ha 1aneey pldsot iWdd wWiahdes@deete to a flowchart shown in
Fig. 13. The ticketing information providing apparatus 131
receilves input of, for example, a code range, the number of
allocated blocks, and an area key required for forming an
area definition region; for example, a service code, the
10 number of allocated blocks, and a service key required for
forming a service definition region; for example, a service
code and a service key required for forming an area
registration service definition region; or, for example, a
service code and a service key required for forming a
15 service registration service definition region. Then, in
step S11, ticketing information is created based on the
input information.
That is, for example, in the case of an area definition
region, when a code range, the number of allocated blocks,
20 and an area key required for forming the area definition
region are input, ticketing information is created by
associating those items. Forming of a service definition
region, an area registration service definition region, or a
service registration service definition region is executed

25 in a similar manner.



| ater. The procedure proceeds to step S14, in which an 10 identification
code (an area code if the encrypted ticketing information is for formng
an area definition region, or a service code if the encrypted ticketing
information is for formng a service definition region, an area
registration service definition region, or a service registration service
15 definition region) is added to the encrypted ticketing information as a
header, and the information is transmtted to the ticketing machine 101
via the transm ssion nmedium 121, and $he-ticketing information providing
process is exited. In this enbodinment, the ticketing information created

20 in step SIl is one of information for formng an area definition

region, inforfREhoNchar pfBLaNg @ p3BLLEas a;@efsic_%%a_t s9B T egi QR pnhor mati on

for formng an area registration service definition region, and

i nf or mat vt f @fes SN Sl d 15 QPR atd Ursarad ce @l iMid i region.
25 First, a case where a new area registration service - 51 definition

regi on #QQ2Qtds yoristhgd i Hh Sbidindalc t e @ifa defdtidd JE regi on
#0000h that has already been registered, as shown in Fig. 14A wll be
descri bediifJgremt tdre qAmed rdgisst fealg .0n eMobiree: idef id¥ td e mageorediR020h is
5 newy forned, in step S11, ticketing information is created by

assocbat irange ser dapacidge, (@D2Hea &y @tser vircectdey ca<E)0 HEMHHL GCHEL01) .
More specifically, ticketing information that has been
same MAC is inhibited.

Then, in step S13, the ticketing information is
encrypted. Details of the encryption will be described
later. The procedure proceeds to step S$14, in which an

10 identification code (an area code if the encrypted ticketing
information is for forming an area definition region, or a
service code if the encrypted ticketing information is for
forming a service definition region, an area registration
service definition region, or a service registration service

15 definition region) is added to the encrypted ticketing
information as a header, and the information is transmitted
to the ticketing machine 101 via the transmission medium 121,
and the ticketing information providing process is exited.

In this embodiment, the ticketing information created

20 in step S11 is one of information for forming an area
definition region, information for forming a service
definition region, information for forming an area
registration service definition region, and information for
forming a service registration service definition region.

25 First, a case where a new area registration service




created and encrypted is as shown in Fig. 14B. That is, at 10 the

begi nning of the ticketing information shown in Fig. 14B, a service code
#0020h of the area registration service definition region #0020h is

di sposed as a header. The service code #0020h is not encrypted so that the
parent layer can be identified in the 1C card 2. 15 The service code
#0020h serving as a header, which is not encrypted, is followed
sequentially by the service code #0020h, one as the nunmber of allocation
bl ocks, 0101010101010101 that serves mB a service key #0020h, and a MAC
that are to be stored in the area registration service 20 definition region
#0020h. These itens are encrypted (shown as shaded in Fig. 14B) using

012345678 cdef.,, which is .t ar.ea key #0QQOh .of t area definition
region # d‘t?lgé'ro\}’i F§IRs & OEbZZrO th3 !\flléxr%",edg l@éssé:%e%@ émr%/\r/ g:é]rei/i ce

regi stration sgri . 25 A Njty eq Q S I under the area
definiti (?ﬁ:e?“ éﬂrng“&lgﬁl #I% i t#ﬁ;b{boﬁagéh%lr{r glgafi]a[)leﬂeer?c&;gl setqler ed, as shown

I PO i diidda Desdosehibad: AMEN e SANM G IR LI 0N s §RIaYT Ce

definitionTegion #0 ornmed,” tickéting i nfornation I's created

is as shey itdF Fegh2Bratidn s2dvicAladfigRaH NV N #dvedd cketing

information shown in Fig. 15B, a service code #0021h of the service
regi sératjedny SRrHiete def isHdy @ 17 eai ik AQY T d o i8Pesed A @ dirader .

The service code #0021h is not encrypted so that the parent
by associating a service code (0020h) and a service key
(0101010101010101) .
More specifically, ticketing information that has been
created and encrypted is as shown in Fig. 14B. That is, at

10 the beginning of the ticketing information shown in Fig. 14B,
a service code #0020h of the area registration_service
definition region #0020h is disposed as a header. The
service code #0020h is not encrypted so that the parent
layer can be identified in the IC card 2.

15 The service code #0020h serving as a header, which is
not encrypted, is followed sequentially by the service code
#0020h, one as the number of allocation blocks,
0101010101010101 that serves as a service key #0020h, and a
MAC that are to be stored in the area registration service

20 definition region #0020h. These items are encrypted (shown
as shaded in Fig. 14B) using 0123456789abcdef, which is the
area key #0000h of the area definition region #0000h serving
as a parent.

Next, a case where a new service registration service

25 definition region #0021h is formed under the area definition



| ayer can be identified in the IC card 2. 10 The service code #0021lh
serving as a header, which is not encrypted, is followed sequentially by
the service code #0021h, one as the number of allocated bl ocks,
0101010101010101 as a service key #0021h, and a MAC that are to be stored
in the service registration service definition 15 regi on #0021h. These
items are encrypted (shown as shaded in Fig. 15B) by the process of step
S13 using 0123456789abcdef, which is the area key #0000h of the area
definition region #0000h serving as & parent. Next, a case where a new area
definition region #0100h 20 is formed under the area definition region
#0000h that has already been registered, as shown in Fig. 16A, wll be

descri bed.o Jlicgkefddifhl LTI O thly) Slpaled s asy Shovhdyy Hyg. 168

That is, at” the beginning of t ting in mation s Ig. 16B

an area Oh, ;2 t ; ef g 4 L .Qn: . d i.sposed as
a header %%eSgin]él)‘hgv l&?'egjeco&c}gs%l%ocﬂ' i swﬂn%dt O{ahnéc‘ra%p%dé (%(])10 %laét&t%els&gar ent

layer candig identd i ftidh A& ildn R 14 £diened | CRLLAIG Apf or mati on
provi di ng applar at us l131,1'thelhﬁfz;lc‘;rlea code #Ollooh isei'den% f%]glcﬁ y the code

range in igH¥Hmd i reHd 0N s Al ed SdeAustde Rreay Codss canrhia:
identified by the code range since the area code of an area definition
regi op i 9s,the iHd megMaliey idF e addadainge ihesenftidh tdiswn erbodi ment
as described earlier.
Fig. 15B, a service code #0021lh of the service registration
service definition region #0021lh is disposed as a header.
The service code #0021h is not encrypted so that the parent
layer can be identified in the IC card 2.
10 The service code #0021h serving as a header, which is
not encrypted, is followed sequentially by the service code
#0021h, one as the number of allocated blocks,
0101010101010101 as a service key #0021h, and a MAC that are
to be stored in the service registration service definition
15 region #0021lh. These items are encrypted (shown as shaded
in Fig. 15B) by the process of step S13 using
0123456789%abcdef, which is the area key #0000h of the area
definition region #0000h serving as a parent.
Next, a case where a new area definition region #0100h
20 is formed under the area definition region #0000h that has
already been registered, as shown in Fig. 16A, will be
described. Ticketing information that is created is as
shown in Fig. 16B. That is, at the beginning of the

ticketing information shown in Fig. 16B, an area code #0100h

25 of the area definition region #0100h is disposed as a header.



The area code #0100h serving as a header, which is not 10 encrypted, is
foll owed sequentially by a service code range #0100h to O3FFh, fourteen as
t he nunber of allocated blocks (capacity), aCa0aOaCaOaCaCaO as an area key
#0100h, and a MAC that are to be stored in the area definition region
#0100h. These itens are encrypted (shown as shaded in Fig. 15 16B) by the
process of step S13 using 0101010101010101, which is the service key
#0020h of the area registration service definition region #0020h serving
as a parent. When an area definition-r&gien is newy forned as above,
encryption is executed using a service key of an area 20 registration
service definition region that has already been fornmed. Thus, referring to

PO, B Tor SXAEPLE.al REacAqfh R 1At b BLaRs AN Bo aR-r e gl stratl on

service definition region is not a | owed OVIde an area definition

region ady st @ a%rbka%{‘@}é’efdéfpdﬂﬂeﬁ riaf OcrheCI!Cn <xd e arga gfinition
regi on #0100h adm™ni stered by the - admnistrator Bl1. That 1s, in the

I C card %,; QN dd & AHBNGS %rdﬁ\ﬁn)hg P PH ) 1 18a IR id¥dd Mbdeegi on
is received, if a service Kkey of an area reglstratlon service definition

region t hml_oot'n SQf iRferAS. fA RBNENItHES dtte SR M ddphd Gryhation.
decryption is not allowed. This indicates that, for exanple, the

adm ngst rafiey iA iteclysenathd Giridshiddde tdah amhr indesitiaticsd Bl thHeoorasidl easi ng
a region adm nistered by the
range since the area code of an area definition region is
the minimum value in the code range thereof in this
embodiment as described earlier.
The area code #0100h serving as a header, which is not

10 encrypted, is followed sequentially by a service code range
#0100h to 03FFh, fourteen as the number of allocated blocks
(capacity), alal0ala0ala0al0a0 as an area key #0100h, and a
MAC.that are to be stored in the area definition region
#0100h. These items are encrypted (shown as shaded in Fig.

15 16B) by the process of step $13 using 0101010101010101,
which is the service key #0020h of the area registration
service definition region #0020h serving as a parent.

When an area definition region is newly formed as above,

encryption is executed using a service key of an area

20 registration service definition region that has already been
formed. Thus, referring to Fig. 8, for example, the
administrator Bl not having an area registration service
definition region is not allowed to provide an area

definition region administered by another administrator C in

25 the area definition region #0100h administered by the



adm ni strator Bl. 10 Next, a case where a new service definition region
#0008h is formed under the area definition region #000h that has already
been registered, as shown in Fig. 17A, will be described. Ticketing
information that is created is as shown in Fig. 17B. That is, at the

begi nning of the 15 ticketing informati on showm in Fig. 17B, a service code
#0008h of the service definition region #0008h is di sposed as a header.
The service code #0008h is not encrypted so that the parent |ayer can be
identified in the IC card 2. The servi %4 €ode #0008h serving as a header,
which is 20 not encrypted, is foll owed sequentially by the service code
#0008h, eight as the nunber of allocated bl ocks, 0101010101010101 t hat
serves a A {#0008h, and a MAC that are to be stored in the
service %mg}§1 ﬁ%%ﬁ¥§§¥%n #0008h These itens are encrypted by the process

of step 25 S13,(sheun 3§ %p@d% a6 9, L{Bh 4§ ng BHHALOFITOLAAL. - 55

which is the service’'key o he servicé registration service

regi on #GQZ4N RETMH NEAS e fa 8 on WIS A & e dafddy tioh 4 ediqnds newy
formed, encryption is executed using a service key of an area b5

regi stratdegn c¥erat Ga-lefidyitd o died Grerdviale hasr il ieady Repibn fafdwed. Thus,
referring to Fig. 8 for exanple, the admnistrator Bl having the service

regi stratdediveserad ce padefntiity oy egicyed!G2thd st@ldamed to provide a
serviee decryption is not allowed. This indicates that, for example,
the administrator A is allowed to inhibit the administrator
Bl from subleasing a region administered by the
administrator Bl.
10 Next, a case where a new service definition region
#0008h is formed under the area definition region #0000h
that has already been registered, as shown in Fig. 17A, will
be described. Ticketing information that is created 1is as
shown in Fig. 17B. That is, at the beginning of the
15 ticketing information shown in Fig. 17B, a service code
#0008h of the service definition region #0008h is disposed
as a header. The service code #0008h is not encrypted so
that the parent layer can be identified in the IC card 2.
The service code #0008h serving as a header, which is
20 not encrypted, is followed sequentially by the service code
#0008h, eight as the number of allocated blocks,
0101010101010101 that serves as a serviée key #0008h, and a
MAC that are to be stored in the service definition region

#0008h. These items are encrypted by the process of step

25 813 (shown as shaded in Fig. 17B) using 0101010101010101,



definition region 030Ch in the area definition region 0100h 10 adm ni stered
by the adm nistrator Bl, but another adm nistrator C (not shown) not
having a service registration service definition regionis not allowed to
provide a service definition region in an area definition region under

adm nistration. 15 That is, in the IC card 2, even if a command for newy
formng a service definition region is received, if a service key of a
service registration service definition region that serves as a parent is
not stored in the IC card 2, decrypti®d® +s not allowed. This indicates
that, for 20 exanple, the admnistrator Ais allowed to permt the
admnistrator Cto provide an area definition region but not to provide a

service 4 4 i j : ' q%gyg,' i :gﬂ? ' . the
admi ni st S'g{lodr}l A S?{}h}{eee?és%}elrd%zf%g% ?gaar 2 |cné ﬁﬁ:%sztase %?%%Vla‘%]omed
to provi dg. @& NeW & 6] Hiddamh e gnders theesno6 area definition

regi on #000h adnm nistered by the admnistrator A and to assign a right to

provide yet g@nahhenh area defrlinitlion regien ardnawhahltmedorovide a
service definition region under the area definition'region 5 separately to

ot her busimassHtardn il Lex A tdes G IR Ahawesi & nes, tdckal ifwed nformation is

encrypted using an area key or a service key that 1s a parent, it is

i npossi blreedic 4 doHaa i ddmiditika! im@yion that has already been
formed. Thus, referring to Fig. 8, for example, the
administrator Bl having the service registration service
definition region #0121h is allowed to provide a service
definition region 030Ch in the area definition region 0100h

10 administered by the administrator Bl, but another
administrator C (not shown) not having a service
registration service definition region is not allowed to
provide a service definition region in an area definition
region under administration.

15 That is, in the IC card 2, even if a command for newly
forming a service definition region is received, if a
service key of a service registration service definition
region that serves as a parent is not stored in the IC card
2, decryption is not allowed. This indicates that, for

20 example, the administrator A is allowed to permit the
administrator C to provide an area definition region but not
to provide a service definition region.

As described above, in this embodiment, the
administrator A (the issuer of the IC card 2 in this case)

25 is allowed to provide a new area definition region under the



information unless the area key or the service key is known. 10 Thus,

| eakage of the content of the encrypted ticketing information is prevented
even if the encrypted ticketing information is transmtted to an insecure
pl ace. Furthernore, as a result, for exanple, it is possible to

distribute the encrypted ticketing information to a third 15 party to ask’
registration on the ticketing nmachine 101, transmssion to the IC card 2,
etc. Since the ticketing information is encrypted herein using an area key
or a service key that is a parent, ®basécally, it is desired that the
ticketing informati on 20 providing process be executed under the

supervi sion of an adm nistrator of the parent That is, if the ticketing

i nformati %ao VIRl queeqs]he pa(fdeiﬁflg(ﬁ& tgerltéu y, the area key

or the servic ey Y hat use ryp |on must be known

to the t@d}ﬂrﬂ%@ﬁ’atd’i&mp@h dria Y RyefLraiy OB ANG ad eypoi nt of

security; thus, is - 57 desire t at the ticketing 1 nformation

provi di nerw@f‘eezssa&% REGHHEh NGRS & rHRE Il H O Pfp Al R i strat or - of
the parent. Next, a decryption process that is executed by the IC5 card 2

wll be Mﬂé@@é’ﬂﬂﬁlﬂﬁfrﬁrﬁ&%r{ Qraidy Gd@%frteasrtfé’ﬂnlﬂd:d Q:egll%n

descri bed earlier, when encrypted ticketing information is transmtted
fron15he§gpaﬁaﬂduy|ﬁH(Hﬂn§ﬂ(nhsﬂﬂé§g(gﬂulﬁﬂgguaius 131, the ticketing

machi ne 101 receives

As described above, since ticketing information is
encrypted using an area key or a service key that is a
parent, it is impossible to know content of the ticketing
information unless the area key or the service key is known.

10 Thus, leakage of the content of the encrypted ticketing
information is prevented even if the encrypted ticketing
information is transmitted to an insecure place.
Furthermore, as a result, for example, it is possible to
distribute the encrypted ticketing information to a third

15 party to ask registration on the ticketing machine 101,
transmission to the IC card 2, etc.

Since the ticketing information is encrypted herein
using an area key or a service key that is a parent,
basically, it is desired that the ticketing information

20 providing process be executed under the supervision of an
administrator of the parent. That is, if the ticketing
information providing process is executed by a third party,
the area key or the service key that is the parent, used for
encryption, must be known to the third party, which is not

25 preferable from the viewpoint of security; thus, it is



and registers it. Wen the ICcard 2 is nounted, the 10 ticketing nachi ne
101 transmts the encrypted ticketing information to the IC card 2. The IC
card 2 receives the encrypted ticketing information fromthe ticketing
machi ne 101, and it determnes in step S21 whether a correspondi ng area 15
definition region, area registration service definition region, or service
regi stration service definition region has been identified as a parent of
an area definition region, a service definition region, an area
registration service definition regtrof7 er service registration service 20
definition region that is to be formed based on the encrypted ticketing
information. That is, in step S21, by referring to the header of the

Feg o, Uier S d L G T AT SRRSO, KR AEE p AR sl
code of an angad QRS AHON HRIM G8 on 3 ﬂ?fald}ﬁdifer;féua%%f ay,d he

service code of a service registration service Initron region that is
to be forgmudnd s recognized. Furthernore, in step S21, if an area
registration 5 service definition region is to be forned as shown in Figs.

14A and 14B olelxf: 2 aS@Vrg®tioal pirbalkis@n t7anViige «kefdutidd @y thegiren is to
be formed as shown in Figs. 15A and 15B, an area definition region that
i ncl uges ddwl serwilde OdRescribed with reference to a flowchart shown
in Fig. 18. As described earlier, when encrypted ticketing
information is transmitted from the ticketing information
providing apparatus 131, the ticketing machine 101 receives
and registers it. When the IC card 2 is mounted, the
10 ticketing machine 101 transmits the encrypted ticketing
information to the IC card 2.
The IC card 2 receives the encrypted ticketing
information from the ticketing machine 101, and it
determines in step S$21 whether a correspondiﬁg area
15 definition region, area registration service definition
region, or service registration service definition region
has been identified as a parent of an area definition region,
a service definition region, an area registration service
definition region, or service registration service
20 definition region that is to be formed based on the
encrypted ticketing information.
That is, in step S21, by referring to the header of the
encrypted ticketing information, the area code of an area
definition region, the service code of a service definition

25 region, the service code of an area registration service



recogni zed in the code range thereof is detected fromthe 10 EEPROM 66, and
the area definition region is identified as a parent. If an area
definition region is to be formed as shown in Figs. 16A and 16B, an area '
definition region that includes an area code recognized in the code range
thereof 15 is detected, an area registration service definition region

regi stered thereunder is detected fromthe EEPROM 66, and the area

regi stration service definition regionis identified as a parent |ayer. If
a service definition region is to be $®r+ed as shown in Figs. 17A and 17B,
an 20 area definition region that includes a service code recognized in
the code range thereof is detected, a service registration service

definiti %friefﬂ.itqr?mr. | toeﬁr,e%rt r{%{ee%qq&ecf% ﬁcicgleet eocg ead.sfergz@ctehe EEPROM 66,

and the service registrati'on service lonregion 1I'sidentified as a

parent. f rPts of 5t [ .t QU ed, ; - jdentified
in step %%ijlﬁy taﬁgtaaloprc')s‘cesvs:L escf:eﬁaﬁlg&lé%o%gfﬁ%e ér%tszle%ﬁtfﬂ bﬁer o%c?oerédcfgieto step
S22, whi lig ideJyPEERAS t0 step S24 when identification failed. A possible

cause of failure in identifying a parent is that, for exanple, when an
area 5 defini F,eRneeabed,i $nt 9tBp EonNeds an area kegiskhakign service

definition region that serves as a parent thereof has not been registered.
In step Sdvildee RITAMYPties tdegliRid NG 1Y YBlded s shown in Figs.
14A and 14B or if a service registration service definition
region is to be formed as shown in Figs. 15A and 15B, an
area definition region that includes the service code
recognized in the code range thereof is detected from the
10 EEPROM 66, and the area definition region is identified as a
parent.

If an area definition region is to be formed as shown
in Figs. 16A and 16B, an area definition region that
includes an area code recognized in the code range thereof

15 is detected, an area registration service definition region
registered thereunder is detected from the EEPROM 66, and
the area registration service definition region is
identified as a parent layer. If a service definition
region is to be formed as shown in Figs. 17A and 17B, an

20 area definition region that includes a service code
recognized in the code range thereof is detected, a service
registration service definition region registered thereunder
is detected from the EEPROM 66, and the service registration
service definition region is identified as a parent.

25 If a parent of the region to be formed has been



decrypted using an area key stored in the area definition 10 region of the
parent | ayer recogni zed in step S21, a service key stored in the area
regi stration service definition region, a service key stored in the
service definition region, or a service key stored in the service
regi stration service definition region, and then the procedure proceeds 15
to step S23. In step S23, it is determ ned whether the ticketing

i nformati on has been tanpered based on a MAC included in the

decr

ypt ed

ticketing information. The determ nati®h +s executed by checki ng whet her
t he decrypted MAC coincides 20 with a MAC that is new y cal cul ated by the
IC card 2 from other decoded information. is determned in step S23
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case, the decryption process abnormally en

and an area definition 5

regi on orirf iSRINA GRSy idRf ianiddrhd 6@ ahdts, r fddimsle | fwHdie arpraaeedure has
proceeded fromstep S21 to step S24, a nessage to the effect that an area
regi sér atdefii rsaridrc ecedgfdmiits aid Wee@Porine@l, arsefndL er g ttdtaidrpon servi ce

definition region

service definition region that serves as a parent thereof

has not been registered.

In step S22, the encrypted ticketing information is

decrypted using an area key stored in the area definition

10 region of the parent layer recognized in step S21, a service

key stored in the area registration service definition

region, a service key stored in the service definition

region, or a service key stored in the service registration

service definition region, and then the procedure proceeds

15 to step S$23.

In step $23, it is determined whether the ticketing

information has been tampered based on a MAC included in the

decrypted ticketing information. The determination is

executed by checking whether the decrypted MAC coincides

20 with a MAC that is newly calculated by the IC card 2 from

other decoded information.

If it is determined in step S$23 that the ticketing

information has been tampered, the procedure proceeds to

step S$24, in which a message to the effect that the

25 ticketing information has been tampered is transmitted to



has not been registered is transmtted to the ticketing 10 machi ne 101,
error processing such as deletion of the decrypted ticketing information
is executed, and the decryption process is exited. On the other hand, if
it is determned in step S23 that the ticketing information has not been

t anpered, the 15 decryption process is exited. In this case, the decryption
process normal ly ends, and then a process of storing the decrypted
ticketing information in the EEPROM 66, i.e., corresponding one of the
area form ng process, the service for®ng process, the area registration
service formng 20 process, and the service registration service formng
process for formng an area definition region, etc. is executed. As

descri be A i i imf t r.ovi di t 131
d abaue.y 46 o infestid 10Y ydrptd,an P g}"d&%&dxf%@ﬁ

encrypts ticketing information to create 25 éncrypte

i nfor mat iQn.e@nfh e dife GRIGvHIRETIRIG rikl idRFmRNGIoPted didkatdng

i nformation. Accordingly, unjust acts such as eavesdroppi ng and tanpering

are preveHed Ry fkcrdyptile tdrdetd NG Smeehitey 101 ssylispesed athan insecure

place and if transm ssion takes place via the transm ssion 5 nedium 121.
As a resdoryitann igikridsl) dhopreautyeGrids 08y dr0 ardalde oMW idmg a new

service using the IC card 2, the IC card 2 need not be collected, serving
to reduceerdsin neededervice definition region is not formed. If the
procedure has proceeded from step S21 to step S24, a message
to the effect that én area registration service definition
region or a service registration service definition region
has not been registered is transmitted to the ticketing
10 machine 101, error processing such as deletion of the
decrypted ticketing information is executed, and the
decryption process is exited.
On the other hand, if it is determined in step S$23 that
the ticketing information has not been tampered, the
15 decryption process is exited. In this case, the decryption
process normally ends, and then a process of storing the
decrypted ticketing information in the EEPROM 66, 1.e.,
corresponding one of the area forming process, the service
forming process, the area registration service forming
20 process, and the service registration service forming
process for forming an area definition region, etc. is
executed.
As described above, the ticketing information providing
apparatus 131 encrypts ticketing information to create

25 encrypted ticketing information, and the IC card 2 decrypts



for collection. Furthernore, a user of the ICcard 2 is 10 allowed to
receive the new service i mediately, without having the IC card 2
collected, by carrying the ICcard 2 to a place where the ticketing
machi ne 101 is disposed and executing ticketing. Furthernore, as described
earlier, a predetermned 15 admnistrator is allowed to select from
permtting other admnistrator to formonly an area definition region,
only a service definition region, or both an area definition region and a
service definition region, and is thuséhl+owed to add restriction as to
whet her or not to permt an admnistrator 20 that is allowed to forma
region is also allowed to transfer a region to another adm nistrator.

Al t hough he Jyf, ed MURd QM JaS, REGIL 14 .ri%ecdcomrf‘gig@?on-mthe

context of a non-contact card system 1In ich communi©T are executed

i N a non-ant aGicHB v At P IR damRIMtiRp Jmy c}ﬁ:é\ﬁérp@ecﬁ%érﬁd to a

card system- 62 in which communications are execute n contact.

Furt her maree, tHehe: iSGQRE iy rldtth ifee SNt INBRdIYEd 2 tQdn dddBddk to card
systens. Al though both user bl ocks and systém bl ocks are stored 5 in a

singl e MyMIAs dnde.if e EeRROVA6, t ke JalaeK Sriantthes WSt BBl ks may be
stored in physically separate nenories. Furthernore, although data is
stored | meadierEBEPROM in  this enbodi nent, data nmay be stored in a
sem conduct or
As a result, when ticketing is executed in order to
start providing a new service using the IC card 2, the IC
card 2 need not be collected, serving to reduce cost needed
for collection. Furthermore, a user of the IC card 2 is
10 allowed to receive the new service immediately, without
having the IC card 2 collected, by carrying the IC card 2 to
a place where the ticketing machine 101 is disposed and
executing ticketing.
Furthermore, as described earlier, a predetermined
15 administrator is allowed to select from permitting other
administrator to form only an area definition region, only a
service definition region, or both an area definition region
and a service definition region, and is thus allowed to add
restriction as to whether or not to permit an administrator
20 that is allowed to form a region is also allowed to transfer
a region to another administrator.
Although the present invention has been described
hereinabove in the context of a non-contact card system, in

which communications are executed in a non-contact manner,

25 the present invention may also be applied to a card system



menory ot her than the EEPROM on a nmagnetic disk, etc. 10 Furthernore,

al t hough storage regions of the EEPROM 66 are managed in a hierarchical
structure in the enbodi nent, the present invention may al so be applied to
a case where storage regions of the EEPROM 66 are not managed in a

hi erarchi cal structure. 15 Furthernore, although encrypted ticketing
information is transmtted via the transm ssion nedium 121 and registered
in the ticketing machine 101 in the enbodi nent, encrypted ticketing
information may be stored in a recori g —-nmedi um (storage nedium such as a
magneti c di sk, a magneto 20 optical disk, an optical disk, a nmenory card,

or a magnetic tape, and registered by directly carrying it to the

ticketi [ T el ; ' b b
ket Lo QIR i ol e gpameses fessyded sbove . be

execut ed y software as we en t ries of 25

Pr ocesseg gl PR A HY P e HAUNAM CARAAL WA NG nH3  the

software is installed froma recording nediumonto a conputer enbedded in

dedi cat ed shardern® ArdPndyktdmieneral - purpose personal conputer or the
li ke that is capable of executing various functions when various prograns

are 5 install adthBegaobothi dsek9pilscasdiadr afstRaVMIIG AR QMR red
construction of a general -purpose personal conputer. A CPU (Central
Processi ng Wnidin @ nefmdhie, peres.onalhec @HRROM 6¥6¢c0ideS blocks and
system blocks may be stored in physically separate memories.
Furthermore, although data is stored in the EEPROM in
this embodiment, data may be stored in a semiconductor
memory other than the EEPROM, on a magnetic disk, etc.

10 Furthermore, although storage regions of the EEPROM 66
are managed in a hierarchical structure in the embodiment,
the present invention may also be applied to a case where
storage regions of the EEPROM 66 are not managed in a
hierarchical structure.

15 Furthermore, although encrypted ticketing information
is transmitted via the transmission medium 121 and
registered in the ticketing machine 101 in the embodiment,
encrypted ticketing information may be stored in a recording
medium (storage medium) such as a magnetic disk, a magneto-

20 optical disk, an optical disk, a memory card, or a magnetic
tape, and registered by directly carrying it to the
ticketing machine 101.

The series of processes described above may be executed
by software as well as by hardware. When the series of

25 processes are executed by software, a program constituting



vari ous processes according to prograns stored in a ROM 10 (Read Only
Menory) 202 or a RAM (Random Access Menory) 203. The RAM 203 stores data
and progranms as required when the CPU 201 executes various processes. An
i nput/output interface 205 is connected to an input unit 206 including a
keyboard and a nouse, and it outputs to the CPU 201 signals 15 that have
been input to the input unit 206. The input/output interface 205 is also
connected to an output unit 207 including a display, a speaker, etc.
Furthernore, the input/output interface3205 is connected to a storage unit
208 inmpl enented by a hard disk, 20 etc., and to a conmunication unit 209
for exchanging data with ot her apparatuses via a network such as the

Internet. ., A drf Vwear21qu' § s ea(%Lfo rfead dat a froc{ri1nor wite data to a

recordi nd:hr?edslou such "as a magneetc} c sk SOt ™ {5 722, a

. magnet o- %&H%q_ﬂéeerdi% d %n ade'%ﬁ.rgact%:gjn};f‘cate%ewnatrzeS "831[”05’%1;02234@5%?21%1_% shown

in Fig. recordi ng nediumis ed by a packa a havi ng

recor ded pﬁ;{r@ﬂ’o%ﬁ%reéﬁﬁ:ﬁe% Sl Y iyl qciléeepcﬁ{aaé oy dd QB A R sonal

conput er the programto a user, such as a magnetic disk 5 221

(1 ncl udi ng . Jd:QRPY £ iP0s  Ath AR WHES K Ldoud I HAANY & LD- ROM
(Compact Disk-Read Only Menory)) and a DVD (Digital Versatile Disk)), a

magneg 0- GRid1Gal1 & Hheddn (1 ncluding an MO (M ni-Disk)), or a sem conductor
menory 224,

Fig. 19 is a diagram showing an example construction of
a general-purpose personal computer. A CPU (Central
Processing Unit) 201 of the personal computer executes
various processes according to programs stored in a ROM
10 (Read Only Memory) 202 or a RAM (Random Access Memory) 203.
The RAM 203 stores data and programs as required when the
CPU 201 executes various processes. An input/output
interface 205 is connected to an input unit 206 including a
keyboard and a mouse, and it outputs to the CPU 201 signals
15 that have been input to the input unit 206. The
input/output interface 205 is also connected to an output
unit 207 including a display, a speaker, etc.
Furthermore, the input/output interface 205 is
connected to a storage unit 208 implemented by a hard disk,
20 etc., and to a communication unit 209 for exchanging data
with other apparatuses via a network such as the Internet.
A drive 210 is used to read data from or write data to a
recording medium such as a magnetic disk 221, an optical
disk 222, a magneto-optical disk 223, or a semiconductor

25 memory 224.



or by the ROM 202, the hard disk including the storage unit 10 208, etc.
storing a program which is provided to a user by being enbedded in »
advance in a conputer. Furthernore, in this specification, steps defining a
program provided via a nediuminclude, without limtation to processes
that are executed in tinme series according to the 15 described order,
processes that are not necessarily executed in tinme series but executed in
parallel or individually. Industrial Applicability As descri bed above,
according to a data storage 20 apparat&$ and nethod and a first program of
the present invention, at |least one of a first region admnistered by a
first admnistrator, a second region for admnistering information

relating to a seryice, .a %hlrd PegE%QZr%c%arent t %reot being the first

region, for aéﬁiﬁlsterﬁﬁg ig'i% or mat’i on rgaﬁﬁgege omeéﬁning a region, an

upper | aYSfror LGP DEWGIS BRI o S8 Ukcd ity 8 ATt ered by 2

second adm™ni strator, “and th region, arent there el ng the

firSt reqiyiedi0ra RN Steni it IdALBId 0N £lsAU e Jala f AdiAg dihe

second region is formed, a key 5 stored in a region that serves as a parent

of the reQy YroAROHRL §fkolrddh the J ASENY SN d dfrchiang gncrypt ed
information received is decrypted using the key that has been read.

Accordi ngla, (b fddisly adriidpdy divk)i s &l lopedtalt aiald gegt e the first to
fourth regions arbitrarily to other
(including a CD-ROM (Compact Disk-Read Only Memory)) and a
DVD (Digital Versatile Disk)), a magneto-optical disk 223
(including an MD (Mini-Disk)), or a semiconductor memory 224,
or by the ROM 202, the hard disk including the storage unit
10 208, etc. storing a program, which is provided to a user by
being embedded in advance in a computer,
Furthermore, in this specification, steps defining a
program provided via a medium include, without limitation to
processes that are executed in time series according to the

15 described order, processes that are not necessarily executed

in time series but executed in parallel or individually.

Industrial Applicability
As described above, according to a data storage
20 apparatus and method and a first program of the present
invention, at least one of a first region administered by a
first administrator, a second region for administering
information relating to a service, a third region, a parent
thereof being the first region, for administering

25 information required for forming a region, an upper layer



10 adm nistrators. According to an information processing apparatus and

met hod and a second program of the present invention, information of a
second region is encrypted using a key admnistered by a fourth region
when requesting formati on of 15 the second region, information of a region
adm nistered by a second adm nistrator is encrypted using a key

adm nistered by a third regi on when requesting formati on of the region

adm ni stered by the second adm nistrator to a region admnistered by a
first admnistrator, information of +h& 20 third region is encrypted using
a key adm nistered by a first region when requesting formation of the
third region, and information of the fourth region is encrypted using a

key adni terg0 iy e fd 18- Jieqion hen [eauesti g » Larimld gy of the

fourth region, e encrypte ormation i s provi 0 -"a data

storage MRAING qnfif; AGCHH N J%%’ d N dd 5 tr A S AL 4 Stlﬁalllteg) d to

arbitrarily permt the second a nistrator t ormthe secon ourth

regions, b%rlqu Qa2 q8 it 1AL 1Y tird n iU RATINE Sk D& Pr event ed. -
67 CLAIMS I. A data storage apparatus for adm nistering regions for

storing dalqiired fyreriehircalind HEddHE rddiofata [Iage a appar at us
conpri si ng:

5 stored in a region that serves as a parent of the region
associated with the forming request is read, and encrypted
information received is decrypted using the key that has
been read. Accordingly, the first administrator is allowed
to allocate the first to fourth regions arbitrarily to other

10 administrators.

According to an information processing apparatus and
method and a second program of the present invention,
information of a second region is encrypted using a key
administered by a fourth region when requesting formation of

15 the second region, information of a region administered by a
second administrator is encrypted using a key administered
by a third region when requesting formation of the region
administered by the second administrator to a region
administered by a first administrator, information of the

20 third region is encrypted using a key administered by a
first region when requesting formation of the third region,
and information of the fourth region is encrypted using a
key administered by the first region when requesting
formation of the fourth region, and the encrypted

25 information is provided to a data storage medium.



5 storage neans in which at |least one of a first region admnistered by a
first admnistrator, a second region for admnistering information
relating to a service, a third region, a parent thereof being the first
region, for admnistering information required for formng a region, an 10
upper layer thereof being the first region, that is admnistered by a
second adm nistrator, and a fourth region, a parent thereof being the
first region, for admnistering information required for form ng the
second region is forned; 15 receptionééeans for receiving a request for
formng one of the first to fourth regions, and information relating to
the region associated wth the formng request, at least a portion of the

i nformati ﬁﬁﬁ cr ; i ; rs i r t he storage
nmeans, ba}g{eE ggyolﬁn’t htg{%n oﬁgnig%q}l%egdpbﬁ/g te%glc;rlg%éepﬁnon means, a key
stored i n/aieQ,0n J Rre! e &% bRATRM: s (I LA AFSAR ated with

the form ng request” anong the first to fourth regions; decryption neans
for decryddis the RAGIBIPLRG iZnd NfAIdBtd Qb dsidW {de ke fgad by, the
readi ng neans; and - 68 formng nmeans for formng the region associ ated
w th thedigdipa-tye@sstbd pridersidd.age neans based on the information
decrypted by the decryption neans. 2. A data storage nethod for

adm ni stering regions for



5 storing data in a hierarchical structure, the data storage nethod
conprising: a reception control step of controlling reception of a request
to a data storage nmediumin which at |east one of a first region '
adm nistered by a first admnistrator, a second 10 region for adm ni stering
information relating to a service, a third region, a parent thereof being
the first region, for admnistering information required for formng a
region, an upper |ayer thereof being the first region, that is
adm ni stered by a second adm nistrateré7and a fourth region, 15 a parent

t hereof being the first region, for admnistering information required for
formng the second region is forned, the request being for formng one of
the first to fourth regions, and re fgi&gn of information relating to the
region associated with the formng fequést, at |east a portion of 20 the

i nformation .beiAngilae&crsyﬁg%gjeora]aqpﬁ%d%gr}%osft&p_aq{mfﬁasdg&gid{%g%efigﬁgifg}f of the

data storage nedium bas rmation receive control by

the processOfhnd R dLG8Pt A} SUMIHI St Shri KB, S &fhid S d.LHoN that
serves as a parent of the region 25 associated with the form ng request

anong t hegdgarsltds0 corfpfridigigt h regions; a decryption step of decrypting
the encrypted information using the key read by the process of the reading
st ep; 5and storage means in which at least one of a first region
administered by a first administrator, a second region for
administering information relating to a service, a third
region, a parent thereof being the first region, for
administering information required for forming a region, an
10 upper layer thereocf being the first region, that is
administered by a second administrator, and a fourth region,
a parent thereof being the first region, for administering
information required for forming the second region is
formed;
15 reception means for receiving a request for forming one
of the first to fourth regions, and information relating to
the region associated with the forming request, at least a
portion of the information being encrypted;
reading means for reading from the storage means, based
20 on the information received by the reception means, a key
stored in a region that serves as a parent of the region
associated with the forming request among the first to
foﬁrth regions;
decryption means for decrypting the encrypted

25 information using the key read by the reading means; and



5 a formng step of form ng the region associated with the form ng request
in the data storage nedium based on the infornation decrypted by the
process of the decryption step. 3. A recording nedium havi ng recorded

t hereon a conputer- readable programfor a data storage apparatus for 10
adm nistering regions for storing data in a hierarchical structure, the
program conprising: a reception control step of controlling reception of a
request to a data storage nediumin which at |east one of a first region
adm nistered by a first administrator,6& second 15 region for adm nistering
information relating to a service, a third region, a parent thereof being
the first region, for admnistering information required for formng a

region, an URReHikhaYgkahilereef fg%hﬁﬂgt he of idedli e s e ithialy iw%h

adm ni stered by a second adm nistrator, and a“fourth region, a parent

thereof R§{GEdMeidd Slquad ah Y AYBIYSIRIAANY pdJUPTIMLin required for
formng the second Tegion is forned, the request being for formng one of

the firstidfdmitidh dHy¥ed BYW tRCHEd QP Oford i@t ion relating to the
region associated with the fornmng request, at |east a portion of 25 the

i nformat i ore beimgiaic ratyieitie metthod fadidigi st 0ing et ithd reye a regi on
of the data storage nedium based on the information received under
contrbl Itdiemgprdecessimofa thie raacdpitdadn sontfdtnlrest efhe addiay starag in a
region that serves as a parent of the region
method comprising:
a reception control step of controlling reception of a
request to a data storage medium in which at least one of a
first region administered by a first administrator, a second
10 region for administering information relating to a service,
a third region, a parent thereof being the first region, for
administering information required for forming a region, an
upper layer thereof being the first region, that is
administered by a second administrator, and a fourth region,
15 a parent thereof being the first region, for administering
information required for forming the second region is formed,
the request being for forming one of the first to fourth
regions, and reception of information relating to the region
associated with the forming request, at least a portion of
20 the information being encrypted;
a reading step of reading from a region of the data
storage medium, based on the information received under
control by the process of the reception control step, a key

stored in a region that serves as a parent of the region

25 associated with the forming request among the first to



5 associated wth the form ng request anong the first to fourth regions; a
decryption step of decrypting the encrypted information using the key read
by the process of the reading step; and 10 a form ng step of form ng the
region associated with the formng request in the data storage nmedi um
based on the information decrypted by the process of the decryption step.
4. A program for allowing a conputer that controls a data storage
apparatus for adm nistering regions for storing data 15 in a hierarchical
structure to execute: a reception contédl-step of controlling reception of
a request for formng one of a first region adm nistered by a first

adm ni strator, a second region for admnistering information relating to a
service, @ .thiyddagn, a parent 20 thereof being the first region, for
adm nistering information required for form ng a region, an upper |ayer

t her eof bEingatH%cE&b%thegEQB,p?habck§p%gﬂbnEﬁbe%ﬁ@rQEtéd second
admnistrator, and a fourth region, a parent thereof eing the first

regi on, fioff AMETNcH fditG itHOEL Dy &HE b dys for iy Adwiisrgond
region is formed, and - 71 reception of information relating to the region
associ at estepp tdhd he form ng request, at |east a portion of the
i nformati on being encrypted; a reading step of reading froma region of the
data 5 a forming step of forming the region associated with
the forming request in the data storage medium based on the
information decrypted by the process of the decryption step.
3. A recording medium having recorded thereon a computer-
readable program for a data storage apparatus for

10 administering regions for storing data in a hierarchical
structure, the program comprising:

a reception control step of controlling reception of a
request to a data storage medium in which at least one of a
first region administered by a first administrator, a second

15 region for administering information relating to a service,

a third region, a parent thereof being the first region, for
administering information required for forming a region, an
upper layer thereof being the first region, that is

administered by a second administrator, and a fourth region,

20 a parent thereof being the first region, for administering
information required for forming the second region is formed,
the request being for forming one of the first to fourth
regions, and reception of information relating to the region

associated with the forming request, at least a portion of

25 the information being encrypted;



5 storage nedium based on the information received under control by the
process of the reception control step, a key stored in a region that serves
as a parent of the region associated with the form ng request anong the
first to fourth regions; 10 a decryption step of decrypting the encrypted
information using the key read by the process of the reading step; and a
formng step of formng the region associated wwth the form ng request in
the data storage nedi um based on the 15 information decrypted by the
process of the decryption step. 5. An 7T®fornati on processing apparatus for
providing information to a data storage apparatus for adm ni stering
regions for storing data in a hierarchical structure, in which at |east

one of a firsh reduQRgAdRLR SlreieddRYig? firlbinSh 28AdM BISHLALl Qhtad Second
region for admnistering information “relating to a service, a third

region, afARE rdBhfdf bhRINGA had IiIrlo iR iUh f¥e Bl NindeF i NG
information required for formng a region, an upper |ayer thereof being

the firsted@idan byt hdle iprAFENIcH iRl Ak b SO DA AdNE ST ratyy and a

fourth region, a parent thereof being - 72 the first region, for
adm ni st e/tidt@ed AfroraBldgdon it ek rfys dOrangigrdie seayd rRfgican 1S
formed, the information processing apparatus conprising: encryption neans
for ebcryssorwy atddomiath atheoffddmeing request among the first to

fourth regions;

a decryption step of decrypting the encrypted
information using the key read by the process of the reading
step; and

10 a forming step of forming the region associated with
the forming request in the data storage medium based on the
information decrypted by the process of the decryption step.

4. A program for allowing a computer that controls a data
storage apparatus for administering regions for storing data

15 in a hierarchical structure to execute:

a reception control step of controlling reception of a
request for forming one of a first region administered by a
first administrator, a second region for administering
information relating to a service, a third region, a parent

20 thereof being the first region, for administering
information required for forming a region, an upper layer
thereof being the first region, that is administered by a
second administrator, and a fourth region, a parent thereof

being the first region, for administering information

25 required for forming the second region is formed, and




5 second region using a key adm nistered by the fourth region when
requesting formati on of the second region, encrypting infornmation of the
regi on administered by the second admninistrator using a key admi nistered
by the third region when requesting formation of the region adm nistered
by the 10 second adm nistrator, encrypting information of the third region
using a key adm nistered by the first region when requesting formation of
the third region, and encrypting information of the fourth region using a
key adm nistered by the first regi on-when-requesting formation of the
fourth 15 region; and providing neans for providing the information
encrypted by the encryption neans to the data storage nedium 6. An

| nf or mat .00 HLAGESSI NG TRAMAL [ AN IORO! TR G0, ALQGESSIAG ApRALRL uS f or

provi ding 1nformation to a orage apparatus for ering

egions LolSliid N Mald ddindedl SIA Gl SIAAL of il ch at | east

one of a Irst region admnistere y a firstt admnistrator, a second

regi on fquyygdﬂfﬁﬁﬂﬂéﬁh%;ﬁﬂgﬂ?ﬁﬂé&krelating to a service, a third
region, a parent thereof being the first region, for 25 adm nistering

information reaquehadnboktbpr BifNGeadigg eRrom2R rebd onUBRER hled¥@k at her eof
being the first region, that is admnistered by a second adm ni strator,

and asfowtddrdRyiniiung PRI drhefeofi dye) ik d e fidsdiveryigiued or

adm nistering information required for formng the second region is

formed, control by the process of the reception control step, a key
stored in a region that serves as a parent of the region
associated with the forming request among the first to
fourth regions;

10 a decryption step of decrypting the encrypted
information using the key read by the process of the reading
step; and

a forming step of forming the region associated with
the forming request in the data storage medium based on the

15 information decrypted by the process of the decryption step.

5. An information processing apparatus for providing
information to a data storage apparatus for administering
regions for storing data in a hierarchical structure, in
which at least one of a first region administered by a first

20 administrator, a second region for administering information
relating to a service, a third region, a parent thereof
being the first region, for administering information
required for forming a region, an upper layer thereof being
the first region, that is administered by a second

25 administrator, and a fourth region, a parent thereof being



5 the informati on processing nethod conprising: an encryption step of
encrypting information of the second region using a key adm ni stered by
the fourth region when requesting formation of the second region,
encrypting information of the region adm nistered by the second 10
adm ni strator using a key adm nistered by the third region when requesting
formation of the region adm nistered by the second adm nistrator,
encrypting information of the third region using a key adm ni stered by the
first region when requesting formattoh2of the third region, and encrypting
15 information of the fourth region using a key adm ni stered by the first
regi on when requesting formation of the fourth region; and a providing

step of W&viﬁf&t{{geﬂﬂtdorf@imnm%y&#e Ve @{&P%ejﬂ@ifré&gfourm

encryption step to ta storage um- 7. recordr ng medi

havi ng r ecnifiety WIRS eQibchd YBYHAT -1 4 @A L PIRITale dQFa @b, nf or mati on

processing apparatus for providing Information to a data storage apparatus

for adm Hdddind efipady Iddingdpta in a hierarchical 25 structure,
in which at |east one of a first region - 74 admnistered by a first

adm ni strat or enarypeadd MEANSN fher enadFpRiiHeinFe rmafralbilbirorneel ating to a
service, a third region, a parent thereof being the first region, for
admi npst eydduhd egyirat vy dequUikead dduidigrtd gt oy eHdEowth region
when requesting formation of the second region, encrypting
information of the region administered by the second
administrator using a key administered by the third region
when requesting formation of the region administered by the
10 second administrator, encrypting information of the third
region using a key administered by the first region when
requesting formation of the third region, and encrypting
information of the fourth region using a key administered by
the first region when requesting formation of the fourth
15 region; and
providing means for providing the information encrypted
by the encryption means to the data storage medium.
6. An information processing method for an information
processing apparatus for providing information to a data
20 storage apparatus for administering regions for storing data
in a hierarchical structure, in which at least one of a
first region administered by a first administrator, a second
region for administering information relating to a service,
a third region, a parent thereof being the first region, for

25 administering information required for forming a region, an



5 upper | ayer thereof being the first region, that is admnistered by a
second adm nistrator, and a fourth region, a parent thereof being the
first region, for admnistering information required for form ng the
second region is forned, the programconprising: 10 an encryption step of
encrypting information of the second region using a key adm nistered by
the fourth region when requesting formation of the second region,
encrypting information of the region adm ni stered by the second

adm ni strator using a key adm ni stered’by-the third region 15 when
requesting formati on of the region admnistered by the second

adm ni strator, encrypting information of the third region using a key

adm ni St el a0y NG flfeiled PP ien. 3QUeStdG,] orld an, of the third

regi on, and encrypting ormation of t regi on using a key

admi ni st izl A% teld dd @y 1 Hedopll HUMARER 1RSS! i TOTHBRIAHGD ﬁ%itdhe fourth

region; and a providing step of providing the information encrypted ' by the

process @f dahemnNendddd palieR; thd 8 At & iR I o MRHtiM: AR BinA Program

for allowng a conputer that controls an - i nformation processing

appar at Us rfffrmrtQ\Wndi dedyd ife@t Mg Ofbriih @ €ld as6E6RAYLegPPAT 2bUSokREd,
adm nistering regions for storing data in a hierarchical structure, in

whi chs at dheasin f oo tdfora giocis srie@ afe tadid risdpariedday: a first
adm ni strator,
an encryption step of encrypting information of the
second region using a key administered by the fourth region
when requesting formation of the second region, encrypting
information of the region administered by the second
10 administrator using a key administered by the third region
when requesting formation of the region administered by the
second administrator, encrypting information of the third
region using a key administered by the first region when
requesting formation of the third region, and encrypting
15 information of the fourth region using a key administered by
the first region when requesting formation of the fourth
region; and
a providing step of providing the information encrypted
by the process of the encryption step to the data storage
20 medium.
7. A recording medium having recorded thereon a computer-—
readable program for an information processing apparatus for
providing information to a data storage apparatus for

administering regions for storing data in a hierarchical

25 structure, in which at least one of a first region



5 a second region for admnistering information relating to a service, a
third region, a parent thereof being the first region, for adm nistering
information required for formng a region, an upper |ayer thereof being
the first region, that is adm nistered by a second adm nistrator, and a
fourth 10 region, a parent thereof being the first region, for

adm nistering information required for formng the second region is
formed, to execute: an encryption step of encrypting information of the
second region using a key adm ni stered7éy-the fourth region 15 when
requesting formation of the second region, encrypting information of the
regi on adm ni stered by the second adm ni strator using a key adm ni stered by

the thi ' dduAgQte Py QTN SRR ALY LD Jeglon adm NI glered by

the secon adhlnlstrator, encrypti ng i nformati on o regi-on

uSI NG 3 ket i G0l Iy O L¥erdiS Il 91 AU LML SAGEST Ry iy Mt | on of

the third region, and encrypting information ourth region using a

key adm niegiyred Hyparddiet fiHetedre@Omgiar requastidg 4:or neyg,i on of the
fourth region; and 25 a providing step of providing the information

encr ﬁﬁqt eddmiff stk itRe IrRAeRT idh MRnANEY BdOEhthd & thgyidat a 5t or age
5 upper layer thereof being the first region, that is
administered by a second administrator, and a fourth region,
a parent thereof being the first region, for administering
information required for forming the second region is formed,
the program comprising:

10 an encryption step of encrypting information of the
second region using a key administered by the fourth region
when requesting formation of the second region, encrypting
information of the region administered by the second
administrator using a key administered by the third region

15 when requesting formation of the region administered by the
second administrator, encrypting information of the third
region using a key administered by.the first region when
requesting formation of the third region, and encrypting
information of the fourth region using a key administered by

20 the first region when requesting formation of the fourth
region; and

a providing step of providing the information encrypted
by the process of the encryption step to the data storage

medium.

25 8. A program for allowing a computer that controls an
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information processing apparatus for providing information
to a data storage apparatus for administering regions for
storing data in a hierarchical structure, in which at least
one of a first region administered by a first administrator,
a second region for administering information relating to a
service, a third region, a parent thereof being the first
region, for administering information required for forming a
region, an upper layer thereof being the first region, that
is administered by a second administrator, and a fourth
region, a parent thereof being the first region, for
administering information required for forming the second
region is formed, to execute:

an encryption step of encrypting information of the
second region using a key administered by the fourth region
when regquesting formation of the second region, encrypting
information of the region administered by the second
administrator using a key administered by the third region
when requesting formation of the region administered by the
second administrator, encrypting information of the third
region using a key administered by the first region when
requesting formation of the third region, and encrypting
information of the fourth region using a key administered by
the first region when requesting formation of the fourth
region; and

a providing step of providing the information encrypted
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by the process of the encryption step to the data storage

medium.



