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" ENABLI NG MOBI LE- TO- MOBI LE CALLS IN A
COVMUNI CATI ON SYSTEM 5 FI ELD OF THE
| NVENTI ON The present invention relates to calls between
two wreless nobile stations in a -1 communi cation system and nore
particularly to a nethod and apparatus for decreasing t he anmount
of delay in signals traNETHOD ADVEBPARKTUSWOR ENSSE b"e Stat'ons
and a nmet hod for eMOﬂEE-T@-NR?B cal
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di agram of a satellite conmuni satellite 11 is in
comuni cation with at | east one ground station or hub station 10 as wel |
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tel ephone‘:,n %ﬁngé’EFBﬂp BF LR, & ST‘?énn&Met"éHSt el ephone network (PSTN) 13. The
hubigtati on 10 accepts calls fromthe PSTN 13 and relays themto the nobile

stations 12 via the satellite 11, and conversely accepts the calls
fromthe nobile stations 1BA@£QMUNDOFTHEWVE!\H‘IQNeI lite 11 and
connects the calls ta,the PSTN ‘ﬁioq'fA snal percent age of calls may
be nobile statfE¥sd HBHTates 8 plackHiagram of a Steliie; Gompenisationssystaman A0

1Y, GRABECHDI coryhB IR 1054 PO SO By 1 g e

necessarily |nvo ving t I'n suc

rmbl | e stasta pluralitg ofahabitedsmtiomuth The sawilit boritsind 4 xﬁuﬂnbi&ebdﬁﬁbaﬁlhﬁﬁd OMpd 0
? proc es t.he sign gs and sends the signals to the receiving nobile
st at? on lea chgtanons are eagh sgqvi¢ed-by; an appropriate antenna spay beamfrem: the mﬂgp};m

?ng |O];1 gt r(:}% an ng?&{&%ﬂ 3*1‘%? glgg cs%g{ofn an r#]#l EDIFEQE RP‘}"ﬁan n%?tg@lgér p{lgg?’g%%mpﬁ‘e,
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using, for examp e, L-band frequencies in the uplink direction and S-band frequencies on

the downlink direction. In most cases, most calls will be between mobile stations and

20 ordinary telephones connected to the public switch telephone network (PSTN) 13. The
hub station 10 accepts calls from the PSTN 13 and relays them to the mobile stations 12
via the satellite 11, and conversely accepts the calls from the mobile stations 12 relayed
from the satellite 11 and connects the calls to the PSTN 13. A small percentage of calls
may be mobile station to mobile station calls, wherein the hub station 10 directly connects

25 the mobile stations to each other without necessarily involving the PSTN. In such cases,
signals from one mobile station are relayed through the satellite 11 to the hub station 10
which processes the signals and sends the signals to the receiving mobile station via the
satellite 11.

In each antenna beam, one of the relayed signals performs the function of calling
30 channel (paging channel) and broadcast channel. This channel carries system information
needed by the mobile stations in that beam (the broadcast information, e. g., beam ID,
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satellite notion information, etc.) and also information addressed to

i ndi vi dual nobile stations (network originated calls or pages).
Since each calling channel is intended for reception only by

nobile stations in its beam the Doppler shift can, in principle, be
coarsely corrected for the nean perceive@® by all nobile stations in the

beam For 5 exanpl e, the Doppler shift can be arranged to be zero at
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the present i nvent i onb theereduc\esd l!rtt}t’mberpi’tg?n e Zttagtbleoeﬁtglalugédsg%i& Cent .
AI so ill ﬁgnplsﬁ@dreprcssmtgum iljustrated indfigure 2 eFor em:fh czlli C1hChE, terd Bra Bise. The

|Ie2 (o} W|tch|n center MSC i s connegted to aII of the base
sta |ons§t§908§§eégb wf’ﬁ"ea’ | bGE @3 A CQEFe 3?9?53‘8 lc Figusg 30
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Il lustra gc addition to the nobi | e services switching center
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centers conneggfle ?Valsi RhfRArated Mﬁoﬁﬂé‘%daﬁ ‘%&ﬂ%@ t\bﬂt@h%?t;gﬁﬁwable \Tnéhmf i ved

illustrated in Figure 2. Instead of cables, neans rexa
radPo | i aedband from one cell to another. In a typical cellular radio system, there would

normally be more than nine cellular mobile stations. In fact, there are typically many

1 (@)

times the number of mobile stations as there are base stations. However, for the purposes
of explaining the present invention, the reduced mumber of mobile stations is sufficient.
Also illustrated in Figure 2 is a mobile services switching center MSC. The mobile

25 services switching center MSC is connected to all of the base stations by cables. The
mobile switching center MSC is also connected by cables to the fixed switched telephone
network or similar fixed network. All cables from the mobile services switching center
MSC to the base stations B1-B10 and cables to the fixed network are not illustrated. In
addition to the mobile services switching center illustrated, there may be additional

30 mobile services switching centers connected by cables to base stations other than those

illustrated in Figure 2. Instead of cables, other means, for example, fixed radio links,
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the 20 which eavesdropping can take place. Thus, it is desirable to encipher mobile telephone

-

calls. Each mobile station is typically provided with a unique key called an "A key" by
the system operator. The A keys are also stored in a data base in the computer network
which is protected from unauthorized access. Furthermore, the A keys are not directly
used to encipher communication, but only used during an authentication process to verify

25 a mobile phones claimed identity and to calculate a temporary key or "B key" for
enciphering conversations. However, the prior art does not allow direct relaying of
signals enciphered by one mobile station for reception and deciphering by another mobile
station since they do not have the capability to generate the same B key. This could be
solved by encryption in the satellite with one key and re-encryption with another key.

30 However, this would require on-board processing for every mobile-to-mobile call and the

transmission and storage of many- B keys on board the satellite. It is an object of the
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present invention to provide a mechanismfor establishing a common key
bet ween any two nobile stations, thus avoiding the conplicated
signal processing that woul d be necessary on board a satellite or
ot her relay station. 5 -4 - SUMVARY OF THE

| NVENTI ON It is an object of the present invention to

provi de apreeddiQfvenfidnap pasvitiea theshanism for esabhdhidgg cmh:ohaceyq;mbéd anycal |'s
via a conmon relay station which reduces_the anmount of del ay

present i FvQ mebiy statienssthie pyoigingaihe spmplicated w@wpnrptassxas that svasilg ﬁpm s

Lo one. erfaRones bpard.a PR R SRR T SRR OO i cation system

whi ch reduces | oop delay when a first wirel ess phone calls a second

wi rel ess phone wherein the first and second phones are served by
the 8ane relay station is di Y OF THE ni cati on system
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second wirel es r?é’ R;'?l?%%ﬁ dﬁY“ﬂ%’@ﬁg‘é Pr%"é%ﬁ ':h?dtiﬁ’él IBPREANS 0Lt | on

- relays sigiglisg %?obue—ta%@auee@ms R QRSB 14y Sthiidrl WRicRReduck hfé %&xﬁﬁﬂ%my
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addi ti on, daizt}eptasentspahdeystanmdsvdhes aléawes forcbneriyption of the signals transmittedits al
nmeans m'%ﬂmctgm r%ﬂs t he ‘operati on of the transponder neans using control

i nf or mat i mobile stations.  According to anot her enmbodi ment of the present

i nvemt i on, ém?m? Gt BthBlidieRof th v mfofdl wo
nobi | e statlons rel aye rough aesa?el Flpﬁikﬁﬁmaé%g Fecﬁ dxcé?f;?g}’%ﬁéﬁe
conmuni cawhioh regiges ﬂnopsdda)s sthes adfirsv\areless fphomet calls lai sleeomt wirelkess phopeest s an
enci phere conn ction th a,second nobil e station, st em.det er,m nes
ehet her | rHReTen 15 rSCand deendh BRESS, & seryed 87 ot PRI BR Y SSIaEr | |t e.
Mhen the PRCQniIRRASn $Yshic Gikthdes a relay s@ﬁéﬂ/fdr%ﬁﬁﬁﬁb&nﬂg v?itt?ﬁ#] e“hitst b the
system al l ocates a direct nobile-to-nobile transponder annel

t he sat elsecoms Wireles$iphonels! . Altranspielider oreans It@asglsn (211 mldyo&taticnsreéays S1gnals

encj phering.co t.0 be. used e st t ons.

oyl Sne. oBfRieed from o mobiE sBigh o6t = At Toadesty Sa3f (2R HoBlie SREPD AR « ne
enci pher 's@@o@ﬁ@?uén@y‘bﬁﬁdf ITh SddRR| e ShbbRder stilisaRél kdceRd sidifdls to a
systeminforns the second nobile station of the call i dentification of the
t r anspondwentrol means which controls the operation of the transponder means using control

information.
According to another embodiment of the present invention, a method for providing
20 encryption of a call between two mobile stations relayed through a satellite in a mobile
satellite communication system is disclosed. When a first mobile station requests an
enciphered connection with a second mobile station, the system determines whether the
second mobile station is only reachable by a satellite. When the second mobile station is
only reachable by a satellite, the system allocates a direct mobile-to-mobile transponder
25 channel in the satellite for the call. In addition, the system allocates an enciphering code
to be used by both of the mobile stations. The systems sends the identification of the
transponder channel and the enciphering codes to the first mobile station. In addition, the
system informs the second mobile station of the call identification of the transponder
channel and the enciphering codes. Finally, the system connects the call wherein both

30 mobile stations use the allocated enciphering code.
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BRI EF DESCRI PTI ON OF THE DRAW NGS These and ot her features
and advantages of the invention will be readily apparent to one of
ordinary skill in the art fromthe foll owi-fg-witten description, used in
conjunction with the draw ngs, in which: 5 Figure 1

illustrates a satellite cBRIEFDESCRIBRYEONDF THE DRAWINGS Figure 2
illustrates a stgpdard ce Iu}ar co nj cation systeny . .

Figure 3 illustr4pess apdother e?@é%%?&%%?f é’?éﬂwaé&iﬂ(hen@adw epparent
enbodi nent jmbh Eang ' L @I ey . . .Fiqure.4

Il lustrat estoaonge(ffl ?J ar c%ﬁ?@g{aﬁoﬁg%}g% g&nﬂ%uéxgg rvﬂ?trt%] ?eéc‘a%‘é“e Bﬁi“hent 10
of the presmmjunctivewittothe drawings, in which: Figure 5 illustrates a transponder

for mobile-to-nobile calls accordi n,? to one enbodi nent of the
presem inventi ofiguhé lustrates a satellite cqmgupisatipn systent;l ow chart illustrating

an encrypti on mad 3G60AAY Lndild celuar comBRAAIEDL QL the present

i nvention. 15

The present i nveigh@n3 Wilistrab@u Sellieseinistettctiod s/s@iPi@ORAng % 8ns ehfbbobinieiy

comuni cation system_ It wll be understood by one skilled Tn the
t he presentof the present inyeRianon can be applied to other systems which relay

nmessages bet weer, . ti 0 hr.ough rel a stem )
The present i nvgﬁ%nym SP%%%\E %Mscg H‘B@ﬂ%@ﬁy ?‘@Flef’rcéﬁfé@/& {9 eneembodiment
rel ay10 of thé prdsk@invéhtiopcei ves radi o signals fromnobile stations 32 and

34 using a first_frequency band and relays themto a nobile
swi t chi ng cent erFigéreus ilingtrates acioanspondsq fonmpbiieatmwbile calls accotdingl to iones.

The relay stati.on 30.receives signals fromthe nobile switching center 36

25  uSi ﬁl%&d{'ﬂfbic?ff‘s%aﬁﬁﬁvnﬁ%no@?and lines and relays themto the

nobi | e station ygphe Gis a flow cha}pﬂﬁlkﬁaﬂdgeﬂy@ﬁh‘iﬁthﬁnﬁcﬁﬁﬁﬁ fibcdfaiﬁ\g_qg 5(}*&6 sane
i de

band as the first frequency band. !/ transponder is pro In the
rel ay st at embodigeantjof therprasenthiaversiony ol of the nobil e swi t chi ng
cent gfg and can be controlled to cause the relay station to alternatively

rel ay
DETAILED DESCRIPTION

The present invention will now be described with reference to a satellite

communication system. It will be understood by one skilled in the art that the present
invention can be applied to other systems which relay messages between two user stations
20 through a relay system.

The present invention will now be described with reference to Figure 3. A relay
station 30 receives radio signals from mobile stations 32 and 34 using a first frequency
band and relays them to a mobile switching center 36 using a second frequency band or
land lines. The relay station 30 receives signals from the mobile switching center 36

25 using a third frequency band or land lines and relays them to the mobile station usix;g a
fourth frequency band which may be the same band as the first frequency band. A
transponder is provided in the relay station that is under the control of the mobile
switching center and can be controlled to cause the relay station to alternatively relay
signals received from one mobile station on the first frequency band to another mobile

30 station on the fourth frequency band and vice-versa, thereby providing direct mobile-to-

mobile communication bypassing the mobile switching center 36. The relay station can



signals received fromone nobile station on the first frequency band to
anot her yrbodi@180 station on the fourth frequency band REFUIRTHESVer sa,

t her eby providing direct nobile-to- nobi | e communi cati on bypassi ng
the nmobile switching center 36. The relay station can
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al so continue to relay the nobile signal.sgusing the second frequency band
to the nobile switching center which extracts signalling nessages

known as | ; iné BRB . .
SACCH ms?gg‘ggﬂt?%ﬁ%gfp ﬁ‘xte Frr%b‘??e% (g@gtsll%%alss?%?%s angant éé&%h gﬁcgfog@%emgf’%al S
5 r ec switeting yeritbe whivhosxtiacy sipiailing mesagarknoSAGSH v asRBRted EqifrdNe

nobil e station can be received by another nobile station and used
by the reekanpehGAfBH) messageson as an i ndi cation for increasing or

decreasing tra ' I CCH. r . nmobj | e
stations rel ayggadoﬁ %%Q%irf%o SW "8%?%?%%{%‘9‘?@%9“% o&% s‘§§“’bifhe

nobi ke received ¥ the Repgtiag hicdile Itatioal SACEH mESSa%a‘s fieoth U@ GholsikC§tatidn bsh
I ncrease or decrease the power 10 transmtted by the transponder 30 to

the respebe rereivedidty anothextmpehils satiomapdsused by the receiving mobilp stationtasan

1sng 1 herpiaRtn BB inlfcablyB 1 ek hinf et BHnly. SARCTR Radsredh Honibora
accomodaineBil®Xtatiohd fdayedrohé nwbile $witdRing cefe B ney b iREBY iemsbileam

normally ~  occupied by speech or user information. FA nessages
t ransni t t switdhingcemen 36605 4 arigy of pyrpaseosnchaas todnareasejoy slgcrsase: the poovsr] e

swi tchi ng,_cent.er . and, upon_recei of._a_cal l. . termpati nmessage, a

bilfFfng c BTged 5@53‘?& Cla -“o#ﬁ f%é‘erﬁfﬁ%f:léveswopl&ftﬁﬁo eﬁ %‘?‘994 ceases
to accunul at e ppiddiGORERent hERaddsneP B tlaBémitiey ot R&RiIvea Y the HROBilOktafibgnal
to the transponder 30 termnating the direct nobile-to-nobile relay

e
connect i ousiaghthenfagt associated cpamelnshanael (FAGCHbwAhe HACSVH shammrdis t o both
nobi |l es as a FA S e. To.20 . . transm.t the clear down FA nessage
o ot her HesnmEdated i BRI 3 Afsifion i e FRRMided BorafiSh e nopmall T r oo
control thRupledbyPPREE oBfser GnfoiRAs®! FACCH Rdskabel tahiénitted by eiftiek Q%\l/lﬁ

mobi | e-t o-nobi | e rel ayi ng operation fromone signal unit such as a
bur §% i n station cangbejraceived jap e mobile SWphiFg\CEMEAKsunga. reqeipt abdicRl swi t chi ng

center al s term,nate t r Yy operat.io d send. a cl ear down
rres_sagen?‘%"f"&agooﬁ ngﬁﬁpﬁ b@ﬂg§%mpﬁ?¥@%§ac§'te@e g}ogaﬂpégrdtc. rﬁe(?qeé' of the
nobi | e stahins adceimalatd dBMclREesPEThOMSC computer may then/$eaaradédiirdl Q(ijg’!}ﬂpid‘er
enbodi mrent of the present invention, a transponder is provi ded at a

rel ay st cthe sransprngar 36 ierinating e aliveshpebilerteemebie melay connectien and ovay at ed

in

transmit a clear down acknowledgement to both mobiles as a FACCH message. To

20 transmit the clear down FACCH message or other commands from the MSC to the
mobile station, the MSC may control the transponder 30 to temporarily interrupt the
direct mobile-to-mobile relaying operation from one signal unit such as a TDMA burst in
order to insert its own FACCH message. The mobile switching center may also
terminate the relay operation and send a clear down message if no valid SACCH or

25 FACCH messages are read from one of the mobile stations for a timed out period.

According to another embodiment of the present invention, a transponder is

provided at a relay station which can demodulate-remodulate a signal, as is illustrated in
Figure 4. A receiver 50 in the relay station receives and decodes a signal from one
mobile station 54 and reencodes and transmits it to another mobile station 56 through a

30 demodulate-remodulate transponder 52. In addition, the relay station can send the signal
to a mobile switching center 58. The transponder may be controlled .by the mobile



Figure 4. A WSS%%{’% 50 in the relay station receives and decoggpygefizgsal

from one e station 54 and reencodes and transmts it to another
'nobi |l e station 56 through a 30 denodul at e-renodul ate transponder 52. In
addition, the relay station can send the signal to a nobile
switching center 58. The transponder may be controlled by the nobile
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swi tching cep.eh- SHEEAt: QJ r %égg; SAUSS
recei ved fro%ﬁmﬂgoc ongastﬁg%#@eggﬁéd%f g%%a%%?ﬁﬁ@%mssag c@&ﬁ/ rressgB&
recei ved fr ogfetfebilléand egplace the SACCHNRSIsagdsy inessagestracaivetiofbmethe IMSCOfr
along with the voice or user data, and vice-versa. Figure 5

shows t he bltoansmissing wnansthey mebilespatienalons wiknthgl voing aroiser datai and vise-versa.

ground and nobi | ezt 0- | al ' S.fare.r | V fr ound..( hub)
8t on on o PR Sy B bidei laloh e GerbRAeY R aanfIE plIRPG

ant ennas 100. grhuhd et kdobilk-t6-eectileedalls. Signals aftdrebéiodd foin! £rol@d (BeB) Ritidn on
downconversion of received signals and_upconversion of signals for
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intermediate frequency IF signal and is passed to a multibeam transmitter 106 where it is

upconverted and amplified for transmission via a multibeam transmit antenna 107 at L/S
band.
Signals are received from mobile units by a multibeam receive antenna 108. The
25 transmit antenna 107 and the receive antenna 108 may be different phased arrays, the
same phased array incluéiing transmit/receive duplexing filters, or a multiple-feed reflector
antenna with transmit/receive duplexing filters or separate multiple-feed reflector antennas
optimized independently for transmit and receive.
Received signals from mobiles are processed in a multi-beam receiver unit 109
30 which can include A-to-D conversion separately for each antenna feed and digital
beamforming if desired. Digital beamforming can be advantageous for both direct
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uplmk carrier frequency in any beam. By programming the center frequencies of the FIR

20 filters within the FDM channel splitting unit 110 for each beam, the beam-to-beam
frequency re-use plan may be determined to control co-channel interference (C/I) to an
acceptable level.

Commands to configure the feederlink digital channel splitter 104, the FDM
multiplexers 105 and 112, the channel splitters 104, 110 and the routing selection unit

25 110 are received from the ground network by a command receiver 102 and passed to the
individual units.

It may be understood that units 104, 105, 110, 111, and 112 may all form part of
the same digital signal processor having a shared memory for signal sampies, and
therefore routing of signals between units may be accomplished by specifying memory

30 addresses into which signal samples shall be placed or retrieved. The above-mentioned
time-compression of samples received in a S0KHz channel to obtain a 200KHz bandwidth
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20 purposes. In this way, mobile stations are in direct communication with each other as far

as voice or user data is concerned, bypassing the mobile switching center, but are in
separate communication with the mobile switching center with regard to SACCH
messages. Likewise, for FACCH messages, the mobile switching center can control the
transponder to replace speech, user data, or FACCH messages transmitted by one mobile
25 station by FACCH messages transmitted by the mobile switching center for reception by
the other mobile station or vice-versa. SACCH or FACCH messages replaced in this way
provide a means for the mobile switching center to command power or timing changes of
the transmissions from mobiles that are in direct connection with one another such that
burst transmission arriving at the relay stations from different mobiles do not overlap and
30 form a time divisional multiplex signal frame.
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transaction and are then erased. In this case, a mobile-to-mobile call can comprise the
network computer simultaneously commanding both the calling and called mobile stations
to execute authentication using network supplied random challenges, and then to decipher

25 an enciphered key using the B key produced in order to obtain the common key to be
used for direct mobile-to-mobile encryption.

According to another embodiment of the present invention, a continuous
authentication procedure is provided for continuously verifying the identity of mobile
stations that have been granted a direct relay connection by the mobile switching center.

30 Signals transmitted by the mobile stations are encrypted using a key established during

call set up in an authentication trapsaction between the mobile switching center and each
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character thereof. The presently disclosed embodiments are, therefore, considered in all

el

-

respects to be illustrative and not restrictive. The scope of the invention is indicated by
the appended claims rather than the foregoing description, and all changes whjcli come

within the meaning and range of equivalence thereof are intended to be embraced therein.



1. A communication s
stati on caWpPI8A52co
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ctH[B)QHEgy ﬂy\gtg onpri si ng: XCTAISY/ 125652t | on
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transponder neans |o station; a nobi | e
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using control information; a cobZroller for gﬂﬂ’rmﬁ ﬂ“g‘“‘e

said first and second nobile stations are bei ng serve sanes r el ay

stati on, WRHATI I$ CLAMBD{IS:st and second nobile stations are not being
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first and secordd nofi $OEBPBICAURR SYSHOH M %’E‘SHCQSHP%SﬂaYﬂ@CR@b‘WSéWQCChl ng
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signal s r,-egme/gga)f gﬁﬁb@n@mpﬂmmg station on a first frequency band to
anot her nobile station on a second frequency band.

conmni cat i on $8jdtelay satiep demeprguuicating I’ﬂh\ﬁmﬂr @ha@hmoa@mbﬂgt&ﬂm | s a
b t at
communi cat | on & JapeEtnler? B 168 i taif Y HaliBh e vl Whmals rocciveg frsip

sat el | i t epermebifestation bg acﬁnstrﬂreqmycbansystmdsmt:r mobile statiorffon A sees@dINi cat i on
system according to Claim1, wherein said relay station includes an elastic

buf fer fdrequengyoband; | |apdst or i ng si gnal s received fromthe robile stations.

5. A comuni catl Q n Ld_transponder
means al so se%d" E%g‘}ra&%g{gg}@g# °Pg#ﬂﬁf’ﬂé’%ﬁﬁwaé‘g ‘%"é‘?\a&'féﬂﬁ BP8e mobi | e
sw i@ hi ngoagsl BiforiMtigh. Use the signals when generating said control

i nformati on. 7. A conmuni cation system according to claimb5,
wherein said nobile switching center adjusts the power at which control

I nformation is,sept_to th a 1 . 8, co nlcatl stem
according o cfa heotmaraid SRR G oring o, Claimt  wpfeEOGH RIAT MaBEa &,

can be r &agyaié® i Adaref basad GellBlai bémEiuaidates sysdéndg control information to
tenmporarily interrupt comrunication

15 3. A communication system according to Claim 1, wherein said relay station is a

satellite in a satellite communication system.

4. A communication system according to Claim 1, wherein said relay station
includes an elastic buffer for temporarily storing signals received from the mobue
20  stations.

5. A communication system according to Claim 1, wherein said transponder
means also sends the signals received from the mobile stations to the control means which
uses the signals when generating said control information.

25
6. A communication system according to Claim 1, wherein said control means is

a mobile switching center.

7. A communication system according to claim 5, wherein said control means
30 adjusts the power at which control information is sent to the transponder.
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between the first and second nobil e statiﬁﬂ PCT/US9TI12557T

13 WOPBOALRZ, yni cat M“uﬁﬂﬂﬂ) ing to claim8, wherein said
nessage is a fast associate 0

message. 10. A

communi cati on system accor di ng fo claim8, wherein s 9%A§B@E§§OW
ggﬁ tA systgm
enpdu -

associ ated control channel nessage. 11. A
according to claim1, wherein said transpgnder is a duldate
t ransponder. 12. A method for providing encryption of a call

bet ween two noly | ' : teldd [ i .
satellite corrmtjgr'\i ?a?‘?’%‘@g?ée% corrp%?%%%@t%p%h%ﬁn fnﬂsg&g &Oga&g"gtl ng
an enci phesgiolceigciantie widyed 2o vae of daidohobitz stitiinsusing control inféfh&tidH & NY
whet her the second nobile station is reachable only by a satellite relay
station; temporarily,intersunt;cograunicatioaberwesn e fisstasngd; seeond: mebie s@tipnchannel

in the satellite for the call when the second nobile station is only
reachabl e by a satellite; allocating a first enciphering key to be
usedsby both ofg,t he Aebidntiridatibh @Psem according ®e¢lalinn8, wherid §di@ dhdseaheots 25ai d
transponder channel and said fjirst enciphering key to the first nobile
station; fast associatadf ennsiohghaunns! 5883988 nobi | e station of the call,

I dentification of said transponder channel and said first enciphering key;
and connecting the call. 13. A nmethod according to claim

12, wherein sailg, sy eomafiitatibe sislemtictordiig @'clgin 8 Mehéredsn@ Mekdsage RANE!
and the first enciphering key to the first nobile station using a second
enci pher i slgwkasgociated control ¢hannel message.
10 ’
11. A communication system according to claim 1, wherein said transponder is

a demodulate-remodulate transponder.

-12. A method for providing encryption of a call between two mobile stations
15 relayed through a satellite in a mobile satellite communication system, comprising the
steps of:
requesting an enciphered connection with a second mobile station;
determining whether the second mobile station is reachable only by a satellite relay
station;
20 allocating a direct mobile-to-mobile transponder channel in the satellite for the call
when the second mobile station is only reachable by a satellite;
allocating a first enciphering key to be used by both of the mobile stations;
sending identification of said transponder channel and said first enciphering key to
the first mobile station;
25 informing the second mobile station of the call, identification of said transponder
channel and said first enciphering key; and
connecting the call.

13. A method according to claim 12, wherein said system sends the identification
30 of the transponder channel and the first enciphering key to the first mobile station using a
second enciphering key.
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according to claim 13, wherein t he "second e"ncisphéri ng key is the 5
first nobile station's B-key. 14 16. A net hod according to
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stations during 20 call setup; periodically nmonitoring at
a nobile switching center, and conparing_encrypted. siﬁgnal S
transmtted b&@weed Mstoduascrriing ig ¢lain 12 owhereip said spytem sendscihp:;
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pr ocedur mobil€ etation @sing « ttirdeokipheyingkeyn sai d nobile swi tching
cenher continuously nonitors the encrypted signals. 21.
An18ut henti cati on procedure for verifying the identity of nobile stations
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second mobile station’s A-key.

18. A method according to claim 16, wherein the third enciphering key is the
15 second mobile station’s B-key.

19.  An authentication procedure for verifying the identity of mobile stations
which have been granted a direct relay connection, comprising the steps of:
establishing a key for encrypting signals transmitted by the mobile stations during
20 call setup;
periodically monitoring at a mobile switching center and comparing encrypted
signals transmitted between the mobile stations to said established key;
terminating the connection when the encrypted signals do not correspond to said
established key.
25
20.  An authentication procedure according to claim 19, wherein said mobile

switching center continuously monitors the encrypted signals.

21.  An authentication procedure for verifying the identity of mobile stations
30 which have been granted a direct relay connection by a mobile switching center,
comprising the steps of:
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‘ ESQLJF?Z/mlﬁ‘gg?predet erm ned aut hent”"llll mlul“ﬂ"ml" ulll on during call Sét up;

periodically issuing a SACCH nmessage “frém 5ai'l rmobi*l e switching center
instructing at | east one of the nobile stations to performthe

predet ermi ned aut hentication cal cullst4 on; 5

transmtting a result of said predeterm ned authentication calculation to

sai d nobile establishitigl &?td&te?ﬁiﬁeﬁrauthenncauon calculandnedtfﬁn“gaéalh&t-tdp@
connecti on when the resul is invalid
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calculation;

5 transmitting a result of said predetermined authentication calculation to said mobile

switching center;
terminating the connection when the result is invalid.

22.  An authentication procedure according to claim 21, wherein the connection

10 is terminated when the result is not received within a predetermined period of time.



