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I NTERFACE PORTABLE DATA STORAGE DEVI CE AND METHOD OF PROPRI ETARY BI OMVETRI CS
ENROLLMENT BACKGROUND OF THE I NVENTION (1) Field of the Invention The
present invention relates to portable data storage device, and in
particular, a data storage device which integrates conput emwmmmm
interface with bionetric (Fingerprint) technol ogies to ens ww
information storage within the devi ie is secured with personal«fisgaetrics

information. The storage device acts as a portable hard di sk which can be
connected via conputer serial bus interface onto any conputer platformwth

o A B TMETRICS PARAMET RIS PROTE CIERC P UTER SERIALRUSS 2 1)
the device is protected by a personal information bionmetrics key, only the
per sonIMTERFMEdPGRTAéLEi IBMA:ST]Q@RAGE DEVICE-AND METHOD OF t he

storage device. (2) Description of the Art Prior art devices use a

sensoring device OFR } i 1 gl h that the device
is connected via comnput eﬁ@ﬂm@'@@eggm%@fm onetric 2
identification is required to | aunch the function of the said system US

6, 125, 192 discloses a fingerprint sensor that is connected to a digital
system vi a conputer serial bus such that access of the digital system
requires fingerprint authentication. Simlarly, US 6,353,472 discloses a
device for the authentication of a person by his fingerprints prior to an
aut hori zation for an opBACKGROUND ORAHE INVENTIANt i on of this device to

t he node of operation can be via conputer serial bus interface. None of the
prior (4) Figddioptisi Invbetiorse of fingerprint authentication on a portable hard
di sk which can be linked to a conputer platformvia conputer serial bus

such that fTHgSleRERThvéntidieldtesid Portalile H@Mtbﬁég;et de\i6s and ih Pheioimdr an
stored in the said disk. US. Pat. No. 4,210,899 to Swonger et al.

di scl apg s?d“ra@@?die‘%%'e VRER THt8Gratd\ehpPitel ef AAAR inftREAH BBnithd & central

processing station for a secure access application, such as admtting a

o, -4 G Ba R Bt ielohstho BafE 85T Db BB Wit ThaBevicdi. | o'
£ . . he. . . ™ s th
19T LR 20 MR BE L TRMMIAE Mo biadd JOREPELAIA o bBRRDES (D2
dat ab i fi | nts. I ' i

ot SR e BB ROV, TS ar LA el RO DY BSHBRY . on
P e Ranat SR RRielh i RS0 B A el B FERA |
vi bration and surface contam nation. Accordingly, an optical, fingerprint
senso_rSf?rW' ipdhe $tarpge grKice Or siqreidada jnfo thgistorags devipe Ag thedria Kiihe

relat I(;/eevlic):/e is protected by a personal information biometrics key, only the person with the

authorized fingerprints can activate the function of the storage device.

(2) Description of the Art
Prior art devices use a sensoring device for sensing biometric characteristics

such that the device is connected via computer serial bus to a system and that biometric

NG A

*G0ooo1*



3 expensive due to optics and noving parts. It is therefore an object of
the present invention to provide a fingerprint sensor and rel ated net hods
for accurately sensing a fingerprint, and which sensor is conpact) reliable
and rel atively inexpensive. Accordingly, the many shortcom ngs and

di sadvant ages of prior art optical sensors are overconme in the present

I nvention with the use of capacitive or electric field sensors. SUMVARY OF
THE | NVENTI ON The object of the invention is to provide a bionetric
paranmeters protected conputer serial? bus interface portabl e data storage
devi ce wherein information storage within the device I s secured mﬁth
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bet ween "any co form comput er

i nfor nst edlnthed ter serial bus client/host

|t or £ Qb3S 1 rgepint *PF@%P@%%@@E@@? 80553 ) vgaevqram?resﬁﬂ(ect o
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bi omet PYE8 ‘ﬁ? %@PE%GSC igit qut M IgQuires fingerprnt %‘d)t Fa%q: 'Oﬂat%lméI?HYage
devi ce ngrl Si cﬁ an enbedded fingerprint bionetrics ocessing unit and
sensorUS\/@@ 3idd 2t disclagessd devigh f@retheuatmntmyoapfarp@rwpgrhta fingerprints| ectric
field sensing devices; 4 a flash nenory or flash nenories which is a

st or agpriorto; amaamprizatéoratolrantqpaaﬁnre amgtthatthe donhectien obthjs dévice taothest or age
capacity; a mcro-controller and data processing unit which is a device

r es ponsiocdlesoffaperatidrecdrabe nia eorhputeh seralieddeidrfacagdNgne ofttheipoiceadi ng uni t,
the host conputer system and the nenory storage, and being a gateway for
dat a tougdent ¢ha ese bEfryarprintraanhéntatibnsh ayrdrtabie hWaiddibk atsh ¢ah beligketht | on
protection; a built in proprietary data encryption schenme for data and

i nf or ngy 4 @Bmptér HELSHM Jiavddnip Uitef SErdTHB 'sYich tiRAtFBRerfil authentication is

required to access information stored in the said disk.

U.S. Pat. No. 4,210,899 to Swonger et al. discloses an optical scanning
fingerprint reader cooperating with a central processing station for a secure access
application, such as admitting a person to a location or providing access to a computer
terminal. U.S. Pat. No. 4,525,859 to Bowles similarly discloses a video camera for
cépturing a fingerprint image and uses the minutiae of the fingerprints, that is, the
branches and endings of the fingerprint ridges, to determine a match with a database of
reference fingerprints. Unfortunately, stained fingers may affect optical sensing or an
optical sensor may be deceived by presentation of a photograph or printed image of a
fingerprint rather than a true live fingerprint. Optical sensors may be bulky and be
susceptible to shock, vibration and surface contamination. Accordingly, an optical

fingerprint sensor may be unreliable in service in addition to being bulky and relatively



a proprietary enrollment scheme for bionetric fingerprint enrollnment. Wth
the proliferation of conputers and conputer networks into all aspects of
busi ness and daily life--financial, nedical, education, governnent, and
conmmruni cati ons-the concern over secure data access is growi ng. One nethod
of providing security fromunauthorised access to data is the use of
personal bionetric data instead of passwords to gain access to the data.
Unl i ke passwords, personal biometric data is unique and cannot be stolen or
reproduced, hence only the person althorised to view the data can do so.
The present invention utilises a proprietary data encryption schene wherein
the data stored in the bionetric paraneters protected copputer serial bus

| nter 1 RRSHINE Hup do bifies et ayiia SHS RiChardb Ft aBlsg & e hasn
fingerprint, bionetrics key and the data 5 can, be accessed only when the
aut hor P’B’é&“?ﬂ 13 OFpide @ fingering gensprandglatad Satheds foraceurately sensingia i cs
processing unit. Yet another object of the present inventionis to a

bi onet fingerppiat. ansk whish sepsercis sgmpash Jeligble apd selagvely ingxpensive. por t abl e dat a
storage device, which is an easy to use portable mniature data storage
devi ceAacordinglyHthetroanyyshatoemingy and isadvantages iofipdor adoplisalsenisbrs aresi ze
and is capable of storing huge files such as accounting data files, CAD
files, ohegemy msthetprésant invdntion with therasei af capheitive Aneldetric fidlf eehsors. t he
present invention is to provide a biometrics paraneters protected conputer
serial bus interface portable data storage device which is user friendly,
just plugged it into any conputer platformvia the conputer serial bus
interface unit, and provide the authorised fingerprint and data can be
accessed on the conputer platform Yet another objective of the present
invention is to provide a ¢aRiMARYOF THE APPERTFION the data stored in the
bi ometric paraneters protected conputer serial bus interface portable data
storage device. This can be seen fromits short bionetrics verification and
system access tine. s Yet another objective of the present invention is

Lo provi de 0l L Ly B BHRYFIeSg BraViBs alomBiP bfmitls Hrofifed " o face

portabl e dat
computer serial bus interface portable data storage device wherein information storage
within the device is secured with personal biometrics information. In addition, the
communication path between any computer platform (with computer serial bus host)

and the information stored in the device is via a computer serial bus client/host interface

such as USB, FireWire (IEEE1394) or anything serially connected from a computer.

An aspect of the present invention is to provide a biometrics protected computer
serial bus interface portable data storage device, comprising:
an embedded fingerprint biometrics processing unit and sensor, wherein the

sensor can be either any of the capacitive or electric field sensing devices;



not pore than 25 users are assigned for authority access right. Yet another
obj ect of the present invention is provide a bionetrics paraneters

. protected conputer serial bus interface portable data storage device which
utilizes encryption keys to secure data storage within the portable data
storage device in its proprietary Data Bi o-Encryption Schene-as shown in
Figure 3. BRI EF DESCRI PTI ON OF THE DRAW NGS The present invention wlt be
nore clearly understood when considered in conjunction with the
acconpanyi ng draw ngs, in which: Figére 1 is a diagramof the bionetrics
paranmeters protected conputer serial bus interface portable data storage

device 11 agaiAAnGRoN baddiemBRRREE wHicH R é@%@@&&%&ﬁdggg&gﬁb%@aft

of the Syste agram i1 n accoragance W rese
i nvention. Ei 1S flow,.chart of the Functional Flows of Proprietary
Dat a Bidg?a Eﬁ‘é?’%ﬁ?&%&ﬁ&%’%{ ﬁ&%@o‘?a&ﬁﬁ%’ wi th the present invention. 7
DETAI LED DESCR| PTI O\l Cﬂ: THI% é NVENTI O\, N . .
a micro-controller and data processing unit which is a device responsible for
interfacing with the embedded fingerprint processing unit, the host computer system
and the memory storage, and being a gateway for data to store/retrieve in/from the flash
memory with biometric information protection;
a built in proprietary data encryption scheme for data and information safe

keeping within the memory storage; and

a proprietary enrollment scheme for biometric fingerprint enroliment.

With the proliferation of computers and computer networks into all aspects of
business and daily life--financial, medical, education, government, and communications-
-the concern over secure déta access is growing. One method of providing security from
unauthorised access to data is the use of personal biometric data instead of passwords
to gain access to the data. Unlike passwords, personal biometric data is unique and
cannot be stolen or reproduced, hence only the person authorised to view the data can

do so.

The present invention utilises a proprietary data encryption scheme wherein the
data stored in the biometric parameters protected computer serial bus interface portable

data storage device is protected by a personal fingerprint biometrics key and the data



Referring now to the figures of the drawing in detail and first,
particularly to Figures 1 and 2 thereof, there is shown a portable data

. Storage device 100 which conprises a conputer serial bus interface unit 14)
a fingerprint sensor 12 and a casing 10 which encl oses the enbedded
fingerprint bionetrics processing unit 20, a mcrocontroller and data
processing unit 20 and a flash nenory 40. In a preferred enbodi nent of the
present invention, the fingerprint sensor 12 is connected to the

m cro-controller and data processingdunit 20 including the fingerprint

bi onetric processing unit 20 and a bio-data storage unit. The bionetrics
processing unit 22 is cannected to.the. access .confrol decision unit 32 and
t hen i gaﬁgﬁrﬁ@ﬁéﬁeq gy e, %‘ftégré%‘%q fingerprint '%B?'“ﬂe’ﬂ@\‘&?&ﬁ't? i}‘q:i gures 2
and 3, when jn application, the user of the data storage device 100 pl aces
his fi AR2errsiAt Biameairies pEpaessingiunilensor 12 (which acts as a reader). The
sensor 12 scans the user's fingerprint and the fingerprint bio-data is sent
to the enbedded fingerprint bionmetrics processing unit 20. In the enbedded
fingerprint bionetrics processing unit 20, a bionetrics processing unit 22
verifies th¥etangthepobject bf theqaesentiinverttios isto abimudetiice paedraeterer ed and
secured as an Encryption Key in a biodata storage unit 24. |If the

veri f i pedtectedi commstersertal fhuls intefface pertablel dath etalage deviee cwhithtio ahleasyat a i n
t he di sk or have his fingerprint re-scanned. Wen the verification is 8
succesd Use poRabki MIRtUI< datd AERFEI daWidewith RighiteRAesapBitENTh Présdht

poi nter which retrieves the Encryption key fromthe bio-data storage unit

24. Th i : i : 1 : i | i di
ThVEREGHN S sﬁ.aum.zé%tl{fd' iS\afabie &@?d?u‘%erﬁiﬁeeﬂeé euﬁhe Be aﬁEﬁuﬁtﬁJg aéélaen i ng

process. A factory coded key or decryption key together wt ncryption
Key trikgge [ +OR!HHSE Y RtiheR; ess in the mcro-controller
and daFgngﬁﬁgﬁﬁgﬁg@ﬁﬁpﬁg§§?“@ﬁe adgégghggh H%' decision unit 32, after
being triggered, instructs the data processing unit 34 to extract the
information stored in the flash nmenory 40 and sends it to the conputer

platformto,wj.ch the disk is connected tq via.the host/device c ut er
Serial bus (LI QBIG A e esBarBYEN (G dp IR S RISTElES RATEMEEE has 1o
enroll his fingerprint bio-data jnto the ephbedded fingerprint bionetrics

o1 oo es OTUBCEHIGbBBIE Serial Bub tiEriatn PalthRie Ets SHTae BT e NIHARUTATS
fingerprint scanned by the fingerprint sensor 12, and the fingerprint bio-
dat a wiffendhe Jﬁtdﬁk‘,’%&%{\;'t Ko aRx compierRiatiornt wiadlie cagnyierserial Bugintedacat or ed
in the biodata storage unit 24. The user nust have his fingerprint scanned
five tURsandPeds heaauthedsadhiirgerpaal anf datatass e ageassedon thesomnuieby t he
bi onetrics processing unit 22 before being stored into the bio-storage unit
24. Upptatfodmpaxi num of 25 different fingerprints can be enrolled and
therefore up to 25 users can be enrolled. After the first user is enrolled,
i f another user wants to have access to the information stored in the disk,
he will have to be enrolled. Before he can be enrolled, the first user nust
have his fi Neeapoihet objectiea bl that mdséntriaventiondsitd prévide afastansgiodlof the 9
subsequent users can have their fingerprint bio-data enrolled. Their

enr ol | aecéssi@ ERsSatasstbied if AN bRAndthE phrdrasters protedtBd EATPUIGERIaMUB t he
present invention, the fingerprint of the user is scanned and verified by

t he devitegaceBbREbleSd418 Strafe deiree I TS £ be lsBeh MRONPIE SABH biGthBRRs a data
encryption schenme for data and information safe keeping wthin the

bi onet %ﬁﬁé@[mcpgysst%og&@gﬁqn@nput er serial bus interface portable data
storage device 1s used and the nethod conprises the steps as foll ows:
scanning user's fingerprint by the fingerprint sensor; processing the
scanned fingerprint inmage by the bionetrics processing unit which verifies
the image with the users) fingerprint bio-data which is stored as
encryption



keys) in the bio-data storage unit; requesting another fingerprint for
scanning again fromthe user if the verification fails; preparing an
~encryption pointer which retrieves the encryption key forma bio- data
storage unit if the verification is successful; and securing the encryption
key being retrieved in a polynom al appendi ng process. In the present

nmet hod, a factory coded key together with the encryption key trigger the
data encryption/ decrypti on process kg the data processing unit through the
access control decision unit; and t data processing unit then extracts
data fromthe 10 flash nenory and transmts it to the conputer platform
through theyBpshbfier baRcAMBHHE pre&stHvainif I RlAfR 4Bldmeti accordance
with the present invention,; e 'typl cal biometriTs verificalion and system
access t] f th rtabl e data. storage.device is approximatel.y 1. .second,
and ¢ ne i prleBRH AR e i nlbR PHERG o s sRRPRBlaAR G bt

9T Bt RorE A 25 Bk S A3l 1 a oy HSBE gh 2 @ssigned for

Yet another object of the present invention is provide a biometrics parameters
protected computer serial bus interface portable data storage device which utilizes
encryption keys to secure data storage within the portable data storage device in its

proprietary Data Bio-Encryption Scheme as shown in Figure 3.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention will be more clearly understood when considered in
conjunction with the accompanying drawings, in which:

Figure 1 is a diagram of the biometrics parameters protected computer serial bus
interface portable data storage device in accordance with the present invention.

Figure 2 is a flow chart of the System Functional Block Diagram in accordance
with the present invention.

Figure 3 is a flow chart of the Functional Flows of Proprietary Data Bio-

Encryption Scheme in accordance with the present invention.



Wil e the present invention has been described by means of specific

enbodi ment, it will be understood that nodifications may be made wit hout

. departing fromthe spirit of the invention. The scope of the invention is
not to be considered as linmted by the description of the invention set
forth in the specification, but rather as defined by the follow ng clains.
11 CLAIMS 1. A bionetric paranmeters protected conputer serial bus interface
portabl e data storage device conprising: an embedded fingerprint bionetrics
processing unit and sensor; a flash fenory for data and i nformation storage
and with any storage capacity; a mcro-controller and data processing unit

system and the t I ash DERARES D RFENOE FHEINYERRN "onc vt on schere
for data and information safe keeping within the flash nenory; and a

proprietary enrollnent scheme for biometric fingerprint enrollnment. 2. The
bi onetric paé ters protected con‘Puter serial bus interface portable data
e

storage devi Hing:new &9 the figiresioh hendrawing: thodetail and dirsty patichlaoigeor i cs

processi.ng unit includes a bionmetrics processing unit an_d a bi o-'data

st or agd igHies. 1 and 2 thereof, there is shown a portable data storage device 100 which
comprises a computer serial bus interface unit 14, a fingerprint sensor 12 and a casing
10 which encloses the embedded fingerprint biometrics processing unit 20, a micro-
controller and data processing unit 20 and a flash memory 40. In a preferred
embodiment of the present invention, the fingerprint sensor 12 is connected to the
micro-controller and data processing unit 20 including the fingerprint biometric
processing unit 20 and a bio-data storage unit. The biometrics processing unit 22 is

connected to the access control decision unit 32 and then is connected to the data

processing unit 34.

Referring to Figures 2 and 3, when in application, the user of the data storage
device 100 places his finger onto the fingerprint sensor 12 (which acts as a reader).
The sensor 12 scans the user's fingerprint and the fingerprint bio-data is sent to the
embedded fingerprint biometrics processing unit 20. In the embedded fingerprint
biometrics processing unit 20, a biometrics processing unit 22 verifies the fingerprint
bio-data with the enrolled bio-data stored and secured as an Encryption Key in a bio-
data storage unit 24. If the verification is unsuccessful, the user will be denied access

to the data in the disk or have his fingerprint re-scanned. When the verification is




3. The bionetric paraneters protected conputer serial bus interface
portabl e data storage device of claim1, wherein the bionetrics processing
unit reads fingerprint bio- data fromthe fingerprint sensor and stores the
bi o-data into the bio-data storage unit in the formof an encryption key.
12 4. The bionetric paraneters protected conputer serial bus interface
portabl e data storage device of claim2, wherein the bio-data storage unit
stores user's fingerprint bio data. 5. The bionetric paraneters protected
conputer serial bus interface portaBie data storage device of claiml1,
wherein the mcro-controller and data processing unit includes an access

control, deci si o nit and a data pra sing unit. 6. A nethqd of.
o opr | SveEsTltheiiibmeRes plosdisaimEeE Bistst ph sanrlof Boligr Bhichy: of ect ed
conputer, .serial bus ipterface portable data storage device conprising the
st eps 6‘?*.”3%%&!% Qgcmje@?" EGW ﬁﬂ@‘éﬁﬁ&H'%ﬁaﬁ/&f’ﬁé’eﬂ’l‘\b&-pﬁ%ﬁ@ 'BB;K%r ocessi ng
t he scanned fingerprint inmage by the bionmetrics processing unit which
veri fi Eefrieyed Isntggé sficufediina palwdemial RRpRRRY RIOsiSe- ddstamrnceded ke¥ 0bred as
encryption keys) in the bio-data storage unit; requesting another
fi nger gecnyption key degrthemwitly thenEneryptiom Key driggerthe tataendryptior/desryption s;
preparing an encryption pointer which retrieves the encryption key forma
bi o dapeocsiserimtfes midro-dontroler ared dataqaocessingusiti2@eIbewcressidostenur i ng t he
encryption key being retrieved in a polynom al appendi ng process.

decision unit 32, after being triggered, instructs the data processing unit 34 to extract

the information stored in the flash memory 40 and sends it to the computer platform to

which the disk is connected to via the host/device computer serial bus interface unit 14.

Before the disk can be used, the user has to enroll his fingerprint bio-data into
the embedded fingerprint biometrics processing unit 20. In the first enroliment, the user
will have his fingerprint scanned by the fingerprint sensor 12, and the fingerprint bio-
data will be processed by the biometrics processing unit 22 and then stored in the bio-
data storage unit 24. The user must have his fingerprint scanned five times to ensure
an accurate reading of the fingerprint bio-data by the biometrics processing unit 22
before being stored into the bio-storage unit 24. Up to a maximum of 25 different

fingerprints can be enrolled and therefore up to 25 users can be enrolled.

After the first user is enrolled, if another user wants to have access to the
information stored in the disk, he will have to be enrolled. Before he can be enrolled,

the first user must have his fingerprint authenticated first, and if it is successful, the



13 7. The bionetric paraneters protected conputer serial bus interface
portabl e data storage device of claim1, wherein the typical bionetrics
_'verification and system access time is approximately 1 second or |ess. $.
The bionmetric paraneters protected conputer serial bus interface portable
data storage device of claim1l, wherein the bionetrics enrollnent tine is 1
second per fingerprint, and not nore than 25 fingerprints are assigned for
authority access right.
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109B&' () -3#109B& ()-V|~q {]1? 10%8 #10%& ()- MLO%&' ()-101010 @ #10%&' ()- @
#109%&' ¢ataleridgyftion $cheRB fifydfatg and thfafnation safe keeping within the biometric
parameters protected computer serial bus interface portable data storage device is used
and the method comprises the steps as follows:
scanning user's fingerprint by the fingerprint sensor;
processing the scanned fingerprint image by the biometrics processing unit which
verifies the image with the user(s) fingerprint bio-data which is stored as encryption
key(s) in the bio-data storage unit;
requesting another fingerprint for scanning again from the user if the verification
fails;
preparing an encryption pointer which retrieves the encryption key form a bio-

data storage unit if the verification is successful; and

securing the encryption key being retrieved in a polynomial appending process.

In the present method, a factory coded key together with the encryption key
trigger the data encryption/decryption process in the data processing unit through the

access control decision unit; and the data processing unit then extracts data from the
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computer serial bus interface unit.

In accordance with the present invention, the typical biometrics verification and
system access time of the portable data storage device is approximately 1 second, and
the biometrics enroliment time is approximately 1 second per fingerprint entry, and not

more than 25 fingerprints are assigned for authority access right.

While the present invention has been described by means of specific
embodiment, it will be understood that modifications may be made without departing
from the spirit of the invention. The scope of the invention is not to be considered as
limited by the description of the invention set forth in the specification, but rather as

defined by the following claims.



#10%& ()-109%&' ()- 10 10 10! y%g#109%& ()- U V-W X-Z---". P/ xY: !, #109%& () -
109&' ()-, 109 ()-,] #109%& ()-10%&' ()- 10 10
10P/ / /. OROOOdEXY: !, , | Y40%&' ()-S# 10%&' ()-,L! 109%& ()-,F "10%& () -,
109%& () -&910%& ()-005111"' 2~222dE:/ 10 10S3"10%& ()- @#109& ()-/10%& ()-+
10%&' () - @s10%& ()-s' 109%& ()-222221 333xY:/ 10yS#10%& ()- y#10%& ()- @
109 ()-y 10%&' ()-y @ 10%& ()- 109%& ()- 103: 4~4555555bC 10sY
s109&' ()-109%&' () - 11
CLAIMS
1. A biometric parameters protected computer serial bus interface portable data
storage device comprising:
an embedded fingerprint biometrics processing unit and sensor;
a flash memory for data and information storage and with any storage capacity;
a micro-controller and data processing unit for interfacing with the embedded
fingerprint system, a host computer system and the flash memory;
a built-in proprietary data encryption scheme for data and information safe-

keeping within the flash memory; and

a proprietary enrollment scheme for biometric fingerprint enroliment.

2. The biometric parameters protected computer serial bus interface portable data
storage device of claim 1, wherein the embedded fingerprint biometrics processing unit

includes a biometrics processing unit and a bio-data storage unit.

3. The biometric parameters protected computer serial bus interface portable data
storage device of claim 1, wherein the biometrics processing unit reads fingerprint bio-~
data from the fingerprint sensor and stores the bio-data into the bio-data storage unit in

the form of an encryption key.
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4, The biometric parameters protected computer serial bus interface portable data

storage device of claim 2, wherein the bio-data storage unit stores user's fingerprint bio-

data.

5. The biometric parameters protected computer serial bus interface portable data
storage device of claim 1, wherein the micro-controller and data processing unit

includes an access control decision unit and a data processing unit.

6. A method of proprietary data bio-encryption method using biometric parameters
protected computer serial bus interface portable data storage device comprising the
steps of:

scanning user’s fingerprint by the fingerprint sensor;

processing the scanned fingerprintimage by the biometrics processing unit which
verifies the image with the user(s) fingerprint bio-data which is stored as encryption
key(s) in the bio-data storage unit;

requesting another fingerprint for scanning again from the user if the verification
fails;

preparing an encryption pointer which retrieves the encryption key form a bio-
data storage unit if the verification is successful; and

securing the encryption key being retrieved in a polynomial appending process.
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