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at hand. The degree to which processes can be executed in parallel depends, in part, on the

extent to which they compete for exclusive access to shared niemory resources.
The architecture of shared memory multiprocessor systems may be classified by how their

20 memory is physically organized. In distributed shared memory (DSM) machines, the memory is
divided into modules physically placed near one or more processors, typically on a processor
node. Although all of the memory modules are globally accessible, a processor can access local
memory on its node faster than remote memory on other nodes. Because the memory access time
differs based on memory location, such systems are also called non-uniform memory access

25 (NUMA) machines. On the other hand, in centralized shared memory machines the memory is
physically in one location. Centralized shared memory computers qie called uniform memory
access (UMA) machines because the memory is equidistant in time for each of the processors.
Both forms of memory organization typically use high-speed caches in conjunction with main
memory to reduce execution time. '

30 The use of NUMA architecture to increase performance is not restricted to NUMA
machines, A subset of processors in an UMA machine may share a cache. In such an

arrangement, even though the memory is equidistant from all processors, data can circulate
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nani pul att_hsloch_mimsgaltAddl tionally, enabl ing the thread to be interrupted

while it is or t e |.ock reases the responsiveness of the
systemto i n}[/vg# ﬁﬁg system Kernels requ1re etficient locking primitives to enforce serialization.

20  Spin locks and queue Iocks are two common serialization mechanisms. In addition to scalability

and efficiency, interruptability and fairness are desired traits. Because of atomicity requirements,
a thread may have to raise its priority level before entering a critical section that manipulates
memory. Additionally, enabling the thread to be interrupted while it is ‘waiting for the lock
increases the responsiveness of the system to interrupts.

25 A spin Jock is a simple construct that uses the cache coherence mechanism in a
multiproces'sor system to control access to a critical section. A typical spin lock implementation
has two phases. In the spin phase, the waiting computation agents, for example, threads, spin-on
a cached copy of a single global lock variable. In the compete phase, the waiting computauon
agents all try to atomically modxfy the lock variable from the available to the held state. The one

30 computation agent that succeeds in this phase has control of the lock; the others go back to-the
spin phase. The transition from the spin to the compete phase is initiated when the lock holder

releases the lock by marking the lock variable as available.
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nmet hod of rantlng a processor 1In r computer
system |t peormahicy benefitsobj ect of the invention to organi ze the processors
in a hierarchical manner and to grant the lock to a subsequent processor
based upon its position in the hierarchy. According to a first aspect of
the invention there is provided a netisasthnigry efficiently handling hi gh
contention software | ocking jn a multiprocessor, conputer
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the invention to organize the processors in a hierarchical manner and to grant the lock to a
subsequent processor based upon its position in the hierarchy.

According to a first aspect of the invention there is provided a method for efficiently
handling high contention software locking in a multiprocessor computer system, comprising:

organizing at least some of the processors into a hierarchy;

providing a software-implemented lock selected from the group consisting of: an
interruptible lock, and a lock which waits using only local memory; and

processing the lock responsive to the hierarchy.

Described herein is a method of efficiently handling high contention locking in a
multiprocessor computer system. Primitives for conditionally and unconditionally acquiring a
lock, and a primitive for unconditionally releasing a lock are selected for either acquiring or

releasing the lock. In addition, a release flag is implemented to prevent races between lock

acquisitions and release of the lock for a group of processors, and a handoff flag is
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conditiona , are prov,
Other features and advantages of this invention will become apparent from the
following detailed description of the presently preferred embodiment of the invention, taken in

conjunction with the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 shows the krlock_t data structure of the preferred embodiment of this invention.

Fig. 2 shows the krlock_pq t data structure of the preferred embodiment of this
invention.

Fig. 3 shows the krq_spin data structure of the preferred embodiment of this invention.

Fig. 4 shows the krlock_chdr_t data structure of the preferred embodiment of this
invention.

Fig. 5 shows the krlock_clusters data structure of the preferred embodiment of this

invention.
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Fig. ‘2 shows the block pg_t data structure of the preferred enbodi nent of
this invention. Fig. 3 shows the krq_spin data structure of the prefefred 100
enbodi ment of this invention. Fig. 4 shows the krlock chdr t data
structure of the preferred enbodi ment of this invention. Fig. 5 shows the
krl ock clusters data structure of the pré&ferred enbodi nent of this
invention. [R\LIBOJ 7066. doc: AVC 16 SEP 2005 - 4a Fig. 6 is a flow chart
of an unconditional |ock acquisition node according to the preferred
enbodi ment of this invention. Fig. 7 is a flow chart of a | ock rel ease
node. Fig. 8 is a flow chart of a conditional |ock acquisition npde. Fig. 9
is a block di agFiamofs & flgiy ¢hapr s uesondigppaltleck asputsitipn mede eeeerding tondifor v
| at ency. . A ; 02/ 054175 16 SEP 2005 PCT/ USO1/ 49529
BEST I\/éDE[ E@%o%@e%ﬁgnﬁ NTI ON Overvie The kernel round robin

| ocki ng primti Ve (knoéy cldrt ¢ffsleck neleasetmade. i s a strai ght spinlock 5
designed to handle_a | arge, quantity. of rrouped into nodes, wherein the
nodes are pref %fgaﬁllila @%‘gagﬁh Cr‘?aé{'ﬂﬁnﬁlg)%k%ﬁ‘ﬁ"s&’%btggéeors. krlock is
intended to effipgd engslybidandlagrabi 8ha na@ijiredtbdo RomPetet Behtdth tilkera @RS meory
architectures with various ratios of |atency between | ocal and renote
menory. Ef flited¥nt operation at low latency ratios requires that the |ocking
primtives mnimze |local bus as well as renpte nenory operations. 10
Menory | atency can be a significant factor in well constructed parall el
prograns. Performance may be estimted by tracking the flow of data anong
CPUs, caches and nenory. For SMP (symmetric multi-processor) and CC NUVA
(cache coherent non-uniform nmenory accesses) architectures, this data flow
is controlled by the cache coherent protocol, which noves
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allows subsequent accesses from the same CPU to proceed with much lower latency. Data that

has been previously accessed by a given CPU is assumed to reside in that CPU's cache, with

access latency #,916. Accordingly, the latency of accessing data and resources is dependent upon
25 the location of tﬁe resource with respect to the accessing CPU.

The kernel round robin locking primitive is designed to operate fairly and efficiently on a
: CC-NUMA.machine under heavy contention, i.e. when there is at least one CPU waiting for the

lock any time some other CPU releases the lock. The primitive is designed to pass a lock on an

intra-quad basis when appropriate, while preventing any quad from monopolizing the lock for an '
30 extended period of time. Any monopolization of the lock by any particular quad may cause

"starvation" to other quads on the system, i.e. preventing other quads from accessing the lock. As

. such, the kernel round robin locking primitive is designed to pass locks on an interquad basis in a
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Alternatively, SPL can be separately managed, or can even not be raised at all. Interrupts must

be allowed while spinning on a lock. In addition, the lock acquisition methods must properly

handle lock acquisitions from interrupt handlers, even to the same lock that was being spun on in

the interrupt. CPUs spinning and waiting for a lock must be able to spin entirely within their own

25  cache with no remote accesses until the lock is made available to them. Spinning CPUs cannot
* cause traffic on the local bus. In addition to the lock acquisition methods, the primitive also

includes a method of unconditionally releasing alock on a CPU (v_krlock) while simultaneously
lowering SPL. '

30  Data Structures
The kernel round robin locking primitive includes four types of data structures. Fig. 1

shows the first of these data structures — a global bitmask (krlock_t) 100 that contains a single



m_mbér. of consecutive locks permitted, and if there is another CPUl 6rSEP 2005
anot her quad requesting 10 the lock, the lock is then handed of f to anot her

guad. Once a has been nmade to hand the |ock off n sone
ot her quad, P‘H?M/@gio’%t IS reset. Accord| ngly, t he gl obal F@r?as*ésg

(krlock )y stf( P ﬂnsr@% Ca}' a u cﬁ‘:’ n@ ess ether IPEJ "
for or hol ding e qua ‘1’3 ﬁ( 61@ é g‘tsc?‘
i ndi cate V%hﬂbn@ﬂ?tl&ﬁﬁﬁﬁt&lumffc emtuag @tllh@ﬂm%rtﬁb loviiAlnly mu‘ t(ﬁét stemhd m@%lt ih3hndi 9.
3 shows the spln state fie 02 of the per quad data structure

| d
as a mask gobal &@maéh%-sﬁt“éﬂ@%o‘ﬂr*ﬁgﬁes ﬁﬁk &9)i5 xesponsible den ham@tmgthe.l@qkdg aiGR3 udi ng

a request grant field 306, a release field
308 and a ﬁégﬁ%gpg% %dhgﬁeg fs_fiﬁ%%}agrg{%lgg field (krg_cpu rgst) 302 contains

one bit 5f or eacThd3Rtbmirdataseruciusds the geraphd bignask étdvek_poheROCRI: éomtaigahesiihng
the | ock. The hold flgdg éjlérq cpu_hol d) 304 contains an index indicating
whi ch cPU daieEiq-sRimrg ¥ qoaéqeutwwama?réﬁpnﬂp@i granty fksq granhimaxy 884,

contains a have
been pr ovi it upthpl o fuet e Gpuchts GRIGEH' 65, FhgioB il i i8F o B8 pletityg
mani pul at elf the hitfietddd the mhnnmdﬂt&nhbﬂoﬁo@nﬁeblﬂwg belgadd gradtsreakedsklie mlimhi02 and
the per quad dat structure (kr]ock pg t) 200, the kernel round robin

| ocki ng pr M¥mbsr C?Péfp"‘%ﬂ% tqeﬁ@pé,géhege 18 ﬁ@ﬁth‘ﬁ&f(y ot apothet quad reguesfing
struct ype f t

struct Spe ?ﬁg?&l gﬁé%ﬁghgggé\‘ﬁ?%% 1 iﬁﬁgl&g%r res pgﬁlgjfn%gﬁdég% l;eﬁqﬁﬁﬁdéeifr% %B%J tabl e
i s desi gnekpck off ta e ERHhwusems othee qeadt this coenterporesat. bﬁceordm&r mhepglobabb;ltmasy | evel

and i s use ff a 0 _an |nterr her e
0 e ot FeetoBe Y iR Rndicie Bhich Sts hibe BroskiRons Wty ookl R bk
quad data tierquad bitiaskkitteki BN D00 PureBdHs It@ﬁudid@taM1cﬁfpréoﬁ§?soirs%hu@ﬂq@dqwd
basis, and to ensure that a lock is not nonopolized by anyone quad for an

ext ended p%ﬁai“ﬁ& fesithg Jogle. 30 The spin state field (qu spin) 202 of the per

quad dgka StuCkil LaARL B &l A8 Al Yin) IR Uelpel hEl e 0ot dsbhask of

effectlvelytranfer alo Ween ' p sors
flag for ppeaadstags thatis splitdmto amitiple fiedds inclhidinga telpadst figly 302; aioldFEld &) aa

55 STt bl Bt e FUELL 0 o T e 1

handof f i edraidsléheit for eabh @gufdarthe Gl Gralch ik AR thaf CBU LR udsGheth@IREES SO
requesting the |ock through the unconditional |ock acquisition method and

for indi calhhkpld ﬁalﬁit(kraf_cml_h@ék?’%@ewmas 41 indgx indifating svhichd3YJ oirrently baldsthguent
acqui shhi o that St ested.a condi}jonal
ook 1201 ol THE gyl 58 (A La®) o conlles RoRPERS flrabeE LGPy Rt o8
uncondi t i oloak tHabhdve béarcprovidetto CPUs atithin the same quad. All of these fields must be
manipulated atomically. In addition to the global bitmask (kr_spin)102 and the per quad data
structure (krlock_pq_t) 200, the kernel round robin locking primitive may optionally include a

per quad statistics data structure and a per CPU table for recording the global bitmask data

25  structure that is being spun on by the corresponding CPU. The per CPU table is designed to
accommodate one entry per possible interrupt nesting level and is used to avoid handing off a
lock to an interrupted spin when there is some other CPU that could make use of the lock.
Accordingly, the per quad data structure is designed to control usage of the lock on a quad basis,
and to ensure that a lock is not monopolized by anyone quad for an extended period 6f time.

30 The spin state field (krq._spin) 202 of the per quad data structure contains release and
handoff fields 308,310 to effectively transfer a lock between processors. The release field 308 is

a flag for prevenfing races for acquiring a lock that may occur between a lock acquisition and a
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There is a freelist 500 that threads through the krlock_t bitmasks of the cluster set of
interlaced counters. Cluster sets 400 with at least one free set of interlaced bitmasks are on the
doubly-linked circular list headed by the krc_free field 502 of the krlock_clusters structure 401.

25 All cluster sets 400, whether they have free sets of interlaced counters or not, are on the
doubly-linked circular list headed by the krc_all field 504 of the corresponding elemerit of the
‘krlock_clusters array.

The structure of the freelist allows the code to start with'a pointer to a krlock_t 100, and

index to the current quad's krlock_pq_t 200 without having to touch any possibly-remote

30 memory. This preserves reasonable performance even in cases where the remote cache is being
thrashéd.
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Fig. 6 refers to a flow diagram 600 of the unconditional lock acquisition mode (p_krlock)
of the kernel round robin locking primitive, This mode provides for a CPU to uncondltxonally
acquire and/or spin on a lock. The flow diagram 600 illustrates the general flow of control

25 throughout the operation. Following the initial state 614, the CPU caller requests the lock and the
system priority levels is raised, i.e. a bit is set to prevent certain interrupts from being accepted.
The priority level allows the system interrupts under a certain level. The CPU request bit for the
lock is then set in the spin state (krq_spin) 622, indicating that this CPU in this quad is
requesting the lock. Following step 622, the release flag in the spin state field must be cleared

30  626. The release flag functions to prevent races between a lock release and a lock acquisition,
Next, the value of the spin state field is atomically exchanged with the value in the cpuspin field
630. Each CPU has a cpuspin field 406 which points to the private location on that CPU’s quad
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Upon exiting 'glﬁg ring the &pin pdd, é‘?‘er(?})ﬂ-t’ 1s54bignt & 2 HiSiEIM inteBuRLISOB AmAtait QperatBaY t o

set ti® |tateds theRSNURL land ézchgffés it 'leﬁb' ol a@ @gJSEEI' h ﬁ%ﬁ?@%@ e ey’

622, then it nust be determn reques
in the glcpBERin %ﬁmm(lmmlmw ﬁmhe CPUwaeha]daﬂthbﬂdcklbat emphotare it dué he

rovever, % e fySEpilatg. tndiel s Rrtpsf e ol ALl FelapiprprechBst b
det er ni ne(d krlockheldﬁa‘llhBJCPUfnia?ghdnrimﬁdk@th%Fi’ﬁt@mﬁk A4rR1R 6110! Ipon exiting the system
interrupt handler 666, the CPU may return to 622 to set the lock request bit. However, if at 6102
25 itis determined that the cpuspin field was non-NULL, then the CPU lock request bit is cleared
6114 to cease spinning on the lock by the CPU. In addition, the quad request bit may also have to
be cleared 6118. The CPU then is interrupted by the interrupt handler 6110. Upon exiting the
system interrupt handler 666, the CPU may return 622 to set the lock request bit,

At 626, if the kr_spin field was Zero on entry to 622, then it must be determined if the
30  quad lock request bit by the CPU in the global bitmask has been set 670. If the quad bit is not set,
the CPU must set the quad bit 682 in the global bitmask, and return to 630. However, if the quad
bit in the global bitmask is set, then it must be determined if the handoff flag in the spin state bit

10
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fol | ow ng: this returns TRUE, we have the lock, and execute the following steps:

a) Restore interrupts.
15 | 'b) Return "oldspl". Do not execute the following steps.
4, Otherwise, we must spin waiting for the lock, and set cpuspin to point to this
‘CPU's spin area.
5. Repeat the following steps indefinitely:
a) Atomically exchange the value of pointer to the per-quad structure ("kqp")
20 with the value pointed to by "cpuspin", discarding the result,
b) Set the per-CPU table 1.pl_krlock order to indicate to the interrupt entry
and exit functions that we are spinning on the lock. '
c) Restore interrupts.
d) Restore SPL to "oldspl".
25 e) Spin until "cpuspin” points to NULL.
f) Raise SPL to "s".
g) Suppress interrupts.
h) Set the per-CPU table 1.pl_krlockp to NULL.,
i) If "cpuspin" still points to a NULL value, we were not interrupted. Do the
30 . following: ' |
i) Restore interrupts.

ii) Return "oldspl". Stop répeating.
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1) Restore interrupts. ii) Return "oldspl". Stop repeating. 11 16 SE]EQ%B%
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kgp->kgp_spin of a mask wth this CPU s bit set and all others clear, 2)
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contenti oss foRetvstrn 10 FALSE, and do not execute the follow ng steps. 4)
O herwi_se, set "oldspin" to the current value of kp->lcr_spin. It nay be

desiraBle to Diehl'ddwpin to the old malne fopwen atomiy addition to hep-elqphepin diemadk)
Repeat the fo'ivRMV}_}@@C§ﬁ'§%§sk%ﬁfail%ﬁgﬁlc%’%mrrml ly, we will only go through
0

this | oop once. However, races W r CPUs can provoke

conpar e- and- exzyiagenfibtht KRES RELEASHbitGhcleadd fiomdQpadel] ki alorkhilp3hik Bfrough
the | oop. a) |f,th|? quad's bit is not set in "oldspin”, do the follow ng
steps to attenpil beqlisady cleaseds so thatithe logp il ngt bagsesuted))| y _

conpar e- and- exX§\ANIG kP 1K EitSP ' " L0 substitutin
ol dspi nl quadma@k on & ucggéélfﬁmgg%&%ﬁgglﬁggEhpf%’ ﬂéen% R %{eﬂﬁ?@h Refya
quad’ $0bit setFALSE,ahtl donbesxscutt tifollowingses. i s successful, do the.
following: (1),J4 "oldspip" . is not equal to zero, there is contention.
Return FALSE, 4)a(§1t8 r&’ésen%tt Adpinita tfter?gﬂ%wlaw -Jfreipin.  (Ibmappegesizehle o add
KRQ GRANT | NCﬂn?ﬁidKBQaé\@Eﬂ%ﬁM% QRHRB s fife KAP- >Kr g_spin. This
operation marks the current CPU as shoI di nge:h% | ock and counts the grant
of the |ock. KR&epeartbeollpwingstens indefinitelyh Nommaltjiwe wdlb enly@otttireugh this loop

KRQ_GRANTJVI A%cg.' ﬁl)&ew?gr, Jééegwci&' the% %Us can provoke compare-and-exchange failures,
15 which can force additional trips through the loop.

a) If this quad's bit is not set in "oldspin", do the following steps to attempt to set
this quad's bit:
i) Atomically compare-and-exchange kp->kr_spin with "oldspin",
substituting oldspiniquadmask on success, where "quadmask" is a mask
20 with this quad's bit set and all others clear. If this is successful, do the
following: .
(1) If "oldspin" is not equal to zero, there is contention. Return
FALSE, and do not execute the following steps.
(2) Atomically add KRQ_GRANT_INC+
- 25 KRQ_ME2HOLDMASK()-cpumask to kqp->krq_spin. This
' operation marks the current CPU as holding the lock and counts
the grant of the lock. KRQ_GRANT_INC is a value which adds
one to the KRQ_GRANT_MASK field of krq_spin 202.
) ’ KRQ_,MEZHOLDMASK is a macro which creates the value
30 indicating that the CPU holds the lock.
(3) Return TRUE and do not execute the following steps.
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KRQvI E2HOLDVASK is a macro which creates the value 30 indicating fi§aSgs jpgs
CPU hol ds the lock. (3) Return TRUE and do not execute the follow ng steps.
12 1 6 SEP 209 %yg@l 2/ 054175 PCT/ US01/ 49529 5 10 15 20 b) £ 1?0‘1‘?4?%99 this
quad's bit is already set in "oldspin". This may be due to a

cp_krlock(, or a rag @&xei’m?%lttﬁgﬁtfa}ls%[t 1%(5]&@&9}’ HPh "81'3%#1?(“ ”thns ﬁEY?eC@u%% %do the

fol l ow ng steps:

desirable to i nvaI fﬂM@cn_h&oakt)hafa I@Eihlgv kmclt@es; muetr)xptlehtry olrmlibbamq, dde t he
KRQ _CP_HANDOFF bi t %elé we raced with a failing cp_krlock(), and it
awarded us the | ockOMO"RE§!8MSe | ock as fol lows: (1) Atonically add the

quantity (KRQ_GRANT_ |NC+ SIéP@kNEI% S aPWIRSK;: @gﬁfﬂé‘@l ROFF) to
kgp- >krq_spin. This atom cally quﬂﬁjﬁ\?ﬁg?ﬁ?ls ?@ nﬁ?@e ear its
requestS bit, clears the m@dﬁktmwﬁ'twhﬁsnd counts the grant of the
| ock. (2) Return TRUE to at. e hol d_t ot ex

the follow ng steps. iiil} ?’R}\?%g‘ é‘ﬁ\ﬁmng @Fﬁ%&ﬁrﬁﬁé”lglﬁa‘p
bit to be cleared from yagi RO MndfiCiwatded %le%% be HRobs
cleared from kqp >Krq_ spi n@%@\ﬁencsg ) |ln(§/t e val ue" of {10 sps! n_osave
the value into "ol dspin" 6)(1$Atmmca1}yadqbtlm\qumuﬂymﬁwm INGef i ni teh

| oop, this step is not reach W%ﬁarlier t he
uncondi ti onal |ock acquisiti g]%Rilp A §c‘é’(§ﬁ}aﬁk Mﬁﬁg@ ®Pock,
there jos al so a procedure forkdgposkdyts iﬂn@his)étoihﬁéﬂﬂ't}'rsétﬁﬁusI@PU*sﬂSlhvalue,clears
(cp_krlock). Fig. 8 is a flow char 00 illustra t he general flow of

control through the its request bit, clears the KRQ_CP_ OFF bit, and counts the
grant of the lock.
(2) Return TRUE to indicate that we hold the lock. Do not execute
the following steps.
15 iii) Otherwise, spin waiting for either this quad's bit to be cleared from

kp->kr_spin or for the KRQ_CP_HANDOFF bit to be cleared from
kqp->krq_spin. When sampling the value of kp->kr_spin, save the value
~ into "oldspin",

6) Since the previous step is-an indefinite loop, this step is not reached.

20 '

As mentioned earlier, in addition to the unconditional lock acquisition (p_krlock)
procedure for acquiring a lock, there is also a procedure for cdnditionally acquiring the lock
(cp_krlock). Fig. 8 is a flow chart 800 illustrating the general flow of control through the
conditional acquisition. Following the initial state 804, the calling CPU requests the lock and the

25 system priority levels is raised and system interrupts are suppressed 808. It must then be
determined if any of the quad request bits for the lock are set in the global bitmask (kr_spin) field
812. If the quad request bit has already been set, then the requesting CPU will not acquire the
lock. Both the SPL and system interrupts are restored 816, and a CPLOCKFAIL is returned 820
indicating a lock cannot be conditionally acquired by the requesting CPU. However, if at 812 it is

30 detemlingd' that none of the quad request bits are set in the global bitmask (lcr__sp_in) field, then
the quad's request bit is atomically set 824. Next the CPU spins, waiting for the release flag of
the per quad data structure (krq_spin) in the CPU holding the lock to become cleared 828, The
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condi'tional acquisition. Following the initial state 804, the calli ngtGitg 2005
requests the lock and the 25 systempriority levels is raised and system

i nterrupts vao e2/es4ppr essed 808. It nust then be determ negeffis@nysf the
guad request bits for the lock are set in the global bitmask (kr spin)

field 8ERU feduestiit s &CkhE SSiH State (Riql spih It B REMkeB 8BS o Rtermind & hnbibEr CPU
requesting CPU w Il not acquire the” I'ock. Both the SPL ancil system

i nt er r upissreguestingtbe dackdif $1e6s arand otheCERIBCRFUALtINg the Toek,unanleddd B0 is dtowdicalit | ng a

| ock it | | i b h ting, CPU. Ho , i f at
812 11 SL3R0aRE B RHEE RRiR A TEEreh 4 A thrIGBD Fekids 88 Mgicabonihg Te6 | 1 he.

L obal b . . v ! e o cal |
Jet 520, KRR htdcaBingine 108 f48, HORer, iFistiRfmthed 4P o Rk EPBYIOC, 0 Lot
dat a $t r akseady ecqukstingdiu Ioyk,itire hanéofCidhg in diedsipingstatdraf thopds'quad detcsimetued ear ed

828. The , 13 16.SEP 02/,054175 PCT/USQ1/ 49529 CPU request bit set in
the spi nH=PE) CW&%@@%\/&W Spie H@?fﬂ‘@ﬂleﬁcgszlstr?ft%%q %]r‘srrf“ﬁjetﬂ? &Sgﬁﬂﬁl??é‘?s CPU
i's reque@ﬁa'tﬂﬂcbﬁtﬁtiémkcquisﬁtiénf‘tﬁrtlfél@él@maﬁ‘i%il@&E‘ﬁ. CPUs requesting the lock, the

hold field is atom call set 336, the systeminterrupts are restored 844
and the CPU r Eheeanditipnali laek asquisition method cp_khlack 800caceuivke thei specitieaiueki ifithet he

| ock 848 e (Lot | eterm ned. at..832 t.hat anqgt her .CPlJ i

al r eady Pe"ES%@ el'gnc, u{r%defnfm&% ?tayh(gt?’ﬁgﬁsablf Pelglflaagfq\uﬁcstt]?f’glogb?q{ r@feéﬂé@_ @L' B“te per
quad Idat insedad vstiints & CPLOCKFATLRG indfeat #iluf40 thed daRinSiiPTAREhE R teiNel Bl I upt
levels is restored 816, and the CPU indicates that the conditional

acqui si t F&Hn lecking grimifive in designad fos hishzontentios, the penditicpaldbck asquisitionpiimitiveon

met hod ¢y Khio [ specified lock if the lock can be

acqui red%‘bﬁﬁe@??@%@%@ﬁeﬁm@%}ﬁn nei ther acquires the | ock nor raises
the SPL, but 10 instead returns a CPLOCKFAIL to indicate failure to the
cal ling CPU. fhnce he erne{‘a round robin locking primtive is designed for
hi gh cont ent i &fF PPREO-EXITdS #579HAWS | ock acquisition primitive cp_ )crlock 800
wi 'l g3l most  alyweise thabL [ he, ARREER RO, hlodPvdRbloyEspl5 1) Raise the SPL
to "s", saving the old SPL in Iogal 0vari algl %&f\é%%{sﬂlﬁ %SPIZ) Suppr ess
interrupts. 3% Suppraseimtéruptsonpar e and exchange kp->kr spin with 0,
substituting zquad " non success. 1 f the conpare and exchange fajls, do
The Tol | owi ng ot eparinisall@BmBE e Sichinies ki o1 AR i oS g gar ok
¢) Return CPLOCKFAb succesh./Tilihe @b@ipdréirldu hangofafl g do Besfoléwing igpst 0! | owi ng

a) Restore interfupts.
20 b) Restore SPL to "oldspl",
c) Return CPLOCKFALIL to indicate failure. Do not execute the following
steps.

4) Otherwise, loop until the KRQ_RELEASE bit is cleared from the kqp->krq_spin.

(Normally, this bit will be already cleared, so that the loop will not be executed.)
25 5) Atomically compare and exchange kqp->krq_spin with 0, using

KRQ_MEZHOLDMASK. If the compare and exchange succeeds, do the

following steps:

a)  Restore interrupts.

b)-  Return "oldspl" to indicate success, Do not execute the following steps.
30 6) Otherwise, we have raced with an uncoﬁditional lock acquisition (p_krlock).

Atomically add the handoff flag (KRQ_CP_HANDOFF) to kqp->krq_spin to

hand the lock off to the racing CPU requesting an unconditional lock (p_krlock).
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steps'..4) O herwi se, loop until the KRQ E "EASE bit is cleared from¢th
kqp->krq_ spi n. (Normally, this bit will be already cleared, so thdtb 65%2005

| oop will uted.) 25 5) Atomically conpare and

kgp- >kr g_spi ﬁ”‘ﬁﬁ“ﬁx‘gg usi ng KRQHOLDVASK. |If the conpare amﬂ’?ﬁé”e
succeeds, do t ps: a) Restore interrupts. b) Return

"ol dspl " to indi‘cat O&és:sgoéelg%ﬁ%%o not execute the follow ng steps. 30 6)

Q herw se, we hgve rreege SPIL b aMspincondi tional | ock acquisition (p_krlock).
Atom cally add the handoff flag ( RQCP HANDOFF) to kqp->krg_spin to hand
the 1 ock off 19X he RelemPLOSKY ATk oGS fahrencondi t i onal 1ok (p_krl 0ck).
14 16 SEP 2005 V\D 02/ 054175 PCT/ US01/ 49529 7) Restore interrupts. 8) _
Restore SPL to "oldspl". 9) Return CPLOCKFAIL to indicate failure, 5 Fig. 7
refers 50 a fl oRigd? agéra e LlovadiaRiahast avndtiiddac krld®A0D @6r réledsasd 106k fRoth @ERPTH r om

a CPU hol di ng the | ock. The flow diagramillustrates the general flow of
control thrQldigedhe logk dhe Jpw diagramillusisatesshs gagerehBow af eqnip! thrugkourthe, t he

ol casi ng Praich: PAIGAREHe BETAGR 1A, BhSHENDI By R RPN, b, o
current queshsepobkzing withereleasie 4 kock, Qﬁditlﬁd;PLSs sk @b sibwh(iB 708Vdix hdditidn, the

determ ned which CPU on the 1Q guad has the bit selected for the hold on
the | ock 7awTentaad whegeip he lock ig @P&te@ Bdelegteb7(8eNextdpiy detprmingd whish CFlben hgad

i s sel gt eﬂ#aﬁ]hgs ]@He eﬂl:t@&ﬁ)r‘ﬂ{]e | Oﬁfthgll’&ﬂ 75@?)&5{'1{ is %&Eﬁdthgmbﬂf&? cPU

must determ ne | easing t to the next Is suita

fol | owi ng thBISC]ﬁCtBé.qdeS selesttid §4 6, regardlasstof Mu&hlquad«he €PWds bcatsd Neixt, el @U 1) | f
there is anoth CPU . uestin he,.l o

(KRO REr ARt feleriine LHASERY 8 Sock UF e et D i by R TP gt et ous

| ock rel eamgicafes thi tBE1dch dleabis stigdble/et conpl eted the rel ease; 3) Either
this quad has not exhaust ed |tslcﬂ>uota of consecutive grants, or no other

quad contai ns allcPu K é&hstrds enatlpr (XY teguastingtheilagk; Ei t her this per quad data
struct y5€ (krq 5)0' n)Tﬁcsreleﬁlsr ﬂtag?ﬁénﬁEﬂHﬁgE) i¥hot the hs Isgndlcatwe that there is no

previous lock release operation that has not yet completed the release;

3) Either this quad has not exhausted its quota of consecutive grants, or no other
quad contains a CPU requesting the lock; and
4) Either this per quad data structure (krq_spin) is for the same quad, or the hold
20 field is clear .
If the hold field for a different quad is set, then this is indicative that a previous release procedure
(v_krlock) has not fully completed. Accordingly, upon selecting a subsequent CPU to receive the
--loek;-it-must first-be-determined if-the CPU s suitable-for receiving-the-lock.
If it has been determined that the selected CPU is suitable for receiving the lock and the
25 subsequent CPU in line to receive the lock must have cpuspin field set to NULL, this indicates
that the subsequent CPU set to receive the lock was affected by a system interrupt 740. As such,
the next CPU on the quad is sélected to receive the lock 752, If the new CPU that has been
marked as the lock holder is on the same quad as the previous CPU lock holder, then the system
interrupts are restored and the specified SPL is set 768, However, if the handoff of the lock is to
30 a CPU on another quad, the grant hold field, indicating the number of times the previous quad
was granted a consecutive lock, is cleared 756. If there are more CPUs from the original CPU's

quad 760, then the system interrupts are restored and the specified SPL is set 768. However, if
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20 fireld is clear . If the hold field for a different quad is set, tk]esn EP-2005
this is indicative that a previous rel ease procedure (v_krlock) has notS'
fully conpl evedzofsrordi ngly, upon selecting a subsequent gREutR/HB6EI Ve
the lock; it nust first-be-determned -if-the CPU-is suitable tor

recei vi ng thére ateawk mokd CPU's ha shelfogier APUBBER 1fdbr's Hiddd rb st%'tﬁé:lto | tHeR'thd S
suitable for receiving the |lock and the 25 subsequent Uinline to
recei ve t (&2q Bitgn the flobabRiemash (pspin) iy deatedstod, the systdnl intertupts aravditarad,ead thdat

h b At k: - . af db
nterrupt Dgoed S Sk 168 ASSRUNEY bFe CRURIRG IR ATEOE Upetivia s ik ve
the | ock IhBrruptisubdequertes GPLEIEdNdh of gt CTEE by réé@iﬁzl?%%@i%%l&,*i'ﬁe RS pRRLGIRE 1S on

the sane quad as the Erevi ous CPU | ock hol der, then the system interrupts
are rest orelgcts the nenb CRHaequesting tigHpck. s set 768. However, if the handoff of

the lock is to quad, .t rant hold field, {ndjcating

t he nunber of tlf’%eémsg)g d%%é@ﬂgﬁti‘g{fﬂ%g&“\tﬁ&sd@ %h@&&anae %ﬂé%%?‘i“(ﬁhlelf%k, is
cl eared 756eivifg thedoak, thes thenket (GRUB0LERS MOPIR o6 ﬂe?ﬁe@ﬁk sk ST20M Ridre/ G not Nen
the system,i nt@ﬁ’ﬂs%%ts' re restored and the specifi i 768.

i ed SPL Is set
However, (°fnef ergfguedrom thesauen leakholdsomuetega lackghecumest @BY mor e

; I : ' he .| ock h h
quad byt o G QRATI IR [, O 1l 6 ISR OO OF e Bl The®

i Et er r bt selease flag éKRQealﬁLE?aE) 18 eetSpe EorftheaCPIBRbIIng tilbek! GRe qz@ﬁfvi’tftﬁﬂgﬁ‘ ey, if
the CPU r est.l ng,the l.ock was ject to a system interrupt subsequent
to the seﬁ%’ﬁf%‘h“%}( m)dF’PJef"_Bﬁi %‘gé@l ‘%‘F Frieasmdag GRQ REIEASH) Eﬁaoét@rqdr ocedur e
5 sel ect s Othewiit theRldrd ﬁﬂqﬁﬁtdmmﬁlﬁ@tglf&qﬁe 1ok oﬁ‘{his7%ﬁfg qP%c% 7332" Eeilg%ﬁ‘lrem ned

that the selected CPU on the sane quad Is not. suita 'ving the
| ock, t hefiaRdpdl tradKRQLP IFANIPABF4s €PU84, oukthe eystems ntdrmipsed e@iGMY ERasing f

th i f t d. th t | ock hold
oquest] niraopb R iRt 80 SPr et 6 asHRE o s andbespmesa,

only i¥5 t kqeadrequesting thedopke?3R] thesyskRiiSin@AuH & B CPERE] ' e
i S set 748 fb’?et he hol di ng tﬁ%@ggiﬁbgﬁé&aﬁ%gﬁft

flag (K RE#&:SE) Iﬁ%ﬂ .

fromthe 18 Stf; 16%ndReordingly, sheprogedure (fereleasinghis logk dortstdersrtied locasion bf tig

( KRQ_RELEAPD) rel | | fihere are any new CPU requests for
tho Took on VieesBhe el so b bHrlleRiudr bR b Reilg Wik esinpidiber) 1 <
set 736, and the systeminterrupts to the CPU releasing the lock is

restored and th o SPL isqs%t %68. %{Q,an(;g'ti,on, if there are no new CPUs on
the same 15 quadc PEYEREMeor thewicppijionaklocking teleasespripitiveisas fallows: t o t he CPU
rel eagong the lpck Seppr@siméragsand the SPL is set 768. Accordingly, the

procedure for releasing the | ock considers the |ocation of the
2) Invoke v_krlock_common(kp) to release the lock. (This function releases the

specified lock, passing it on to the next requestor if there is one, or releasing the
lock entirely if not. )

-3) Restore interrupts,
25 4) Set the SPL to "s".

Pseudo-code for the function (v_krlock_common) used by v_krlock to release the lock to
another CPU is as follows: '

1) Set "oldspin" to kgp->krq_spin. Again, it may be desireable to invalidate the other
30 CPUs' caches.
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CPU fequesti ng the lock so as to prevent starvation, i.e. keepi ng thel bogEe 2005
within a single quad. The pseudo code for the unconditional | ocki ng rel ease

primtive i 20 1) Suppress interrupts In
v_krl ock COMQ‘%%O rel ease the lock. (This functlon re%{(gﬁﬁg’é“?%%

S oo e 2B HalCHOL by dsBit Bles Bha RBIMT AT fpoeleS Ty S
the SPL to "s"opdigRutas fget iRy cohisietbd NCdd %ﬂtl(tﬁﬁiﬂélh‘ﬁ@iﬁ%m%telﬂﬁi@@P@Y

vkrlockto releasethelockto anot her Uis as
"ol dspi n" to ktgradiagdoldppin’ frmg&qpr>qut_spm9ntﬁ@h&t@9uhegaDMe to |nvaI i date t he

he hol d 11 el o) KRG v G sHES HEBR e b aetents P frdidarnig |

v_krlosk() opgifRienpguadps not yet fully corrpl eted. Loop until the hold
field does indicate this CPU, reloading "ol dspin" from kqg >Krg_spin on

each | oop iterationd) @?OkRé{i@@Q_meeK@mW&@QL%RQﬁEJMA Kelastcgach pass

attenpts to pass t
Kr ock_fi nd_next (ol %%l%é&%d% %&Ep ﬁl/Agtﬁsrlﬁ p%‘?%hes raﬁll(l:élﬂI e%ﬁﬁg RS
into "nextcpu". Thilatn‘oLhaﬁdioffmosa&tr@heﬂuefawmmeataew"lﬁwpur.equest bi t to

hand off to, starti ngLFlat the CPU indicated by "lastcpu”. b) If each of the
fol | owi ng condition® ?ﬂCHOf@qul owing epnditioppldiext () found a CPU on this

quad tyg hand of f to, andjjy ﬁﬁdﬁg@poc B bl B ndlort ) ! ISPE "

(in other words, any prece ng v operatioh attenp 0 hand off
to this quad has. 15 20 12»5h63KRQ0RELEASEIIag Bmdt set in "oldspin" (m othcr words any

preceding v_krlock() operation atteﬁ'tpting to hand off to this quad has.

(U

completed), and
iii) either the number of consecutive grants to CPUs on this quad is still in
15 range or the "firsttime" flag is not set, and
iv) we are handing off to this CPU's quad, or the hold field in "oldspin" is
clear (the hold field can be set if a preceding v_krlock() has not fully
completed)
then attempt to hand off to the CPU indicated by "nextcpu" on this quad using the
20 following steps:
I) Locate the recipient CPU's spin locatlon, and puta pomter to it into
"cpuspin". ‘ _
ii) Atomically compare and exchange *cpuspin with "kqp", substituting
NULL on success. If this operation fails, that means that the recipient
25 CPU is not ready to accept the lock (perhaps the recipient CPU has not yet
' started spinning, or has just been interrupted). On failure, do the
following:
(1) Set lastcpu to nextcpu.
(2) Place a new copy of kqp->krq_spin into "oldspin". Again, it
30 may be desireable to invalidate the other CPIjs' caches,
(3) Go back to the top of this loop (C "continue” statement).
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1ii) either the nu'nber of consecutive grants to CPUs on this quad is still
in range or the "firsttinme" flag is not set, and iv) we are handi nbﬁoﬂ‘EPZﬂﬂS

this CPU s yasos«@ss the hold field in "oldspin" is clear E§ field
can be set if a preceding v_krlock() has not fully conpl gt%té Ol?ﬁgezg at t enpt

to hand off to the CPU ijndatid, BY co d_ Gide | els)
follow ng steps: 1) Loczlilpe the reci B?rgﬁitf %xgﬂgshé{’ﬁi’?%@gfsg8&ré,§de§h%‘td§ﬁ% a
pointer to it into "cpheyshandedithg losk offitetik kecipimtrpREe éechusbtoivaiga up.Cpuspi n

wth "kgp", substituting,.NULL on success. If this operation fails, that
neans that the recipi en%lﬂhls ‘fpsw‘?fgt‘s ‘?‘??a{g}hetlﬁ)as%sctgﬁtaﬁtmfeoﬂe@éws(ft?é?H’ﬁps t he

reci pi ent CPU has not yebssibilitdbf & L | |, qt pt ed).
On failure, do the fol ?ovvi ng?l %1) O%E%Iﬂ{yaag?%csgﬁgoﬂﬁgwgg‘%}%tk%hﬁ%&a new
copy of kqp->krg_spin i bétsomplettdpi n". Again, it may be desireable to

I nval i date the ot her CPL@'S p(a:s,aches.,, 3) Go back to the top of this loop (C
"continue" statement). 17°f6"&MPH085 5 10 15 20 25 30 WO 02/ 054175

cucceedad. and ve have RandenhE | Somar v P EORE RD Gl ARGERQ,
now clean up. This cl eafHH-MOLR MASKDe Asdmichlly subtamting tHiswadll @bt this grant
SBZ ; :E : 8 RS . EZ;’ e h ;2 € 0 OEO 3BnE llolci(,t leaf [he%gc(f}%grﬂt&r[j 'snrgqu%stpf{a%? gh%l setthe chI)(lEl lfi(ejl(c:ll%c(J )
10 indicate that the recipient field now holds the lock.
v) If this quad has received more than its quota of consecutive grants,
subtract (oldspin&KRQ_GRANT_MASK) from “newspin", thereby
clearing out the grant field. This step cannot cause starvation, because the
only way we can reach this step is if none of the other quads had CPUs
15 requesting the lock (see above).
vi) Atomically add "newspin" to kqp->krq_spin to perform the required
state update.
vid) If the recipient CPU is not on our quad, we must also clean up the
state on our quad as follows:
20 ~ (1) Set kqp to point to the running CPU's quad's lock structure,
using KRLOCK2KRLOCKPQ(kp, QUAD_NUMY()).
(2) Set "oldspin" to the value of kqp->krq_spin. Again, it may be
desireable to invalidate'the other CPUs' caches.
(3) Set "newspin" to
25 ' oldspin&(KRQ_GRANT_MASKIKRQ_CPU_HOLD_MASK).
(4) Atomically subtract "newspin” from kqp->qu_spin, placing the
old value of kqp->krq_spin into "oldspin". This atomic subtraction
has the effect of clearing the grant and hold fields.
. (5) If "oldspin" indicates that no CPUs from this quad are
30 requesting the lock, atomically subtract this quad's bit from
_ kp->kr_spin, | |

(6) Return to the caller, do not execute the following steps.
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yet 60rrp| eted. iv) Set "newspin" to 1.5 SEP 2005
( KRQ_GRANT _| NC+KRQ_CPU2RQSTHOLD( next cpu) - (ol dspi n&KRQ _CPU_HO_D_MAéIQ) s

Atom cal ly sywBtoh@efyhg this will count this grant of the ngﬁ}‘U’S?feiJsv?%r t he

reci pient CPU s request flag, and set the hold field to indica at the

recipient field now 3 oo f | cel t han
Its quota of consecut??%/egﬁ%r%gﬁ% lg?ﬂ%éB%St)slrbkct?hl{“ﬁ%ﬂ%ﬁ%%ﬁﬂ&%ﬁ%&rom
"newspi n", thereby quhdaThefpllowingtsteps gtharvelehieahellock biitBely be findideRt qeAUs €

starvation, because th only way we can reach this step is if none of the
other quads had cpudendgffiesting the | ock (see above). vi) Atomically add

"newspi n" to kqp->kr | )| " I 1 .S ' { vii) |If
the recipient CPU i S&ﬁgfé %bﬁ&ﬁa?ﬁ%&%w\i/\ng@ﬁ%{s?%&l § ) légltﬁ§8%8% %aeoles ate on
our qual as fol | ows:inydlidatSelie dthgr GPWshmaches. t o t he running CPU s quad's | ock

structure, using K K PQ kp, JAD NUMO). (2) Set "oldspin" to the
val ue of kqp- >qu_s%%@%%?&ﬁ9*%‘s the ens fonpYrEluad Waynay begibledot he
other CPUs' caches. domibleRfly relduS¥¥hRIdRk af RIBWESPI N&( KRQ GRANT. M)

SKI KRQ CPU HOLD MASK). (4)" Atom cally subtract "newspin" from

kgp- >krg_spin, placing t Henvoked_kebdakeretehsekicpy KRILOCKAKRLQOKBQXp] dspi n". This

(5) 11 "ol dspin" i ndi cat SOMRaNOH iRy this ol o bebues 1§ ne
T 011 P Sk ke oty B
02/ 054175 PCT/ US01/ 49529 i) PutGeeopyief kp-bkr_spin intes" ofdspinfioA gaib) iembybddmiteabld t 0
a CPU on the currently S% ﬁl((}tal‘iec%te the other CPUs' caches.
e) Set "curquad” to the return value of krlock_find_next(oldspin,curquad).
f) Set "kqp" to the krlock_pq_t structure corresponding to "curquad".
15 g) Set "firsttime" to FALSE.
h) Set "oldspin" to kqp->krq_spin. Again, it may be desireable to invalidate the
other CPUs' caches.
I) Set "lastcpu” to "nextcpu.
4) Since the loop is indefinitely repeated, we do not reach this step.
20
Pseudo-code for the function (v_krlock_release) used by v_krlock_common ro release thé
lock to another CPU is as follows: | '
1) Repeat the following steps indefinitely (or, more preéisely, until we explicitly break
out of the loop): _ o
25 a) Get a copy of kqp->krq_spin in "oldspin". Again, it may be desireable to
invalidate the other CPUs' caches. |
b) If there is a requesting CPU, we raced with p_krlock(). Return FALSE and let
the caller sort it out.
¢) Atomically compérc kqp->krq_spin with "oldspin", substituting
30 KRQ_RELEASE on success. If the operation is successful, break out of the loop.
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uad: The followi ng steps either release the lock enti rell'y or fi[\d ano .
guad to hand off to. c¢c) Put a copy of kp->kr_spin into "ol dspin". A&aéaﬁm

it may be degdposesals to 5 invalidate the other CPUs' cachgﬁm$1,4b§29the
only bit set in "oldspin" is the one for our quad, we nay be able to

| ] : " Ik ] e k
KRLOOK2KR &L@%@@xﬁ%ﬁ%ﬁd XN bl b R Mol sl B o
was fully 10 $uspesasBdhe ensration jssysuacessinl,rwe raced vdth awkrlexgrotop_kdwekoh! owi ng

ii 5 in i "ol in". Again, it may be
Geetreabl & ¢ TN ol SFaEREl Steptieliop Gpfiee oS cur quach 1o ¢ he
return val ue of KkrlQohically ARXthé Qﬁéﬁﬁﬁﬂﬂdfﬁﬁ-w_k%ﬂg%migc{kqp%ﬂ&gghﬂ tpe

krl ock t structure corresponding to "curquad" 15 _ e" to
FALSE. § ﬂ)_ Set "ol dspieding the okigyaluelaf §qps-pkiq. spipiatort' newspintayThixchag @Rier@tife t o

[ lidate th t her, .CPUs' caches. l@gstcpu” to "nextcpu"..4) Since
{E\éal Ioo(:)1 ?s i ﬁde?i m%flélﬁopte%‘éﬁ{tg?ﬁ Of@(&m ach this step. 20
Pseudo- code for thq,)fm-%%ﬂﬁu a4 .s§1!hb %Késah€?g% -tﬁ%%qﬁg%édéﬁ%{uk%&%ﬁo% nro

rel ease the lock to another CPUis as fo pe: OW ng
steps indefinitely RSHockeherethisraued.sWeynusubani th_e\lm:"ke)if‘gﬂom_mePf mzinra_e&dilo_ut@utmgf e
the loop): 25 a) Get a < 3kr pin in "oldspin". Again, i

" desi regbl e to invalida g%tnﬁjéalfégﬁ%fhe "%' caches. b) If there is a

reques®i ng CPU, we r acede_EmHthO(olcﬁﬁh&(mﬁj@ﬁﬁ_ﬁ@{jglglg%%mm@@bI er

sort it out. c) Atom ca:éky cog;;lgare kgp->krq_spin with "o

substituting 30 KRQ REL SMASKY s This $°tfth@h@qf$féf§t;g?iﬁggliﬂnggegsf of
break out of the [oop. 1 }8ssiHE mgtgg?acin\ég_%%cga%peraﬁons to proceed W
simultaneously clearing out the hold mask and the count of consecutive

grants. The latter is not strictly necessary, but is reasonable given that
15 nobody wanted the lock for a brief instant,
if) Return TRUE to indicate that we no longer hold the lock. (We handed
it off rather than releasing it, but who is counting? Either way, the caller
does not have to mess with the lock any fuﬁher.)
c) Return FALSE to indicate that the caller must hand off the lock to one of the
20 racing operations. |
3) Get here if we successfully cleared our per-quad bit. Atomically subtract
KRQ_RELEASE from kqp->krq_spin to complete the release operation.
4) Return TRUE to indicate that we fully released the lock. .

25 Pseudo-code for the function (krlock_find_next) used above to find the next CPU to-
receive a handoff of the lock is as follows:

1) Set "mask" to have all the bits set corresponding to quads with higher numbers than
"curquad", e.g., to -(1<<(curquad+1)). '
2) Set "maskresult" to contain bits set for all quads with higher numbers than “curquad"

30 that also contain CPUs requesting the lock, e.g., to rqstmask&mask.
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2) Atom cally conpare and exchange kp->kr_spin with "quadmask", 16 200
‘substituting zero on success. |If the operation is unsuccessful, qu gc?
with a p_krhkpg cp_krlock() on sone other quad, and pyshs §ﬁ§ our

| ocal krqg_spi nbé/%ate as follows: a) Atomcally add the quanti tydlﬁ

(ol dspi n-KRQ_ ke & drfie bl it i

kqp- >kr q_spi nREtho ne\/\glpl)élﬁgqon&%l S haegb {er@ngie?gg{% of éﬁg S}ﬁmﬁggl%t E)L}II}
setting of KRQ'RizkEASHB". Bhis Mfill bethagpimhér dids earymad @cpmempt tmgpaﬂ:thlslockbffnoour
backing out raced with a 8 k]ol ock %thon this quad. We nust hand the | ock
off to one of t %Pl‘?t%e"f“ﬁﬂtp Rllowingstems.oni cal |y add the quantity 10

( KRQ_CP_HANDOFF, rﬁ,ﬁgg 1% %MEE,‘ Kai {lgus
sets the handof b|t "n o %%&wﬁﬁs o} g;"'t:éhae 1possi mal%y) raci ng
p_krlodk() operqauadmsh10Mepomqaeld1um’ueisehaem"murtpnadheousI y clearing out the hold
mask and the count, pof ecuti a i ot strictly,
necessary, but #g? gﬁ‘?ﬁi ’{gaéﬁbg s(gp%oriléqwgﬁg%ﬁqmpg@ Frﬁg‘apoﬁ‘}{q?%

brief instant. thitas5ebhtam dﬁ#ﬁeé&sﬁr{kqh&ﬁsﬂ@ etgh%rq‘é{%a@@&ﬂnﬁﬂ(ger hol d the |OCk-
(W handed it off rather than feleasing it, who i s counting? Either
way, the cal | er6) Iffzeaskreeult" amas equal trezeso, wittrh thehmmbcnzckftlamlyasftmgnffeant)blto)l
Return FALSE tq, ahe t hat,t he st hand of f . t e, of
the 20 raci ng. SaFstfoneeaa st iR HopBSr ia3eR Bt 1 el fnns iy oo
per-qued bit. ASOR TR oy exedbiertiRciollowin@siepd. EASE from kqgp->krqg_spin to
conplete the rel ease operation. 4) Return TRUE to indicate that we fully

rel eased the | oQIRetWR togpdigatethat there ptemompare gleads fh “ﬁ@f(fttf’ E%Jéd
above to find t Kk f OWs:
) set wmmsicn 13 ATEbeafa g, o sRiehRROA nefl ok Biocl B W RRm BlES)
nunbers than thelcmeadqnadbbg.set $aothere 1s' {l waysquizast b)e quad Yo &etmpt topgsdss ersthiet ' t o
contain bits Cﬁt for all quads with higher nunbers than "curquad" 30 that
al so contain ek to equestl ng the lock, e.g., to rqgstmask&mask. 20 16 SEP
2005 D 02/ 054175 PCT/ USO1/ 49529

Pseudo-code for the function (krlock_rrupt_enter_chk_common) to back out of a spin is
as follows: ‘
1) Atomically e:'cchange the value pointed to by "cpuspin” with NULL, placing the old
value into "oldspin".
20 2) If "oldspin" is NULL, we have been granted the lock:
a) Invoke v_krlock_common(kp) to release the lock.
b) Return to the interrupt-entry code in order to progress through the interrupt
handier without holding the lock. The interrupt-exit code will set us back up
spinning on the lock.
25 3) Repeat the following steps indefinitely (each pass attempts to remove our request bit
from the krq_spin mask):
a) Set "oldspin" to kqp->krq_spin. Again, it may be advantageous to invalidate
other CPUs' copies of the cache line. |
b) If "oidspin" has the KRQ_RELEASE bit set, loop until the bit is cleared, and
30 pick up a fresh copy of kqp->krq_spin. Normally, KRQ_RELEASE will not be

set.
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3) If "maskresult"” is not equal to zero, return the nunber of the 1 ,
|l east-significant bit in "maskresult”. This will be the nunber of tHeb ,$§E<120[]5
quad to at eypiodsprspass the lock off to. Do not execute wﬁ“%‘ﬁ}“gﬁ}‘“ ng
steps. 4) Conplenment "mask". This will cause "mask” to have al I'ts set
correspondi ng to %) Setaewspint' o blay-cimaBRUThis Rad drafearifg! tHELEPLs )
Set "maskresult" to)cont aiéri]}1 bits i@g }?(V)r al | quagté@évafetdh Ioﬁa/gﬁél%unberg t han
"curquad" that al §UeBhitai n CPUs requesting the lock, e.g., to

he nunber

rgst mask&mask. 6) It ,"maskresult” is not equal,to zerp, , return

of the | east-signi F} @5oﬁcg{ytcomare.aﬂéwﬁgﬁl ->kifgspit With pg1dsnip P‘FUH’B%W?%
nunber of the next "geia@in' @n SlidcRP dﬁ&ﬁ r@ﬁm t
execute the follow ng steps. 670) R!efttgf% Ra%@%fﬁ?%%ég}l%%sgg?%et a?&t her e
are no nore quads #Qlovengistesf to. Due to the structure of the algorithm
this statenent will nevar executed. W al | eave the current quad's
bit set, so there is al %@gggq@ﬁ?rebweﬁ@g%oaﬁg%w, igmicalyclesr thipe

| ock to. 15 Pseudo-COdeq‘ﬁﬁrsbﬁtffﬁm{kﬁlgkﬂ_%ﬂn.(krl ock_rrupt_enter chkconmmon) to
back out of a spinis as follows: 1) Atomically exchange the val ue pointed
to by "cpuspin" wth NUH}Retpinde thegntemmeptehiy codal ue into "ol dspin". 20 2) If
"ol dspin" is NULL, we have been granted the | ock: a) Invoke
v_krloclc.,comon(kp) to release the lock. b) Return to the interrupt-entry
code 10n or der Psendpreode £ shetfmiatiog tkriodl_riupt kit Whk_cofaiel) ®rredthrt D ishe! di ng
the lock, .The interrupt-exit code will set us back up spinning on the

| ock. 25f‘§5°“|‘-§epeat the following steps indefinitely (each pass attenpts to

renmove our requgsbkdb tkrlok ' AR e 9l dspi n” .

kgp- >krg_spi n. )J.Agai ni,)"i t0 %&%ggﬁgﬁgﬁﬁ’%‘i@%us F(})elslsﬁ%%%ﬁ%eas{ gor(a’oet Pﬁgﬁ’ I%Z%ﬁs

copi es of t he pdmdtine tefurms. FADSE (indicatingsthatrwe did aotinenetii2tdlyRiek BRSEcKi t set, | oop
until the bit is cl ed nd . 30 pi up.a fresh c of kqgp->krqg_spin.
Nor mal |y, KRQ REL [W?ﬁlﬁﬁ&ha% 'Qg@%vylﬂ'gtﬁe value pot}nteé) &yby cpusp(iqn? throw?n_g P

15 away the old value pointed to by cpuspin,

As discussed above, when unconditionally releasing a lock, there are several races
between contending CPU s that can occur when either releasing or handing off a lock. Both of
these race conditions are resolved by the handoff flag (KRQ_CP_HANDOFF) and the release

20 flag (KRQ_RELEASE) bits in the spin state (krq_spin) data structure. The handoff flag is set to
control miscommunication between or among processors that can occur between a processor
requesting a lock through a conditional lock acquisition and a processor requesting a lock -
through an unconditional lock acquisition. The release flag is set to prevent races that can occur
between acquisition and release of the lock. The following example is illustrative of races for a

25  lock that can occur among processors and/or CPUs and how the handoff flag resolves the races:

Examples
| Example I:
_ Assuming that there are four CPUs per quad, so that CPUs 0,1,2, and 3 are in quad 0,
30 CPUs 4,5,6, and 7 are in quad 1, and so on, the following races may be eliminated by the handoff
flag in line with the following hypothetical events:
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16 SEP 2005 5 WD 02/ 054175 PCT/ US01/ 49529 c) Set "newspin" to i o SEP 2005
ol dspi n-cpunask. This has the effect of cleari ng this CPU s request bit.

d) Atom call e and exchange kqp->krqg_spin with "ol dgpi.n.
substituti né’y"ﬁﬁ% on success. |If the conpare and excﬁgjﬁ@gmﬁéssw
successful, perfjor mdhe r e s

P 1 0 e%%k%e?‘ﬂ”c&ﬁht?&nﬂ%ekz{ émhhoé}?ﬁﬁlﬁlv@ ﬁhl@f?ﬁ)éﬂ%’d@dOs bkt 6§1>kr

requestl ng CPUs on t atom ca uad rom

spin. ii) Return to tm&l@obdhbﬁmﬁﬂmu_eﬂhl meed@othéxﬂnﬂé’&ﬁwét)rnaﬁdgloh‘)abbltmhﬁ
function (krlock_nupt_exit _chk comobn) to restart a spinis as follows: 1)

| nvoke p_krlock nocém&#&?ﬁ%ﬁ“m%thwaii&v%ue a request for the
lock. 1T this grim P(})C’Efiéachgég Rx?ufd%hﬁﬁn(aﬁ fbgkﬁaqﬁ]ﬂsﬂﬂmwﬁ%m‘/@ whid s&?EPPIIS

i medi ately get 't he exc he va

poi ntedSt o by cpuspiréquebtibitdnitteouad b spiwautetdaa sﬁ‘hdur\ei{lulqesgix()l nted to by
cpuspin. As discussed above, when unconditionally releasing a | ock, there

are several racds Uubdeteets Hhabiis thySPOPY tp rete f‘?’,‘&ﬁ“@é‘dmh@\ﬂ‘i‘%o SRR plate
rel easi ng or handin

resol ved by the hangio%fstl}1 ag%%&@ﬁfﬁgetc@ Qﬁg??{é easgﬁgﬁ%ﬁt (filgs:]k
(KRQ_RELEASE) bits i(kr_sfis). itm'amcstlas@b(adausp@&ﬁﬁhamhﬂead)ssetunture The handof f
flag is set to cont SCcO n| cati o n or am)n roc or.s
canocour et v a Qb3 B8 ReCTRS At PO 1 Rootis gD R RGP U ok
acqui sijpi on and a pm&@@ﬁﬁ)ﬂm{ﬁ%’@@aﬂ(@plﬁsia%tas&hét@téql&x qagpisyrcondi ti onal

| ock acquisition. The release flag is set to prevent races that can occur

bet ween acqui sidi on G0 piserapis to a5t CPH&'s ireskst bitiethe qnadhsnin statealats iseuqtare

bt e e he Bk i b o RO PR PR Ve STRIMRLRERRS B " O
Assumi ng that there im &lrfeﬁtanoﬁ?gl'd&nwdﬁn ﬂnmcumaxthss?@'@ﬁldst the &anaoffalagl whiéhi €

in quad 0, 30 CPUs 4, ,. and are in quad 1, and so on, the follow ng
races may be elim na'{%ﬂﬁgn&lﬁé?waﬁha@wowhqlwhﬂock. ne with the foll ow ng

hypot heti cRkneey @R & hatdoft flag, one of the following problems would arise, depending on other

design choices:

1) Since no CPU other than CPU 0 can possibly acquire the lock one CPU 0 has set
its quad bit in the global bitmask (kr_spin), one could simply have CPU 0 hand
_ off to one of the other CPUs spinning on quad 0. The problem is determining
20 which CPU to select. If CPU O selects CPU 2, then CPU 1 will be spinning at a
high SPL, but spinning for a long time with interrupt disabled.
2) Have the conditional lock acquisition primitive clear the bit in the global bitmask
(kr_spin). This results in a hang. If a CPU on some other quad has just set its bit
. in the global bitmask (kr__spin);.then'both that CPU and the CPU on this quad that
25 beat out the conditional lock acquisition primitive would conclude that some other
CPU held the lock, and both would wait forever for this mythical CPU to hand off
to them.
3) Have the conditional lock acquisition primitive clear the global bitmask (kr_spin)
' bit only if there is not other bit set, and hand off to a CPU on the other quad if
30 : there is some other bit set. The problem here is that the CPU on the other quad
that is to be handed off to might exit its critical section and try to hand off the lock

to our quad before we get around to clearing our global bitmask (kr_spin) bit. This
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16 SEP 2005 WD 02/ 054175 PCT/ US01/ 49529 1) CPU O executes a conditiond SEEZUUS
1ock acquisition primtive, which sets quad 0's bit in the global bitna

(kr_spin). Svoogosugrsother bits are set in the global bitmagkruédifespi N) .
CPU O can proceed to the quad level. 2) CPU 1 executes an uncon délstlﬁltéona

l ock acqui sition prpatld bnega élifﬂlr&ﬁlt%?&éf p f uad 0
spin state data structure E spi n) 1@?@ ﬂisiiﬁﬁgn gﬂldgsﬂpwtw}og&mg flrSt
CPU to set a requestluﬂdlstglqbﬁlbmmsqtdlerdspm)ml n state data structure
(krg_spin), so the gl obal bitmask (kr

spin). It cann 3%2@3‘%35@&@3%‘“5 lﬁélégélroe:]% gsbhe ﬁeleasezﬂas@:@t@ al so

execut es ﬁd@oueemglbéduﬁ Ibetvelt pAscessbR! !
2's reggest bit in then%uaed 0 gpl n s?gﬁgl%ﬂddgl%g 6?684?1 Ql&ﬁa"’%@h{%‘ﬁ&

0 att erpt ockacquisitioppThe uaderkyingepsoblesh is that themeandéttbnel legk mleaseqmuﬁimcaears

Gone so. T GamPbltheg i SGRTOEborR ol Rrin G 1S 5os ot data ST ) SPIDTI, ho
handof f f iThg, lea&b it& f traniidnt ﬁtu%h&[‘@her@E‘PUl oﬁ BfﬁEr %Eds%\’l"c{%?:‘l&ﬁ tﬁaﬁ'%gltl?e? pylS If

there was no handoff flag, one of the f arise,
dependi ngWSRldderhanding effithgrlockiti thers, wiich ®5 1@0 tcie)lthﬁr engs oanlfple PR in thean CPU

0 can pos CPU 0 has Jts_ quad bit in_the
ol obal b g sPEOH LB The ot e Bseive of i aceddptne SleoRe of
t he otlberﬂ@Us spinning on quad 0. The problemis determning which CPUto
select. If CPU O selects CPU 2, then CPU 1 will be spinning at a high SPL,
but spinning for a long time with interrupt disabled. 2) Have the
condi tional |ogkagpRyrsition primtive clear the bit in the global bitmask
(kr_spin). This results in a hang. If a CPU on sone other quad has just set
its bit in thd® gI oBBY Orsixecnting ant kncondikional Idck ebealeodels s Rkth&Rbuessifdr ik CPU on
this quad that alt outdEhe con |t|on<'i.‘I | ock acquisition primtive would
concl ude that some SPHEPI HERTPIF slears ol of gRad O pMEate data sirustuspkea_spinky er
for thss nythical Gijid. to hand off to them 3) Have the conditional |ock
acquisition primtive clear the global bitnmask (kr _Spin)

2) CPU 4 executes an unconditional lock acquisition primitive on quad 1, setting its

spin state in the per quad data structure (krq_spin) request bit in quad 1's spin

state in the per quad data structure (krq_spin). CPU 4 sees that it is the first

request on quad 1, and therefore sets its spin state data structure (kr_spin) bit. It
20 sees that it is not first, because quad 0’s bit is still set, so it settles down to spin.

3) CPU 1 executes an unconditional lock acquisition on quad 0, setting its spin state
in the per quad data structure (krq_spin) request bit in quad 0’s spin state in the
per quad data structure (krq_spin) bitmask. CPU 0 also sees that it is the first
request on quad 0, and therefore starts spinning waiting for quad 0’s bit in global

25 bitmask (kr_spin) to be cleared.

4) CPU 0 sees that quad 1 is globa] bitmask (kr_spin) bit it set, so that it cannot fully
release the lock, but instead must hahd it off. At this point, there are a couple of
choices: (a) we can clear quad 0's global bitmask (kr_spin) bit, but then attempt to
hand off to a CPU on quad 1, or (b) we can leave quad O's global bitmask

30 (kr_spin) bit set, and still hand off to a CPU on quad 1.
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bi t bnly if there is not other bit set, and hand off to a CPU on trg ot her
quad if there is sone other bit set. The problemhere is that the P05

the other q th is to be handed off to mght exit it it section
WRFpsr Pt el

and try to the lock to our quad before we get ar S]earing

our gl obal bitpask (kr _spi bit. This . SER 0] 4

PCT/ US01/ 4952990 ol gupgﬁ%egé%gic ags gbid D' ot Bisenk &E S By %ﬁ%ﬁfﬁ%@% % i%h
SPL waiting to set ¢PbUst, THIY8sth Rs@t Mbahcdiersdh CHU 19RH OPUM belieldithagRbldi on
to the handoff flag, there is also a release flag.. The release flag is set

to resolve races othelacki ng between processors and/ or CPUs during operation
of a lock release and a lLock acqui,sitiap. ,The under]ying problemis that
t he unconditional |Bck r@%ﬁ@@rsﬁfl%fﬁ/@lgﬁ%%qﬁgbly%ﬁ?(ﬁgpl ‘obal bi t mask
(kr_spisn) bit beforgy cl e@piy 0gidk tup ialcSpyPsifquit Belspitadtae Fhth Wehdhir (KrlfIPing Pi n)

bits. This leads to a transient situation where CPUs on other quads can
concl ude that another CHi$ld.woul d be handing off the lock to them which can

| ead to either hangs,or | i j L k1 cal i
si mul t aneousl y. Theﬁ]f)ol |%%&%§3‘§§1 ngtl%eﬁ?%rggegﬁ@gs r(e)@ﬁgﬁdeu?ﬁfeqe‘l&df or the
rel ease 10 flag: Exanpl Es dpin stdtp deiRlckrioniry @aytsbiny field atd clealigtquadBd bit outkof

rel ease sees no further requests for the _lock, and therefore clears out
all of quad 0's spin staheglgaaldbitgask krpid)(krq spin) 15 bits. 2) CPU 4

execut,@s an uncondi {ion S Lt @ Rk di R | j.ng its
spin 51? ate in the pe qﬁg%ﬂ]3%?%%%%%@3@%@?%@5%@Hr}gaﬁ&jegcg s%lﬁttn%ﬁ\tﬁéé]uad
|'s spin state in the pgobabanaskaka spin) bitks seteCPU N ghesefore) conclilds 4hat gdwoldt hat
it is the first request_ o uad 1, and.therefore sets its spin state data
structure (kr_spin) bit.the{ocs@nd enfers it gritiqal seflonn ot ¢ rst, because quad 0's’

bit is still set, sgyit epillEHridINm #LCinRALR; andFinfehibh s RYAILEYRRUMB its bit
uncondi tional |ock acquisition on quad O, setting its spin state 1in the
per quad data structure ifigued £pspin staedigtastruiire (krg_sgin dielg and sgsting guadd’a bitn

the fiivst " request on quldel SRRt SHBE e BV Aleldy GfRRIF | * 1
quad 0's bit in global Z5itrhisk@askpif)< CPUR kinpwk thabie deds@at lesld thélockPAnd0 sees
that quad 1 is gl obal bi ttherrr%tsoI;e geﬁrles%t())iﬂg)to sﬁa‘u& it set, so that it cannot fully
vi)  CPU O picks up at this point, unaware that CPU 1 holds the lock. CPU 0
~ therefore hands the lock off to CPU 4, so that both CPU 1 and CPU 4 are
20 in the critical section at the same time.
b) Suppose CPU 0 leaves quad 0's global bitmask (kr_spin) bit set while handing off
to CPU 4. Then we can have the following sequence of events:
i) CPU 0 hands the lock off to CPU 4.
if) CPU 4 enters its critical section.
25 iiiy =~ CPU 2 executes an unconditional lock acquisition and sets its
request bit in quad O's spin state data structure (krq_spin) field, CPU 2 sees
that CPU 1 has already sets its spin state data structure (krq_spin) bit, so
CPU 2 settles down to spin norfnally.
iv)  CPU 4 exits its critical section, and seeing that quad 0's global bitmask
30 (kr_spin) bit is set, hands the lock off to CPU 2, CPU 2 then enters its

critical section.

25




rel ease the lock, but instead nmust hand it off. At this point, there are a
coupl e of choices: (a) we can clear quad 0's gl obal bitmask (kr spihp BER 2005
but then atwenptsdies hand off to a CPU on quad 1, or (b) yergaseave quad
0's global bitmask 30 ft-spin) bit set, and still hand off to a CPU on quad

1. 24 5 10 15 20 25)30 MNowPhit R thiMdd Ol ARshad FrARTT6 bISRY/ ﬂaﬁ@ 169a) SUPPOSE
CPU O cl ears quad 0')5 gl obal bitmaskyg(gkr spin) bit beforeqhan |%1g off to

CPU 4. This can result piimaske(kespinhkif, éhep SPY muldjcxacmltb gé?mditiohelllbcek\/e t hey
hold the lock: i) CPU u ‘s bit .in it's global bitnas

((Izr_spi n)e. iOiC) C;D{J 0 pi gé@ﬁhgongmgg%@m&m&ﬁgﬁrq argn%laﬁgplgp&pﬁs s(?f%\@éﬁ%gli;’%t ure
(krg_spin) field. iii) bifihik4ki SKA% CRU 3 WA Mitktis hd‘d*b%s%ﬁs%r?oﬁﬁe?lﬁfk &Bn! LS
request out of quad |I's spin state data structure (Krg_spi n)_fl_e d and
clearithg quad I's bit othough CPURdSs gilbivats ctitieahsestion; One theiather hand) if GRU @ set s

' [ K o ' | b . t hat of her oba|
i sk (br opiny bi i SnibbrSRebbpdt s TR RERE o Bl B8 sBh 18R PO be, e
lock and enters its cri tpimghg feah bﬂ&qde&ber@ldfﬂm_éQﬁﬂﬂﬁﬁ‘t&rrftﬁt@&ﬂsétﬂe%l, WhicRfg upt,

and reinstates its requgst by setting its bit in quad S spin state data
structure (krg_spin) fi dfopinterapt lateAey-quad 1's bit in global bitmask (kr

i ' ! b 11t S o |l _.bit Kk spin), CPU
2 knbws ( har R B Sooll ialiuh oE S kool iR reghed BT HAE 080
spi n,10vi )ill@eiationgofchesneap fartbothhif shesoflags in the pwiihed tRbbsdifaBht of tiRahentibhgnd ock.

hands the | ock off so that both CPU 1 and CPU 4

U4
S:g 0 t%%@%% netronto ensure proper usage U&'gre'%?:k'an'd'prevent'nﬁscommunication‘between

CPUs between lock acquisition and lock release.
Advantages Over The Prior Art

15 The kernel round robin locking primitive considers the hierarchy of the processors on the
system. This allows the primitive to function on a large CC-NUMA system, as well as smaller
systems. The primitive allows for both conditional and unconditional lock acquisitions, and
allows for the processor releasing the lock to select the next processor to be granied the lock. |
Granting of the locks from one processor to a subsequent processor minimizes the number

20  interquad references. In addition, processors requesting a lock spin on privaie memory, thereby

reducing the load on the local buses and increase performance both at low and high levels of

contention compared to lingering locks.

Ite i odj

25 It will be appreciated that, although specific embodiments of the invention have been
described herein for purposes of illustration, various modifications may be made without
departing from the spirit and scope of the invention, In particular, it will be understood by one of
ordinary skill in the art that a blocking lock could be substituted for the spinlock used in the
preferred embodiment, Further, while the preferred embodiment contemplates using

30  interruptible locks which spin only on local (non-remote) memory, the inireniion requires only

-..one.or the.other.of those. conditions -~.i.e. that.either.the lock spin.only.on local .(hon—.remote)

memory but be permitted to be non-interruptible, or that the lock be interruptible but be
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.in fhe critical section at the sanme tinme. b) Suppose CPU 0O Ieave§|ﬁgﬁg @és
-gl obal bitmask (kr_spin) bit set while handing off to CPU 4. The ;

have the fol i guence -of events: i) CPU 0 hands the | CPU
4. ii) CPU %@&@g“r@?i ts critical section. iii) CPU 2 execﬁé’sg{ﬁj”igo

uncondi ti : LS £ d i fS b ' in
Stat e dat JeapiteSerdpieniold Almac| REbidingly"ih SHIESF prlebioal iR B O
sets its dfhifedsdnty By thatfellomtingiclhitts@nd kielt eq@bvaldnthi t, so CPU 2 settles down
to spin normally. iv) CPU4 exits its critical section, and seeing that
quad 0's global bitmask (kr spin) bit is set, hands the lock off to CPU 2,
CPU 2 then enters its critical section. 25 16 SEP 2005 WD 02/ 054175

PCT/ US01/ 49529 v) Now, one of two things could happen. If CPU 0 clears quad
0's global bitmask (kr_spin) bit, then CPU 5 could execute a conditional

| ock acquisition nethod, and since there are no longer any bits set in the
gl obal bitmask (kr_spin), CPUS5 would think it had possession of the | ock
even 5 though CPU 2 is still inits critical section. One the other hand,

if CPUO sinply leaves quad 0's global bitmask ft _spin) bit set, then CPU
1 will be spinning for an extended period of tinme with interrupts

di sabl ed, which is bad for interrupt |atency. Accordingly, the above
illustration of races pertaining to both the rel ease and handoff flags are
10 illustrations of the need for both of these flags in the preferred
enbodi mrent of the invention and how they function to ensure proper usage
of the | ock and prevent m sconmuni cation between CPUs between | ock

acqui sition and | ock rel ease. Advantages Over The Prior Art 15 The kernel
round robin locking primtive considers the hierarchy.of the processors on
the system This allows the primtive to function on a | arge CC NUVA
system as well as snmaller systens. The primtive allows for both
conditional and unconditional |ock acquisitions, and allows for the
processor releasing the lock to select the next processor to be granted the
| ock.
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Granting of the locks fromone processor to a subsequent processor

mni mizes the number 20 interquad references. In addition, processof$ SEP 2005
requesting a |l ock spin on private nmenory, thereby reducing the | oad on the
| ocal buses and increase performance both at |ow and high | evels of
contention conpared to lingering | ocks.-28-ternative Enbodinments 25 It wll
be appreciated that, although specific enbodinents of the invention have

been described herein for purposes of illustration, various nodifications
may be made without departing fromtheg,gpsrit and scope of the invention.
In particular, it will be understood by one of ordinary skill in the art

that a bl o®eiami ock coul d be substituted for the spinlock used in the
preferred enbodi nent. Further, while the preferred enbodi ment contenpl ates
using 30 interruptible |ocks which spin only on I ocal (non-renote) nenory,

the i nvent ion rgGuetkRSfopelfivient] O difig kbR cit&i@ion Qbftwire $ekingdn diniul@fScessor
,e.that either the lockspin only on local (non renote) nenory but be

permtted PRNPIEET FYHEMNTOBINISIHET bl e, or that the | ock be interruptible but be
26 16 SEP 2005 or@QnQ@éQﬁé&s?@nf’q?/tﬁéﬁ%éégoﬁg%tcP@ﬁl'é}aHh‘?d to spin on renote

menory. Accordingly, the scope of protection of this inventionis Ilimted
only by the fol Pr@wdmg zisafftware-anplemiated ledkuselestednfrem tha gl@ps&msgmgsof 28n

Claims W ¢l ai A nethad ef.fi gl ent; andl i i gh contention
sof tware | GEaTREbledook i PEK whBh Bl babE R e ME0G e ond oy ol ng:

organi zi ng at | psdssiag e 16dk redpengivowakshiesrdshpt 0 a hi erarchy; providing a
sof tware-i npl enented | ock selected fromthe group consisting of- an
interruptible lock, and a | ock which waits using only |ocal nenory; and

processi ngst he Tg§%£$3§99ﬁ§hyp“mgthhﬁeBhﬁgﬁﬁlQ% 2. The nethod of claim1,
wherein the processing step: 'conditionally ach|res the | ock; and returns

a failure to gresnditionally asgkirgsithe laek;lapék i s not avail abl e.

returns a failure to grant the lock if the lock is not available.

3. The method of claim 1, wherein the processing step:
unconditionally acquires the lock; and

spins on the lock until the lock is available.
4. The method of claim 1, wherein the processing step:
unconditionally acquires the lock; and

further comprising allowing system interrupts while spinning on the lock.

5. The method of any of claims 1-4, wherein the hierarchy includes a data structure

having a bit mask indicating which processors of a group are waiting for the lock.

6. The method of any of claims 1-4, wherein the hierarchy includes a data structure

having a bit mask indicating which groups of processors have processors waiting for the lock.

7. The method of any of claims 1-4, further comprising maintaining a release flag for a

group of processors to prevent races between acquisition and release of the lock.
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3. The method of claim1, wherein the processing step: unconditioPgléé
-acquires the lock; and spins on the lock until the lock is availab 2005
The nethod of claim1, wherein the processing step: unconditionally
acquires the lock; and further conprising allow ng systeminterrupts while
spinning on the lock. 5. The nethod of -@9y of clains 1-4, wherein the

hi erarchy includes a data structure having a bit mask indicating which
processors of a group are waiting for the lock, 6. The nmethod of any of
claims 1-4g Whe’f @omugf %s'lnﬁlfﬁ{%?cﬂn@% 1?151'?1175% & hatitidYt Mg Rr Q't
mask i ndi catl ng groups processors ocesso wal ting for the
| ock. 7. Tphmupwf Ip(mte&sbrsamgrant thcl lagknt® alprac;essqnrrtqmstxrxgcanpmncsndlgonahilwké‘rmm Ag a
rel ease fIa for rou sors to prevent races between

acqui siti oR ?F&O”Sﬂ‘ée ZE‘E"“FW@“? ccﬂ%“% (RALI BOQ] 7066. doc: AVC 16 SEP 2005 -29
8. The nmethod of any of clainms 1-4, further conprising maintaining a
handof f flag for a group of processors to grant the |l ock to a processor
request i ng%an uﬁceﬂmnl{tqromagramoewab?c}*%ﬁrpa 2 FOTBRMES Bradable) isdiunh gnd OEWERITEoNal
lock. 9. A gREOURTHERR O hetlodl1aff f UPULR of RAABDLGIAPLITRG he
conprising c rrpu er program code neans to per m a e steps of any
of clai ns frogranhismun biea cgn@pyeram i s run on a conputer. 10. The conputer
program of claim9, wherein the nmediumis selected fromthe group
consisting of a recordable data storage medium and a nodul ated carrier
signal. r (& \ LTEOHMPRE. stograMVET claim 9, wherein the medium is selected from the group

consisting of:
a recordable data storage medium; and

a modulated carrier signal.
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