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¥+, -.e3ePDDEdJKNP6PTP;\! 1 0 J~h~ n004 ELECTRONI C MONEY SYSTEM AND
ELECTRONI C MONEY TERM NAL r BACKGROUND OF THE INVENTION I. Field of the
I nvention The present invention relates to el ectroni.c noney sysL%n§|QngHﬁo
~electronic noney termnals, and the present invention can be appli H _
for exanple, electronic noney systens using contactless IC cards. Wen it
is inpossible to conplete communication to a nanagenent center within a
predet erm ned period of tine, the cammuni cation is term nated :
i ndi stingui shably froma case in which the communication to the managenent
center is conpleted. Alternatively, by smﬁtching an operation node,

upl oadi ng -a oadln are erforned usin redet erm ned portable
t er mi nal r@‘gEgﬁ'\gﬂéMEeM@ M &30 SHEG N h MONEY TERMINALCul t to

obtain data reqU|red for proceSS|ng t hrough a communi cation |ine,
processing i's performed based on data possessed up until that tine.

Ther ef o, | 0 t he managenent center has a
nalfuncplonwgﬁ% Ogn§¥@bﬁ§ﬁ@%ﬁ§£#?orn1appropriate processing in spite of
t he nalfunc%gpg Scr. tlon of the Related Art Hitherto, electronic
money syste 9185 & @nlﬂfﬁﬁnatlon termnals held by users are

ayall able fotyusgeheaQTEn L EESon! Dbl AL L RYSHEM el onl o roney

is 1~ J~Jad 2 ecor on an C car

| or M@ ok bRl A1GatheR AL BT LT Uhe Shedtuani o money,

the record on the I1C ca is up ate a term nd
subt r actbognthenPauie Bl appulad KA e GhEHIHIA o Forit e \C card.

y conmmuni'cat es the payment Sdrd to a

) nanagenegtt&ﬁﬁtebmngrcbh@a%&Qb%stQt”b%%bsreC@ﬁQ§1EH?:E@M. %FQ %1he 1C card
and then communi cates the paynent to the managenent center. The paynent IS

set t | edtby cthe leesagenmohicamtionh +G0RC MxRMa}@ R tC ¥ 45 6d thi ot hese
el ectroni c noney systens, contact |C cards configured to be accessed by
el ect r i pgkdesrmmitiednptiriodgb fa tdaet, adheandritiacidiess ilsC
~ terminated indistinguiéhably from a case in which the
commupication to_the managemenf center is completed.
Alternatively, by switching an operation mode, uploading and
downloading are performed using a predetermined portablé
terminal unit in place of a communication line. When it is
difficult to obtain data requirad for processing through a
commﬁnication line, processing is perfdrmed based on data
possessed up until that time. Therefofe, when a line
_connéctedrto the management centeé has a malfunction, it 1is
possible to perform appropriate pr003551ng in spite of the
malfunctlon
2. Description of the Related Art
- Hitherto, elecfronic money systems using portable

information terminals held by users are available for use in

- Some areas. In this type of system, electronic money is




¥ cards configured to be accessed contactlessly such as by antenna coupling
are avail able for use. Anong these |IC cards, when a contactless IC.card
using antenna.coupling is held near a reader/witer, which is a pﬁdiﬁgtﬁﬂ4
access ‘unit, a radio-frequency signal transmtted fromthe reader mﬁ'%e s
i nduced in the antenna of the I1C card, and the IC card is activated by
power generated by the radio-frequency signal. In response to conmands
i nput through the radio-frequency sigmal- fromthe reader/witer, the IC
card transmts data stored in a nenory thereof to the reader/witer. Using
data output fromthe reader/witer, the content of the nenory is updated.
1 ~ JiJN 2004 -, 3 Contactless | C cards provide higher_ reliability conpared
with coftSOFIFE O A2 &8 the Hittner® arfe RUTHARAS e omRtdiqstt r oni ¢ noney
systens, a_store term nal may.record, for exanple, paynents nade by I1C
Cards | FATHEAD -l PP MRk A HATTIERE MRS G eI ST he. st o e
term na batch transmt the recorded .data t managenent _center
throughk"f)au i'c% *nés °8aén °As t?lgi é%ﬁ&r?&fqdilﬁ‘esqpqta%?t(ﬂgwcfs%“mlo ing such
dat a concerni.ng [ i : Jral funct ion. ecifically, it .
may reqtrjlll (rgét%gr%’egﬁ)rﬁgenglt@’tfoﬁgl% ri%%%5 gjf%\g’t?x}e%‘e t ot}lﬂctofg:ogét %ue to the hi gh

l'ine tr%ﬁ@d%ro%ﬁhtgﬁhgg{%n I é“@él%%fﬁﬁfiﬁﬂgtsﬁé}éﬂﬁé#yﬂﬁ%, a connection to

t he managenent center. "I n such cases, when a salésclerk perforns upl oadi ng

of theseq;dala 13/ LRhmANIcR’SS AW $3nt by the IC card to a
management center, or the store‘terminél records the payment
by the IC card and then communicates the payment to the
management center. The payment is setfled by the management
center.

Coﬁcerning IC cards used in these electronic'money
systems, contact'IC cards configurad to be accessed by
electrical connection through a contact and contactléss IC
cards configured to be accesseéd contéctléssly such as by
antenna coupling are available for use.

Among these IC cards; when a contactless IC card using
antenna'coupling is held near a reader/writer, which is a
dedicated access unit, a fadio-frequency signal transmitted
from the reader/writer is induced in the antenna of the IC
card, and the IC card is activated by power generated by the
radio-frequency signal. In‘response to commands input |
through the radio-freguency signal from the reader/writer,
the IC card transmits data stored in a memory thereof to the
reader/writer. Using data output from the reader/writer;

the content of the memory is updated.



iwaits for the conpletion of the uploading before going hone, the sal esclerk
may not be able to go hone. At a store that is open 24 hours a day,
processi ng of paynents by el ectronic noney tends to fall behind in a store
term nal dedicated to performing uploading. In this type of systémliiapifaus
data are encrypted and then transmtted/received. 1n view of preventing key
data | eakage, a termnal nay delete the stored key data when power is
turned off. In such a case, the term mal- accesses 1.6 Jt~~f 20D4 - 4
t he managenent center when power is turned on and obtai ns new key data.
When the systemis configured in this manner, and when a |line has a .
mal function gs_descri bed_above, it beconmes difficult to.obtain key data or
it requires a°P ﬁﬁtE@?FoaCoFaFﬁﬁePFBV&QFaPﬁg@éf FRL&3APEA I s way, the
store termnal has . difficulty in executin rqcessi ng concerning electronic
noney. Wﬁ@%yl%qo@gq#é@g@g&sdiwg%ﬁ? ﬁ}e ifi"%'%’btﬁ’ifct of the present
inventigﬁ,%%cghpvgde an el ectronic noney system and an el ectronic noney
term nal” Tor pef?brning appropriate processing when a {ine connected to a

management  cnt gh oAag oA IRhHHAG! b9leahiESOhdisR kO 3133 Chag the Present
-l nvention, an :
‘ reéord, for example, payments made by IC cards in a hard
disk drive or the like and may store the data. The store
terminal may batch transmit the recorded data fo the
management center through public lines such as teléphone
lines.
In the case of uploading such data concerning payments,
a line may have a'malfunctiOn.
Specifically, it may réquire an extremely long pericd
.of time to upload data due to the high line traffic.
Furthermore, it may Ee_difficult to establish a connection
to the mahagement center. In such cases, when a salesclerk
performs uploading of these data after business hours and
waits for the completion of the uploading before going home,
the salesclerk may not be able to go home. At a étore that
is open'24 hours a day, p:oceséing of paymenfsAby electronic
money tends to fall behind in a store terﬁinal dedicated-to
performing uploading.
" In this type of system, wvarious data aie encrypted and
then transmitted/received. In view of preventing key data

leakage, a terminal may delete the stored key data when

power is turned off. In such a case, the terminal accesses



¢ el.ectronic noney systemis provided including an el ectroni.c noney term nal
for updating the anmount of electronic noney in a portable el ectronic device.

_ that stores a value of the el ectronic noney. The electronic noney term nal
includes a recorder for recording the updating of the electronig mow.zﬂﬂli}he
el ectroni c noney system further includes a nmanagenent section to which an
update record for the updating of the anmount of the electronic noney is .
comuni cat ed through a conmuni cation ljne: The el ectronic noney term nal
further includes a conmunicating unit for batch communicating a 3 1 ~
~~l~d 2D4 - 5 plurality of update records recorded in the recorder to the
managenent section and a termnating unit for termnating the comrunication
to the fRfaFJemegensad: ceR teqdWamavsiabls fumnad gnsed mhildiats t he
-communi cation to the nanagenment section is conpleted within a predeterm ned
peri od Wi5&n ke 9@&@nuni cation is not conpleted within the predeterm ned
peri od. Accordi ng to another aspect of the present invention, an electronic
money transalfbEBntProt¥EEPRg1FeCREE 198 NI&B 1N BrRTARKg anfe®ded ng st ep
of recordi,n ttg}fea]su_pdati of the amount of electronic myney in a recording
uni t of aaﬂ'lglee roffi & Hahiatade 9T P bRt atithPedadgs a plurality
of upda%gfrecor S recg{ded Ln_the recordin%iunLt is batch communjcated to a

managenent teE & itok O MRS &% &Gt ion G9HEETS & JBSiBEREMY Bt ep, the
conmuni ion t h n nt section is termnated indistinguishably
‘froma %g'g"lee ir%r? \%/r?ltt@%nt ee%’ggl i cgfnl cﬁlliss wcaé?rrplrgé}ee %\ﬁ%ﬂ}?ré“ et er m ned
peri od N 4t e . i.catian. t t.sect] I S..not. conpl et ed

W thin TR Sradaramna” stld BRI oS Rt AL 3 57008 e i ne
screen dicsiekay may be provided. In the term nating step) when the '

conmmuni cati on to the managenent section is not conpleted within the
predeterm ned period, the sane screen display nmay be provided as that
provided in a case in which the 1 6 JUN 2004 - 6 conmunication is

conpl et ediMMiaRlyl oFt hegepredetgrmoned period. Wien the commruni cation is not
compl eted within the predetermned period, the update records may be

upl oaded by Abheoranagegenitsest aanobyeatcessitheg bheseh€CtihoBheiganey
termnal. According to another aspect of the present invention, an

el ect r orficc prordylet ennmedalctirondroowichey isydtuti rpdAanpdaidtignini t f or
updating the anount of el ectronic noney recorded in a portable electronic-
devi ce. MRNEFmM¥EAMI.-aeln d oo ipe Tformima ey apivd alpd giiorp sefinchermemunt  of t he
el ectroni.c noney to a managenment section through a conmunication line. ‘A
swi t chi AdRgnicONERICteRe d et Waad aeime ndo maRtiegatiash comalfaingdami.ng of the
anount of the electronic noney through the conmmunication line and the
recordi ng ofA?ﬁ%r@bH%tFﬁganaﬁﬁ@°§l@%tFBﬁiErﬁﬁﬁé$ LAVanséprabPR el ectronic

noney terninal..Accordin%_to anot her aspect of the present invention)
: electronic money system 1s provided including an electronic

i

-money terminal for updating the amount of electronic money
in a portable electronic device that stores-a value of the
electronic money. The electronic money terminal includes a
recorder for recording the updating of the electronic honey.,
The electronic money system further includes a management
section to which an update record for the updating of the
aﬁount of the electronic money is communicéted through a
communicatioq line. The electrohic money terminal further

- incliudes a communicating unit for batch communicating a



tan electronic noney termnal is provided including an updating unit for
updating the anmount of electronic noney recorded in a portable electronic
. device. A communicating unit communi cates the updating of the amquUNoQ%Mhe
el ectronic noney to a nanagenent section through a conmmunication line. An
obtaining unit obtains, through the communication line, at |east the data
required for electronic nbney processing. A switching unit swtches 16
“JUN 20D4 between the obtaining of the data through the conmmunication |ine
and the obtaining of the data required for el ectronic noney. processing
using a portable electronic noney termnal. The data required for ,
el ectroni.c_nmoney processing may include data on invalid portable electronic
devi ces PHHTEddta FediRdad® FRCHATTIRSINTASD Y IO RRIOFRETEC | Hee ude key
data required to commyni cate the updating of the electronic noney to the
nanageng‘}?ﬂ“asg?&qngn.seﬁéé&%iaﬁ’& t% tﬁmwtg%ét’fl%ffqlﬁet%%?m%vent i on,
an el ect,roni ¢ noney tr.ansactign processing nmethod is provided including a
det er mi rﬁ’hr?g SRRt ar Qndﬂf Wf’eﬂﬁm‘ﬂ%mﬁﬁc%% the anpunt of credited
el ectroni G terim ning whet her the amunt of the credited
ol ot r onriR A ARl W SE Y e oo fo A ety
provi di S . ﬁgﬁ it.Js.determ in the termning. step fhat the
payment q%r?oh%t%a cegltfs St%czclg)?legﬁ te‘%?@rgnloe{}n iy ﬁr“eln% ?splb%%‘?/?%%ﬁl%? oW ng
executi k- GARGEIA Idnfin IR RAY BN Indd 1408k Upd 16 4 hg, gl ectroni ¢
nmoney. According to another aspect of the prese I hventT on, an el ectronic
- money  t rARRAAN ¥ORSIJE Method is provided i'ncluding a. deternining
( step of conparing a paynment anmount with the amount of credited electronic
‘money and deheebiaing ‘thehRgknkbRe adpeeit o@f thide pHeadinted rflsililcani ¢ noney
is sufficient to pay the paynent anobunt. In a sétting step, when it is
det er m red dlrdiiende! alondy NSl it dhiftessih e mddfsa 2004 -s_

provided including a recording step of recording the

updating.of the amount of electronic money in a recording
unit of an electronic money- terminal. In a communicating
step, a.plurality of‘updafe records recorded in the
recording unit is batch communicated to & management sectiocon
'through a communication lihe.. In a terminating step, the
communication to the management section is terminated
indistinguishably from a-case in which the commuhication is
completed-within a predetermined period when the
communication to the management section is not.completed
within the predetermined period.

Iﬁ the communicating step, a predetermined screen
display may be provided. In the terminating step, when the
~communication to the management section is not completed
within the predetermined period, the same screen display may

be provided as that provided in a case in which the



3 paynment anount exceeds the credited anount, an anount to be paid using the
el ectronic noney is set in accordance with paynent terns. |In an updating

_ step, the anobunt to be paid using the el ectronic noney, which hafsg ﬁ@ ?aﬁ
in the setting step, is subtracted fromthe credited amunt. The _3 % .
terns include terns allow ng the giving of change in preset currency units.
The anpbunt to be paid using the electronic noney may be obtained by - :
roundi ng down the anount ‘of the el ectronic noney to a preset currency unit:
The paynent terns may include terns allowing a predeternmined input unit to
i nput the anmbunt to be paid using the electronic noney. According to
anot-her aspect of the present invention, an electronic noney transaction
pr ocessFPREMRBLESF1PE pso¢rapdeited wdithdna ther irededtemmdinedy perddof
instructing a portable electronic device that stores a value of electronic
noney to upd&ent ke afeRendeathanclechpbnrempdatgd wathisotheni cating |
step, in rﬁggonse tq communi cation fromthe portable electronic device that

t he updBFPAG RETABRAI BEECw hERgpdRAERE FeARE Semadt bonivP Legsled by
connuni%s;ed to a nana%en%nt ssction'fon managi ng the updating of the
el ect r o’ MBRBYSMPRTaSEELIRT PHsBFTESHG Sy, éiﬂ&&é@@éﬂ:mg@eﬂhe first
instruc%gg%i%tgp, the updating of the electronic noney may be instructed
when t he coon tion of the updating is not T1GJU-~ 200 _

g _
: i cated I i c.deyice. Accordi th
aspect of (rACEPBARE PRLARRHERE S50RGE) GelFHk Brsshoy ¢PARekiefon
N ks i, d Lacl ydi ti, t f dati th
Brount oFSTeE T onie REREY P smdtaty 13 paRv B PR i co that

“stores apwakyfqOlint e r8keGhaaRl GRS anldlnd GRS INS: FgRy the

updating of the electronic noney~is communicated to a nanagenen?'section.
In a capeebirB@asifiPa pBetHBIa! bAGCRIrohie dERMRE . Of Al RenkheGa@hg Money and
t he conmuni cation of the updating of the electronic noney to the nanagenent

sectionuaie cammahedabysatpeedpbatinged opslkahidntTRE Garcel ing of the
" processing by the predeterm ned operation may be accepted until the

port abl elececbnapi modeyi te bSmanagemehed sketipaaterbignagount of the

el ectroni c noney. The canceling of the processing by the predeterm ned _
oper at i eammupinetibe adopept ed wwiiliichinhlye updrti ediftchest e tidee® ahewhi ch t he
portable electronic device is instructed to update the anmount of the

el ect r oRPEMKHBAEtiont b theaeuadawhingh ofhéheomploanitonfofthiehe updating is
comruni cated fromthe portable el ectronic device. Wien the conpl etion of

t he upd&tPRETPEiEoRADAYCcAhEUIRhEhgpeamMgichtiha dlioet apdi ¢heoney can be
conmmuni cated to the nanagement section. Subsequent to the cancellation of
maki ng ASFayAERE G8i K§et Hedalérer 8fi Eheordpctrraigayensy déanabe nade by

cash :
portable electronic money terminal.

f_? - According to another aspect of the prééent invention,
an electronic money terminal is provided‘including an
updating unit for vpdating the amount of.eledtronic money
recorded in a portable electronic‘device. A communicating
unit communicates the updating of the amount of the

- electronic money to a ﬁanagement section through a
.communication line. An cbtaining unit obtains; through the
communication line, at least the data required for

electronic money processing. A switching unit switches



§ According to anot her aspect of the present invention, 1 G~U?d 204 - lo-
an el ectronic noney transaction processing nethod is provided includisng an
updating step of subtracting part of a paynent anmpbunt from.a porga?ljuﬁ ¥¥w
el ectronic device that stores a value of electronic noney and updating the

~anount of the electronic noney stored in the portable electronic device. In
a conmuni cating step, the partially-paid amobunt iss comunicated to an
external unity Alternatively, the amoynt. partially paid using the

~electronic noney is subtracted fromthe paynent anount; and the outstanding
anount is conmunicated to the external unit. The paynent anount may be
obtaine% fromthe external unit. The external unit may include a cash _

“account i HRESHITRE. obFalRdngh ¢t ity dR HHeudh Ithenaammutlaaelat ect r oni ¢
noney st.qred i t%% portable el ectronic device may be used to pay the
arount F&nﬁeaﬁgi & siO%JaPﬁ’&n@ &t r'de GHchPIH RS I /LeRFZAEE the

oo, Fopile RS AR eSO LBt LS, ey e
oo ore oot B8ORS RLASERL. LOKBRLLRN MG, Lok OB IRl L
o o ARSI B A TR B A 0L g
SeCtrQn IS The data required for electronic-money précessing may
include key data required to communicate the updating of the
electronic money to the management section.
According to another aspect of the present invention,’
an electronic money transaction processing method is‘
provided including a determining step of compéring a payment
amount with the ambunt of credited electrbnic money and
determining whether the amount of the credited electronic
money 1s sufficient to pay the payment amount. 1In a‘menﬁ
providing step, when it is determined in the determining
step that the payment amount exceeds the credited amoﬁnt, a
=(f- menu is provided allowing execution and-cancellation of the
payment transaction using the electronic money.
According to another aspecf of the present invention,
an electrdnic'money transaction processing method ié |
provided including a.détermining step of comparing a payment
amount with the amount of credited electronic money and
determining whether the amount of the credited electrﬁnic
money 1is sufficient to pay the payment amoﬁnt. In a setting

step, when it is determined in the determining step that the



$1.6 ~1~~ 2004 - 11 conpleted within the predeterm ned period.
Al ternatively, by sw tching an operation node, a predeterm ned portable
termnal unit is used instead of a comunication line to upload1%ngaw 2004
downl oad data. When it is difficult to obtain data required for pr % SSI#g
t hrough a conmuni cation line, processing is perforned based on data
possessed up until that tine.- Therefore) when a |line connected.to the
management section has a mal function, git is possible to performappropriate
processing in spite of the malfunction. BRI EF DESCRI PTI ON OF THE DRAW NGS -
Fig. 1 is a block diagramof an el ectronic noney system according to an
enbodi ment _of the present invention;, Fig. 2 is a perspective view of a
store t OFFMRAL PROVRE ErEELASHITEenEHREH SR Fh amaEnt torikg 3 is a
bl ock diagram of th stgre termnal in the electronic noney systemshown in
Fig 1 Pﬁﬁ&s UsiRganiean SCETOPAR TOBRY 3 Sitdpiay aGGEEea St R store

term nal__shown i ? s a flowhart show ng a process_ for

perfornpﬁamgngr;%§§é?ioﬁhugbga_ 18805 *Par a2 G bs g2l Fig. 6
s a1 QUSRY bn3QHLA0BLIRRRAY SLARLSYRRCRURY S YIe dlovenart shoun

'setting step, is subtracted from the credited amount.

The payment terms include terms allowing the giving of

" change in preset currency units. The amount to be paid

using the electronic money may be obtained by‘rounding down
the amounf of the electronic money to a preset currency unit.

The payment terms may include terms allowing a
bredetermined input unit to input thé amount to be paid
using the electronic money.

According to another aspéct_of the preéent invention,‘
an electronic money transaction processing meth¢d is
provided including a first instructing step of instructing a
portablé electronic device that stores a value of electronic
money to update the amount of the electronic money. In a
communicating step, in response to communication from the
portable electronic device that the updating is completed,
the updating of the electronic money 1is cbmmunicated to a
management section for managing the updating of the
electronic money.

In a second instructing step, subsequent to the first
instructing step, the updating of the electronic money may

be instrugted when the completion of the updating is not




iFi.g. 7 is a flowhart show ng processing steps subsequent to the flowchart
shown in Fig. 6; 16 J~l~~ 2004 - 12 Fig. 8is atime chart for _
descri bi ng data exchange between the store term nal shown in Flg i g?g:mﬁé

| C card; Figs. 9A and 9B are plan view of display screens of the st
termnal shown in Fig. 3 when there are insufficient funds available to
conplete a paynent; Fig. 10 is a flowhart showi ng a process for performng
a transaction using the store termnalg shown in Fig. 3 in t cooperation
with a point-of-sales (POS) register; Fig. 11 is a flowhart show ng o
processing steps subsequent to the flowchart shown in Fig. 10; Fig. 12 is a
fl owchart showi ng processing steps subsequent to the flowhart shown in
Fig. 11CoFMmpnipgted 5%@%&0%%61&%%@5% Gefiget al i ng up paynents
using the stgretgrmn shown r% %§14|saflowchart showi ng
processing s Sﬁgr uBe HeﬁPOFBthQSP G\Tocﬁng h&®ESeR tFiigvepdioni.g. - 15 is a

~plan vi di splay scre §n of the store terminal 3 performng the
totallngﬂb% pF§E€?§F éanW Pﬁ?%%? ﬁﬂzﬂ¥QH%§ﬁ%ﬁngQﬁQﬂﬂeﬁﬁscreen of the

| h di fl har t
ZLSLfn;%%pV%?cgis%? R s AR e o SRR T PR store
t er m nal,£3 5hQ f?asﬂt edl&_m % % f]%t?\_szﬁhart Sr];f"%ﬁ'% j{ocesm ng steps

subsequent tot
that stores a value of the electronic money. 1In a

communicating step, the updating of the electronic money is
communicated to a management section. In a canceling etep,
the updating of the amount of the electronic money.andrthe
communication of the updating of the electronic money to the
management sectlon are canceled by a predetermined operation.
‘The canceling of the processing by the predetermined
operation may be accepted until the portable electronic
device is instructed to uﬁdate the amcunt of the electronic
money. The canceling of the processing by the predetermined
operation may not be accepted within the‘period,from the
time at which the portable electronic device is instructed
to update the amount of the eleotronic money to the time at
which thercompletion of the .updating is communicated from
the porteble electronic device.r When-the;oompletion of the
updating is communicated, the updating of the eiectronio
mohey cao be communicated to the management Section;
Subeequent to the cancellation of méking a. payment
using the electronic money, the payment can be made by cash.

According to another aspect of the present invention,



- .13 Fig. 19 is a block diagramof the el ectronic nmobney system shown in
Fig. 1 in which a portable termnal is used to upload and downl oad dat a-
DESCRI PTI ON OF THE PREFERRED. EMBODI MENTS The present invention m?ll Bg -
understood fromthe follow ng description of the preferred enbod IGreF‘ ?Aﬁﬂf!h
reference to the acconpanying drawi ngs. {1) Overall configuration of
el ectronic noney systemFig. 1 is a block diagram of an el ectronic noney
system according to an enbodi nent of §Re_present invention. An electronic
noney system 1 uses contactless I C cards 2A to 2X The el ectroni c noney
system 1 uses a closed | oop systemin which a managenent center 3 perforns
centralized control of the use,of the IC cards 2A to 2X held by users. The
‘el ect r ottt SIHFFEIG ALY LHRFAGE RN JoFrees s Hed ameklre@ebent server 5
provi ded_at _the managenent center 3 to various servers and to termnals
t hr ough &t %Wﬁ? NE" RIS TR A | FRRET 2 PULPIEL | 9He’, a

ter 4 d.the like..ln the electroni . tem 1, dat
Commani dPBIY G OIPT R ) BASPRAR SLRURTENL G AP THES | PGt | SCpRRS or med

et TN I AR 00 A Y oy 158 S SSUA £ oo VL
vori 11 ost st el B, 4t i G T S SRR The”
like. A deserddpid s e P SN Y LB OELERI NL { 5 QL4 s
pommunicated to an external unit; Alternatively, the amount
paftially paid using the electronic money is subtracted from

the payment amount, and the outstanding amount is

communicated to the external unit.

Tﬁe payment amounit may be obtained from the external
unit. |

The external unit may include a.cash accounting machine.

In the updating step, the full amount of the electronic
money stored in the portable electronic device may be used |
to pay the amount to be paid using the electronic money.

' In the updating step, the amount of the electronic
money in the portable electronic device may be updated, and
'update information may be communicated to a-management |
section.

According to the present invention, when it is
impossible to complete comMunication to a management section
within a predeteﬁmined period, the communication to the
‘management section is terminated indistinguishably from a

case in which the communication to the management section is



fhereinafter in order to sinplify the description. Among these servers and
the termnals, an issuing termnal 6 is.provided at, for exanple, a w ndow
of a predetermned IC card issuing entity or the |like and perfotgsjmﬁs%mgg
processing of the IC cards 2A to 2X. Specifically, the issuing term na

.is always online connected to the nanagenment center 3 during business hours
and gains access to the IC card 2A using a reader/witer (RRW 6A in
accordance with data exchanged with_tpe nanagenent center 3. In doing so,
the issuing termnal 6 reserves a nmenory space in the IC card 2A, which is
required for processing el ectronic noney, and records key data. \Wen power
is turned off at the end of w ndow transactions or the like; the issuing
t er m nalCoBPdEtele ¥iFRiR ke PTede samimed Rariast. i IAldgumatiwsiytng the | C
card 2A, the data including key data used to exchange data with the
managemBit SEHCEAY 2R WEFAIEOR TN + ¢ SRIFIRIMAed WomEathe | C card 2A,
fron1th§F%ecorq in.an_.internal, recorder, This prevents il | egal |eakage of

t hese d es %t e RIHEF D% e PEHERCAAR Joiédr 5% turned on
at the l?l%qiog@ %%dokowﬁg.%%\g' dartal. 5W§1ie;1~dlt2oios4 difficult to obtain |
data reguired for processing through a communication line,

processing is performed based on data possessed up until
. that time. Therefore, when a line‘connected-to the-

management section has a malfunction, it is possible to

perform appropriate processing in spite of the malfunction.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagram of an electronic money system
according to an embodiment of the present invention;

Fig. 2 is a perspective view of_a store terminal in the
electronic money system shown.in Fig. 1; |

Fig. 3 is a block diagram of the store terminal in the
-electronic money?sfstem shown in Fig. 1;

Figs. 4A and 4B are plan views of display screens of
the store terminal shown in Fig. 3;

Fig..s is a flowchart shdwing a process for performing
a transaction using the stéré terﬁinal shown in Fig. 3;

Fig. 6 is a flowchart shoﬁing processing steps
subsequent to the flowchart shown in Fig. 5;:
| Fig. 7 is a flowchart shdwing processing steps

subsequent to the flowchart shown in Fig. 6;



- .15 transactions or the like, the issuing terminal 6 reserves a line to
t he managenent center 3 and downl oads the data, which are del eted ﬁ?jg

. power is turned off, fromthe managenent: center 3. The issuing tel i P W 2004
perfornms | C card issuing processing for the day using the downl oaded dat a.
A crediting termnal 7 is provided at a financial 4 institution or the like
and perforns processing to charge the IC card 2B with el ectronic noney.
Specifically, the crediting termnal 7,is of substantially the sane shape
as an automatic cash di spenser provided at a financial institution or the
| ike. The crediting termnal 7 gains access to the IC card 2B using a .
reader/witer,.7A in_accordance with data exchanged with a bank network-8
whi ch oper at ¢9i'n 8 &SpBnddTeo heeit §ger dessribinaisiatq sechanmger editing
term nal,. 7 records electraonic noney on the IC card 2B, which is drawn on a
user's atcolit t%f‘e shOFE (STt R &R d e A tan tHe ¢ardard 2B i s

communi cat ed the.crediting termnal ;7 to the nanagenent center 3. Wen
power. is tungé : ?P ng‘t,hb gﬁ& Q;I'a% Hd6WSt Pin SASHIGYs Sereems (9fke, the

crediti ., nal- | et es data which be utilized for illegally using
Lhekl C ?%r%&irzéﬂt iizrggl%aailt éol]’dll H?lm&lé‘f’ﬂg&m%%qeo‘f%ﬁ?angfcdat adwizéh thg
ank net; a. exchan ata wi e | C car , an
dat a V\hil\g%r pre\%rrléts ?)kééll %é{;é%%%l})slee ngo co“%%()e%ﬁ %\P%’Eﬁjht-; is ICcards,
such as an i lightyel LS i-he qw, _f the record_i.n_an internal
recor der. Th?gabrgEe%fshiFﬁgggﬁékgaggggkgy.athggge §t§°§h83§ﬁgﬁﬁé$%rm; |

secur| 1 Qirdriactiehe s WL RHRO WS dalfioth Okt N, hgd iy ng, of i ndow

{transactions or the like, the crediting term na reserv alI'the to the
managenesopedaitaiond watt doWdioads theydat apoM G ard Lel eted when power is
turned off, fromthe managenent center 3. The crediting termnal 7 perforns
crediting prBtgssingiboa EhewdR¥ruSkRewihg FQW@E@%Q%@ dakas Wen

~ downl oading the data, the crediting termnal 7 obtains an“invalidity list,
whi ch | sudsieigstend§ tloCthar dd owdhelrtarstownoinpirtied firreom bei ng used. The
crediting termnal 7 perforns the crediting processing for the day in
accordance WFifi-t he iaval Fdlowyghhicst shvhengt pbeckb€seand 28epencerni ng -t he
crediting is included in the invalidity list, the crediting termnal 7
cancel s SURSeEMEdtt iteg theo£dovichgrindhovmmini Fdtes tthi s to. t he managenent
center 3. A store terminal 9 is provided at each store to which the
el ectroni ¢ nbh8y $ystenf1fiewahprteghanwdingr aceseeespagnentotading
el ectroni.c_noney. In response to operation by a salesclerk or the like, the
store t@PnpﬁgpeétSaPﬁ§n§c5@§sSFGrPhéeF@l@éﬂdSﬁewﬁsﬁ@gFégheéderlwwiter 9A
and subtractﬁithe §a¥nent fﬁDUﬁ% fromthe el ectronic noney on the IC card

- 2C. In additiof; the ¥t3rErPEFRRREI SBOYLREr BEOFRESHRYNEREPESI ng t he
el ectroni op t | C,card 2 an Y.1 6 !U~_n004 - 17 comunicates

{ the pay%E%FggggéFd@?ogﬁﬁeg%gﬁg gﬁgnﬁgggﬁtéP glgr 33predeternined tine. The

. paynment’ rec i nckudes_ t | ifigation code of the |1 C card concerning
t he eIectrog€gghnﬁiy?§t%éagg§ﬂ§%%%a%%u%t$l§ﬂga%a§ﬁ£ﬁ?nd3 etRGNATPRE | ke:

Payent teefghds 3" BeRELAA9RY kALOBdA1ARARE BRI ALE HEGOr ded at the store

~termnal 9.
' Fig. 16 is a plan view of a display screen of the store

‘terminal 3 performing the uﬁloading of data;

- FPig. 17 is a flowchart shoﬁing & Process fér
downloading key data and the like using the store terminal 3
shown in Fig. 3:

Fig. 18 is a flowchart showing processing steps

subsequent to the flowchart shown in Fig. 17:; and



# Waen updating the anount of electronic noney in this manner, the store
terminal 9 refers to the invalidity list issued by the managenent center 3.
If the IC card 2C concerning the payment is included in the invallityi 2004
list, the store termnal 9 cancels the paynent processing. Furthernore; the
store termnal 9 records a series of these processes and comuni cates, to
t he managenment center 3, these processes in addition to the record of

- paynent using el ectroni c noney. Autonpti ¢ vending machines 11D to 11X vend

- bottled drinks desired by users in accordance with user operations. The
automati c vendi ng machines 11D to 11X gain access to the respective IC
cards 2D to 2X using respective internal reader/witers in accordance with
‘user operatiBhg-ah8 3aberhépckhdipesprcpifyshenslrcsrpoichasegyby the users
fromthe el ectronic noney on the IC cards 2D to 2X. Furthernore, the
aut onat P& SFEAISRGYRadRi §dg -1 1Dimo whixly éc o iatd eude mfirgtlects ordad noney by
t he res%ectire I.C cards 2D tq 2X and communi cates these records to an
aut omat i|€ PENGRRy 2RecArweload) dgta.—— 004 - Ia server 10. Wen updating
t he amount of electronic noney in this manner, the automatic vendi ng '
machi nes 11D to 11X refer to the invalidity list issued by the managenent

t C card. 2 i ng. t t is included in the - |
el o PESCRTER ook bl R e RN T e St & vendi ng
hi 1 ds_th i electronic. t the automati
Vendi ng machihe DrbESRE TotBRLUSE BT BE hB8pEsEROR copme the the T
; : ; . : € Teco . -
| roage MRRLIEHRG adafriBCALACRC Ll Bl e R i D oot

vendi ng r@@ehieneeSebY eheld chBmBLIS 1 R de by el ectronic noney at the
aut omati c vendi ng nactheg II%atgll%iﬁgﬁgéﬁngh comuni cates the use of

el ectroni c noney at the automatic vending machines 11D to 11X to the
managenent center 3. When communi cating data to the managenent center 3, -

the aut ¢mati ovegadingonBeluratsenver 4 edewanqadmody ¥l ty 1ist and
communi cates the downl oaded invalidity list to the automatic vending

machi nes 110Ftg. 11Xis|a yesekad)aghemavtoant btevendhng mBaBENGyseEMEr 10 is
maintained in a state in which power is continuously supplied: Wen power
i s turnégcetfiinghéocaatormbiodimendi nd rhehipre searyaenvied tdelet eardat a whi ch
may be utilized for illegally using the IC card 2A, the data including key
dat a usé&der§rerdhamngacatysiemh 1t heesncagsmernil esenil€r carasd deeyto 2X.

The electronic money system 1 uses a closed loop system in
which a management center73'perfo;ms centralized control of
the use of the IC cards 2A to 2X held by users. The
electronic money-sysfem 1 is formed by conhecting a .
management server 5 provided at the maﬁagement center 3 to
various servers and to terminals through networks NT1 and
“NT2 forméd of leased lines and public lines, a router 4, and
~the like. |
In the electronic méﬁey_system 1, data communication

among the terminals, -the servers, and the like is perfcrmed
using encryption which approﬁriately uses a system key

shared among units within the electronic money system 1,



vendi ng machines 11D to 11X, and data which prevents the illegal use of IC-
cards, such as an invalidity |ist described below, fromthe recoré iglﬁn
internal recorder This prevents illegal |eakage of these data and én Qr’egﬂﬂli
" the security of the system Wen power is turned on, the automatic vending
machi ne server 10 reserves a line to the managenent center 3 and downl oads
the data) which are del eted when powej,is turned off, fromthe nmanagement
center 3. The automatic vendi ng nmachi ne server 10 perforns various
processes using the downl oaded data. Wen downl oadi ng the data, the
automati c vendi ng_machi ne server 10 also obtains an invalidity |ist) which
is a |iZPEeY eutiead iRdtdiptareys dines 1 Yo baistralsed, and perforns
vari ous _processes i.n accordance with the invalidity list. Concerning the

i ssui ng AC3E 1O @MONEY IR IS + & et T Tcatinn ke cigedt imal 9, the
autonatk%@éending machi.ne server 10, and the automatic vendi ng machi nes 11A

to 11X) 148y & S8 AT S 5 e o fm VU - 1L oS ri%e si dhature, to

verify. | thentd cation are _periodically updated by exchangi ng data
Wi th thglét‘r?éu"%& g#@ﬁ’t © &31 T %.Crﬁﬁﬁl@%&@gﬁﬁgﬁtﬁgﬁﬁjm@?%r i nstructions
fromthe.nar t .server 5. the crediti termnal .7, the store term nal
9, Y %nggﬁggﬁggfﬁgg&?@%ﬁﬁﬂ:%ﬁﬁﬁﬁéﬁ¥r#ﬁ%ﬂé%ﬁ??&ﬁ*%%?ilx updat e key data
used for enciyphio t a t X Which are used to credit

el ectronic mneybaglagtgg ?r%ﬁg%gy%rg%t gEeTﬁg%g%g\éﬁfst’yagf tRE18Fect roni ¢ noney

system LeirtihBYS 6eASULRSAKENETE RACRIfHIHe PANGARI W K, 8 1S connect ed
(to the el ectronic noney
predetermined IC card issuing entity or the like and
performs issuing processing of the IC cards 22 to 2X.
Specifically, the‘issuing terminal 6 is always online-
connected to the management center 3 during'business hours
and gains access to the IC card 2A using a reader/writer
' {(R/W) 6A in eccordance with data exchanged with the-
management ceefer 3. In doing so, the issuing terminal 6
reserves a memory space in the IC card 2a, whicﬁ is required |
for processing electronic money, and records key data.
| When power is turned off at the.end of window
transactions or the like, the issuing terminal 6 deletes
date which can be utilized for illegally issuing the IC card
-2A, the data including key data used to exchange data with
the management center 3 and key data used to exchange data
with the IC card 2A, from the record in an internal recorder.
This brevents illegal leakage of these data and ensures the

security of the system.

When power is turned on at the beginning of window




-

%System 1 through a connection server 13. The bank network 8 nanages -

accounts of users who use the IC cards 2A to 2X, respectively. :
Specifically, when the crediting of electronic money to the 1C cald 28N 004
communi cated fromthe crediting terminal 7 to the bank network 8, the bank
network 8 checks the user's account, which is the source of the electronic

‘noney crediting. The bank network 8 determ nes whether el ectronic noney can

be credited and comuni cates the detefgination result to the crediting
termnal 7. In accordance with a response fromthe -crediting termnal 7 in
response to .the conmunication of the determnation result, the crediting
amount i s deducted fromthe corresponding account to a predeterm ned
nmanagenemerSECHHnS Pie il id@ wiilie 8 +orimi temeinaheb ressgve a he
crediti termnal 7. In response to a settlenent instruction given from

t he rrangé'élr“r‘eﬁto &d%t BRnRgamed tc LoP Y Bhpbrand |deypuads | the MEtmnagenent
account is allocated to wn _account of each store_ at which the user has made
payment %cg’g %% %@ TSy POMRF cdohridtinesh &6 vefTI® ¥hnect s t he

el ectronic none ~ ~=0J 2004 - 21 system 1 and the bank network 8.

The cohﬂ‘éaé]taig(?ﬂ]%’é_-‘r \?&%tfsr per f FBERG LA hL REGFFIDAGNnd

. encrypti i cordance w t.h each stem of data exchanged between t he
el ect rorﬁ%cr}dng'nsgsy Vs tEREAnd' S %gorbg%{ﬂg Aot 1%}?6 %H%Hg‘?rpé?ﬁ center 3

rranagesgg{%.control s the el ectronic noney system| using the managenent
server I'n accordance with records in a transaction database |5. :
Specificallya Lbgattapgackl t gbage IS fq0r r rding, with
respect to the I1C cargg gkﬁ:&(ﬂgngi a/hlg%hp%?)gl%gaggg%a%ﬁngg%ﬁ?ao | ed by the

el ect r ORinG tTRARM o%Y SrePrle 110&Ntddd &%ﬂ%@tﬁ:ﬁese%f%ég{%t%g]{#ecaf ds 2A

to 2X, personal data, electronic noney-use hi'story | C cards

2A t0 2X¥hebalcareed iguia rrard ddie-dr e mdriky £S5 HHE #1458 Ngd NSt ructi ons
for issuing the I1C card 2A fromthe issuing termnal 6, the managenent

server mrexihdmgesetaiineds data greativaddodsspeddiasdfe AN th the
issuing termnal 6 and stores a record concerning the issuing in the

" transactmorudamaidse chsh Wispdnzecmaditiag oft el extdamiaimoney to the 1C

_the bank
creates . an | idity list based on,inputs fromterm nals provided at the
managerré’%t' grglé't%érq §58W@oﬁﬁaﬁ FFLH &t RS THe p rﬁrezgﬁ%‘i’tg &d the '

card.2B is conmmunicated fromthe crediting terminal 7 to the nmanagenent
cent er 3nstidurdeagemeihec dritker. 3 Thed atmsiittieng deomd.ial theydiransact i on

dat abase 15. Wen the store termnal 9 and the automatic vending machi ne .
server PECESFMES ¢theed & Ivangs @Bofusdinartar arviaslamiveyi tteos tide imanagenment center
3, the managenent server 3 -updates the record for the corresponding IC
card. acfoddange yigh daja epehamgahwitho® dankedetevanindd wischeach
mont h, ‘the _managenent. server 5 gains access to the transaction database 15
and conPEEE e IBnEEFPONS S d CaSEEadd Bed-iich JFord@ g &P orttithe use

hi story of .each I C card ysed that nth. The managenment server 5 instructs
Todiore FrBBas e Taf A S LERRHATALS T a¥h i dien G 6k 5

bal ance +...gur h_I r.d, i i s ded in the tra ction

dat abasd Ppo¢a8eliofithnbliciidy oMl B LI IR deteldh A 3 A enent
server i i A I | i-di Li.s it termnal 7 in
real ti %él@ %%%B%%g%etﬁleé%{ﬁl?é?ve?? t?yéz[hseoﬁngfn%[gier&%&%;%%tn#g’}?%al idity list to

the store tefibidbodeandst BrALOBRE &cVERd BUAMBEN|ARRG! ver 10 when the
y

rran-agerrent server 5 1s accesse t_he s_tore ter_m na and the_ aut_orrgt'i c
vendi ng tFagkiae 1585ver 18e WARR thed %‘?:‘é'd@.&itn‘%;r Pl i 12Rd e 1Gedi tlth
e

termnal 7 are turned on and gain access to the managenent server 5,
managemeatas@hieh mabr 88SHthS iR isdvalindidgailivyStsang key Gt auged to
exchange data with these termnals. In responsé to operations by an

oper at oRA,t haemaazgennalludehyekey dpdal @S ciet odakanised Waaxehapge data
with these termnals at a predetermned tinme and conmuni cates the updated

- key dat &hantahkenkenwalrkdist ynkdi %oyt dagachsled Moh@lkchange data with

the IC card 2B, and data which Prevents the illegal use of



ft-~ ~i~tJ 2004 - 23 The key data is transmtted to the issuing termnal 6
inreal tine since the issuing termnal 6 is always connected. (2) Store
termnal Fig. 2 is a perspective view of the store termnal 9. 'ﬁh ﬁj;or@,*
termnal 9 includes a termnal main unit 20 to which a custoner Jgef ti ﬂ
unit 21 and a store operation unit 22 are connected. As circunstances '
demand, a receipt printer 23 and a point-of-sales (POS) register 24 can be
connected to the store term nal 9. thsrgceipt printer 23 is used to issue
recei pt particulars, receipts, and the |like. The POS register 24 is an
accounting machi ne used to receive/pay noney by cash in which a unit ‘price
concerning a paynent can be input by reading bar code or the |ike. The
store té&nmicRadsy eash esnem timveddidid ya Ijsjineists caidedt berldvwhe dxdee to/ from
the POS register 24 by transmtting/receiving unencrypted data as
ci r cunsttifc £8CRERaAR S By teraddninecongierac eifiisy pereorepyitsed. Jdatgal The
custoner, operatign-unit 21 is provided with, in front of a liquid crystal
di spl ay 128Ka9% Oir Fhseesdnitar Bed KEISEEes2 HBeoFamitdiivael Cheasysiten.o be
pl aced. The card presentation holder 2l B has a concave portion
correspondinﬁﬁ?ﬂ BﬂﬂeghéﬁetBFnﬁﬂ Pe 8hr §heuRgeineaRE PhRevWébAeHve portion is
a reade%/w%it%% 9A1. Mhﬁgpa _%% card is planed on the card presentation
hol der 2TBRSACEHEREUSED '3& at icof Greeiting geryminad Jogpseryes 21, an.
ant enna oagkgetre%S§r/mmiter 9A1 and an _ant ng% of. the IC card are reliably

“coupl ed” tRUS enablin§FREFERGe FPARMLer SR WiHioRdgc d&&s 9 a-he | C card:
The |1 qui 15 disal Al i ded_w.th _a displ 21C at th
~The 11 q%ﬁ_cgr %3 ageQ.'e%Bda%héﬁ Iﬁ%’l &Qr_g\éh%%rgwg gf% dulgsﬁ%ﬁg @Iscreen a <

{ side of the car resentation er © 21D'i s provi ded

on the gabalakest! 88Rr21Cs TNahe! Qieas cily GUstomEn operation unit 21 can

provi de various pieces of information User o pl

t he car@;@ag&gﬁbabkeaeggﬁﬁ%ff%%Bthéuﬁhgeh@Bﬁg’gﬁﬁrh%%ﬁl%%%%%sf%%a~The store

i nformati on can be input by operations on t i spl'ay 'screen

operation Unithe@2abenso8uias! ¥ner axtdedeue! BraagpidgPEesgnhall on hol der 228
in front of a liquid crystal display 22A. Beneath a concave portion of the

card preb¢ntiati an hakeaidi2B 3ssa,r ehden/ Wsi hen 1842 oFATeoLdi-agl Y, When an
| C card submtted by a user is placed on the card presentation hol der 22B

of the whdck eper arbbnbimietl £2pmt beingadeew i the IA24dgaiiag access to the
'c Cardferminal 7 performs the crediting processing for the day in
accordance with the invalidity list. When the IC card 2B
concerning the crediting_is included in the invalidity 1list,

the crediting terminal 7 cancels the crediting processing

and communicates this to-thermanagement centef 3.

A store terminal 9 is provided at eéch store to which
the electronic money system 1 is.applied and processes
payments using electronic money. In response to operation
by a salesclerk_or the like, thé store terminal 9 gains
access tb the IC card 2C using a reader/writer 932 and
subtracts the payment émount from the elecfronic monéy on

the IC card 2C. In addition, the store terminal 9 récords

‘the payment using the electronic money on the IC card 2 and



iThe liquid crystal display 22A is provided with a display screen 22C at the"
side of the card presentation holder 22B. On the display screen 22C,, a

. touch panel 22D is provided. Accordingly, the store operation u?gﬁ‘@ﬁ 2004
provi des a sal escl erk-who places the IC card on the card presen (ot _
hol der 22B with various pieces of infornmation. Furthernore, various. pieces
of information can be input by operations on Y1 G.E ~a~ 2004 - 25 the
di spl ay screen 22C. The terminal nmainyynit 20.includes, in a substantially.
rectangul ar housing, interfaces with %ﬁe custoner operation unit 21, the
store operation unit 22, the receipt printer 23) and the PCS register 24, a
controller, and the like. Fig. 3 is a block diagramof the store termna
9. Conc&IiMFidfdest dhe pavmend] recanke tusthermarsmeeman brecamidr (3 21, the
store operation unit 22, the receipt printer 23, and the PCS register 24
are conifec e AR TMIReh Simsus RRRH TRt ceweudss stiown) . An
interfac§¥4%%§g 3é_is connected to the bus BUS. Under the control of a
control I ; 1oR: &PAgc O3 £hen it SaFTH CRRGARBLNGA T ttrarsiand from
t he rran?f%eréent enter 3 through a public. line. Accordingly, the store
t er m nal g <dpl F&s PFAPE saﬂ’é‘g’é‘tt'ott%ﬂ?é?ﬁ‘wt%erﬁ@ Hearddiisbt ai ns an
i nval i di | ist and the |ike. A hard disk drjve (HD) 33 records, under the

control o¥ Fﬁ% ESTOFER BF 3R TRARESsLd RS & SRR D RAR t he i nterface

- 31 and vard data.required for processing by the controller 32, such as
dat a cohch%;an%g %gyr%lﬁt %tl?%eeltggf‘ﬁ'&?ﬁc%ﬁoney. A backup power supply 35

| ZEBB:;efsbgﬁfﬂgnpQﬁﬁétHﬁgnghgngﬁBHﬁk g§tEﬁ%%%%o%@%nm%g%ypggn%gggal power
: manner, the store terminal 9 refers to the invalidity list
issued by the management center 3. If the IC card 2C
concerning the payment is included in therinvalidity list,
the store terminél 9 cancels the payment processing.'
Furthermore, the store terminal 9 records a series of these
processes and communicates, to the management center 3,
these processes in addition to the record of payment using
electronic money. | R |
Automatic Vending machines 11D to. 11X vend bottled
drinks desired by users in accordance with user operations.
The automatic vending machines 11D to 11X gain access to the
respective IC cafds 2D to 2X using respective internal
reader/writers in accordancé with user operations and |
subtract the respective amounts pufchased by the users from
the electiohic money on the IC cardé 2D to 2X.. Furthermore,
the automatic vending machines 11D to 11X record the use of

electronic money by the respective IC cards 2D to 2X and

communicates these records to an automatic vending machine



foff. The controller 32.is forned of an arithnetic processing 16 ~~~~
Z004 - 26 unit for controlling the overall operation of the store term nal
9. The controller 32 controls the overall operation in accordancpsmﬁbg 004
processes recorded in the hard disk drive 33 in response to connunié%tiaw‘
by the custoner operation unit 21 and the store operation unit 22. o
Accordingly, the controller 32 processes a paynent by el ectronic noney and
i ssues a receipt by activating the reggipt printer 23. In other words, Wen
the store termnal 9 is turned on by a sal esclerk, the controller 32
di spl ays a predeterm ned startup node sel ection screen on the store
operation unit 22. The startup node sel ection screen is a nmenu screen which
enabl es SEF&eEall@scl erk to sel ect an operation mode of the store terminal 9.

The controller 32 displays a sales node nenu and a practice node menu on
the menu scrB8f2 ?ﬂ@agFﬁatFE% ABaEnts Oknedfetarnds MOBEYr 0 &MHSwi ng t he
sal esclerk to pr oper atj.on In contrast)

the sal #&™R5de itg%;iac tg‘gf%&tc X@P@&Iﬁ%m%&%t&m{r%ﬁ%l%t roni c
Cont Fol IF8P 327 Ak 348 SAHEsY Fal THSRP e 1396 S i S ys &
by oper SndCt Ra*Fotin SEREE ol T, el v SRR AN unit 22,
the o Rdetg LRSS Ehel BouMRELS iRt diiRd U0 e AT or o operati on

unit 22 are gubt £0ednkesd! 0haYnk NRaknINSACLLOR Y IE Ll ARsAGLL0N mode

[
. =
{15 a node for processi ng el ectroni c paynents usi ectroni c noney.

the touck paeekrddPcPionkeded tORnkhautotA QP Widni2ed S gPerpted by
a sal esclerk by pressing a predeternined area on the dlsﬁlay screen in the
transactil@and communicates these records to the management center
3 at a predetermined time. Specificéily, using wireless
. communication with the automatic vending machines 11D to 11X,
the automatic vending machine server 10 records payments
made by electronic money at the automatic vending machines
11D to 11X and batch communicates the use of electronic
money at the automatic vending méchines 11D to 11X to the
management center 3. When communicéting data to the
management center 3, the aﬁtomatic vending machine server 10
downloads an invalidity liét and commﬁnicates the downloaded
invalidity list to the autbmatid vending machines 11D to 11X.

In general, the automatic vending machine server 10 is
maintained in a state in which power is continuously
supplied. Wheq power is turned off, the aﬁtbmétic vending
machine server lb deletes data which may be utilized fof
iilegally using the IC card 2A, the data indluding key data

used to exchange data with the management center.3 and key



inpbde, the display of the store operation unit 22 is switched to a
managenment password i nput screen. \When a pre-input nanagenent password 3s

. input by operating the touch panel 22D provided on the store opefation unit

22, the controller 32 switches the operation node to a totaling déU?’da?ﬁﬂl}
the display of the store operation unit 22 is swtched to the correspondi ng
di splay screen. The totaling node is an operation node for totaling the
sal es by el ectronic noney. Wen the.teych panel 22D provided on the store
operation unit 22 is operated by a salesclerk by pressing a predeterm ned
area on the display screen in the totaling . node, the display of the store:
operati. uni t is switched to a req%stration node i nput-screen. The
registr t@n”rﬁ?égfios XIS b gl rearh operte o tamREief the store

termnal_9 and the. like. the registration node input screen, the
cont r ol I'é ga@?&@t’glesgetﬁq% sldeﬂ 4 detecdiith wTsventprit ed for

every tr, ct.ion _or cei will be printed only when a 16 ~l3fd
2004 - f‘grlse%raeldé]tsgr rﬁfﬁggzecf:ﬁé%'i GG apcgﬁrbrlrfb‘fﬁ Yo tHeS% ouch panel 22D,
I n addi t§ : troll 32.accepts settings such that paynments by

el ectrotrcfileg'%ﬁt)ltrlljr(‘a%%/1 g)r%g' O;‘)'I?’oggrgoéne 5 rcegcooprgaﬁri o‘:‘H'9 vﬁ'rrﬁ?lt'rf?ellj?%é) Ster 24 or
paynment r.Qnj r ce by operation i ndependent of the
PCS regis;Igl'Ei )eér QJZI%%E&%![ %&% 6"lse(eaat]'{%l{ egsosf;ﬁtgjecﬁv\ean R @9 R EES J%asswor d

and the J@N3geReR: RASSWYS registration of a consunption tax, and the
i ke are accep?gd When \:%'%{c)r éagét erm ned area of the touch panel 22D is

pressed on tWﬁeﬁeﬁbﬁéfaﬁkoﬂugﬁgﬁ bRPUEnECLEERMalHG g%ﬂgﬁghgﬁ%ﬁﬁa g tches,

i in accordance with the operation., the operation no e tnotaling

mode, t beriveanac e fRde a ANthed 18 AHDodMiliferidh MGt & RPVEIq SUPP! Y
cutoff is awaited. Also, the display of the store operation unit 22 is -

swi t chediowmlivhe sC ahie Spaadi R ids ply ddlkan@ wiadeiardd ned anpsaf the
touch panel. 22D is simlarly pressed in the totaling node or the

transacwifgn rWode, thee manaigealdntr @ty trhesHd euoneiatiOv i d 0 t he
transaction node or to the standby node, respectively. Wen a predeterm ned
ar ea of Magdinguskryamell o2 PBriforgisrivaarilonsprassetdas tfia gf amgby node, the
controller 32 cuts off the power supply to the store termnal 9. (3)

El ect r ofiP¥deaeedt Aafgacti on Wien the operation node is set to the

transacti on node, o
: When downloading the data, the automatic vending

machine server 10 also obtains an invalidity list, Which‘is
a list of IC cards which are prohibited from being used; and
performs various processes in accordance with the invalidity
list.

Concerning the issuing terminal 6, the crediting
terminal 7, the store terminal 9, the automatic vending
machine server 10, and the automatic vending machines 112 to
11X, key data used to perform encryption, to éonfirm a

- signature, to verify mutual'authentication are periodically
updated by exchanging data with thé management server 5. In
response to such updates or instructions from the management

server 5, the crediting terminal 7, the store terminal 9,



ta~ 6 J~I~J 2004 - 29 the controller 32 causes the custoner operation unit
21 and the-store operation unit 22 to display correspondi ng di spl ay '
screens. Fig. 4A shows the display screen 22C of the store operqt50ﬁ i 'g
22. The display screen 22C includes a nenu 22Cl1 including a nunerlc‘% 9@ ﬁ_
required to input an anmount of noney, a subtotal key, a sumtotal key, and
a correction key, a cancel key 22C2, a display area 22C3 for displaying a
total anmount, a display area 22C4 for adi spl ayi ng an anount bei ng i nput, and
the like. Fig. 4B shows the display screen 21C of the custoner operation
unit 21. On the display screen 21C, a nessage to a user is displayed at the

top, follo by total anouni display area, an outstandi ng anount display
area, ana{ dl\aetgéer ualﬁécf“é&f‘l%]ec df &p Ja1§/9é?%‘éﬁl%@?%rljt%et?:o%ﬂ{o‘FP‘é‘?t%Zkﬁ‘és set the

t i it 21 dth I i it 22 i t hi ,
Ut OTEra ABET Ay 24 A N, Sor & aReraLl o, Ul 22 L5 mner.
o 00ess SRS LA, Aoty SPLILpaLLY of e eonLollLer, 52 grves from

step SP1 to ste conmputes a p

d 44t ' 2D_of. t he st tio
it 2 e e et hR SR, £ St e

anot her @b Pl LS A total payment anmount. Wil e doing so, the controller
32 appropriately displays a subtotal anmobunt and a sumtotal anount on the

di spl ay screehe2ban®l nheoeitSg0NRY RGN 4N - it el key
~ 6 JI ~f~ 2004 - 3(1)l (nFi g.O 4A) is pressedeby a s%eg;ec eecr tlh(%?"p?ﬁ% ess i s

~ tenpor ardystdaalt athranfh @& IRt ththe amuntohy §08 Sl EaGHerdk is
accepted. Wen the paynent anounts are totaled in this manner, 1 the
cont r ol Inem 3R s StED BRI aAMhd Nsdd Ugts thecases o1 tdheysal esclerk to
pl ace an 3C card on one of the card presentation holders 21B and 22B. The
cont r ol |zesEBZWisplyay s, Sparsitfiach Iofy | hharesigage-r'dil €ome 40 our store!™ on
the display screen 21C of the custoner operation unit 21 shown in Fig. 4A
t he mes$HGE tIRINGSS enqaieat @ Hehea afd"gand BB | s taariimie 4 ted USsom tehd! ace t he
IC card. In step SP4, the controller 32 determ nes whether the

crediting terminal 7 to the bank network 8, the bank network

8 checks the user's account, which is the source of the
~electronic mdney crediting. The bénk'network 8 determines
whether electronic money can be credited and communicates
the determination result to the crediting terminal 7. 1In
accordance with a response from the crediting terminal 7 in<
response to the communication of the determination result,
the crediting amount isrdeducte& from the corresponding
account to a predetermined'ménagement account. The bank
network 8 communicafes the result to the creditiﬁg terminal
7. 1In respbnse to a settlement instruction given from the
management center 3, the cash temporarily pooled in the
management account is allocated to'an account of each store
at which the user has made payment using electronic money.

The comnnection server 13 connects the electronic money



- {cancel key 22C2 has been pressed by the sal esclerk. Although .the user has
selected to pay by el ectronic noney, the user may change this so-as to pay
by cash or by credit card. In such a case, the cancel key 22C2 is pressed.
The paynent ‘anounts may be incorrectly totaled. In such a case,1mhéUﬁaﬂ§ﬁl
key 22C2 is al so pressed. Wen the cancel key 22C2 is pressed, the
controller 32.nmoves fromstep SP4 to step SPS, terminates the process, and
returns to the initial state of the_tyansaction node. In contrast, when the
cancel key 22C2 is not pressed, the controller 32 noves to step SP6 and
activates the reader/witer 9A1 or 9A2. In step SP7, the controller 32
det erm nes whet her the cancel key 22C2 has been pressed. If 16 J~—~
200+ - S¥YStEfe l@ngr hgatasdk netapmk at i Ve ensstitias |serae ridves from
~ step SP7 tq step SPS, termi nates the process) and returns to the initial
state o HETFaRELCEESASMEYED PR ASFFRSLORMAR EHETFatan Hation in step
SP7 is ne %tive, t he %Pntr Il er 32 moves to step SP8 and determ nes whet her
a respolsE FASRCENE e EACR FASTABeRT ki &xchangerk hedmess ridie on i s

negative, troller 32 retyrns tqo . step SP7. Wien the reader/witer 9A1
or 9A2 ?%e%? P@ggeﬁogﬁytﬁgs$8thoFP§r%§§, PEIFOTRME t er 9A1 or 9A2

connunicatesTﬂétH%£%§e$g£?:§gngéﬁg§g@sgg&ggggggg%?LEQEABVhen the IC card is

pl aced on the car esentation iBhFrequency si gnal
i - : ‘ ' t he . fwrit 9A1 9A2 i
e i R R R S .

i nduced in an antenna Ccar _

gener at a@cByabhge! 3dtR FEEAYARCYnS LR H0E Y cardadl Yaos data

' transmitted by the radio-frequency signal. Since e transm'tted data in
thi s casgecsreenseqnednyi thahb8ce9BRURLGALLQR fEOM! @%ﬁr&%d% writer '9AL or
9A2, the I C card nakes a response to the comrunicati on. en-t he

reader/ weicbedifgl antBAZegpeeives the mespare 2hhedr eadeh/iwh Lelk 9AL or
9A2 stops comrunicating with the 1 C card and conmmuni cates to the controller
32 t hat mahegedspniseonsrbeteived. thAbt enectheosant mohker s3&thas 1activated the
reader/writer T ,~~C~~ 2~~4. - 32 9Al1 or 9A2, the controller 32

repeat sideapd£SpatioSP8ataSP? eathl ofheéhkCIcardrids phaeed2gn the card
presentation hol der 21B or 22B and the response is detected. Wen the
cancel Re¥s2pg2 Hatpresdedtbynihemenbysoker khistbheyppdceashi ofi nmedi at el y
term nated. Wien a predeterm ned period of tine has el apsed while repeating
steps SPF canpg 2Agpe 2Kpebadanee| Fapude.dasgl she aikessage on the store
operation unjt 1 22 that it is Waiting for an IC card to be placed. For
exanpl e, wheh® tFRSPIRRR SO | LSRG ript benahtorenteRsisauinat theald, the-

control ler 3% prongt% the user or the salesclerk to continue with the
process_card A"from the Issuing terminal 6, the management server 5

exchanges various data required to issue the IC card 2A with
the issuing terminal 6 and stoies a record concerning the
issuing in thertransaction database 15. When the crediting.
of electronic money to the IC card 2B is communicatéd from
the crediting terminal 7 to the management center 3, the
maﬁagement center 3 updates the rescord iﬁ the transaction
-database 15. When the store terminal é and the autﬁmatic
vendihg machine server 10 communicates the use of electronic
money fo the management center 3, the management server 3

updates the record for the corresponding IC card.



fln contrast, when the IC card is placed and the response is detected, the
controller 32 is communicated fromthe reader/witer 9A1L or 9A2 and noves
to step SP9. The controller 32 instructs the reader/witer 9A1 or 9A2 that
has detected the response to verify mutual authentication. As kshogii H0ki g.
7, the reader/witer 9A1 or 9A2w transmts and receives predeterm ned data
to and fromthe 1 C card using a nutual authentication key, thus verifying
mut ual authentication. At the same tigg, _the reader/witer 9A or 9A2
comuni cates the processing result to the controller 32. Based on the
nmut ual aut hentication result comrunicated fromthe reader/witer 9A1 or
9A2, the controller 32 determ nes whether the nutual authentication is

correctly ve PFl@ﬁamPﬁﬁt PR, a\RECHEL IR NSIhEEY leecdamenits f dheuse in. 1 6

~U~~ 2004 - t he el ectronic none stem1l: In other words, the user may
have ins e&?eﬂ'&ﬁ‘&eﬁ@&"’teg ;&8 at‘}é ot%u‘irl‘? dsr ap RS AT rdakaka sy

-nlstakelSIf th%oﬁp %r %ilon i S .nega the controller 32 noves to step
SP10. Thé con er-S%2 "E5u ST e %ﬂﬁﬂlQﬁﬁﬁ%ﬂl§91Qﬁﬁh SO%hd the store

operati 22110 dis |, a catli t_.an incorrect IC card
has bee%%p:égctgg %r%tur%r%?%t %@%r ’ic{o]ﬁﬁ%flté?a 32“ -n pronpts
the userp0mRLA I I c nc s denand cancel ing
operation by tl%g%m% g:séslgé&%rldss Qzlggeéue ef he rﬁﬁ Wo{fgﬁ tferftd cation is
correct Isyét\tqrel EEthe%Qea&% tn]rtgl | er 32 rmves to step SP11 (Fig. 6) and again
det ermi nes whet her the cancel Key 22C2 has been pressed. If the

det er ni nat i omnesmaﬁégéﬁahtvser%eﬁ 60BLEAkkLE' 5 gz ﬁi@‘é&ia&%@”}%&%p SP11 to

{ step SP5 (Fig. 5), term nates the process, returnst e’initial state

of the bmaesachi anpiREe £rbh ¢HIIASs 'ﬁrddl%éifitaecr AL ddheiiteP SP11 is
negative, the controller 32 noves to step SP12 and instructs t

reader / wentterr 3Akndr cB9Apatra sbhamefiveen MeRd RoAENI . anfdRiA! W0 tth% Fig. 7,
in response to the instruction, the reader/witer 9A1 or 9A2 transnits to

- the | C baddnger dadurenvéneaCcRedd) camdcermiing das adtigsed Ad xrdesi gnat ed by
the controller 32. Wien the I C card properly receives the read conmand :

~ (Read), trraspctéianddeénbesan 1acknod edgerteriss tatelssrAGKdd0 t he
reader/witer 9A1 or 9A2. Subsequently) the IC 161~ ~ 2D04 - 34 card
execut edVRE1AGAY ddmirand Thed MERGISTENS: SeIMes Seadert/mimitters $Ak or 9A2
data regorded_in a nenory as a response Response. \Wen the reader/witer
9Al1 or - Maﬂéééﬁ:%%lﬁﬁet@aft&el FTeRd thagmterminads jorige reafie trigeder / wri t er
9Al1 or ?ﬁz comuni cates the data_to the controller 32. In response to this
conmuni ¢3fi BRVBY A8 r SGFEPFri PeFO9ALSEFIONL st Rdiec dawipdiidat Y31 isit ai ns

‘the bal aucepk f| re of el ectIrLog go y recorded on the I1C card, the

i dent i f ircatt on 858 Frin8arcicar thRd aftemAtite. vending machine

server 10 when the management server 5 is accessed by the

store terminal 9 and the automatic ﬁending machine server 10.
When the issuing terminal 6 and the crediting terminal

7 are turned on and gain access to the management server 5,

the management server 5 transmits the invalidity 1i$t and

key data used to exchange data with these terminals. 1In

response to operations by an operator, the management server

5 updates key data used to exchange data wifh these

terminals at a predetermined time and communicates the

updated key data and the invalidity list to each terminal.



{Waen the controller 32 reads the desired data fromthe IC card in this
manner.,, the controller 32 noves to step SP23. The controller 32 searches
for an invalidity list using the read identification code of the IC card
and determ nes whether the use of this ICcard is prohibited. {% qﬂ% ﬂﬁﬁ of
the I1C card is prohibited, the controller 32 noves to step SP14. “*F
The.controller 32 -switches the displays of the custoner operation unit 21
and the store operation unit 22 and-igfornms the user and the sal esclerk of
the fact that the use of the placed IC card is prohibited. Subsequently,
the controller 32 returns to step SP3. In contrast, if the use of the IC
card is Qt ro%%&ited, the controller 32 noves to step SP15. By conparing
the el ecttoni¢ By 15atEROE™H Gii% Tedd s AFRYRY ItermEnlafd dthe tot al
paynent unt., the controll.er 32 determ nes whether the total paynent
amount F%gga;%tal e a8y tEleTl§S.u~J—‘113~§:efﬂH’ai 35 15 el ¥aYec (GaHIes )y on the

ICcard. If there are sufficient funds avail able, the controller 32 noves
fromstep SP15 to step SP16 (Fig. 7) and again determ nes whet her the
cancel 2 a ressed. If the determnation is affirmative, the
controlk2¥ 3§@%5§e§e?&gﬁﬁgtep SP17 to step SP5 (Fig. 5). In this way, even
when there agggqsubfigien i e, -t controller 32 can cancel the
process by aﬁﬁ%be%a%goﬁ %§£$ﬂgégg¥gs%?§$k?f gﬁ Pﬁgrgaﬁggwlﬁ §2C2 has

been pr ensedowdl €Arinind IP6CABLaLMIRY GRSHALIAN e G0 bof Ly 32 cancel s

the process for updating the anount of the éelectronic noney and for

comuni eatiichd at bestpfatl Bee2h+ike @n8& HaNIzG MENeM ement center
{ 3. If the determ nation i% step SP17 is neéafygg, f%%ag%%?ggiq%% 32 noves

to stepuBRi82andrensbhnettetiNe neadArWisienc2Al @na¥Y 0 ddangit a wite
command: Accordingly, the paynent anmount is subtracted fromthe bal ance

figure ofieltect 2Bnaodnangyinardrhercest f@caDuRlgiehed ot IR Garoney
. recorded on the IC card is updated. In addition to this, the controller- 32
i nstruceonphete@ tar dheosterer detrhdnpdy ¥ent ThrDuwRicednd phanpayment date as
the el ectronic noney-use history. Referring to Fig. 8, the reader/witer
9A1 or 9A2ueprdn$RAi Ls§suewrereiptnpant ivoilaeshasededptishe anddrass 1Ake .
desi gnat ed b% the controller 32, the witten bal ance figure, r-16 ~1-~~
2004 andBPfsé ﬁi§?§%§t85ta4Déﬁaan 8gcounting machine used to
receive/pay money by cash-in which a unit price concerning a -
payment can be input by reading bar code or the like. The
store terminal 9 can transmit/receive a payment amount or
the like to/from the POS register 24 by
transmitting/receiving.unencrypted data as circumstances
demand or by transmitting/receiving encrypted data.
The customer operation unit 21 is provided with, in
front of a liquid crystal display 21A, a card presentatioh
holder 21B on which an IC card is to'be placed. The card
presentation holder 21B has a concave portion corresponding
to the shape of an IC card. Underneath the concave portion

is a reader/writer 9A1. When an IC card is placed on the

card presentation holder 21B of the customer operatiocon unit



¢{Waen the 1 C card has successfully received the wite command) the IC card’
sends an acknow edgenent status ACK. Subsequently, the IC card starts
. recording data in the built-in menory. If the recording is properl
~conpleted, the I1C card sends a response Response to the reader?%ﬁhi@wzgﬁl
or 9A2. The reader/witer 9A1 or 9A2 conmuni cates to the controller 32 that
the status and the response are received. Wien the reader/witer 9A1 or 9A2
recei ves the response) the reader/wibgr _9A1 or 9A2 sends an '
acknow edgenent status ACK to the IC card. Wien the controller 32 starts
witing in this manner, the controller 3f noves to step SP18 (Fig. 7) and
determ nes whet her the status and the response have been properly received.

C1f the deterf ARTTHRE Lhaffie mRddRs /iRt kIt nthhsandaan tantdntane® figure on
the IC card.i roperly updated, the controller 32 noves to step SP19 and
| T (O dnd e

recor ds H AR B R Gehy iEHES RPANELRG 19 oni ¢ money  usi ng
the IC Gar

. t.hi s , the controller 32 instructs the IC card, Wich is

a portabl g(aer#@ﬁ&qrowleﬁﬁ D (PPt i andurfiassdt- el ectroni ¢ noney) |
and subsequently.the.l.C car o] ni,cat tq the controller 32 that the
updating is g%ﬁpﬂ‘%?é&fi'Régggaﬁn%PlTaﬁ’egig‘nﬂFoPlré’ﬁ’lél?dcﬁ’ﬁ-t@or?rmni cate the
updati ng r oni to 1he agenent center. 3.. The record

incl ude?lt%fr?gtagaif?g%%%%{lg atr{lﬁgﬁ{)eaysn]ie&rﬁ Oémtrlh‘% cfjcilbref(ﬁﬁtqt@in amount, the

i denti f igalde@n e Qfg t a 1ike.. n. t nent is

- recorded in thezcl%gr éﬁéll S?E%E'rul%vhg%ée% %ﬂc}c}ﬁst rﬂprlkq%elrd,\% ?nn;]iq}'%gjssqmr?é’ recei pt
printer seidedm RN aeataidle | e QI Udddio ] S 1A I, mode

{ settings The controller_32 returns to step SP5 an ermnates the process
(Fig. Sprovideoriarasius ifiddde ¢t aidiatdOnd tStERH 81 i Ve the
| C card may have been renoved fromthe proper card placenment position in

the perithe fICOmade oy aheNicEHD PrfsddiatWdd aLeE@mnd g0 the respondi ng
fromthe IC card. In such a case, the controller 32 noves to step SP20.
After tRarthetrmodeer va2 doas ipistoesc e infairnm HRSS 206 MONRIGY Hghe user or -
the salesclerk to again place the I1C card should be displayed, the

cont r ol P@erEXLoaisucns the StieplsRs sdrepn 3)1C.The control ler 32 again
performs the ﬁrocess fromthe time at which the nmutual authentication is
verified onwlRe 8hErenepegatsonhunith@2wist eimodmeiy shouvidelewiisiued. |n
this way, when the conpletion of the updating is not communi cated fromthe
| C car d%t 63 He PESFERGATdPI3Nodfdear 22 igofimosit of 30 Mamiiidhstovsttadd the | C
card to ugdﬁ;e the ampunt of the el ectronic nmoney, the controller 32 again
i nst rucPdSPHEY| é28ar d Bebegfliafe COREaN R BT tdON: 19 dihecoad® ¢ noney.

Accor di ngal he.contraql.ler 32 accepts canceling operations until the
contLoIE%e%§?EF%§PPu§PQQFﬁe2%§ d& ¢ taderywgifer-§A2004 Accordingly,

er
when an IC card submitted by a user is placed on the card
presentation holderl22B of the sfore operation unit 22, the
reader/writer 9A2 gains access to the IC card.

The liquid crystal display 22A is provided with a
display screen 22C at the side of the card presentation
holder 22B. On the display screen 22C, a touch panel 22D.is
'provided. Accordingly, the étore operatién unif 22 provides
a salesclerk'who places the IC cardron the card presentatidn
holder 22B with various pieces of information. Furthermoré,

various pieces of information can be input by operations on



i- .38 update the ampbunt of the electronic noney. In contrast, the _
.controller- 32 does not accept canceling operations fromthe tinme at which
.the ICcard is instructed to update the anmount of the electronic

e
the time at which the |1 C card comuni cates the conpletion of the1 Egﬂﬁ.iﬂﬁlr
to the controller 32. In response to the conmunication of the conpletion of
the updating fromthe IC card, the controller 32 can comunicate the
updating of the electronic noney to_thg managenent center 3. Wen there is

insufficient electronic noney avail abl'e, the controller 32 nobves from step

pa—

SP15 to step SP22 (Fig. b) and displays predeterm ned nessages on the
custoner, operation unit 21 and the store operation unit 22, respectively.
As in tH% ToiBlA%cteeePX2Ghown in Fig. 9A of the store operation unit
22 and the display screen 21C shown in Fig. 9B of the custoner operation
unit 21, the T8Snt"eidalzmalns sinde 2% %I?gr“d@‘ﬁd tife sawsTtaridafly he fact
that there are insufficient funds available on the card. The controller 32
asks t he" AP THPhPULER S i I GFLHRS 19 Honphet @S Heme ¥ apRetatson usi ng

the entire b ncg on the hard by displaying the foregoing nessage and a
menu i ncttrdt iyt a %c%ﬁoxi?pt?waa%’oo% %&%&é}e opt i BRCCTRE PFIRECF 02Fi gs. 9A

and 9B, | on the | ard is 3000 with respect._ to a paynent anount
of 4ooo.érpfm %%e?%ﬁgﬁﬁ%e %n‘%cfroarl%‘f“"s‘?h]e%rer rﬁ%sg%ejfﬁé?'tﬁey 16 J~—

2Q04 - 39 c el k 2 t.he di spl creen 22G of the store operation
-unit 22 has g@éﬁ pr g%séd.g%lc’%?(t ﬁé‘a(?értagfr%%yna “oF 'OEQan‘ﬁﬁ“Hﬁ{a}%ve?‘ t he P _

troll . \ st SP5 (Fidg. 5). When th i
St £ Sincrfiiehild MRS etmrhd 0 & Fhdfabdrdihe dned@elon s °
cancel the RRCESHrd M stIdl Bl 32 £anael %éé&ﬁgﬁ&g{ﬁt%% el egtronic

noney. In such a case, the paynment transaction ca onp ed’ b‘i‘/n ash, or

the purchasedd mdradict candedsapsalad «d r!azPOi'Hff«f:;rgalsitﬁué Neys

determ nation in step SP23 is negative, the contro 2 noves to Step

SP24 and:idefwyhriimasiheidier(ddie et e o inhcaredde di sp) ayr sggeen 22C of.
the store operation unit 22 has been pressed. |If the determ.nation is

negat i vesortteetcahttroo ey Wiy BHUr nIrddestgie PRk rdf dda dederranadton in
step SP24 is affirmative, the controller 32 noves to step SP25. In step
SP25, t K& .cdnte ddtmrBaifatiepute aretondputd headiGwarakt4 o naoner
simlar to steps SP17 to SP20, and hence the transaction i's conpleted using
t he ent if@mhdihen aanagemeddd aom ttehe 3 Chomragh “dlhpeateloint rioldeer 32 records the
payment using the IC card. The controller 32 computes the outstandi ng
amount By Angelis g hen & tedied tamsumal romnlvedsotedriprysreldtanount  and
returns to step SP3. - . ' '

the management center 3 and obtains an invalidity list and

the like.

A hard‘disk drive (HD) 33 recordé, under the control of
the‘controller 32, various data obtained through the
interface 31 and variqus data required for processing by the
contreller 32, such as-dafa concerning payments by
electronic money.

A backup power supply 35 supplies backup power using
internal batteries when the commercial power supply-is cut

off.

The controller 32 is formed of an arithmetic pProcessing




?The store terninal 9 can settle up the outstanding anDunt usi ng anot her I C

card by repeating a simlar process. Alternatively, the store termnal 9
can cancel the process, t 6 !U-f 2004 - 40 and the user can pay for the
out st andi ng -amount by cash. Wen there is insufficient electrohifc Jubinggns

“avail able recorded on the I C card, and when the paynent transaction is

o

o

conpl eted using the entire anount of el ectronic noney recorded on the IC
card, the store termnal 9 records Ihfspgynent subsequent to receiving the
response fromthe IC card, as in the'tas a in which there is sufficient
el ectroni c noney available. If the store termnal 9 receives no response,
the process fromthe tinme at which the nutual authentication is verified
onvar d U8iteFest egntireliiing Wwae, oviesaddy maergiricgess ithe edticatd y per f or med.
When the controller 32 conmpares the paynment anount and the anmount of the
el ect r orie€™MiBAdy Or ec FPge OBk TORd orC 3Pacprdimd Ide tidreniavesraliat there is
insufficient electronic noney avail able recorded on the |IC card, the :
cont r ol PEFT3Z1RR0YRIESCPREARSEr Wiitih PHIRSenRses ineslanfiesy irhd heaeeid key so
that the.user. can sel ect whether to pay by electronic noney. Tn accordance
with t hEXFEndTiRGi cd, IhEesRense &P CREmBIndGatdmine borfde casdioged on the 1C
rocess, the controller 32 separately

Checks: EHE RRRP PREE PanaBO0RT SERE S GPERAF LonReH b #2det ected by L he
Sl SR A M S RELI
o BGREEE  SCH LATY IR et e S
e et e B L SpR S0 U 2218 6,00 1o

sal esclerk whhlotebh apb¥abe LALer BRI LobbeHBRINRO Bt Sy (HLnEheghr oniC

noney transactl on 1 n cooper ation wt _
by a salesclerk, the controller 32 displays a predetermined

startup mode selection screen on the store operation unit 22.
The startup mode selection screen is a menu screen which‘
enables the salesclerk to select an operation mode of the
stofe terminal 9. The controller 32 displays a sales mode

- menu and a practice mode menu on the menu screen. The-
practice mode is. an operation mode for allowing the
salesclerk to practice the operation of the store terminal 9.
In contrast, the sales mode is a mode-for actually |
p;ocessing a payment by electronic money or the 1ike.

When the sales mode is selected on the menu screen, the
controller 32 initializes an ihternal memory.ot-the like and
displays a startup password input screen. When a pre-input
'startup paésword_is input by operating the touch panel 22D
provided on the store operation unit 22, the controller 32

switches the operation mode to a transaction mode, and the



fregister Figs. 10 to 12 show a process for performng a paynent transaction
using the controller 32 in cooperation with the POS register 24 in
accordance with the foregoing settings. Wen the transaction node is ,
sel ected by the salesclerk, the controller 32 displays simlar dilsp! #y 2004
screens as those shown in Fig. 4. In this state, the sal esclerk operates
the PCS register 24 and hence the total paynment anmount is conputed for the

~user. The controller 32 noves from st SP3l. to step SP32 and obtains the
total amount fromthe POS register 24. The controller 32 noves to step
SP33, displays the obtained anount on the custonmer operation unit 2l and
the store operation unit 22, and instructs the user or the salesclerk to
pl ace t ﬁélslt(%ﬁt?a"r PREFHECOIN He Thrandridsemfompetaeto® ithbt 22B. | n
step SP34, the controller 32 determ nes whether the cancel key 22C2 has
been pr &St & LARKY 14he Heransreiiqeyneday HEze 1 6 J~i ~3 2004
- 42 bqggg@g%ﬁﬁgd, the controller 32 noves fromstep SP34 to step 5P35 and
comuni cares oé]rrﬂl?%te pa @ BPH &5 RHCHTHE DL P TS 1 egi st er 24,

The contrQller. 32 nmoves .to step SP36 and terminates the process. Wen a

canceli%ﬁgéﬁﬁyﬁﬁi%ﬁ}333eﬂé¥? : M9*9%hi s case, nothing is paid for by

el ectronic . +4he, contraller communi_cates a_paynment anount of O to
§¥ E% h hgéprg

the POS regis © SRECHeRERSE hEY RGN OCatPse SEGHS! et ed usi ng cash.

n
ool SRR, SR00R) KRAAGE b DU RIS PSS
predetermined area on the display screén in the transaction
mode, the display of the store operation unit 22 is switched
to a management password input screen. When a pre-input
management password is input by operating the touch panel
22D proﬁided on the store operation unit 22, the controller
32 switches the operation mode to a totaling meode, and the
display of the store operation unit 22 is switched to the
corresponding display screen. The totaling mode is an
operation mode for totéling the sales by electronic money.
When the touch panel 22D provided on the store
operation unit 22 is operated by a salesclerk by pressing a
predetermined area on the display screen in the totalingi.
mode, the display of the store operation unit.22 is switched
to a registration mode input screen. The régistration mode
is a mode for registering operationlmodes of the store
terminal 9-and the like.
On fhe registration mode input screen, the controller

32 accepts settings such that a receipt will be printed for

every transaction or a receipt will be printed only when a



factivates the reader/witer 9A or 9A2. In step SP38, the controller 32
agai n determ nes whet her the cancel key 22C2 has been pressed. If the
determ nation is affirmative, the controller 32 noves from step %?38 to
step SP35 and communi cates the payment amount to the POS registdrb 20N 2004
-Subsequently, the controller 32 term nates the process and returns to the
initial state of the transaction node. In contrast) if the determnation in
step SP38 is negative, the controller,32_noves to step SP39 and determ nes
whet her a response fromthe | C card has been received. If the determ nation
is negative, the controller 32 returns to step SP38. Wen the IC card is
pl aced on the card presentation holder 21B or 22B and a response to a .
conmuni UG FerBingderredation tise NeT foamed tusd naprithreol HerclBbamies to step
T S Ji ~E=-_2004 - 43 SP40 and instructs the reader/witer 9A1 or 9A2 that
has det é¢Ped theaf8d}dnBe they SONLF e A ACTRRtIse e tduiiam. suddased on
the,nutigl aut hentication result received fromthe reader/witer 9Al or
9A2, t h&PEEnPREMEBLS3DY(ELECHIRE SWTOMISST alife DRACSESestient i cation i s
properf§ verified. If éhe determ nation is negative, the controller 32
moves t O SPERSPRE. WHiE EBft FOS SPHS @ RlapE PEIEWIES B the cust omer

ti it 21 and the st ti it 22 indicating that
ncor r et oTCTORAG RABeBeBR SpPECEE 2R Fat GRS A o dRASPERINT @i ng s,

t he contral k iy ructs the_user to again.place the |C card. As

cir cum%ggcgggdg%%?gg gﬁﬁceﬁpﬁéigﬁgﬂpitei'oﬁegf% &% &hanaes Sfaccept ed.

I n cont t ql e sa enticatl is.properly verified, the
i;controngé ggb%g&gsp??%ﬁ?%?e%thﬁéét@Egggﬁhgﬁ%Zp%ﬁS&%ffI) and again

determ pes; t a .22C2 has e r d._ 1f the

deternina?ﬁ%ﬁgﬁggg?fPﬁn%t?ég%uﬁﬁglééﬁﬁﬁb’ISQ%B%h%Dégg ﬁ&%:ﬁﬁ%@p§ﬁ92 to

. step SPRbekFu0préBh+aptiaeAMUREaLES th@e_tB%lé'fﬁeBtaﬁ%'ID'ﬁQtD 4Q ;%SE;Q% register

24. Subsequently, the controller 32 term nates the process returns to .

t he ini bhalkhesiragesetathent dAsaGhpAR BRE@enl, N t6@NLLAR L1t RS
determ nation in step SP42 is negative, the controller 32 noves to step

 SP43 andwéibphesl sihhacteadenbwr wieh Ak 0HePA2iba,r ead Lherkegand. in the
menory of the |IC card.

‘mode among the totaling mode, the transaction mode, and a
standby mode in which‘a power supply cutoff is awaited.
élso, the display of the store operation unit 22 is switched
to the corresponding display.

When a predetermined area .of the touch panel 22D is
similarly pressed in the totaling mode or the transaction
mode, the controller 32 switcges the operation mode to the
transaction mode or to the standby mode, respectively. When
‘a predetermined area of the touch panel 22D is similarly

pressed in the standby mode, the controller 32 cuts off the

power supply to the store terminal 9.

(3) Electronic money transaction

When the operation mode is set to the transaction nmode,



{ whet her the controller 32 has properly receive

f~-0 .~~~ ~ 2004 - 44 In step SP44, the controller 32 searches for an
invalidity list.using the read identification code of the IC card and
det erm nes whether the use of the IC card is prohibited. If the1%§g&$£gﬂ¢ﬁ
LCcard i's prahibited, the controller 32 noves to step SP45 and in he-
user and the salesclerk of the fact that the use of the placed IC card is
prohi bited using the custoner operation unit 21 and.r the store operation
unit 22. Subsequently, the controller,g2_returns to step SP33. In contrast,
if the use of the IC card is not prohibited, the controller 32 noves from-
step SP44 to step SP46 and determ nes whether the paynent can be nmade using .
the eleag{onic money on the IC card. If there is sufficient electronic
noney avaid mné‘:,roﬁﬂ@rc(}?t (BISES FNGoest aReIm GREGA SRS unistzh 8R17 and
again dg%frnines whet her. the cancel key 22C2 has been pressed. |f the
det er mi A ST TS ARTATAR 1% e dShtHoiReY ZOTRRRRERG ¥ GiPLEPAT t o

step SP Fig. 1Q), In_contrast, if_the determnation in step SP47 is
negat i v_gé,% t eél%c'on&)r]tﬂ'l rell'lA ?2‘%3@’1% SUSRAR TP AR 3 Hst9fucihe t$PT card to

updat e t of. .t el ectraoni ¢ .noney so that the paynent anmount is
subtr ac%%%rgr%g%q’t ﬁlgnl;:alrk%ricee{f%leggﬁégp&faﬁ t‘%”:eqeépctzr%ﬁ‘nin1 (Fhd¥™4 he 1
Cont r ol ~Gf-1t ler i r. 9A2. The controller 32 also instructs
t he rea&%ﬁﬁw&%t%%%g%f/ \(I;A; n@%lt%?ltk(r)eﬁsa%ztre%et Ton it & amopng
2004 - ' £ t._an he nent date as the
el ect roﬁ’?c mrQr?l?lr?tg;'- lse bgg%rq'y oﬁ t hrge Sﬁ%P(L:jcg)rt(f (tgn’ t n?\ﬂ'ic[‘?ﬁcp ssi ng
.begi ns eyt hiaS ce@ee it R | lery; : ()?§q$3 49, . det erm nes
. g it he Q@tdZO, £ dl%l@/%:éa AR %Ec‘a%ulgébglha&rﬁ%a
responseothfl EhewEal,eMaIdlYIeN iaed fiﬂd@"ﬂo‘@@i‘@ﬂl‘%ﬁriﬁ%} thud? this
case the bal ance figure on the I1C card is properly updated, e controller
32 novedetiagstiepuiPS@nand heeqakds t e gnawerihdis e 101Gy 8 e IS NY
the IC card, in the hard disk drive 33. Accordingly, when the controller 32
i nstrucdCt g [tBec @)t ondeirc lopies-ait ipey twaldlte 21nf olAtHNN digfdliaal , to update
t he amount of . the el ectroni c noney, and subsequently the I'C card
communi égresnt 34 Coompmeisisaigeoftot lae uspdatiisnglitsp liaye a it mald efop32, the
controll er 32 can conmmuni cate the updating of the electronic noney to the
manageneRi-1O¥fteby3a Wedak Racparnerisplay ererdedn mutseanarichgdi sk drive 33
in this manner; the controller 32 instructs the receipt printer 32 to print
a recei fiPOMR taBdEPdaNc 8T h PRl & €girst Paliansemddepdeyt iangs:.and moves to
step SP35 (E%g IO%. Therefore, the controllter 32 can conpl ete the paynent
transaction D5FRE the EPBETPLARE Adnk§Si AetintBA cHatpmomenpenabunn s
conputegn?¥ ggeratin thi POS register 24. In contrast, if the 7
det er ni nati-of iﬁngtégesﬁ 8TPs CREGRLACE, PR P@ dar dhdey meaRehedher enpved

fronlthgogggggﬁer 32 processes a'paymént using electronic money by

executing a process shown . in Figs} 5 to 7. Specifically,
the controller 32 moves from step SP1l to step SP2 and

: computes a payment amount for a user. In accordance with an
operation of the touch panel 22D of the_store operation unit
22, the controller 32 accepts inputs of payment amounts one.
after anothér and cpmputes a total payment_amount._ While
doing so, the controller 32 appropriately displays a
subtotal amount and a sum total amount on. the display écréen

21C of the customer operation unit 21. When the cancel key




1 -~~ 2~~4 - 46 card placenent position in the period fromthe .transm ssion
of the wite command to the responding framthe I C card. In such a ease,

. the controller 32 noves to step SP51. After.the controller 32 has 4
instructed that a nessage pronpting the user or the salesclerk to a@a#m 2004
pl ace the 1 C card should be displayed, the controller 32 returns to step
'SP33 and again instructs that the 1C card should be placed. i Accordingly,
when the paynent of an amount conputedgsby operating the POS register 24:is
conpl eted using el ectronic noney, the controller 24 can reliably process
t he paynent transaction. In contrast, if there is insufficient electronic
noney aval) able to, conplete_the transaction, the determ nation in step SP46
i s negat i VEd- 14tk mpeesefily aryaleselesh: r Bhecpraoedst b5ni nes whet her
paynment fernms_ are set. S%é)res in general prepare coins and the |like so that
cust oners W%ﬁ;‘%?’% cHPY R FVEEFhhgR. tonERet ABowRbrieyt bhei nal 9
-oper at es_ | ration with the POS register 24 to process a paynent, the
store tesrén?ensg&%%ﬁc%géﬁ%c%%ﬁ ngs of payment terms in order that the types

of coins andhills.that the store nust prepare are limted by initializing
the store terw?lnelrlllal%h&. Pﬁ?@e@gntalm&q“gé §2pec 5 R S &85 of paynent

terms prijy écﬂlﬁedlﬂ.%% ﬁgnl‘c%% id d O PAPE e}r_&jﬂﬁug{?é )tl}lgeuggxr:]t rolTer

32 noves from
or the salesclerk to place an IC card on one of the card

- presentation holders 21B and 22B. The controller 32

-~

displays} instead of the message.“Welcome to our store!” on
the disp;ay screen 21C of the customer operation unit 21
shown 1n Fig. 4A, the message "Please place the cérd", thus
instructing the user to place the IC card.

In step SP4, the controller 32 determineslwhether,thé :
cancel key 22C2 has been ptessed by thé salesclerk.
Although the user has selected to pay by electronic moﬁef,
the user may change this so as to pay by cash or by credit
card. In such a case, the cancel key 22C2 is pressed. The
paYment\amounts-may be incorrectly totaled. In such a case;
the cancel key 22C2 is also pressed. When the cancel key
22C2 is pressed, the controller 32 moves from step SP4 to
step SP5, terminates the process, and returns to the initial.
state of the transaction mode.

In contras?, when the cancel key 22C2 is not pressed,
the controller 32 moves to step SP6 and activates. the
reader/writer 9Al1 or 9A2. In step SP7, the controller 32

determines whether the cancel key 22C2 has been pressed. If



$--47 step SP52 to step SP53. As described with reference to Figs. 9A and

- 9B, the store operation unit 22 and the custoner operation unit 21 display
respective nessages to informthe user of the fact that there iﬁ N A
insufficient noney available on the card and to.ask the user wh Ehév tﬂw
user still w shes to conplete the transaction using the entire card
bal ance. In step SP54, the controller 32 determ nes whether the cancel
option on the display screen 22C of _the store operation unit 22 has .been.
operated. If the determnation is affirmative, the controller 32 noves from
"step SP54 to step SP35. In contrast, if the determnation in step S54 is
negative, the controller 32 noves to step SP55 and determ nes whether the
“execut e t0ft gt eREd npddenoger afddrmart ivMee ddteerarintatd ldrext 8 S tiepvrelP55 | S
negativ% the controller 32 returns to step SP54. |If the determnation is
af fi rmetrol SERE S8t o BéeP3BRSpy de i nattes SPR6 PIRTeasscEnishd
her ei nabo er the c ﬁtrQILen 32 uses the entire anount of el ectronic noney
to nakerfe\ri‘rél Bﬁy%\?ng Snd i dtigin § ted es odp tom3 S rapsac tinay endde i nduf fi ci ent
electrogbﬁ npney aﬁgil %%ﬁ to make the full paynen&)_the control ler 32 :
execut eS P& 25Ty mEfiE o SeLASTROAHAR ddn FEHAET By MeRgadiiser oni ¢ noney
avai |l ab nt | the controller 32 returns to step SP33 and pronpts
t he use%ﬁFogggﬁgﬁgﬁgrtég BEYRENtCuSthE S8 3pdydategmigess whefdleragot her | C

card. | negel option .. erated at this point, the_ outstanding
armount %Sgggﬁ%%n?%g eghﬁoﬁphéaggshﬁggi§F8rrffe G%at héeser can pay the
bal ancegh : AxCont -when ter,ns. have heen set, the

{ controlFe%eggiﬂgeggn,?goﬁgg%gﬁ P5§B%¥%§9g50§ﬁ§§:g%h§e Mo CeS TP set s

t he paygent anount using el ectronic noney so that change can be given by
-preset bills and coins Wen the user. pays the 'outstandi ng anount by cash

and 1 ecei veswisbandee Spesitjwaltur dhe GenbAs! Lerade: (ONDESHHO flot he anount
of the remai ning el ectronic noney so that change can be give y preset

bi |l's andntobaderThe,renadedaarRyntiterusad a% YA ABRMhLiLA+Re pai d using
el ectroni c noney. Therefore, when the outstanding.anount 1s paid by cash
and chawgéhi shgi ¥€nchodt he pzedetbhmiabangercaashe gheanthy REest-gbills
and coins. In other words, for exanple, the store does not have to give
change iR pdRrAsdbynséhei ngriihpresehtadsbni holded- yes wai ber, 1@ such a case,
when paynent terns are set such that paynments should be made in 5000-yen
bi | l's ah8di006rganenry| signad éonreepbese32oséhecbontheismalibar fasmunt ,

t hat is% 1000 yen, as a unit and rounds down the anount of the remaining
el ect r ohf'® FBREGT/KedbeAi RJLyort AR2cdAt LBlkerd32ncenpanésnnheofimitat to be
pai d by_gl ect roni c_noney. Specif[call%h when the el ectronic noney bal ance
is, fornggﬁﬁﬁe,a§§I§h9eﬁ? card is activated by power generated by

the radio-frequency signal. The IC card analyzes data
transmitted by the radio—freqﬁency signal. Since the
transmitted data in this case is concerned'with the
communication from the reader/writer 9A1 or 9A2, the IC card
makes a response to the communication. When the |
_reader/writer 9A1 or 9A2 receives the response, the
reader/writér 9A1 or 9A2 stops communicating with the IC
caﬁd and communicates to the controller 32 that the response

is received.

After the controller 32 has activated the reader/writer



$1-6 SI~~V 2004 - 49 and Wen a paynent of 9000 yen nust be made, the
anmount of the remaining electronic noney, that is, 5312 yen, is rounded
down in 1000-yen units town anount of 5000 yen, -which is used as the anount
to be paid by electronic noney. A remminder of 4000 yen is the ob&stigHd?ifg
anount. In this manner, the controller 32 conputes the anount to be paid by
el ectronic noney. In step SP59, the controller 32 displays such information
on the customer operation unit 2| andsphe store operation unit 22. In this
case, as circunstances demand, the controller 32 displays, in addition to

t he di splayed informati on shown in Figs. 9A and 9B, post-processing
informatjon such' as the anount_that will be paid after the paynent by

el ect r omAd NP s THRICUNE I HET ot FeRPa s $HEDR| 387 ron$R8 mon8H7on t he

| C card._ _The cqontroller 32 displays these nessages in this manner and noves
to step ; t%?e oftardd 1§ %ga%%/@sec%‘ﬂ e ® A bt oREserrabiomnietdermilar to

t he cas | n J no, payment termis set. Wen the controller 32 operates
in coopezﬁa% io%%?{]l‘?‘Q%et ‘?W%ﬁ%rlszﬁ‘?)@‘b?% essVReR $herRaReebn, the
control | nnuni cat es. t.he hal ance figure that remains after executing
the pr oé(ger s%ﬁh]és %o Sl sqyertqﬁ.sﬁcﬁe%‘bf 5000¢ R R gtient process i s
correctH&mﬂﬁfi . en the. controller_32.operates.in cooperation wth
t he POS T egi s]tag{ 4 1:te\oél{}nplrI"oacteesds' t ﬁseh?l} a%s%%?‘?%ﬁ?nﬁjsn%%s%‘?‘? Jo%cg of ¢ ire

has elapsed while repeating steps SP7 - SP8 - SP7, the

controller 32 displays a message on the store operation uniﬁ
22 that it is waiting for an IC card to be placed. ?or
example, when the process is'interrupted and remains in that
state, the controller 32 prompts the user or the salesélerk
to continue with the process.

in contrasﬁ; when the Icrcard is placed and the
response is detected, the controller 32 is communicated from
the reader/writer 9A1 or 9A2 and moves to step SP9. The.
controller 32 instructs the readerx/writer 9A1 or 9A2 that
has detected the response to verify mutual authentication.
As shbwn in Fig. 7, the reader/writer 9al or 9A2 transmits
and receives predetermined data to and from the IC card
using a mutual authentication key, thus verifying matual
aﬁthentication. At the same time, the reader/writer 9Al1 or
9A2 communicates the processing result to the controller 32.

Based on the-mutual authentication result communicated
_from the reader/writer 9Al1 or 9%A2, the controller 32
determines whether the mutual authentication is correctly

verified, that is, whether the placed IC card is for use in



$z-1 6 J~f~1 2004 - 50 wth reference to Figs. 5to 7, the controller 32
instructs the IC card to update the anount of electronic noney on the IC
card and waits for a response before recording the payment. |If thd § JUN 2004
controller 32 receives no response, the controller 32 returns to step SP33.
This enables the controller 32 to reliably process the paynent transaction
using the electronic noney. (5) Totaling node Figs. 13 and 14 show a
-process perfornmed by the controller_325in the totaling node. Wen the
totaling node is set by an operation by the sal esclerk, the controller 32
di spl ays a display screen shown in Fig. 15 on the display screen 22C of the
store operation unit 22. The totaling node is a node for totaling sales
si nce t f29 sdeqtdeRicqansy TS t@hty ol 15 Sthelt spinds, e theeximspr ay
screen 22C of the store operation unit 22, a nessage that confirms the
totali néalYﬁ AR teave AePRSRE@d dich @ rapss am ikl "9ard oo askimmptdre user
whet her _to e§FcuLe the totaling-up: The controller 32 noves fromstep SP61
to stepP8EE2 PYafdeitkeopertdt it I R tife gl i#e scliteen 22C, and

execute the totaling-up. If the sal esclerk operates

he nongord CIIeE Fh B BRI e SO comiooIqan g 6 A 563
the” 1< B SR B G E o 1end Jhe et R 19 52 moves
to step 2§PQ€5' dE@%l%(}n tar %lels%rag?éz itn%ti%la%: ipna rﬁlrgts _abry _iellceca(?g:se%q:i CI Cmcnae d

has been placed and returns to step SP3.. The controller 32

e

agaiﬁ prompts the user to place the IC card. As
circumstances demand, a canceling:operation by the
salesclerk-islaccepted.

,If the mutual authentication is correctly verified,'thé
controller 32 moves to step SP1l (Fig. 6) and again
determines whether the cancel key 22C2 has been pressed. If
the determination is affifmative,_the controller 32 moves |
from step SP11 to step SP5 (Fig. 5), terminates the process,.
and returns to the initial state of the transaction mode .

In contrast, if the determination in Sfep—SPll is neéative,
the controller 32 moves to étép 5P12 and instructs the
reader/writer 9A1 or 9A2 to transmit a read commaﬁd.

Referring to Fig. 7, in response to the instruction,

- the reader/writer QAl or 9A2 transmits to the IC cara a read
command (Réad) concerning an address (Adr) designated by the
controller 32. When the IC card properiy receives the read
command (Read), the IC card sends an‘acknowledgeﬁent status

ACK to the reader/writer 9Al or 9A2. Subsequently, the IC



ifromthe last totaling-up to the current totaling-up, thus totaling the ‘
sales. In step. SP65, the controller 32 switches the display on the display

. screen 22C to display the total. Fig, I'6 is a plan view of thekgijﬁj%ﬁ
screen 22C in this case. The controller 32 displays the presenttd e 0k
‘time at the top, followed by the total anmount of sales. In step SP66, the
~controller 32 controls the interface 31 to establish a dial-up connection
to the managenent center 3. In step_SPg7, the controller 32 starts
upl oadi ng, to.the nmanagenent center 3, records of the paynents which have
been counted up and total ed. Wen the totaling-up is to be perfornmed after

busi ness_hours every day, in step SP67, the controller 32 starts uploading’
the recdt’ séjcﬁxet%%%ﬁ%nt@awq{ﬂ“aé}% e Teanspkiniceo tHe t ot al i ng- up.

per f or the previous day. After_the controller 32 has started the :
upl oadr%g%a$eﬁ /g'frelp}:ec;‘b@@‘dl t%%&)zntdraoqal FeF R pihyd RIOTF RF e3s of t he

upl oadi ng cifjcall the_controller 32 displays the nessage "unsent
entri es‘rl%astp%?ﬁsee %e(ﬁﬁo 5% tﬁ‘glecﬁ s%%f%f%@h‘iﬁ% M BG.%4B. At the right
of this ness; e r . unsent yment records _and the total nunber
of payment rg;%%dtts tc()ﬁt)tregjﬁ'p 8Cfah e?oﬂ qnﬁacﬁ CAtBPII 1 rd® i onal form ~ 6
~~y~ 20Q. waf i?gat A0 erg are.a total of 230 records to be
upl oaded,eagr_l%:/a ret%&{] er (53% gggzecc(])or@rg's&ﬁacrsa%neoﬁ erbk}eeendoéﬁaang%ﬁ %d. After the
control l®nt3dNas start gq, eg,%] j [fleTols ' hi.s. .manner,. .t he

control |l er 32 changes the-gﬂls Iog%/gé;\%eoﬁyﬂ%sﬁesé%"}?g‘%l@r%&%o&%nts%eat records
decr easasaddaei ddie 92l @5Clark Gad Iy . Q{0 rgadi ng the
.display. In step SP69 (Fig. 14), the contréﬁF%%pggﬁgﬁ?%#ﬁg%es'mhether a

pr edet envdlntepatiigagediost IR dtaHElR R S TR A RePivY ng Uatde
~uploading. If the determnation is hegative, the controller 32 noves to
step SPiheardledatievimandonvieidicios teiploadizeg, asm hegn gl eted. |If the
determ nation is negative, the controller 32 returns to step SP69. In_this
manner, thexWbent tbkl epnd2oiépeats staps SREIASEiQea 8R6Q, rakg when t he

upl oading is conpleted, the controller 32 noves fromstep SP70 to step

SP7I . | Fco@mdadm thfl sa maneeet. e rtifien et rgerdlde 032 imerdaselapsedrie to a
line mal function or the |ike before the uploading is conpleted, the

cont r ol I'&¥® FPORHPdd ot G SeEF cHRE0 for Snep nSRALLAiTe ldertt ning 32 di spl ays
.the term nation of the process on the dizglay screen 22C of the store .
oper at i Gitathildesd ifigaddiong code e thenthColdaad Ind sieteaimdnegse sal escl erk

who ope%%kﬁ th% store ternminal _9 believe that the operation has been
proper | ¥ co%ﬁﬁét@& Pﬁesﬁﬁtéhéﬁ gﬁegard is prohibited. If the use

of the IC card is prohibited,  the controller 32 moves to

.

step SP14. The controller 32 switches the displays of the
customer operation unit 21 and the store operation unit 22
and informs the user and the salesclerk of the fact that the
use of the placed IC card is prohibited. Subsequently, the
controller 32 returns to step SP3. '

In contrast, if the use of the IC card is not
prohibited, the controller 32 moves to step SP15. Bf
comparing the electronic money balance figure read from the
IC card and the total payment amount, the ccntrolier 32

determines whether the total payment amount is payable using



$1-6 ,~U~l 204 - 53 fact that the paynent records were not properly

upl oaded. As shown in Fig. 16, the controller 32 displays, on the display
screen showing the totaling result, a nenu including a cancel-printing
option and a return-to-total option. The controller 32 execut esf 6egﬁg§cmu¥e_
probessi ng that corresponds to the nmenu choice. Wiile performng the
correspondi ng processing, the controller 32 executes the foregoing

upl oading in the background. (6) Procggsing after the activation Wen power
is turned on, the controller 32 downl oads key data required to exchange
data with the IC card and an invalidity list. Using the downl oaded dat a,
the controller 32 processes paynments, uploads records, and the |ike as
descri bddtalfhREtaengc Feney IF |13k Hef tcaffdwi ng a, process. perforned by the
controller 32 _after the activation. Wen power.is turned on, the controller
32 noves fromtstBEF8PaFet §ustdsispdo fandsc giveddadlehe thet eondewlden o
establi%g%a connection to the managenent center 3. In step SP83, the

cont r ol P& ™Yo PR Lep gy 9 FERPEMBA Fidre TorAMbI3EHLIB2 det er ni nes
whet her'ée e cantrol ler 32 Q:S% been eggﬁ{lect ed tqQ the managenent_center 3. If
the det SFHAALIST "OSHEgh iWE TR F0I13%12 IAFRRED (HF 1588 SPFF and
checks .val.ue of. the t.inmer that has - 54 bheen set -in step
SP83, tﬁ:lljlrsée ?}%%#lﬁ}iaﬁ& O\ﬁnét%f?%-fté%l’aet(fe‘{eér rﬁr}}%f%’ﬁ@g‘-%ﬁ 1 PR el apsed

cont 1ol TEST B SFAL 15 Se S I cot o ais> PERAET e spas -

SP85  SP84, 4l idy-ett S%@g%&%inctn dRdd JH?ﬁhaa%el@ ntt_hc;eTe g cﬁ'{t‘{% | 5,,654.ab) lCaICﬂS'I hed

(wthin a predetermned time [imt. 1f the conttoller econes nect ed

‘to the RARGAMIHNe GRS el @ Rads! ¢yiviRd pardad of time has
el apsed; the controller 32. "'noves 'to step SP86 and starts

When the cancel key 22C2 has been pressed, which is a
predetermined operation, the controller 32 cancels the
procesé for updating the amount of the electronic money and
for communicating the updating of the electronic money to
the management center 3.

If'the-determination in step SP17 is negative, the
controller 32 moves to step SP18 and instructs the
reader/writer 9A1 or 9A2 to transmit a write command.
Accordingly, the paymént amount is subtracted from the
balance figu:e of electronic money, and hence the amount of
electronic money recorded on the IC card is updated. 1In
addition to tnis} the controller 32 instructs the IC card to
regord the paymentlamount and the payment'date.as the
electronic money~uée history.

Referring to Fig. 8; the reader/writer 9A1 or 9A2
transmits a write command Write based oh the address Adr

- designated by the controller 32, the writteh balance figure,



{ downl oading invalidity-1ist data and key data prepared by the hanagenent

{ 1 can prevent the i

center 3. Wien the controller 32 is connected to the managenent center 3
and recei ves a response, the controller 32 executes a series of pgodaysE}.
such as verification of nutual .authentication and starts the downl oadi ng.
After the controller 32 has started the downl oading of data; the .controller
32 noves to step SP87 and det erm nes whet her the downl oadi ng has been
conpleted. If the determ nation is negative, the controller 32 noves to
step SP88. The controller 32 checks a neasured value of the tiner that has
been set in step SP83, thus determ ning whether a predeterm ned period of
tinme has el apsed-and tine is up. If _the determnation is negative, 'the

cont r ol PEE ¥8& Bigtery @aé:tae}?a%ﬁel When fihe dhifard thas control | er 32

repeats steps SP87 - SP88 - SP87 within a predeternined tine Y1&!! ~§1
2004 - %"Cleisr?n%lﬁﬁdf&&ﬁW&édﬁ&af”&%t?O&%ﬂﬁt% itheal idi9ard isandind t he,

i ke f th t t 3. he d | di h b | et ed
i oA R TR C SR Ak o S e ot T ot

ol | 2 f t SP87 t t P90 (Fig. 18).
The controfﬁgsr%%%uéggﬁgga%ﬁeq§¥gigﬁ&ﬁﬁya'%%1F?mqgglEéﬁﬁd:‘%e gokﬁloadéd
data. | -SP9 | t h k dat i .
he dowtPosqaiifacs Preverdy Soubated Pabsaq SRTbARR & (he pr ocess.
I n thisr@%%on%QeR%%gbﬁgkl%% 3962 %ﬁgﬁg&fﬁ?éf”ﬁﬂf”%fﬂgA ns Jhe most recent

data from the nmanagenent center: ocesses a payrent’ by &1 ectronic

money WirbAdeligw:G1edl dausRd shde Rt Y do The QI ey system

: Therefors%a

illegal use of electronic noney.
that the status and the response are received. When the

reader/writer 9A1 or 9A2 receives the response, the
reader/writer 9A1 or §A2 sendsran acknowledgement status ACK
to the IC card.

When the controiler_Bz starts writing in this manner,
the controller 32 moves to step SPl8 (Fig. 7) and determines
whether the status and thelresponse have been properly
received. . If the detérmination is affirmative, which means
that the balande figure on the IC card is properly updated,
“the controller 32 moves to step SP19 and records in the hard
disk drive 33 the payment'by the electroﬁic money using the
IC card. 1In this way, the controller 32 instructs the IC
card, which is a porfable information terminal, to update
the amount of electronic money, and subsequently the IC card
communicates to the controller 32 that the updating is
completed. - Accordihgly, the controller 32 can communicate
'the'ﬁpdating of the electronic money to the management

center 3. The record includes the payment date, the payiment



fthe Like, and hence the security of the entire systemis inproved: In
contrast,.when a public line has a malfunction due to high traffic or the
like, it becomes difficult for the controller 32 to establish alcbniigé¢tagon
to the managenment center 3 within a predeterm ned period of tinme and to
downl oad the data: Wien the store terminal 9 is noved to a storefront or
the li ke, and when a paynent is processed, the store termnal 9 is
di sconnected from a~phone line, and_.i%sbecomes difficult for the store
termnal 9 to downl oad the data. In such cases, the determi nation in step
SP85 or step Ti s ~~~~ 2004 SP88 is affirmative. In such. cases, the
controller 32 noves to step SP93 and sets the current invalidity Ilst and

the key W reddadddantificaiadian fiade @f Vil Gweardbland |thestiikesP92,
the con oII§§132 t er m nat es th%afrocess VWhen the controller 32 after the

activati iEMERY (1S FesmTsiad fg tHhe had rdkdhtdreiate 33 omhae
nanagenent § t.he controller 32 uses data possessed up until that
“time to9 S |1@sgtd"fu e FECRHRE MY 43 o ARIptE t he
|nvaI|dE%% t and t he dat q%}stores the encrypted data in the hard
di sk drive 33 ‘f"ﬁ‘ S er? et e 9 PO TR iR migde SalitdR%sen Wen
the stomg .t I el et (7) |nt nce operation The
nanagengﬁ% gé%%&% %ggE§EValﬂﬁﬁ§t e SR I%? Qﬁ payment
records, égp dlqg of the |nvaI|d|ty Ilst and t he Ilke When t he
uploadlng an mnloadlng frequently fail, it can be concl uded that the

i t t I wh th
store term nah 80H€§a§tpa& % ?gqgkhggg&lgg é F? % ?HFS; theeglec?ronlc

{ upl oadi ng of paynent recor econes

money  sysigeriet,0 t@a@mzlcefc%ﬁphtéye@?ave DU - IR Sl V- dn Shhd reier serious
problens. , Wen the uploading of payment records is not co eted,

card placement position in the pericd from the transmission

of the write command to the responding from the IC card. In

such a case, the controller 32 moves to step SP20.

After the controller 32 has instructed that a message
prompting the user or the salesclerk to again place the IC
card should be displaved, the coﬁtroller 32 returns to step
SP3 (Fig. 5). The controller 32 again performs the process
from the time at which the mutual authentication is verified
onward and instructs that the write command should be issued.
In thisrway, when the completion of the updating is not
-communicated from the IC card to the controller 32-after the
controller 32 has instrucfed the IC card to update the
amount of the electronic money, the coﬁtroller 32 again

_ instruqts the IC card to update the amoﬁnt of the electronic
money,

Accordingly, the controller 32 accepts canceling

operations until the controller 32 instructs the IC card to



1.~ ~~~~,; 2004 - s~ | and when the downl oading after the activation is
performed, it is possible to determ ne that the uploading has run out of
time due to a tenporary |ine mal function caused by i ncreased trafﬁ%f @&i%mﬁ
li ke, that the line mal function has been repaired by now, and that the’ )
store termnal 9 has been turned on. Therefore, the nmanagenent server 5 at
the managenent center 3 accesses the store termnal 9 with a predetern ned
timng and instructs the controller_32.,to finish the unconpl eted upl oadi ng
of paynent records. Since the total nunber of:paynments has been
communi cated to the managenent center 3, the nmanagenment center 3 can
instruct the controller 32 to upload the renmaining paynent records in
accor dad¥lafiet fihenh anegmiu it fiieoplagtnanis meney + helis ataasitantk, nehe have
operated the store termnal 9 to execute the foregoing paynent processing.
Ther ef offeM i 1EEn BoI0085 B2 e ReEfRds A alpinsdinRya tians frmkdiound i n

accordance w th %B% instructiogFﬁLven by the nmanagenent server 5.
Al t er nati v Pt G &dE df 50 & sramafemsiet dift el tmythrotansunt

establ|sq§gg%re§%%tﬁﬁlqadln %ééﬁ?ynent_records. In such a case, it becones

di fficul™ fdGe M éfe3 Wige dwHHER dihe Tumseid of paynent

e SuSB e RO Co R S o aried % Gdifis a mal nt enance
Stalt gt e 7 ODLa gn o B P oghdl agram ol fie i i enance
i et et A R - TN

personabzﬂaaﬂﬂﬁ%mmﬁﬁ%ate the updating of the electronic money to
the management center-B.
When there is insufficient electronic money available,
the controller 32 moves from step SP15 to step SP22 (Fig. 6)
and displays predetermined messages on the customer
operation unit 21 and the-étére operation unit 22,
respectively. As in thé display screen 22C shown in Fig. 9A
of'the store oﬁeration unitrzz.and the display screen 21C
shown in Fig. 9B of the customer operation unit 21, the
controller 32 informs the user énd the salesclerk of the
fact that there aie'insufficient funds available on the card.
The controller 32 asks the user if the user still wishes to
comﬁlete the tfansaction'using the entire'balance-bn the
- card by displaying the foregoing message and a menu
- including a cancel option and an execute option. Referfing'
to Figs. 9A and 9B, the balance on the IC card is ¥3000 with

respect to a payment amount of ¥4000.

In step SP23, the controller 32 determines whether the



_ {portable term nal 50 can be connected to an interface 5A of the nanagenent
server 5 through an interface 51. The portable termnal 50 can be carried
to the store, so that the portable terminal 50 can be connected 18§ #m mmq
interface 36 of the store terminal 9. Prior to being carried to the store
to do mai ntenance; the portable termnal 50 is connected through a
predetermned line or directly to the managenent server 5. Under the
control of a built-in controller 52, ghe_portable term nal 50 executes
processing such as verification of nutual authentication, as in each
~termnal in the electronic noney system1l. After the nutual authentication
has been verified, the portable term nal 50 encngpts invalidity-list data

and key THtGEL WAL H2G% Ao the HhinbatetrTesn mRGtof ctherstonme 9, and
~records the qg%L%pted data in a built-in hard disk drive (HD) 53. After a
prior opetHtd e S’é’ﬁ DPEGES§Dr t abf etherdptpimbrattoratsied to
the storg.and i.s conn cted to the store termpal 9. Wien the controller 32
of the Store 1ErMital ™t SOMIRUSISF pHe dE i i PRt RAS WP | £E-R spl ayi ng
a predet ' sgreen_anong.screens Jin t . 1 0 J~~ 20D4 - 59 foregoing
nodes, t esmo(gg‘%a't ﬁ}n‘ mﬁléani THRGS %&Q%J%emgﬂ%mtw BARAY an '
operati 9 qar hat, i n.the transaction node is perfornmed, the
control Iq;gfr érﬁ] dvl%r'i Ttﬂ?léi; w?flunuahealﬁ et oh W tCFF‘I{CT’?ePpU?‘? T¥FEF i nal 50
and trangfd (S48 : r t rtable termnal 50. The ‘
portabl e teﬁcrs?i nal g%ﬁ?g%?%ﬁg&gf%%&%& S SHERPT 4R i ve 53.
In this GAsticH e e @ i PahRlent SSlchh N WIRLULE nENEIYPLS, Hayent -
{records, and uploads the encrypted records, as in the cas ot uplé%dlng to
t he manageMeniorceeehudchlaid b SEB-JRIAY ANGR MRt control ler 32

downl oads the invalidity-list data and the key data recorded in the
portabl e ter&hnabnb@akn, aifffAAEr d8itBitdhat@on in step SP23 1is .
| negative, the controller 32 moves-to_step SP24 and
determines whether the execute option on the display screen
22Clof the sto;e operation unit 22.ha5‘been pressed. If the
determination is negative, the controller 32 returms to ste§
5P23. If the.determination in step SP24 is affirmative, the
controller-32 moves to step SPZS. In step SP25, tﬁe
controller 32 updates the record on the IC card in a manner
similar to steps SP17 to SP20, and hence the transaction is
completed using the entire balance recorded on the IC card;
The controller 32 records the payment using the IC card.
The contrpller 32 ¢ompu£es the 6u£standing amount by
‘subtracting the paid amount from the total paYment amount
and returns to step SP3.
The store tefminal 9 can settle up the outstaﬁding

amount using another IC card by repeating a similar process.

. Alternatively, the store terminal 9 can cancel the process,



fdownl oading the invalidity-list data and the key data fromthe nanagenent
center 3. Wien the paynent records. are downl oaded.in.this.manner, the

. portable termnal 50 is connected to the managenment server 5.at the :
managenent center 3 in a manner simlar to the case in which the @Q}QQQJQMM'
term nal 50 downl oaded in advance the invalidity-list data and the key data
fromthe managenent center 3. The portable term nal. 50 upl oads the
downl oaded paynment records to the manggenent server 5. Accordingly, the
store termnal 9 can: upload paynent records and settles the paynents even
when a serious |line mal function occurs. 1 6 A959 200~t - so- Wen the
controller %ﬁlis connected to the portable termnal 50 to performthe
upl oadi i CTGHETEE PR Y of PEr tR2 PtebRRdiRgdaneur hebynnaghbnent cent er
3 througﬁha li.ne in the maintenance node to performthe uploading and the

downl oad M tHEC o rt Tt E B3R & Jp LS SEFPRIC pRORRESEVRElahde processing in
s i nds e LA e e e
e SontT R hid R PR S enh B T TEn 50 BoReEeds | n'di ali ng
mt sl Ao Re ot ol (hE e PR S5 EEraL AR Y Srodaiis HeScont rof | or
tart od TR AN TRl R el e TR iR |

processidig-sUay as, tha %H%E‘tiﬁgv@féﬁ.'ﬁ?%??yi‘%'-Qéﬁffif%?éf%géé’@ded- The

controller 32 is thus configured to sinp he "wor frEl Nt ehance

staff. Himprdabl e m net & encsydtse dalfa PDS 3l 0ed fLom g he managenent
center 3 and data obtained,fromthe store termnal 9 and records the

encrypt etestairse Thitfe dEsS i cafte Stiohe ast | wakagerd ksyngata due to
theft or the like. (8) Qperation of the enbodi nent .16 ~U-J 2004 - 61
In the elwtterdnica eyl s wsdritiled Rgvadd , iy arépastsal a B eerghpiged anong
t he managenent center 3, the issuing termnal 6, the crediting termnal 7,
and t he ek @awiang: ensrogss ors argl Al ualpenfidymndd cat i on by predet erm ned
key data. As a result, an IC card is issued to a user, and electronic
nmoney, enpl ofPRg the kengaod leac SResompaireablthe payment amount and

i

the amount of the electronic money recorded on the IC card
and determines that there is insufficient.electronic money
available recorded on the IC card, the controller 32
provides the user with the menu including the cancel key so
that the user can select whether to pay by electronic money.
In accordance with the menu choice, the amount of the
electronic monef recorded on thé IC card is updated.

In the foregoing prbcess, the controller 32 sepafétely |
‘checks the identification code of the IC card, which is-
.detected by the reader/writér, the status, and the like. If
an IC-card malfunction_is detected, the contioller 32
displays predetermined.messagés and informs the user and the

salesclerk of the IC-card malfunction. When displaying the



21n the electronic noney system|, key data required for el ectronic noney
processing is.periodically generated at the managenent center 3. The key
data is encrypted and sent to the issuing termnal 6 in real tbgﬁduﬁh 004
addition to-an invalidity list that is alist of invalid IC ca : hg & y
data is encrypted and sent to the crediting terminal 7 and the automatic
vendi ng machi ne server 10. Wen the store termnal 9 after the activation
gai ns access to the managenent center,3,, the key data and the invalidity
list are simlarly encrypted and sent To the store termnal 9. Wen the
power -supply is cut off, the issuing termnal 6, the crediting termnal "7,
and the automati c vendi ng machi ne server 10 delete the key data and the
i nval i dMeps@ges., THiies condroiler Sk agas®ls Kee datst amar tdmstd kiordue to
theft of the issuing termnal 6, the crediting termnal 7,1 and the
aut omat P&ifertdi 7§ i §&oFer pPeTREFiothamsittord® they M lay (Gififerd and 17)
after the activation gains access to the managenent center 3 and obtains
t he key ™G5E3987d t H& ?ﬂrhl%é ward the Ueest @il ndfe be ‘ofifended.2004 - 62
hard disk drive 33 are updated. Therefaore, various processes are perfornmed
based o “£AEAToLt e SELRES) St Hiddd T8di@b Whdie i ommade aferienaain af t er
the actiyvation gains access to the managenent center 3 and obtains the data
in this®TdAtEr, and when there is a | i ne mal function such as a reduced data
transfer rate due to increased traffic and a switchboard failure, or when
the store terminal 9 is noved to a storefront and is used off-line, it
becones ;dif figul t_far. the store termmnal 9 to obtain_.the data fromthe
{_nanagené%9 cgﬁggﬁrgglﬁFgggé&i¥%§H33F§%PW|%%nﬁﬂ?3? Oh Y F® terninal 9
stores thgidaka Which are to be deleted when power is turned off, in the
hard di sk "drive 33. Wien the data cannot be obtained even after a
predet er m negipgri of i S,e 1 pna i ns
processi ng basgd oﬁgtﬁé %gpghgﬁo?egﬂgﬁggﬁekﬁgrggg?gfﬁgégbe #ﬁ%ﬁgﬁgre, t he

store ter@nRabtIonansdaal tWet bod thongerMalf URCUHRR e I IRELLE e store
termnal 9 can be used at a |l ocation such as at a'storefront in &%Ich'lt is

di f fi cuPDSt cegskabli gh anl hBeoccaaneet wakh YN e HOIE dedilia@l. 9 stores
the key data and the like in the hard disk drive 33 in this manner, the

data are encWignethantransacetondeddéFig. se3pctdnenefl ene) sheakagerrf key
data due to theft or the like is prevented, ‘ .
the controller 32 displays similar display screens as those
Vshown in Fig. 4. 1In this state, the salesclerk operates the
POS fegister 24 and hence the total payment amount is |
computed for the user. The controller 32 moves from step
SP31 to step SP32 and obtains thé totalramount from the POS
register 24. |
.The_controller 32 moves to step SP33, displays the
obtained amount on the customer operation unit 21 andrthe
store operatién unit 22, and iﬁstructs the user or theJ
salesclerk to place the iC card on one of the dard
presentation holder 21B or 22B. In step SP34, the

controller 32 determines whether the cancel key 22C2 has

been pressed by the salesclerk. If the cancel key 22C2 has



fr-- 63 16 Jt~~l 2004 Wen such a line malfunction continues (Fig. 19), the
managenment center 3 downl oads the data to the portable term nal 50, and
subsequently the portable termnal 50 is carried to the store and upl oads
the data to the store termnal 9. In this way, the el ectronic nmpgeyis m
1 can deal with a line malfunction or the like. As in the casen?g &%§ZEME
data i s exchanged between, the managenent center 3 and the store termnal
9, the portable term nal 50 enabl es_.thge panagenent center 3 and the store
termnal 9 to exchange. data with each other by encryption and mnutual
aut henti cati on using key data. Furthernore, the data obtained fromthe

managenent center 3 is _encrypted and recorded. Accordingly, even when a
i shap &ﬁﬁ?— FY9EY, Fhe IROTIRLIRR 1S MATRS SERam i 95eRfSRIte bystteep i s

ensur ed. this manner, key data and the Ilike are distributed . in the
electr orﬁﬁcﬁr‘nﬂ{@ %"é}ﬁ%ﬂt%d:%r?é@% P e SheHIRES sEgelte On the
assunpti data i's perforned and that the

si gnat urtgl%l %d%c%cir%é! ?%sﬂ?l g‘]cfﬁt?%u@’f sSudYeR 1T Tl B ehi ch

carries r.ein.el ectrqnic noney available. Specifically, in the electronic
noney syalg{hgm f{&ll\%agtr?st ?fglﬁ @ré’ézr%SZA i'S*dbt? o‘?‘FPDth‘F'elJr'ré%Lﬂ' 3R s 6) :
nmut ual j.cati.qn s verjfie tween t he |l ard 2A and the

readér/\;\%.t er g 'ofl%t f#éﬁ'lssgﬁs:]eg t eoﬁzﬁnur{leﬁ . é{ﬁfeﬂﬁ PLEEHEPTHEC exchanged
bet t d U] t i | 6, t - 64
SLWEEN ridiRIBNAGRIRII N 3 AU SHEIG SR atiq '};Jzodcw Sl

1 ~ JU's~ 2004 reserving a region int card

performgw q¢ ropi in #ﬂgg e, j ey. da a‘required
o ng s 2. ﬁ?ed‘:llﬂ entl A=l tgaq{éa%%j::loiéf THe 8¢ card

| to exchange data anong term nal s, fication co e

2A, and ddiwldted alaneesded. At the managenent center 3, the
identification code of the IC card 2A or the like is recorded in the

transaction dat abaseadt, When the Leneandx2B h3cselsO0Rokhgrekediti ng
termnal 7, mutual authentication is simlarly verified between the 1C card

2B and tthe ceaden/limirt a2 hevels thee sategdidpaw t aHd MnthoiShseguent |y, data
i s exchanged between the crediting termnal 7 and the bank network 8
_t hr ough adté.vedese dhieoresderewrlil et 92d wirt dzawi M casdh f9rem,a thser ' S .
account and updating the amount of electronic noney recorded on the |IC card
2B. AccGHtEGI-eTePec mgadine dedrayniine sc whdithed: tihet mnlc@1c &g 2BC2The
crediting is recorded on the 1C card 2B, and the data is comunicated to
t he nan&%én@ﬁ@ns@FV§Fe§~atIﬁhéhﬁaﬁéﬁéﬁﬁﬁmadéﬁmeﬁSSﬁfﬁirmamdg@LtIheoncerning
the record _
.controller 32 moves from step SP38 to step SP35 and
communicates the payment amount to the POS register 24.
Subsequently, the controller 32 terminates the process and -
returns to the initial state of the transaction mode,
In contrast, if the determination in step SP38 is
negative, the controller 32 moves to step SP39 and
.determines whether a response from the IC card has been
received. If the determination is negative, the controller
32 returns to step SP38.
When the IC card is placed on the card presentation

holder 21B or 22B and a response to a communication is

received from the IC card, the controller 32 moves to step



{for the IC card 2B stored in the transacti on database 15, the anpunt of

el ectronic noney stored on the IC card 2B is updated. Wen a user goes
. ‘shoppi ng and purchases itens at a store, the paynent anount is subtracted
from t heJanount of el ectronic noney recorded on the I1C card 2.1i6n JBddP@0kon,
the reduction in anmount is communicated to the nmanagenent 1 0 JIJf~ 2004
- 65 center 3. Specifically, when making the paynment using electronic:
nmoney, and when performnmng the transagiion only by the store termnal 9
(Figs. 2 to 4), the store operation unit 22 of the store termnal 9 is
operated to total anpunts to be paid for the itens, thus conputing the
t ot al pg%QEnt mpunt . Furthernore, the user is instructed to place the IC
card 2CS0ft RE%APE FREsEntRE SREUNT LIRS e BRI Ghady daC i s pl aced,

mut ual authentication is verified between the |1 C card 2C and the
eador | WHEETega thE GESPENEE B FRTa o o G A I A HAT R tGHon he

el ectronjc _noney.on the 1 C card 2C.i s |.oaded. en there is a sufficient
e ance Parsty 35 B, bt sar et heRnhmn s O G TR g o i o -
figure, n f el roni.c. non r.ecor ded the 1C card 2Cis :
upgat edé%%gﬁﬁgﬁg%#eﬁg%qnglr gg‘?éc%}l&s %%g%é?}}?}@,ﬁ %ﬁadf? Thg=%%he. el ectronic -
SubsequatEry o B e A A e W 1),
wite c IS tQ .t LC.card ' Gl the anount of
-eIectro%ﬁ%aggggéngﬁégﬁgnbgsu%%gﬁgas%thﬁﬁgc%%ﬁ%%ﬁﬁfﬁ??%%qﬁhéS t1ie updati ng

'S COMplutiaplSra 1. eCThUCLohtOBNIBE. HG Caldh130e WU dieTiHial 9 recor ds

{ the paynent and becones capabl e of communi cating thé paynment record to the

meRnagenenis teRirebpdrakichhiusiiwey) When tae ho1eAhedG tidy eaMed f rom t he
card presentation hol der 21B by 16 ~L1~~ 20Q~r - 6b the user before

t he anpumiiicktehecthani annaneyreedcthad Gaaa tha2Cheenupdai-ed ahd the
processing is thereby cancelled, both the IC card 2C and the store term nal
9 are nwieruainsedoi 8tapsSats .beflar doting pocams RYnttaitisr Accor dingly,
situations in which the anount settled by the nmanagenent center 3 disagrees -
wi t h t hang¥sustsofcthel sserofioc ageney pdiaceheheCICaadrdC ans avoi ded: Since
t he backup power supply 35 ie provided, interruptions of ‘the processing are
pr event E4TEVBE taReRs femaadanpl eanced iplaugpegatiisnomyedhed and t he

- comerci al. power supply is cut off after the updating of the amount of

- el ect r off¢eRGAEYXN&S BEERPLAStructed. Therefore, situations in which the

amount settl ed bg-the nanggenent center 3 disagrees with the anmount of
‘el ectroni c mbhe§ BRTRRE. 1€ chrE BetErd avbRaRiICcHREANNSSr BEPBAEEYI s

received framthe |C card 2C even_after a predeterm ned period of tinme has
elap;Zd§eFﬁnggérth§88&?ﬁ°&ﬁ§¥r§@t@8vF§ SEQEbSFHQ §@4@a&8 %@?Pand‘;he

SP42 (Fig. 11) and again determines whether the cancel key
22C2 has been préssed. If the determination is affirmative,
?he'controller 32 moves from step SP42 to step SP35 (Fig.

- 10) and communicates tﬁe payment amoﬁnt to the POS register
24. Subsequently, the controller 32 termiﬁates the process‘.
-and returns to the initial.state of the transaction mbde.

In contrast, if the determination in step‘SP42 1s negative,
the controllér 32 moves to step SP43 and controls the

reader/writer 9A1 or 9A2 to read the record in the memory of

the IC card.



IC card 2C is renmoved within the period fromthe updating of the anount of
el ectronic noney on the I1C card 2C to the responding fromthe I1C card 2C,
and hence the processing is canceled, it is possible to avoid siltalliibr#ggs n
whi ch the anount of el ectronic noney on the IC card 2C i s updated by
overwiting the I C card, 2C, subsequently the - - 67 1 6 J~i~ ZOOM store
termnal 9 records the payment, and hgpce the anount settled by the
managenent center 3 disagrees with the anount of -electronic noney on the IC
card 2C. Since the paynent is recorded in the store termnal 9 only after a
response fromthe IC card 2C is received, the paynent will not be recorded
in the storelRefhiPRabPPd4whthnet fentcodderd 22 searchevedow ghin the brief
period fromthe updating of the electronic noney on the IC card 2C to the

r espondi-AY2LAGHtThe 16t Bgiag2Chevwrerd Adentifdcation codenwifedhieo Iancel _
t he processing,. and when the nmethod of paynent is changed from using
eIectroﬁPEdWB%Qyd@63§§ﬁﬁﬁsc§§ﬁﬁhﬁﬁét&#b@ﬁ@ &t tthed I8y caivdl denagenent center
3 and the unt. . of electronic _noney on the LC card 2C di sagree with each
ot her . HE\?E‘HBP%FQSS, Tity the ¥FeQ efsithsodS maEs: dspPapddRitied nidegenent

center 3 fro ettli.ng the pa nt i ng electronic noney, and hence
di 'sadvar‘f?%&?l%rt RE gﬁsaﬁ!@yg&@fpdgiﬁgﬁnéu&ﬁf@é?@s Ehg %@@rt FESt or e

' i.nelu he _back ly 35, € ' ' whi ch
may of virE ERLPE e RaleoOnn et D (The WAR® 48 Soidea P IALThe Gl age of

Taki N9 B42qPIUTRALBGAELESHLONNG WASKnLe sl 1o 135 58I ecled Lo pay

{ by el ectroni e~“theuser's mn by cash

or the kihkesfhe BheiatiBh 6R310922 dishhRLANEATYY, O JolhidorhQ,t he user
by m stake. In-such cases, in the electronic ,
32 returns to step SP33.
In contrast; if the uée of the IC card is not
prohibited, the COntroiler 32 moves fiom step SP44 to step
'SP46 and determines whether the payment can be made using
the electronic money on the IC card. -If there is sufficient
electronic money available, the cﬁntroller 32 moves from
step SP46 to step SP47 and again determines whether the
cancel key 22C2 has been pressed; If the determination is
affirmative, the controller 32 moves from step SP47 to step
SP35 {(Fig. 10)}. |
In contrast, if the determihation in step SP47 is
negative, the contrdller 32 moves to step SP48 and instructs
the IC card to updéte the amount of the electronic money so
that the payment amount is subtracted from the balance
figure of the electronic money under the control of the

reader/writer 9A1 or 9A2.  The controller 32 also instiucts

the reader/writer 9Al1 or 9A2 to transmit a write command so



$1.6 ~~5~~ ZOa4 - 68 noney system 1, the cancel key is operated to cancel
t he paynent processing using electronic nmoney (Figs. 5 and .6). In this

. way, when the user is instructed to place the IC card and the el ectronic
-money transaction is perforned, it is possible to prevent the userqfaram
perform ng operations such'as renoving the 1C card in hurry so as l(g gﬁgnwl}
the method of paynent. It is thus possible to mnimze situations in which
data transm ssion and reception betwegg the I C card and the store term nal
9 becone difficult in the course of processing. By performng processing in
accordance with the progress of the processing, it is possible to avoid
situations in which the anount settled by the nanagenent center 3 di sagrees
‘with t h@SisufieHre|tda RmeHo B WH: t3rd | the paymate dateeds athon of the
pr ocessi of fers advantages to the user, and hence the usability of "the
el ectrorﬂqgaqm&?-%w%‘ilﬁes Wiffe P e te@@hi c noney system 1
accepts canc inggﬁperations until the electronic noney system1 instructs

the I C card ('8BhdRGe VEHé 1850 BACCES SO PRGHIE AdhdRissHiieqid®t to
instructjng.t | C rd to change t un f el ectronic noney, the

el ectr orﬁoég:r%ﬁéfrsf?[aé[}ﬂ‘ﬁesdoteos P }?cg%?a’béarfﬁ%ﬁ%w%%r@wm iReis thus
possi bl r.event..si.tuations i-n which, even when the processing has been
cancel | g"(?}&txﬁ)e'ﬁéa%us’n B HHT IR, crer%%‘?a%ntr}f%esq%?%%r%“fsﬁ?eedmed. It is

St 01 b0y RS Tanagerain Tecrent Hdh o8 b O ottt drewitet ront e

settled t he managenent center I sagrees W

money ORHAe ihC GA cANE IS ARNY A gl LU AUE NSy Py dhe IC card is.
( reduced even , - _ -
properliy updated, the controller 32 moves to step SP50 and
 records the payment by electronic money, using the ic cérd,
in the hard disk'drive 33. Accordingly, whén the controller
32 insfructs the IC card, which is a portable infbrmation
- terminal, to'update the amount of.the electronic money, and
subsequently the IC card communicates the completion of the
updating to the controller 32, the controller 32 can
communicate the updating of‘the electronic money to thé.
_management center 3. When the payment is recorded in‘the
hard disk drive 33 in this manner, the controller 32 |
instructs the receipt printer 32 to'print a recéipt in
. accordance with the,regiStration mode settings and moves to
' step SP35 (Fig._loj._ Thérefore, the controller 32 can- |
cdmplete the paymenf t:ansaction using the electronic money
in which-the payment amount is computed by operatingrthe POS
register 24. | |
| In contrast, if the determination iﬁ step SP49 ié

negative, the IC card may have been removed from the proper



{ hough the processing has been cancelled, it is possible to enploy a process
of again updating the ambunt of electronic noney in order to recover the
original state. In this case, the process has disadvantages in that %Pﬁﬂ
process is conplicated and in that the duration for which the Kok @h;
be placed is increased. According to the present enbodi ment, canceling
operations are not accepted after the instruction is given to update the
amount of el ectronic noney, and hence,situations in which the amount
settled by the nanagenent center 3 disagrees with the anmount of electronic
noney on the 1 C card are avoided using a sinple process: In contrast, there
are cases in which there is insufficient eleotronie noney available to nmake
t he payf&&C PLACSHER tcRoed tion file tdice Perdwic fuomeythey stramsissionuser is
i nformed of the qutstanding noney or the |[ike when the full anount of
el ectr offifc tREn &1t GoBAARE ek dhendosppmding Mopm dhe Hér aanshpl &2 when

the user_is to purchase itens, .the user may reduce the nunber of itens to

be purcﬁé’l's‘:gldai (196Pder "t AAP TR 18Ser T AP VIPdk & REGPay@RBit- using el ectroni ¢
The ser rmy EbPECEAS T PREES R hode BRopAIRERTTLo0y thag 8 meSsomn such as.
i i pat.i f el ect i , h, .and dit d. In thi
by "tnetoReiin: IR GRel of FRe ARICATIAF R JE adai S arh ohed oo the
o NI G . 1 ft t h h i nf d
that "t nors oo sE0RIH B 8. ERISECRCHY Shrtilid B SRriSR Ao B cene
cancel | 693aP8hal LgA1hS 1ABREALKRI thaCaREel d NA B AR3SIN9001LAg payent

i usi ng el ectronic noney. n contrast,. e execute optio erat ed,

the progaessiradngliyt NenRaY ¥BA! pHSHBS £€08C 0 RGN &Y i e¢ut ed so that
the full anDunt@o? electronicpngﬁéy‘oﬁ t he %@ gg?d%¥gk%§§?'%§1nake t he

paynent opSpatiihigCahky poBheeb@s€ard 2isS 1isNToiipaled dt @ sURIAL] LheogaRuNt of
el ectroni c noney, and the change in the anmount of electronic noney is

r ecor desoseyt, hahei toagrolbeesent banthalma@@ge@&@be%%n&%b ayhanlkhe -
electronic noney system 1, the user is asked to confirmthe paynent nethod,
and 't hetpapsentiosi.ng el ectronic noney is processed. Therefore, the user's

desires are reflected in the processing, and the usability is inproved If
there is insifféentmestel etf roméce nbaeynaudfiabbet thecpronessmnageys

i medi atel y cancel ed in response to the canceling operation. Therefore,
even i n3VRé1laPdEl Ecoromphpliei hhet hoansaaitigmunhe idetiesmiossiibheino al | ow
the user to change the paynent nethod, such as paying by cash, credit card,
or the FIRB, SEAG &8 APPBRLVRe uddr StePcEREEl (FAE.pudRdhasheof itens.
Therefore thi usagilit IS inproved.

_ cohtroller 32 determines whether payment terms are set.

Stores .in general prepare coins and the like so that

customers who pay by cash can receive change. When thé

store terminal 9 operates in cooperation with the POS

register 24 to process a payment, the store terminal'é

accepts settings of payment te;ms—in order that the types of

coins and bills that the store must prepare are limited by
initializing the store terminal 9. The controller 32 can

accept such settings of payment terms prior to being

installed.

If no payment term is set, the controller 32 moves from



~paynent

tz.- 71 ~ ~ ~1.~~1 2004 I'n such cases, canceling operations are not

accepted after the I.C card has been instructed to update the anount of

el ectronic noney. It is possible to communi cate the paynent record to the

nmanagenent center 3 after the management center 3 receives a respdndEif il

the ICcard. It is therefore possible to avoid situations in which the

anount settled by the managenent center 3 disagrees with the amount of

el ectrbnic noney on, the |IC card using,a_sinple process. At a store in

whi ch the POS register 24 and the store termnal 9 are connected to perform

transactions, for exanple, bar codes attached on itens are read by the PCS

register 24, and the total paynent anount is conputed by key operation of

t he POSStEH SFe2 12 stis® $PG%e t daridesicrditesl ounth quedetanceobtaifi e

paynment anount (Fig. 10). According to the el ectronic noney system1l1; the

user is 93’r1§€’rduc9§3edgcth@ pltace tq?;@lla(‘}%@é’r dnith 2% fpshdde sustenarst ruct i on,

t he user Ig@gs the | C card on the card presentation hol der 21B, and the
OBFEEIISTETE P FORRAAY, FARNEE IoTe ToARERS dfodmiEcagmiiieed by ¢ he

PCS register 24 .is i in | ectronic money (Figs. 11 and 12). In the
el ect rgrlll%grrr@ e}lhfy%é’% %%a\ﬁgéﬁ‘eﬁ'ﬁ i Wfﬁ%\éll(ﬁ@gﬂ@@%’t évazzltagﬂw t he

~store term.nal L-hat _handl_e Lectronic ney, .it .is possibhle to omt an :
operati%ﬁ Fg%éggfﬁ'Fﬁgu%otﬁ@ibgbﬁbﬁﬁeghﬁﬁgﬁhﬁﬁ'Fﬁ@ 4567 Stérldi nal 9 so that

t he Yi's e§~§ér%@%élété2th%axg%n%agﬁﬂfgpP%%g%hgﬁkpgwggg%ékgggf ggg?giigz

this way, the on the sal &scler

- are avowndqg@ncthe anount paid using electronic noney in this manner o

i's, conmuni cated to the PCS register 24. The POS register- 24 subtracts the
amount pai d yai 9e8! 6654 0NtGieMEARY-LIOBL! BS 40L2LnPRYIEHhoBHRUNL, AN Lhe
transaction is termnated. I'n the el ectronic noney system |5 Tt |§_p055|ble
to omt cancepebation ba 283 AilspRlly LRe-amPYRL R dnLYsiRY.Ql ectroni c noney
to the POS register 24. In this way, the burden on Phe salesclerk is

| essenedpeant ionpuaper 20pa6at bees opRrheeavoi dedrniher tkha15LeAe Lt er m nal 9
operates in cooperation wth the: POS register 24 to performtransactions in
thi s naAserffdamedliveg aper ebnerslaee 3ecapied Bebar etkhe sppdationg of the
el ectronic noney is-instructed. The paynent record can be communicated to

the man&§emrefP3Sent én Sowheass,r éSpahse dbtemmtihe tiGncand sitepr €sai ved.

Therefore, situations in which the anount settled by the managenent center
3 di sagPegatiiven the apbirplébreBécmpunrisc trnoséppas®savanded. \When the
processing is canceled in the case in which the store termnal 9 operates
in coop@?gFFﬁﬁnﬁFtWh?HEGPCShﬁeQK§F§¢82@P¢éOBehﬁérhﬁﬁnappaaateds i Aft hi s
manner , gotgin% has been paid by el ectronic noney. Hence, a paynment anount
of 0 yel™PsUsRTMIBALRENPER PEGPsPBP524S Bpdapawati et Rentroller

32 returns to step SP54. Iflthe determination is
affirmative, the‘controiler 32 moves to step SP56. Aé
described hereinabove, the controller 32 uses the eﬁtire
amount of electronic money to make the payment and returns
'-to step SP33. | |

When there is insufficient electroﬁic mohey available
to make the full.payment, the cdntrollér 32 executes the
payment of the amount that can be:paid by the electronic.
money available. Subsequently, the controller 32 returns to

step SP33 and prompts the user to complete the payment using



i's CJL~s"~ 2004 - 73 POCS register 24, the transaction can be conpl eted by
cash, credit card or the like Wen the store termnal 9 operates in
cooperation with the POS register 24 to performtransactions in this

manner, and when there are insufficient funds available to make tthg |UN ZUmr
paynent the user is asked to confirmthe paynent nmet hod. In response to an
execute instruction, the paynment processing using electronic noney is '
per f or med. Accordingly in the electrp ﬁIC noney system 1, when the store
termnal 9 operates in cooperation with the PCS register 24 to performa
transaction, the user is asked to confirmthe paynent nethod, and then the
paynent pr%Fess;Eg using electronic noney is performed.. In thls way, the

user's cegr-ectidd the fegerloidsian, immpeatrtabadi [itis i s t hus
i mproved. When there are insufficient.funds available to make the paynent ;
and wheRAfE udbF S8 éc?taéldt@gpé‘y'%‘?teljéc%m‘@lfﬁﬂf@sﬂ tion e BSect roni ¢
noney s ten11 % rt o% theF%Ptal paynment ampunt is paid using el ectronic
noney r c%’rléé_'& & Iéa&:a e ﬁ?ﬁ'sre(ﬁ‘?’é‘ntﬂa}’ Hife bdsnfe B FAHRt he

el ectronic igr njcated to g b glster so that the

bal ance can %8? By Cag ©Br PERESPITkESTR SACR Qe@Bséetﬁthéxanple t he
uni t prb%%tg § mi.s set 0- nlts tQﬁﬁftore so that the =
store does Mot %avéatgoapfe Iﬁﬁh&% Fyig) %ﬁg’ of noney 1
6 Jl~~ aPdroller 32 sets the payment amount using electronic money .
so that change can be given by preset bills and coins when
the user pays the outstanding amount by cash and receives
change.

Specifically, the controller 32 rounds down the amount
of the remaining electronic money so. that change can be
given by preset bills and coins. The rounded amount is used
as the amount to be paid using electronic money.r Therefore,
when the outstanding amount is paid by cash and change is
given to the user, the change can be glven by preset bills
and coins.

In other words, for example, the store does not have to
give change in coins by setting the unit cost inrlooo—yen
units. In such a case, when payment terms are set'such that-
payments should be made in 5000-yen bills and 1000-yen bills,
the controller 32 selects the smaller amount, that is, 1000
yen, as a unit and rounds down the amount of the remaining
'eiectronic money. Accordingly, the controller 32 computes

the amount to be paid by electronic money. Specifically,

when the electronic money balance is, for example, 5312 ven,



frecorded on the IC card may have a fractional part. In such a case, when
the full amount of the electronic noney recorded on the IC card i-s used to
make the paynent, the necessity of giving change in small coins iﬁ'ﬂfﬁgﬁﬁfe
to the paynent by cash may arise. In the electronic noney syster%
anount to be paid by electronic noney is set based on paynent terms set by
the store termnal 9 (step SP58 in Fig. 12). Therefore) the store's
|ntent|on of, for exanple, not keepinggcoins for the giving of change and
the user's deswes are reflected in setting the paynent anount. In this
way, the usability is further inproved. Specifically, according to the

_ presentisgﬁodinent t he anbunt of the electronic noney recorded on the IC
card is FoRPIMeN SfetHH0R HRP WIS PaRdhe ErdaOwBt bef pai d.

- using t electronlc g/lsthus set a In the fore egoi ng case, it is no.t
necessary*t & %@ FW%IWOWﬂst%?érilﬁhé e, %S pai d by cash,

t hus achi evi >;.{'ue stor intention. Therefore, the usability of the
el ectromc nr?%l%e 0s YT r By %cﬁlbraé%ﬂu%ﬁ\&ﬁlt%& % of fered by

the el echlQ ) s n .addi t.i on roper operations by the
sal escl gﬁ{(d;{rgi Wil e\éieéy tﬁlet Iﬁ"éo"gbtsdc E{P:?éf{m"?% LSO TR WPBhange, and
hence elegtdoni y ones. nor dv In t e el ectroni c noney
system £ vﬁﬁ%ﬁnt%hgos%tefor@% rI}13&136 o (ﬁj% Wﬁ%ﬁ%ﬁr 9 records the

~ paynent usingnekgetr n he .S erk perates .the store

termnal 9 to tot g% fﬁﬁhﬁg@mﬁ%&er gggrt (ﬂe%e%rze%or stét?‘rset(t%1 & o the
manage gty g‘eeri,taqrd ?byl %1‘@?:‘&*2: Ifr1 qsllicreep cgpﬁchtﬂ C car d_, t he
paynent amount, the paynent ate he e are ‘

controller 32 displays such 1nformat10n on the customer
operation unit 21 and the store operation unit 22.; In thié
case, as circumstances demand, the controller.32 displays,
in addition to the displayed information: shown in Figs. 92
and 9B, post-processing information such as the amount that
Will be paid after the payment by électronic money is madé
¢ and the remainder of the electronic money on the IC card.
The controller 32 displays these messages in this
manner and moves to step 5P54. The controller 32 executes
(_} the process in a manner similar to the case in which no
payment term is set. When fhe controller 32 oﬁerates in
- cooperation with the POS register 24 to process the
-trénsaction, the controller 32“commﬁnicates the balaﬁce
figﬁre that remaiﬁs after execﬁting_tﬁe process to the POS.
‘register 24f In doing so, the subsequent précess is
correctly perfpfmed.
When the controller 52 operateé in cooperation with the:

POS register 24 to process the transaction, as described



irecorded in the transaction database 15. Based on these records, the
managenent center 3 instructs the bank network 8 to settle the paynents
usi ng el ectroni c noney, and hence the settlenents are conpl eted I,n tﬂﬁ‘

upl oadi ng process, when the totaling-up of daily sales is startec] @)yv 13162[][]4
sal esclerk (Figs. 13 to 15), a line connection is established with the
managenent center 3. The paynent records are transmitted through the line
to the management center 3, and the_payment records are uploaded. In this
way, in the electronic noney system 1, he data are uploaded to the
managenent center 3 and a series of processes concerning paynments using

el ectronic nmoney is r conpleted without causing the salesclerk to be -
consci o0&t AHeTRAadi NG I6Per & itoh 1o e eembtmehber 32ntmstBychs in the
totali ngc-'ueﬁ of sal es using the conventional PGS register In the uploading
process, “thd el¥hd dn @ Rt LS eIrcrRRic merey of theords as

a denom toréfnd .he_qﬁggfr of unsent records as a nunerator and displays
the prodres&X at“r‘ljte 1Yy & FRIRCTH RHFOLL (FeRaTSRY Fike 1 G, 1~~~

- 2Q04 16)_. The sal l.erk who executes the totaling-up process can nonitor
the pr o%%agsms?qﬁr'omﬁ%’lendz Ogﬁseiﬁa@zs HHEHER ST e IRABIG i tihef the =
el ectronj em, _is inpraved. n | oadi ng data through :a-
conmmuni c%é)t%l on .%'I ?éri%szlt tlrgr;cwslllflr sal?regpas%egf yﬂ%égig g@?lisbcﬁ‘%ﬁq‘ﬂt‘?%ﬂ}ﬁue_ to a line
1 oul i as o S HAH sy el SR P oper at  ons.

in generaliRy @rReIhUIBRG Al %{oﬁi ness hours. When the upl oadi ng requires

(@ very long period of tinme, an en it becomes difficult to performthe
"upl oadi ng due to a.connection failure, thesal esclerk cannot go honme if no
"measure is taken to solve the problens According to the electronic noney
system |{(5 whawtaigmecamsid S not conpleted after a predeterm ned period of
time has el apsed, the process is term nated indistinguishably froma case

in Wich theFpgecess aadptepshby aoppbeked. pkRrothey W ¢8e the process in
this case is intentionally termnated as if it were properly term nated.
Wien t hegurtgedder $S2pamf dihwed diylammpnestd er When the totaling mode
is‘set by an operation by the salesclerk, the controller 32
disp;ays a'display screen shown.ih Fig. 15 on the display
screen 22C of the store operation unit 22.1 The totaling
mode is a mode for totaling sales since the last totaling-up.
The controller 32 displays, on the display'screen 22C
of-thé store operation unit 22, a message that confirms the
.totaling—up and a menu (including "yes" and "no" options)
asking the user whether to execute the'totaling—up; The
-controller 32 moves from step SP6l1 to step SP62, acceﬁtsr
operations performed on the display screen-22C, and |
determines wﬁether toe execute the totaliné-up. If the
 salesclerk operates-the menu to cancel the totéling—up, the

controller 32 moves to step SP63-(Fig. 14) and terminateé

the process. If the execute option for executing the
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i nexperienced in operating the store termnal -9, the salesclerk is not
required to performadditional operations in order to process daily
transactions. The salesclerk can total the sales securely and cqg%c ggﬁﬁk
shut down actions and the |ike. Hence, the sal esclerk can handl e Pﬁg 6
JtJb~ 200a transactions in spite of line malfunctions. In this case, the
managenent center- 3 can be aware of the fact that there are unsent data in
the store termnal 9. In the electrgn%f nmoney system|, at a predeterm ned
time that the store termnal 9 seens to be activated, that is, at a
predeterm ned point after the data has been downl oaded after the
activation, the nmanagenent center 3 accesses the store termnal 9, and
unsent F&tE1ldng-p d&deperaiied .mbhes slont qnldisieR? anteas @ dtiawe .
mal functj_on caused by tenporary increased traffic. Wen nmal functioning of a
l'i ne isSﬁéﬁ'fixed) an assi gned mai ntenance staff is sent to the store. The

" mai nt enance %gaff connects the portable terminal 50 to. the store termnal

oy

—

RACPRETSLLPE Pér APREILSOPAYTNEAES B seRecHiraicomeReYport abl e

term nal__50. .Subsequently, .the data are.downl oaded fromthe portable
terni naf-*58" ttget ﬁ'@gﬁaﬁgﬁ’ﬂéﬁﬁg & G e srmend fRFaliiRa i el B oni ¢

noney . tem| . .when.such i ne f unction conti nues, the data are

upl o)ellde %%Er%&%ntghghset §P&Fer m&ﬁlalsncﬁﬁ%é&gh e BH TSR &4 nal, 50.

Accor di ; e.el ectraoni n tem. 1 functio roperly .despite the
i re i bopes o BBy, T Phe Y3 STy e e Ll Eliab 1A% o data i s
exchan b nt ma t ter. e stor,e_termnal .9 . the
portab?gﬂfe?%l%g"l' SE?Lgﬁagl%ggg'?%ep%%r%aé’é‘r?gvn%%géﬁgerd%?p&r?&’ tsf%esetrbrzgct ermnal -

9 to exgha d Wi t a F 3t 612Gz~ .200 -~ |
RHQ sdakaeW t Bng %Qn%&%ﬂle&igf gafg? S ﬁ%%fgasgﬁqﬁrﬁéﬁa

aut henti cati on and encryption using |} ur e portable

terni nalan@0 tener ¥t $ndatapobleaiinedds o he $heka keidunal,® andd ecor ds

the encrypted data“.TherePore, even ME§L a mshap such asc}hég?téécurs, t he

security of rhessyptersa, stR8subRtroYer thecsRipbelanae shakbrhsesent to

the store to do mai nt-enance, the maintenance staff can confirm-a connection
h 31 to establish a dial-up connection to’ the management :

9 (Fig. 19),

‘center 3. 1In step SP67, the controllef 32 starts uploading,
to the management cente: 3, records of the payments which
have been dounted up and,totéled. When the totaling-up is
to be performed after business hours everyday,.in step SP67,
the controller 32 starts uploading the records of the |
paYments,'which'aré the sales since tﬁe totaiing—up
performed thé previous day.

After the controller 32 has starfed the ﬁploading, in
stePVSPGB, the controller 32 displaﬁs the progfess of the
uploading. Specifically, the contro;ler 32 displays the
.message "unsent entries” af tﬁe middle of thé.display scréen
shown in Fig. 16. At the right{of this message, the number
of-unsent payment records and fhe total number of payment

records to be uploaded are indicated in fractional form.



iteo the managenment center 3 fromreading the display screen for displaying
the data uploading ((ARin Fig. 16) in which the.connection state is

. displayed in detail. Hence, the working efficiency of the maint g
i s enhanced.” (9) Advantages of the enbodi nent Wth the above arrla g@ﬁé
when comuni cating a batch of reodrds of the updating of electronic rmney
to the managenent center through a communication |ine;,and when the
comuni cation cannot be conpleted witghn_a predeternined perlod of tineg,

~the communication to the management center is termnated indisti ngui shabl'y
froma case in which the communication to the managenent center is :
conpleted within the redeterntned time. Therefore, when a |line connected
to. the %r%‘é?t‘é\'ﬁ G- Hés SRS AR idntotal jof poieitreoxds teo baat e t he

pr ocessi erfor m addl ti onal processing, and hence daily
transact“'lpg't?fé(ﬁl}jg c,adfpplaet%‘% it Ebfr‘ft‘?fer%lff%dw‘brpeen 1 6 .111i 9 2004

- 79 t he .co cati to the enent center cannot be conpl et ed;
t he recor ssgtlﬁ%?gmupl}}ﬁ(ﬁ 8: %rté%fsa? TigtdatetP bgyine

manage When the |ine

accessin e store t m nal

mal f unc org‘ S |xegth§t tnt’?é’tn rretg’t é%r“é‘%ftﬁtfadétﬁ It is -
therefoQﬁ_ f the settI nent roceSS| ite of, for.
exanpl e, stiJt(:lgi?tf'porar ﬁgﬁ‘{ee ch B .° Q‘Hﬁ/ﬁ %tﬁ%‘boﬁcﬂgéc%‘e’? $%% node,
i nst ead yfn ELOMANY Galy| ) rou [ofo) ication -
line; the records of t et?%atél%rlllg otE elect’ Icorﬁ eadelcrtﬁn}gbelnthe
port abl eyitsgyidynal and are thus upl oaded: For exanple,_when aline

{ mal function continues, unsent data can be uploaded through the portable

“terminal . Hemgektbh BPGDO%?hB|91h® p%hEOEEhEQ%liéklb%”%%%e&&%%%%s'”9 I n
spite of the line malfunction. By swi t ching thé operation node, instead of

obt ai ni nirediier % edR ttthind@lgediilon |dste iy Qlgh &1 LAERINGALd ahd i ne, it
is possible to obtain data required for electronic noney processing _ o
t r ans ac thegrsinfimgmotfh e hpontpdlolad itner.ni A tHe ddticrmidiat ieuengvhen it is

i npossible to obtain the data through the Iine due to the |ine mal function,
t he -dat ®egartiye otithal wed tideldiegh 3cheoyerst dd etteay vl espite the line

mal function. In the case in which data required for electronic noney

pr ocessidfg errdaesc tiheideirs thist aipded.dimg gts decomuemirdattiesn If the

determination is negative, the controller 32 returns to step
SP69. In. this manner, thexcontroller 32 repeats steps SP6§-
- SP70 - SP69, and when the uploadiﬁg is completed,'the
controller 32 moves from step SP70 to step SP71. 1In

( contrast, if a predetermlned perlod of tlme has elapsed due
to a line malfunction or the like before the uploading is
completed, the controller 32 moves from step SP69 to step
SP71. |

The controller 32 displays the termination of the

process oﬁ the display screen.22C ef the‘store operation
unit 22. In doing so, the controller 32 can make the

‘salesclerk who operates the store terminal 9 believe that

the operation has been properly COmpleted in spite of the



$~ ~ ~L~ 2004 line, correspondi ng data possessed up until that tine is
updat ed using the obtai ned data, and an el ectroni ¢ noney paynent is,thus
processed, when it is difficult to obtain the data through the .y U
comuni cation line, the transaction is perforned based on data ﬂo@;s&%gg !h.p
until that tinme: Therefore, even when it is difficult to obtain the data
due to a line mal function, a tenporary change in the installation of the
termnal unit, or the like, it is posgible to perform transactions based
on the data possessed up until that tine. It is therefore possible to
performtransactions despite the |line malfunction and the |ike. (10) Qher:
enbodi nents Al t hough the foregoi ng enbodi nent has been described with the
case i nifftcRhakhdéRet pavmeadr decsirdrayane Naammpdalupiperetedi t hin a o
predeterm ned period of time, the records. are uploaded by access obtained -
by the nmanagBfeRBO¥BniBr Fignelpr e§86t COREERLIeR 38 ddspliayistednt dhehi s
enbodi nent . _For exanple, the store term nal can neasure the duration, and
af ter gpaf}ls dele SRTRER FEOMIRDNE ke 1S ng Rt ¢ e mamt elnahufding can
aut omat i call% giral 811111%1 he managenent center and cah upl oad the records. .
Al t hought (REFor 8FdFg EnPEdEnf¥hE FEd Fed 1R Wiat k9% cae i n whi ch

t he stor rainal ,upl gads .and _downl gads data using the portable termnal,
t he pregg)r?it%omlfrb#t FREHI6E -reflpacl%r?\}’@htqwq-sss%ﬂﬂ ql}arﬁpt ed to this -

enbodi rsnati.v , th tanati c  yendi-n chine server can upload
azg gpmnn‘:c:aéggéé%tiadgutstionglh%éhgegg]r _t%'?%ﬁié:het'er rﬁﬁr%e. p%’iﬁ?dﬁ‘ ° tb"H’% ﬁgl.etfor egoing -
enbodi mgpt-Aa r : qtsjg i ransactions are

{ processed t]):asgg gﬁﬂtgﬂgﬁ%lclg I%n\Illgl E’lhteyﬁoﬁls é&%%gycha eéz"%negn H&e has run
out, -t FerRGeIagt up¥EALNEN 1hS tAQ Yl this enbodi ment. For example,
when it.-is difficult to éstablish a connection to the nanagenent center,
it is-possible to inmmediately start processing a transaction based on the

old invalidity list and the key data. Although the foregoing enbodi nent has

been deg@ni bedovkeklihke agase itheWlicahvidtacst ore terninal that gains access’
to the managenent center by predeterm ned operations processes transactions

based on theWbed powati fist yukheé angd the kewtdatiaert Be. aBwAIBANKsI Nvention
is not limted to this ,- ,t enbodinment. Since simlar situations may arise
in the keyudagat zeagunziedand elkehanegei tiatg tweroh nale I Sarexelanges vari ous
data with the nmanagenent center-in real tinme due to, _
invalidity list. Using the downloaded data, the controller
32 processes payments, uplbads records, and the like aé
described above.

Fig. 17 is a flowchart showing a . process performed by
the controller 32 after the activation. When ﬁower.is
turned on, the controller 32 moves from step SP81 to step
' SP82 and controls the interface 31 to establish a connection
‘to the management center 3. In step SP83, the controller 32
activates a timer.

In'step'SP84, the controller 32 determines whether the
controller 32 has been connected to the management center 3.

, If_the determination is negative, the controller 32 moves to

step SP85 and checks a measured value of the timer that has



;for exanple, a managenent server malfunction, these termnals may perform
simlar processing. Furthernore, the present invention can be appliedlgoiﬁ
. store term nal which uploads paynent records in real tine AIthoughﬁtHBﬁ 2004
- foregoi ng enbodi nent has been described with the case in which the present
‘invention is applied to ~ b .~~~ Z004 the el ectronic noney system using
a so-called closed | oop systemin which anpbunts of el ectronic noney
recorded on IC cards are recorded andsgontrolled by the nmanagement .center,
the present invention is not limted to this enbodi ment. The present.
invention is also applicable to an el ectronic noney systemusing a
so-cal | ed open | oop system Although the foregoi ng enbodi nent has been
.descri b&tP&fl 139t He Sdep S &opdiuteldetermii Hihgeiheosir egi st er enpl oyed
in making paynents by cash,and the store termnal; which is the electronic
noney t defernifedmeddmd i il ias Sapsediandl tine nis wrbodifrent .
The pre ntﬁé vention ,can be applied to_a oase in which the POS register
and t he 5% Et%?%’“ﬁé:llo&r &8 MEEHHEET. A HARFFIWELT o} 2 geR FFFRsbirli nent

has been 1:desgpirfﬁ%ed pth th ca}% a in which the el egtronic nmoney systemis
confi guredfus 'c.omhfctqo Y Fartts TR GRS iTRRAt1 P8 Mot 1inited
to thisE%%QO i t.. The present ,invention can be -broadly applied to a case
in whi ch an Ce‘i']:n_reEgrlr ShiCHSITe Oﬁsﬁoerﬁ(;}?es MBI G cffs‘?‘ffggc% fct 1C cards
and.to A i | roni mn systemis configured using a
por‘t.abl\% i n§ glrlrrsuarﬁtlte‘:ef(c])lr"l'’ci{}l'rllllq{?l gdu%%eélg&aecré"e N at_'rmbehgrfé'_”ﬁ'_pl ace of an IC card.
16 (~~ 1 2004¢- BReVERL:ES1 Thel ¥EDLS hneAN SLAGLELQN G oRgy system .
~conprising an el ectroni c noney ternlnaF for “updati’ng t heé "anmount of

el ect T oRjah JRRRN ReR HRY ARG Rl H TANdL IR SR d MRl RIPTSS @@l ue of the

el ectronic noney, said electronic noney term nal conprising reéecordi ng nmeans

for recerd rRQdgiequpeald RHnAHrdin@ el LIPS 1PNEYep AWk A m%ﬁ;&
section to which an update record for the updating of the anmount of the
el ect r odiownilosae nigs Ipatal diranaTist ethdad 010k CITRIN X4 ldye; wherein
sai-d el ectronic noney term nal further conprising comunicating neans for-
bat ch cdineumiag@igemgna plenrtald t3y. ofWhendatte: regands reac@yeds i n said :
recordi ng means to sai d nanagenent section; ‘

: connected to the management center 3 and receives a response,

the controller 32 executes a series of processes such as'
verification of mutual authentication and stéﬁts the
downlecading. |
After the controller 32 has started the downloading éf
data, the controller 32 moves to step SP87 and determines
whether the downloading has béen completed. If the
detftermination is negativé, the coqtroller 32 moveé to sfep
,SP88. The controller 32 checks a measured value of the
timer that.has been seif in step_SP83, thus‘determinihg
whether a predete:mined period of time has élapsed.and time.
_is up. If the dgtermination is negative, the controllef 32‘
returns to step SP87. In this manner, the controller 32

repeats steps SP87 - SP88 - SP87 within a predetermined time




ftermnating neans for term nating the conmunication to said nanagenent
section in case that the comunication is not conpleted within the _
predet erm ned period; and nmeans for providing a predeterm ned scrieeniii 2004
di spl ay when the comunication to the nmanagenent section is terninaf@ﬁ, t he
sanme screen display being provided as that provided in a case in which the
comuni cation is conpleted withi-n the predeterm ned period. 2. An .
el ectroni c noney transaction proce3§ig$ met hod conprising: recording step
of recording the updating of the anount of electronic noney in a recording
unit of an electronic noney termnal; communicating step of batch
comuni cating a plurality of update records recorded in said recording unit
to a naﬂég%@ﬁldg@@wvdwam&@a FuBmamittw iowdibity List Hid 2094 -84
terninaain "step of termnnating the conmunication to said nanagenent . :
sect i on & SOy eh AP IEMeRAta Gt n B whi ch the communication is
conpleted within a predeterm_ned period when the comruni cation to said
management s FPoﬁh?sdﬂUPlEBQﬁPthaﬁiPﬁ?ﬁ crREgeége: drnithds penined;, and
providi%%ta pr.edet.er m.ned screen d%ﬁpla when the communi cation to the
managensi SEEFOHIASLO difh & &P S8 TS T being provi ded as
that prqyi i_n a.,case ir i.ch the conmunj cation is _conpleted within the
predet e(r%\rfﬁe%%%oﬁéar'i & .e'f.on%ﬁ%lé:‘(ﬁ 3 i“t?vrﬁ?nédf'ot“} STERGEH FOS&ESRA ng et hod
accordi 0 ,¢l:aj m.2,, wherein: the dat ecords are updated by said

, rranagerre%%tgtose(?tl?dn 1%9 'ac?gls?sicr?é&sré’l g'eﬁ gscz{ r r#% Sto SRS~ when t he
conmmuni Gat. 11S.-,NQt: .Gonpl, A l.ect i.c noney termnal. conprising

i updatin%ikggﬁgi%g?ahg a?%ﬁ%@fﬁgeéﬁ%ﬁﬁPﬁggﬁﬁig%??ﬁnigﬁ¥%ﬁﬁﬁp Fgg%ﬁﬁed in a

" portabl enel Q4R inC & hcatd far nicating the -
p enel @ehnteRi19 ede%inC fip dRHFRNGA éf&éﬁéy&%t g%g;ab%ts&*h‘gﬁgge“ | catl ng |

updati ng of the anmount of the electronic none manag section

t hr ough daweQ@eMicC Alaian | iieis tERARPIOr HHRE Ui e ypdating of the
anount of the electronic noney into a portable electronic noney term nal

i nst ead thle paEBisCat ITRY thie wagal ithe odthe1ammunty ¢frddie gleectroni ¢ noney
t hrough the comunication line. 5. An electronic noney term nal conprising

updat i ngcrreaas ibar obrddhnisnghishecanD uRiceaft eaet FARMC tHNGanREMEed in a
portabl e el ectronic device; communicating nmeans for batch communicating the
- updat i ngeafterheé amduprooksthes e eaymenitc byoraydta o kB RRGSFE ML tFect i on
through a communication line; and nmeans for obtaining data required for
el ect r oftR& AGNERTEr B6dagi ifef obrhad Nedr Waltlae elThet rdRIct TILRY Modvayi Na
i nstead of 1 7 Jk~s~ 2004 : :
system 1 can prevent the illegal use of electronic meoney and
the like, and hence the security'of the eﬁtire system is
improved.
In contrast, when a public line has a malfunction due
to high traffic or the like, it becomes difficult for the
controller 32 to establish a connection to the management
center 3 within a predetermined period of time and fo
download the data: When the store terminal 9 is moved to a
sto:efront or the like, and when a payment is processed, thel
store terminal 9 is disconnecfed from a'phone line, and it

becomes difficult for the store terminal 9 to download the

data. In such cases, the determination in step SP85 or step



-85 obtai ning data requ1 red for electronic noney processing through the '
connunlcatlon i ne. i ;, ~~~ 2004 ABSTRACT OF THE DI SCLOSURE ELECTRONI C

MONEY SYSTEM AND ELECTRONI C MONEY TERM NAL An el ectroni c noney SYp §egm@aﬂm4

term nates conmuni cation to a nmanagenent center indistinguishably
case .in which the comunication to the managenent center is conpleted
within a predeterm ned period when it is inpossible to conplete the
comuni cation to the nmanagenent centel, within the predeterm ned period. By
swi tching an operation node, a predeternlned portable term nal is used
instead of a comnmunication line to upload and downl oad data. Wen it is
i npossible to obtain data required for processing through the conmuni cation
line, pPE8&sdisngfifdrpetfiziened based on data. possessed up until that time.
Fig 2 .AIl.A e A< .A<N<.A<k<e.A <I. A< I.A |.A 1.AY |.A< .A9hl.A<(,.A<h
LA . 1.A I%<ﬁuchAaa$ea< thA<epnhzplies @2AmPVAS EOA¥tep<SPAR gmn

AY AY [.A<(.A& . AY5 ,. A A< |.A<I. A< AY ,. A . A< . AK), A

. Sﬁéﬁ fthg HurA@ntAénéraA\rdltkiﬁ@tAfmdAmme key dmte m«:om}e& A9(,

Ah A @'LRK}hﬁKPaE? Ajskv@rine. A3 AvpiArbigr\ . A® AHEPAGPAR AMRA@ A(@ A . A\ .
AS\ ajcalcalc o

a]ca]CafAﬁgggﬂggfbéﬁ_ﬁfggfeﬁfésaGF@ gF@ g%ngléken the controller

alcal calgelgaloasd) sakoobeabiol st LSS T %htatning tre most

recent data from the" management center 3 ~the controller 32
uses data possessed up until_thatstime'to perform a series
of processes. The CQntroller 32 encrypts,nne invalidity
list and the ke?'data and stoies the encrypted data in fhe
hard disk drive 33, .This ensures the security ofrthe‘"
ocverall systen even when the store terminal:9'itself is

stolen.

(75 Maintenance epefation
The management center. 3 can evaluate the results of the'
: uploadlng of payment records, the downloading of the.
~invalidity list, and the like. When the uploading and fne
downloading_fnequently faii, it.can be concluded that the
store terminal 9 has a particular malfunction: In
_ partiCu;af; when the'unioading of paymentrreconds fails,-it
becomes difficﬂlf for. the electronic mdnej system 1 to
complete settlement,.which may give rise to very serious
problems. | |

When the-uploading of payment records is not completed,
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operations. The mainténance staff-brings a.portable
terminal 50 and does maintenance on the store terminalk9;
‘Spécifically, the portable terminal 50 is formed in a manner
similar to forming'a portable personal compufer. The
porﬁable térmipal 50 can be conﬁected to an interface 54 of
the management server 5 through an inteffage 51. The
- portable terminal 50 can be carried to theAstore, 50 that
fhe portable téfminal 50 can be coﬁnectedrto an intérface 36
.of the store terminal 9.
Prior to being carried to the store to do maintenance,
the portable terminaliSO is connected through a
predetefminéd iine or ditectly to the management server 5. 
Under the control of a built-in controlier 52, the,portable
terminal 50 exequtes processing such as verification of
matual authentication, és in each terminal in the electronic
money system 1. After the mutual authentication has been
; é, verified, the porfable terminal 50 encrjpts invalidity-list
data and key daﬁa, which are to be downloqded to the store
terminal 9, ahd recordé the encrypted data in a built-in
hard disk drive (HD) 53. : I
After a'prio: operation has been performed, the
portable tefminal 50 is ca:ried tolthe store and is
connected to the store terminal 9. When thé controller 32
of thé store terminal 9 executes a predetermined operation

while displaying a predetermined screen among screens in the
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transaction mode is performed, the controller 32 verifies
mﬁtdalraUthentication'with the portable terminal 50 and
transmits unsent paymentrrecords'tO'the portable terminal 50?
The portable terminal 50 records the payment records in the
hard disk drive'53.r In this oase; the store terminal 9 sets
a-Signature,‘enoryptslpayment records, and uploads the
encrypted records, as in the oase of uploeding to the
management center 3.
In the same maintenance mode, the controller 32
'downloads the invalidity~list data and the key data‘recorded_
in the portable terminal 50 in a mahner eimilar to
downloading the invalidity-list data and the key data from
‘the management center 3.
Wheh the payment recorde are downioadedrin,this.manner,
the portable terminal 50 is connected to the'management
-server 5 at the management center 3 in a manner similar to
the case'in‘which the portable terminal 50 downloaded in
advance the invalidity—list data and the key data from the
'rﬁanagement center 3. The porteble terhinal 50 uploads the
downloaded payment records to the. management server 5.
VAccordlngly, the store termlnal 9 can upload payment records
and setiles the payments even when a serious line

mailfunction occurs.
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. _ en the contreoller 32 is connected to the portable

terminal 50 to perform the uploading, or when the controller

32 is cqnnected‘to the management center 3 throqgh a lirne in

the maintenance mode to perfdrm the_uploading and the

dowhloading, the controller 32 displays thelprogress of the
processing in detail in area AR at the bottom of the display

screen shown in Fig. 16. ,Spegifically, fbr’example, when

the controller 32 is dialing up the mandgement center 3, the
centroller 32 displays a message indicating that the

controller 32 is dialing up. When the controller 32

succeeds in dialing up the ménagemént center_3, the

controller 32 displays this. When verifying mutual

authentication, the controller 32 displays this. When the
controller 32 starts_uploading or downloading, the
-controller 32 displays that it has started the processing

and subsequently displays the details of the processing such

as the amount of data being uploaded or downloaded. The

controller 32 is thus configured to simplify the work of the
‘maintenance staff. | |

The bortable terminal 50 encrypts data obtained from

" the management center 3 and data obtained from the store

terminal 9 and records the encrypted data. This prevents

~ Mmishaps such as leakage of key data due to theft or the like.

{(8) Operation of the embodiment
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In the electronic money system 1 {Fig. 1), various data

afe exchanged among the management center 3, ﬁhe issuing
terminal 6, the creditiﬁg‘terminal 7, and the like.using
enciyptioh and mutual authenticatibﬁ.by-predetermined key
data. As a result, an IC card is iésued to a user, and
‘electronié moné?_émﬁloying the IC card becomes availabie.

- In the electronic.mbney syétem 1, key.data required for
electronic money processing is-periodically genérated at.the
management centér_3.  The key'data is enﬁryptéd and sent to
the issuing tefminal 6 in-real time. in addition to. an
1nvalld1ty list that is a 1list of invalid IC cards, the key
data is encrypted and sent to the credltlng terminal 7 and
‘the automatic vending machine server 10. When the store
_términal 9 after the activéfion gains access to the
managemént—cenfér 3, the ke§ data and the invalidity list
are similarly encrypted'and seht to the store terminal 9.

When the power. supply is cut off, the issuing terminal
6, the crediting'tefminal_?, and the automatic wvending
machine server 10 delete the key data and the invalidity
list. This prevents leakage of key data and the like due to
theft of the issuing terminal 6, the drediting términal 7,

"énd the automatid vending méchine server 10. .

The store terﬁinal 9 (Figs. 16 and 17) after the

activation gains access to the management center 3 énd

obtains the key data and the like, and the records in the



10 10! 10 10
L0y83100& () - pELO%! ()~ 410%! () - 210%! () - OL0%& () - wex<<<<=="2YNC 1% W 200
. 10@0% ()- ! 10%& ()-

10%=& ()-1 CLOY& () - y&le%&' ()- ZYWLO%&: () - =>>>f 2?. GUW3YNC 1!
90' 109& () - L#! 90' 109& () - L#!
90' 109Mh& () - L#! 90' 109& () - L#! HO0' 109& () - L#! 90" LO%&: () - L. @PPAIAT ASAL AR} 0
P1 y&10%& ()-< WLOY& ()- 10gg 10gg- 1@ggl
90' 10%g&’ () - L#! 90' 10%n&’ () - L#! 90' 10% | & () - LEAAAAB>BBABOPL y&10!\
109& ()-s109%& ()- MLOY& ()-!109%& ()- Z109% ()- | DLO% () - BBC=CMEEEdEOP1

y&10! 4 % 0%&' () -"109%& 0% ( 109&' (

010%&' ( ]E‘El‘:i& Eﬁ’ﬁéﬁr%%f—’ﬁ: é%ﬁ&i’é?qgéﬁ}% '(hffz&faﬁ%@()‘lf\\quw/& () 10 10
S A S S Y A o

' data.

When the stere terminal 9 after the activation gains
access_te the management center 3 and obtains-the data in
.this manner, and ‘when there isza line malfunction eueh as a
reduced deta transfef.rate‘due to increased traffic and a
switchboard feilure, or when the store terminal 9 is moved'
to a etorefront andlis'used off-1line, it becomes difficult
for the store terminal 9 torobtain the data from the‘
management eenter 3'{Figs 17 andl18) In such cases, the‘
store termlnal 9 stores the data, which are to be deleted

- when power is turned off 1n the hard dlsk drive 33. When
the data cannot be obtained even after a predetermlned
'perlod of time has elapsed, the store terminal 9 begins
processing pased on the data stored -in the hard disk drive
33.‘

| Thefefore;.the store terminal 9 can deal with a line.
malfunction. Furtherﬁore, the store terminal 9 can be used
at a location such as at a storefront in which it is |
difficuit to.esteblish a line_coenection. When the store
~terminal 9 stores the key data and the 1ike in the hard disk

.d:ive 33 in this manner, the dataeare encrypted%endare'
recorded (Fig. 3).. Therefore, leakage of key data due to

‘theft or the like is prevented.
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When such a line malfunction continues {Fig. 19)} the
managémentlcenter 3 downloads the data to the portable
termina;-so, and subsequégtly the portable terminal 50 is
carried to thé étore and ﬁploads the data to therstore
terminal 9. In this waf, the eiecéronic monéy system 1 can
deal with a line‘mélfunction‘ofithe like.

As in the case in which data is exchanged between the

P

management center 3 and the‘store'terminal'Q; the porfable-
terminal 50 énables the management ceﬁter_3 and the store
terminal 9 to exchange .data with each other by enéryption
 and mutual authentication using kej data. Furthermore, the
data obtained from the ménagement ceqter 3 is encrypted aﬁd
recorded. Accordingiy,.evén when a mishap such as theft or
'thé-like occurs, the security of the system is ensured.

In this mahner, key data and the like are diétributed
in the eiectronic monéy s?stem'l, and hence data can be
exchanged”secufelj.' On the_assumption‘that-encryption using
the key data is performed and that the signature is added,
the issuing terminal 6liSSues the IC card 2A Which carries
therein electrbnic money availabie _ Specifiéally, in the
electronic money system 1, when the IC card 2A is set omn the
issuing termlnal 6, mutual authentlcatlon is verified
between the IC card 2A and the reader/writer 6A of the
issuing terminal 6. Suﬁsequently, data is exchanged between

the management center 3 and the issuing terminal 6, thus
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reeeréing a region in the IC card 2A, which is required fo

perform electronic money processing. Furthermore, various

key data requlred to exchange data among termlnals the

1dent1f1cat10n code of the IC card 2A, and the like are

_reCOrded. At the managementhenter 3, the identification

ccde of the IC card 2A,cr.£he like is recorded in the
. ' transaction database 15. |

When fhedIC card-éB is set on the cfediting terminal 7,
mutual authentication is similarly verified between the IC
'card 2B and the reader/wrlter 7A of the credltlng terminal 7.
Subsequently, data is exchanged between the-crediting
terminai 7 and the bank hefwcfk 8‘thrcugh the connection
eerver'13, thus withdrawing cash from a user's account and
updatlng the amount of electronic money recorded on the IC
card 2B. Accordingly, electronlc money is credited to the
IC card 2B. The crediting is recorded on the IC card 2B,
and the’data'is communicated to the management server 5 at
the management cenfer-B; As a result, concerhing-the record
for the IC card 2B stored in the transaction database 15,
the amount of electronic money stored on the ICIcard 2B is
updated. |
When a user goes shopping and purchases items at a

store, the payment amount is subtracted from the amount of

electronic money recorded on the IC card 2. In addition,

the reduction in amount is communicated to the management
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center 3.
Speolflcally, when maklng ‘the payment u51ng electronic
money, and when performing the transactlon only by the store

termlnal 9 (Figs. 2 to 4}, the store operation unit 22 of

-the store terminal 9 is operated to total amounts to be paid

for the items, thus computlng the total payment amount
Furthermo:e; the user is instructed to place the IC card 2C
on the card bresentation holder 21B. When the IC card 2C is
Placed, mutual authentlcatlon is verlfled between the IC

card 2C and the reader/writer 9A (Figs. 5 to 8) The .

recorded balance flgure of the electronlc money on. the IC

.card 2C is loaded When there is a suftlcient balance

available, the payment amount is subtracted from the balance

rfigure, and the amount of electronic money recorded on the

IC card 2C is updated. The store terminal 9 records the -

payment made using- the electronic money so that the store

terminal 9 can batch upload payment records subsequently.

At this point, in the electronic money system (Fig. 8),

~ a write command is issued to the IC card 2C, instructing

that the amount of electronic money should be updated. When
a communication that the updating'is oompleted is_received
fromrthe'IC card 2C, the store terminal 9 records the
payment and becomes capable of communicating the payment
record to the management center 3. In this way,'when the IC

card 2C is removed from the card presentation holder 21B by
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- the user before the amoupt,of electronic.mohey on the IC
Hcard 2C is updated and the processing is thereby cancelled,
"both the IC csrd-zc-and the store terminal 9 are maintained
ih a state before the prooessing-Starts. Accordingiy,
51tuatlons in which the amount settled by the management_
'center 3 dlsagrees w1th the amount of electronic ‘money on

— the IC card 2C are-av01ded;

S

- Since the backup power sﬁpply 35 is‘provided,
-,interruptions of the prooessiﬁg_are prevented e#en'when, for
example, the piug is disconnected and the commefcial power

supplf is cut off after the1Updating of the amount of
eelectronic money has been instiucted.' Therefore, situations
in which the amount settled by the management center 3
‘ disagrees with the amount of electronic money on the IC card |
2C are avoided.
When no response is reoeived from the IC_card 2C even
- after a predeterminedﬁperiod of time has elapsed, the userr
is again instructedrtorplace the IC card 2C, and the
proceSsing.is_agein repeaped from the beginning. .Therefore,
‘even when the IC card 2C is'remofed within the period-from
the updating of the'amoﬁnt of elecfronic money on the IC
pcard 2C.to the responding from the IC card 2C, and hence the
processing is canceled, it is possible to aﬁoid situations
in which the amount of electronic money on the IC card 2C is

‘updated by overwriting the IC cardléc, subsequently the
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stoié terminal 9 records the paymeht; and hence the amount
settled by the.maﬁagement centér 3 disagrees with the amount
of electroﬁic money on the IC card 2C.

Since the péymeﬁf is recorded in the store terminal 9
only after a response‘from the_IC.card 2C is rebeiVed, the
péymentrwill not be recorded in the store terminal S when

:the IC card 2C is removed within-the brief period from the

s,
Ry

'updating df the electrdnic money- on the IC card 2C to the
'responding froﬁ_the IC card-ZC; When the IC?Card 2C is -
rremoved to cancel the processing, and when the.method of
-payment is changed.from using electronic money.to'using caéh,
fhe amount settled by the management-center 3 and the amount
of electronic money on the IC card zc'diségfee with each

~other. Neverthéiesé, it is at least possible to prevent the

7 managementrcenter 3 from settling the payment using ’
electronic money, and hence diéadvantages to fhe user are
évoided; .

In such cases, since the store términal 9 includes‘the
backup poWer supply 35, ét least situatiéns which may give
rise to disad§antages to the user afe avoided. .
| -At the stage of making the payment using eiectronic
money, the user who'ﬁas selected fo péy by eiectronic money.

Vmay change the user’é mind and may wiéh to;pay by cash or
the like. The store may charge a different customer's bill

to the user by mistake. In such cases, in the electronic
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money system 1, the Cancel.key is operated to cancel the

' payment processing using‘electronic money (Figs. 5 and 6).
| In this way, when the user is 1nstructed to place the
IC card and the electronic money transaotlon is performed
it is possible to-prevent the user from performlng
operations such’as removing the IC card in hurry so as to
ohange_the method'of payment. It is thus possible to
minimize situations in which data transm1551on and receptlonr
between the Ic card and the store terminal 9 become
dlfflcult 1n the course of prooe551ng ' By performlng
prooe551ng lnlaccordance—w1th the progress of the processing,
it is possible to avoid.situations_in which the amonnt
settled b? the.management center 3 disagrees with the amount
of electronic money:on the IC care; The cancellation of the
processing offers advantages to the user, and hence the
usability of thelelectroniormoney system 1'is-improved.

The eiectronic money system l.accepts,canceling
operations‘until theheiectronic money system 1 instructs the
IC card to change the amount of eleotronicfmoney,

-Subsequent to instructing the iC,card to change the amount
of electronic money, the electronic money system 1 does not
accept canceling operations. It is thus possible to prevent
situations in which, even when the processing has been
cancelled, the emount of electronic money on the IC card is

- reduced. It is also possible to prevent situations in which
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the amouﬁt settled by the management center 3 disegrees with
the amount of electronic money on the IC-cerd When the
~amount of electronlc money on- the IC card is reduced even
though the proce551ng-has been cancelled, it is pos51b;e to
‘employ‘a p;ecees of again‘uﬁdating the amount of electronic
money inVOrder fo'recover the original state. JIn this dase,

the pfocess has disadvantages in that the process is

N

complicated and in that the‘duratien fer-which the IC card

’imusf be placed is iﬁcreased. According to fhe pPresent
embodiment, canceling operationS'are not accepted after the
,instructioe is giﬁen tc update the amount of eleetronic
money, and hence situations in which the amount settled by
the management center 3 disagrees with the amount of
electronlc money on the IC card are av01ded u51ng a simple
process

In contfast, there are cases in which there is

insufficient electronicfmoney available to make the;baymeet.
In such cases, in the electronic money system 1, the user is
informed of the outstanding money or the like when the full
‘amount of electronic money isrused te make the_payment'(Fig.
79). For example, when the user is to purchase items, ther

' USe; may reduce the number of items to be pﬁrchased in order.
that the user ean make the payment usiﬁg electronic money.
Aiternatively, the ueer may abandon_the'purchese of the

items, or the user may select various methods of payment,
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such as paying by a comblnatlon of electronlc money, cash
and credlt card In thlS way, the usablllty of the
electronic money system 1 is improved for the user.

In the electronic moﬁey_system 1, after the user has

been informed that there -are ihsufficient funds available to:

make the payment, the canceling operation is performed to

ﬂcancel the proce551ng of the payment u51ng electronic money

In contrast when the execute optlon is operated the

proce551ng of the payment using electronic money is executed

so that the full'amount_of_electtonic money on the IC card

is' used to make the payment. Specifically, the IC card .is

instructed to update the amount of electronic mOney, and the

, change in the amount of electronic money is recorded so that

7 confirm the payment method, and the payment ueing electronic

it can be sent to .the management center 3.

In the electronic moneY-systemll, the user is asked to

money is processed. Therefore the user's de51res are

reflected in the processing, and the usablllty is 1mproved
If there is insufficient electronlc money available,

the process1ng is 1mmedlately canceled in response to the

‘cancellng operation. Therefore, even in the middle of

computing the total amount, it is possible to allow the user
to change thefpayment_method[ such as paying by cash, credit
card, or the like, and to allow the user to cancel the

pburchase of items. Therefore, the usability is improved.

“$+ bC
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In such cases, canceling operations are not accepted
.after the IC,card has been instructed to update the,amount
"of electronic money. It is possible to communicate the
payment record to the management center 3 after the
'management center 3 receives a response from the IC card
It is therefore possible to avcld srtuatlons in which the

amount settled by the management center 3 disagrees with the

/;"‘D‘\: . -.

amount of electronlc money on the IC card usrng a 51mple
' process |
At a store in which the POS reglster 24 and the store
'termlnal 9 are connected to perform transactlons for
example, bar codeés attacned on items are read by the POS
regiSter 24, and the total payment amount is computed by key
' operation of the POS register 24.. The store terminal 9 is
configured to obtain the payment amount {(Fig. 10).
According to the electronic money-system‘l, tne'user is
instructed to place the IC card. 1In response.toythe
instruction, the user places the IC card'on the card
presentation hoider.21B, and the payment processing is
performed in_whicn the payment amount computed by the POS
‘register 24 is paid nsing electronic money (Figs. 11 and 12).
In the electronic money system 1, When'nsing‘bOth the POS
registerrzg and the store terminal 9Ithat handles electronic
money, it is possible to omit an operation to againrinpnt

the payment amount to the store terminal 9 so that the
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the burden on the salesclerk is lessened, and improper
loperafionsAare avoided.

The amount paid using eleCtronic'money'in:this manner
1s communlcated to the POS reglster 24. The POS reglster 24

‘, subtracts the amount pald u51ng electronic money from the

total payment amount, and the transaction is terminated. In',
" the electronic money system l; lt is possible te omit ah
operation te again input the amount paid using electronlc

= money to the POS register 24, ln this way, the burden on

the'salesclerk is lessened, and imp:oper operetions can be
avoided. |

When the store terminal 9 operates in cooperatlon Wlth-
the PGS reglster 24 to perform transactions in this manner,
cancellng operatlons are accepted before the updatlng of the
electronlc money is instructed. The payment record can be
communicated to the management center 3 when a response from
the IC card is received. Therefore, situations in which the
amount settled by the'mahagement center 3 disagrees with the
amount of electronic money ere avoided,

When the'processing is canceled in the case in which
the store terminal 9 operates in cooperation with the POS
register 24 to perform transactions iﬂ this manner, hothing

has been paid by electronic money. Hence, a payment amount

- of 0 yen is sent to the POS register 24. .By opereting the
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credlt card or the llke

_ When the;store termlnal 9'opérétes in cooperation with
the POS regiSter.24 to perform transédtioﬁs in'this-manner,
and when there are insufficient fﬁnds available to make thé

payment, the user is asked to confirm_the payment method.

In response to ‘an execute instruction, the payment

| )

-procgssingrusing electronic money is performéd. Accordingly
in the eledtroniq money system 1, whén the étore terminal 9
operates in coopefation with-the éOS'register 24 td—perfofm

. a traﬁsacfidn the user is ‘asked to conflrm the payment

method .and then the payment proce551ng using electronic
money is performed. . In,thls way; the user's de51res are-
reflected in the processing, and the uSabiiity is thus
improfed. |

i When there are insufficient funds available io ﬁake the
ﬁaymeht; and when the user selects to pay by electronic"
money, in the electronic money gystem 1, part of the tptal
payment aﬁount is ﬁaid using electronic monéy’rédorded on
the IC card. -SubSequently, the 'amount paid by the
-electronic money is éommugicated to the POS register 24, so
that the balance can be paid by cash or the like.

In such a case,-for exampie, the unit price of an item

is set in lOO—Yen‘unifs at the store so that the Stbie'does

not have to give change in small coins. The amount of money
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recorded on the IC-card may haﬁe a fractional part In such
a oase when the full amount of the electronic money
'Vrecorded on the IC card is used to make the payment the -
'necess1ty of g1v1ng change 1n small coins in response to the
payment by cash may arise.
- :In the electronic money syStem 1, the amount to be-pald

C by electronlc money is set based on payment terms set by the

. Py

store term1nal 9 (step SP58 in Flg 12).- Therefore, the
'store s 1ntent10n of, for example not keebing coins for the
giving of change and the user s de51res are reflected in
settlng the payment amount In this way, the usablllty is
‘further improved. | |
| Snecifically; according tolthe present embodiment} the
amount of the electronic money recordedlon the IC card is
rounded down in predetermined'units, and the amonnt to be
dpaid using the electronic'money is thus set.r In the
foregoing case, it is not necessary to give change:in small
coins when the balance is paid by cash, thus achieving the
‘store's intention. Therefore ‘the usability of the
_electronlc money system 1 is improved, and great advantages
.are offered by the electronlc money system 1. In addition,
improper operatlons by the salesclerk are av01ded{ In this
case, the user does not receive change, and hence electronic

money becomes more advantageous.

- In the electronic money system 1, when the store
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terminal 9 records tne payment using electronic-money, and
when ‘the salesclerk operates the store termlnal 9 to total
' up payment records, the records are uploaded to the
:management‘center 3 in which the balance'flgure of each IC
card the pajment amount the payment date, and the like are
- recorded in the transaction database 15. Baeed on. these

records the management center 3 instructs the bank network

o
—

8 to settle the payments using electronlc money, and hence
_ the settlements are completed.

In the-uploading process, when the totaling-up of dally
sales-ie started by the salesclerk (Figs. 13 to 15), a line
connection is established with theimanagement center 3. -The
payment records are transmitted-through'the'line to the
management center_a, and therpayment records ate_uploaded.
In_tnis way, in the electronic money-system ltrthe'data are
uploaded to the management center 3 and a se:ies of
ptocesses¢concerning payments using electronic-money,is .
completed without cansing the salesclerk to belconscious of
the uploading operation to the management cente: 3, as in
=tne totaling—up of sales using the conventional POS register

| 24. . | |
| In the uploading process, the electronic money eystem 1
uses the total number of_records as a denominator and the

number of unsent records as a numerator and displays the

progress of the uploading in the form of a fraction {Fig.
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7 _16). The salesclerk who executes the totallng up process
‘can monltor the progress from readlng the dlsplay, and ‘hence
the usablllty of the electronlc money system 1 is improved.
" When' uploadlng data through a communication line,'it
may take a very long perlod of tlme due to a llne
malfunctlon caused by 1ncreased trafflc Also, a line‘
d-j "malfunction causing difficulty in establishing'a connection
</ ) o - S o : ' ' .
may occur. Totaling-up operations in general are performed
after business hours. When the upioading requires a—ver?
long period of time, and when it becomes.difficult to
‘ perform the'uploading due to a connection failure, the
salesclerk cannot go home if no measure is taken to solve
" the problems.

Accordlng to the electronic money system 1, when a
process is not completed after a predetermlned perlod of
'tlme has elapsed the process is termlnated ‘
'1ndlst1ngulshably from a case in whlch the process is
properly completed. In ‘other words, the process in this

- case is 1ntent10nally terminated as if it were properly
termlnated. When the process. is performed by a salesclerk
\1nexper1enced in operating the store termlnal 9, the
salesclerk is not requ1red to- perform addltlonal operatlons
in order to process dally transactlons ‘The salesclerk can

total the sales securely and can .conduct shutdown actions

and the like. Hence, the salesclerk can handle daily



1'Y9d0% & ()-P'"10% & ()-10% & ()- - 10% & ()- '10%;&'(? !<=%10%&1()-\!!"
FXHdYNC 1110, 10, 10, 8! 10% & ()-610% & ()-2!10% & ()-,) —_—
10% & ()-C 10% & ()- #####SISAEYNC 11 10% & () - YSHL0MWE ()-HY 1§ ‘JUr\i 2004
"109% () - ClO%& () - #&&109%&' () - <<10%M&'()-J$@®®&&}§&dEYNC 1!
#!10%&f()-nTlO%ﬁ&f()-'0!10%&f()- 109 ()-0- lp%A& ()--
109 ()-&8&&3' M ' (dEYNC 1! .0!'10%& ()--- 109%& ()- +
10%&' ()-,)10% ()-C 10%&'() YodovR' ()- ((())) )))bC
AR 10%&'() Y<<10%& ()- 10 10 10y8! 109%& ()-=6
‘109 ()- 2! 10% ()-))0) h) +++_>bC 1 @ADL ()-#)
q'$109%5&' () -!<&109%} & ()-109& ()- *109% & ()-
109%&' ()-+-------- rS4|D10%&'() % 109%& ()-<<WL0%&' ()- 10 10
' tramsactions in splte of 11ne malfunctions.
In this case, the management center 3 can be aware of
the fact that there are unsent data in the store terminal 9.
In the electronic money system 1, at a'predetermihed time
.thatithe store terminal 9,seems to'be activated, that is, at
a predétermined point after the data has been downloaded
£ - A‘afterrthe activation, the management center 3 accesses the
{ ‘ : | _
store terminal 9, and unsent data"are uploaded. This may
solve problems such as a llne malfunction caused by
temporary lncreased traffic.
When malfunctioning of a line is not Ffixed, an- assigned
- maintenance staff is sent to the store. The maintenance
staff connects the portable terminal 50 to.the store
terminal 9 (Fig. ‘19), and the store termlnal 9 uploads‘
unsent data. to the portable terminal 50. Subsequently, the
_sdata are downlocaded from the‘portable-terminal 50 to the
management server 5. 1In this way, in the electronic money .
system i, .when such a line malfunction continues, the data
are uploaded from the store terminal 9 through the portable
termlnal_so. 'Accordlngly, the electronic money system 1
functions properly despite the llne malfunctiocn or the like.
At thlS tlme, as in the case in which data is exchanged
between the_management center 3 and the store_terminal 9,

the portable terminal-SO-enables the management center 3 and

the store terminal 9 to exchange data with each other by
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securlty of the system is ensured.
When the maintenance staff is sent to the store to do

maintehance, the maintenance staff can'confirm -8, connection

'to ‘the management center 3 from reading the display screen
: for dlsplaying the data uploading (AR in Fig. 16)11n which
the connection state is displayed-in detail. Hence the

_Working eff1c1ency of the maintenance staff is enhanced.

{9) Advantages of:the embodiment

‘With the ahove‘arrangement,'when communicating a batch
ef'reCOrds of-the updating Qf electronic money to the
management cehtet through a communication line;,and.When_the-
communicatihn cannot be'coﬁpleted within a predetermined
period of time, the communication to the management center
is terminated 1ndist1nguishably from a case in which the
communicatioh to the management*center is completediwithin_
the predetetmined time. Therefore, when a line connected_to
the:management.center has a malfunCtion;-it is,possible to
tarminate the‘processing'without berfotming additional
pfocessing, and hence daily transactions are completediin

spite of the malfunction.



C110% & ()-!d<- PLO%, H, & ()- ! US&+L09%98, 9& & ()- 10( 10( 10(y8
A0% & ()-w * LLMPM MWNaB7= 102t 4#&100R& () - b2! 10% & () - Og |
10% & ()-.]110% & ()-! HL*j ! 109&Z& () -1} Ve( 10%& () - JNNNNN( NKO<Qj H= ?Sg?!j N 2004
@10922& ()-/1 x@WF10%\ & ()-/\&@0% & () - v10%& ()-yW0% & ()- 10
© 107<QSSSSSSSSUVT\ &10% & () - D10% & () - $10% & () - Vyv10% & ()- 10 10
10! >@10%&: () - / SETTORSUULN2UVT#3" 10% & () -1 LI 1 10% . & ()-¢ 10% & () - - ,
10% & () -1 xwdA0% ,\, & ()- 10%&. ()-*U'VGNEXYYY YAPB4 10,, 10,, 10,,! O<.
10%, & ()-}0<. 10%& ()-}iL*"10%! ()- 1K THRI0%, <, & () - 10%& () -
'.Y'YOY1Y8YBYdeBPB4 :
10,,1."10% , & ()-<10% & ()-D10% & () - YWL0% & () - VEO10%& () -
\ 10% & () - yYeZ\ ARARAAL SA\ &10% & () - <ys10% & ()- 10 10
10'J)10%&f() Whel) th8eadiniin#ta0%0R' ¢p- the>manablmesd! center cannot
- <1 8109w’ ()- 1<l 810% , & ()-! E) 109%) & () - pi =94.0%l&’ ()-c10% & () -
|10@b&f(Pebﬁﬂmﬁdedﬁd"dﬁthEDt@%ﬂ& OF- $1e%u10pdihd of electronic

money are uploaded by the management'center by'accessidg the
:store'terminal When the llne malfunctlon is fixed at that

moment, unsent data are uploaded ,It‘ls therefore possible

to perform the_settlement processing.iﬁ-spite of, for’

 example, a temporary line malfunction.

o

By switching the‘operetion mode; instead of -
communicating to:thermenagement ceoter;through a
;communication'line; the records of the updating of
: electronlc money are recorded in the portable -terminal and
1.are thus uploaded For example, when a llne malfunotion
contlnues, unsent data can be uploaded through the portable
. terminal. Hence, it is p0551ble to perform the settlement
proce551ng in spite of the line malfunction.
By switching the operation mode, 1nstead of obtaining
,deta such as the invelidity list through a communication
line, it is possible to obtain data required tor electronic
money proce551ng transactlons from the portable terminal. |
In this way, even when it is 1mp0551ble to obtaln the data
through the 1line due to the line malfunction, the data can
‘be‘obteined through the portable termiﬁel_despite theeline
ﬁalfunction. -
In the case in which data reooired for electronic money

processing transactions is obtained through a communication
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Therefore, even when it is difficult to obtain the,deta due

~. ~  to a line malfunction, a temporary change in the

.installation'of-the terminal unit, or the like, it is
- .possible to perform transactlons based on the data possessed
up until that tlme It is therefore possible to perform.

‘transactlons despite the line melfunction and the like.

(iO) -Other emoodiments
Although fhe foregoingrembodiment'has been described
VWith the'cese in which, when the'reoords of paymente cannot
.be.uploaded within a predetermined period of time, the
Vrecords are uploaded‘by accees‘obtained by the management
center, the present invention is not limited to this’

'~ embodiment. Eof example, the store tefminal can measure the
durafion,'and after a predetermined period‘ofetime has |
“elapsed, the store terminal can automatically dial up the

.~ management center and cen upload the records.

- Although the foregoing embodiﬁent has been described
with the case in which the store terminal.uploads and

downloads data using the portable terminal, the present
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the automatic vending machlne server can' upload and download
-h data using the portable terminal.
Although the. foreg01ng embodlment has been descrlbed
',w1th the case in whlch transactlons are processed based on
the old 1nvalld1ty llst and key data when time has run out.

SR ' - the. present 1nventlon is not llmlted to this embodlment

PN
e

For examplel whenh it is dlfflcult to establlsh a connection
'_'to the management center, it is p0551ble to 1mmediately
start processing a transactiOn based on the old lnvalidity
 list and the key data. -
| Although the.foregoing embodiment has been described
with the case in'which the store,terminal that gains-access
tO‘the management-center-by predetermined operations_
processges transactions based on the old 1nva11d1ty list and
the key data the present 1nvent10n is not llmlted to this
embodlment. Since 51m11ar 51tuatlons may arlse in the
1ssu1ng termlnal and the credltlng termlnal Whlch exchange
various data- WlIh the management center 1n real time due to,
for example, a management server malfunctlon these
.termlnals may perform 51mllar proce551ng ‘ Furthermo:e, the
presentrlnventlon‘can be‘applied to a store'terminal Which
uploads payment records in real time.
Although the fore901ng embodlment has been descrlbed

with the case in which the present invention is applled to
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the electronlc money system using a so~called closed loop
system in which amounts of electronlc money recorded on IC
rcards.ere recorded end'controlled by the manageﬁent center,
the present invention is not limited to this embodlment
The present 1nventlon 15 also appllcable to an electronlc
emoney system u51ng a so called open loop system

P S .Although the foregoing embodlment has been described

i,
o - .

with'the-case'of‘separatelylproviding_the‘§OS register

employed in making-pajﬁents by'cash,end the store terminal,

which is the electronic money terminal, the present

‘invention is not limited to this embddiment.,'The present

inventien can be applied to a'cese in which the POS regisrer
" and the store terminal are integrated.

Althoﬁgh‘the foregoing‘embodimeﬁt has been described
#ith_the case in which_the electronic monef;system is
'coﬁfigured using,contactless_IC cards, the presenr_invention '
Jis net‘limited to this embodiment. The present iﬁveﬁtion |
can be breadly applied to a case in which an electronlc
money system is configured uéing'contact IC cards and to a
case in which'an'electronic money system is eonfigured usiné
e-portable information unit such-as a cellular phone in

blace of an IC card.
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1. An electronic money system comprising

an electreonic meoney terminal for updating the amount of
electronic money in a portable electronic device that stores a
value of the electronic money, said electronic money terminal
comprising recording means for recording the updating of the
electronic money; and

a management section to which an update record for the
updating of the amount of the electronic mohey is batch
transmitted through a communicating line;

wherein said electronic money terminal further comprising

communicating means for batch communicating a piurality of
update records recorded in said “recording means to said
management section;

terminating means for terminating the communication to
sald management section in case that the communication is not
complieted within the predetermined period; and

means for providing a predetermined screen display when
the communication to the management section is terminated, the
same screen display being provided as that provided in a case
in which the communication is completed within the

predetermined period.

2. Bn electronic money transaction processing method
comprising:

recording étep of recording the updating of the amount of
electronic money in a recording unit of an electronic money
terminal; ' -

communicating step of batch communicating a plurality of
update records recorded in said recording unit to a management

section through a communication line;
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terminating step of terminating the communication to said
management section indistinguishably from a case in which the
communication is completed within a predetermined. period when
the communication to said management section is not complete
within the predetermined period; and

providing a predetermined screen display when the
communication to the management section is terminated, the same
screen display being provided as that provided in a case in
which the communication is completed within the predetermined

period.

3. An electronic money transaction processing method
according to claim 2, wherein the update records are updated by
said management section by accessing said electronic money

terminal when the communication is not completed.

4. An electronic money terminal comprising

updating means for updating the amount of electronic money
recorded in a portable electronic device;

communicating means for batch communicating the updating
of the amount of the electronic money to a management section
through a communication line; 7

means for recording the updating of the amount of the
electronic money into a portable electronic money terminal
instead of communicating the updating of the amount of the

electronic money through the communication line.

5. An electronic money terminal comprising
updating means for updafing the amount of electronic money
recorded in a.portable electronic device;

. communicating means for batch communicating the updating
of the amount of the eiectronic money to a management section
through a communication line; and

means for obtaining data required for electronic money

processing from a portable electronic money terminal instead of
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ABSTRACT OF THE DISCLOSURE
ELECTR(DNIC- MONE_Y SYSTEM AND ELECTRONIC MONEY TERMINAL
An electronic money system terminates communication to
a management center ihdistinguishably from arcase in which
the communicatiqn to the management center is completed
within a predetermined period when it is impossible to
complete fhe communication to the management center within
the predetermined period. By switching_an operation,ﬁode, a
predetermined portable terminal is used inétead of a
communication line to upload and download data. When it is
'impossible to obtain data‘required for processing through
the communication line, processing is performed based on

data possessed up until that time.

Fig 2



