
WO 2004/057799 PCT/CA2003/000194  -1 Title: WIRELESS/LAN ROUTER QUEUING
METHOD AND SYSTEM  FIELD OF THE INVENTION 5 [0001] This invention relates
to wireless networks and more particularly  to a queuing method and system
for wireless/LAN routers. BACKGROUND OF THE INVENTION [0002] The delivery
of text-based messages (i.e. data packets) from a  10 sending device to one
or more receiving devices over a wireless LAN,  presents special
challenges. Typically, the message is routed through a  wireless gateway
where it is temporarily stored until it has been transmitted to,  and
stored within, an electronic mail server of the data network. Receiving
devices are then able to retrieve stored messages from the electronic mail
15 server at their convenience. The speed at which electronic messages are
transmitted from a sending to a receiving device depends in part on how
efficiently data packets are transported from a sending mobile device to an
electronic mail server through wireless communication networks. [0003] When
a wireless gateway receives a data packet from a mobile  20 device over a
wireless network, the received data packet Is sent to a  destination
electronic mail server. However, to ensure that the data packet is
successfully transmitted to the destination electronic mail server and not
lost  in the meantime, the wireless gateway generally stores the data
packet in an  internal permanent storage device (e.g. a database server or
a file system) 25 before transmitting the data packet. Typically, the
wireless gateway waits until  the permanent storage device confirms storage
of the data packet before  proceeding with processing the data packet or
even with sending  acknowledgement of the receipt of the data packet back
to the mobile device.  This kind of storage procedure appreciably slows
down the processing of data  30 packets within the router. WO 2004/057799
PCT/CA2003/000194  



-2- SUMMARY OF THE INVENTION [0004] The invention provides in one aspect, a
method of processing  and routing a data packet from a wireless mobile
network to a destination  5 server, said method comprising the steps: (a)
receiving the incoming data packet from the  wireless mobile network; (b)
initiating the storage of the data packet in a  permanent storage device
based on a permanent  10 storage queue; (c) simultaneously delivering the
data packet to  the destination server based on a main queue; (d)
determining whether the data packet has  been acknowledged by the
destination server; and  15 (e) aborting the storage of the data packet in
the permanent storage device if the data packet  has been acknowledged by
the destination server  and if the storage of the data packet has not been
completed. 20 [0005] In another aspect, the present invention provides a
system for  processing and routing an incoming data packet from a wireless
mobile  network to a destination server, the system comprising: (a) a
wireless transport module for receiving  the incoming data packet from the
wireless mobile  25 network; (b) a permanent storage device associated with
the wireless transport module for storing the data  packet until
acknowledgement of the data packet  from the destination server; WO
2004/057799 PCT/CA2003/000194  



-3 (c) a database thread associated with the  wireless transport module
adapted to manage the  operations being performed on the data packet  and
for initiating the storage of the data packet in a 5 permanent storage
device based on a permanent  storage queue; (d) a main thread associated
with the wireless  transport module for simultaneously delivering the  data
packet to the destination server based on a  10 main queue; (e) said
wireless transport module being  adapted to determine whether the data
packet has  been acknowledged by the destination server and  aborting the
storage of the data packet in the 15 permanent storage device if the data
packet has  been acknowledged by the destination server and  if the storage
of the data packet has not been  completed. [0006] In another aspect, the
present invention provides a computer- 20 readable medium having stored
thereon a set of instructions, said set of  instructions, which when
executed, perform the steps comprising: (a) receiving an incoming data
packet from a  wireless mobile network; (b) initiating the storage of the
data packet in a  25 permanent storage device based on a permanent  storage
queue; (c) simultaneously delivering the data packet to  the destination
server based on a main queue; (d) determining whether the data packet has  



30 been acknowledged by the destination server; and WO 2004/057799
PCT/CA2003/000194  -4 (e) aborting the storage of the data packet in  the
permanent storage device if the data packet  has been acknowledged by the
destination server  and if the storage of the data packet has not been  5
completed. [0007] Further aspects and advantages of the invention will
appear  from the following description taken together with the accompanying
drawings. 10 BRIEF DESCRIPTION OF THE DRAWINGS  In the accompanying
drawings: [0008] FIG. 1 is a schematic diagram of one embodiment of the
wireless gateway of the present invention and the surrounding network
environment; 15 [0009] FIG. 2 is a schematic diagram of the database thread
that  manages the permanent storage queue implemented in the wireless
transport  module and utilized to store data packets within the permanent
storage device  of FIG. 1; [0010] FIG. 3 is an event sequence diagram that
illustrates the typical  20 data flow of a data packet sent from mobile
device to a destination electronic  mail server through wireless connector
system of FIG. 1; [0011] FIG. 4 is a finite state machine representation of
the functionality  of the database thread of FIG. 2; and [0012] FIG. 5 is a
schematic diagram illustrating an example of a  25 permanent storage queue
utilized to store data packet operations within the  permanent storage
device of FIG. 1. DETAILED DESCRIPTION OF THE INVENTION [0013] FIG. 1
illustrates the main elements of a wireless gateway 10  



30 built in accordance with a preferred embodiment of the invention.
Specifically, WO 20041057799 PCT/CA2003/000194  -5 wireless gateway 10 is
adapted to route data packets 15 received from a  mobile data communication
device 14 over wireless mobile network 16 to a  destination electronic mail
server 18 through a wireless connector system 20.  Specifically, wireless
communication network 10 allows for a more efficient 5 routing of data
packets 15 (i.e. messages) from mobile device 14 to  destination electronic
mail server 18 through wireless gateway 10 while still  providing a high
degree of data packet safety. [0014] Mobile device 14 is any commercially
available mobile data  communication device adapted to transmit data
packets 15 to wireless mobile  10 network 16 (e.g. IEEE 802.11 standard) or
any other wireless protocol for wireless communication. In a preferred
embodiment mobile device 14 is a  hand-held two-way wireless paging device,
however, mobile device 14 could,  alternatively be any other type of mobile
communication device capable of  sending and receiving messages via
wireless mobile network 16, such as two 15 way paging computers, personal
digital assistants (PDAs), portable electronic  messaging devices, cellular
phones, or handheld e-mail clients. [0015] Wireless mobile network 16 is
preferably a wireless packet data  network, (e.g. Mobite)TM or DataTACT^"),
which provides radio coverage to  mobile devices 14 and has limited
bandwidth capabilities, although it could 20 be one of any other types of
commercially available wireless networks.  Depending on the type of
wireless mobile network 16 utilized, it may be  necessary to route data
packets 15 between a TCP wireless gateway 10  connection and an X.25 or IP
address mobile network connection and vice  versa using an intermediary
routing mechanism that provides TCP clients 25 access to an X.25
connection. As is conventionally known, such a wireless  mechanism could
use NET ID (DataTAC) or FST MAN (Mobitex) to connect  to wireless mobile
network 16. 



[0016] Wireless gateway 10 forms a connection or bridge between the
servers and wireless networks associated with wireless e-mail  30
communication. Specifically, wireless gateway 10 is coupled between
wireless LAN 16 and the hardwired data network that includes wireless
connector _ WO 2004/057799 PCT/CA2003/000194  -6 system 20 and destination
electronic mail server 18. Wireless gateway 10  includes a permanent
storage device 22 and a wireless transport module 24.  [0017] Permanent
storage device 22 can be implemented by any  commercially available
database server with the appropriate speed and 5 storage capacity.
Permanent storage device 22 contains system configuration  information,
system state data, and tables that store mobile device 14  information.
[0018] Wireless transport module 24 is the interface between mobile  device
14 and wireless gateway 10. Specifically, wireless transport module 24  10
communicates with wireless mobile network 16 using the intermediary routing
mechanism discussed above (provides TCP clients access to an X.25 or UDP
connection) and assembles data packets 15 being received from mobile
device 14 over wireless mobile network 16. Once data packets 15 are
assembled, they are sent to the upper layer of the wireless transport
module 15 24 for simultaneous storage in permanent storage device 22 and
processing  through wireless gateway 10 to wireless connection system 20
and eventually  to destination electronic mail gateway 18. [0019] Wireless
connector system 20 is part of the wired, backbone  network and is coupled
to wireless gateway 10. Wireless connector system 20  20 communicates with
wireless gateway 10 and each electronic message serer that connects to
wireless gateway as a unique address called a UID or an  SRP ID. [0020]
Destination electronic mail server 18 is coupled to wireless  connector
system 20 and is a conventional electronic mail server (e.g.  



25 Exchange Serer manufactured by Microsoft of Seattle, Washington). It
should be understood that any other commercially available electronic mail
server could be utilized within wireless gateway 10. For purposes of
illustration, only destination electronic mail server 18 has been discussed
as a  possible destination, although it should be understood that the
inventive 30 method of wireless gateway 10 is applicable to various types
of destination WO 2004/057799 PCT/CA2003/000194  -7 devices and
communication services (e.g. weather service, news service, stock  quote
service, etc.) [0021] Now referring to FIGS. 1 and 2, according to the
queuing  method of the present invention, when wireless gateway 10 receives
a data  5 packet 15 from wireless mobile network 16, wireless transport
module 24 routes the data packet to the electronic mail server 18 (path A
on FIG. 1)  while simultaneously writing data packet 15 into permanent
storage device  22 (path B on FIG. 1). These two actions are conducted in
parallel using  separate but concurrently running computational threads.
Specifically, a 10 database thread is used to write data packet 15 into the
permanent storage  device 22 and a main thread is used to forward data
packet 15 to the  destination server 18. [0022] The main thread is used to
forward data packet 15 to destination  electronic mail server 18 through
wireless connector system 20. The main  15 thread manages the transport of
data packets 15 to destination electronic mail server 18 using a main
queue. In many cases wireless gateway 10 can deliver  a data packet to a
destination address (e.g. destination electronic mail server  18) using the
main thread, faster than it can write the data packet to  permanent storage
device 22. In such cases, the method of the present 20 invention achieves a
more efficient throughput of data packet 15 through  wireless gateway 10
since it is not necessary to devote processing time to  the storage of data
packet 15 in permanent storage device 22. 



(0023] The database thread shown in FIG. 2 is used to manage and
coordinate the storage of data packets 15 in permanent storage device 22.
25 The database thread manages the storage of data packets 15 Within
permanent storage device 22 using a permanent storage queue. Individual
worker threads (not shown) are associated with the three basic operations
that are carried out on data packets 15, namely "insert", "update" and
"delete". When wireless gateway 10 receives a message from mobile device 30
14, an "insert" operation is posted. When the routing endpoint (i.e. the
connection point) within the wireless gateway 10 has been located, then the
message is updated in the permanent storage device 22 using the "update" WO
2004/057799 PCT/CA2003/000194  -8 operation to reflect the routing
information within wireless gateway 10. The  wireless gateway 10 routing
data is saved in the event of a component failure  or work re-distribution.
When an "acknowledgement" message is received  from wireless connector
system 20, then a "delete" operation is posted. 5 (0024] Database thread
keeps track (and updates it as necessary) of  the operation that is being
performed on. the data packet and acts as an  intelligent buffer between
wireless transport module 24 and the permanent  storage device 22. At any
one time, there is at most one pending operation. It  should be noted that
when an "update" operation is received following the 10 initial "insert`
operation, data packet 15 is operated on in place (i.e. within  wireless
gateway 24) along with the associated queue entry within database  thread
to reduce memory and CPU overhead. Also, if an "update" operation is .
posted before the "insert" operation can occur, then the data packet 15 to
be  inserted is changed to reflect the update in place. The "insert"
operation will 15 then continue as normal. If an "update" operation is
posted after the "insert"  operation has been completed, then the "update"
operation is submitted to the  permanent storage queue. If the "delete"
operation is posted before an  "update" operation 'can occur, then the
"update" operation is removed from  



the permanent storage queue and replaced with the "delete" operation. 20
Accordingly, the work in the queue reflects the current state/operation of
the  message. This allows wireless gateway 10 to more efficiently process
data  messages since there is no storage of additional operations as is
normally the  case. [0025] FIG. 3 is an event sequence diagram that
illustrates an example  25 data flow of data packet 15 sent by mobile
device 14 to destination electronic  mail server 18. [0026] Specifically,
data packet 15 is sent from mobile device 14 to  wireless transport module
22 at (100). At (102), wireless transport module 24  initiates the storage
of data packet 15 into a table within permanent storage 30 device 22 by the
associated "insert" operation within the permanent storage  queue. The
specific operation of the permanent storage queue is detailed in  detail
below in association with FIG. 4. Data packet 15 is then simultaneously WO
2004/057799 PCT/CA2003/000194  -9 forwarded to destination electronic mail
server 18 at (104). Specifically,  wireless transport module 24 determines
the type of destination device to  which data packet 15 is being sent to
and implements appropriate data packet  handling steps depending on the
destination device type. 5 [00271 At (105), when the location of the
routing endpoint within  wireless gateway 10 is located, wireless transport
module 24 posts an  "update" operation from mobile device 14. That is, the
message is to be  updated in permanent storage device 22 to reflect this
discovered routing  information. At (106), destination mail server 18 sends
an acknowledgement 10 (or refusal) to wireless transport module 24. In
response, at (108), wireless  transport module 24 carries out the "delete"
operation. Specifically, in the  case where data packet 15 has already been
inserted into permanent storage  device 22, wireless transport module 24
deletes data packet 15 from  permanent storage device 22. Alternatively, in
the case where the "insert" 



15 operation associated with data packet 15 is still in the permanent
storage  queue, wireless transport module 24 removes this "insert"
operation from the  permanent storage queue so that data packet 15 is not
written to permanent  storage device 22. It should be understood that these
actions would also be  performed by wireless transport module 24 in the
case where data packet 15 20 has "expired", and it is not possible to reach
the intended destination within a  configurable period of time. Wireless
transport module 24 sends an internal  status acknowledgement confirming
that message delivery is complete once  data packet 15 is inserted into
permanent storage device 22 or if data packet.  15 is delivered to
destination server 18. This step can also involve deletion of 25 data
packet 15 from various other local memories within wireless gateway 10.
[0028] FIG. 4 is a finite state machine illustrating how the database
thread manages the "insert", "update" and "delete" operations that are
applied  to a data packet 15 within the permanent storage queue. As
discussed above,  database thread manages the position and content of the
various operations 30 within permanent storage queue to provide an
efficient utilization of  permanent storage device 22. Specifically, the
database thread combines  data packet 15 operations in order to minimize
the number of storage WO 2004/057799 PCT/CA2003/000194  -10 operations.
That is, there is at most one operation for any data packet 15  within the
permanent storage queue. The database thread also prioritizes  data packet
15 operations within permanent storage queue to minimize the  number of
storage operations as will be discussed in respect of FIG. 5. 5 [0029] As
shown, an "insert" data packet 15 operation is first received  by wireless
transport module 22 at (200). Then at (202), the database thread  places
the "insert" operation within the permanent storage queue and the  main
queue simultaneously. [0030] At (202), if destination electronic mail
server 18 sends an  10 "acknowledgement" at (204) then at (206), the
pending "insert" operation for  



that data packet 15 in the permanent storage queue is removed. That is, in
the case where data packet 15 is delivered to destination server 18 faster
than the database thread causes data packet 15 to be inserted into
permanent storage device 22, it is possible to avoid having to access 15
permanent storage device 22. Accordingly, it is possible, depending on the
availability and response time of the destination devices at issue, to
eliminate  a substantial proportion of access to permanent storage device
22. [0031] Alternatively, if at (202), if the "insert" operation reaches
the top  of the permanent storage queue at (205), then data packet 15 is
written to  20 permanent storage device 22 at (207). If destination
electronic mail server 18 sends an "acknowledgement" at (222), then at
(224), the "delete" operation is  placed within permanent storage queue to
effect the removal of data packet  15 from the appropriate storage table in
permanent storage device 22. If an  "update" operation is received at (214)
prior to the "acknowledgement" from 25 destination server 18 (222), then at
(216), the "update" operation is placed in  .the permanent storage queue.
Once the "acknowledgement" is received from  destination server 18, the
"update" operation is replaced with a "delete"  operation in the permanent
storage queue at (221). [0032] Alternatively, at (202) if an "update"
operation is posted by  30 wireless gateway 10 (i.e. routing endpoint has
been located) at (208), before  data packet 15 reaches and is acknowledged
by destination electronic mail WO 2004/057799 PCT/CA2003/000194  -11 server
18 and before the top of the permanent storage queue is reached, then  the
initial "insert" operation is replaced with a revised "insert" operation in
the  permanent storage queue at (210). This revised "insert" operation
consists of  an updated version of the original data packet 15 that was to
be initially 5 inserted. That is, if an insert operation has not yet been
performed on  permanent storage device 22 (i.e. the "insert" operation is
still in the  permanent storage queue), then the initial "update" operation
and the later  



sent "insert" operation are combined into a new "insert" command.
Accordingly, these two operations are consolidated into one for placement
in 10 the permanent storage queue reducing prospective storage operations.
[0033] At (210), if the "insert" operation reaches the top of the
permanent storage queue at (209) then at (207), the data packet 15 is
written  to permanent storage device 22 according to the revised "insert"
operation  (which combined the original "insert" operation and the "update"
operation). 15 When an "acknowledgement" is received from destination
e-mail server 18 at  (222), the "delete" operation is placed in the
permanent storage queue at  (224) to effect removal of data packet 15 from
the table in permanent storage  device 22. Again, if an "update" operation
is received at (214) prior to the  "acknowledgement" from destination
server 18, then at (216), the "update" 20 operation is placed in the
permanent storage queue.. Once the  "acknowledgement" is received from
destination server 18, the "update"  operation is replaced with a "delete"
operation in the permanent storage  queue at (221). [0034] Alternatively,
if at (210), electronic mail server 18 sends an  25 "acknowledgement" at
(212) then at (213) the pending "insert" operation is  removed from the
permanent storage queue. This is done, since data packet  15 has not been
written to permanent storage device 22 and accordingly,  there is no need
to evoke the "delete" operation to remove it from storage.  [0035] FIG. 5
illustrates an example of a permanent storage queue for 30 wireless
transport module 24 of wireless gateway 10. Each data packet 15 in
permanent storage queue is placed there to be forwarded to permanent
storage device 22 for storage and each data packet operation is associated
WO 2004/057799 PCT/CA2003/000194  -12 with a particular destination device.
Again, while the destination device in the  illustrative example of FIG. 1
is a destination electronic mail server 18, it  should be understood that
various types of destination devices could be  



accomodated. 5 [0036] The database thread of wireless transport module 22
optimizes  the processing of data packets 15 through strategic placement of
data  packets 15 operations within the permanent storage queue. Normally,
queue  elements are ordered in the permanent storage queue based on the
order of  arrival of the message from mobile device 22. That is, the
introduction of an 10 "update" or "delete" operation will not change the
order of the elements in the  queue. However, in wireless gateway 10,
database thread prioritizes data  packet 15 operations in the permanent
storage queue according to the time it  takes to send data packet 15 and to
receive the acknowledgement of  reception from a destination device for a
particular destination device. 15 Specifically, database thread keeps a
running record log of the average length  of time required on average for a
data packet 15 to be sent to a particular  destination device. The inverse
of a measure of the average delivery time is  then used to queue data
packet 15 operations in the permanent storage  queue. That is, if a
destination device is known to reply quickly (i.e. has in the 20 past
replied quickly) to wireless gateway 10 then it is advantageous to
position the associated data packet 15 operation near the bottom of the
permanent storage queue to provide delay to avoid processing the associated
data packet 15 operation (i.e. storing data packet or an update in
permanent  storage). In this way storage processing costs associated with
storing data  25 packet 15 in permanent storage device 22 can be reduced.
[0037] It is preferable to use the inverse of the moving average of the
delivery time of data packet 15 to a destination device to determine the
position of a data packet 15 operation within permanent storage device 22
instead of average delivery time. Specifically, it has been determined that
it is 30 desirable to keep track of delivery times for the past 10
messages. By using a  moving average measure, wireless gateway 10 is able
to react much faster to  changes in the state of the destination device and
the overall communication WO 2004/057799 PCT/CA2003/000194  



-13 network. For example, when a destination device dies (i.e. becomes
unreachable), the moving average will reflect the delay in packet delivery
for  that destination device much faster than an average count would.
Another  example, where the moving average approach is preferrable is where
the  5 destination device is too overloaded with work (i.e. "too busy") to
reply. [0038] For example, as shown, data packet operation "X" is
positioned  at the top of the permanent storage queue and is associated
with data packet  X and destination device A. Data packet operation "Y" is
positioned near the  bottom of the permanent storage queue and is
associated with data packet Y 10 and destination device B. As shown, data
packet operation "Z" is now being  entered by database thread into
permanent storage queue. If it is determined  that the average of the
delivery time (i.e. the time required to send and  receive acknowledgement
back from destination device) of data packet Z to  destination device C is
shorter than that associated with data packet operation 15 "Y", then data
packet operation "Z" will be placed below "Y" within the  permanent storage
queue as shown. Since data packet operation "Z" will be  positioned below
data packet operation "Y", it is increasingly possible that  destination
device C will acknowledge receipt of data packet Z before data  packet
operation "Z" reaches the top of the queue. In such a case, the  20
processing time associated with storing data packet Z will be saved. [0039]
Further, other factors relating to the accessibility of the  destination
device at issue are taken into account when positioning a data  packet 15
operation in the permanent storage queue. For example, in a case  where' it
is determined that a destination device in not connected within 25 the
network 10, the database thread automatically puts the associated data
packet 15 operation at the top of the permanent storage queue. Similarly,
where the destination device specified with the data packet 15 is "invalid"
then  main thread causes wireless transport module 24 to provide an
emergency  message back to mobile device 14. 



30 [0040] Finally, it is preferred that the main thread places data packet
15  operations within the main queue based on the moving average delivery
time  for previous data sent to the destination device. However, it is also
possible for WO 2004/057799 PCT/CA20031000194  -14 the main thread to
arrange data packet 15 operations according to the First In  First Out
(FIFO) standard. That is, queue elements are ordered in the main  queue
based on the arrival of the message from mobile device 14. [0041] It has
been determined by the inventors that by constructing  5 permanent storage
queue such that memory storage operations are first  attempted in cases
where data packet 15 is unlikely to be received and  acknowledged by
destination electronic mail server 18 before it can be stored  within
permanent storage device 22 (i.e. in the case of slow or off-line
destination devices), the efficiency of storage operations can be
substantially 10 improved. Also, increased throughputs of data packets 15
have been  observed, namely, an increase in message processing from
approximately 12  messages per second to approximately 200 messages per
second under  spike load and approximately 150 messages per second for a
sustained load.  [0042] It should be understood that while the specific
communication 15 equipment has been chosen and discussed for illustrative
purposes, the  present invention is applicable to any type of network
routing system,  including wireless LAN routers, LAN to LAN routers,
router-based  communication networks having dial-up users, and other
general router-based  communication networks. 20 [0043] Accordingly,
wireless gateway 10 allows for improved routing of  data packets to a
destination server 18 while still guaranteeing a high degree  of data
safety. Specifically, by simultaneous forwarding of data packets 15 to
permanent storage device 22 and destination electronic mail server 18,
since  for the cases where data packets 15 are received by a destination
device and 25 removed from the permanent storage queue, there is no
requirement to  



perform costly permanent storage operations. By reducing the number of
permanent storage device writing operations, wireless gateway 10 is able to
handle a substantially higher volume of messages than would otherwise be
the case where data packets 15 are first stored within a wireless gateway
30 before being forwarded to a destination device. Further, this approach
reduces the network traffic between wireless transport module 24 and
permanent storage device 22 and the associated CPU usage for both wireless
WO 2004/057799 PCTICA20031000194  -15 transport module 24 and permanent
storage device 22. Finally, this approach  reduces the effective cost of
hardware since it is possible to achieve a higher  volume of processing
using the same hardware. [0044] As will be apparent to those skilled in the
art, various  5 modifications and adaptations of the structure described
above are possible  without departing from the present invention, the scope
of which is defined in  the appended claims. -16- Claims 1. A method of
processing and routing a data packet from a wireless  mobile network to a
destination server, said method comprising the steps:  receiving the
incoming data packet from the wireless mobile network; initiating the
storage of the data packet in a permanent  storage device based on a
permanent storage queue;  simultaneously delivering the data packet to the
destination server based on a main queue;  determining whether the data
packet has been acknowledged by the destination server; and  aborting the
storage of the data packet in the permanent storage device if the data
packet  



has been acknowledged by the destination server  and if the storage of the
data packet has not been  completed. 2. The method of claim 1, further
comprising the step of dynamically  N oadjusting the priority of the data
packet within the permanent storage queue  based on an average delivery
time taken for the data packets to be sent to  the destination server. 3.
The method of claim 2, wherein the priority of the data packet within  the
permanent storage queue is dynamically adjusted using the inverse of the
average delivery time. 4. The method of claim 2, wherein the priority of
the data packet within  the permanent storage queue is dynamically adjusted
using the inverse of the  moving average of the delivery time. -17- 5. The
method of any one of claims 1 to 4, wherein a database thread is  used to
manage the operations being performed on the data packet and to  adjust the
permanent storage queue accordingly. 6. The method of claim 5, wherein
operations being performed on the  data packet comprise the insertion of
the data packet into the permanent  storage device, updating the data
packet within the permanent storage  device, and deletion of the data
packet from the permanent storage device.  7. The method of claim 6,
wherein the database thread is adapted to  determine for the data packet,
whether an insert operation is pending and an  update operation has been
received, and if so revising the insert operation in  the permanent storage
queue such that the insert operation takes into  account the update
operation. 8. The method of claim 6, wherein the database thread is adapted
to  determine for the data packet whether an insert operation has been
performed, an update operation is pending, and a delete operation has been
received, and if so replacing the update operation with a delete operation
in  



the permanent storage queue. 9. The method of claim 6, wherein the database
thread is adapted to  determine for the data packet whether an insert
operation is pending and a  delete operation has been received, and if so
removing the insert operation  from the permanent storage queue. 10. A
system for processing and routing an incoming data packet from  a wireless
mobile network to a destination server, the system comprising:  a wireless
transport module for receiving the incoming data packet from the wireless
mobile  network; -18- a permanent storage device associated with the
wireless transport module for storing the data  packet until the data
package is acknowledged by  the destination server; a database thread
associated with the wireless  transport module adapted to manage the
operations being performed on the data packet  and for initiating the
storage of the data packet in  a permanent storage device based on a
permanent storage queue; a main thread associated with the wireless
transport module for simultaneously delivering the  data packet to the
destination server based on a  main queue; said wireless transport module
being adapted to  determine whether the data packet has been  acknowledged
by the destination server and  aborting the storage of the data packet in
the  permanent storage device if the data packet has  



been acknowledged by the destination server and  if the storage of the data
packet has not been  completed. 11. The system of claim 10, wherein the
database thread dynamically  adjusts the priority of the data packet within
the permanent storage queue  based on an average delivery time taken for
the data packets to be sent to  the destination server. 12. The system of
claim 11, wherein the database thread adjusts the  priority of the data
packet within the permanent storage queue using the  inverse of the average
delivery time. -19- 13. The system of claim 11, wherein the database thread
adjusts the  priority of the data packet within the permanent storage queue
using the  inverse of the moving average of the delivery time. 14. The
system of any one of claims 10 to 13, wherein the database  thread manages
the operations performed on the data packet, said  operations comprising
the insertion of the data packet into the permanent  storage device,
updating the data packet within the permanent storage  device, and deletion
of the data packet from the permanent storage device.  15. The system of
claim 14, wherein the database thread is adapted to  determine for the data
packet, whether an insert operation is pending and an  update operation has
been received, and if so revising the insert operation in  the permanent
storage queue such the insert operation takes into account  the update
operation. 16. The system of claim 14, wherein the database thread is
adapted to  determine for the data packet whether an insert operation has
been  performed, an update operation is pending, and a delete operation has
been  received, and if so replacing the update operation with a delete
operation in  the permanent storage queue. 17. The system of claim 14,
wherein the database thread is adapted to  



determine for the data packet whether an insert operation is pending and a
delete operation has been received, and if so removing the insert operation
from the permanent storage queue. 18. A communication system comprising the
system of any one of claims  10 to 17. -20- 19. A computer-readable medium
having stored thereon a set of  instructions, said set of instructions,
which when executed, perform the steps  comprising: (a) receiving an
incoming data packet from a  wireless mobile network; (b) initiating the
storage of the data packet in a  permanent storage device based on a
permanent  storage queue; (c) simultaneously delivering the data packet  to
the destination server based on a main queue;  (d) determining whether the
data packet has  been acknowledged by the destination server; and  (e)
aborting the storage of the data packet in  the permanent storage device if
the data packet  has been acknowledged by the destination server  and if
the storage of the data packet has not been  completed. 20. The
computer-readable medium of claim 19, further containing  instructions
which when executed perform the step of dynamically adjusting  the priority
of the data packet within the permanent storage queue based on  the average
delivery time taken for the data packet to be sent to destination  server.
21. The computer-readable medium of claim 19, further containing
instructions which when executed dynamically adjust the priority of the
data  



packet within the permanent storage queue using the inverse of the average
delivery time. 22. The computer-readable medium of claim 19, further
containing  instructions which when executed dynamically adjust the
priority of the data -21- packet within the permanent storage queue using
the inverse of the moving  average of the delivery time. 23. The
computer-readable medium of claim 19, wherein a database  thread is used to
manage the operations being performed on the data packet  and to adjust the
permanent storage queue accordingly. 24. The computer-readable medium of
claim 19, wherein the operations  being performed on the data packet
include the insertion of the data packet  into the permanent storage
device, updating the data packet within the  permanent storage device, and
deletion of the data packet from the  permanent storage device. 25. The
computer-readable medium of claim 24, wherein the database  thread is
adapted to determine for the data packet, whether an insert  operation is
pending and an update operation has been received, and if so  revising the
insert operation in the permanent storage queue such the insert  operation
takes into account the update operation. 26. The computer-readable medium
of claim 24, wherein the database  thread is adapted to determine for the
data packet whether an insert  operation has been performed, an update
operation is pending, and a delete  operation has been received, and if so
replacing the update operation with a  delete operation in the permanent
storage queue. 27. The computer-readable medium of claim 24, wherein the
database  thread is adapted to determine for the data packet whether an
insert  operation is pending and a delete operation has been received, and
if so  removing the insert operation from the permanent storage queue. 


