WD 2004/ 057799 PCT/ CA2003/ 000194 -1 Title: WRELESS/ LAN ROUTER QUEUI NG
METHOD AND SYSTEM FI ELD OF THE I NVENTION 5 [0001] This invention rel ates
to wirel eswomdues7k® and nore particularly to a queui ngPrartuaozrdigyst em
for wireless/LAN routers. BACKGROUND OF THE I NVENTI ON [0002] The delivery
of text-based nessages (i.e. data packetsi-froma 10 sendi ng device to one
or nore receiving devices over a wireless LAN, presents speci al

chal l enges. Typically, the nessage is routed through a wreless gateway
where it is tenpodiie:WIRRLGSHLANROUTERQUEDING MEEHODI ANDSYSTEMand
stored within, an electronic mail server of the data network. Receiving
devices are then able to retrieve stored rressageshf rf)m the electronic mail
15 server at t gy YaRi YERTIORE speed at which el ectronic nessages are
transmtted erﬁTE’%\ggeﬂﬂE“ Iglﬁt o—al—@é’rcei ving device depends in part on how

ef fici ently5daf@@cket sThis énventorsieiatestb Wirelssainstentdisngndmibid patieade to an

i i ' i cat | tworks. [0003] When
o wirelose oat AT B g BbE B bl o B e BTN AR HiBPe " 50’ dovi co_over n

wirel ess network, the received data packet |Is sent to a destination
el ectronic mail server. However, to ensure that the data packet is

2206 e | ' | ectronic nail server and not
lsgg;:esis:]u![ lhg En’raa'm'rrwrﬁe@vgjﬁq ‘iﬂ@él\ﬁ’ NO; Senerally stores the data
packet in an {00 nal pErendelivaty efttexhlgasedgmémgéeiﬁige. cm_}_ai@_tae}l:mg)l efrgAraver or

' pef 1§10 t t cket . I ca , e
i rel ese. gid enses B 1 OPE b e RERPRGT 0PGRS pust Ehvileedr ARG or age
of the data paplesentsetpedal chalengeb. n‘]g;pu':]aﬂh, m@_(mtmh tiﬁh@gdat@t & t%tbg(r: )

| ' know t t rece .0 e data packe

Lo the mobi e Higless SEE SRR R erinciily S0 Rk s Roph senabitp dp ove
down the proceasd stpredl withig ar36lephieiietrfailsémienof e aaH! MitwoMO FRRRMHRP 7799

PCT/ CA2003/ Ooogjg\fices are then able to retrieve stored messages from the electronic mail

15 server at their convenience. The speed at which electronic messages are
transmitted from a sending to a receiving device depends in part on how
efficiently data packets are transported from a sending mobile device to an
electronic mail server through wireless communication networks.

[0003] When a wireless gateway receives a data packet from a mobile
20 device over a wireless network, the received data packet is sent to a
destination electronic mail server. However, to ensure that the data packet is
successfully transmitted to the destination electronic mail server and not lost
in the meantime, the wireless gateway generally stores the data packet in an
internal permanent storage device (e.g. a database server or a file system)
25  before transmitting the data packet. Typically, the wireless gateway waits unil
the permanent storage device confil.rms storage of the data packet before
proceeding with processing the data packet or even with sending
acknowledgement of the receipt of the data packet back to the mobile device.
This kind of storage procedure appreciably slows down the processing of data
30 packets within the router. '



-2- SUVWMARY OF THE | NVENTI ON [ 0004] The invention provides in one aspect, a
nmet hod of processing and routing a data packet froma wireless nobile
networ k t owa ghesbimeti on 5 server, said nmethod conpri si nrib£2083/600%94 ()
receiving the incom ng data packet fromthe wreless nobile network; (b)
initiating the storage of the data packet2kn a permanent storage device
based on a permanent 10 storage queue; (c) sinultaneously delivering the
data packet to the destination server based on a main queue; (d)
determ ni ng whet her the data packet has been acknow edged by the .
destination se E ng the storage of the data packet in

Vv
t he per manent ge demice if..th : et has heen acknow edged by
t he desti natioiétss:tfeﬁver el\eﬁ?dﬁ"? Eq%es?ggggé@%ﬁé *ﬁ?&cﬁgﬁ H‘eﬁ‘h"é’ﬁ ter?g%SSH& been
conpl et ed. 20 ROOCBUtINgaadeds heckalsipants wirbkesprrasidikt nétmosntd andgutinsticltes a
system for .pr I ng, and routing an incom ng data packet froma wrel ess
nobi l e net r%gﬁgﬁgagje@?%ﬁ {&° ?iglgpslé‘??ePﬂe system conprising: (a) a
wirel ess transport nodule for recegiving_ _.the. incomn ta et fromthe
wirel ess nobile 25 network; (b) &’per%ﬁ%‘ﬁ?@?wa &%ﬁ&@gﬁéﬁm Sd with
the wireless transport nodul e forwittless mgblidaecit@tia packet until

acknowl edgenent of the data packet fromthe destination server; WO
2004/ 057799 PCT/ CA2003/ 000194 (b) initiating the storage of the data packet in a

permanent storage device based on a permanent
10 storage queue;

() simultaneously delivering the data packet to
‘the destination server based on a main queue;

{d) determining whether the data packet has
been acknowledged by the destination server; and

15 (e)  aborting the storage of the data packet in
the permanent storage device if the data packet
has been acknowledged by the destination server
and if the storage of the data packet has not been
compieted.

20 [o005] In another aspect, the present invention provides a system for
processing and routing an incoming data packet from a wireless mobile
network to a destination server, the system comprising:

(a) a wireless transport module for receiving
_ the incoming data packet from the wireless mobile
25 network;

(b}  apermanent storage device associated with
the wireless transport module for storing the data
packet until acknowledgement of the data packet
from the destination server;



-3 (c) a database thread associated with the wreless transport nodul e
adapted to nanage the operations being performed on the data packet and

for initiawomodbe7et orage of the data packet in a 5 per mamecizoss/spage

devi ce based on a pernmanent storage queue; (d) a main thread associ ated
with the wireless transport nodul e for s8rul taneously delivering the data
packet to the destination server based on a 10 main queue; (e) said

wirel ess transport nodul e being &japt&ddatabakst ehraade asbediied it das a

packet has been acknow edged by the, destination sgrver a aborting the
storage of the data packet in thewirgleﬁ%?rﬁﬁf‘%‘?{t nﬁdgﬁaﬁ%qﬁ%&@aﬂﬁg? dat a
packet has been acknow edged by bperatiesd beimg pafeaiedeonahe dath pmestorage
of the data packet has not been corTPI et_eq, [800&% I n fatBOt er aspect, the
present invention provides a conp8P@fer WERINGIRS FIAAgR A% RIBIRPIRFCEDG ed
thereon a sgt .of instructions, sapémsienpbtoragtstiévied bassd ol pérmuieht
executed, performthe steps conprising: (a) receiving an inconm ng data

packet froma wireless nobile neflRFdeAYSYR initiating the storage of the
data packet in a 25 permanent st?r age deyice b&sed Qn au{()ier manent st orage

queue; (c) sinultaneously deliver (g tH@3mhiYepd aRaeciatgd WibiheeWkelpss i on
server based on a main queue; (d)tragdERETTBHNE fhshilEnédiRIHabiveRAG kR has

data packet to the destination server based on a
10 main queue;

(e) said wireless transport module being
adapted to determine whether the data packet has
been aqknowledgéd by the destination server and
aborting the storage of the data packet in the

15 permanent storage device if the data packet has
been acknowledged by the destination server and
if the storage of the data packet has not been
completed.

[0006] In another aspect, the present invention provides a computer-
20 readable medium having stored thereon a set of instructions, said set of
instructions, which when executed, perform the steps comprising:

(a) receiving an incoming data packet from a
wireless mobile network;

(b) initiating the storage of the data packet in a
25 permanent storage device based on a permanent
storage queue;

(c) simultaneously delivering the data packet to
the destination server based on a main queus;

{d) determining whether the data packet has
30 . been acknowledged by the destination server; and



30 been acknow edged by the destination server; and WO 2004/ 057799

PCT/ CA2003/ :4 (e) aborting the storage of the data packet in the
per manent s g’?’i’g“i"s g‘éi ce if the data packet has been ackﬁSﬁ/%ﬁ%"“BV“t he

destination server and if the storage of_jhe data packet has not been 5
conpl eted. [0007] Further aspects and advantages of the invention wll
appear fromthe follow ng descripjion t oget-her with the accoppanyi ng
drawi ngs. 10 BRI EF DESCRI PTI ON OF YiiE [is’zwﬁﬁ‘eg‘?‘h’%gﬁegyaé%%ﬁ‘n%%%

drawi ngs: [0008] FIG 1 is a schentis perdiangniastordgeodeviegrifothongdth mickehe

wi rel ess gateway of the present inHenhi on_and t!h s;#r%un%iéng net wor k
environment; 15 [0009] FIG 2 is a'<tHEWAEP °M%F§qﬁé’ Yothe; FRSUBAYAULSR¥EE hr ead
that manages the pernanent st or aggndii e storqjecsiEng edtd PadkBEhHS h6l 1666
transport dule and utilized to store (glata packets within the permanent
storage devi‘e of FIG 1; [0010] $Plei®di s an event sequence di agram t hat
Illustrates the | cal 0,data flow o ‘dat a packet .sent from nobile
device to a des!qtc’xj i on é:lzuét(t,'?F SRPECIS /g a @rg%qest Hgg'(f’gl'f“ﬂﬁ[‘?%ﬂ &dlk appRaect or
system of FIG from[ Q84 LjolibWing 4eb6rigtiohi MiKed 36@dtReBGHH NAe ' aBsRESAHRg on of
t he functionalitry .0f the database thread of FIG 2; and [0012] FI s a
schematic di agr @M 9Sustrati ng an exanple of a 25 permanent storage queue

utilized to store data packet operations within the permanent storage
device of FIG 1. DETAILED DESCRI PTION OF THE | NVENTION [0013] FIG 1

i Il ust r at es10 heBREEM DESOMPTION DRTMETRAMINGSt evay 10
In the accompanying drawings:

[0008] FIG. 1 is a schematic diagram of one embodiment of the
wireless gateway of the present invention and the surrounding network
environment;

15  [0009] FIG. 2 is a schematic diagram of the database thread that
manages the permanent storage queue implemented in the wireless transport
module and utilized to store data packets within the permanent storage device
of FIG. 1;

[0010] FIG. 3 is an event sequence diagram that illustrates the typical
20 data flow of a data packet sent from mobile device to a destination electronic
mail server through wireless connector system of FIG. 1; .

[0011] FIG. 4 is a finite state machine representation of the functionality
of the database thread of FIG. 2; and

[0012] FIG. 5 is a schematic diagram illustrating an example of a
25 permanent storage queue utilized to store data packet operations within the
permanent storage device of FIG. 1.

DETAILED DESCRIPTION OF THE INVENTION
[0013] FIG. 1 illustrates the main elements of a wircless gateway 10

30  built in accordance with a preferred embodiment of the invention. Specifically,



30 built in accordance with a preferred enbodi nent of the invention.

Speci fi cal l“?'/‘% WO 20041057799 PCT/ CA2003/ 000194 -5 wrel e%évgg%og’w%&p S

adapted to HOZ/OF A% packets 15 received froma nobile I cation
device 14 over wireless nobile network 16zto a destination electronic maii
server 18 through a wireless connector system20. Specifically, wreless

conmuni cati on net al I f [ 0 a
packets 15 (i . §s%%§‘§’?yf ofh ?ng?t?adefgéé@tgeédﬁ qea(r)&etgef réndaeﬂ% gnifrcenlﬁi@%t ronic
mai | server 18 rhdib‘leuﬂna wnm:hlﬂmattgatdﬂmsz 0owiri Wigeless hiobilpnetwetknid ® 4i gh
vl abre moby 183l Stiatin DAl Penehe Inrdudifd kst SopBer SRR 40 1Y
packe%ﬁ 15 to }@ﬂe@iﬂe&i@ whaltéss commﬂm‘lt:amknéﬁm(ﬂe 1¢. alldusHoB@2mbie gﬁmmmd) or
any other wreles GO r wreless commun t|on f

embodi nent ﬁober'ét"@g\P?c‘%‘tﬂp? efs 190 hg\easst‘gﬁb «?I"%s@ ‘géteg ﬁ‘{ t‘gew ce,
however, nobi | ejedfviiion didotfeMit Fhail s:weeartraawmwmwemgamwwm mecdnnnobl | e
comuni cat i on device capable of  sendi nga recel Vi ng messages via

\é\n rel eiss nobi | é’fﬁ‘é@‘%ﬁW‘Q‘Bde@%I‘i’f datapRgRaSaRY- pagi ng conputers, personal

i gital assistants (PDAs ortable eI ectronic I n eV| el lul ar
phones, or handf@l4 e- ma Pb@':? idevice 14 dd P8y Wm@eé‘gﬁl?ynglﬁ‘%@ Q?ﬁ?kd"%% i s
preferably a W'doﬁtn%ﬁﬁcé?@ﬁ‘t%ﬁno@%ptéﬁ%%hﬁmrt(cﬁt@ padidis 18 1d MirelesBaiablléCT ") ,
whi ch provides radio covera evices 14 and has limte

bandwi dt h dépatietwerkeld (@bt ﬁ%ﬁ%@ﬂﬁt”c%ﬂﬁﬂrﬂb 05 anynathss Wi Sﬁt?f@?mpeﬁ’és of
commer ci al |y avgd ! fc[(ﬁt‘t‘nbﬁicﬁﬁtfh rlﬁtél‘@»Fé‘férred @%ﬂﬁiﬂﬂh@ﬁt gabid1eetieel Ofs a

wirel ess nobil e netwo 16 utili zed may b necessary to route d ta

packets 15 bet vsag-heldriom-way W@@S@@g@@etiﬁvm- h@WﬁM%fchbHe sguicad H¢ | P
address nobi | e dit%hi%ﬂ{}é‘iygt%f‘bgﬁfbh@ ég&g oY Intdbite U@iRuHiRhIh a&nbé\tcﬁgﬁﬁélcﬂr y

routing mechanis l'1ents 25 access to an
connection. As sepdiogandetelying meskagaavia vireless ngphile nebwork #6¢ gagh amiWdul d

use NET | D (sDat,a IAG) oglﬁgut%,\'p@&hhltcﬁé&al%@sﬁ%@ﬁ*DAé}?p&Y‘tétﬂé QRuBRII | €

net wor k 16.
messaging devices, cellular phones, or handheld e-mail clients.

[0015] Wireless mobile network 16 is preferably a wireless packet data
network, (e.g. Mobitex™ or DataTAC™), which provides radio coverage to
_ mobile devices 14 and has limited bandwidth capabilities, aithough it could
20  be one of any other types of commercially available wireless networks.
Depending on the type of wireless mobile network 16 utilized, it may be
necessary o route data packets 15 between a TCP wireless gateway 10
connection and an X.25 or IP address mobile network con-r'tection and vice
versa using an intermediary routing mechanism that provides TCP clients
25  access to an X.25 connection. As is conventionally known, such a wireless
mechanism could use NET ID (DataTAC) or FST MAN (Mobitex) to connect

to wireless mobile network 16.
[0016] Wireless gateway 10 forms a connection or bridge between the
servers and wireless networks associated with wireless e-mail
30 communication. Specifically, wireless gateway 10 is coupled between wireless

' LAN 16 and the hardwired data network that includes wireless connector .



[0016] Wreless gateway 10 fornms a connection or bridge between the
servers and wirel ess networks associated with wireless e-mail 30

comuni cat vem2eedpsesf i cal |y, wirel ess gateway 10 i s couplmecii/ogtooseonios
wireless LAN 16 and the hardwired data network that includes wreless
connector _ WD 2004/ 057799 PCT/ CA2003/ 000894 -6 system 20 and desti nati on
electronic mail server 18. Wreless gateway 10 includes a permnent

st orage devi ce systean@0zand destination relgvinpoict mab setver 28. Wir@edy paeswayattent

dat abase. ser ver G & PEmRNEABRIR ek 22 and GRS, Raohcibn 2

P . . Lon.
cystom state diooonq” TR U8 R 80 6l 8 el thBlmeriid Haetdn
[0018] Wrel ess:onnmrslptby tavaiiehié eddidbase sewer witr filze eapipedwizée spebi| &nd devi ce

cormuni cat o8 welgiees Paectd PafiEeh) SPlrgk oelot Zer e TR r O for out i ng
mechani sm di scirfernhimbp\eysiepr ctatdedafiCrand| tabldss timtcsioee tmobile Hewdibe ot4 UDP

connecti on) an%\'{?ﬁq&bl es data packets 15 being received fromnobile
devi ce 14 over &% nobile network 16. Once data packets 15 are

assenbl ed, the sent f. t r.el e rans t
nodul e 15 24 f SI mJI t ngﬁégsiag'ggﬁé m‘?@“ﬁe?%ﬂﬁéﬁ? "\gfeﬁ?%eg %ﬂnc@gg% and
processing t hldewgb 1\4Manellma§es;agmway 10, $peciicalyf, asielasenespord Mgkt Zm I20
and eventu to des i nat,i on ectr n| c.Mm 019 Wre ess
connect or 3bstéf‘ﬂ§"§t}"1' %%‘P'{th 8’1’“"@(# E&Gf“b%{'éléégﬁwgvﬁét’@&mg% Q'%upl ed
to wirel ess ganessRgnisth ledSeé@aBommmdw TCY slients a8cestGoANERIcEDFs W th

Wi rel ess gatewa 10a eagch el ectronjc ssa erer that connects to
wirel ess gat ewﬁ§“%%°t'8" AN S8 ga@apg&ﬁ%g“él igg regeivegrTom mpbits o)
Destination el getie@ni£ ovei lwiksksasemobile | fetwoiP€d OriReVtiatl 9&&(9t§q75nﬁﬁé Or
system 20 and is a conventional electronic mail server g.
assembled, they are sent to the upper layer of the wireless transport module
15 24 for simultaneous storage in permanent storage device 22 and processing
through wireless gateway 10 to wireless connection system 20 and eventually

to destination electronic mail gateway 18.

[0019} Wireless connector sysiem 20 is part of the wired, backbone
network and is coupled to wireless gateway 10. Wireless connector system 20

20 communicates with wireless gateway 10 and each electronic message server
that connects to wireless gateway as a unigue address called a UID or an
SRP ID.

[0020] Destination electronic mail server 18 is coupled o wireless
connector system 20 and is a conventional electronic mail server (e.g.
25 Exchange Server manufactured by Microsoft of Seatile, Washington). It
should be undersiood that any other commercially available electronic mail
server could be utilized within wireless gateway 10. For purposes of
ilustration, only destination electronic mail server 18 has been discussed as a
possible destination, although it should be understood that -the inventive
30 method of wireless gateway 10 is applicable to various types of destination



25 Exchange Serer manufactured by Mcrosoft of Seattle, Washington). It
shoul d be that any other commercially avail able el ectronic mail
server coullkgggg&hg?ﬂ?zed within wirel ess gateway 10. For GIgp194

il lustration, only destination electroni c_ﬁrr_ai | server 18 has been discussed
.as a possible destination, although it should be understood that the

as a_ possi D on, al Ul d be :
of " dost nat i on V6 S804r oy 0 Rt RATRs b JARE ST chlle SR Sk PeS

conmuni cat i on seuolé sewiceeety.) weat her service, news service, stock quote
service, etc.) [0021] Now referring to FIGS. 1 and 2, according to the
queui ng net hod[0621X he pNementferringeid iIAS. ihendwly elcesBiirgatevay diduirgcei ves

a data 5 packe 5 .fr wireless bile network 16, wireless transport
modul 6 24 ¢out cbelie Gk HbeaeE i eBloh e et e Sy SQFoiverdh G h A
on FIG 1) &hipackei 18lft@menisibys wdbilé netwlekal Rawifelesd Irdndpert RRGIME S
st orage device actiogns are conducted in

22 (path B on FIG 1). These t
paral [ el using rogéﬁatﬁﬁt%tmacﬁ%h&meeﬂf’?‘?%Hm' neenpBtEahof AN Fitrebds.
Specifically, awhi@ siaiurBAssus ety datdl HaBkdt015Virnth diRlaneRBSHPIgelGelitd O t he
permanent storage, device 22 and_a main thread is used to forward data
packet 15 to t e RAR{E Q8 Féh Yerlliepe 1o gofiond pratendustadiinmasdle! wsinged t o

forward data pagatatd St c8sridhay | RAning! S&hﬁet@hsnélﬁiﬂreéﬁsf. Vﬁbeé&ﬁca‘isg,r qugh
wi rel ess connector system 20. The main “15 thread nanages the tranSport of
dat a packet¥ 15atehagedhraas isdised| tecwriie siata pagket JI&rinta thegpergiangnhistoeige

queue. |I'n MANY £RRAS2M AR &S aBRiEaY id UANARWERS defla gﬁhﬁetpigktsttrﬁeo a
e d server

destination address (e.g. destination electronic narl ) "using the
mai n thread, fdiosinationservar Ban wite the data packet to permanent storage
. device 22. In such cases, the nethod of .the present 20 invention achieves a

more efficient [P92Aughpufhemaimitieahissed isfarwarslgata packed Esto dgstieatiop 10
since 1115 NOliEGARSAN deivet ¥ UikoBiiE §iRRls dodrlnBick Systehf 28! THEURaR' 12t a
packet 15 in pernanent storage device .
15 thread manages the transport.of data packets 15 to destination electronic mall
server 18 using a main queue. In many cases wireless gateway 10 can deliver
a data packet o a destination address (e.g. destination electronic mail server
18) using the main thread, faster than it can write the data pécket to
permanent storage device 22. In such cases, the method of the present
20  invention achieves a more efficient throughput of data packet 15 through
wireless gateway 10 since it is not necessary to devote processing time to

the storage of data packet 15 in permanent storage device 22.

[0023] The database thread shown in FIG. 2 is used to manage and
coordinate the storage of data packets 15 in permanent storage device 22,
25 The database thread manages the siorage of data packets 15 within
permanent storage device 22 using a permanent storage queue. Individual
worker threads (not shown) are associated with the three basic operations
that are carried out on data packets 15, namely ‘insert’, "update" and
‘delete”. When wireless gateway 10 recelves a message from mobile device
30 14, an “insert" operation is posted. When the routing endpoint (i.e. the
connection point) within the wireless gateway 10 has been located, then the
messeige is updated in the permanent storage device 22 using the “update”



(0023] The dat abase thread shown in FIG 2 is used to manage and

coordi nate Bgmﬁ;ﬂﬁi@ge of data packets 15 in pernmanent stg,rci.ge‘ﬁﬂﬁqoﬁgﬁz

25 The dat abase thread manages t he storage of data packet
per manent storage device 22 using a pernanent storage queue. |ndividual
wor ker threads (not shown) are associated with the three basic operations

that are carri egbé;%ﬁorp{b Rt Hﬂecli(ﬁ&irﬁ%%orrﬂm Withih \WiFdibss H}a%@%gf *gt) d@&? ce 30

"del ete". When wirel ess gateway celrves a message 'fro
14, an "i nsert "Wigglessgaieway d Opoutingidatavirsavaddsn the evend of moponpanett fadlure he

connecti on poi nt) Wit B B T S, Qa bee cated...then the
nessage i s updgt%re‘gwl}%]%ﬂg{rgbggi%n@rﬂ%ﬁs?%rége é&\/@gg‘?e% ﬁgq%ﬁégqﬁéereq?%eéf e" WO
2004/ 057799 PCTH@A@E/80bOdctor §ysbpr 20} fhen at 'deletd”| apetationds posteting

information within wirel ess gateway 10. The wreless gateway 10 routing
data is saved i[024le evePatalfase theaddmeps tfamk| (ané updatesdit lasrrecessary) dlut i on.

Wien an "ackno ! | Y romwrel.ess,connect or
system 20, t he\rllyf{hgqg%g%at re%” eu{ggggiygﬁdoﬁ‘e'&%ﬁ%gs&gdhé &{%%ﬁ?etlﬁ?%@ﬁ %% fead
keeps track (arioteliigdat buffért betsear arisd@ssyiramdportt imedolee24 tandnthhsdrmatehtei ng
erformed on. t t et..and act.s as an, intelligent buffer between
\FI)\A' rel ess trans p%‘?’é‘g%(?%‘dﬁggg?ﬁ“éﬁay PH%E'BI& ﬁfﬁ%fﬁm ng?%trq{%ep NGpesationadt 5y
one tine, ther eshosidabe motdd e viwsdanJupdeetaoperation tis réduhdd idnewet 8@ t hat
when an "u te"..olp,eratr;,i‘on i S. recejved f?l low ng the 10.i _niti al "insert’
operation, datd"Pdlcisery onesatan. data pagliet 15 15 peraled @ inyplagenti.ey#itBines s
gateway 24) al ommldﬂst@atéhaymﬁéwgt\ﬁdw fhecassoblatddy qidudémnf dttpRasRanddar ead

to reduce mam)rﬁ am CPU overhead. Also, if an "update" operation s .
posted before (g2 i?lé"é#loe BeEeLt asHCRY Pvsthaad. Alsef annpdrieaopeialien is1s t o

be inserted i poshanastered MetskRCbpéBtol AR bBolMIRNARE dafdBacid18th be
operation wll 15 tEe,n continue as normal. |If an "update"” operation is

posted after tHSereASB hangehls ileshipaipdsiein plorpl Bhednsemteoparalion wildat e
operation i1% Suhgi bbfthieOad RErmdIeH HOPatt gga.%oﬁﬁgestehfaﬁéﬁ% , ﬁiﬁéé’]ﬁe'l
updat e” o c the

operation is posted before an peration n occur, then
"updat e" oper atIPEFREY haghppasomplgied, then the "update” operation is submitted to the

permanent storage queue. If the "delete" operation is posted before an
“update” operation '‘can occur, then the ”update“- operation is removed from
the permanent siorage queue and replaced with the “delete® operation.

20  Accordingly, the work in the queue reflects the current state/operation of the
message. This allows wireless gateway 10 {o more efficiently process data
messages since there is no storage of additional operations as is normally the
case.

[0025] FIG. 3 is an event sequence diagram that illustrates an example
25 daia flow of data packet 15 sent by mobile device 14 to destination electronic
mail server 18.

[0026] Specifically, data packet 15 is sent from mobile device 14 to
wireless transport module 22 at (100). At (102), wireless transport modulé 24
initiates the storage of data packet 15 into a table within permanent storage
30 device 22 by the associated “insert” operation within the permanent storage
queue. The specific operation of the permanent storage queue is detailed in

detail below in association with FIG. 4. Data packet 15 is then simultaneously



the permanent storage queue and replaced with the "del ete" operation.
Accor di ngl ywd in the queue reflects the current st

the nessage. %f"sﬁ\g)’gﬁ ows wireless gateway 10 to nore eff.%ﬁﬁ@?@g’ﬁ "dg‘gs
data nessages since there is no storage o§_additional operations as is
normal ly the case. [0025] FIG 3 is an event sequence di agramthat

illustrates an geeﬁmmhl Qi\é,fc%m?%ﬁu %?\Véart 1&5%'(3%4) lﬁbtjﬂﬁu Y,

device 14 to destlnatlon ectronic server
dat a packet 15 Mirelssattranspart wotdule 24edétesmings tibe We of eEstzmat@nsqb@mte tmdul e

of dat & pabket  1irkirdeta iy 8% Do SBD ARbRrrhis aBbbAUE el badef) P,
associ at ed "i nséandlingstenstdapending lwinrthe destpettivadevice $iper age  queue. The

specific operation of the permanent storage queue is detailed in detail
bel ow i n assbci #027h wi t AtF(IG5),4wheat thepdasiation 16 ife trbatings mmfpdnahamtiﬂﬁ y WO

2004/ 057799 PCT 3 =9 r a n| c mail
server 18 at (18&)%%ggpéa2?\%}gélq §/S '3%‘% g@%‘#? ﬁ@%&??ﬁ {{388 19 2% t e¥hi nes
the type of dest'titmme"omp&lmnméromomobﬂémvdatMp‘ﬁba‘xtels ﬂﬁelmedsﬁg@gssarﬁeh to
dosti nat 1 on devBRAEE A Befinifesd 46708 doi SoErrTke’ Put SREBIPER Briund’®
routing endpoi ninfevtation AW108], mtnmttoavmwl $6rvies 1BaAtie din M{(QGW@E@eﬁfeﬁﬂS p(ﬁrt
nodul e 24 ts,an ate" oeratlo evi ce at is, the
rresgage i spf(z N rﬁﬁﬁﬁ{igﬂ Wil H @Paﬁ"ﬁg‘{)dﬂ\fﬁﬁ%"@?’ & (?%-EJ wielessj s

di scover ed routtrﬂlgspolrtnfnodmét%pr&arri@‘s OO, "déhsib Bpéﬁaﬁﬂnpabb%lﬁt[ﬁﬂyngn llfe sends
Fesponse. at ( LGB Wb dRAERORF 458 AlonSutRe: bacta e eeBAnak e ot o
operation. Spectéviesday, wiréleé@marﬁa@@ #oauR 92t BcRASK Yatdl RSt Ak @ddy been
I nserted into permanent stora evice 22, wreless transport nmodul e 24

del etes data pabREINEBL plogge g%‘f'ﬁ%r?@nt‘n"@f'lﬂi'z!@'é’ feihe sase Whﬂr@ dheyainsedf v, in
the case whfge bh@atibra8sdciated with data packet 15 is still in the permanent storage

queue, wireless transport module 24 removes this "insert" operation from the -
permanent storage queue so that data packet 15 is not written to permanent
storage device 22. It should be understood that these actions would also be
performed by wireless transport module 24 in the case where data packet 15
20  has "expired"®, and it is not possible to reach the intended destination within a
configurable petiod of time. Wireless transport module 24 sends an internal
status acknowledgement conﬁrming-that message delivery is complete once
data packet 15 is inserted into permanent storage device 22 or if data packet
15 is delivered to destination server 18. This step can also involve deletion of
25  data packet 15 from various other local rﬁemories within wireless gateway 10.

[0028] FIG. 4 is a finite state machine iliustrating how the database
thread manages the "insert", "update" and "delete" operations that are applied
to a data packet 15 within the permanent storage queue. As discussed above,
database thread manages the position and content of the various operations
30 within permanent storage queue to provide an efficient utilization of
permanent storage device 22. Specifically, the database thread combines
data packet 15 operations in order to minimize the number of storage



15 operation associated with data packet 15 is still in the permanent

storage ( Sa0alikiB) €SS tTansport nodule 24 renoves this k@? "
operation f q)r@gn?otﬁfs ﬁ%)ermanent storage queue so that data pglg B&fgm?ls% not

witten to permanent storage device 22. _kp-shoul d be understood that these
actions would also be perfornmed by wireless transport nodule 24 in the

case where dat i reach
t he i nt ended dggﬁﬁdgtﬁ{sorﬁ\?\f% Pﬁérg igédgn@?gu?%@welgz?’? gd,n Bhy Eﬁﬁasbg%}v@t

transport nodul Within e Resmapenthsieragd quedetThe dalchase é@@éﬁ‘eﬁﬂso dlﬂnflilm ng
h d
that nessage dediy§ay ?évkét51§%{3'8|laﬁb§s gﬁﬁfﬁ g@(%eﬂﬁ‘é{ﬁgéqelagéxﬁ k) ﬁ‘ﬁtﬁjﬁ}% {nBt °

per manent storage I ce vere
desti nation serRumber®f siptage @lﬂ&rptlf@m%w&icba disaviseed toeepeaof 61G.25 dat a

packet 15 from various other |ocal nmenories within wirel ess gateway 10.
[0028] FI G & i[9089F i nit &ssthawe, aacinsas" dataugacket 1 mgperation fie fish redeived

th d
bl ed 1o e Sireleds fkheport B2 ABo0f e at (AR Bl Gitnd A trcAh®
di scussed aboveplacasatrmbiingert hopedtiorn mithirs thehpepuasient storagel queneemm e t he

various operati nent storage queue to provide an
efficient util |'BQ‘ nuoﬁm%gépgng%aﬁt storage device 22. Specifically, the

the number of | S08300e e bdoaTiocs 5 etibreRBs b BBl s S eE 1, Sele s -
That is, thdre askmlamnmﬂ‘éab(mgaaﬁhej?at‘ (ﬂoshrtlye qtandmga‘tritsle;t;ﬂ:ﬁeramn furgCL 2;3
. S r
5 Oper ati ons. W HiHE dleken B P LROPE e E s Rl BB Hia RSy
SN an *1 nSerLe st A pasker T pper ALl on 1 oL LL S SOt veh by r]e| eas
tS ransport m)duﬁégréz 3:(11‘%%8§e "i‘ﬁ"&?og??“%% tat'??é*ﬁét@éi?:e*’? hlpg%fgéyd di8ces
the "insert” onmrmanem motdtgm debiee p22,Mitniznpossibieaie aquidu hadng mhgccdsal n
gueue S|nul neousl | ectronic ma

server 18 J ddjeérﬁaxﬂ@ sig o%"é‘%ggéeﬁ?"’orgwg tQBE?H"%%HF epepdng on 6

pendi ng "inser té‘van&tﬁlitfifahd ﬁeépﬁnse time of the destination devices at issue, fo eliminate
a substantial proportion of access to permanent storage device 22.

[0031] Alternatively, if at (202), if the “insert" operation reaches the top
of the permanent storage queue at (205), then data packet 15 is written to

20 permanent storage device 22 at (207). If destination electronic mail server 18
sends an “acknowledgement" at (222), then at (224), the "delete" operation is
‘placed within permanent storage queue to effect the removal of data packet '
15 from the appropriate storage table in permnanent storage device 22. If an
"update” operation is received at (214) prior to the “acknowledgement" from

25  destination server 18 (222), then at (216), the "update" operation is placed in
.the permanent storage queue. Once the "acknowledgement" is received from
destination server 18, the "update” operation is replaced ‘with a “delete”
operation in the permanent storage queue at (221).

[0032] Alternatively, at (202) if an "update” operation is posted by
30 wireless gateway 10 (i.e. routing endpoint has been located) at (208), before
data packet 15 reaches and is acknowledged by destination electronic mail



that data packet 15 in the permanent storage queue is renoved. That is, in
the case where data packet 15 is delivered to destination server 18 faster

t han t he de¥@b@sesidy ead causes data packet 15 to be i nsepd©Ea200%600194
per manent storage device 22, it is possible to avoid having to access 15

per manent storage device 22. Accordingly,1fi4 is possible, depending on the
availability and response tine of the destination devices at issue, to

elimnate a sukplcrnBiank uem’@%ét fQhe psmentao e@l@@tus fFdaehadgnélevi ce
22. [0031] Alte nat,lv cgib 1 f, t m?g{ eration reaches

I
the top of th tf?é?\'@%?”"s‘?ﬁﬁr% "q‘ﬁ%l?féceﬁw'( 65’5""3%%éﬁs "t%P%%FE’IE‘éP

witten to ﬁéﬁhaﬁé]ﬂ Stora§e G@see aﬂme T%?s ms@,a@m)sen* Bpéieﬁém BERdiNE of
el ectronic msul server 18 Sends an dgenent" at (222), then at

(224), the "dela Bpdaier VaISigh of ghe m"stfeh dﬁﬁat RREKED Shonihied vass {@ Peglaitigihtue to
effect the memygneal That @s PR z%??tlns&ﬁof)él‘aﬂ?)ﬁ fresaﬁstr 98t IRbR HdrRIAEE &bl € 1n

per manent storage devi ce 5{3 date" operation is recelved at (214)
prior to the d@ﬁﬁ@'@ﬁ@d@f@mﬁ dei"ﬂ@m?% gedhe né{‘tﬁeﬂ eRgratign 18 si2m) the hen at

(2100, Lhe - PGRan @R b8 NuloRof A thd e HSucRE BBSRIEn ShiAg JadyioUe

Once t he ement "I s recéived from destl nat on server
"updat e" oper atSebh I@eﬂepm&féﬂoﬂm ale xombpinegt dnto @arew i Gnsdrii phmﬂmdmanent

storage queue g, cg@ﬁ@, ﬂg%%:gt%]o #érﬁﬁﬁﬁtére%ﬁiﬁﬁ%}@gaa oh f&&)la&% n' has

operation is poste essS gat ewa rou

been | ocat 8) dwe patBnenbaidmge qudae sefimiiggrodpedivactossgaopkratiorscknowl edged

by destination electronic mail WD 2004/ 057799 PCT/ CA2003/000194 -11 server
18 and before 1033 op ofAlt &1Qerirdhentinsertb renpeatipne veachesr daeitepl, oft e t he

initial "inser v " 0 ion in
t he permanent tp rﬁ%@%’u é au%"?eoéﬁg?g’ %ﬁ Qt thg?ﬁ?ané%c:@ﬁ%bse‘ﬁg{l&}

consi sts of arho tppdaarmah’tmragerdeufcetzﬂeaworgngab tdatravipad Rimsert'Sopdratonmas t o

be {or LAY S GUBRE ol randrBbs) 5o 855 o Sable BRURYED, oo
still in tH8 rmnafmmI'Etckabwiealgemeut%'lie)ecelvbaﬁrd'maestmatloale-:‘haibdat/ei’ 1®per ati on
and the |ater (222), the "delete" oberation is placed in the permanent storage queue at
(224) to effect removal of data packet 15 from the table in permanent siorage
device 22. Again, if an "update" operation is received at (214) prior to the
"acknowledgement” from destination server 18, then at (216), the "update"
20 operation is placed in the permanent storage queue. Once the
"acknowledgement” is received from destination server 18, the "update"
operation is replaced with a "delete" operation in the permanent storage

queue at (221).

[0034] Alternatively, if at (210), electronic mail server 18 sends an
25 ‘"acknowledgement" at {212) then at {213) the pending "insert" operation is
removed from the permanent storage queue. This is done, since data packet
15 has not been written to permanent storage device 22 and accordingly,
there is no need to evoke the "delete” operation to remove it from storage.

[0035] FIG. 5 iliustrates an example of a permanent storage queue for
30 wireless transport module 24 of wireless gateway 10. Each data packet 15 in
permanent storage queue is placed there to be forwarded o permanent
storage device 22 for storage and each data packet operation is associated



sent "insert" operation are conbined into a new "insert" command.

Accor di ngl yuoLARRS ? Joy0 operations are consolidated into Oﬁ"?gb%ug@’éﬂr%g ons

in 10 the permanen storage queue reduci ng prospective st
[0033] At (210), if the "insert" operatiaqnoreaches the top of the
per manent storage queue at (209) then at (307), the data packet 15 is

oper ation (o W BhadicAAPIEAGNLE Sadce Mol WilE he dbNABY e if IR .
oper alt ion). 15 fHNwtratee éxmkpievvbfeﬂ@lrfbm 4 destinetien ekdirbnionmdi seiveat 18 rit
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the tabl e i n peacomnestdated.or age device 22. Again, if an "update" operation
is received at (214) prior to the "acknow edgenent” from destination
server 18, tHhen[0886] 216) ,Thehdatabamtathedad26f wipsesd framspost mbdule @2i optitizes

t st h " d ! f
ettt on Sor 18, BiE4Ssing OF Gata ackds 0 hBEF Sithiegit St °a YRR, o
_o]E)er ?t |( (Z)EOI) n t t‘mc{ketsmﬂ@pbraﬁbﬂé agihin mummahelg?drhge [cedd)] Nédnﬁaﬁiﬁrﬂ@théueel y,
| a ctronpic ma S
(515) {hen) at (SIS Ere AL i e panash SR e DR IG STgR Oha

per manent stor a@ﬁvéluﬁuﬁe rﬁ@ssa eSrdiR Afobils idevRe Bt a‘hﬁﬁ%kﬂie mi;'édb@t@nrb?tameen
witten to ernan nt stora eV|ce 22 and accord 8%Xad@t ere i s ne need

to evoke tht " d&Pdele’ opfigl FlBP?r?‘bO”r\élWﬂ\Péch?“QerWﬁﬁ% e clemptsin theg 5

ilTustrates an Qicued|Hovdver, REWIBRRD G042 90, dHRBEsé Wredd diﬁi@ssﬁ ta
transport nodul e 24 of V\n\?el ess gat evga 1(3'a Each da?a pI:'slckeﬁ':M ] 2

per manent st or RACKGL LG OPeEatigNs ¢ etn%m@n% S%aﬁ%ﬂuﬁlﬁjé‘équ@“@& W@n‘éﬁ@ it

.. storage device j afifts p I og4 at ed
WO 2004/ 057799 I%%eilgf C%\Z%%[% 00013mékg WQﬁ(?]%o %ﬁcﬁﬁegﬂé@?ﬁ%@%ﬁ g‘ew ce.

Again, while thfécﬁé@ﬂ AE o Mn@@ﬂ wevige qul RuBRitigylpy cleskinatione dgvice) G 1
s a desti “ﬁ’f ' Q:ﬂitﬁb thre%ﬁrleéﬁgs %@unﬁlﬁg retartiod g the'Adishgd RAg hat

vari ous types o stl atlon evices C
of time required on average for a data packet 15 to be sent to a paricular

destination device. The inverse of a measure of the average delivery time is
then used fo queue data packet 15 operations in the permanent storage
queue. Thatis, if a destination device is known to reply quickly (i.e. has inthe
20 past replied quickly) to wireless gateway 10 then it is advantageous to
position the associated data packet 15 operation near the bottom of the
permanent storage queue to provide delay to avold processing the associated
data packet 15 operation (i.e. storing data packet or an update in permanent
storage). In this way storage processing costs associated with storing data
25 packet 15 in permanent storage device 22 can be reduced.

[0037] It is preferable to use the inverse of the moving average of the
delivéry time of data packet 15 {o a destination device to determine the
position of a data packet 15 operation within permanent storage device 22
instead of average delivery time. Specifically, it has been determined that it is
30 desirable to keep track of delivery times for the past 10 messages. By using a
moving average rﬁeasurg, wireless gateway 10 is able to react much faster to
changes in the state of the destination device and the overall communication



acconodated. 5 [0036] The database thread of wireless transport nodule 22

optimzes WwhSokRsRsSi ng of data packets 15 through Stratﬁﬁ’ﬁaﬁkﬁﬁaﬁﬁm of
[ r

data packets 15 operations within the permanent storage queueé. ly,
queue elenents are ordered in the pernangat. storage queue based on the
order of arrival of the nessage from nobile device 22. That is, the

i ntroducti f : "Qr el et e t i Qn: net_ ¢ he
order of the ol adors PGl wich B SoshRRlon’ (R0ick’ tles: fo, B8NS
dat abase t hr eadufpicaghalie)z the maviag gyatdgst willgetent the delay inpacket detivergrient .
kg t [ e n o]
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' d . of: . r . reaqui regd ,on average for a
Gata packet 15 {EtpRiol 45ag 1888 REREY Wiyt REHDEED BeMine nver se
f nmeasur e of aver [ve | ' { used. t o,.,gueue .data
BaCEet 15 oper a[topgﬁsg in 1?%@ eg%'bhi\aéhé%t%é%’rgég paggée}u%qer%?é‘t ){] é‘? pp§19%{1ed
destination devatdbeitep khiberpetroanentisjorage qlebye and &s admsiated wWhie d2@ prkét
bosi 1 onthe sk E0 ALlF RS RN Bas bR lobbtii a7 BrreiBReS mest thene
per manent st or aomtonuefihetpermansnidtoidigh anetio ardds dssuciates Withdiatdhpadkes ai at ed
por manont 1 orABEGEStAler e . A My Pk Bacien gPecdioe 28 Rofowbetnan ¢ n
storing data 2igedkst datsbase mm;}amnwemta@@?g?ﬁfh@ei @ﬁau%?lf(ilairﬁ g@germﬁ@dpof thgd-
R e R
position of a dateiveackedwidBgsentadcRrot [disin AR @A) ot ltARSIReY £ 22
I nstead of aver %g deliyer ¢Lme. Specifically, it has been determ ned that
it is 30 desi ré% ”%*méif‘é/@lec ixshaster han et gesorintas! with detaerasisetopeation
messages. B USiAgiRn BN PECIR CHRASHTRASUNAN DY P c%asbaawewwma' fhe?bl €

to react much faster to changes in the state of e destination device and
the overal | corRfifEERY Yarage Pisbe/FsTheye. RingecdatgagIchgbamaration *Z* will be

positioned below data packet operation "Y", it is increasingly possible that

destination device C will acknowledge receipt of data packet Z before data

packet operation "Z" reaches the tob of the queue. In such a case, the
20  processing time associated with storing data packet Z will be saved.

[0039] Further, other factors relating to the accessibility of the
destination device af issue are taken into account when positioning a data
packet 15 operation in the permanent storage queue. For example, in a case
where it is determined that a destination device in not connected within
25 the network 10, the database thread automatically puts the associated data
' packet 15 operation at the top of the permanent storage queue. Similarly,
where the destination device speb‘rfied with the data packet 15 is "invalid” then
main thread causes wireless transport module 24 to provide an emergency
message back to mobile device 14.

30 [0040] Finally, it is preferred that the main thread places data packet 15
operations within the main queue based on the moving average delivery time

for previous data sent to the destination device. However, it is also possible for



-13 network. For exanple, when a destination device dies (i.e. becones

unr eachablyggrodsaa778®Vvi ng average will reflect the del ay bﬂTR%K{%‘mof’ﬁki very
for that destination device much faster than an average count woul d.

Anot her exanpl e, where the noving averagg-approach is preferrable is where
the 5 destination device is too overloaded with work (i.e. "too busy") to
reply. [0838] thermain dwpad to ﬁsarmmodma pdeket 1;53@@&0«19@[:@&5@@ to Xfie FRst In g
posi ti one at _t to t he perppnent storage queue and is associate
with data pack@fsrgec%&'ta(ﬁme%fﬁﬂ‘i‘é{ﬁi Shaldy pisencmertts pERCRElereshisy thei oain" Y i s
posi tioned neaquduachasb@ohang afrivihér tRe hBRBERY réhhSsIR, diiRe1and s

associated with data packet Y 10 and destination device B. As shown, data

packet operati@04{E" islingas Bebm Yet@mirkicety BNe W@E&@qhahbg%nkﬁg&mﬁ

per manent séTgra e ﬂueue. If it is determined that the average of tfle
delivery ti l(‘%g'!"é. eft, Slofage: dHalR i SUeh that samapninsloragec eperations mos fisslgement
back from destgaidted gl Quses) e Ut I At e Cis
shorter than that ljassgci at ed %ﬁfﬁdﬁéféaﬁfgﬁgzgp@r"g@?ﬁ 9% ﬂe@ﬁiv \#g(rq dat a
packet oper at i ¥nowiedgeq py sestinatien ¢lasionis mait seivenis beteee itganbenstoedst or age
queue as shownithith Hefm ' "W | € I 11 oped bel ow
dat a packet oper@i on Q@é,ﬁ ?@%b:et F%@?ée?s% (rﬁf’grl?'y%pgﬁgs icéféé) Qtfh%{}&' éég’f}ﬁﬁgt I on
device C wil| desiindianedryiceshdbe gfficisncy of stopagskeperativnsf carebd substaptaliyet

operation {oZ" i#BRRAES ABS ifPedded! B0 di"gd g@agkéiﬁs{?% é‘vﬁeayie%n [ 0039]

processing time associ at ed w th storrn ata pac I
Further, ot herobsgrveds Ramelyaan ingraasetih messags pideeksing frofn appmroxidesély nat i on.

device at iss ' C A sj.tioning a data  packet 15
operation in #ﬁ%(’%%g?én?r%g%elcg{'%rtggag)%g%r&g&g §8e¢)3f‘&ﬂg@? Re Sewede "qcﬂ‘ier e it
i s det er mi ned spikatioad adapprakinmiely d 60 cessagenpercmonad fard sustdihed Radt he

network 10, the database thread automatically puts the associ ated data
packet 15 oped8@42n at K isbouldpbeiindérstopdrihanwehile the speeific]comemuritativhar 'y,

wher e t he jdesty ' V| LEi i 1 h the data ket 15 is “invalid"

then nmai n@t h?gg@Hce%Es@g \?mg?%ﬁig'ggéé rai‘g’sgeélP?ssﬁ@d[ﬂfgﬁ“ﬁpﬁ%ge pEBP3Rs: dhe

emergency redsespat bawdotivo isolbpplicabley ite earyt type of network routing system,
including wireless LAN routers, LAN io LAN routers, router-based
communication networks having dial-up users, and other general router-based

communication networks.

20 [0043] Accordingly, wireless gateway 10 allows for improved routing of
data packets to a destination server 18 while still guaranteeing a high degree
of data safety. Specifically, by simultaneous forwarding of data packets 15 to
permanent storage device 22 and destination electronic mail server 18, since
lfor the cases where data packets 15 are received by a destination device and

25 removed from the permanent storage queue, there is no requirement to
perform costly permanent storage operations. By reducing the number of
permanent storage device writing operations, wireless gateway 10 is able to
handie a substantially higher volume of messages than would otherwise be
the case where data packets 15 are first stored within a wireless gateway

30 before being forwarded to a destination device. Further, this approach

~ reduces the network traffic between wireless transport module 24 and
permanent storage device 22 and the associated CPU usage for both wireless



30 [0040] Finally, it is preferred that the main thread places data packet
15 operaty itk N the mai n queue based on the noving ivery
time for %@2@‘?“@32ﬁgata sent to the destination device. ﬁgm{?y&?bﬁs al so
possi bl e for WO 2004/ 057799 PCT/CA20031qu194 -14 the main thread to ‘
arrange data packet 15 operations according to the First In First Qut : -~
(FI'FO st andar ganddddt mb&ute PUSHY gﬂ% B P LEREEL o 1 Binks [ ue
based on the ar??va] ?? %ﬁe'nessgge ronfné gfegﬁev?ce ?4B€f@%f@T" fﬁhas
been det er ni net¢duges the dfieetive cost of hatdviare singstitria possibile 16 gobieverehighst or age

duee such { oy R botb A PRR AR TR o feTRted 1 cases
~destination el h&]gnl C DRl lﬁ\l“f%e\e/_eép}%a??lﬂefté)rﬁlogé gﬂﬁg&)%nshg%]ce&’i \rqlgﬁ(;usn

per manent storage device 2 i e case of sl ow or
dest i nat i orb dempdifications lemdedddptationsyof dhe stractace depribatli aovecare gossible

substantially | DA Al I a £ hr hput s. of . dat ackets 15
have been obs‘éﬁ]ﬁﬁeﬁ%‘ﬁﬂg %on'gﬁiei é@%'ié@‘?quaﬂ‘etgg%ﬁgg% PBE’E)‘&C ’ﬁ%"ﬁ?% i
appr oxi mat el y th2 appesdselaimser second to approxi mately 200 nessages per
second under spike | oad and approxi mately 150 nessages per second for a
sustained load. [0042] It should be understood that while the specific
comuni cati on 15 equi prent has been chosen and di scussed for illustrative
pur poses, the present invention is applicable to any type of network
routing system including wireless LAN routers, LAN to LAN routers,

rout er-based conmunication networks having dial-up users, and ot her
general router-based comunication networks. 20 [0043] Accordingly,

wirel ess gateway 10 allows for inproved routing of data packets to a
destination server 18 while still guaranteeing a high degree of data
safety. Specifically, by sinultaneous forwardi ng of data packets 15 to
per manent storage device 22 and destination electronic mail server 18,
since for the cases where data packets 15 are received by a destination
device and 25 renoved fromthe pernmanent storage queue, there is no
requirenent to :




perform costly permanent storage operations. By reducing the nunber of

per manent storage device witing operations, wreless gateway 10 is able to
handl e a substantially higher volunme of nessages than woul d ot herw se be
the case where data packets 15 are firsi,stored wwthin a wirel ess gateway
30 before being forwarded to a destination device. Further, this approach
reduces theQigim®rk traffic between wireless transport nodule 24 and

per manent storage device 22 and the associ ated CPU usage for both wrel ess
WO 2004/ 057799 PCTI CA20031000194 -15 transport nodul e 24 and per manent

storage devijce 22...Eial | C I cost of
har dwar e si r11(':e i TE{Hégsésflyngég%%nigﬂﬁ g@g{n.'é; é}lﬂg%eﬁgc%/%ﬁrt?mfagﬁ%¥§%essi ng

usi ng the sarsbilbaretwarketo 4 064iHatidn s&rvdr, baidanpthoerdonhpriding e steébk! ed in the
art, various 5 nodifications_and adaptations of the _structure described
above are possible withoufeEdyng theliceming oale packebfiom Meenti on, the scope

of which is defined in th@]l@%@ﬂﬂﬁﬁhéﬁé’tﬁk' -16- Cainms 1. A nethod of
processing and routing a data packet froma w reless nobile network to a

destination server, said nitfadihgdbestorage@f thedatagpacket irea pevinagenthe
incom ng data packet fromthe wr ile network: initiati ng_the
n

|
storage of the data packet S{HAYF ﬂé\“ﬁ%i?@gggOQt%P%%ami%%raﬂﬁsoé@u a

permanent storage queue;  §iiHnaBASYHetivaiid MRS data ddtkefiR @ packet to the
destination server based on a nain queue, eterm ning whether the data

packet has been acknow edgthe dsstinationestvenbased onea ain qaade; aborting t he

storage of the data packel gl hlifnpGhEHE the 3684 dGRidsoe 11 the data

been acknowledged by the destination server; and
aborting the storage of the data packet in

the permanent storage device if the data packet
has been acknowledged by the destination server
and if the storage of the data packet has not been
completed.

2. The method of claim 1, further comprising the step of dynamically
adjusting the priority of the data packet within the permanent storage queue
based on an average delivery time taken for the data packets to be sent to
the destination server.

3. The method of claim 2, wherein the priority of the data packet within
the permanent storage queue is dynamically adjusted using the inverse of the

average delivery time.

4. The method of claim 2, wherein the priority of the data packet within
the permanent storage queue is dynamically adjusted using the inverse of the

moving average of the delivery time.



has been acknow edged by the destination server and if the storage of the
dat a packet has not been conpleted. 2. The nethod of claim1, further
conprising the step of dynamcally N oadjusting the priority of the data
packet within the permanent storage quepe based on an average delivery
time taken for the data packets to be sent to the destination server. 3.
The nmethod of claim2, wherein the priority of the data packet within the
per manent storage queue is dynam cally adjusted using the inverse of the
aver age del PveryThedgethad ofanyneieheticlaime Ndprd, wheigiy aidatabasepthread isy of

using the a1 fefing® ¥ie BFRARBGR beTl ARTRAMELR 18 A PR ap 87 5, C°
net hod of aagljuehtheqberoiaaient storbge quendacedmirylgat abase thread is used to

manage the operations being perfornmed on the data packet and to adjust the
per manent storage queue accordingly. 6. The nmethod of claim5, wherein

operations gei ngTH@%QLHHEIdoPEIa'irﬂeES, HRERIR éti&@@é@gg%%r?ﬁréﬁﬁ%tfh%n of

the data packet into the pernanent’ storage device, e data
packet wi t hilatat pacledrcompnse sheirsprtionl of i toe, datadpaiekettintonthef pehmadenta

ket fromthe permanent storage deyice. . The t hod of c|aim 6,
\Rﬂgr 2i n t heSt0H @'Qangﬁ‘iatlrg g}&%dfa\élﬁ P%Ck%e‘f"g&'ﬁ fRﬁm’taI'f'@ngasltt%raﬁgcket ,
whet her an §&g6d t amP AefitiopNof memtaimkaﬂﬁoﬁﬂméiBeﬁﬁgn&ﬁ%taﬁdg%ndéﬁée.been

received, and if so revising the insert operation in the pernmanent storage
gueue such that the insert operation takes into account the update

operation. 8. T 0 i m6 erejn e datglgas t hread i,s,_adapted
0o Getormi fie 1of™e RSAReCb Siefhi® waPReh SR dai3arRe 3982, ordditiet ey
perforned, detethitetfor netatd packes, WRSENan iAS6H dpefitRings Qg and Bas been
received, and if so replacing the update operation with a del ete operation
in update operation has béen received, and if so revising the insert operation in

the permanent storage queue such that the insert operation takes into

account the update operation.

8. The method of claim 6, wherein the database thread is adapted to
determine for the data packet whether an insert operation has been
performed, an update operation is pending, and a delete operation has been
received, and if so replacing the update operation with a delete operation in
the permanent storage queue.

9. The method of claim 6, wherein the database thread is adapted to
determine for the data packet whether an insert operation is pending and a
delete operation has been received, and if so removing the insert operation

from the permanent storage queue.

10. A system for processing and routing an incoming data packet from
a wireless mobile network to a destination server, the system comprising:
a wireless transport moduie for receiving
the incoming data packet from the wireless mobile
network;



t he permanent storage queue. 9. The nethod of claim6, wherein the database
thread is adapted to determne for the data packet whether an insert
operation is pending and a delete operation has been received, and if so
renmoving the insert operation fromthe, pernmanent storage queue. 10. A
system for processing and routing an inconing data packet from a wreless

nobi l e network to a destinati ongSgém@inent osiget @@q,@@rg%rsbglla[gﬂ with Mg el ess
transport nodule for receiving the incom ng data packet fromthe wrel ess

nmobi | e network; -18- a per manewirelassr #gespeni tedalss dei steingritha data

backage. | S anspor etged by _t haPRGAGtniT st el rliRAEE e Aonubdded )
associated with the wirel ess twdesinationdenseradapt ed to nanage the
operations being perforned on the dahg packet and for initiati ng the

storage of the data packet in e rthregdy AggRciaied E@hbﬁ?eéf/'r&lﬁ
per manent storage queue; a nai ntr]énfn'é qﬁa&%at%e[ykgh ﬁ)he Eestsht
>} ae e

transport nodul e for sinultaneous li'vering ata pac
destination server based on a omnat:quethaemgqmeﬁonnedl easther da’ﬂ?pcplat:kelndul e

bei ng adapted to determ ne V\/net r the. ket h acknow edged
by the destination server and W&'ag'ﬁeatggﬁi%@geo? t{‘ﬁéfaé%tpé‘cgﬁki@et in

the pernmanent storage device |§, tﬂ@nfﬁfeﬂtp%%‘ébeha&ewce based on a
permanent storage queue;
a main thread associated with the wireless
transport module for simultaneously delivering the
data packet to the destination server based on a
main queue;
said wireless transport module being adapted to
determine whether the data packet has been
acknowledged by the destination server and
aborting the storage of the data packet in the
permanent storage device if the data packet has
been acknowledged by the destination server and
if the storage of the data packet has not been
completed.

11.  The system of claim 10, wherein the database thread dynamically
adjusts the priority of the data packet within the permanent storage queue
based on an average delivery time taken for the data packets to be sent to
the destination server.

12.  The system of claim 11, wherein the database thread adjusts the
priority of the data packet within the permanent storage queue using the

inverse of the average delivery time.



been acknow edged by the destination server and if the storage of the data
packet has not been conpleted. 11. The system of claim 10, wherein the

dat abase thread dynam cally adjusts the priority of the data packet wthin
the permanent storage queue based on ap, average delivery tine taken for

t he data packets to be sent to the destination server. 12. The system of
claim 11, wherein the database thread adjusts the priority of the data
packet within the permanent storage queue using the inverse of the average

delivery tifd. -1be systemnef laimeil omvharainnihel dajghase Hiread arivaisathe t hr ead
adj usts the nBﬁ 051‘ 'ﬂ%é Hkté :Er)%cfé@tt FithRr K& p‘@]ntngh %gﬁrggry | neu@[]ﬁrﬁ'%ﬁequeue

using the nve Vi ng average o

syst em of anwemmofdhechawmg atérage dfihewletivenyrtimée dat abase thread nmanages
t he operations perforned on the data packet, said operations conprising
the insertion of the data packet into the permanent storage device,

updating thegdat ?h@aé%?ém"\bﬁ Bh? drite JPLIAREND & %a%ergﬁnv'tlﬁ‘f datdishagel etion

of the data packet fromthe permanent storage vi ce e system of
claim 14 V\Mead nmanageat dmseperationsl perfauaed ednt the ddatar macket, osaidhe dat a
packet, insert .operation.is end| and .an ate eration has
beon r ecer vhHeralife iy isiR Tie hedhias AR d8alPaniEl intdh i RetBEhdit ont

st or age queyt@rﬁggf_af1 et | mtmgom@é addtaNphdited Swithino tRE GRiffanehb esto Rt e

operation e systemof claim 14, Wherein the database thread is
adapted to d@we@raﬁdﬁelﬁﬂ@n phthegdata m&sﬁbﬂoméewrr@nenhgf@rag@gewaeq on has
been performed, an update operation is pending, and a del ete operation has
been received, and if so replacing the update operation with a delete
operation ihs, thﬁh@@lymmif clainT 49¢e wherein. the/dafhbase \thiceid Bf aghpted b4,

wherein the database thread is adapted to
determine for the data packet, whether an insert operation is pending and an
update operation has been received, and if so revising the insert operation in
the permanent storage queue such the insert operation takes into account

the update operation.

16.  The system of claim 14, wherein the database thread is adapted to
determine for the data packet whether an insert operation has been
performed, an update operation is pending, and a delete operation has been
received, and if so replacing the update operation with a delete operation in

the permanent storage queue.

17.  The system of claim 14, wherein the database thread is adapted to
determine for the data packet whether an insert operation is pending and a
delete operation has been received, and if so removing the insert operation

from the permanent storage queue.

18. A communication system comprising the system of any one of claims
10 to 17.



determ ne for the data packet whether an insert operation is pending and a
del et e operation has been received, and if so renoving the insert operation
fromthe permanent storage queue. 18. A comrunication system conprising the
system of any one of clainms 10 to 17. 520- 19. A conputer-readabl e medi um
having stored thereon a set of instructions, said set of instructions,

whi ch when executed, performthe steps conprising: (a) receiving an

i ncom ng data packet froma wreless nmobile netmork;ﬁ&b) initiating the

storage of fifle dét £opKerreadable pmadinanhavingr fjerage\ineeednsadseh @f

per manent Tel=N : ). Syl n I LiLyerd.ng ket to
the desti na?1 Fgﬁ ser%%?uﬁsa%tt(a(g lggﬁlgaﬁlghﬁ@@u\ﬁ?gﬁg gﬁ\ég%ﬂgtﬁ ef %ﬁﬁlmﬂglt'%ﬁ@%er t he
dat a packet ctvaprisihgen acknow edged by the destination server; and (e)
aborting the storage of the dat%)packet_i_n t he per.manent stﬁra e device if

the data packet has been acknol@edgifeHingd B WELMinG data Sefomyad | f
the storage of the data packet ﬂﬁ'@lé&@tr?é’&%rhetﬁﬁﬁpl eted. 20. The
1 )

conput er -r eadabl e medi um of clalm urther containing instructions
whi ch when execut ed perform t he(lgt epinitfatidg ribeisterblg cfdheskiangackdiégnpriority

of the data packet within the pernmanent s?torag(g%lﬂijese %Zsed on the average
delivery tinme taken for the datBEHINIRN stoyage © PSR O HREMBRAC Y er ver .

21. The conputer-readabl e nedi uggopigech@bin;19, further containing
i nstructions which when executed dyhamcally adjust the priority of the
dat a {c) simultaneously delivering the data packet

to the destination server based on a main queue;
(d)  determining whether the data packet has
been acknowledged by the destination server; and
(e} aborting the storage of the data packet in
the permanent storage device if the data packet
has been acknowledged by the destination server
and if the storage of the data packet has not been

completed.

20. The computer-readable medium of claim 19, further containing
instructions which when executed perform the step of dynamically adjusting
the priority of the data packet within the permanent storage queue based on
the average delivery time taken for the data packet to be sent to destination

server,

21. The computer-readable medium of claim 19, further containing
instructions which when executed dynamically adjust the priority of the data
packet within the permanent storage queue using the inverse of the average

delivery time.

22. The computer-readable medium of claim 19, further containing
instructions which when executed dynamically adjust the priority of the data



packet within the permanent storage queue using the inverse of the average
delivery tine. 22. The conputer-readabl e nedi um of claim 19, further
containing instructions which when executed dynam cally adjust the

priority of the data -21- packet wthi 1t he permanent storage queue using
the inverse of the noving average of the delivery tinme. 23. The

comput er - egaableyifiA it Hmahehtbiblag' a6 e sl HeahReRe shtRAfohgused t o

manage the operations being perfornmne at'a packet and to adjust the
per manent sawerage ajdleadeleryitiiiengl y. 24. The conput er-readabl e nmedi um of
claim 19, wherein the operations being perfornmed on the data packet
include the insertion of the data packet into the permanent storage

devi ce, updagi ngThEecsAbatdpFEEQAbIM MU NSf cREMMABEMh&TERT 20@latitsee, . and
del etion of the data i)acket fromthe permanent storage device. 25. The

conput er - r eliuieddl & tnmsmagedhenopgratignerkging pegoracdipastee data pagkels

pendi ng andoih < Buest e RFriRt kA BhenBERIBNGE T S0 Tevrsing the

insert operation in the pernmanent storage queue such the insert operation

takes into account the update operatign. 26. The con‘Rut er - readabl e nedi um
of cl ai m 2424uhef Be FamruUtgETeasdadle Madiuggof slaipall cunesinidhe ORerRIGNST t he

data packet b&Yﬂgt | orffed GiGhé daﬁ@é@%%%clﬂﬂé thﬁggsﬁﬁgﬁ UrTRE dafd) paREH €

operation is p ng, and a del eration received, and if so
repl aci ng timéo uthdaperncgreerdt stonge tdevice, dgbdstimgo ther adatarpaaket hetlper tinenent

storage queue. 27. .The co ter- b di f cl.ai 4 pn th
Got abace |t RSnent | Siprsee e vts Fn ety o ntay a8 Rarkat 05 IR '

:Psggt rgﬁgeﬁ]ﬁ%,{@td}gggid&k@nd a del ete operation has been received, and
g the insért operation fromthe permanent storage queue.
25. The computer-readable medium of claim 24, wherein the database
thread is adapted to determine for the data packet, whether an insert
operation is pending and an update operation has been received, and if so
revising the insert operation in the permanent storage queue such the insert

operation takes into account the update operation.

26. The computer-readable medium of claim 24, wherein the database
thread is adapted to determine for the data packet whether an insert
operation has been performed, an update operation is pending, and a delete
operation has been received, and if so replacing the update operation with a

delete operation in the permanent storage queue.

27. The computer-readable medium of claim 24, wherein the database
thread is adapted to determine for the data packet whether an insert
operation is pending and a delete operation has been received, and if so

removing the insert operation from the permanent storage queue.



