WO 2010/ 069955PCT/ EP2009/ 067187 1 AN RFI D TAG The present invention rel ates
to an RFID tag and in particular a nore secure RFID tag which is not

r eadabl e woemonesst ance before activation. In general, pamerRRddotAG7
operates by receiving an interrogating el ectromagnetic 5field froma reader
and output a signal, such as by |oading the field, based on identity data
stored in a chip of the tag. Tags of this type are used widely, and it is
contenpl ated that tags nay be used in even clothing, groceries as well as
medi cat i Q@ pe 4L ge val ue bank notes. A problemarises, as such tags may
be sensed and identified not only by authorized readers but also by others.
Thus, as 10a person would not want others to know the size of her dress or

shoes, ank Bﬁes@n@%x%%|dWFEI9té%% ARRFIOUAG N P, pariRN A AhidraneRurdet erm ne
t he amount of cash in his/her wallet, it is desired that the operation of

t he RFI Ril&ytamwhidbeisomitiegdpele firamoa dléstanee peforesaciiviaiondesi r abl e ef f ect
when desired and otherw se prevent the response of the tags. 150ne type of
such secure RFID tags are seen in e.g. a Peratech product

(htt p: / /v@enssphtat RFHR g Op6ratey . hhigcel vingrancintemegatin e eiectaimeneetiag i s

left cop I f f t to
cormiiny o 3T r e AREGuBoc'd Ga) BUER Sy e Bhe Fifa, it
conpri sndgntl’eyadatm $torediran dRFﬂ)fd:Ihé padaVaegsof t'lh)'sitVIpelBSé wsepwiselye ol it

i nput/ out put _bei nected to the coil, the, t further conprising an

el oot ri daicoprBplaed Shdetasamey Bhlss i EerR HGINS, TTRESTSS Bamelber ng
adapt ed hedraebatd %r?@@aﬂfe b¥Rk MREES A préblERt aRBee fxesidh eagsnsaywer ei n
substanti aIIy no Si is output to the input/out uts and a second 25node

bei ng a /g8 wmslr@.eﬁtléegurmtaqnlv@v(ﬁutbefw@@ r?ﬁ@ersrﬁﬂﬁ%‘ﬁ@@b’p‘?ﬁ@r%n—ﬂws as

10 a person would not want others to know the size of her dress or shoes, and as a
person would not want others to, from a distance, determine the amount of cash
in his/her wallet, it is desired that the operation of the RFID tags may be
controlled in order to maintain the desirable effect when desired and otherwise
prevent the response of the tags.

15 One type of such secure RFID tags are seen in e.g. a Peratech product
(http://www.peratech.com/security.php) in which the antenna of the tag is left
open and may be closed by finger pressure in order for the tag to communicate.

In a first aspect, the invention relates to an RFID tag comprising:
- a coil,

20 - an RFID chip having two inputs/outputs, each input/output being
connected to the coil,

the tag further comprising an electrical circuit connected to the inputs/outputs,
the circuit being adapted to operate in one of two modes, a first mode being a
mode wherein substantially no signal is output to the input/outputs and a second

25 mode being a mode wherein a signal is output to the inputs/outputs and



WD 2010/ 069955PCT/ EP2009/ 067187 2 neans for controlling in which of the
first and second node the electrical circuit operates in. In the present
cont ext, wo 2R0ldg9dsag nmay be any type of portabl e el enentcad®epiosdetisr perform
Wi rel ess communi cation, preferably short range w rel ess 5conmuni cati on,

with one or nore entities. A nore genericgtermis Near Field Comunication,
NFC, which may be used in cell phones or the |Iike, whereas a w dely used
protocol is that of RFID, which may be used in groceries, clothes, credit

cards, afegRs feoedrtedIlifh 8RNEIHish Of ebe firBOENG setoriditnddkEhe eRRESRACBURr t he
| i ke. Depending on the size, price and security level, such tags may be

smal | er ARBP9%iNger and secured nore or | ess agai nst theft | oss or the
like. A presently preferred enbodinment is the use of the RFI D protocol in
credit card-type elements for identifying a user or bank account to e.g. an

ATM or altn thepyiasenioporgxs, alngFlPdegynay e aypeyYRE OhRPERRLE Blemensponder
may be rtg%%ﬂd% Mr@eésh&mﬁgjﬁét@rfﬁ%%ﬁer %&@'réngé WIFGE&L red, but

al so ot her type ant ennas nay use wavel engt hs or ranges.
Pr esént Iqommmmathmwvitie oaawrtmpee ehtites| A reum'lgeuserac besinh ¢aNeeoiFigld nor mal | y

provi ded-as a f.| e, or | in one and.the ane pl ane.

br of er st inigtiost i e Rhee ek R PSR SRR T i v BB e o
20 i nput\gident peés ptét@@bmmbttohembt WHi&t elalebe aised dnYroeariéNrcigpiag; and to
whi ch a signal to be output are transferred. The present, high security

RFI D chi{¥§ !‘iaﬁ’f‘éd%rﬁ%Fe{sﬁé%trphﬁ'qnﬁ%ﬁss(#%tﬁﬁﬂgﬁs é?ﬁ&h?t“kﬁ% BRSPOER ot ovi de
a hi gherllk%e%deﬁ%h F(_fanacﬁéetff pH)ceté‘rH& sé Wﬂ%v&'s@cﬁﬁggs butWe'émQ

ment i oned bel ow, RFI D chi avi ng nput s/ out al so I nputs
f or 1Powedr lergs§r mse¢l§@db@0t%@d|%€t§caﬂajh$fgtfﬁt,d0$$ter mebbm invention. In
this manner, actually, the output of the circuit may be fed to the signal
i nput s/ out puts and/ or the power inputs. Usually, the input/outputs are
connect eAl presartily pisiferredarnbodipigntoattpatusesofddenriciedratocens aeditieardwo

conduct qf ngngdsmhedrdt A8hAAIY LUK orBdnk acdfart WU ORI T Fe2 RS0 7187

Of Sale.

Naturally, any type of antenna or transponder may be used. Presently, for the

15 RFID protocol, a coil is preferred, but also other types of antennas may be used
for other wavelengths or ranges. Presently, a coil may be any type of coil, such
as a helical coil, normally provided as a flat coil more or less provided in one and
the same plane.

Preferably, an RFID chip is a standard RFID chip having only the same two

20 inputs/outputs from which the chip receives a signal and/or power and to which
a signal to be output are transferred. The present, high security RFID chips have
only these two inputs/outputs, and it is desired to provide a higher security tag
adapted to this type of RFID chip. As will be mentioned below, RFID chips having
signal inputs/outputs but also inputs for power only may also be used according

25 to the present invention. In this manner, actually, the output of the circuit may
be fed to the signal inputs/outputs and/or the power inputs.

Usually, the input/outputs are connected to the coil, each input/output is
connected to one of the two conductor ends of a single-conductor coil.



3 In the present context, an electrical circuit may be anything from one or
a few el ectronic conponents, such as flip flops, transistors, diodes or the
i ke, to weh@ea/eprsecessors, signal processors, hard w r edTIEPgIoS671BPGAS or
the like. Naturally, the two nodes are desired, but even a flip flop may
operate in tw 5nodes and may act to prevent or allow power or signals from
passing there through. In this context, a signal nay be a specific signal
which is generated and output fromthe circuit, but a signal nay al so be
out put  sinniHeYpresehpadhtest 28N apsitBEalSepRIiy nidyore BRQtHIAR FEShWHPYE §.few
especially in the bel ow situation where power is 10received fromthe coil.
A means §l8etredistcoanPeRPtEnsSYEN a8k fli flope, frepsistaiad dinsies iy thedike, e

el ectric i L Cui r ' e c I ch as an

ol ement eSSt Bk sBRTIsToRa ArBcEReraCnaRwikaRoBicsn BPLAR drdhe (BN EF

r esponseatayale thesiwd mddesrrerespfed;, et myeesa flp fiop nodhepemtetingwo
defi%itiondof a node tg shift too ilfI the circui.t 1|5irs not alregg%_in t hat
mode> THI'SIERANAINAY At e &8V Ry Obd AW SO OTsHIPPER M RAPI 1% E Y apt ed to
send a sh@v@yh.- or no signal - to the circuit. Alternatively, the neans nmay
generate and transmt a nore conplex signal to the circuit, which will then
be able to determne, fromthe signal, whether to change node or not.

Nat ur al Iy, this ponMESxt S@YIdeal nSae beas spedifit bRINal Whieh hegenveldtegangunppyt may
be 20 provided for powering the circuit, controlling nmeans and/or chip.

Tor ng ! 1
However , TP ¢ Grefierhe sighe! May @see PeRUtE Rl bYilQaHBas WP Wer ecei ve
pover T rQpdif eoffithe m&%ﬁBﬁfét&peEfaﬂﬁlﬁh‘%Hlayoélé\Nts,*i‘c%a%‘%ﬁqnﬂ?t‘H)E@weP% the

basis of received power. sanme normally is the situation for the RFID
chi p0 Thieseyeddromeynehedikt ored as in standard RFID chips. Alternatively,
batteries or other neans may be provided. 25In that or another preferred
enbodi nent, the controlling neans is a nechanically operable el enent
adapt ed A o)eadseior spetradléty irowhpa ofaths Grsiland: $reonidrgde theialectsidabt ed to
enter the fi . n LV ' I h t r ' means
. as Gl S ARED sl AR EE BB O SR FioleP stal4F o e ERE Bl e
cont r ol lautgutreagignalstoawhicezheati comintespdapds ethisaespbdmsd neaywibeé aagieft A
2010/ 069955PCT/ EP2009/ 067187 .4 upon deformati on, ere the circuit is.
2dapt ed A PEME MARFSIADE THET O Lo GR5AL Gth ek 2rBEds J9 s 1h ool Lhg Eircuit
exceedi Ng myt tHMeRBPahdh¥evEde. This controlling means may be a simple switch or

the like adapted to send a signal — or no signal — to the circuit. Alternatively, the

means may generate and transmit a more complex signal to the circuit, which

will then be able to determine, from the signal, whether to change mode or not.

Naturally, a power source, such as a battery or other voltage supply, may be

20 provided for powering the circuit, controlling means and/or chip. However, it is
preferred that the electrical circuit is adapted to receive power from the coil and
to operate, preferably in the second mode, on the basis of received power. The
same normally is the situation for the RFID chip. This power may be stored as in
standard RFID chips. Alternatively, batteries or other means may be provided.

25 In that or another preferred embodiment, the controlling means is a
mechanically operable element adapted to, when operated, output a signal, the
circuit being adapted to enter the first mode when receiving the signal. Thus,
the controlling means may, as mentioned above, be a simple switch. However,

preferably the controlling means is a piezo element adapted to output a voltage



In one preferred enbodinent, the circuit is adapted to, when operating in
t he second node, output a stochastic/randomsignal to the inputs/outputs.

I n this Sweannavecedsie conbi ned signal is stochastic/randecrardo®heasusel ess.
In this respect, stochastic or random signals may be generated in a
plurality of manners, and even sem -randyn stochastic signals (such as
repeatable) signals may be used if a not too high security is desired.
Alternatively, the circuit is adapted to, when operating in the second

node, 10@8rPHéforn DM wiPdreahieN8r@NeisUd IRES tOirbact And ehtddle Mgk PHdddY t he
chip. In this manner, the conbined signal will be simlar to that output by

t he chi pyheutreenieingra wgltageiexseeding mErgsheldevplu@hi ch, preferably, makes a
CRC or other error indicating bit, erroneous. A second aspect of the
invention relates to a nethod of operating the RFID tag 15according to the
first asipe@te preferiest @oQOEtRPRY SNAFITCHE isasapted to, wbeaiopengliRemskhgy an

el ectro i Le Lk r i S o] r to
the chi ?’EQB,?Eerﬁ?:{ﬂ?,chﬁp%gF?teégtg),[cﬁﬁ%ﬂlcl/ﬂé‘r??érﬂsel oﬂﬁ%&e‘ﬁgﬁyéﬂ?ﬁ&%t angq\gesi gnal
t o t be imponher,direpiarsbiokdtdignallis stod@stingandotr ehdithygs wsalesst fratsigi tting a
signal to th c'%r ui t.. maki Eﬁﬁ]he circuit_enter itta.firslt rﬁq:def the chip
oper at i P50 qtP asE'FeO&erPQ 84 "PHY TEYeRS SRTEEEH" ER'HrEY Yhe present
cont ext ,mannerss AndosegN 8¢ me-rah @b ish/vidchastid Big@iate(ucdd agriatatsledRligrals t he
coil, which may be forwarded to and stored in or used in the chip. WO

2010/ 06998% BETVHESH HFonBtosiiah security is desired.

Alternatively, the circuit is adapted to, when operating in the second mode,

10  output a signal altering one or more bits in a signal output by the chip. In this
manner, the combined signal will be similar to that output by the chip, but one
or more bits will be altered, which, preferably, makes a CRC or other error

indicating bit, erroneous.

A second aspect of the invention relates to a method of operating the RFID tag
15 according to the first aspect, the method comprising the steps of:

- receiving/sensing an electromagnetic field by the coil and forwarding

a signal and/or power to the chip,

- the circuit operating in its second mode and outputting a signal to

the inputs/outputs of the chip,

20 - the controlling means transmitting a signal to the circuit, making the

circuit enter its first mode,
- the chip operating to output predetermined information to the coil.

In the present context, an electromagnetic field will introduce a voltage/current
in the coil, which may be forwarded to and stored in or used in the chip.



Preferably, the steps are perfornmed in the indicated order to the effect
that the tag will start out by receiving a signal but the circuit outputs a
si gnal i nwordmvosdasprevent the chip fromoutputting a sipgmaip2emw/osasanbl i ng
any signal output. Subsequently, the controlling neans are operated, such
as by a user operating a 5switch (such assdeformng a piezo el enent)
instructs the circuit to enter its first node and thereby allowi ng the chip
to operate as intended. This operation normally conprises outputting

pr edet erpref@@biy)ftAerépHBrs berfefmed ihtBeGAl Ratdd ofisttoSihelafé @hat the
operation of the chi p conprises outputting the information as a response to

recei pt 188 Widrstatt oWy byexpeaivied 3 pltoehBET She CToUihURRRES D BEMabBbEder toe

si gnal I a single
Vo t age/ ATy e e ENBTbREoGNLEifY o A9narance BRI Y ST LA 2 TiTi i e
bits or E‘swtmeqelnotlyptlw;ostrghlzmlgsmeansIame@ppraah‘eelr, isedh estipda set opehating ap of
the circui i i.1s _second, node,.c e

ol ooty et Peism o4 BeloPolihg aSeer YoMBRTHETRYCR the, AFritt &8 sftarbs irst,

i nt er nalmete GinkiethaPabR lal 8RS ehe shipe@ubp&rdte laB ihteidedr Tabpefatipnef er r ed

enbodi nment, the step of the controlling nmeans transmtting the signal
conpri ser?s,ormwa@qrﬁaﬂae%e%ﬁr'eanr@dsﬁémaﬁé iRflosmstionHoEed imEhe Sﬁ*tpp&ﬂs t he

si gnal . rﬁb§’95|tuét|dr§s Qﬁ@fcﬁferr§ﬁoﬁ lché REiS EGP pPised rE’)‘Eltﬁutrti‘h‘glj' theOReS@hatigh i n the

second node 20conpri'ses the circuit outputting a stochastic/random si gnal
to t he iapatespanssutosrecaipteafmarrecior, expested infarmatiag. operate to alter one
or nore bits or parts of a signal output by the chip in order for the
conbined signal to differ fromthat output by the chip. This may require

t he 16i r A8 mangiongdvahaue, $hgisignad Grgnamitieshty hree chnfrolligyg mieangimeayibe nay

out put. 2 BRRAG! AL BSh by oAbl e ESLANak QI LLPR Lfigochip difFers

fromth ned S|gna tered. It may be

pr ef er r edbrivplidatethessdrep mt:ltﬂphebctsrcnwvtem@mr&ptetg digndlee second node
conprises the circuit consum ng over tinme a varying anmount of power. This
varyi ng anmount of power consunption will also output a signal, and as WO
2010/ 06%555@%5%206:9%6%85& &hmeb@ﬁeueM\ae opdratiny ibétspsezatrraddéhat
this signal, .and thus t Psunptl on, Is stoch sti c/ranﬁj lm
comprises the step o the e ectrlca circuit recéiving power om the coi this

15 manner, no internal or other power source is required.

In that or another preferred embodiment, the step of the controlling means
transmitting the signal comprises operating a mechanically operable element

which then outputs the signal.

Also, it is preferred that the step of the circuit operating in the second mode

20 comprises the circuit outputting a stochastic/random signal to the
inputs/outputs. Alternatively, the circuit may operate to alter one or more bits or
parts of a signal output by the chip in order for the combined signal to differ
from that output by the chip. This may require the circuit to know the signal
output from the chip, or the circuit may output a predetermined bit until the

25 signal output from the chip differs from that bit, so that the combined signal has
that bit altered.

It may be preferred that the step of the circuit operating in the second mode
comprises the circuit consuming over time a varying amount of power. This

varying amount of power consumption will also output a signal, and as



A third aspect of the invention relates to an RFID tag conprising: -a coil,
5-an RFID chip having two inputs, each input being connected to the coil,

t he chi p wewbngeswsti rst, | owest operating voltage, the Prag/HBrPRo®her1s7
conprising an electrical circuit connected to the inputs, the circuit, the
circuit being adapted to operate at a seagpnd, |owest operating voltage
being lower than the first | owest operating voltage, and 1Oneans for
controlling the operation of the electrical circuit. As nentioned above,

the prespehtiBrédabageattnadibe prfeRedadaptitd sishNebh@tAua e poperof
wi rel ess, preferably short range, communication, i1ncluding but not limted

to the FONBUPHIiBLAE stochastic/aagefbre, any type of antenna or transceiver
may be used, even though a coil is 15preferred, such as a helical coil
prefer abl)ﬁ/ provided of a single conductor. The present RFID chip has two

i nput s dHMEES Beaeetool e ipyrntiopretateabd pn RIAESEA] APMPSISHYE for recei vi ng
power fromthe coil. In one type of RFID chip, only two inputs are provided
and are used for both receiving power fromthe coil as to transmtting a
signal to the coidc@ihd potentially also for receiving a signal from 20 the
coil. Qther types of RFID chips have the above power receiving inputs as
wel | as signal outputs for providing a signal to the coil and potentially
al soSrecei ving a &1 §hEP chipAprYiRg ta inputs, eadvinpwtiiging sepeecteditadhe

el ectrical ¢ i ; eye i ry sinple circuit, such as a
vol t age C?Jélgglll]%t%mp% hﬁﬁggg&ﬁfegﬁﬁtﬁé{éﬁﬁ?@ﬁ? }éés processors or 25the |ike
perform ng nmuch nore conplicated functions. WO

2010/ 059935ECT FPROGOHAARY oh Al BEESEhnRBRRMo 1 IBUBS srgPer at i ng

voltage 1s a’l owest voltage’a chip or circul oper abl e.
Nor mal | yGirduiiti, $he @ircagerding debpretithpperaje & d sedoral, dgwesiseperdatinggener at i ng

a chip or_ ASIC ar be defjined by e.g. voltage drops_over required
el enent Sv%élgggbggg:]s%agggan IE'B(? %/5§I 'é&eéﬁa%f%éﬂrggxaﬁ%%‘?’ %n%l owest operating
voltage normally is specified. In this situation, a | ower voltage need only
be ightly lower. but. in order_to take into.account production variations
and 1Phe Mekas Fifeonilion fof Fietitn et e HRETRr Ll of the Cireuit i s
90% or |ess, such as 80%or |less, preferably 75%or |ess, such as 60% or
less, t h,@snn';[em%tonle%mgbsc}ve?'%ﬁé ap}r{ag tVIQII:IIDagaeg g%dtcﬂlep ﬁﬂha%yp be adapted to perform

any type of wireless, preferably short range, communication, including but not

limited to the RFID protocol.

Therefore, any type of antenna or transceiver may be used, even though a coil is
15 preferred, such as a helical coil preferably provided of a single conductor.

The present RFID chip has two inputs connected to the coil. Preferably, these
inputs are for receiving power from the coil. In one type of RFID chip, only two
inputs are provided and are used for both receiving power from the coil as to
transmitting a signal to the coil and potentially also for receiving a signal from

20 the coil. Other types of RFID chips have the above power receiving inputs as well
as signal outputs for providing a signal to the coil and potentially also receiving a
signal from the coil.

Also in this aspect, the electrical circuit may be everything from a very simple
circuit, such as a voltage regulator, to complicated circuits such as processors or

25 the like performing much more complicated functions.



10Agai n, neans for controlling the operation of the electrical circuit are
provi ded. These neans nay be as those described in relation to the first
aspect. Iwoenm/epizedi ment, the electrical circuit is adapira®60/06H8EI ve
power fromthe coil and to operate on the basis of received power. In this
manner, no internal power source is requiyed. The circuit may have neans
for storing receive power l1l5at least for alimted period of tinme, such as
a battery or a capacitor. In that or another enbodinment, the circuit is
adapt ed fhotHePSieabAt WORIRXRONREWESt Gp&riatifgl vditadecisal MRtkst vemalgeatcRhich Thus,
recei pt of power/signal fromthe coil will start or ogperate the circuit,
whi ch ndirer@mion chiseitdplopetarlel Neemaillynthis yoliageiis defipef yde & aunti |
controll : | A [
roans 1 oECanodd FRaRsy eerad 3 crip By AL or AV ERRRAE) 0x398; Jqhhe
f or war d,dreperovepeequicdd etersegtma(such asheiodeskurdr, A3l and othear depsga adapt ed
to s tion when receiving,the signal. A fourth aspect of the

an (ﬁﬁ@d

op ,oper
i nventi dﬂ Fé?gPErsat{ncg Yi°| 88" }SbseF%? an RFID tag according to the

third aspect, the nmethod conprising the steps of: WO

2010/ 069955PCT/ EP2009/ 067187 the circuit operatin nd reduci t he

Vol tage LRI abreriey ¢ hevaiyptees BBe8idriy bt BRI RARr TR FoHer T skke

oper at i ngty até@ge, protbetie®variatibhs Gnaemies|ikd, ansnd éditdttiathgriberbang he
circuit, rendering the ci rcugt i noperative, 3t he chip operating to output
pr edet erAlREE PMnihGr HEGUbIF @7t Rlelessi PUCThaS BOp W rIBeS d56 ?bb’o§5i9/9 8hing a
coil in t 1ol gl |l i I in the
ol 1. B s o VOl R S A i - The
circuit is operable to reduce the voltage available to the chip to a

vol yage AiRWg{e Q’grtcﬁﬁtr%ilfr@éthg Qﬁ\@r%Ttioﬁ%P&*tWeiél?_ct‘f@at é‘ﬂ&%it ;Eﬁé progidegt i on of

vol tage nay sinply be obtaine y consum ng sufficient o e power

suppl i edThgsetmeansimay berasdinosetdescribed ageekationss theefinssiaspedthi s reducti on
may be perforned in a nultitude of manners, such as operating a processor
and/or a nmenory or sinply providing the power through a power consun ng

el emrent Isuete epbodienst e ¢lgctrical circuit is adapted to receive power from the

coil and to operate on the basis of received power. In this manner, no internal
power source is required. The circuit may have means for storing receive power

15 at least for a limited period of time, such as a battery or a capacitor.

In that or another embodiment, the circuit is adapted to operate when power or
a signal is received from the coil. Thus, receipt of power/signal from the coil will
start or operate the circuit, which may remain operable until no signal/power is

received or until controlled to do so by the controlling means.

20 In general, again, the means for controlling is a mechanically operatable
element adapted to forward, when operated, a signal to the circuit, the circuit

being adapted to stop operation when receiving the signal.

A fourth aspect of the invention relates to a method of operating an RFID tag

according to the third aspect, the method comprising the steps of:

25 - receiving/sensing an electromagnetic field by the coil and forwarding

power to the chip and circuit,



15 order to waste or renove the power. As is also nentioned above, the
controlling neans may provide a sinple or a conplex signal to the circuit
i n order wo 20afdfmsedsst he circuit. I n the present context, PCEPIOOLTIET

receiving the signal, is rendered inoperative, which nmeans that the circuit
no | onger reduces the voltage received. Rgeferably, 20the circuit when
rendered i noperative consunes at |east substantially no power at all, in

order to allow the chip to receive as nuch of the avail abl e power as

possi bl e when al | peedrdud @@@*a@h?-arﬁ rédudh§ ehawbitagaelafbbleeo tHeecHpriael
operation of the chlgnls that of outputting predeterm ned information to

t he coi |2 vPiageidpwenkan He Brtplavwsst opesedng &oftager mati on fromthe coil,
anal yze the signal and only output the information if the received
information is satisfactory. W) 2010/ 069955PCT/ EP2009/ 067187 9 I n one
enbodi nent, the sthepcastrallieg cneans trappEvtiiiong SR LP $Be cireEitererderingl

circuit cel Vi romthe coil and operating on the basis of
recei vegh%oﬁcp.lpﬂopﬁ}?ivaé;’ or anot her enbodi nment, the step of the circuit

operating conprises the 5circuit operating when power or a signal is

receigved fromth oll; ; bi i atl ' | | SAi
reqU|5r ed. Al so, 2%“% ésH”:r)ré) ?r%tﬁ%%?? E’}G?‘ﬁ%fg’%éﬁ%éeﬁ”q‘ﬁ”ﬁgqgfﬁﬁ%ﬁ t]cga?:éog?I}bI ling
means transmitting the signal preferably conprises operating a mechanically

oper at abAﬁn‘?én‘%fE%@H %U\ﬂeh ptolgﬂrbnfir% ‘élaéd:ilsinté]‘?eﬁaicglrb%agnetic field will generate a

voltage/current in the coil, which in the present aspect is forwarded to the chip

and circuit.

The circuit is operable to reduce the voltage available to the chip to a voltage

10 lower than the first, lowest operating voltage. This reduction of voltage may
simply be obtained by consuming sufficient of the power supplied by the coil to
reduce the voltage across the coil. This reduction may be performed in a
multitude of manners, such as operating a processor and/or a memory or simply
providing the power through a power consuming element such as a resistor in

15 order to waste or remove the power.

As is also mentioned above, the controlling means may provide a simple or a

complex signal to the circuit in order to affect the circuit.

In the present context, the circuit, receiving the signal, is rendered inoperative,
which means that the circuit no longer reduces the voltage received. Preferably,

20 the circuit when rendered inoperative consumes at least substantially no power
at all, in order to allow the chip to receive as much of the available power as
possible when allowed to operate.

As is also mentioned above, the normal operation of the chip is that of
outputting predetermined information to the coil. In addition, the chip may
25 receive information from the coil, analyze the signal and only output the

information if the received information is satisfactory.



10A fifth aspect of the invention relates to an RFID tag conprising: a
coil, an RFID chip having two inputs/outputs, each input/output being
connect edwbaotongomei |, and bei ng adapted to operate in eoE/EPRo®e7I8DdES, a
second node being a node wherein substantially no signal is output to the
15i nput/outputs and a first node being a grode wherein a signal is output to
the i nputs/outputs, the chip further conprising one or nore signal inputs
adapted to receive a signal making the chip transition fromthe first to

t he secopdor@embditiede, tHY S@p of the C|rdma<5‘[§erfa@|h PeoPMpEisdtite Sle@ftpdalt 0 the
one or nore signal inputs, 20wherein: the provi means are adapted to
per f or m G asitorRSEMIRg PeManTErmrh eaGel @@ﬁﬁ?ﬁf%}i'% Bértgérbaéﬁ oheeasldds of the
blonetrl surenment and output the signal if the person is identified and
WO 2010/0 55PCT/ EP2009/ 067187 10 t he providi ng neans are adapted to
output the signal as an encrypted signal, the chip being adapted to

?Tgfjg-r m rlﬁsthfa‘c%matﬁb%gépgf%%td% At S step’rb?ttﬁércirﬁc&g}%’u}wb%n’i&.%é%et 5—' rst

menti one ove e ‘oresent terns coi | "RFI D
chi p5 SSdhmwhujomm“aglngemhcan ipowaett aresanigngl mtcercepmdaﬁrbrrgtmd sal.ofthus, noytyps of
conmuni cy ntand a tePnas The(%]) resent RFID chip now additionally has an
i nput foc? ?\ '(5}9a'lns S P[]d?lrﬁ%u'{ " chip to change node or enter a

predet erm ned node. Additionally, thi s si gnal is an encrypt ed signal which

!s?gﬁgﬁl ?/ egcﬁ%&t &%n Ry AR arl:r)%c\i/ &0 8 tne SSRGS ing 8:mhind he encrypted

transmitting the signal preferably comprises operating a mechanically operatable

element which then forwards the signal.
10 A fifth aspect of the invention relates to an RFID tag comprising:
- a coil,

- an RFID chip having two inputs/outputs, each input/output being
connected to the coil, and being adapted to operate in one of two modes, a
second mode being a mode wherein substantially no signal is output to the

15 input/outputs and a first mode being a mode wherein a signal is output to the
inputs/outputs, the chip further comprising one or more signal inputs adapted to
receive a signal making the chip transition from the first to the second mode or

vice versa,
- means for providing a signal to the one or more signal inputs,
20 wherein:

the providing means are adapted to perform a biometric measurement and
identify a person on the basis of the biometric measurement and output the

signal if the person is identified and



In the present context, a bionetric measurenent may be any type of

bi ometric neasurenent, such as the obtaining of a fingerprint of a person
an iris swenploasdssage, a 3D i mage of the persons face, pon/ErPy@n/ogaBeEti C
anal ysi s. This measurenment is used for identifying a person or user, and
the result of the 15nmeasurenent is used fijpr instructing the chip to enter a
particul ar node or a node change. However, in order to ensure that the
comuni cati on channel, which may be serial or parallel or nay conprise any

nunber Qhe%@t&:ﬁh@frﬁeamsa@éda{;ﬁﬁe@@ko Jipsit thEidHap\esHMen&Epesd aighahdapt ed
to encrypt an instruction for the chlrp and 20forward this encrypte
e

i nst r ucttherchinPeinapdgptade defiesmingt iramt theengyPird sigdr|pybethes thany

differe t Fsid uction may be added extraneous information
padded&%ﬁ%’g?@%gﬁéﬁjgﬁ on |eF1 order to ensure that the sanme instruction

does not al ways | ook the sane on the comruni cation channel. 25A sixth and
final as e ot ho fir r i he RFID tag
accordi nlgseﬁenﬂ?ntegleiﬁcﬂ)ééghg??éﬁhtgﬁeﬁ@ h(ehﬁ([:)g%%r [ stcloﬁlg e @%@B@"'%f WO
2010506 HBEBRCDEEP2O0Y DO®2T8edtding i@cerpdrathg extsd nghemtyelescifr omagnetic field
by the coil and ftorvvar(gl n oner to the tag and circuit, the chip

oper at i nc&rpwuinﬂcsa O t he providi ng neans perfor m a bionetric

measurenent relating to a 5person and outputting an encrypt ed signal, the
chipre n C ted si tranS|t| n|n Il st rmde i f
Che encryis BEeh REDiBr el SudiRna Rl LR A PbA Sidral iheirlhi) +RE

chip to change mode or enter a predetermined mode. Addltlonally, this signal is

an encrypted signal which is analyzed by the chip, and a mode change only

10  occurs, if the encrypted signal is acceptable.

In the present context, a biometric measurement may be any type of biometric
measurement, such as the obtaining of a fingerprint of a person, an iris scan, an

image, a 3D image of the persons face, or even genetic analysis.

This measurement is used for identifying a person or user, and the result of the
15 measurement is used for instructing the chip to enter a particular mode or a

mode change.

However, in order to ensure that the communication channel, which may be
serial or parallel or may comprise any number of conductors, is encrypted. Thus,
the providing means are adapted to encrypt an instruction for the chip and

20 forward this encrypted instruction.

Naturally, the same instruction may be encrypted to many different shapes or
the instruction may be added extraneous information (padded) before
encryption in order to ensure that the same instruction does not always look the

same on the communication channel.

25 A sixth and final aspect of the invention relates to a method of operating the
RFID tag according to the fifth aspect, the method comprising the steps of:



In the follow ng, preferred enbodi ments of the invention will be described
wth reference to the drawi ng, wherein: 10-figure 1 illustrates an overall
set-up fwouoeme®ss illustrate different enbodi ments actcmgErb@mogensy ate a
signal or power variation for affecting the operation of the RFID chip,
figures 6-7 illustrate different enbodi ngats acting to reduce the 15vol tage
available to a I evel where the RFID chip cannot operate, and figure 8
illustrates an alternative enbodinent. Figure 1 illustrates an overall
set-up of a nunbefecefvit sbRsiRRareBRRHoTEAGFetid fleld st toilBndifBpviFdify t a9
10 conprises an RFID chip 12, which may be a 20standard RFID chip,

connect RPWY EnthRFIa9 @04 [Ciredit, Even t hough the present draw ngs are
described in relation to an RFID chip using a coil as an antenna or sensor,
any type of near field conmunication, normally called NFC, may be used

usi ng arny type oftheédimPesating ipitsiseeend apedény type of antenna or
transponder. WD 2010/ 069955PCT/ EP2009/ 067187 12 As wi |l be descri bed
further below, the operation of the RFID chip may be affected at some
points im tinme, e pevideg IhedneBedd Morbiomelsiomeasuresnedt reladn®EPP chi p
and goi | t i Ln which a signal is sensed by the
coi | %14’pé;§§n%%§li %gﬁ%@ﬁﬁ%hg%@gfﬁ?efdsﬂgpgﬁsm tted to inputs/outputs 12" and
5 12" of the chip 12, which stores the power and on the basis thereon,

out puts,_via the gnpyts/ ; ' i d t (114,
whi ch si gnal corrpﬂrhi%sdéfﬁa5§¥%pﬁg§5hée§e%ﬁgﬁﬁééozglﬁpgl %ngﬁé$%r§ﬂb#8y€ﬂ%efﬁ§tensed
by a rennbdeaifttbaralcrgptednsagnalTietatdatta st oleatified pdreormhi p 12 and bei ng
enbedded in the output signal usually relates to an identity of the tag 10
and may relate to a 10 product to which the tag 10 is or is intended to be
at t achedn thet fad omiyg,gpretenred @nebdedimente o dhe omventimemwilbbe aestcribed wittat t he

tag is used for .identjfying a person or a bank account to e.g. an ATM The
FRBEE LB ABF abi il Bnf

tag 10 &t §REFe "M er or circuit 16, which is also
connect ed,
10 - figure 1 illustrates an overall set-up
- figures 2-5 illustrate different embodiments acting to generate a
signal or power variation for affecting the operation of the RFID
chip,
- figures 6-7 illustrate different embodiments acting to reduce the
15 voltage available to a level where the RFID chip cannot operate,

and

- figure 8 illustrates an alternative embodiment.

Figure 1 illustrates an overall set-up of a number of different embodiments. In
this set-up, the RFID tag 10 comprises an RFID chip 12, which may be a
20 standard RFID chip, connected to an RFID coil 14.

Even though the present drawings are described in relation to an RFID chip
using a coil as an antenna or sensor, any type of near field communication,
normally called NFC, may be used using any type of communication protocol and

any type of antenna or transponder.



via input/outputs 16716" to the coil 14 and the inputs/outputs 12712". This
15circuit 16 is operable to affect the operation of the chip 12 when

desi red. wWbizsioafshmsst nay be obtained in a nunber of manmersEr2000/06T18Er foOr a
user to determine when this effect is desired or not desired, a switch 18
I's provided for the user to operate. Wien2this switch 18 is operated, the
operation of the controller or circuit 16 may be altered from an operation
20affecting the operation of the chip 12 to an operation which does not -

or Vi ce NehfRbe NrisUFiBEH YurthBe beWvk Gcfhelﬁaémmha)f&mé RAIReckib BgbRbl e switch.
The exact type of switch 18 wll depend on the actual shape and

requi r erffR$edEtisRENG RGINEDIN Lisikal DY, 'nttﬁé ynaffecsed mere, gl epesatioBEdpe such
t |
as in Q@ESI\%‘@@E é?rrLdy@%ghfag/ l%%e gteﬂ{daﬁ'ﬁ%aﬁgﬁ ih Shicth %ﬁ}?l’éﬁl iSideiaby ¢y @

sui t abl or m ot a piezo el ement when defyor med,
wi || outthetcodl 14| araye,sigidlcbnoepoviser, ﬁebramwattddiensedtstzjyuthdd?mandl | er 16.

Thi s _def ‘ di h 0
owi ¢ on 1 R4 By 2R et eanEs Shao BREhads dRelath e i "be
used, asxua&uewmm@ﬂssa@&p@mniaﬁatﬂzwn at sigeéinsacketetntsil 18uemidsignbhe

termnal or reader, if desired. WD 2010/069955PCT/ EP2009/067187 13 I n one
group ofCOPRAERS et acsHeses ﬁ’ﬁrFﬂ@ Chipd 2opd MhieghMAY PeSCRssd PyIF E8MPELis to

out put aar&baﬁgheh%meme%&ﬁ@%@%%é%@ 1M Beﬁfbdémtb‘édaad igitagal
output fromthe chip 12 t hereby nmakes the overal | signal output by the

coil 14 QLﬁéUé§EJn_a$Uﬁua|(h\dr¢|BtﬁS ta an $d@mt¢ma@f tﬂmytagcltaﬁbﬂe*navgelaémt0§ gnal
Senﬁ%d bﬁ'roldngt POOWhicglhéltr?@gag 10 is or is intended to be attached. A tag may also

relate to a person or a bank account, so that the tag is used for identifying a

person or a bank account to e.g. an ATM.

The tag 10 further comprises a controller or circuit 16, which is also connected,
via input/outputs 16’/16" to the coil 14 and the inputs/outputs 12°/12". This
15 circuit 16 is operable to affect the operation of the chip 12 when desired. This

effect may be obtained in a number of manners.

In order for a user to determine when this effect is desired or not desired, a

switch 18 is provided for the user to operate. When this switch 18 is operated,

the operation of the controller or circuit 16 may be altered from an operation
20 affecting the operation of the chip 12 to an operation which does not - or vice

Versa.

Naturally, the switch 18 may be any type of operable switch. The exact type of
switch 18 will depend on the actual shape and requirements of the tag 10.
Usually, the tag is to be small and cheap, such as in the shape of a credit card or
25 much smaller. In this situation, a suitable switch may be in the form of a piezo
element which, when deformed, will output a voltage, which may be fed to and
sensed by the controller 16. This deformation may be due to a bending or a
tapping on the tag 10 or switch 18. Naturally, also other types of more standard
switches may be used, as may wireless communication to other elements, such

30 as the terminal or reader, if desired.



forwarded to the chip 12, so that the chip 12 will not be able to discern
the information therein and provide a sensible result on the input/outputs
12712". woAectousbdsg, this scranbling may be obtai ned by paTERRyiong71IpDWEr
consunption of the controller 16, when powered by the coil via the

i nputs/out puts 16716", as 10this will equglly disturb the operation of the
chip 12. If a battery or other power source/storage is not desired, which
is normally the case, it is desired that the controller 16 is adapted to,

as i s nonghe RROE ehbRsfeldd Er@eBHIReRM@Rle foE@P@t‘id’rﬁoﬁﬂﬁé cddtrafi@ni s enss ng an
el ectromagnetic field. In this situation, the controller 16 nmay be operable

t o out plRUPHE assignll toiien NPEE PULRHES 1ispoheer Wl ishda ddfekeBYY ISEINRY o8Pt t o

oper at e) ntd:L i i i r 1 al, it
oy b JZPUR i TRR $hARLR, FoRRE e LB EigRY ptbutiby df FErEA

scranbl adsedess. i ndi scerni bl e as possible. Thus, it may be desired that the
output of the controller 16 is stochastic or random A nultitude of manners
of obtaining 20this is available to the skilled person, depending on the
anoubt dh addipjonj tiys s@oma naayl saraymblesd | sg aayi signalsensed y dentaibl#endl6 as

wel | as gother factgrs., General, e di nen of this u be seen in
figures fgf‘g?rqﬁé&e&% ﬁh'Pi ]g%r%o gjar{j?:ﬁg @%ﬁ?o‘f\'\”e?&i%e %b& go g',ca? " gﬁfppl y 20
recei vi ngfqreveiorn tfarelrhgné @irbvidié, a gefdibieassalt citiowRILeLblputhe2 porer
supply 20, connected to the switch 18, and 25an internal current consum ng

process 24 which is controll able by the processor 22 and which outputs a

si gnal oxcttibgy Con eetaintiitn gl ElLObe bbtdihed &9i & vadyindvenesnssiupition 3P act s
as that of e.g. typical RFID tags by receivi naépower fromthe coil 14 and
enabl i nd:hﬁrfé”}%‘?%'@és%rwrﬁ‘ pewspet Ry ehevgednvipsfigrinpuats/ gysputs 167167, as

2019b06SARSRATLEFARDIISAGELE ddod¥dhl Gl cribg pr ocessor 22 will act on

i npul ses fromthe swtch 18, and the process 24, also receiving power from
the coil 14, will start operating as descri bed bel ow. The processor 22 is

abl e to et sbReoRBHRFH MM Urek/debfgeWstifdt d&id Wirfich is normally the
case, it is desired that the controller 16 is adapted to, as is normal RFID chips
12, receive power from the coil 14 when sensing an electromagnetic field. In this
situation, the controller 16 may be operable to output the signal when receiving
15 power (and thereby being able to operate) and until receiving a signal from the
switch 18.

In general, it may be desired that the present output signal of the chip 12 is as

scrambled and indiscernible as possible. Thus, it may be desired that the output

of the controller 16 is stochastic or random. A multitude of manners of obtaining
20 this is available to the skilled person, depending on the amount of computing

power and any analogue inputs to the controller 16 as well as other factors.

General embodiments of this group may be seen in figures 2-5, where, in figure
2, the controller 16 has a power supply 20 receiving power from the coil 14, a
processor 22 powered by the power supply 20, connected to the switch 18, and

25 aninternal current consuming process 24 which is controllable by the processor
22 and which outputs a signal on the connections 16°/16" to the coil 14.

The power supply 20 acts as that of e.g. typical RFID tags by receiving power
from the coil 14 and enabling the processor 22 to operate. When power is



S5term nate operation of the process 24 in order for the chip 12 to be able
to determne any information present in the signal fromthe coil 14 and to
out put t hwodesidsedsr esponse. The process 24 may be ampygTiEPP@9©6718T OCESS
generating a sufficiently disturbing output signal or power consunption, as
this process is powered directly by the 1@i nputs/outputs 16716". Suitable
processes are nearly infinite in nunber, but reading to/froma nenory, such
as an EEPROM or Flash nmenory will generate a varying power consunption as

Wil a chanasidehwertceddorerenill stosk imbamésFeomshel svitdh 28eaa@theOne such
process may be the controlling of a controllable voltage limter.

Nat ur al |Brocgss 24, gisotrggeivingrPower hggm sbee medvidellisiae MReMENIFAS nanner s,
one bei %ﬁ%riﬁiemeﬁ’o%ener di ode used as a shunt regulator. Al so controllable
shunt regulators are known and useful in the present context.
Alternatively, the process 24 may act to output information on the

| nput s/ %H@E%&e%?@rlﬁi i Bbﬁﬁ%%@e_ﬁ’nﬁ‘hé%‘rﬁf th/3Ri ARG el Qe é%h—ﬁnocfﬂ p 12 and

any 20i nforhation ouf put ere uch infornation nmay be determned as a
f uncti orteomindte apereticataf dhetprobessoXd pubordér farehehdhip 12, tobe abke twh i s

54y istelriecany TP ReloRatReent M i Siong FRMEAS oD o e B ahbEal” Do°rs
seen whaheidedife fspeass. 24' is positioned 25externally to the actual

controller 16. The process 24" of figure 3 nmay operation in the sane
manners as the process 24 of figure 2. In figure 4, the external |oad 24"

af f ect s tHeprdtedt D4omapUses ad P EEPE of ipRotdss gunhitingRssumpticomlyddisrbirigom t he
power supply 20. Again, the process 24", WD 2010/ 069955PCT/ EP2009/ 067187
15 output signal or power consumption, as this process is powered directly by the

10 inputs/outputs 16/16".

Suitable processes are nearly infinite in number, but reading to/from a memory,
such as an EEPROM or Flash memory will generate a varying power consumption
as will a change between different clock frequencies of a processor. One such
process may be the controlling of a controllable voltage limiter. Naturally, a

15 voltage limiter may be provided in a number of manners, one being a simple
Zener diode used as a shunt regulator. Also controllable shunt regulators are

known and useful in the present context.

Alternatively, the process 24 may act to output information on the
inputs/outputs 16’/16"” in order to disturb the operation of the chip 12 and any
20 information output thereby. Such information may be determined as a function
of the information to be output of the chip 12, but which is altered in a
predetermined manner, or the information output by the process 24 may be

scrambled or stochastic.

In figure 3, a very similar set-up is seen wherein the process 24’ is positioned
25 externally to the actual controller 16. The process 24’ of figure 3 may operation
in the same manners as the process 24 of figure 2.

In figure 4, the external load 24" affects the inputs/outputs 16’/16" via its
power consumption drawn from the power supply 20. Again, the process 24",



which is external but may as well be internal to the actual controller 16,
is controlled by the processor 22, and is now powered by the power supply
20. Thus,woheilomewss consunption of the process 24" wil | pafrfepedootobaspower
supply 20, which in turn will draw varying anmounts of power fromthe coi

14 and thereby 5disturb any signals betwggn the chip 12 and the coil 14. In
figure 5, a very sinple solution, simlar to that of figure 4, of a
scranbling controller 16 is seen in which the power supply 20 powers a flip

flop 22'whieuiis@xt&ipapBlipuiay BOMdINGe svdekedl th&heosvtast shtkdlidrhes rigset i nput.
Power fromthe power supply 20 is fed to the input of the flip flop 22' as

wel | as qoptidiedsy the precesser 22hanfl|is po ppwered Brdhe oxvern sHRRIWZD: vol t age
limter L P 4 : | i~x ter
20 i |17, 0 et CRlSBIRRR oPin Bfocest a1 IR et hRboilr AR 201 7
fl op 22'whichde tuesetill dréne Vidryimgf dropudls ofvpbiep frove ihe moilelrd &hadwhérabm t he

power. supply, 20 to the limter 24" . ere the.ghip 12 will be allowed to
act orrfﬁ?ﬁ%p aﬂﬁ/%\ﬁngllst q_twgtepvtget%‘h?\ﬁg %T)%glée 8%3 fments is one wherein a
general scranbling of the signal on the inputs/outputs 12712" is not

perfor ut much more subtle alt.erin he_.information is, perforned.
The ©nf aridisns of Soraeies wefed 37" e dhat 4 ibDre 4 R eral BB hor: o1 n
a CRC, wontfol\irllle iseseahriangbidh, thief pdier Sipp1pr2® pdwekea lfiip $lopf22' heaviid gi nal
signal is/are altered at the tinme of 20 transm ssion. Thus, the processor
16 may SPRHYEPHE{OMS theeMiicht &8 GRBNBFEHIPLNSTepRE MAULs PBIVEE @8 thRal out put
of the %Werlguﬁg'szisq“@ﬁrt%tt!h‘éﬂn iJE of thd AlElop BBt a%%l%@‘t’@%ﬁ@rseilﬁwpd’c' a the
i nputs/outputs 12712716716" 1s able to receive the information output by

t he 1&ni pf1the fiip fiap 32'hath&e andnteravkvditagpiingtarnd4’t yThus, | befeceresetofcl earl y
i nval i d dat ket , A - bl et t i ne. Wwhi i

has/ havéﬂgeﬂﬁggfpt gé égHé\X/r\éﬁetlaéggﬁ]{“ﬁ%e?%f o‘&'r”a Cltgﬁ lﬁémuogeqo\gsgg% éé\gﬁh%ﬁ%np group

of pr ef ethegobvesrbaubhpievis thé A fipprad’ | Oncotreddte ticoffiip fibpex2’ 1Gll ipgetventr ender
the chip 12 i when desire A ver ner of ohtaining this

oper abl . si mpl e, ma .
2 to hraveTBSB T BsGe Py <0 B HESs Hich BOREEY e i ot | 14
and t hergiiybd BRoWB 4b H O WoPtHaRy12712" that the chip 12 is not 30operable.
WO 2010/ 069955PCT/ EP2009/ 067187 16 The chip 12 has a well -known | owest

operating voltage, and in these enbodi nents, the controller 16 is chosen to

havgsa | aarterhfRSto EREEBOVA B diR@Rts BOohddthdrb® & @Rherd||RFarkBlinyfgn
operating, draws the voltage received fromthe coil 14 so low, that it

falls bdhgwigma QroiResinrsfs tPuip VoY 1Adgés vet padormed but a much more
subtle altering of the information is performed. The information provided by the

chip 12, naturally, is a signal comprising a CRC, which will be erroneous, if one
or more of the bits of the original signal is/are altered at the time of

20 transmission. Thus, the processor 16 may simply act to overwrite one or more of
the bits of the signal output of the chip 12 during operation. It is noted that the
processor 16, via the inputs/outputs 12/12”/16/16" is able to receive the
information output by the chip 12. In this manner, an eavesdropping entity will
receive a clearly invalid data packet but will not be able to determine which

25 Dbit(s) has/have been altered, whereby the information is useless.

In another group of preferred embodiments, the operation of the controller 16 is
to render the chip 12 inoperable when desired. A very simple manner of
obtaining this is to have the processor 16 operate to draw so much power from
the coil 14 and thereby the inputs/outputs 12'/12"” that the chip 12 is not

30 operable.



5chip 12. Then, the chip 12 will not operate while the controller 16
operates. Naturally, the voltage may exceed the | owest operating voltage of
t he chi p Ww®d 2bmwoesdsert er periods of tine, but preferablypowterbaw/obnsger than
a predeterm ned period of time which may be determned in relation to - or
sinply limted by - the anount of tine reguired by the chip 12 to output
the information desired. 10Then, the controller 16 may stop operating when
receiving the signal fromthe switch 18, bringing the voltage received from

the coi ITHAc@BoVEhBES WeNaglowaPRIWst peratih@ueitabe! BRd GRitRede, Whereby the
chip 12 will operate and performits intended function. As nmentioned

above, i@Mpadignentsr FarlconEpllenso dpehasemE hR¥E swows, Bvessparatinge 15chip
12
Oper% 9g; ?éﬁﬁg?ﬁé TBAEoALr 4B ﬁzh%ég&paés%%’uﬂgt dFé’wﬁ thdy éltggéeﬁe@elvlné@ere' n

t he contro a power supply |one ove
pr ocesso‘ror215tr‘©o¢uikb4lsatibw bigat tifabsvbemw tige Iot\d/w,opaarabhgazgnétalgemfttee 26 is

provi_ded_  whi when n draw a.sufficient anpunt o ower from
Phe. Son R ge 480 b Bl e iy e ns @ wByg thé sphERUef T Hardte Y oo | o
for the chip 12 to function. Thus, the |owest operating voItage of the
controll nd t hereb the S 25 and.t he | mte ower
Chan CneFR Sy R B el et 5 e oGPt ekl BE 487 6ol 4 006 of
the | owerst shpeieatpienio dedfttage, biit pRefefdblp nb2 fos |atdepwWRdn aSPrddedérmineds
ensured that the vol ta e on the 1 nputs/qutputs 12712" does not exceed the

25 m ni RAAWHEF HMeYh 'ff‘@geb%fjeﬁ{é'"l?ﬁij pn IQ'alt'G”atod'eQFéb’nRHer”é“tﬁﬁé)Ychl p 12

i's allowpd érﬁo@ﬁ@BﬁEuﬁq@F%ﬁ ‘i'hé%h Xzftb%lﬁgupfﬁé?r%rr%tubhedesured.
i nput s/ out puts 12712" 2010 06995 CT/ EP2009/ 067187 17 heat. Al so, the

sinpl e operation of a controller/processor/ASIC/ nmenmory will consune power,

Suchpas i Gtﬁ@%o%"t‘r‘oll%?"i‘6“t91a9rst 'cide‘?ébfh?"gvl'@n FAHERGR thé’%ﬁgfrﬂd?%drﬁ%%”g

to/frommenories, the shifting of clock requency an ke. Anot her
enbodi meavitghs 1§ebﬁngm9fﬁl"@w@ta79e vgesidchfrone the o‘@éééloabcm duntowsss a
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t he Iimltsemtélﬁdedrﬁyndnmnany power consum ng operation, and this operation
may be term nated by the processor 25 when receiving a signal fromthe
switch 18.

As mentioned above, it is preferred that the operation the switch 18 renders the

15 chip 12 operable.

One embodiment of this type may be seen in figure 6, wherein the controller 16
has a power supply 20 as that mentioned above, and a processor 25 controllable
by the switch 18. Also, a voltage limiter 26 is provided which, when operating,
will draw a sufficient amount of power from the power supply 20 to render the

20 power available to the chip 12 too low for the chip 12 to function. Thus, the
lowest operating voltage of the controller 16, and thereby the processor 25 and
the limiter 26, is lower than that of the chip 12. Preferably, naturally, a gap of at
least 10% of the lowest operating voltage of the chip 12 is allowed, so that it is
ensured that the voltage on the inputs/outputs 12°/12" does not exceed the

25 minimum operating voltage of the chip 12 to a degree where the chip 12 is
allowed to operate and respond to any signal present on the inputs/outputs
127/12".

As mentioned above, the operation of the limiter 26 may be any type of power

consuming operation, such as the simple use of a resistor converting power into



Anot her alternative is seen in the situation where the chip 12 has not only
the 10two i nputs/outputs 12712" but al so one or nore power/voltage inputs.
In this swouatdmmgssal | the above enbodi nents nmay be usesctmp2@blensi ng t he
chip 12 via its power inputs, and those of figures 2-5 may be used for
additionally or alternatively provide a sizgnal /di sturbance to act on the

| nput s/ out puts 12712". A yet further alternative is seen in figure 8,
wherein the chip 12 has, in addition 15to the inputs/outputs 12712", an

i nput  2hdAr AsoS itBA3ImbRS§pérsiondoft hieoftroled/BrécsepEnEIe/ ety willn or der
to render this chip 12 operable only by the i ntended person, a bionetric

sensi ng @NSHEM PRWer sSYoes Herl cCamsteRt eadincenmuliiplyieg phoeRtR&ISper son,

nor mal | y, ' | ' bu - i ' may be
20used (1 THnlEplRla (oS RicRbrics tnd MG BF ok AR thd Bl e e
chip 12 as well as the elenent 28 nay be powered by the coil as in the

above egﬁﬁlhgg%%odﬂﬁwe‘ﬁtt?é%%&? Yn ﬁgHPé 7°W%rreﬁmgﬁ£f%rﬁnsd689%éefrjr ﬁ‘? cBREDR qry be

provi de Sired at |eas or e el enent n or 0 make
i npoSsi Biniteh@6hendaeswg ardntergabfo the actmagnntratieom6) wikict2 @odbisgiomeenedt he

bi onetri ¢ el nt 28 and .the.chip this.co nication link.29 is_,,
encrypte .reCFfYE@?”} ﬁbe ﬁpb'ﬁ'é/tg it%u'i?I ]eé;ém '2%9&}'87 %88%#&%&@“%‘@?‘8@& ng to
a sensedmp@roany poke cohsomlag @Pepdti®t)cantptiad oberatiors mdyhbeé tbrfmmigteg of
the WD 2010/ 069955PCT/ EP2009/ 067187 18 communi cation |ink 29 and repl aci ng

this by RhtpRIPGSSer dRa¥he reseineta figne! oM Fasdwitchnd-chip 12 operabl e.
Thus, instead of a sinple switch, a bionetrically operabl e operating neans

may be used, L . : : ,
Another alternative is seen in the situation where the chip 12 has not only the

10 two inputs/outputs 12/12” but also one or more power/voltage inputs. In this
situation, all the above embodiments may be used for affecting the chip 12 via
its power inputs, and those of figures 2-5 may be used for additionally or
alternatively provide a signal/disturbance to act on the inputs/outputs 12°/12".

A yet further alternative is seen in figure 8, wherein the chip 12 has, in addition
15 to the inputs/outputs 12/12”, an input 27 for a signal instructing the chip 12 to

operate or not.

In order to render this chip 12 operable only by the intended person, a biometric
sensing element 28 is provided which may identify the intended person,
normally by his/her fingerprint, but any biometric measuring method may be

20 used (iris detection, voice recognition, or the like).

Naturally, the chip 12 as well as the element 28 may be powered by the coil as
in the above embodiments, or a battery 30 or other power supplying means may
be provided if desired at least for the element 28.

In order to make impossible the mere separating of the communication link 29
25 Dbetween the biometric element 28 and the chip 12, this communication link 29 is
encrypted. Thus, the biometric element 28 forwards information relating to a

sensed person to the chip 12 on an encrypted form, so that breaking of the



S5Naturally, any type of encryption may be used, and any nunber of
conductors may be provided in the |ink 29, depending on the |evel of
security wenreadossst is clear fromthe above, that the epemetéionsn’the
enbodi nents of figures 1-7 are nore or less simlar, in that a varying
power consunption may both provide a sighgl on the inputs/outputs 12712"
and reduce the power available to the 10chip 12 to a degree, where the chip
12 is not operable. Also, the same types of processes may be used for

provi di ngramdiddtie Rk 20 EaNECIREWRIs SPRBWHNA 6Na shbrieet diFdgt il hbe
foregoing is intended as a limtation to only one of these functionalities

or oper d€NERE thacBihb? wRperdplenay be used, as may a conbination of the
enbodi ment described in relation to figure 8 with any of 15those descri bed
inrelation to the remaining drawi ngs. Naturally, the present tag may be
used i n EnUsundeeadfofd simplemwitihy @abiicareiricall Rpasahla oplesatieg Megnsc@ayes,
bank notgs,.@pd a particularly interesting use is in creditcard type
elenents in ich the RFID or other short range wi rel ess comruni cation is
used for identifying the user or the account nunber to e.g. an 20 ATM WD

2010/06 PCT/ . I I S{ Q) coil,
an I Dg}g%léﬁgﬁ%\%: ggﬁ{\ﬁggfly%ﬁ%ry éﬁ S&ﬁé@,el%sac %Edplgﬁt“} @glt pu %Fecﬁjrﬁg%% (t:%r%nect ed
to the cvaybe pvided fruthehbnk @Smaepsidigg on the level of security desired.

It is clear from the above, that the operation of the embodiments of figures 1-7
are more or less similar, in that a varying power consumption may both provide
a signal on the inputs/outputs 12'/12” and reduce the power available to the

10 chip 12 to a degree, where the chip 12 is not operable. Also, the same types of
processes may be used for providing a varying or a constant power
consumption, an nothing in the foregoing is intended as a limitation to only one
of these functionalities or operations. A combination may be used, as may a
combination of the embodiment described in relation to figure 8 with any of

15 those described in relation to the remaining drawings.

Naturally, the present tag may be used in a number of different situations, such

as in clothes, groceries, bank notes, and a particularly interesting use is in

creditcard type elements in which the RFID or other short range wireless

communication is used for identifying the user or the account number to e.g. an
20 ATM.



an electrical circuit connected to the inputs/outputs, the circuit being
adapted to operate in one of two nodes: a first node being a node
wher ei n swbgbemishassl y no signal is output 10to the inpurComrpabscasd a
second node being a node wherein a signal is output to the inputs/outputs
and neans for controlling in which of theofirst and second node the
electrical circuit operates in. 152. A tag according to claiml, wherein
the electrical circuit is adapted to receive power fromthe coil and to
oper at e @gmuiM® basis of received power. 3. Atag according to claim1l1 or 2,
wherein the controlling neans is a nechanically operatable el enent adapted
to, when operated, output a signal, the circuit being adapted to enter the

first nodeayreNDrag&onhpdsinge Si gnal 204. A tag according to any of the
preceding clains, wherein the circuit is adapted to, when operating in the

second node, output a stochastic/random signal to the inputs/outputs. WO
2010/ 069955PCT/ ERZ@@®/ 067187 20 5. A nethod of operating the RFID tag
according to claim1, the method conprising the steps of:

recei ving/sensing an el ectromagnetic field by the coil and forwarding a

si gnal and/or poway RFEDIhE BBVIRg tvd hﬁ)&s/dﬂﬂb&tsol@%"cﬁtlhﬁ@t/bﬂtﬂdtsoéﬁgond node
and outputting a signal to the inputs/outputs o
5 connected to the coil,

the tag further comprising:

an electrical circuit connected to the inputs/outputs, the circuit being adapted to

operate in one of two modes:

- a first mode being a mode wherein substantially no signal is output
10 to the input/outputs and

- a second mode being a mode wherein a signal is output to the

inputs/outputs and

means for controlling in which of the first and second mode the electrical circuit

operates in.

15 2. A tag according to claim 1, wherein the electrical circuit is adapted to receive

power from the coil and to operate on the basis of received power.

3. A tag according to claim 1 or 2, wherein the controlling means is a
mechanically operatable element adapted to, when operated, output a signal,
the circuit being adapted to enter the first mode when receiving the signal.

20 4. A tag according to any of the preceding claims, wherein the circuit is adapted
to, when operating in the second mode, output a stochastic/random signal to the

inputs/outputs.



the controlling means transmtting a signal to the circuit, naking the
circuit enter its first node, the chip operating to output predeterm ned

i nf or mat iwo 2bm/dshwsscoi | . 106. A net hod accordi ng to cl aiporfkr2ede@sEBN t he
step of the circuit operating in its second node conprises the step of the
el ectrical circuit receiving power frombphe coil. 7. A nethod according

to claim5 or 6, wherein the step of the controlling neans transmtting the
signal conprises operating a nmechanically operable el enent 15whi ch then

out put s 3.he nsétdidal of ofbratingBhBaFIBCERr Siddeding @Wakh 1AL FRefioh Wherein
the step of the circuit ogeratl ng in the second node conprises the circuit

out put t i SNRIisNgdhesteRs PEndom si gnal to the inputs/outputs. 9. A net hod
according to any of clainms 5-8, wherein the step of the circuit 20operating
in the second node conprises the circuit consum ng over tine a varying
anount of power. receMyNg/ARNRPCPN QGCH@WG@U@E@W&%W@ coil wpd forwarding

2010/ 06%?%5%&’;5%&?@&9@;%&%éréipan RFI D chip having two inputs, each input

bei ng conn e Co ¢thip having a first, |owest operating
vol t age, the tag further conprising an electrical circuit connected to

t he ienputs, the cir.cupt bei t: : i
opera5ti ng vol taggﬂhgeélft%“g?%&@Fﬁgﬁgﬁgﬁéﬁﬁﬂﬁ}egav@?a%%g?@p?analg@o t&%ge, and
the inputs/outputs of the chip,

- the controlling means transmitting a signal to the circuit, making the

circuit enter its first mode,
- the chip operating to output predetermined information to the coil.

10 6. A method according to claim 5, wherein the step of the circuit operating in its
second mode comprises the step of the electrical circuit receiving power from

the coil.

7. A method according to claim 5 or 6, wherein the step of the controlling means
transmitting the signal comprises operating a mechanically operable element
15  which then outputs the signal.

8. A method according to any of claims 5-7, wherein the step of the circuit
operating in the second mode comprises the circuit outputting a

stochastic/random signal to the inputs/outputs.

9. A method according to any of claims 5-8, wherein the step of the circuit
20 operating in the second mode comprises the circuit consuming over time a

varying amount of power.
10. An RFID tag comprising:

- a coil,



means for controlling the operation of the electrical circuit. 11. Atag
according to claim 10, wherein the electrical circuit is adapted to receive
power frownothe/wess and to operate on the basis of receipcedrpanms7187

12. A tag according to claim 10 or 11, wherein the circuit is adapted to
operate 10when power or a signal is recepyed fromthe coil. 13. A tag
according to any of clains 10-12, wherein the neans for controlling is a
mechani cal |y operatabl e el enent adapted to forward, when operated, a signal

to the circuit, therFinehip hBeinddvas HpuRs, éscHinpiit aRFREbAReBaOIBEE] Vi Ng
the signal. 1514. A nethod of operating an RFID tag according to claim1,
t he met H&, Edeshinshayngrrefistte rvedtt: opgraieg Mokgdeensi ng an el ect r onmagneti ¢
field by the coil and forwarding power to the chip and circuit, t he
circuit operating and reducing the voltage available to the chip to 20a
vol t age thew@e furdrertaeenprisiag an @eesicad peruit icagneeiedagethe mﬁét%dﬁﬁr ol ling
means tr 1 i I h i ik, LG I L
i noper atclfilrt\;tgj,rl"E| Bélhg%c%pgégggrog:e?%% oggétt?%tdt’ '89@3@?@?%&}1& dg?%%(?#%hgon to the
coil 5 \Won20 10410680 5iEFODMERE 0PperBYd 83dItage, a%d A net hod according to claim
14, wherein the step of the circuit operating conprises the electrical
circuit receiving power fromthe coil and operating on the basis of
recei vednpamngfor conti@ling thetdpedataen of dheglearichlaiimul4d or 15, wherein the
step of the circuit 5operating conprises the circuit operating when power
or a signal is received

11. A tag according to claim 10, wherein the electrical circuit is adapted to

receive power from the coil and to operate on the basis of received power.

12. A tag according to claim 10 or 11, wherein the circuit is adapted to operate

10  when power or a signal is received from the coil.

13. A tag according to any of claims 10-12, wherein the means for controlling is
a mechanically operatable element adapted to forward, when operated, a signal
to the circuit, the circuit being adapted to stop operation when receiving the

signal.

15 14. A method of operating an RFID tag according to claim 1, the method

comprising the steps of:

- receiving/sensing an electromagnetic field by the coil and forwarding

power to the chip and circuit,

- the circuit operating and reducing the voltage available to the chip to

20 a voltage lower than the first, lowest operating voltage,

- the controlling means transmitting a signal to the circuit, rendering

the circuit inoperative,

- the chip operating to output predetermined information to the coil.



fromthe coil. 17. A nethod according to any of clains 14-16, wherein the
step of the controlling neans transmtting the signal conprises operating a
nmechani cavbyoopepssabl e el ement which then forwards thepsir@padosndig8. An
RFID tag conprising: a coil, an RFID chip having two inputs/outputs, each
i nput/out put bei ng connected to the coil ppand bei ng adapted to operate in
one of two nodes, a second node being a node wherein substantially no
signal is output to the 15input/outputs and a first node being a node

wher ei n g5 sA gidholSac@BFdIHE thQl4ife 14N HeFERUEHRUStep dft@eCdifduit tisdriaging
conprising one or nore signal inputs adapted to receive a signal making the
chi p tr &PSNRIIgRS theoateckical CirsitirgceiMingseewat i éhe coliangl oreraiing on

means f Qi AV dF RS Eg@[erto the one or nore signal inputs, 20wherein:
t he provi 8i ng neans are apted to performa bionetric neasurenment and

identify a person on the basis of the bionetric neasurenent and output the

si gnal {6 t e app8OcbRuih 98t 4P 4301 s V21RO LSSBETHERROOR 067187 23

the providing neans are adapted to output t signal 'as an encrypte

si gnal , aperathg pobainigesattheptisulit opeatiegnivhen pfovwem darhe sigmatt yprexkisdgnal |
whet her to transi.}i on to the first node. 19. A nethod of operating the
RFI D tadftr%@c%"lgd?%g to claim 18, the nethod 5conprising the steps of:

recei ving/ sensing an el ectromagnetic field by the coil and forwardi ng power

to the tf’ﬂ Enn%iet%'ozzlcauclc%l‘ding to any of claims 14-16, wherein the step of the
controlling means transmitting the signal comprises operating a mechanically

operatable element which then forwards the signal.
10 18. An RFID tag comprising:
- a coil,

- an RFID chip having two inputs/outputs, each input/output being
connected to the coil, and being adapted to operate in one of two modes, a
second mode being a mode wherein substantially no signal is output to the

15 input/outputs and a first mode being a mode wherein a signal is output to the
inputs/outputs, the chip further comprising one or more signal inputs adapted to
receive a signal making the chip transition from the first to the second mode or

vice versa,
- means for providing a signal to the one or more signal inputs,
20 wherein:

the providing means are adapted to perform a biometric measurement and
identify a person on the basis of the biometric measurement and output the

signal if the person is identified and



the chip operating in its second node, t he providing nmeans perform a
bi onmetric neasurenent relating to a 10person and outputting an encrypted
signal, wbeomhnispssecei ving the encrypted signal and tr aogigp2emijosgst o t he
first node, if the encrypted signal relates to an identified person.

23

the providing means are adapted to output the signal as an encrypted signal,
the chip being adapted to determine, from the encrypted signal, whether to
transition to the first mode.

19. A method of operating the RFID tag according to claim 18, the method
5 comprising the steps of:

- receiving/sensing an electromagnetic field by the coil and forwarding
power to the tag and circuit,

- the chip operating in its second mode,

- the providing means perform a biometric measurement relating to a

10 person and outputting an encrypted signal,

- the chip receiving the encrypted signal and transitioning to the first
mode, if the encrypted signal relates to an identified person.



