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Classifieds types of interactions. Fig. 2 also depicts statistics and various egregious
examples all illustrating the fraud and misrepresentation that these online
interactions are permeated with.
What is clearly needed in the art are systems and methods to address these
problems, and allow participants in various online interactions to have assurances
that (i) the people they interact with are who they say they are, and (ii) that the
information those people present and disseminate in such interactions is accurate.

BRIEF DESCRIPTION OF THE DRAWINGS:

For a fuller understanding of the invention, reference is made to the following
description, taken in connection with the accompanying drawings, in which:

Fig. 1 is a chart illustrating the growth in the United States of online networking, and
the resulting related commerce, across various customer segments;

Fig. 2 is a chart illustrating the need for persona validation in view of the growth and
prevalence of online and online-initiated crime;

Fig. 3 is a chart illustrating how persona validation can benefit both individual
consumers and merchants in a variety of interactive contexts;
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apparent fromthis disclosure and the acconpanyi ng drawi ng fi gures.
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i nput Total Record; apply FinMask to Total Record to obtain FinRecord; for
each field in FinRecord for each verification data source (obtain data from
veri fi catwornosiodssie; store in Results;) conpare fields iPoTRS3Ub082706et

Resul t sConpar elll= consistent; 0= // inconsistent if ResultsCompare = 0
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DETAILED DESCRIPTION OF THE INVENTION

In exemplary embodiments of the present invention, a process for validating and
leveraging multiple persona elements can be provided that has application across
many different online interactions. This embodiment is shown in Figs. 4A and 4B.
Referring to Figs. 4A and 4B, in a first step, users and a persona validation service
provider can engage through multiple distribution channels. For example, users
(who can be, for example, both individual consumers as well as merchants) can sign
up for persona validation services in person, online, via telephone or via mail.As part
of the enrollment process, users can select and provide information to validate. For
example, new users are prompted to provide basic personal information (e.g., name,
gender, race, marital status, date and place of birth, citizenship, address, social
security number). In addition to basic information, both new and existing users can
optionally select further persona elements of varying levels of granularity to validate
(e.g., educational attainment, income, home ownership, employment status/location,
disabilities, mobility (i.e., travel time to work or number of vehicles available)), and
then provide further persona information as necessary or appropriate (e.g., previous
addresses, driver license number, license plate number/characters, monthly income
and expenses, total assets, debt and net worth — both current and historical). Users
can even volunteer further persona information (e.qg., user’s lifestyle preferences,
hobbies, interests, affiliations).

In a next step, employing suitable, known verification techniques and methodologies,
the persona validation service provider utilizes internal and/or external data sources
to validate the persona information provided. This can, for example, involve verifying
demographic information accuracy (e.g., age, location), confirming financial stability
(e.g., credit report), and obtaining background history (e.g., criminal report).

As part of the validation process, a validation service provider may come across
various inconsistencies in the user’s credit and financial data. For example,
employment and address information may not be as current in the records of one
credit reporting service as it is in another. Outstanding liabilities (e.g., mortgages)
may have been paid off and released, but still listed. Such inconsistencies can be
reported to the user with a request for the user’s input as to accuracy, and then the
validation service provider can ascertain which data is the most current and
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nover needed 1o BWF ah'sﬁﬁ#dof(f%g{%egbf@ A d5aneianast ereit ¢ an

onl i ne dating V\éb3| *a next step in the inventive process depicted in

Figs. 4A and 4B f ever n a credentials, users
choose how to use” ¥,\%‘Bt ‘?@E g%%%t%'t"ﬁ -rgggli RgﬂHFE'SLSé? their validated
personas acro0ss d| f eren transactions/interactions. For exanple, an
i ndi vi dual user wgag ﬁpooses to interact wth professional/career

net wor ki ng Websi tes can use his/her validated persona credentials to
comuni cate finangiglt 1otalldcory; educational background and credentials and

a spotless backgrgggg ﬁhM&Wc%tQﬁ&B‘f&%%%:ﬁﬁﬁ-*.ﬂﬁ&&ﬁr%/* user who opts to

interact with online“dating Websi or exa se hi s/ her

val i dat ed per sonafdr&i¢nvidlalin FifRESIFIUNI cate an online dating profile that
can be relied upon; thl%rlé%ehmﬁucahéﬁ dR256lfdd | ter for dating profiles
that have validated persongopis qﬁtté oﬁ,vhnf,& gghﬁle net wor ki ng arena,
for exanple, a user can congw}bqﬁ e/ she as a val i dated persona on
an online profile or r@(gﬂﬁg;eﬁem h‘if%s% per sona when engaged by an online
stranger. For a nerchagyt RESklits afqd RS ?ﬁﬁﬂ%{%&” be touted, for

exanple, in association with an on |ne POF A for exanple, an
online classified advertisenent, to assure Rty § that they are dealing

with a legitimte indiy tract those who are searching
specifically for nmer cnaﬁtgga!}\ﬁcaﬁ‘g)aggva i dat ed per sonas From an

operational perspective, t i h_whi ch a n user having a
val i dat ed persona interact ts;(acﬁéiéetsr’l I?é%rﬁﬂ%teuggrquse 8Henti al s
automatically. For exaﬂ§ e, the Website's server can access and query

e.g., via the Interne on,Service OV|der S server to obtain
\(/al |gdat| on of the user's cggﬁff' 'gatsdagage _dﬁet"ﬁ'g a\rffied;y a) i dated persona
information. Preferably, the Wbsite pr P i der, recogn|2|ng t he benefits of
transacting with users who have vali dat'eli=HSeEHHRIN frectal ready support,
e.g., through software provided by the validation service provider, the
autonmati c generation and comuni cati.gg. of proper validation requests to the
service provider in accordance with pre-defined protocols. Al so, suitable
security protocols (e.g., utilizing digital certificates or the like) can
be put in place to ensure the authenticity of the transacting parties.
Access to validation information concerning a user's validated persona

i nformation can be subject to the authorization of the user. That is, a
val i dated user visiting an online social or professional networking
Website, for exanple, will provide his/her



account identifier to the Website only after receiving sone form of
assurance that the Website will seek verification of only those verified
per sona everentm®3ginat the user has specified for rel easeCraStine/oV¥bsi t e
(e.qg., the user selects certain itens that he/she is willing to have

val idated froma | rtYHerl:e ity feature, upon

re;:el p% of I ia querybﬁtﬁ)girﬁ'zsa{ é‘éggl te, Fﬂ‘e&i{/al P%E'??ﬁgéeriln ;:ﬁ provi de(rj C?nf
automatically sen ation to the user identifying
the nature and sc %ger% enﬁ%nen%ﬁg aggggﬁp%é"%‘mﬂa e IHH'SS om t he user
prior to providing validation information in response to the query. As an

addi tional control é\hi ch can be used in place of or in addition to the
security measures %‘é cri bed above, access to and use of the stored persona
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(as desc'??rggﬁeg o 6h§ﬁ1for§hb,?i'38 (glr‘gr??tgg%oegﬁ%%g@%r agtg gll?ﬁée@l ated data
record, @&W%I@@Vﬂda@ﬂmﬂn%OBMS therusehtosselegivety advlédiserrglvask Fi nVask,
Enpl oyer n be identified
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i i t h_enbodi th t t
P’ be- itk LSR b REEOh A Baltin SoRERaraaet e 8 1o UBrBEr T “car d. bank
card or suppldmére, ¢rmtbeﬂmasmmoﬁh¢thaalhw sqferﬁdmé inforfation, ket niduefy Gregsdrol der
or user of the c nC'Igelol nstltut &gn or ot her i ssuer

o el dmidborkResntliths QebChed Brearerags! Beiowl, fidos sBpuiihe

parti culurdeystsod that pesonk fiformaticiodtm béhiodfiet Gihdl MewAGARIaHaNS Effddted t he
present inveption .given.their access to a well-devel oped infrastructure

that sugifbep Ltpé’rnctﬁ? niiptiye Of thaiushrobwda regponse te ﬂﬂ?fﬁcﬁoﬂ@ﬂda@éﬁfﬁmnt and

t hat, Oflnﬂaﬁﬁeﬁcﬁh thm |saé|ﬂh§fiﬁdt ddill\éhltly%@a‘iﬁﬂlé ﬁathb%ﬁdé%fontééwneé ﬁMdéN%” hi ness
., crimnal report) of

(e.qg. C{?zﬁ? and background history (e
card hol se| ﬁ f Begre valjsdated (eg. etiﬂﬂma%ersrmermﬁatﬁétt@werage@dtf,)

per specthewdlidated\indi the 3RS R tiéAsh RN With 4% oAkh ct can offer
not onIy the benefit of product differentiat |°on ea‘%ﬂt furtﬁfglj engenders both

t r ansact!D @Mt aleR IR INVeRMYERrPerss depicted in Eigs A and 4Bi fonwalidasng Bnds

| nCl ude (kVEgAg BArioRY ARRBRULEEALAEbOThOH 688 filshiapHAR bpnal vol ure
from new card ders esire Persona val1dation a rom i ncreased
usage f raignMigestampueisaie) hsinalidatedmersonassaacessotifierepbonliniet s i ncl ude direct
revenue o] o, tion, as
wel | s e detions iftachang.CPal EFArBhErSh AP Uhel b BRSARERa tbiAFe o
information provided in connection with persona valldatlon i n accordance
with the present invention, which enhances segnentation capabilities. As
descri bed above, as an incidental service to the validation process, a fee
can be charged for updating any inconsistencies across various databases
accessed in the validation process, and correcting any erroneous
information stored in such databases, such as in the case of nultiple
credit reporting databases. This is a task nost consuners woul d rather not
handl e for thenselves, and would be willing to pay for once they are
adV|sed t hat thelr credlt reports may have errors. Al so, consunmers wll
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In addition to card issuers, in exenplary enbodi nents of the present

i nvention anot her potential provider of persona validation services can be,
for exanpWe,2m/gbsibal package shipper. Sinmlar to card iPssuses/ogi7obal
package shippers currently maintain a well devel oped infrastructure to

t Kk ; ; [WeTel f o]l f f L tipl
par oo it Rrosrrhair R dda Wbt lsEARE el LR e pia o
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can, for th i,n e thejr. shipping traffic and allow themto
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provi der optsitomteracewih oskine patirgpPlebsives, fer axahile, a@di udettis/Bebadligatddne

ability E) use th h'i ing services o[. tge, rovi der across nultiple vendor

enti 1 esPEROTREGIRTFIRAS CETMURICAF gRioping dpigprofierhahean s [Rliedoeni ve of
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etter custoner mcro-segnentati on and

compl ete_cystoner information (for ]
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the custoner mcro-segnentati on benefits presented by the present

i nvent i oRSSBRR WRHEN &A1Y 9?‘? byA8 O\NB'GIEF atrargesi [For agnershpatyusenrtbe velidatedh user

vi ew cli pdrsbi estdbe téuted! BFELAABe! A ALYERELS WA AL BoSAy Bershiar ed wi th
the validation service provider, as the validation service providér created
that val @é?xample_sﬁwnun%_@laaﬁa@# gdvastisernent, tomassute egsomgroteatthieysrar e not
uni que 1 gedlingVath 4 |eeftinthtt TRIGEEA! &id fU‘atﬁBo&t%s{&vﬂﬁ%’?& é?r‘éﬁi?\ ton. Such
benefits can equal Iy apply to other I nplenmentations of T he Yr esent

i nvent i otPeciisally for merakants wheihavedalidated pecsosiance with an al ternative
enbodi ng ' ty - n, do oad rsona

val i dat i @%n{s)% tb @rragﬁrz% |Scﬁaét2:¥'gér} tgﬁoﬁtgs/"%zrﬁ{h ﬁ@ﬁ%%t%ﬂ%hgs%?ﬁ% ? devi ce and
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provi der, enp oﬁ@% u@gw\r’]&%&lﬁ ﬁé’{s%@%"&;’?ﬁ# i cal processing nethodol ogies to

transformsuc ra ©fher user persona validation data
such as, Pretaralely ativel We bsitenprguidphirecatmizing fherssmeritd ofdrinactinplds assrd hi story

and spendi hi st,or into useful. reliable informatjon_ regardi ng the
user's B@L‘g ?%er\é?"dﬁﬁdt%qjﬁ%n% vqllﬁ?lgqaggtsupgogd%gr,?@rgggg sgfiya °V'F’g€ (step

3) . Thi sbyithé ealiddtionrseevice provider e batdraticogereeatior afBcorhALaREEEN aflver ti sing
or offers that .are s'pecifi% o0 the user',iepreferences delivered at the

poi nt ofP PR RIdatignigauests %&ﬂﬁ SRIVICE proviger e @ccardgpegwith prerdstinad:t i ve,

aut hor i zmbtoeols! Alsesarasle SBELit) PFabo@S i(&?._, UBlizing alyitBlEhRR@%es Adfikt i onal Iy,
the user. s credit and debit card transactions can be tracked (and Level 1,

2 and 3 '8k SANLBE PHLP&YACE 19 ensuis the authentigity. ghthedransaring Raitiess rel ated to
the CPS Atabss &Hiaatio Mmidtoh Rty A10s418 vaiiited pertiiAnfiialighd via the

user's electronic toll collection account, suc ~E-ZPASS, for exanple) to
yi el d néfnascupiash it ke aukorizstien phing uses: GQ_@?'Ssa yplidadechyseradsivngnan and ot her
behavi oron|ihé sé&@l%r%r@i%s@i@ﬁél%t\%%g\hl%bsi'tetﬁ fbrse% : IHWiH%EW@%E%%érevel of
granularity of the persona data that can be cultivate y € persona

val i dat iasROWH identifieptodipe Y¥ebsiteaanly aftesfregeiving some formlaf@sswande that theer s and
the Iik e i : ' By L f L ALY, i ments of
the pr e?gﬁgél%nﬂlgﬁ??%ﬁg?f?aﬁ rﬁ%ﬂr{ﬂﬂﬂ’{l&.eﬁ%ﬁ’ @Eg pie]é)s)cbg ieéﬁﬁggqgéﬁétitﬂgg'?%ti on

i ndepend@pspetified fprselegse tatietWebsite (eq., thebiser seledis dertairsitarhs that dat a.  For
exanpl e nald : i : res ant _of . choice every
ay . \inelsbete Wit AEYe VaiGaRY i St & e, RCA BINRE RSy BHERC "1 o
ascer t aiuponirgceipt df @rquem romtaliVebsite the vatidation seedde provilescann t hi s
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debit cards or the like. As one exanple of the salutary use of GPS or other
novenent tracking data according to the foregoing enbodi nent of the present
i nvention, imagine a user who comuteg_by car weekdays fromthe suburbs to
the city. The user's conmuting behavior is gleaned and validated fromthe
GPS data and other data (e.g., home address, work address and even

el ectronic toll collection data) collected (wth the user's prior

aut hori zation) by the persona validation service provider. Additionally,
the user's credit card transaction history reveals that the user typically
pays to have his/her car washed at a car wash | ocated nearby the user's
honme address. This information would |ikely be of particular interest, for

o, . o v o B o o




As shown in Fig. 7, an exenplary system can enabl e various synergistic
rel ati onshi ps anong persona validation, online advertising and direct

mar ket i ngwountizi4esial i ti es and sub-systens. These three pa3iusess/0bi7n@s can
thus be together in an integrated and seanl ess fashi on and enabl e the

t f f t b bl
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Verification 8381 a user can create-a new account, and his or  her.data can
then be thathé senviceevider willmeyeerasnepd tasalidafion Phetes gHPUTs 2AHN#NY user can

set var 5o BaRltRic v dﬁ&?tgoﬁfaé‘és%fmbé?t% AS@ITpIObS & Beirhisypnivid dat a,

set preferen es regar recelving various offers and the frequency of
such redeigtule aaar—spguﬁ;ect)ﬁh&tapfemcéﬁdemlldat,eé’r'ﬂ@rméf'o'v\,ﬁi)@??rﬁ'f‘gI I“T’\Hs ehavi or s
can be trac t HNPtidES LsuchtaRl Ryt ed in
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of f* Wi %@Htloﬁ:yé d?bﬂu@@ thos @hlel?fmg/all findvinike datasoraesmch |qneﬁeg SUcIaBuleeI | as in
Figs. 11-12 or exa
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of data &%I&?&éﬁibh&&ﬁarﬁt@gado?@ dapayeléct alveleivant sﬂ&séﬁl I this re§drdia ne
activities. It is often desired b @é‘eadvertl sers, t hat ch ads be del i vered

rat her q@@t@IM?SBnE'QMEﬁE EmploverVatie elc. ofan ki defined, PEURER IY5Eher at i on

al gori t hog, éétﬁﬁr Ao e SMARifg §h type VaNeWes Felbvar praskciantieed t hat very
| ar ge armunts ghtaa ar e&gol | ect edd andv?rana ed with rcf%’ra'éd to eq h and

every Vi U!ﬁedrto geoeratera sybsetiof ysgi data thatds ﬁ&%l' I odgs RN agwea/ S| ngI e,

rat her ' GOy ERImBIaChoM SR harhitRyldoff, I<eshttl e@mborgener at e such
adverti serrent gﬁ@%ﬁu%& %n ?ar rTé@ceed the allofted time that t adverti ser

cont r act splényoffighosm>i theaaahpihase fields dortrass shrepgh e B?M?nﬁ Qe on, the
data tha I r ach user can be m cro-segnented, and
each m céthééég% é&%s@ t&’f'?sp%trﬁ ts?héd l'[t]ar?can be stored in a separ gte small
and eamA@vaatagmﬂslbI perdamaval&a@pd imaceardanaswith embpdimerie pbthepresenis be,

for exa u u r a given
user s oRestion (BRGR iited gB e b it SesoRlatePlty 43io S, bR

tabl es. & oetmnikedo eahhnapihetwaluetithedart torbdtinthescardhalderor ssetofithe one

tabl e, and ady n en 0, 0 d agents")
rel ati ngtdd2 f‘ﬂi b}? %Icéﬁéisé@mnaaﬁg)gﬁ ”% gﬁelg%c é?gu‘éﬁbé%% a?atl vel y
smal | at jludtRitéeint FiY) & caan issLarsl are p‘adrcularb{rqmited tabffer parsena validatien it ed dat a
for a user can be in.a separat I bute t abl es
are easi 8¢°of @E&Y‘@‘Hﬂﬁr‘?reiﬁ%'wgﬁ %%glg?%&fieb ?%egggér]aﬁr’ver%o&re\g&{?ld

requi ri ngfrétlctiare aRstSRppoltd cerkissuanckandepracgssag ar’rcbtremsaotlee in each tabl e
can be nuneric, thus facilitating quicker searching. For exanple, the
restaurant attribute table can have agwnber of fields corresponding to
food genres, and for each field a 1 or 0 can be stored, corresponding to a
YES or NO for a user liking that type of food or disliking it. Thus, for
exanpl e, one m ght see a restaurant preference table having, in addition to
other fields, such as, for exanple, residence and work | ocations of user
and hi s/ her spouse, restaurants frequented in |last year, etc. the follow ng
fields:



Italianl Sushi 1l Chinesel Mdroccan O Such a listing can prioritize YES data
by order in which it appears, such that, for exanple, the above exenplary
user's fawornti®4Bsiod is Italian, second favorite is SusirCT/tsadotobd7oe
favorite is Chinese, and the user dislikes Mroccan food. O, for exanple,
reater febld orrespondi ng
'? 0 shadegé@g ﬁ‘\%hﬁ%ﬁ gﬁ fniée%&‘f dlhjsga#’]g rglgrveﬁl‘llgp fé()t@)g |°6wa agg{%a, such as a
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al t houghy, ?hgf ed in a user's primary table, can also be inported to his
restauran r| bute data slice. Thus, data can be repeated in various
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tabl e, wheersistenges perosy varioys databases acdeasérkin thheraMIonsmpmst and he

t end,
2nd aver Syedtfo R BroRbolpiiishon SRFAT sl aidbasti it M e ver s ¢y
bookst or ef muitiple, creditrepodingadatabasesi usis a taskinuost geasunoersiwauld catherf ot

| e, t ti
exaTDL . n ARk Rk 3 Vg S P8y B Wb BB B 07
exanpl e, theacraxtit reaogetrmy have sanins.u Absos corsuntérs wilrappreciatenthat am&geof of }‘ ers
|1 t d t ar
Uotor sonteARr R BB nat MEvicsarpaeer Y B R i ¥eh e R maeege Rl oo,
9-12 il Inesblwatseclanremteepd:mdataserr@‘behansmé irdipidublegurgumeeor ding to an
I nventi on. 9- 10 a fictitious

ser narsiioay Evauds el PRERTRr bR Rsrassyy o ihiien e pgasas

" Vi ct or 1id Bustoatadilyoagsmitted ml%hdétudrfbyi usdrs 24l heiefrahsadtionnl ergiessn, apd an
exenpl ar%/ verléflcatlon I OCEeSS. r _exe rrpl ar user Victor 123 has chosen the

hi ghest Jie '\‘/"Qth?Q Re-Brprovdl. dany ¢redi a t baek gend ipgHesihamselyrsh of

Figs. 9- dr?cl¢§ely reldted eptifidsabrd MQh%Usm%s Bf)ﬁh@&g@ %&u&ﬁﬁ@@hé@h%l y, and
nor eover, they shoul d be read in a "boustro or bidirectional manner.
!ﬁﬂd @Ptb@mb

Thus, foty @%ta ployment, incpmey outtangding dek infprengtigntmbestart in the
upper I efdlidRENS banR tak 88EHA%UCH ota*&se drick Valid£t84 f driabtsatit Ay et . then
down to the beginning of the second

algorithms on the appropriate set of data fields (e.g., derived from the total record

using a “MortgageApproval” mask) to determine whether the user is approved for a

mortgage, be it new or a refinance of an existing mortgage or combination of existing

mortgages, or a home equity loan.The bank can then offer the user a mortgage or

home equity loan up to a maximum amount on a very short approval timeframe,

inasmuch as the bank has already performed the underwriting using the user’s

validated data. Such offers can be routinely made if a user qualifies, or can be
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row at the right, and then proceeding right to left until the begi nning of
the third row, at its left, and then left to right again. The events of
Fig. 9 ocowonow/wbsm a half an hour of tine on one day, Satmsdayp/ooFog. 10
follows Kate C. as she conpletes the Verification and Setting Preferences

i shi ng o & Bbor Fhali5: AR, PR Slon o5 or SIS S TR SRR ATNBRER, ™1

af t er comepisting indereberata(s) on theet usen'sioutsdarxding debt, Kighificant recamtdncreased inon,

i ncone, i rital_.status. are now displayed as "V' or verified.
Fi gs. 11-%%%?5&@'%‘1’?%{]?6%&%?3@C&?ﬁ'cﬁﬁgh an additional eight-day period as a
new Vi ct rormdlee peispgctivel ofghe nsédtpdayhoiderhi pegsata BalitiatidiMramda canatissusrng
through to the fall ow nday at K 3:35 PM week | ater. ri,ng thi

exenpt ar JSRIRRRET g AbEAd hoe Ao uct Rafa tepuidhie Sotce Thaf HRsmit i e of <
across aawirdge,nalitatell pefsdmaractysy muipie seghadad)t Bropi theapérepéectyead theand

servi ces. Aq_%tti onal |y, various ta&é&e@a adverti senent 8enerati on

al gori t hfE™¢ 3@%%1“’5%/"'39?’@' iR&ys FRUGSH GAN ERPTRSaRANBE @01V PP hi gh- val ue
t ar get edcodtbmiers amdFRfeaRBd hainBa&tRInsOBat dIstPadeswid moré cBMpicdé tustonrfr habi ts.
These various advertisenents and coupons are delivered to Victorl123 as she
goes abolifOrR&@t%Ray and cone via her desktop conputer, her nobile device
(smart phone, bl ackberry, phone, iPAD, etc.), all as depicted in Figs.
11-12. A sadiig fof daed idsefs, 5exehiplaR emhBodimentCdfithé bredendinvkatich C., it is
envi si oned 1E)hat nost of the attributes regar digg a user that Victor |earns

are act udeier RAPALR| PrevdRIgH PREFONGMAlIdatiqRERasYiseh GaERBefor 8XRBPIeaAd of f- 1 i ne

( pur chasgrbyl dtkiyé sRipper ISiHiiRF &flcart eshivers Yidha ﬁh‘@l@ag@fsh ger9 Eugéitly coupons,
etc.) activities. the nore a user does, e nore data Victor can

Thus, . t lat. O
anal yze Méfipigiyel AaYelorad infrastruptise tigck apd sHpROB thesshipping ofigulliens and the
better Vorhddka§edffoRdAOkipleGHMiELwith Varied RvEBRIf SbR/i@X IR tﬁgy nBakngnd
technol ogies and interfaces used to support a seanl ess and anonynous
experien emfashippgres l@f?H‘PféW@ pa%dlgg@@fsosliawauﬂatfm@wn add-@nfsesviee aanl
associ at gl eREMABRS BB inklehbd tHe éﬂ?ﬂpib@ﬁﬁfﬁ%ean‘afallépl tﬁé%lfaﬁﬁer%fﬁ%rﬁﬁpﬁé a
veritabl e hub connecting a vast network of people, users, nerchants, data
and act i themselyesas thaintemet e dgading shipping Provides. dFromran efspusared dat a f eeds
is (i) a T, [ . - kpents of the
present F%g%\ﬁ\/gnghﬁlﬁrgb%ég gb;ﬁ%@g%&ﬁébﬁkgy& %%(%H%ﬁgwéﬁ%?@@/?ﬁ gﬁ% with a
user' s npiprider across muliplé yepdareantities on the intarnetsadbehighyrdesirablee si gnal .
This is not only a nassive data feed, but when processed it can send

highly r gé;r%t PR LS | G e" a
user's ng?tw;ﬁribés/pe%r |I§Qc%£n of ﬂg?q%\ﬁ(%r%Q va ua;%?@%g%'gé?ﬁaﬁ%%bf%gg ar get ed
advert i s@¢AeRs 40 Monelcampleteredstamer dormatiani(ton befter asspomeemidroee. Thus, for

exanpl e, sé'qhé:,{tgﬁoégnd r%%ﬁéﬁfeé‘yg%m%&j%l@f &s ﬁcré.aie?%g&\t;%ﬁcggrr{ae r from

her favorite restauran zzl'e ered via
Pr esent ancieasegedvertiShg rensssiei tindeed] #:sBOuldMevappraeintedthat, by pirtuscof the

t er nat j hlor8RY¥aREntafah behsmg et Qb4 )59 hone at._11:55 AM and is
g\:earl y J\:/\L/}a%?(%{|M(lr31rg'1ne(l:rroun% PR ma? ) v\%ersee ?%e etq%sprﬁﬁe'gd@fﬁ i 7E€ Vi ctor
can t henadwedjsers eoyldsenwillingrto payemore focdadhf dsar viewsdicitaroughgthewhi ch Vi ct or
knows ha aLiLon.a he || Kate C.. has.decided to go shopping in
during ﬁéyép%%imét{j]\geurygtﬁ%eé/ﬁnggtcgnee %gé%yﬁl? H@ﬁ'ﬁ?ﬂ%&%&#ﬁ?ﬁgéhgai ytics
can regiamfvahem_twrserfice@r]omdr@a:tg@tr@dvjam;e).t hus OLferi ng hi gh: y granul ar
response, i nforpation. .In reqgard, it is noted that .in exe r
rbar maheio s BB ndBssedihaf sl banets A8t sl 1 ATEIhEHR 2t ored i n
yet sepamplemématiorsof therprédunt ifieRtien. oSutiebamstitd Ban ¥aualgtepphpfoiothél ces, or
attri butigﬁ abl es an advertising analytic table can include, for

. Sucﬂ
exanpl e, Mpgaertations; of the PERSEREIPVERI f er s sent, when used/ executed by user,

stati stiReferritigartot® &SFigf 61iRiagcor@iahce With GnVdieriRitNelenitsilime AEsHthé BResent
adverti senent, etc. Conti nwgg with reference to Fig. 13, there are also

shown (i'NYyerdiopoR SI§REFAD QWhloash e persang, validation spftyare @pplisationondis/het wor k

Data Flow, illustrated by a ski nmerchant issuing an offer to Kate C. on
both the Victor desktop and nobile platforns, (iv) a Site/Consuner Data
Flow, illustrated by an e-Harnony usefqnaned Chris validating data on
e-harnony via a Victor APl and Victor then advising Kate C. that Chris is
who he clains to be, (v) a Site to Victor Data Flow, illustrated by
e-Harnmony and Craigslist sharing information with Victor via a validation
APl , and (vi) a Consuner to Consuner ("C2C') Data Flow, illustrated by the
e- Harnony user Chris and a Craigslist user Dan, having direct contact with
Kate C., once Chris and Kate C. are Victor verified. Fig. 14 illustrates

using three inter-rel ated conponents enabling comuni cati ons between

.y o o o T S - » - o o - oy



and a partner conponent. The exenplary custoner facing conponent can

i nclude, for exanple, a physical store or branch | ocation, where a Victor
user can wo 2bo/msfIpl y physi cal docunments as part of her pealtsdabioozvoon
Victor. Such docunents can be scanned or otherw se digitized, and then
stored a nee d The
cxerpl ar y e eonepr fict SelbebAE op ol SHYICRR TSR B FRaiallRdre, e .,
websi t e walidation sepdce pmvmead:cn sohéct bnd theeprenjileacyllesysstatacoasemiid, fcﬁrs key

endor ser Fac book Craigslist,.e-Harnmony and

Mat ch. co%"a@‘ﬁ%h#@‘%s:‘é?év'g nﬁg\é&g?#tgé?ﬁat HPTSrmWWEF'&?eH@@rS?%%P%'m"&Hd t hen

gener at e feraxgetpbel vialthersrhantphemiess GBBffandtionr (stépe2)! iThe dedvits prcviderCont i nui ng

with ref n i th ry back-end conponent can conpri se,

for exa %f"z""cé '\Vg’ a%m%ﬁéﬁﬁﬂﬁiytg%@%sﬁ%%mm' i8S 10 irpnsierm fket i ng

Engi ne. 'ﬂbts(lrcoasrpbmetkbn w&n @tmsusar pebna vhitRilibhidatREGH8E FoNeampie] but es,

and val i dates ther?Ha h@} g)at es the validated user data to the system
8t

dat abase Je(iR9EAPNCJat ckgroynd histesy @ag sperding higtoryhinge pri mar y
attribut eséfablralaméilnfﬁﬂﬁaltl@h r@fn@ tRE UBBMY BehaAIdral putiePnd apihf’e?estgé descrl bed

above. ﬁ){%rect ﬁ Sg ine, for exanple, receives user data form

the syst@ $e{B20d, th%l %913gr5'&'é§§@§“$tt°nt@ndéﬁéﬁfm bagis fargealntimeet i ng

sol i ci t atdrgéted davenBingBrofRAdat he $pdeficlo e L s;jﬁ'@fﬁ-r ﬁée[ﬂ@w@reg':ét“a' Ly,
e,

an exenplary Partner nponent can inclu
Val i dat i 81§ RRiRtGidntent @W)assw@@t t@é’ﬁﬁ)wﬁ@lﬁspﬂocﬁ,rm $elb@tweaasthandatmnetdl t

reporti ngelééﬁeVéd‘cﬁﬁni%HﬁQtlcﬂ?folr 3Leh Fh%s@QdAgélﬂgﬁélﬁntqel%éetP %?Qéﬂ ?r‘?&s Bebit

exchanged regarding validation of user data dver I'hg and
Mar ket i ngafgdfansaetionsieam kestracked (erdiplel, 1, Qongl 2 dataccollectedpfor ewamplephom dat a

i's exchagg@gaﬁee%ﬁafyﬂceﬂf?rf@fa%@tc}ﬁ@@ﬁﬁ@ gé?%rlﬁ%ﬂ &ﬂelarﬁ\gggﬁégé@h@dg%d It is

noted that exenplary |Interactions wt ners suc Veri zon
are depi &:@ddata ghitajned sia the user's emtramcnoﬂ tdilechibreacooudt | such aAdE-Ret wor k Dat a

Fl ow andp i ecti,vel Figs. 15-16
depi ct ankg§e}r§6%§?@4p§éﬁﬁ%@o§%‘9\§P gﬁr?@%ur g'gﬁtr?a{wogﬁ uﬁgr%§ %’q ihd gxerrpl ary
enbodi nepatteros and ether bsbavioi. Nt should e apprdriated ¢hatnoe thié]&nnmaaedérhed e are

four ser) [ or e ntation Services,
| nt egr at }ég%eo é’a}ﬁrﬁeﬂs& of ﬁ%rgﬁrﬁﬁ%@rtb atéenﬂ"q{%ﬁ \ﬁe%@ NAs seen on the
| ef t of vallgatldmseralceqiromﬁeﬂhbmsrtﬁIpaEtharSalun‘ecte%dvermserrscaﬁdjlﬁedlﬁéa to the

| nt egr at s npdule via a Ext er nal a Seryvices" sub-nodul e,
and, as féﬁsgnﬁ?g%waﬁ% HYIGhaR '@Y apeﬁnplgrr;( %Fﬁﬁrqfsf hesgresedbs” sub- modul e
can int elnaentuoms thenatility jtb @s@boattibh Dased MEsrMAtiA indepeheMSof  Mergxanpl e, via

the Intern s noted that the various nodul es
and sub- ?{'Sg' d@éﬂ?@?ﬂ"&ﬁ@”?%‘f’ﬁﬁ“ T'IERT 2xample, 1 Yser R3YSHRY cash alyst em

t he varildsisr héM@B&u@éntW@Hbt@é e&b%yﬁamdw ddﬁﬂls‘éﬁ@&ﬁt% t?ersfé%%té‘%ﬁ{ ous CPUs
on |ndqu aFt sewiqei{ each provi di nl%ﬂsorre or all of the services

associ at PHSTPARNQRSQIasCattai s Ao I'Bnchhﬁb'tSI’Gthﬂ”@t@eﬁt!ietoadmﬁr@f t he
vari ous tF?rseﬁﬁnhaﬁcbrpfﬂomlslpteemb%tawaat%ndTEQlféB’céFe' él!&w%%éio??& Ui ?Eﬁqhé” ovi ded
inthis exeD&VIa%é(archltecture and Fig. depicts etal

exenpl ar§'eBWY aistomersvhgoaly UsRSRsh er f@hexmleopneaaudmejmt CRBdS ontheh
referenggeto Fig. 16, an exenplary Presentation Services Layer can include,

for exanple, services that provide browser and nobile phone interfaces for

cust omerAs RRIEXUPRIE Of thessalulanayes pEGPSaTtotherrmovamentdrackingrdata anpl e,

i ncl ude i.C a web
Lo régggroofrl]rg {?Q%?&eﬁHmﬂe'%ﬂr s Io‘r?]r'ﬁent (ftﬁé’ hréé%m W%@t?cﬁﬁ éfp?@ﬁ% grlfseﬁ whio, ~

Vi ct or G98towes @ymcweek@@@tfrm\ﬂ@e plburbs m)tmepmt(ycéshe use€s ebpimutingof f er s and

managi n i ile Services - a
heb. Ser oReoblsaiEsied Sy ftaldl holflthe SrS S BRGEDS AR e an 8% W ot or
cust orrerasidress warkn@dctrass ard even elebtromlbémllsccaledtmsraﬂag) ogllectedrfwifrethences; and

PCS Veri esponsi bl e for n t he user
xper eriSe! s BroLastEisiE) by helictsdld VFloalpT BoRechsiyet | ARARAR I son

veri fi c4e¢ usersesredit eardatari3@Btidrobiatdrg nevealsithatithietusenty pioalig pag® tanave

I ntegration Services Layer can provide data mgration tasks fromdifferent
conponents of the Victor platform andexternal data sources and recipients.
Such an exenpl ary nodul e can include the foll ow ng sub-nodul es: External
Data Services - data migration services that support the need to inport
data fromnon-Victor data sources (e.g. Credit Reporting Partners, Mbile
Provi ders, etc.);



Internal Integration Services - services that support the need to mgrate
data within the Victor platform (such as, for exanple, a formon the

Vi ct or . cowpwetigi4gsaoand t he data transformati on engi ne); PamaS204002700

2011/ 043810PCT/ US2010/ 002700 Ad Network Services - data mgration and

t i i to Ad
et wor k L baD et Ed 8 b TP IR afaiodtty B aRtghtE Jodieds. 9882 L0 e an
ad to \fmfbnnatmmsﬂmn‘rénlkely bue)fmartmlamimﬂsarfyr ﬂamﬁtd@laﬁmﬂiSngweﬁa@er can

Phe Vi oo ety agriecay 3P nBdgrs notteddfinfes AU yptipemonents ©f

sub- modylogsthe rﬁgmam,eslangeuheaeser saconemgtente warit That is, providgd thedsextzasut e
busi ness r.ul esg&ssom at ed

if_cus inyY
| ocat i orRUEge ?%P%Vﬁq‘%'f’f‘éeaﬁ?eap V'°%éé°c[ﬁ"?%%‘7 < \(’:ae“')séate%al I
aut hent iggpddraNnfndafie toddveaisepnfos purpases of dbagxample, pretentagedissolntd access
to presentation services; and Data Tr ansformatl o erv ces handi ng t he

t r ansf o8BS Oriheusernthe adveriisingcar wagh ownek can, for a jeg; g tam %fu(??ﬁf( such as,
for exanghgct infdthatieh WoﬁgtHé%r%ﬁWéﬁd%u@ﬁ sérvﬁfeqﬂbhdélewsnamaolat can be
stored wthin the Data Warehouse) eg@#l depi cts ?eta{etds of the
final noeauest tq identifyusesewle BBShtLQ?y%?te"\'mtcﬁStPH’f $ uillng fogeepiye 1argetete pat
Ser vi Ce%ab@hé@ﬁ d&%éuﬁtv&fe‘?é eRELSer mﬂe bPRakivilf theMisdotinofferet & Var ehouse.

Dat a ouse can, for exanple, store detailed informtion about
v ct or csamlmfé\ashe/ﬁbemgwgwevewtf@k\aﬁs|feveﬂ<ﬁevvﬂ Wasravailable ANHNE dat a

el ement ?Jsepig Eﬁ?@eass usre‘?é:ﬁetno{ fe‘?ﬁ'ast@%i?ppé‘tsthe %ﬁétﬁ b{lgﬁ\fva{/ 65?8&% yto Victor

of fers (suc VI ews r ede ion, etc.) and
mobi | e iexists alangdnElrfum@tmn‘aematﬁ avaiieblerprovidarsedisioods and Sef‘(b?eseﬁﬁrrpl e, be

keyed Oﬁgé gg@;ﬁgb@%&%%é ard tcgfe%i%ﬁ a)ta?rfregr of I'ol/v% td, E@r‘nﬁﬂar&aﬂ thus enable

Vi ct or e|n IRt Gnofrom actUal nane of the customer. In
addi t i ondevelopment etraithat bapperfS(iD bexalomg e, uskds saitel the benefit af $hePRAgi on from

advert 1 SalsdadhelaRifisis 4% ggfﬁgpﬁgg&me%@h Whif h adaltBALIH ik Bt

various ¢ ecl paraneters providing o ers and
canmpai gn anal yt| cs. The Operational Data Marts are exanples of the data
sl i ces dagct illbstcatedboe.in Exemnplasy ambotiments of thetrsespit inveatiandlse t hat can

enabl ¢ QUi 7Bl rP 6L B Ml fof BUSBRa9idatRlobh Skehig ak net vor ks

and the m can take actl n the Ie and real -tine
i nput ( slivebt marketing. Asa@isalt, \tarioes siynergistic relatienshins Qﬂf‘bb%fawltatéﬂ and | n
exenpl a@/aﬂ%&odl ments of the present invention, a separate Qperational Data
Mart ca exanpl e, be set up for each partnered adverti ser. Fi gs.

18- 23 de t ex ktioperati on and
adm ni st‘%&? ! ?‘ﬁér Ak e\é&pg%rygyg nﬁlgén BE%S?HBUQ%J@hé pr esent

i nvent i gslatidhstigs among&ers‘dnamlldaﬂmt enhra;e adivestisingniand plfec:tdﬁéfé@tlfl\Qed in
exenpl ar mbodi nent t he r Re that
del i ver d %&10”8 gD c?‘f%‘ﬂﬁ? ?ﬁggé Qﬁ%é/lsg% ég%c‘t"?erc%gcsa%stﬁg g Kgﬂescrl bed
i n Fi gs.arfinfeyrateaead sdairegsdhshion@adtenablet the aRbgyma8s transfar ofvrm’tmt@w of the
t hree main es erforned . in exe f: p ent

i nvent i A¢hi Vﬁ&%@i‘f’?%ﬁﬁt&?u%qt %%%%%ﬁ@h?@&& (81 tjriser}éls‘regg(s:eizg ig. 19
provi deseﬁﬂilgﬂé |s'i1cﬁfa sI)Jﬂ@rdlstrcSéystErﬂwseercthS/ﬁut/h@nmmlmbplensmng As can
be seen in and as is true for all of processes epA (iﬁ

anonym y wh|Ie at the same time prowdlng users a compelln g reason to opt-i

verifies and validates valuable demographic and other personal data that is currently

difficult for marketers to reliably confirm, and can, for example, (iii) serve as a

clearinghouse between consumers and marketers so that no Pl is ever released or

shared.
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in Figs. 18-23, there are processes and data flows that occur between five
pl ayers: an exenpl ary bank, an exenplary system according to the present

i nventi orwQ2vilomes10), a user, a credit bureau or informeCirarszmenozng and a
poi nt of service center. Figs. 20-22 provide the processing detail for the

fok L Q. ' . enbadi pents of the
bresant |, Bl et abiolS EOREIMUS Bfera ok SR (B Malary S aBRRG. * The
wor khor séf e present imventies. As showalthefetn, therecgh ibe, foMekahnpre,llaa a Zet of
I h use ation
2n8.0;'et oggtrhgﬁ ggatfo?]l n%rvér}'&%ngn E‘g%%ﬁ@?%ébﬂﬁop r%ﬂ@f’ﬁ%? 5?%’89 L&t@?acf'gnva! i dati ng
t he| r daB#0,fand aBfawsing Expmenceentgtég?sn 80fpd €ioh ywedf In Auth@m.@é&f@wggang ::1) gé

ubm tting new er si on

o e- exi o el Aiob BB ol TallBrapts i Hew accbnt i s Pr Gendiasandne 9 new
profile venmkivérS\ehha Br@l‘mfehd:es%eﬂlﬁgﬁftéradﬁ@i 81@¢hd Uisdricén séPvardid as shown in
Fig. 22, nvol ves all but the Point of Service

d
Cent er . Ve#% 9¥| Ogﬂah E{dr_\@é@us §§b§et§° theirrerified data, setRgiarenses present ed
with a peggardig Eéijéi«/m@vfa‘ibus@ffelrs and tHesfrégudrRy of lsbéﬁ?éc@tdt V@niegRreses only,

and it is understood t a banki ng, financial, glo shi ppi ng, or other
partner ¥YlAYg %%‘S'E‘Eﬁjgﬁ Qrd’t"@@ﬁofﬂm%tl’@}ﬂv'oﬁ ca%&ﬁmégd aﬂiﬁ‘\/@n ipdicatea user' s
dat a haSwhi@:ﬁ'bfféﬁ:HhEé/%?e nﬁi&?nrﬁé@s@ﬁgﬂ%lien\h #.ﬁm F%é’*ﬁéé p&idie! ence
with all the benefits that a Victor s ste ‘can re the interaction

i s bet welBHeragtion, Yigtorgam. {Hexanwiplaune @/gfsemme@susm@mm theifri byowser. Novel
APPT 0aChAUAHidRHIP! 4 AIRARRANCPENAC on Ktk 1o get8X GHB! Ad/a BEBOdITEI S Of {he

pr esent 1 nvention, exi sting services a oner experlience can be
si gni fi c@ffgrs yoah%ﬁ@é%ﬁefﬁs 8nd isadrem iedher on v@fﬂml/mwsmmonwsmm(u/ae@z?oo

appr oachggert-8qd MpHIMShd PRV E FE% dd?ﬁﬁlﬁf?éi\(ﬁgp?s t%ed’d\%ﬁfsgrsat%dalg tHEM -

regards services, for e ns can prOV|de nultl-use
| nt er net tefiniag theiueffers. ;h@ﬁ&emalamaembadlnmnts of tdne(premtmvlennan geseesicargs and

d of f A
compar | soh S PReee TonnErRlal i ¥efer i e PLRPSEST B et cchnol ooy
i s sunmeprefasendes artddnfenésto to m\g)rbae)tl’m profiesoard Waisitdatuality Gnd velue dfi ct or
No- si ngl giveriehfthes 84 Bror&tonk HiebleGab t9LH TRNAR] Ot 481 Sble. users can

have the ability to “turn off” Victor and browse in a “Private Mode.”

As seen in Fig. 7 as well as in Figs. 11-12, for example, in exemplary embodiments
of the present invention targeted advertisements are sent to a Victor user based on a
large amount of data collected regarding the user’s on-line as well as off-line
activities. It is often desired by advertisers that such ads be delivered rather quickly
once the data triggers one of the advertisement generation algorithms (“AGAs”). At
the same time, it can well be appreciated that very large amounts of data are
collected and managed with regard to each and every Victor user. Thus, if a given
AGA had to search through a single, rather large, data record for each user, the time
required to generate such advertisements can often far exceed the allotted time that
the advertiser contracts for.

Thus, in exemplary embodiments of the present invention, the data that is collected
and stored for each user can be micro-segmented, and each micro-segment or
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or attribute table. There can thus be, for example, numerous such attribute tables for
each user, and thus a given user’s overall profile is distributed across numerous
such attribute tables. For example, all sports related attributes can be stored in one
table, and advertisement generation algorithms (also known as “ad agents’) relating
to the sports micro-segment need only search such a relatively small attribute table.

Similarly, for example, all restaurant related data for a user can be stored in a
separate table. Such small attribute tables are easier to search on, and can be
stored in near memory, thus not requiring disk accesses. Moreoever, for example,
the entries in each table can be numeric, thus facilitating quicker searching. For
example, the restaurant attribute table can have a number of fields corresponding to
food genres, and for each field a 1 or 0 can be stored, corresponding to a YES or NO
for a user liking that type of food or disliking it.

Thus, for example, one might see a restaurant preference table having, in addition to
other fields, such as, for example, residence and work locations of user and his/her

spouse, restaurants frequented in last year, etc. the following fields:
Italian 1
Sushi 1
Chinese 1
Moroccan 0

Such a listing can prioritize YES data by order in which it appears, such that, for
example, the above exemplary user’s favorite food is Italian, second favorite is
Sushi, and third favorite is Chinese, and the user dislikes Moroccan food. Or, for
example, greater gradations can be stored in larger numbers of bits, corresponding
to shades of like or dislike.

It is noted that locational data, such as a user’s residence and work locations, and
those of his spouse, for example, although stored in a user’s primary table, can also
be imported to his restaurant attribute data slice. Thus, data can be repeated in
various tables, and there can be, for example, a background process that continually
moves or migrates data from primary tables to slices, as may be needed. Thus, by
utilizing such micro-segmentation so as to have multiple smaller attribute tables, by
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management/migration process to service the data slices as needed, in exemplary
embodiments of the present invention an ad agent is provided with very fast
searching of relevant data, and thus the ability to have a very fast response.

Examples of this are provided below in connection with Figs. 11-12.

Indeed, new or additional micro-segments can be created “on the fly” as new
advertisers, with new input criteria for their ad agents, are signed up to work with an
exemplary system. For example, an exemplary Victor system may partner with an
affinity credit card issues to all graduates of Columbia University. From its profiles of
existing users, Victor happened to know that many of its users fit this category, which
gave it an edge in negotiating the new arrangement with the affinity card’s issuing
bank. Given the new relationship, Victor may create a new “Columbia University”
attribute table, where it stores year graduated, whether the user supports the various
sports teams at Columbia, whether any children currently attend, and average
purchases by type and dollar amount at the Columbia University bookstore. Then,
whenever a significant reunion year occurs, or, for example, when football season
starts, various advertisements and promotions for shirts, hats, mugs, etc. with
“Columbia Lions” or “Class of 1982", for example, can be targeted to such users.

In this manner the types of offers as well as the types of advertisers can evolve over
time, and an exemplary Victor system can respond appropriately to service the ad

agents.

Figs. 9-12 illustrate an exemplary single user experience according to an exemplary
embodiment of the present invention. In Figs.9- 10 a fictitious user named “Kate C.”
signs on to an exemplary system as username “Victor123”, and goes through an
initial authentication process and an exemplary verification process. Our exemplary
user Victor123 has chosen the highest level of verification, as described in detail

below.

In each of Figs. 9-12 it is noted that the various boxes occur chronologically, and
moreover, they should be read in a “boustrophedon” or bidirectional manner. Thus,
for example, in Fig. 9 the boxes should be read form the start in the upper left corner,
proceeding in the first row from left to right, then down to the beginning of the second
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at its left, and then left to right again.
The events of Fig. 9 occur within a half an hour of time on one day, Saturday. Fig.
10 follows Kate C. as she completes the Verification and Setting Preferences
Interactions over Saturday and Sunday, her last preference setting task finishing on
Sunday at 10:10 PM. As shown at the bottom right of Fig. 10, after completing the
Verification interaction, Kate C.’s age, location, income, education and marital status
are now displayed as “V" or verified.

Figs. 11-12 then follow Kate C. through an additional eight-day period as a new
Victor user, beginning on Monday morning at 8:15 AM and continuing through to the
following Monday at 3:35 PM, a week later. During this exemplary week-long time
interval, Kate C. receives a number of offers across a wide network of purveyors and
merchants of various goods and services. Additionally, various targeted
advertisement generation algorithms (ad agents) are busily at work providing Kate C.
with high-value targeted offers, based on both her on-line as well as her off-line
habits. These various advertisements and coupons are delivered to Victor123 as
she goes about her day, and come via her desktop computer, her mobile device
(smart phone, blackberry, phone, iPAD, etc.), all as depicted in Figs. 11-12.

As exemplified in Figs. 11-12 via the activities of Kate C., it is envisioned that most of
the attributes regarding a user that Victor learns are actually learned through her on-
line (Browsing Experience) and off-line (purchases with Victor registered credit

cards, use of Victor-sent coupons, etc.) activities. Thus, the more a user does, the
more data Victor can analyze regarding that user (or groups or cohorts of similar
users) and the better Victor's ad agents can be.

Fig. 13 depicts exemplary back-end technologies and interfaces used to support a
seamless and anonymous experience for Kate C. There are shown six different data
flows and associated processes, illustrating the use of an exemplary system as a
veritable hub connecting a vast network of people, users, merchants, data and
activities. As can be seen in Fig. 13, one of the depicted data feeds is (i) a
Victor/Telecom Provider Data Flow. In exemplary embodiments of the present
invention, this data feed can, for example, supply Victor with a user's moment to

moment location information based on her mobile signal. This is not only a massive
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advertisements, and even “anticipate” a user’s next move. This can offer a very
valuable opportunity for targeted advertisements, and an immediate calculation of
response time. Thus, for example, in Fig. 12, at 11:45 AM on Monday Kate C. is
sent an offer from her favorite restaurant “Zushi Puzzle”, delivered via the Victor
Presentation Agent. She uses it at 12:30 PM via her mobile phone.

Alternatively, it may be that she gets on the phone at 11:55 AM and is clearly walking
around in a mall, where there is no Zushi Puzzle. Victor can then adaptively send
her a new lunch offer from Sbarro’s, which Victor knows has a location at the mall
Kate C. has decided to go shopping in during her lunch hour. When Kate C. leaves
the mall, advertising analytics can register whether or not she redeemed it, thus
offering highly granular response information.

In that regard, it is noted that in exemplary embodiments of the present invention
advertising analytics can be stored in yet separate tables from the main profile and
the various data slices, or attribute tables. Such an advertising analytic table can
include, for example, offers sent, frequency of offers sent, when used/executed by
user, statistical analyses of this user vis-a-vis other users sent the advertisement,
etc.

Continuing with reference to Fig. 13, there are also shown (ii) a Consumer/Victor
Data Flow, (jii) a Victor/Online Ad Network Data Flow, illustrated by a ski merchant
issuing an offer to Kate C. on both the Victor desktop and mobile platforms, (iv) a
Site/Consumer Data Flow, illustrated by an e-Harmony user named Chris validating
data on e-harmony via a Victor API and Victor then advising Kate C. that Chris is
who he claims to be, (v) a Site to Victor Data Flow, illustrated by e-Harmony and
Craigslist sharing information with Victor via a validation AP!, and (vi) a Consumer to
Consumer (“C2C") Data Flow, illustrated by the e-Harmony user Chris and a
Craigslist user Dan, having direct contact with Kate C., once Chris and Kate C. are
Victor verified.

Fig. 14 illustrates using three inter-related components enabling communications
between customers/users, merchants and advertising/marketing partners according
to an exemplary embodiment of the present invention. These components
themselves each comprise a customer facing component, a back-end component
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processes as may be needed. The exemplary customer facing component can also
include, for example, a system website where a user interacts with an exemplary
system, as well as key endorsers, such as, for example, Facebook, Craigslist, e-
Harmony and Match.com, who receive user information form the exemplary system
and then generate targeted advertisements, offers or the like to users.

Continuing with reference to Fig. 14, the exemplary back-end component can
comprise, for example, a Validation Engine, a System Database and a Direct
Marketing Engine. This component receives a user’s identity and persona attributes,
and validates them, then communicates the validated user data to the system
database, which can store the data in various ways, such as in a primary attribute
table and multiple micro-segmented attribute tables, as described above. The
Direct Marketing Engine, for example, receives user data form the system database,
and then processes it to generate direct marketing solicitations, promotions and
offers to a system user, as shown. Finally, an exemplary Partner Component can
include, for example, Data and Validation partners, such as data compilers, credit
bureaus and credit reporting services such as Intellius and Experian, with whom data
is exchanged regarding validation or user data, as well as Advertising and Marketing
partners such as, for example, Google and Verizon, with whom data is exchanged so
as to generate targeted marketing and advertising. It is noted that exemplary
interactions with partners such as Google and Verizon are depicted in Fig. 13, in
particular in the Victor/Online Ad Network Data Flow and the Victor/Telecom
Provider Data Flow, respectively.

Figs. 15-16 depict an exemplary technology architecture that can be used in
exemplary embodiments of the present invention. With reference thereto, there are
four service layers or modules, one for each of Presentation Services, Integration
Services, Foundation Services and Data Services. As seen on the left of Fig. 15, a
set of External Data Sources can provide data to the Integration Services module via
an “External Data Services” sub-module, and, as shown at the right of Fig. 15, an”
Ad Networks Services” sub-module can interact with multiple advertising networks,
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various modules and sub-modules depicted are logical. Thus, in a given exemplary
system, the various layers or modules shown can be implemented across numerous
CPUs on independent servers, each providing some or all of the services associated
with that module or sub-module. Fig. 16 depicts details of the various Presentation,
Integration and Foundation Services Layers provided in this exemplary architecture,
and Fig. 17 depicts details of the exemplary Data Services Layer shown at the

bottom of Fig. 15.

With reference to Fig. 16, an exemplary Presentation Services Layer can include, for
example, services that provide browser and mobile phone interfaces for customers
and service center agents. Such services can, for example, include the following
sub-modules:

Victor.com Customer Services — a web server responsible for generating and
managing the user experience for Victor customers including the verification
process, receipt of offers and managing preferences related to their Victor persona;

Mobile Services ~ a web server responsible for managing the mobile user
experience for Victor customers including the receipt of offers and managing of
preferences; and

POS Verification Services — a web server responsible for managing the user
experience for service center agents who will be completing in-person verification
services at POS locations,

In addition, an exemplary Integration Services Layer can provide data migration
tasks from different components of the Victor platform and external data sources and
recipients. Such an exemplary module can include the following sub-modules:

External Data Services — data migration services that support the need to import
data from non-Victor data sources (e.g. Credit Reporting Partners, Mobile Providers,

etc.);

Internal Integration Services — services that support the need to migrate data
within the Victor platform (such as, for example, a form on the Victor.com website
and the data transformation engine); and
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sharing and sending Victor data to Ad Network (such as, for example, profile data so

an Ad Network can serve an ad to Victor customers).

Next, an exemplary Foundation Services Layer can provide services that will be
used across multiple layers and components of the Victor platform, and can, for
example, include the following sub-modules:

Business Rules ~ an engine that will manage and execute business rules
associated with Victor (e.g. — if customer X is in Y location send Ad Network profile
data Z);

Security Services — all authentication and authorization services related to data

access and access to presentation services; and

Data Transformation Services — handing the transformation of data as it enters or
exits the Victor platform (such as, for example, transforming key elements of a credit
report so it can be stored within the Data Warehouse).

Finally, Fig. 17 depicts details of the final module, the Data Services Layer. With
reference to Fig. 17, the Data Services Layer has two elements, Operational Data
Marts and Data Warehouse. The Data Warehouse can, for example, store detailed
information about Victor customers including, for example, their verified persona data
elements, preferences, recent transactions, history of response to Victor offers (such
as, for example, views, click through, redemption, etc.) and mobile information. The
data model for this warehouse can, for example, be keyed on the customer ID
(*Victor123”) or profile ID which can thus enable Victor to separate profile information
from actual name of the customer. In addition, the warehouse can, for example,
house all offer information from advertisers that have signed agreements with Victor,
including their various contracted for or specified parameters for providing offers and
campaign analytics. The Operational Data Marts are examples of the data slices
described above. Each is a ‘slice’ of the data warehouse that can enable quick
access to specific attributes of a profile so that ad networks and the Victor platform
can take action based on the profile and real-time input (such as, for example, time
of day, location, browsing, etc). In exemplary embodiments of the present invention,
a separate Operational Data Mart can, for example, be set up for each partnered

advertiser.,
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of the present invention, and are the backbone that delivers all of the functionalities

and interactions such as are described in Figs. 9-12 above.

With reference thereto, Fig. 18 is an overview of the three main processes performed
in exemplary embodiments of the present invention — Authentication, Verification and
Browsing Experience. Fig. 19 provides details of the first process, the Authentication
process. As can be seen in Fig. 19, and as is true for all of the processes depicted
in Figs. 18-23, there are processes and data flows that occur between five players:
an exemplary bank, an exemplary system according to the present invention
(“Victor”), a user, a credit bureau or information vendor, and a point of service center.

Figs. 20-22 provide the processing detail for the various verification processes used
in various exemplary embodiments of the present invention. Fig. 20 describes the
general verification process. The workhorse of this process is a validation engine,
which runs a set of algorithms used to verify the data provided by a user. The
validation engine operates in two modes, depending upon whether the user is
validating their data for a first time, i.e. their complete profile, as shown in Fig. 21, or
whether they are simply submitting new data or version of data to a pre-existing
profile, as shown in Fig. 22. Verifying a completely new profile involves the same
five players depicted in Fig. 19, and as shown in Fig. 22, verifying a profile update
involves all but the Point of Service Center. Itis noted in Figs. 19, 21 and 22 that an
example is presented with a partner bank named “Citi.” This is for illustrative
purposes only, and it is understood that any banking, financial, global shipping, or
other partner could be substituted.

Finally, as described above, once a user’s data has been verified, she can augment
her Internet browsing experience with all the benefits that a Victor system can offer.

Here the interaction is between the user and the exemplary system, as shown in Fig.
23.

Novel Approach to Internet Based Services
Thus, in exemplary embodiments of the present invention, existing services and the
end customer experience can be significantly changed from conventional
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nights with a particul ar hotel
particul ar conpany because Victor

Persona Validation

Current

Victor

e No single trusted source for
verification (many providers);
Site or usage specific
validation (e.g., dating site
verification, Twitter verification)

o Widely recognized standard for
validation and verification across
the entire internet with option for
tiered verification system (see
Appendix)

o Social networks

o Dating sites

o Employment sites

o Peer-to-peer commerce

e Narrow verification set of
attributes (typically limited to
name, address, age)

» Wider scope of verification (i.e.,
name, address, age, employment,
income, education, criminal
background etc.)

» Verification done solely online;
no in person verification

e Utilizes point of service centers
providing higher degree of surety
and certainty information only
verifiable in person

Online Advertising

Current Victor
eBroad client / customer e Micro-segmenting informed by
segmentation with limited user demographic data, internet
data information browsing behavior, physical
browsing behavior, as well as

transaction history

e Reliance on cookies for
browsing history, although
many users choose to delete
cookie history

¢ Opt-in behavior of users expands
the breadth and accuracy of data
collected. Highest level of
confidence of data accuracy and
comprehensiveness

Direct Marketing
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Tier O Nanme Address Age All ows social and professional networkers to trust
their contacts "Traceable" information for online transactions Soci al

net wor kerwoand/u438ps of online classified ads Parent s/ Circirdrseooloozvké ng f or
i ncreased security Tier 1 Nane Address Age Gender Marital Status |Income

Current Victor
e Broad client / customer o Targeted micro-segmenting
segmentation with limited user informed by user-provided data,
data information internet browsing behavior,

physical browsing behavior, as
well as transaction history

e Near automatic / instantaneous
analytic ability and targeting

e Offers are made in non-real e Real-time and location-based
time and delivered location delivery of offers

agnostic

e Offers delivered via non- e Channel-integrated and portable
integrated channels offers (e.g., offers delivered via

desktop, mobile, fax, mail and are
synced among all devices)

Novel and Distinguishing Characteristics

Exemplary embodiments of the present invention allow the option for everything to
be known about a user except who that user is. In addition, such exemplary systems
can provide each user with full control over what data is shared and how it is being
used. A comparison of these novel characteristics with the currently available
technology is summarized in the following tables.

Internet Anonymity

Current , Victor

¢ Opting-in to receive offers o Allows Victor users to receive
often requires a user to offers and access to sites
provide Pl previously requiring PIl, without

needing to provide PII

¢ Choosing to remain e Allows the option for everything
anonymous often precludes to be accurately known about a
opportunities to receive offers user except who the user is
and can also raise suspicions
about claims to one’s identity

Internet Transparency and Control

| Current | Victor
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| ncome Crwoinalo4Bao0ord Credit Check Education Level
Hi st ory/ Ref erences

I nformation for online daters and nore personal
2 Nane Address Age Gender Marital Status
Conpletus2&opbrgorent

e Users are generally unaware of
what data is being collected on
them

e Enables Victor users to see what
data is being collected

o Users cannot control what data
is being collected and how it is
being utilized

e Victor users can choose what data
is being collected and see how it
is being utilized; users can also
delete browsing history

Customer Loyaity

Current

Victor

¢ Individual companies run
loyalty programs

e Victor becomes loyalty program
administrator for companies
(without current loyalty
programs or existing programs)

e Companies collect customer
information based on
customer interaction with their
company only

e Enables counter offers from
competitors to a Victor user
based on user purchasing
behavior (e.g., Charlie’'s Steak
House will know that Victor 123
regularly spends $300 at Ruth’s
Chris and will make Victor123

an offer)
e Customers must wait to reap e User is loyal to Victor rather
rewards (e.g., flying X miles than a particular company

with a particular airline to get
certain status, or staying Y
nights with a particular hotel

because Victor provides a user
with offers rather than loyalty
points that a long time to earn

chain)

Verification Tiering System

In exemplary embodiments of the present invention, an online persona validation
business can, for example, offer various products aimed at different segments of the
market. For example, the market can be divided into 3 tiers, each with more
information being validated, and thus acquired. Such a three-tier example is
summarized in Table | below, where, the three tiers are referred to for illustrative

purposes as Tier 0, Victor Tier 1 and Tier 2.

Table | - Tiered Verification System
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configuring such programmable devices or system of devices to implement the

foregoing described method embodiments are to be considered an aspect of the

present invention. The computer programs may be embodied as source code and

undergo compilation for implementation on processing devices or a system of

devices, or may be embodied as object code, for example. They may be stored in

rewriteable accessible memory media, or hard coded as embedded systems in one

or more integrated circuit chips. Those of ordinary skill will readily understand that

the term computer in its most general sense encompasses programmable devices

such as those referred to above, and data processing apparatus, computer systems
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customi zing the user's browsing experience and capturing data regarding the
user's online activity; and generating mcro-targeted advertising to the
user basesioupur4sdie val i dated data and the captured usePC3/useolionFo@cti vity
data. 2. The nethod of claim1l, wherein the personal attribute data

conprise ; r od of claim?2 erein the
pe?gonal %ggﬁ? %kl?? ggrggt{?gbl?l‘jﬁe ﬁcér%pc%%wrgggaﬁégl sg%rsep ali ol @Sﬁg’ép, marti al
st at us amBchinemrelevice. reatiablenfarng dorodxamhpe in dolidvétatecbptidaher m_&e}wl

attri but ri.ses at | east one of nger rti st at us,
Mncore. - SR, ot BOSbe R BEPES ulze R Rladtims b PRGR Merhel Baphave

enpl oynethenmsedtesrfgr opdratidie net hod of claim 1, wherein the data col | ected
formthe user is validated through at | east one of user-provided docunents,

i nterfac | ' i nt erf with third-party data _
sour ces. ﬂssg%lf?hhaé%’ng% hg%r'eg{a ?%:qj%‘la&ﬂ% VW@P&%%%%%@@%‘"Q?%\?B?WB%&per i ence is
cust om zethbadinarte oliherpresertt inventiat aaabe effeptedrsthg/a selatedl ddm‘lbriﬁattdh éfhe 4
user's | 1. The thod of claim1 erein the capture
o1 i ne. SUBIHiR) ShEBRTbpLubeat s Toweine wrSlsT LFe PLaUBT e pratesSRBpi ng
hi st ory, atd asvidgremahgabf featdretMlith mlltiple éxbt:@ﬁtghﬁardeeléd:tr&h%iis @??eﬁtﬁf?éd.gn{ I ne
behavi or 8. The .meth of claim1, erein the personal attribute data is
stored i ﬁo%emﬂﬁ’r'gg%"ﬁg pgwgegsé%qcéthpmsqr%quggy PPPW”a elements and
2011/ 0438 EORGTANIBS I ST rmAtior REprerirasg eﬁéct@ﬂ%léﬂtﬂonid@ﬂ?'ir% Reblie
captured_user daéﬁ] Is stored in a plurali t,y of segnented aitribute tables
for the {?éap_n' a e persona information is preferably stored in one or more databases

associated with the validation service provider. User defined rules and account

management by a user are preferably set or selected via a secure connection over

the Internet using a web interface. Such information can, however, also be

transmitted physically and subsequently entered into electronic, magnetic, optical or

other non-volatile storage.

It should further be appreciated that the aspects, features and advantages made

apparent from the foregoing and the drawings are efficiently attained and, since

certain changes may be made in the disclosed embodiments of the inventive system

and method without departing from the spirit and scope of the invention, it is

intended that all matter contained herein and in the accompanying drawings shall be

interpreted as illustrative and not in a limiting sense.
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10. The method of claim9, wherein each of the segnented attribute tables
is arranged so as to facilitate processing of the segnented attribute table
by a targeDediiadssanti si ng process. 11. The nethod of clpairmstyiombEoei n t he
mcro-targeted advertising is generated by an adverti senent generation
process. VY)QgT IS ARigpd of claiml, further conprising capturing a user's
of f-1ine behavior, and generating mcro-targeted advertising to the user
based upon the validated data and the captured on-1ine and off-line user
traffic data.A cemputgrizegenetbad of peaviding enlinewarsenavaligiationsomwisafd: - | i ne
behavi or conb4 RRAnGbitfitiS Uall SnPbreieEASESMIUSIAG, Cr edi L cards,

geol ocati onal data,” tenporal geol ocational data and use of offer or coupon.
14. The net hovrligating tenatrdutedataaioflectad drogetileacsar;i onal data is provi ded by

a cel | phone, Lle pce., _15.. The, net hod of claim
13, wherein sai g %%ﬁﬁg@g?{%ﬁ%&%@%@ﬁ%ﬁééé%ﬁ@pgﬂ““ (51%5% (f9759'2d et ai ned
from GPS si gnasdes’samline activityi aad es obt ai ned fromtriangul ati on of cellular

t el ephone sig , The nethod qf . a f clains 12-15 wherein the

mi cro-targete e?zet'enrql lar '%’P%&@ﬁ?ﬁ%&%éﬁe uiqr?baﬁgg q{’é’f‘ﬁgﬁ VB'I'draz?@/ of

cl ai n8 12- 15, dathanditne thpturadcuserisangd@tecattiay data. Sing i s delivered to each
of the user's conputer, nobile device and cellul ar tel ephone. 18. The

met hod of claim 17, wherein the mcro-targeted advertising is delivered to

a user vRa a Thesettiol of@hingE Wherbinithe peisdaal sittibutd/88th’ confi?iEBY hefe, MODI | €
devi ce and cel | algar tel ephone. 19. The nethod of claim 1, wherein the

m cro- t aPYefRYaddFSSti sing is generated by an advertising network partner.
20. The nmethod of any of clains 12-15, wherein the mcro-targeted
adverti sjng c,&r%ri ses of fers which the user can use either on or off-1line.

21. The et hothometod ehciaim 3. whergip the ppisPaRkajtributedata further aomnrises
redenpt i gne&dt oweidt gahlier, fnaisl sBitQY bRl IMEoRfyTPai gn anal ytics regarding the

of fer.
4, The method of claim 1, wherein the personal attribute data further comprises
at least one of gender, martial status, income, criminal record, credit data, education
level and complete employment history.

5. The method of claim 1, wherein the data collected form the user is validated
through at feast one of user-provided documents, interfaces with public records and
interfaces with third-party data sources.

6. The method of claim 1, wherein the user browsing experience is customized
and the user traffic data are captured via a plug-in to the user’s Internet browser.

7. The method of claim 1, wherein the captured on-line user data comprises at
least one of preferences, online shopping history, time spent at each URL, click

throughs to links, and other online behavior.

8. The method of claim 1, wherein the personal attribute data is stored in a
primary attribute table for the user.
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22. The nethod of claim 21, further conprising refining or nodifying the
advertisenent or offer in response to said analytics. 23. The nethod of
cl ai m 21, wotherigi4ssisai d anal yti cs conprise at | east one ®CTNS3@ONSE0S at €,
nmean response tinme, statistics regarding responses of all users, and

geol oca t n the
user seeq[‘ﬁ@%}ﬁ?gf’ﬂé?ﬁ@gn‘gg?rﬁ'%ﬁwlq-gggl{rgghg r'ﬁC%rtg*%q 'iL' ﬁ@%@)n edit
hi s prefoésegmestedraﬂtnbnteehabhassortthemsdrfy hi s profl I e. 25. The method of
claim1l1, wherein the user can turn off the capturing of user online data
and interact on-line in a private node. 26. A conputerized systemfor

online pler SOIThe \nedthod bf dltrrt\) eowhe:igm agch of the stgmenteldaattribgtecabiasrient
conprls a, user ess e websit | east, Qne physjcal locati,on; and
an onl i 889%159|a§|tﬂgja°<5jﬁateoqr?’%%sts'r}9a‘?fﬁe? Fﬁ%’“ﬁﬁ‘&géﬁﬁf 'EP%O%%H)WU? La1rgat &€y st em
back- enGdoeniBmgeitbcessonpri sing: a validation engine; a system database; and
a direct marketing engi ne, and

11.  The method of claim 1, wherein the micro-targeted advertising is generated by

an advertisement generation process.

12.  The method of claim 1, further comprising capturing a user’s off-line behavior,
and generating micro-targeted advertising to the user based upon the validated data
and the captured on-line and off-line user traffic data.

13.  The method of claim 12, wherein said user’s off-line behavior comprises
at least one of purchases using credit cards, geolocational data, temporal-
geolocational data and use of offer or coupon.

14. The method of claim 13, wherein said geolocational data is provided by a

cellphone, smartphone or other mobile device.

15.  The method of claim 13, wherein said geolocational data comprises one of
co-ordinates obtained from GPS signals and co-ordinates obtained from triangulation

of cellular telephone signals.

16. The method of any of claims 12-15, wherein the micro-targeted advertising is

geo-targeted.

17. The method of any of claims 12-15, wherein the micro-targeted advertising is
delivered to each of the user's computer, mobile device and cellular telephone.

18. The method of claim 17, wherein the micro-targeted advertising is delivered to
a user via a presentation agent that resides on a user’s computer, mobile device and

cellular telephone.
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a partner interface, said partner interface arranged to conmuni cate data
bet ween: the systemvalidation engine and at | east one data and validation
partner; wbeosysssam dat abase and at | east one adverti si rgTASdo0MOITEE i NQ
partner; and the at |east one advertising and marketing partner and the
online advertising and direct marketing presentation nodule. 27. The
system of claim 26, wherein the custoner facing conponent further conprises
at | east 18ne kegmsithed eflaims&rwhereimtheinsiatu-targeted adveartsing i$ jensratddsy

adverti sgﬂ\%ﬁg&qsﬂb{rﬁg\kgy %ﬁn%ir.ng presentation nodule. 28. The system of

claim 26 erern Website transfers user identity and persona
attributes to the validation engine, and wherein the validation engine

comuni cgtes W i t least 0 tg and validation partner via the
part ner ?Er)lt ermécg'.eﬁ’abfg9faaﬂ¥e°%§3?ﬂ§?’§m36?§&a"ﬁr &3 Migartargetedadvartisiagn dat abase
t r ansf er sorprsespaffess mhicht the iuget €sn Lise sihet ortorl FBIRie One advertising and

mar keti ng partner, and wherein said at | east one advertising and marketing
partner generates at |east one of m cro-segnented online advertising and

di rect n2tketThegmbttod dfeiaigezo, furdier CHRBIILAITKRIG the sBr LRodeMiffoRidt i n the
system dat.agﬁse the user persona attributes are stored in a prinmary

at t ri but 9 SBF'S AMPrRVIding cAMP3I9R Analyicsregarirgthedffert ri bute tabl es.  31.
The system of claim 30, wherein each of said mcro-segnented attribute

tabl es i arr?n%ed to reside in near nmenory and to facilitate rapid data
pr ocessi % by T8¢ meihed of daiy2 hHeher sasmprisLIreining3 madityingtseem of cl ai m

26, f ur t AVerfRirit OF BleAnTUSIGHERbRARM Aij1RE agent interface, which
conmuni cates with a syst em pr esent ati on agent resi dent on the user's

conput er. 33. The systemof claim 32, wherein the system presentation

agent i merf agR RethoBf IHAA, WHSALIASEY dridfytls Sbmpridl at leBSt &% b/! Y-
response rate, mean response time, statistics regarding responses of all users, and
geolocation at time of response.

24.  The method of claim 1, wherein the user can see the information being

collected about himself, and can edit his preferences and interests to modify his
profile.

25.  The method of claim 1, wherein the user can turn off the capturing of user on-
line data and interact on-line in a private mode.

26. A computerized system for online persona validation, comprising:
a customer facing component, comprising:
a user accessible website;
at least one physical location; and
an online advertising and direct marketing presentation module,
a system back-end component, comprising:
a validation engine;
a system database; and
a direct marketing engine, and
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34. The systemof claim33, wherein said data regarding said user's on-line
activity conprises at |east one of preferences, online shopping history,

ti me sperwoaniigas$1ioURL, click-throughs to |inks, and ot rem/usadiiooe27o@havi or
35. The system of claim 26, further conprising a nobile activity interface,

whi ch acquires | anal. - uterized
system for o%ﬂ"ﬂ@%gﬁéﬁ)&ﬁg' %P%%E@Féﬁgégﬁ [%Fag' ?236 rr]:%rp etnllcr%é?eg%rrpri sing: a
present ati onbetweences | ayer, arranged to interface with a user; an

i ntegration serviges |ayer.,.ar.r t | ) | and
interface with ex rWﬁF 5?'5’61 |8ﬁ%§§g1eaaﬁ1f éttg%//éeérit%lngla&r?ga %ﬁ?&%ﬁq@%n
f oundati on servicpartheryer, arranged to provide business rules, security and

data processing services to nmultiple sfem ¢ nent.s; ata services
| ayer, arranged t ey§tem aﬁﬁabéfy%ﬁgﬂ]a&%é? On%?&@ﬁﬁ'ﬁgfi‘géﬁ}g?ﬂ@dai m 36,
wherein the data paindrcasd | ayer conprises a data warehouse and at |east one

operational data nmarts, wherein the data warehouse, staor detai |l ed data
regardi ng users, dnRabigat Ysrdneing aafgmff%%ﬂg @@Fé?ngﬁg%ﬁ‘”nesl i ce of

sai d detailed dat gdverfiding 2h€ df&t matketing prisenBafionwhedgé.n each of said
operational data marts are arranged so as enabl e quick access to specific

attributes of a user's profile so that at |east one of advertising networks

?ggug he 5y St 4R GPBtehPhECIART 26 WIRAERANE RuSRIfEr g BoRbbhéntdtthdreal - ti me
' comprises at least one key site endorser, communicably connected to the online

advertising and direct marketing presentation module.

28. The system of claim 26, wherein the systerh website transfers user identity
and persona attributes to the validation engine, and wherein the validation engine
communicates with said at least one data and validation partner via the partner

interface.

29. The system of claim 26, wherein the system database transfers user
persona attributes to said at least one advertising and marketing partner, and
wherein said at least one advertising and marketing partner generates at least one of

micro-segmented online advertising and direct marketing for the user.

30. The system of claim 26, wherein in the system database the user persona
attributes are stored in a primary attribute table and a plurality of micro-segmented
attribute tables.

31. The system of claim 30, wherein each of said micro-segmented attribute
tables is arranged to reside in near memory and to facilitate rapid data processing by

an advertising generation module.

32. The system of claim 26, further comprising a system presentation agent
interface, which communicates with a system presentation agent resident on the

user's computer.
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39. The system of claim 38, wherein said real-tinme input includes at |east

one of tinme of day, location, and user's browsing activity.
WO 2011/043810 PCT/US2010/002700

33.  The system of claim 32, wherein the system presentation agent interface
collects data regarding the user’s on-line activity.

34.  The system of claim 33, wherein said data regarding said user’s on-line
activity comprises at least one of preferences, online shopping history, time spent at
each URL, click-throughs to links, and other online behavior.

35. The system of claim 26, further comprising a mobile activity interface, which
acquires geolocational data regarding a user.

36. A computerized system for online persona validation and targeted marketing,
comprising:

a presentation services layer, arranged to interface with a user;

an integration services layer, arranged to provide data migration and
interface with external data sources and advertising networks;

a foundation services layer, arranged to provide business rules, security and
data processing services to multiple system components; and ‘

a data services layer, arranged to store all system data.

37.  The system of claim 36, wherein the data services layer comprises a data
warehouse and at least one operational data marts, wherein the data warehouse
stores detailed data regarding users, and each operational data mart stores a small
slice of said detailed data.

38.  The system of claim 37, wherein each of said operational data marts are
arranged so as enable quick access to specific attributes of a user’s profile so that at
least one of advertising networks and the system can take action based on said user
profile and real-time input.

39.  The system of claim 38, wherein said real-time input includes at least one of
time of day, location, and user’s browsing activity.

-32-



