10

15

20

25

[DESCRIPTION]
[TITLE OF INVENTION]
PROGRAM

[Technical Field]

[0001]

The present invention relates to a program.

Priority is claimed on Japanese Patent Applicaion2016-064497, filed
March 28, 2016, the content of which is incorpaddterein by reference.

[Background Art]
[0002]

For example, a relocation program which execui@®eess relating to other
programs is known (refer to Patent Literature IJhe relocation program executes a
process of exchanging locations on a first progi@rated in a high-speed memory and a
second program located in a low-speed memory (tefelaim 1 of Patent Literature 1).
[Citation List]

[Patent Literature]
[0003]
[Patent Literature 1]

Japanese Unexamined Patent Application, Firsti€atldn No. 2012-194852
[Summary of Invention]

[Technical Problem]
[0004]

However, in conventional programs, when a progrdrich executes a process
to a program itself (hereinafter referred to assthmogram”) is generated, there are

cases in which the program remains.
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[0005]

An object of embodiments of the present inventlemised in view of the
aforementioned circumstances is to provide a prograpable of preventing a program
which executes a process to a host program froraireng.

[Solution to Problem]
[0006]

A program according to an embodiment of the preseention is a program for
causing a computer to perform a first function efgrating a first program which
performs an operation to the program as a memoppstfile and a second function of
executing the first program generated as the memayped file.

[0007]

In the program according to one aspect of thegmtasvention, a configuration
in which the second function generates a loadegrpro which executes the first
program and causes the generated loader prograretaite the first program may be
used.

[0008]

In the program according to one aspect of thegmtasvention, a configuration
in which the first program registers an instructiondeletion of the loader program
according to an operating system may be used.

[0009]

In the program according to one aspect of thegmtagvention, a configuration
in which the first program performs an operatioreleting the program as the operation
to the program may be used.

[0010]

In the program according to one aspect of thegmtasvention, a configuration
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in which the first program performs an operatiomufdifying the program as the
operation to the program may be used.

[Advantageous Effects of Invention]

[0011]

According to the aforementioned program, it isiloie to prevent a program
which executes a process to a host program froraireng.
[Brief Description of Drawings]

[0012]

Fig. 1 is a diagram illustrating an example othesnatic configuration of an
information processing system according to an enmbexkt of the present invention.

Fig. 2 is a diagram illustrating an example othesnatic configuration of a
terminal device according to an embodiment of tles@nt invention.

Fig. 3 is a diagram illustrating schematic imagka program according to an
embodiment of the present invention.

Fig. 4 is a flowchart illustrating an example gbracessing procedure performed
using a program according to an embodiment of teegmt invention.

Fig. 5 is a flowchart illustrating an example gbracessing procedure performed
using a loader program according to an embodimiethiegpresent invention.

Fig. 6 is a flowchart illustrating an example gir@cessing procedure performed
using a self-processing program according to anoeinient of the present invention.
[Description of Embodiments]

[0013]

Embodiments of the present invention will be diesat in detail with reference

to the drawings.

[0014]



10

15

20

25

4

[Description of example of configuration of infortren processing system|]

Fig. 1 is a diagram illustrating an example othesnatic configuration of an
information processing system 11 according to abagtiment of the present invention.

The information processing system 11 includesueafity of terminal devices 21
to 25 and a network 31.

The terminal devices 21 to 25 are connected to¢heork 31.

The terminal devices 21 to 25 are computers olikbe

The network 31 is the Internet or the like.

[0015]

Here, although five terminal devices 21 to 25ibustrated as the plurality of
terminal devices 21 to 25 in the example of Figh&,number of terminal devices is
arbitrary.

In addition, although one network 31 is illustchte the example of Fig. 1, the
number of networks is arbitrary.

Further, the information processing system 11 hae other configurations.

Further, although an example in which the termaw®lices 21 to 25 are
connected to the network 31 is illustrated in trespnt embodiment, the terminal
devices 21 to 25 may not be connected to the n&t@bin other configuration
examples.

[0016]
[Description of example of configuration of termiimkevice]

Fig. 2 is a diagram illustrating an example othesnatic configuration of the
terminal device 21 according to an embodiment efptesent invention.

Here, the same schematic configuration appli¢sdaespective terminal

devices 21 to 25 in the present embodiment. Acogly the terminal device 21 is
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exemplified to describe the configuration and operaexamples in the present
embodiment.

The terminal device 21 includes a processor 1@demory 102, a network
interface 103, an operation unit 104, a display 105, a storage device 106, an
input/output interface 107, and a bus 111 whichheats these components.

[0017]

The processor 101 is composed of a central primgpasit (CPU) or the like
and performs a process designated in a programdnuéng the program.

The memory 102 is a volatile storage unit, is cosgal of a random access
memory (RAM) or the like and temporarily storesadat For example, a dynamic
random access memory (DRAM) may be used as a RAM.

The network interface 103 is an interface conrtetdean external network (the
network 31 in the present embodiment).

The operation unit 104 is composed of one or mbeekeyboard, a mouse and
the like and receives an operation performed bgragm (user).

The display unit 105 has a screen and display®atplts information on the
screen.

The storage device 106 is a nhon-volatile storage 8 composed of a hard disk
or the like, for example, and stores data.

The input/output interface 107 is an interfacermated to an external storage
medium and the like.

[0018]
[Description of program according to embodiment]
A program component (hereinafter referred to agrtgram”) according to the

present embodiment will be described.
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The program executes code without outputting gnamo (hereinafter referred to
as a “self-processing program”) which is an exeeutarget as a physical file.

The present embodiment represents a case in \atpehgram (deletion
program) having a function of deleting a self-peogr(the program) is used as a
self-processing program. In addition, deletionhaf program is executed without the
deletion program remaining.

[0019]

Fig. 3 is a diagram illustrating schematic imagka program (the program 201)
according to an embodiment of the present invention

Images (1) to (5) of a schematic process perforbyetthe program 201 are
illustrated.

(1) The program 201 generates a loader program 2d&re, the program 201
and the loader program 211 exist as normal files.

(2) The program 201 generates a self-processogygm 221 as a
memory-mapped file. In the present embodimentpteeory-mapped file is generated
using the memory 102.

(3) The loader program 211 executes the self-g=iog program 221.

(4) The self-processing program 221 executes eegsodetermined to the
program 201. In the present embodiment, a proakedsleting the program 201 is used
as the process.

(5) The self-processing program 221 registersiamuction for deletion of the
loader program 211.

Meanwhile, the timing of the process of generativggloader program 211 and
the timing of the process of generating the sadepssing program 221 may be reversed

or may be simultaneous (or approximately simultasgo
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[0020]

Here, the memory-mapped file is a structure capabktoring data on a
memory and sharing the data between processes. mé&meary-mapped file may be
mapped with a physical file and may not be mappitll avphysical file.

In the present embodiment, a usage in which theangmapped file is not
mapped with a physical file is employed.

Further, a generally known technology, for exampiay be used for the
memory-mapped file.

[0021]

Hereinafter, the program 201 will be further désed.

First, a process when the program 201 is creaiktevdescribed.

A program (self-processing program 221) which qernfs a necessary
self-processing is created. In the present embemlinthe self-processing program 221
has a function of executing deletion of the prog0th (command execution program
which is a program corresponding to a caller dkpsdcessing) and deletion of a related
program.

In the present embodiment, the self-processingraro 221 is used to delete the
program 201 and thus cannot delete a file of tlhgnam 201 until the process of the
program 201 ends. Accordingly, the self-procesgiroggram 221 has a function of
continuing retrying at certain intervals when deletof the program 201 fails.

[0022]

In addition, the loader program 211 is createdhe bader program 211 reads
data from the memory-mapped file, executes a peeahted conversion for restoration
as necessary and executes binary values afteotiversion as a program on a memaory.

In addition, when the program 201 is built, binaaues of the self-processing
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program 221 and the loader program 211 are embeakisgkources.

[0023]

Here, it is necessary to perform conversion fetamation in accordance with a
format in which the binary values of the self-pregiag program 221 and the like as the
resources are retained. Such conversion for eggtaris the aforementioned
predetermined conversion for restoration perforimgthe loader program 211.
Accordingly, when the binary values of the selfgessing program as the resources are
retained as it is (without being converted), therefnentioned predetermined conversion
for restoration performed by the loader program i2iot necessary.

Meanwhile, data of a program without conventiovaues inversely converted
under a specific condition may be used as binalyega for example. As the
conversion, for example, conversion of bit invensiconversion of lossless compression
or the like may be used.

[0024]

In addition, in the memory-mapped file, data is@@lly stored in units of a
page size. Accordingly, there are cases in whitdimal binary values cannot be
correctly acquired. Accordingly, the present enitvaht employs a configuration in
which a file size of binary values which is a reggiarget is received as an argument of
the loader program 211 and data (binary valuesgsponding to the received file size is
read from the memory-mapped file.

[0025]

Next, an example of a process performed in a pragaccording to the present
embodiment will be described with reference to FHg# 6.

Fig. 4 is a flowchart illustrating an example gbracessing procedure performed

using a program (the program 201) according torabogliment of the present invention.
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In the present embodiment, a case in which thegssor 101 reads and executes
the program 201 stored in the storage device 1@ ulse memory 102 in the terminal
device 21 is represented.

[0026]

(Step S1)

In the terminal device 21, the program 201 is akext.
[0027]

(Step S2)

When the program 201 is executed, the programg2@grates the loader
program 211 by outputting the loader program 214 file at a predetermined timing.
The predetermined timing may be any timing. Famegle, the predetermined timing
may be a timing designated in the program 201tonimg when there was a
predetermined instruction generated outside thgraro 201. In the present
embodiment, the process after the step S2 is ee@érgm the predetermined timing.
[0028]

Meanwhile, when data obtained by performing a ereinined conversion on
binary values of the loader program 211 is retaindtie program 201, the program 201
stores data (data in an executable format) obtadiggmerforming an inverse conversion
(conversion for restoration) of the predeterminedversion on the data in a file. In
addition, the program 201 outputs the file to agdoider in the present embodiment.
[0029]

(Step S3)

The program 201 generates the self-processingamog21 by storing binary
values of the self-processing program 221 in thenorg-mapped file.

[0030]
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Meanwhile, when data obtained by performing a ereinined conversion on
the binary values of the self-processing prograthif2etained in the program 201, the
program 201 may store data (data in an executahieatt) obtained by performing an
inverse conversion (conversion for restorationthef predetermined conversion on the
data in the memory-mapped file. In this casejrkierse conversion has already been
performed and thus the aforementioned predeterndaedersion for restoration
performed by the loader program 211 is not necgssar
[0031]

(Step S4)

The program 201 executes the loader program 2Here, the program 201
transfers information of the name of the memory-pealfile, the binary size of the
self-processing program 221 and an argument nayessaxecute the self-processing
program 221 to the loader program 211 to exec@édodder program 211.

[0032]

(Step S5)

In the terminal device 21, the program 201 ends.

Here, when the program 201 ends before the Igadgram 211 reads
information (self-processing program 221) from themory-mapped file, information of
the memory-mapped file is also deleted in the presmbodiment. Accordingly, the
program 201 waits until the loader program 211 detes the process of reading
information from the memory-mapped file, and thuafiguration in which the
program 201 ends after waiting for a predetermiimad (allows about 2 seconds freely,
for example) is employed.

[0033]

Fig. 5 is a flowchart illustrating an example gbracessing procedure performed
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using the loader program 211 according to an enmbewli of the present invention.
[0034]

(Step S11)

The loader program 211 is executed accordinge@tbcess of step S4.
[0035]

(Step S12)

When the loader program 211 is executed, the lgambgram 211 reads the
self-processing program 221 from the memory-mapiednd executes the
self-processing program 221.

[0036]

Fig. 6 is a flowchart illustrating an example gbracessing procedure performed
using the self-processing program 221 accordiraptembodiment of the present
invention.

[0037]

(Step S21)

The self-processing program 221 is executed actpid the process of step
S12.

[0038]

(Step S22)

When the self-processing program 221 is exectibedself-processing program
221 executes a process determined for the progédm 2n the present embodiment, the
process is a deletion process and the self-praagpsogram 221 deletes the program
201.

[0039]

(Step S23)
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The self-processing program 221 registers anuastn for deletion of the
loader program 211 after the aforementioned progksstion process in the present
embodiment) is completed. In the present embodintieis registration is performed
by a predetermined command, specifically, WINAPb{dFileEx function).

Accordingly, execution of a program (the self-mssing program 221 in the
present embodiment) which does not have the statdile is done.

[0040]

Here, a file for which instruction of deletion haeen registered (the loader
program 211 in the present embodiment) is deleyeghtoperating system (OS) when
the OS is rebooted.

Further, the process of the self-processing prodtal operates as the process
of the loader program 211 and thus the file ofitlaeler program 211 cannot be deleted
in the process of the self-processing program 224ccordingly, the present
embodiment employs a configuration in which thé-pabcessing program 221 registers
the instruction for deletion of the loader prograii in the OS. In this configuration,
although the loader program 211 remains until tBeiOrebooted after executing the
process, the loader program 211 does not inclugledhtents of a process to be executed
and thus the contents of an executed process aooniirmed even if analysis of the
loader program 211 is performed.

[0041]
[Summary of embodiment]

As described above, in the program (program 26d9ming to the present
embodiment, the program (self-processing prograt) @hich executes the process for
the host program may not remain.

[0042]
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Here, although the program which deletes the prodg201 is used as the

self-processing program in the present embodingeptpgram having various functions
such as modifying or updating the program 201 meaysed as other configuration
examples.

[0043]

Further, the program (program 201) according éopgresent embodiment may
be stored in the storage device 106 of the terntiegice 21 in advance when the
terminal device 21 is shipped as an example.

As another example, the program (program 201)rdaog to the present
embodiment may be received by the terminal devicartl stored in the storage device
106 of the terminal device 21 by being transmittethe terminal device 21 from other
terminal devices (terminal devices 22 to 25 ingkample of Fig. 1), other server devices
or the like through the network 31.

As another example, the program (program 201)rdaog to the present
embodiment may be stored in the storage deviceofl@f@ terminal device 21 by being
input to the terminal device 21 from a recordingdiuen through the input/output
interface 107.

[0044]

In addition, although a configuration in which tieeminal device 21 executes
the program 201 is represented in the present eimieod in the terminal device, the
program 201 may be executed by a device outsideeth@nal device 21 as another
configuration example.

[0045]
Further, as another configuration example, a gonition in which the binary

values of the self-processing program 221 are tnétesd according to network
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communication (to the terminal device 21 in whibl program 201 exists) instead of
being embedded in the program 201 to be transfeéortéfte program 201 or a
configuration in which the binary values of thefg@bcessing program 221 are
transferred to the program 201 according to othethods may be used.

[0046]

As a configuration example, a program (the proge&hin the embodiment)
causes a computer to perform a first function {timetion of step S3 in the example of
Fig. 4) of generating a first program (which is #&f-processing program 221 in the
embodiment and has the function of step S22 iredaenple of Fig. 6) which performs
an operation (deletion in the embodiment) to tleg@m as a memory-mapped file and a
second function (the function of step S4 in thengple of Fig. 4) of executing the first
program generated as the memory-mapped file.

As a configuration example, the second functiomegates a loader program (the
loader program 211 in the embodiment) which exetite first program (the function of
step S2 in the example of Fig. 4) and causes thergted loader program to execute the
first program (the function of step S12 in the ep&of Fig. 5).

As a configuration example, the first program ségjis an instruction for
deletion of the loader program according to an ajrey system (OS) (the function of
step S23 in the example of Fig. 6).

As a configuration example, the first program parfs an operation of deleting
the program (program 201) as the operation to tbgram (program 201).

As a configuration example, the first program parfs an operation of
modifying the program (program 201) as the openatitothe program (program 201).
[0047]

As described above, a program for realizing tmetions of the devices (e.g.,
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the terminal devices 21 to 25) according to the @ifithent may be recorded (stored) in a
computer-readable recording medium (storage mediang a computer system may be
caused to read and execute the program recordbd mecording medium to perform
processes. Meanwhile, “computer system” mentidrezd may be a computer system
including hardware such as an operating systenphemal devices and the like.

In addition, “computer readable recording mediugaférs to writable
non-volatile memories such as a flexible disk, @nedo-optical disc, a read only
memory (ROM) and a flash memory, portable medid sisca digital versatile disc
(DVD) and storage devices such as a hard disk eddgeth computer systems.

Furthermore, “computer readable storage mediuny aiso include a medium
which holds a program for a certain time, such eslatile memory (e.g., DRAM) in a
computer system serving as a server or a clieatciase in which the program is
transmitted through a network such as the Intesnatcommunication line such as a
telephone line.

In addition, the aforementioned program may besinatted to other computer
systems from the computer system in which the jarogs stored in a storage device or
the like through a transmission medium or accordangansmitted waves in the
transmission medium. Here, “transmission mediuafigmitting the program refers to
a medium having a function of transmitting inforioat such as a network
(communication network) such as the Internet csraraunication circuit
(communication line) such as a telephone line.

Furthermore, the aforementioned program may begram for realizing some
of the above-described functions. Further, theesh@ntioned program may be a
program capable of realizing the aforementionedtions by being combined with a

program recorded in a computer system, a so-cdifegtential file (differential
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[0048]

embodiment, the technical scope of the presennite is not limited to the
above-described embodiment.
modifications and employment of substitute aspeatsbe performed without departing

from the spirit and scope of the present invention.

Meanwhile, although the present invention has lsseribed using the

[Reference Signs List]

[0049]

11 Information processing system

21 to 25 Terminal device
31 Network

101 Processor

102 Memory

103 Network interface
104 Operation unit

105 Display unit

106 Storage device

107 Input/output interface
111 Bus

201 Program

211 Loader program

221 Self-processing program

It is obvious to tisddéed in the art that various
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[CLAIMS]

[Claim 1]

A program for causing a computer to perform:

a first function of generating a first program wathperforms an operation to the
program as a memory-mapped file; and

a second function of executing the first prograaneyated as the
memory-mapped file.

[Claim 2]

The program according to claim 1, wherein the sddanction generates a
loader program which executes the first programamnses the generated loader
program to execute the first program.

[Claim 3]

The program according to claim 2, wherein the fir@gram registers an
instruction for deletion of the loader program adaog to an operating system.
[Claim 4]

The program according to any one of claims 1 t@l&rein the first program
performs an operation of deleting the program asofberation to the program.
[Claim 5]

The program according to any one of claims 1 wl8rein the first program

performs an operation of modifying the programresdperation to the program.



