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10... KEY GENERATION DEVICE

11... KEY GENERATION PARAMETER STORAGE UNIT
12,21,32, 42, 52.. TEMPORARY DATA STORAGE UNIT
13... PUBLIC PARAMETER GENERATION UNIT

14.... PUBLIC KEY/PRIVATE KEY GENERATION UNIT
15, 22, 33, 43, 53... COMMUNICATION UNIT

186, 25, 35, 47, 56... CONTROL UNIT

20... ENCRYPTION DEVICE

23... ENCRYPTION PARAMETER GENERATION UNIT
24... ENCRYPTED TEXT GENERATION UNIT

30... RE-ENCRYPTION KEY GENERATION DEVICE
31,51.. PRIVATE KEY STORAGE UNIT

34.. RE-ENCRYPTION KEY GENERATION UNIT

40... RE-ENCRYPTICN DEVICE

41... RE-ENCRYPTION KEY STORAGE UNIT

44 . RE-ENCRYPTION PROCESSING UNIT

45... VERIFICATION PROGRAM STORAGE UNIT

46... DELIVERY UNIT

50... DECRYPTION DEVICE

54... DECRYPTION PROCESSING UNIT

55.. ENCRYPTED TEXT VERIFICATION PROCESSING UNIT

(57) Abstract: In a decryption device of an embodiment ac-
cording to the present invention, a retaining means pre-re-
tains a portion of re-encrypted text data used in a re-encryp-
tion system, as well as a verification formula that holds true if
a public key, which is used in encryption processing for en-
crypted text data prior to re-encryption processing of the re-
encrypted text data, and a private key making it possible to
decode the re-encrypted text data are plugged in. A determin-
ing means plugs the portion of re-encrypted text data re-
ceived from the re-encryption device, the public key of a re-
encryption key generation device fetched from a fourth stor-
ing means, and the private key of the decryption device into
the verification formula, and performs calculation on the
basis of the verification formula fetched from the storing
means, and thereby determines whether or not the verifica-
tion formula holds true. An outputting means outputs a veri-
fication success when the result of this determination is that
the verification formula holds true.
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