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DESCRI PTI ON
TI TLE OF | NVENTI ON
CONTROL APPARATUS FOR GATEWAY | N MOBI LE COMMUNI CATI ON
SYSTEM
TECHNI CAL FI ELD
[ 0001] The present invention relates to a contro
apparatus for a gateway in a nobile comunication
system
BACKGROUND ART
[ 0002] In recent years, nobile conmunication services
provi ded by an MVNO (Mbil e Virtual Network Operator)
have been w despread. The MNO provi des access to an
external network to a UE (User Equi prment) using network
conmponents owned by an MNO ( Mobil e Network QOperator),
and a gateway apparatus of MVNO. |In addition, cloud
servi ces such as an AWS (Amazon Wb Service) have al so
been spread. The AWS can change the nunber of servers
to be used and their performance on denand and can
provision a private network (closed network) in the
cl oud.
SUMVARY OF | NVENTI ON
[ 0003] It is assuned that a gateway apparatus which
provi des an MVNO i s created on a cloud using cloud
characteristics, and the processing capability of the
gat eway apparatus is changed in accordance with a
comuni cati on demand. |If an existing gateway apparatus

is sinply provided on the cloud, it is difficult to
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provi de a service based on a demand fromusers. The
present invention provides an object of solving various
probl ens when providing a gateway apparatus in a nobile
comuni cati on systemon a cl oud.

[ 0004] According to sonme enbodi nents of the present
invention, there is provided a control apparatus for a
gateway in a nobile comunication system characterized
in that the gateway includes a first server configured
to receive data froma user apparatus and one or nore
second servers configured to transfer the data received
by the first server to an external network, the one or
nore second servers are virtual machines on a cloud,
and the control apparatus perfornms an operation of
changi ng performance of the one or nore second servers,
an operation of nonitoring a processing status of the
one or nore second servers, and an operation of
selecting, fromthe one or nore second servers in
accordance with the processing status of the one or
nore second servers, a second server as a transfer
destination of the data received fromthe user
apparatus by the first server.

[ 0005] O her features and advantages of the present
invention will be apparent fromthe follow ng
descriptions taken in conjunction with the acconpanyi ng
drawi ngs, in which |ike reference characters designate
the same or simlar parts throughout the figures

t her eof .
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BRI EF DESCRI PTI ON OF DRAW NGS

[ 0006] The acconpanyi ng draw ngs, which are

i ncorporated in and constitute a part of the
specification, illustrate enbodi ments of the invention
and, together with the description, serve to explain
the principles of the invention.

Fig. 1 is a block diagramfor explaining an
exanpl e of the arrangenent of a nobile conmunication
system accordi ng to sonme enbodi nents;

Fig. 2 is atinmng chart for explaining an
exanpl e of the operation of the nobile conmunication
system accordi ng to sonme enbodi nents;

Fig. 3 explains an exanple of a nanagenent table
of the nobile comunication system according to sone
enbodi nment s;

Fig. 4 is a block diagram for explaining an
exanpl e of the arrangenent of a nobile conmunication
system accordi ng to some enbodi nents;

Fi g. B5A explains an exanple of a managenent table
in the nobile comuni cati on system according to sone
enbodi nment s;

Fig. 5B explains an exanple of a managenent table
in the nobile communi cati on system according to sone
enbodi nment s;

Fig. 6 is a flowhart for explaining an exanple
of the operation of a control server according to sone

enbodi nents; and
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Fig. 7 is a block diagramfor explaining an
exanpl e of the protocol configuration of the nobile
comuni cati on system accordi ng sone enbodi nents.
DESCRI PTI ON OF EMBODI MENTS
[ 0007] The arrangenent of a nobile comrunication
system accordi ng to sonme enbodi nents of the present
invention will be described with reference to Fig. 1
Al t hough a nobil e conmuni cation system conplying with
LTE will be described with reference to Fig.1l, the
present invention is also applicable to a nobile
comuni cati on system conplying with 3G or any ot her
standard. The nobile comuni cati on system nainly
i ncl udes eNBs 102, an S-GW 103, a P-GWN 104, and a
control server 107. The eNBs 102 and the S-GW 103 are
provi ded by an MNO (Mobil e Network Operator), and the
P-GW 104 and the control server 107 are provided by an
MVNO (Mobile Virtual Network Operator). The P-GW 104
and the control server 107 nay be created by the MVNO
itself, or may be created and operated by an MNE
(Mobile Virtual Network Enabler) according to an MVNO
request. The S-GW 103 may be provided by the MVNO in
pl ace of the MO
[ 0008] UEs 101 are devices to which I Msls
(I'nternational Mbbile Subscriber Identities) are
assigned and can be, for exanple, nobile phones,
personal conputers, sensors, and actuators. The | NS

is identification information uniquely assigned to each
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device and is incorporated in the device in a state in
which the IMSI is stored in, for exanple, a SIM

[ 0009] Each eNB 102 connects each UE 101 to the S-GW
103 and transfers a packet between the UE 101 and the
S-GW 103. Each eNB 102 further provides a wirel ess
resource nmanagenent function, a nobility nmanagenent
function, and a scheduling function to each UE 101.

The S-GW 103 provides a function of routing a packet
fromor to each UE 101. The S-GW 103 corresponds to

t he SGSN (packet access control node) of a 3G network.
[ 0010] The P-GW 104 has a function of providing
access to an external network 108 to each UE 101. The
P-GW 104 is a gateway apparatus functioning as the
endpoi nt of a core network included in the nobile
comuni cati on system The external network 108 may be
a public network such as the Internet or a private

net wor k provi ded by each individual enterprise. The P-
GW 104 corresponds to the GGSN (packet gateway node) of
the 3G network. A packet fromeach eNB 102 to the P-GW
104 is transferred in an encapsulated formvia a tunne
(GTP tunnel) established in accordance with a GIP (GPRS
Tunneling Protocol). Any other L2 tunnel may be used
in place of the GIP tunnel.

[ 0011] The P-GW 104 is forned fromone or nore first
servers 105 and one or nore second servers 106. Each
first server 105 is connected to the S-GW 103 and

transfers a packet received fromthe S-GWVN 103 to any
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one of the one or nore second servers 106. Each first
server 105 transfers, to the S-GWN 103, a packet

recei ved by one of the one or nore second servers 106.
[ 0012] Each second server 106 provides various
services to the comuni cations by the UE 101. For
exanpl e, the second server 106 functions as NAT which
performs processing in a network |ayer or a proxy which
perfornms processing in an application layer. 1In
addition, the second server 106 may perform processing
for a still inmage and a noving i mage or credentia

assi gnnment processing in place of the UE 101.

[ 0013] The upper limt of the nunmber of servers

si mul t aneously connectable to the S-GN 103 in the P-GW
104 is deternmined by the MNO. To solve this problem
the P-GWN 104 is arranged as follows. The servers are
classified into servers (first servers 105) which

per f orm packet (data) exchange with the S-GW 103 and
servers (second servers 106) which perform access to
the external network 108 and provi de various additiona
servi ces, thereby increasing the nunber of second
servers 106 so as to exceed the upper limt of
connect abl e servers by the MO

[ 0014] Each of the one or nore first servers 105 and
each of the one or nore second servers 106 can be
virtual nachines, respectively, on a cloud. This cloud
may be a public cloud such as an AW5 or a private cloud

provi ded for one enterprise. |If the cloud is a public
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cloud, the one or nore first servers 105 and the one or
nore second servers 106 may belong to a virtual private
network on the cloud. For exanple, if the cloud is an
AWS, a virtual private network is provided by a VPC
(Mirtual Private C oud) function.

[ 0015] The provision of the P-GW 104 on the cloud can
change the performance of the P-GN 104 at an
appropriate timng in accordance with the processing
status of the P-GW 104. The change in perfornmance of
the P-GW 104 can be inplenmented by replacing (so-called
scal e up/ scal e down) one server with another server (a
server having processing capability higher or |ower

t han the previous server) or inplenented by changi ng
(so-called scale out/scale in) the nunber of servers.

[ 0016] The control server 107 is a server which
controls the operation of the P-GN104. The contro
server 107 nmay be a virtual machine on a cloud or an
on-prem se server. The control server 107 nay be
formed froma single server or a plurality of servers.
In this enbodi ment, the control server 107 is
exenplified as a server different fromthe first server
105 and the second server 106. However, one of the
first servers 105 or one of the second servers 106 may
have a function of the control server 107.

[ 0017] The control server 107 nonitors the processing
status of each of the one or nore first servers 105 and

each of the one or nore second servers 106. Exanples



10

15

20

25

of the processing status of a nonitoring target can be
a CPU use rate, a nmenory use rate, a network use rate,
an average throughput, the nunber of GIP sessions, and
the like. A criterion of the processing status used to
change the performance of the first server 105 nay be
different froma criterion of the processing status
used to change the performance of the second server 106.
Since the first server 105 perforns the function of
transferring a packet to the second server 106, the

net work performance tends to becone a bottleneck. For
this reason, the control server 107 nmay change the
performance of the first server 105 using the network
performance (for exanple, the network use rate, the
average throughput, or the like) as a criterion. Since
t he second server 106 perforns various processing
operations for a packet, and its cal cul ation
performance tends to becone a bottleneck. For this
reason, the control server 107 may change the
performance of the first server 105 using the

cal cul ation function (for exanple, the CPU use rate,
the nmenory use rate, or the like) as a criterion.

[ 0018] The control server 107 nmay change the
performance of the P-GWN 104 regardl ess of the
processing status of the P-GW104. For exanple, the
control server 107 may change the performance of the P-
GW 104 in accordance with an instruction fromthe

adm ni strator or user of the npbile communication
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system In place of this, the control server 107 may
automati cal ly change the performance of the P-GWN 104 in
accordance with the preschedul ed settings.

[ 0019] Subsequently, an exanple of a protocol
configuration of a U plane (user plane) of the nobile
comuni cation systemin Fig. 1 will be described with
reference to Fig. 7. An end-to-end GIP tunnel 701 is
establ i shed between the UE 101 and the second server
106. A packet transmitted fromthe UE 101 is
transferred to the second server 106 via the GIP tunne
701. An I P address (to be referred to as a user IP
address hereinafter) used in an | P connection 702 with
the UE 101 and an I P address (to be referred to as a
transport | P address hereinafter) used in an IP
connection 703 with the first server 105 are assigned
to the second server 106. An |P packet is transferred
fromthe UE 101 via the IP connection 702, and a GIP
packet is transferred fromthe first server 105 via the
| P connection 703.

[ 0020] Since the virtual machines in the virtua
private network communi cate with each ot her dependi ng
on a cloud service, an | P address in a subnetwork
assigned to the virtual private network nmust be set in
each virtual nmachine. The upper limt of the nunber of
| P addresses in the subnetwork is determ ned by a cloud
service. If this IP address in the subnetwork is

assigned to the UE 101, the nunber of UEs 101
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connectable to the nobile communication systemis
limted by the nunber of I P addresses in the virtual
private network. For this reason, an address

irrelevant to the address in the virtual environnent
subnet is assigned to the UE 101, NAT is perfornmed at
the virtual environnment address assigned to a node when
| P coomunication is perfornmed with the outside of the
second server 106 which perforns GIP tunnel term nation
In addition, in the second server 106, an |IP address in
t he subnetwork assigned to the virtual private network
is set as a transport | P address for causing the first
server 105 to access the second server 106. An IP
address not limted by the virtual private network is
set as a user |P address for causing the UE 101 to
access the second server 106. |If the user |P address
is additionally assigned to the second server 106 which
performs GIP tunnel term nation, the conmunication from
the UE 101 to the user |IP address of the second server
106 can reach the second server 106 w thout any NAT

[ 0021] Subsequently, an exanple of the operation of

t he nobil e comuni cation systemin Fig. 1 will be
described with reference to Fig. 2. This operation can
be perforned by causing a processor such as a CPU of
each UE or each server to execute a program |In place
of this, each UE and each server nmay include circuits
(for exanple, ASICs) for executing the foll ow ng

operati on.
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[ 0022] In S1, the UE 101 is attached to the eNB 102
and requests to generate a session with the P-GN 104 to
the core network. The UE 101 includes its own INMSI (to
be referred to as an IMSI _A hereinafter) in this
request. The S-GW 103 establishes a C plane GIP tunnel
(GTP-C) with one of the one or nore first servers 105
and transfers the request fromthe UE 101 to the first
server 105 via this GIP tunnel. For exanple, the S-GW
103 selects, by a round robin nethod, one first server
105 fromthe one or nore first servers 105 connected to
the S-GW 103.

[ 0023] Upon reception of the request fromthe UE 101,
the first server 105 determ nes whether the first
server 105 refers to customer information and a session
is established for the IMSI included in the request.
This determ nation may be perforned by causing the
first server 105 to refer to the customer information
or perforned by the control server 107 which has
received the request fromthe first server 105. |If the
session can be established, the first server 105
assigns an | P address (to be referred to as
172.24.240.100) to the UE 101 and returns this IP
address to the UE 101 in S2.

[ 0024] In S2, the first server 105 sends, to the
control server 107, a request for assignnment of the
second server 106. |In response to this request, the

control server 107 selects one second server 106 of the
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one or nore second servers 106 and returns the
transport | P address of this second server 106 to the
first server 105. The control server 107 may sel ect
one second server 106 (for exanple, a server having a
m ni mum | oad) in accordance with the processing status
of the one or nore second servers 106. The first

server 105 establishes a U plane GIP tunnel (GIP-U)

bet ween the UE 101 and the sel ected second server 106.
In addition, the first server 105 notifies each second
server 106 of information concerning a pair of the | NSl
of the UE 101 and the I P address assigned to the UE 101.
This notification can be directly perforned fromthe
first server 105 to the second server 106 or may be
performed via the control server 107. For exanple, the
first server 105 may register information concerning
the pair of the IMSI and the I P address in the control
server 107, and the second server 105 may read out this
information fromthe control server 107.

[ 0025] In S3, the UE 101 transmits, to the first
server 105 via the GIP tunnel, an HTTP request toward
the user I P address (to be referred to as

169. 254. 254. 169) of the second server 106. The UE 101
sets the I P address (172.24.240.100) assigned in S2 in
the transm ssion source |IP address of this HTTP request.
The user | P address of the second server 106 may be
stored in the UE 101 before the start of the operation

in S1 or may be notified fromthe first server 105 to
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the UE 101 in S2. A single |IP address nmay be shared as
the user I P addresses of the plurality of second
servers 106.

[ 0026] In S4, the first server 105, the first server
105 transfers, to the second server 106 via the GIP
tunnel established in S2, the GIP packet transnitted
fromthe UE 101 via the GIP tunnel.

[ 0027] In S5, the second server 106 terninates the
GTP tunnel to extract the I P packet fromthe GIP packet.
In addition, the second server 106 resolves the I Ml of
the UE 101 which has transmtted the HTTP request by
using the informati on concerning the pair notified in
S2 and the transm ssion source |P address of this HITP
request. 1In place of this, the second server 106 may
transmt this transm ssion source |P address (the IP
address of the UE 101) to the control server 107, cause
the control server 107 to resolve the IMSI, and return
it to the second server 106

[ 0028] In S6, the second server 106 sends an inquiry
about processing to be executed to the resolved IMSI to
the control server 107. This processing includes
processing to data transmtted fromthe UE 101 to the
external network 108 and processing to data returned
fromthe external network 108 to the UE 101. The
control server 107 nanages a table 300 shown in Fig. 3.
Each entry of the table 300 indicates the processing

contents to be executed for the data fromthe UE 101.
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A columm 301 indicates the IMSI of the UE 101 as the
processing target. A colum 302 indicates a request
prot ocol before conversion. A colum 303 indicates a
request protocol after conversion. A colum 304

i ndi cates a request destination. For exanple, the
first-row entry of the table 300 indicates that an HTTP
request fromthe UE 101 having the IMSI _A is converted
into an HTTPS request and the converted request is
transferred to https://serverl. exanple.com . The
second server 106 can perform i ndividual processing for
each UE 101. For exanple, the second server 106 can
simlarly performconversion fromnmgtt to ngtts,
conversion from TCP to TCPS, and conversion from
Websocket to Websocket over SSL. In addition to sinple
encryption, the second server 106 can perform
conversion of a protocol itself such as HITPS transfer
of data received by a Raw TCP socket or data received
by a UDP packet, and conmuni cation optini zation between
the UE 101 and the second server 106 such as
conpressi on of response contents fromthe externa
server or deletion of unnecessary header informtion.
The latter function is particularly advantageous in a
devi ce such as a sensor or actuator aimng at energy
savi ng.

[ 0029] In addition to the protocol conversion, the
second server 106 can add authentication information

such as the user nane and password of a site to be
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accessed by the UE 101, and add information referred to
in processing on the server side, such as an

i dentification nunber such as the I MEl (International
Mobi | e Equi pnent ldentifier) of the UE 101 and a tine
stanp indicating data reception time. The second
server 106 can also add a digital signature using
secret information exchanged in advance with the
reception side so as to allow the reception side to
verify the authentication of the added infornation.
Accordi ngly, access by spoofing of the third party can
be prevented.

[ 0030] The control server 107 provides an APl for
editing the table 300. Via this APl (Application
Progranming Interface), the adm nistrator of the UE 101
can edit (for exanple, add, change, or delete) the
operations to be perfornmed for his own UE 101.
Simlarly, by using the API, the adm nistrator of the
UE 101 can al so set information such as a user nane and
password for authentication and secret information for
verifying authenticity of the information added by the
second server 106. The control server 107 may provide
a QU (Gaphical User Interface) for allow ng the

adm ni strator of the UE 101 to facilitate the above
processi ng.

[ 0031] In S7, the control server 107 responds, to the
second server 106, the operations to be perfornmed of an

entry indicating the result obtained by searching the
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tabl e 300 using, as a key, the IMSI received fromthe
second server 106

[ 0032] In S8, the second server 106 converts the HITP
request fromthe UE 101 into the HITPS request in
accordance with the operations to be perforned received
fromthe control server 107 and transfers the HTTPS
request to the destination
(https://serverl. exanpl e.com ) designated by the
processing contents. In S9, the second server 106
receives a response to the HTTPS request fromthe
destination. In S10, the second server 106 adds a GIP
header to this response and transfers the resultant
data to the first server 105. The first server 105 as
the transfer destination is the same as the first
server 105 from which the HTTP request has been
transferred in S4. In S11, the first server 105
transfers the response to the UE 101 via the GIP tunnel
After that, the first server 105 may cancel the GIP
tunnel between the UE 101 and the second server 106.

[ 0033] According to the above processing, the common
user | P address is assigned to the plurality of second
servers 106. Since the conmmuni cati on between the first
server 105 and the second server 106 is identified by
the transport | P address assigned to each second server
106, identifiable GIP tunnels are established between
the plurality of UEs 101 and the plurality of second

servers 106. For this reason, even if the scale
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in/scal e out operation or the scale down/scal e up
operation of the second server 106 is perforned, the
endpoi nt used as the destination of the UE 101, that is,
t he user | P address of the second server 106 need not
be changed.

[ 0034] According to the above processing, since the
user | P address of the second server 106 can be set in
advance in the UE 101, the overhead concerning the DNS
processing for obtaining this |IP address can be
suppressed. In addition, the user |IP address of the
second server 106 can be set as a hardcode in the UE
101. This is particularly advantageous when the UE 101
is a weak enbedded device such as a sensor. Even if
the user | P address of the second server 106 set in the
UE 101 cannot be changed, the communi cati on partner of
the UE 101 in the external network 108 can be changed
by updating the table 300 of the control server 107.

[ 0035] Subsequently, communi cation between the first
server 105 and the second server 106 in the processing
of Fig. 2 will be described in detail. Although only
one SSGWNV103 is illustrated in Fig. 1, a general nobile
comuni cation systemincludes a plurality of S-GA 103.
A GTP tunnel between the S-GWN 103 and the P-GW 104 (the
first server 105 in practice) can be identified by a
TEI D (Tunnel Endpoint IDentifier). Each first server
105 uniquely sets the TEID of the GIP tunnel with the

S-GW 103 to prevent the interference between the GIP
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tunnels. However, if the respective first servers 105
set the sanme TEID for the respective GIP tunnels and
packets are transferred to the sane second server from
t he respective GIP tunnels, the interference occurs

bet ween the GIP tunnels.

[ 0036] To solve this problem the control server 107
may nonitor the TEID assigned by each first server 105
and rmay sel ect the second server 106 to which the
packet is transferred fromthe first server 105 so as
to prevent the interference between the GIP tunnels in
t he second servers 106. More specifically, the contro
server 107 nmay sel ect the second server 106 to which
the packet is transferred fromthe first server 105 so
as to prevent the TElIDs assigned by the respective
servers 105 from overlapping in the second servers 106.
[ 0037] In place of this, another tunnel different
fromthe GIP tunnel between the S-GW 103 and the first
server 105 nay be set between the first server 105 and
t he second server 106, and a packet nay be transferred
fromthe first server 105 to the second server 106 via
the other tunnel. The tunnel between the first server
105 and the second server 106 nay be a GIP tunnel.
Accordingly, the sanme software stack can be used in the
first server 105 and the second server 106.

[ 0038] In the above enbodi nent, the second server 106
term nates the GIP packet fromthe UE 101 to extract

the I P address included in this GIP packet. 1In place
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of this, a third server different fromthe second
server 106 nay term nate a GIP packet fromthe UE 101
In this case, the UE 101 sets the destination IP
address of the I P packet as the user |IP address of the
third server. The second server 106 transfers, to the
third server via the GIP tunnel or the other tunnel,

t he GIP packet transferred fromthe first server 105

[ 0039] Subsequently, the arrangenent of a nobile
comuni cati on system accordi ng to anot her enbodi nent of
the present invention will be described with reference
to Fig. 4. The nobile communication systemin Fig. 4
is different fromthe nobile conmunication systemin
Fig. 1 in the arrangenent of a P-GWN 104 and the
operation of a control server 107. The rest nmay be the
same as in the nobile comunication systemin Fig. 1.
In Fig. 4, sonme constituent elenents which are the sane
as those of the nobile conmunication systemin Fig. 1
will not be illustrated. The sane description as in
Fig. 1 will be omtted.

[ 0040] A user having a UE 101 connectable to the
nobi | e comuni cati on system may want to access his own
private network using this UE 101 w thout going through
the public network such as the Internet. For exanpl e,
assume that a given enterprise purchases a plurality of
SIMs and UEs assigned with these SIMs access the
private network of this enterprise. Even if a second

server 106 belongs to the virtual private network on a
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cloud, the second server 106 can access another private
network by a function provided by the cloud. The
accessi ble other private network is another virtua
private network present on the sane cloud as the second
server 106 and different fromthe virtual private
network to which the second server 106 belongs, or a
private network of the on-prem se or another cloud
connected by a leased line to the virtual private
network to which the second server 106 bel ongs.

[ 0041] The UE 101 of another user having no access
right to a given private network of a given user should
not access this private network. Due to the limtation
of the cloud service, only single transfer information
may be set for all servers belonging to the sane
subnetwork in the virtual private network. The
transfer information here is information for defining
an external network which the UE 101 can access. The
transfer information includes, for exanple, a routing
policy defined by a routing table, and an NACL ( Network
Access Control List) for access linmtation. In the
enbodi mrent shown in Fig. 1, if all the second servers
106 are included in the same subnetwork, the single
transfer information is applied to all the UEs 101

whi ch can use this nobile conmunication system As a
result, the UEs 101 which can access the external
private network cannot be |limted.

[ 0042] In this enbodi nent, the plurality of second
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servers 106 are divided into a plurality of groups, the
respective groups are included in different subnetworks,
and the transfer information is defined for each group.
In the enbodi mrent shown in Fig. 4, the plurality of
second servers 106 are classified into groups 401A,
401B, 401C, and 401X. Each group includes at |east one
second server 106. As in the enbodi nent shown in Fig.
1, the control server 107 can change the performance of
each second server 106 included in each group, as
needed. The second servers 106 bel onging to the group
401A can access only a private network 108A. For
exanpl e, the private network 108A is another virtual
private network of the sane cloud as the second servers
106. If this cloud is the AWS, these virtual private
net wor ks can be inplenented by the VPC function and are
connected by the VPC peering function. The second
servers 106 included in the group 401B can access only
a private network 108B. For exanple, the private
network 108B is an on-prem se private network. |f the
second servers 106 are included in the AW5 the second
servers 106 and the private network 108B are connected
by dedicated |ines by the AWS Direct Connect function.
The second servers 106 included in the group 401C can
access only a private network 108C. For exanple, the
private network 108A is another virtual private network
of the same cloud as the second servers 106. |If this

cloud is the AW5, these virtual private networks are
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i npl emented by the VPC function and are connected by

t he VPN connection function. The private networks 108A
to 108C are networks managed by different users. The
second servers 106 included in the group 401X can
access only the Internet 108X. The one or nore first
servers 105 may belong to a subnetwork different from

t hose of the second servers 106 or may belong to a
virtual network different fromthose of the second
servers 106.

[ 0043] Subsequently, the above transfer information
will be described with reference to Figs. 5A and 5B
The transfer information is formed fromtwo tables 500
and 510 and rmanaged by the control server 107. The
tabl e 500 defines that a packet fromeach UE 101 should
be processed by the second server 106 of a specific
group. Each entry (row) of the table 500 is generated
for each IMSI. A columm 501 indicates an IMSI. A
colum 502 indicates the group of the second server 106
whi ch processes a packet fromthe UE 101 havi ng each

I MBI .

[ 0044] The table 510 indicates information concerning
second servers 106. Each entry (row) of the table 510
is generated for each second server 106. A colum 511

i ndicates an identifier of the second server 106. The
identifier of the second server 106 is unique in the
nobi | e comuni cati on system A colum 512 indicates

the transport | P address of the second server 106. The
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transport | P address is set for each second server 106.
A columm 513 indicates the user |IP address of the
second server 106. The common user | P address nay be
set for the plurality of second servers 106 or user |P
addresses may be set for the plurality of second
servers, respectively, as in the above enbodinent. |If
t he user I P address of the second server 106 is set in
the UE 101 in advance, the table 510 need not include
the colum 513. A columm 514 indicates the identifier
of a group to which the second server 106 bel ongs. The
group identifier is unique in the nobile comunication
system A columm 515 indicates a subnetwork to which

t he second server 106 belongs. A colum 516 indicates
the external network of packet transfer destination of
t he second server 106. The common transfer destination
is set for the second servers 106 belonging to the sane
group. The administrator (for exanple, MVNO of the
nobi | e comruni cati on system creates and updates the
tabl es 500 and 510 in accordance with a request from

t he user of the nobile comuni cation system

[ 0045] Subsequently, an exanple of the operation of
the control server 107 will be described with reference
to Fig. 6. This operation can be done by causing a
processor such as the CPU of the control server 107 to
execute a program |In place of this, the control

server 107 may include a circuit (for exanple, ASIC

whi ch execute the followi ng operation. The operation



10

15

20

25

in Fig. 6 is perforned in S2 of Fig. 2. In the
foll owi ng description, a case in which the first server
105 sends, to the control server 107, an inquiry about
the transport |P address of the second server 106 and
t he user I P address of the second server 106 will be
descri bed bel ow. As described above, however, the user
| P address of the second server 106 may be set in the
UE 101 in advance. In this case, processing about the
user | P address of the second server 106 in the
foll owi ng description may be omtted.

[ 0046] In S601, the control server 107 receives an
inquiry to obtain the transport |P address and user |P
address of the second server 106 fromthe first server
105. This inquiry includes the IMSI of the UE 101
received fromthe UE 101 in S1 of Fig. 2 to the first
server 105.

[ 0047] In S602, the control server 107 specifies the
group of the second servers 106 which are to process a
packet fromthe UE 101 having the I MSI received in S601
with reference to the table 500. For exanple, if the

| MSI received by the control server 107 is "I Ml _1A",
the control server 107 specifies that the second
servers 106 included in "G oup A" should process the
packet fromthe UE 101 having this | MSI.

[ 0048] In S603, the control server 107 specifies the
second servers included in the specified group and

sel ects one of the second servers with reference to the
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tabl e 510. For exanple, if the group specified by the
control server 107 is "G oup A", the control server 107
speci fies "Node Al" and "Node A2" as the second servers
106 included in this group. The control server 107 nmay
sel ect one second server 106 based on the processing
status of each second server 106 included in the

speci fied group. For exanple, the control server 107
sel ects the second server 106 having a | owest | oad.

[ 0049] In S604, the control server 107 reads out the
transport | P address and user |P address of the

sel ected second server 106 fromthe table 510 and
returns this transport I P address to the first server
105 as the inquiry source.

[ 0050] In S3 of Fig. 2, the first server 105 then
notifies the UE 101 of the user |P address of the

sel ected second server 106. In S4 of Fig. 2, the UE
101 transnmits, to the first server 105, the HITP
request toward the user |IP address of the selected
second server 106. In S5 of Fig. 2, the first server
105 transfers the packet to the sel ected second server
106 using the transport | P address of the second server
106 obtained in S604. After that, the second server
106 transfers the packet to the external network 108 in
accordance with the transfer information set in the
subnetwork to which this second server 106 bel ongs.

[ 0051] The packet froma UE 101A whose IMSI is

"IMSl _1A" is transferred to the second servers 106



10

15

20

25

i ncluded in the group 401A. Since the second servers
106 included in the group 401A can access only the
private network 108A, the packet fromthe UE 101A is
transferred to only the private network 108A, as
indicated by a dotted line 402, but is not transmtted
to other private networks, as indicated by a dotted
line 403. Simlarly, a UE 101B is transferred to only
the private network 108B via the second servers 106
included in the group 401B. A UE 101Cis transferred
to only the private network 108C via the second servers
106 included in the group 401C. A UE 101X in which
access to a private network is not set is transferred
to only the Internet 108X via the second servers 106

i ncluded in the default group 401X

[ 0052] In the enbodi mrent shown in Fig. 4, the second
server 106 term nates the GIP tunnel, extracts the IP
packet, and then transfers the |IP packet to the
external network via the L3 connection. However,
dependi ng on a cloud service, the nunber of peer-
connectabl e virtual networks and the nunber of virtual
interfaces for private connections are limted. As a
result, the nunmber of private networks connectable to
the P-GNV 104 is limted. To solve this problem the
second server 106 may set the L2 tunnel with the server
in the external private network and transfer the packet
via the L2 tunnel. If the L2 tunnel is used,

processing using the I P address of the UE 101 can be
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performed on the private network side. Wether the L2
tunnel or L3 connection is used can be set for each
private network.

[ 0053] In the above description, a case in which the
MVNO manages the P-GW 104 has been described. However,
the present invention is also applicable when the MNO
manages the P-GW 104. A case in which P-GN 104 is L2-
connected to the UE 101 has been described above.
However, the present invention is al so applicabl e when
the P-GW 104 is L3-connected to the UE 101.

[ 0054] I n each enbodi nent descri bed above, the first
servers 105 may be classified into a C plane server for
perform ng communi cation with the S-GW 103 on the C

pl ane and a P-pl ane server for perform ng comunication
with the SSGWNVN 103 on the P plane. |In addition, the C
pl ane servers can al so be classified into a server for
receiving data fromthe S -GV 103 via the GIP tunnel and
a server for decapsulating this data and extracting the
| P packet.

[ 0055] The present invention is not limted to the
above- descri bed enbodi nents, and various changes and
nodi fications can be nade within the spirit and scope
of the present invention. Therefore, to apprise the
public of the scope of the present invention, the

followi ng clains are nmade.
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CLAI M5

1. A control apparatus for a gateway in a nobile
comuni cati on system characterized in that

the gateway includes a first server configured to
receive data froma user apparatus and one or nore
second servers configured to transfer the data received
by the first server to an external network,

the one or nore second servers are virtua
machi nes on a cl oud, and

the control apparatus perforns

an operation of changi ng performance of the one
or nore second servers,

an operation of nonitoring a processing status of
t he one or nore second servers, and

an operation of selecting, fromthe one or nore
second servers in accordance with the processing status
of the one or nore second servers, a second server as a
transfer destination of the data received fromthe user
apparatus by the first server.
2. The control apparatus according to claim1,
characterized in that

the control apparatus

receives an identifier of the user apparatus from
t he gateway, and

returns, to the gateway, operations to be
performed for data fromthe user apparatus having the

identifier.
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3. The control apparatus according to claim 2,
characterized in that the operations to be perforned
i nclude at | east one of protocol conversion, data
conpr essi on, header del etion, addition of user
aut hentication information, addition of an
i dentification nunber of the user apparatus, or
addition of a digital signature.
4. The control apparatus according to claim2 or 3,
characterized in that the control apparatus provides an
interface configured to edit the operations to be
per f or med.
5. The control apparatus according to any one of
clains 1 to 4, characterized in that

a comon address is set in the one or nore second
servers, and

the first server receives data having the conmon
address as a destination fromthe user apparatus.
6. The control apparatus according to claimb5,
characterized in that the common address is different
froman address set in the one or nore second servers
in order to cause the first server to comunicate with
t he one or nore second servers.
7. The control apparatus according to claimb5 or 6,
characterized in that

the first server transfers the received data to
t he second server selected by the control apparatus,

and
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the second server selected by the control
apparatus performs processing in one of a network | ayer
and an application |ayer for data transferred fromthe
first server.
8. The control apparatus according to claimb5 or 6,
characterized in that

the first server transfers the received data to
t he second server selected by the control apparatus,
and

the second server selected by the control
apparatus transfers, to another server configured to
perform processing in one of a network |ayer and an
application layer for data, the data transferred from
the first server
9. The control apparatus according to any one of
clains 1 to 8, characterized in that

the first server receives data fromthe user
apparatus via an L2 tunnel, and

the first server transfers the data, via an L2
tunnel different fromthe L2 tunnel, to the second
server selected by the control apparatus.
10. The control apparatus according to any one of
clains 1 to 8, characterized in that

the gateway includes a plurality of first servers,

the first server receives data fromthe user
apparatus via an L2 tunnel, and

the control apparatus selects the second server
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serving as a transfer destination of data received from
the user apparatus by the first server so as not to
overlap identifiers of the L2 tunnels in the second
servers.
11. The control apparatus according to any one of
clains 1 to 10, characterized in that

t he gateway includes one or nore first servers,

the one or nore first servers are virtua
machi nes on a cl oud,

the control apparatus further perforns

an operation of changi ng perfornmance of the one
or nore second servers, and

an operation of nonitoring a processing status of
t he one or nore second servers, and

the control apparatus perforns a change in
performance of the one or nore first servers and the
change in performance of the one or nore second servers
based on different criteria.
12. The control apparatus according to claim 11
characterized in that the control apparatus perforns
t he change in the performance of the one or nore first
servers based on network perfornmance, and the change in
t he performance of the one or nore second servers based
on cal cul ati on perfornance.
13. The control apparatus according to any one of
clains 1 to 12, characterized in that

the one or nore second servers are divided into a
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plurality of groups, and

the control apparatus selects, froma group
corresponding to identification informati on of the user
apparatus, the second server serving as a transfer
destination of the data received fromthe user
apparatus by the first server.
14. The control apparatus according to claim 13,
characterized in that different pieces of transfer
informati on are set in the groups, respectively.
15. The control apparatus according to claim 14,
characterized in that the transfer information defines
an external network which the user apparatus can access.
16. The control apparatus according to any one of
clains 1 to 15, characterized in that the second server
and the external network comruni cate with each ot her
via the L2 tunnel.
17. The control apparatus according to any one of
clains 1 to 15, characterized in that the second server
and the external network comruni cate with each other
via an L3 connecti on.
18. A program for causing a conputer to operate as a
control apparatus of a gateway in a nobile
comuni cati on system characterized in that

the gateway includes a first server configured to
receive data froma user apparatus and one or nore
second servers configured to transfer the data received

by the first server to an external network,
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the one or nore second servers are virtua
machi nes on a cl oud, and

t he program causes the conputer to perform

an operation of changi ng perfornmance of the one
or nore second servers,

an operation of nonitoring a processing status of
the one or nore second servers, and

an operation of selecting, fromthe one or nore
second servers in accordance with the processing status
of the one or nore second servers, a second server as a
transfer destination of the data received fromthe user

apparatus by the first server.



