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METHOD AND APPARATUS FOR ESTABLISHING
TRUSTED CHANNEL BETWEEN USER AND TRUSTED
COMPUTING CLUSTER

TECHNICAL FIELD

[0001] One or more implementations of the present specification relate to the
secure computing field, and in particular, to a method and an apparatus for

establishing a trusted channel with a trusted computing cluster.

BACKGROUND

[0002] For the security of computing and data transmission, trusted computing
units are usually used for trusted computing and data processing. The trusted
computing unit can ensure that the code execution is secure, and those outside,
including an operating system or a driver, cannot obtain secrets such as an internal
runtime memory.

[0003] Before user equipment exchanges to-be-processed data with a trusted
computing unit, a same encrypted key is usually obtained through negotiation first,
and this key is impossible for anyone to crack except for two communication parties.
The data transmission between the two parties is encrypted using the key obtained
through negotiation. Thus, it is considered that the user equipment has established a
trusted channel with the trusted computing unit, and can securely transmit confidential
data on the trusted channel.

[0004] In many cases, the user equipment communicates with a plurality of trusted
computing units in a trusted computing platform. For this reason, the user equipment
usually negotiates a key with these trusted computing units separately to establish a
trusted channel with these trusted computing units separately. When the number of
trusted computing units in the trusted platform increases to a large value, user access
becomes complicated and cumbersome and costly.

[0005] Therefore, an improved solution that is secure and effective in establishing a
trusted channel between the user and the trusted computing platform quickly and

conveniently is needed.
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SUMMARY

[0006] One or more implementations of the present specification describe methods
and apparatuses for establishing and re-establishing a trusted channel, so that a user
can establish a trusted channel with the entire trusted computing cluster simply and
securely.

[0007] According to a first aspect, a method for establishing a trusted channel
between a user and a trusted computing cluster is provided, where the method is
performed by a first trusted computing unit, wherein the first trusted computing unit
belongs to a pre-established first trusted computing cluster, the first trusted computing
cluster includes a plurality of trusted computing units each maintaining a same first
cluster key, and the first trusted computing unit pre-registers with a cluster manager
for information about the first trusted computing cluster to which the first trusted
computing unit belongs, the method including: obtaining a first session key through
negotiation with a user, and establishing a first trusted channel with the user, where
the first session key is used to encrypt data to be transmitted through the first trusted
channel; encrypting the first session key using the first cluster key to obtain a first
encrypted key; and sending a first notification to the cluster manager, where the first
notification includes the first encrypted key, so that the cluster manager transfers the
first encrypted key to other trusted computing units in the first trusted computing
cluster.

[0008] According to some embodiments, the first session key is obtained through
negotiation with the user in the following manner: sending a first public key of a first
key pair of the first trusted computing unit to the user, the first key pair including the
first public key and a first private key, and obtaining a user public key provided by the
user; and generating the first session key based on the first public key, the first private
key, and the user public key.

[0009] In some embodiments, the method further includes: before sending the first
notification to the cluster manager, sending an identifier request message for the first
trusted channel to the cluster manager; obtaining a first session identifier allocated by
the cluster manager to the first trusted channel; and including the first session
identifier into the first notification.

[0010] According to a second aspect, a method for establishing a trusted channel

between a user and a trusted computing cluster is provided, where the method is
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performed by a cluster manager, and the cluster manager is configured to manage at
least one pre-established trusted computing cluster, the method including: receiving a
first notification from a first trusted computing unit, where the first notification
includes a first encrypted key, the first encrypted key is obtained by encrypting a first
session key using a first cluster key, and the first session key is a data encryption key
corresponding to a first trusted channel between the first trusted computing unit and
the user; determining a first trusted computing cluster to which the first trusted
computing unit belongs, where each trusted computing unit in the first trusted
computing cluster maintains the first cluster key; and transferring the first encrypted
key to a second trusted computing unit in the first trusted computing cluster, so that
the second trusted computing unit decrypts the first encrypted key based on the first
cluster key maintained by the second trusted computing unit to obtain the first session
key, and thus joins the first trusted channel based on the first session key.

[0011] According to some implementations, the method further includes: allocating
a first session identifier to the first trusted channel in response to an identifier request
message of the first trusted computing unit for the first trusted channel; and adding the
first trusted computing unit to a first trusted computing unit list corresponding to the
first session identifier.

[0012] In some embodiments, the first notification further includes a first session
identifier, and the method further includes: transferring the first session identifier to
the second trusted computing unit; and adding the second trusted computing unit to
the first trusted computing unit list.

[0013] According to some implementations, the cluster manager uses a maintained
cluster information table to determine a first trusted computing cluster to which the
first trusted computing unit belongs, and each trusted computing unit included in the
first trusted computing cluster.

[0014] In some embodiments, the cluster manager further transfers the first
encrypted key to a third trusted computing unit in the first trusted computing cluster,
so that the third trusted computing unit decrypts the first encrypted key based on the
first cluster key maintained by the third trusted computing unit to obtain the first
session key, and thus joins the first trusted channel based on the first session key.
[0015] According to a third aspect, a method for re-establishing a trusted channel
between a user and a trusted computing cluster is provided, where the method is

performed by a fourth trusted computing unit, the fourth trusted computing unit has
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established a second trusted channel with the user, the fourth trusted computing unit
belongs to a pre-established second trusted computing cluster, the second trusted
computing cluster includes a plurality of trusted computing units each maintaining a
same second cluster key, the fourth trusted computing unit pre-registers with a cluster
manager for information about the second trusted computing cluster to which the
fourth trusted computing unit belongs, and the fourth trusted computing unit obtains a
second session identifier corresponding to the second trusted channel from the cluster
manager, the method including: obtaining, through negotiation with the user, a second
session key for the second trusted channel in response to a key update request for the
second trusted channel, where the second session key is used to replace an original
key of the second trusted channel to encrypt transmitted data; encrypting the second
session key using the second cluster key to obtain a second encrypted key; and
sending a second notification to the cluster manager, where the second notification
includes the second encrypted key and the second session identifier, so that the cluster
manager transfers the second encrypted key to other trusted computing units related to
the second session identifier.

[0016] According to a fourth aspect, a method for re-establishing a trusted channel
between a user and a trusted computing cluster is provided, where the method is
performed by a cluster manager, and the cluster manager is configured to manage at
least one pre-established trusted computing cluster, the method including: receiving a
second notification from a fourth trusted computing unit, where the fourth trusted
computing unit belongs to a pre-established second trusted computing cluster, the
second trusted computing cluster includes a plurality of trusted computing units each
maintaining a same second cluster key, the second notification includes a second
session identifier and a second encrypted key, the second session identifier
corresponds to a second trusted channel that has been established between the fourth
trusted computing unit and the user, the second encrypted key is obtained by
encrypting a second session key using the second cluster key, and the second session
key is an updated key for the second trusted channel; obtaining, based on the second
session identifier, a second trusted computing unit list of trusted computing units that
join the second trusted channel, where the second trusted computing unit list includes
the fourth trusted computing unit and at least one other trusted computing unit
belonging to the second trusted computing cluster; removing each of the at least one

other trusted computing units from the second trusted computing unit list; and
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transferring the second encrypted key to a fifth trusted computing unit of the at least
one other trusted computing units, so that the fifth trusted computing unit decrypts the
second encrypted key based on the second cluster key maintained by the fifth trusted
computing unit to obtain the second session key, and thus rejoins the second trusted
channel based on the second session key.

[0017] In some embodiments, the method further includes: adding the fifth trusted
computing unit to the second trusted computing unit list.

[0018] According to a fifth aspect, an apparatus for establishing a trusted channel
between a user and a trusted computing cluster is provided, where the apparatus is
deployed in a first trusted computing unit, the first trusted computing unit belongs to a
pre-established first trusted computing cluster, the first trusted computing cluster
including a plurality of trusted computing units each maintaining a same first cluster
key, and the first trusted computing unit pre-registers with a cluster manager for
information about the first trusted computing cluster to which the first trusted
computing unit belongs, the apparatus including: a key negotiation module,
configured to obtain a first session key through negotiation with a user, and establish a
first trusted channel with the user, where the first session key is used to encrypt data
to be transmitted through the first trusted channel; a first encryption module,
configured to encrypt the first session key using the first cluster key to obtain a first
encrypted key; and a first notification sending module, configured to send a first
notification to the cluster manager, where the first notification includes the first
encrypted key, so that the cluster manager transfers the first encrypted key to other
trusted computing units in the first trusted computing cluster.

[0019] According to a sixth aspect, an apparatus for establishing a trusted channel
between a user and a trusted computing cluster is provided, where the apparatus is
deployed in a cluster manager, and the cluster manager is configured to manage at
least one pre-established trusted computing cluster, the apparatus including: a first
notification receiving module, configured to receive a first notification from a first
trusted computing unit, where the first notification includes a first encrypted key, the
first encrypted key is obtained by encrypting a first session key using a first cluster
key, and the first session key is a data encryption key corresponding to a first trusted
channel between the first trusted computing unit and the user; a cluster determination
module, configured to determine a first trusted computing cluster to which the first

trusted computing unit belongs, where each trusted computing unit in the first trusted
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computing cluster maintains the first cluster key; and a first transferring module,
configured to transfer the first encrypted key to a second trusted computing unit in the
first trusted computing cluster, so that the second trusted computing unit decrypts the
first encrypted key based on the first cluster key maintained by the second trusted
computing unit to obtain the first session key, and thus joins the first trusted channel
based on the first session key.

[0020] According to a seventh aspect, an apparatus for re-establishing a trusted
channel between a user and a trusted computing cluster is provided, where the
apparatus is deployed in a fourth trusted computing unit, the fourth trusted computing
unit has established a second trusted channel with the user, the fourth trusted
computing unit belongs to a pre-established second trusted computing cluster, the
second trusted computing cluster including a plurality of trusted computing units each
maintaining a same second cluster key, the fourth trusted computing unit pre-registers
with a cluster manager for information about the second trusted computing cluster to
which the fourth trusted computing unit belongs, and the fourth trusted computing
unit obtains a second session identifier corresponding to the second trusted channel
from the cluster manager, the apparatus including: a key update module, configured to
obtain, through negotiation with the user, a second session key for the second trusted
channel in response to a key update request for the second trusted channel, where the
second session key is used to replace an original key of the second trusted channel to
encrypt transmitted data; a second encryption module, configured to encrypt the
second session key using the second cluster key to obtain a second encrypted key; and
a second notification sending module, configured to send a second notification to the
cluster manager, where the second notification includes the second encrypted key and
the second session identifier, so that the cluster manager transfers the second
encrypted key to other trusted computing units related to the second session identifier.

[0021] According to an eighth aspect, an apparatus for re-establishing a trusted
channel between a user and a trusted computing cluster is provided, where the
apparatus is deployed in a cluster manager, and the cluster manager is configured to
manage at least one pre-established trusted computing cluster, the apparatus including:
a second notification receiving module, configured to receive a second notification
from a fourth trusted computing unit, where the fourth trusted computing unit belongs
to a pre-established second trusted computing cluster, the second trusted computing

cluster includes a plurality of trusted computing units each maintaining a same second
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cluster key, the second notification includes a second session identifier and a second
encrypted key, the second session identifier corresponds to a second trusted channel
that has been established between the fourth trusted computing unit and the user, the
second encrypted key is obtained by encrypting a second session key using the second
cluster key, and the second session key is an updated key for the second trusted
channel; a second list acquisition module, configured to obtain, based on the second
session identifier, a second trusted computing unit list of trusted computing units that
join the second trusted channel, where the second trusted computing unit list includes
the fourth trusted computing unit and at least one other trusted computing unit
belonging to the second trusted computing cluster; a removing module, configured to
remove each of the at least one other trusted computing units from the second trusted
computing unit list; and a second transferring module, configured to transfer the
second encrypted key to a fifth trusted computing unit of the at least one other trusted
computing units, so that the fifth trusted computing unit decrypts the second
encrypted key based on the second cluster key maintained by the fifth trusted
computing unit to obtain the second session key, and thus rejoins the second trusted
channel based on the second session key.

[0022] According to a ninth aspect, a computer-readable storage medium is
provided, where the computer-readable storage medium stores a computer program,
and when the computer program is executed in a computer, the computer is enabled to
perform the methods according to the first aspect to the fourth aspect.

[0023] According to a tenth aspect, a computing device is provided, including a
memory and a processor, where the memory stores executable code, and the processor
executes the executable code to implement the methods according to the first aspect to
the fourth aspect.

[0024] According to the methods and apparatuses provided in the embodiments of
the present specification, when a user wants to establish a trusted channel with a
trusted computing cluster, the user only negotiates a session key with any one of the
trusted computing units in the cluster to establish the trusted channel. Then, a cluster
manager transmits an encrypted session key in the trusted computing cluster, so that
other trusted computing units in the cluster obtain the session key and join the trusted
channel. Thus, the user establishes a trusted channel with the entire trusted computing
cluster. In such process, the user does not need to negotiate and communicate with

each trusted computing unit separately in a sequence, and does not need to pay

7



10

15

20

25

attention to cluster details of the trusted computing cluster either. For the user, the

process of establishing a trusted channel becomes very simple and clear.

BRIEF DESCRIPTION OF DRAWINGS

[0025] To describe the technical solutions in the embodiments of this application
more clearly, the following briefly describes the accompanying drawings for
describing the embodiments. Clearly, the accompanying drawings in the following
description show merely some embodiments of this application, and a person of
ordinary skill in the art may still derive other drawings from these accompanying
drawings without creative efforts.

[0026] FIG. 1 is a schematic diagram of a relationship among a trusted computing
unit, a session, and a session node according to some embodiments of the present
specification;

[0027] FIG. 2 shows an entire life cycle of a trusted channel according to some
embodiments of the present specification;

[0028] FIG. 3 is a schematic diagram of establishing a trusted channel between a
user and a trusted computing cluster according to some embodiments;

[0029] FIG. 4 is a flowchart of re-establishing a trusted channel between a user and
a trusted computing cluster according to some embodiments;

[0030] FIG. 5 is a flowchart of re-establishing a trusted channel between a user and
a trusted computing cluster according to some embodiments;

[0031] FIG. 6 is a schematic block diagram illustrating an apparatus for
establishing a trusted channel according to some embodiments;

[0032] FIG. 7 is a schematic block diagram illustrating an apparatus for
establishing a trusted channel according to some embodiments;

[0033] FIG. 8 is a schematic block diagram illustrating an apparatus for
re-establishing a trusted channel according to some embodiments; and

[0034] FIG. 9 is a schematic block diagram illustrating an apparatus for

re-establishing a trusted channel according to some embodiments.

DESCRIPTION OF EMBODIMENTS
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[0035] The solutions provided in the present specification are described herein with
reference to the accompanying drawings.

[0036] According to the solutions in some embodiments of the present
specification, a trusted channel can be established between a user and a trusted
computing cluster securely, quickly, and conveniently. The trusted computing cluster
may be a pre-established cluster, which includes a plurality of trusted computing units.
The trusted computing unit may be a computing module or computing device with a
certain isolation capability to ensure computing security, for example, a trusted
computing container enclave, which is, for example, implemented using technologies
such as SGX or Trust Zone.

[0037] The plurality of trusted computing units can form a trusted computing
cluster through mutual authentication of identities. In the process of establishing a
trusted computing cluster, various trusted computing units maintain a same cluster key
through key negotiation and other methods, which may form premise and basis for
implementing some solutions in the present specification.

[0038] According to some embodiments in the present specification, a trusted
channel is established and maintained between the user and the entire trusted cluster
in a unified manner, so as to avoid the cumbersome establishment of separate
channels between the user and various trusted computing units.

[0039] If a user establishes a trusted channel with the trusted computing cluster, it
is assumed that the user has established a trusted relationship with the trusted
computing cluster. For clarity of description, the concept of "session" is introduced to
express such trusted relationship. In other words, in the present specification, a
session can be considered as a trusted channel relationship established between a user
and a trusted computing cluster.

[0040] One trusted computing cluster can establish a plurality of trusted
relationships with a plurality of users, which is assumed that the trusted computing
cluster can correspond to a plurality of trusted channels, that is, a plurality of sessions.
[0041] As described previously, to perform secure data transmission between the
user and the trusted computing cluster, the two parties in communication negotiate
and exchange an encrypted key, which is referred to as a session key in the present
specification. The session key corresponds to the trusted channel and is used to

encrypt and decrypt data transmitted through the trusted channel.
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[0042] On the basis of the concept of session, in combination with the session key,
the concept of session node can be derived, which is used to represent an entity
corresponding to a trusted computing unit in a trusted computing cluster in each
session. Since a trusted computing cluster can be involved in a plurality of sessions,
each trusted computing unit can correspond to a plurality of session nodes.

[0043] From the perspective of sessions, one session can correspond to one or more
session nodes. A criterion for determining whether a session node N has joined a
certain session S is whether the session node N has a correct session key k
corresponding to the session S. If the session node N has the correct session key Kk, it
is considered that the session node N has joined the session S; if the session node N
does not have the correct session key k, it is considered that the session node N has
not yet joined the session S.

[0044] FIG. 1 is a schematic diagram of a relationship among a trusted computing
unit, a session, and a session node according to some embodiments of the present
specification. In FIG. 1, it is assumed that a certain trusted computing cluster includes
five trusted computing units, which are denoted as A, B, C, D, and E, respectively. In
addition, the trusted computing cluster has three sessions, which correspond to trusted
channel 1, trusted channel 2, and trusted channel 3 established with users U1, U2, and
U3, respectively.

[0045] In FIG. 1, the vertical direction shows a relationship between each trusted
computing unit and the session nodes. For example, trusted computing unit A includes
session nodes A-1, A-2, and A-3 corresponding to sessions 1, 2, and 3, respectively;
trusted computing unit B includes session nodes B-1, B-2, and B-3 corresponding to
sessions 1, 2, and 3, respectively.

[0046] In FIG. 1, the horizontal direction shows a relationship between each
session and the session node. For example, session 1 includes session nodes A-1, B-1,
C-1, D-1, and E-1 corresponding to computing units A, B, C, D, and E, respectively.
However, whether these nodes join the corresponding sessions depends on whether
these nodes have the correct session keys. For example, in FIG. 1, session node A-3
does not join session 3 because session node A-3 does not have the correct session
key.

[0047] The foregoing describes the overall management architecture and concept
for the trusted channel (or session) between the user and the trusted computing cluster.

On the basis of such a management architecture, the trusted channel between the user
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and the trusted computing cluster can be established or re-established securely and
quickly.

[0048] FIG. 2 shows an entire life cycle of a trusted channel according to some
embodiments of the present specification. As shown in FIG. 2, first, the user
establishes a trusted channel with a certain trusted computing unit(s) (for example,
trusted computing unit A) in the trusted computing cluster, that is, creates a session.
Then, the session is expanded so that more corresponding session node(s) in the
cluster (for example, the session nodes shown in FIG. 1) joins the session. This
process may involve transmitting the corresponding session key throughout the
trusted computing cluster. As such, each trusted computing unit in the trusted
computing cluster obtains the session key, so each trusted computing unit joins the
session, and the user establishes a trusted channel with the entire trusted computing
cluster.

[0049] After the user uses the trusted channel to communicate with the trusted
computing cluster for a period of time, under certain circumstances, the session key
may need to be replaced. In such case, the session is shrunk to remove a session
node(s) that does not have the latest session key, and then is expanded again to
transmit the latest session key to the entire cluster again. Thus, the user re-establishes
a trusted channel with the entire trusted computing cluster. This process can continue
until the session is eliminated.

[0050] The following describes example processes of establishing a trusted channel
through session expansion, and the process of re-establishing a trusted channel
through session shrinking and session expansion.

[0051] FIG. 3 is a schematic diagram of establishing a trusted channel between a
user and a trusted computing cluster according to some embodiments. For example,
the example of FIG. 3 shows the process of establishing a trusted channel between
user U and trusted computing cluster C1, where user U represents a computing device
or terminal used by the user, and trusted computing cluster C1 is a pre-established
trusted computing cluster that includes a plurality of trusted computing units. In the
example of FIG. 3, the example of FIG. 1 is used, and it is assumed that trusted
computing cluster C1 includes trusted computing units A, B, C, D, and E. However, it
can be understood that in other examples, the trusted computing cluster may include

any number of trusted computing units.
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[0052] In some embodiments, the established trusted computing cluster is managed
using a cluster manager. In some embodiments, the cluster manager maintains a
cluster information table, which records information about each trusted computing
unit included in each cluster. After a plurality of trusted computing units successfully
form a trusted computing cluster, they register with the cluster manager and notify the
cluster manager of the establishment of the trusted computing cluster. As such, the
cluster manager maintains and updates the cluster information table based on received
registration information. Table 1 shows an example of the cluster information table.

Table 1: Cluster information table

Cluster identifier Computing unit

Cl1 A,B,C,D,and E
C2 G,H, I, M, N, and P
C3 X,Y,and Z

[0053] It is worthwhile to note that, in the process of constructing a trusted
computing cluster, various trusted computing units mutually verify respective
identities, perform security key negotiation, and ultimately maintain a same cluster
key. This may be a basis for some implementations of this solution. Therefore, in the
following description, when an established trusted computing cluster is referred to, it
is assumed that each trusted computing unit in the trusted computing cluster maintains
a cluster key specific to the cluster.

[0054] When user U wants to establish a trusted channel with trusted computing
cluster C1, according to some embodiments of the present specification, user U can
first establish a trusted channel with any one of the trusted computing units in cluster
C1. For simplicity of description, a trusted computing unit that first establishes a
trusted channel with the user is referred to as a first trusted computing unit. In an
example, the first trusted computing unit is, for example, trusted computing unit A.
[0055] In step S31 of FIG. 3, trusted computing unit A obtains a session key K1
through negotiation with user U, and establishes a trusted channel with user U. For
simplicity of description, such trusted channel is referred to as the first trusted channel
herein. It can be understood that the session key K1 aims at or corresponds to the first
trusted channel, and is used to encrypt and decrypt data transmitted through the first

" n

trusted channel. It should be understood that the descriptions of "first", "second", etc.

12



10

15

20

25

30

in the present specification are merely intended to distinguish similar concepts for
simplicity of description, and do not impose any limitation.

[0056] For example, trusted computing unit A and user U can perform key
negotiation in a variety of ways to obtain the session key K1.

[0057] In an example, trusted computing unit A locally maintains an asymmetric
public-private key pair (KA-Pub, KA-Pri), and user U also maintains its own
asymmetric public-private key pair (KU-Pub, KU-Pri). To negotiate a same session
key, trusted computing unit A and user U exchange their own public keys with each
other. That is, trusted computing unit A sends the public key KA-Pub in its local
public-private key pair to user U, and receives the user's public key KU-Pub from user
U.

[0058] Then, trusted computing unit A can calculate the session key K1 based on
the local public-private key pair (KA-Pub, KA-Pri) and the received public key
KU-Pub of user U, and by using a predetermined encryption algorithm SE, that is,
K1=SE(KA-Pub, KA-Pri, KU-Pub).

[0059] According to some implementations, user U calculates a session key KI'
based on the public-private key pair (KU-Pub, KU-Pri) of user U and received public
key KA-Pub of trusted computing unit A, and by using the encryption algorithm, that
is, K1'=SE(KU-Pub, KU-Pri, KA-Pub).

[0060] The encryption algorithm SE can be designed such that SE(KA-Pub, KA-Pri,
KU-Pub)=SE(KU-Pub, KU-Pri, KA-Pub). Thus, trusted computing unit A exchanges
its calculated K1 with K1' calculated by user U, and completes the key negotiation in
response to that K1 is equal to K1".

[0061] As such, trusted computing unit A and user U obtain the same session key
K1, thereby achieving the key negotiation.

[0062] In other embodiments, other key negotiation methods that are known in the
art or will be adopted in the future can be used. For example, the two parties in
communication exchange some device information, and generate a session key based
on the device information of the two parties and an agreed algorithm; or it is agreed
that one party generates a session key in some way, and then notifies the other party of
the session key, and so on.

[0063] After trusted computing unit A negotiates with user U to obtain the first
session key K1, in step S33, trusted computing unit A uses a cluster key of trusted

computing cluster C1 to which trusted computing unit A belongs, hereinafter referred
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to as a first cluster secret, to encrypt the first session key K1 to obtain an encrypted
key E1(K1). As described previously, in a trusted computing cluster that has been
constructed, each trusted computing unit maintains a cluster key specific to the cluster.
Each of the trusted computing units A-E in the trusted computing cluster C1 maintains
the cluster key El. Therefore, trusted computing unit A can calculate the encrypted
key E1(K1) based on the cluster key E1 maintained by trusted computing unit A and
by using a predetermined encryption algorithm.

[0064] After that, in step S35, trusted computing unit A sends a notification to the
cluster manager, hereinafter referred to as a first notification, which includes the
encrypted key E1(K1) obtained through encryption using the cluster key E1.

[0065] After the cluster manager receives the notification from trusted computing
unit A, in step S37, the cluster manager first determines information about the trusted
computing cluster to which trusted computing unit A belongs. As described previously,
when each trusted computing cluster is established, the trusted computing cluster
registers with the cluster manager, so the cluster manager maintains information about
each trusted computing cluster. For example, the cluster information is maintained
using the cluster information table in Table 1.

[0066] In step S37, the cluster manager can determine, by querying the maintained
cluster information table, the trusted computing cluster to which trusted computing
unit A belongs, which is referred to as a first trusted computing cluster, and can
further determine other trusted computing units included in the first trusted computing
cluster.

[0067] For example, by querying the cluster information table in Table 1, the
cluster manager can determine that trusted computing unit A belongs to trusted
computing cluster C1, and trusted computing cluster further includes trusted
computing units B, C, D, and E.

[0068] Thus, in step S38, the cluster manager transfers the encrypted key E1(K1) in
the first notification received in step S35 to other trusted computing units in the first
trusted computing cluster. In such case, any one of the other trusted computing units is
referred to as a second trusted computing unit. For example, the cluster manager
transfers the encrypted key E1(K1) to trusted computing unit B.

[0069] As described previously, the first trusted computing cluster C1 includes a
plurality of trusted computing units each maintaining a same cluster key El.

Therefore, after receiving the encrypted key E1(K1), the second trusted computing
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unit (for example, trusted computing unit B) can decrypt the encrypted key E1(K1)
using the cluster key E1 maintained by the second trusted computing unit, to obtain
the session key K1. With the correct session key K1, the second trusted computing
unit can join the first trusted channel for communicating with user U.

[0070] It can be understood that after step S38, or in parallel with step S38, the
cluster manager can transfer the encrypted key E1(K1) to various trusted computing
units in the first trusted computing cluster (C1) one by one. For example, in step S39,
the cluster manager further transfers the encrypted key E1(K1) to a third trusted
computing unit such as trusted computing unit C, so trusted computing unit C also
joins the first trusted channel; similarly, trusted computing units D and E can also join
the first trusted channel after receiving the E1(K1) transferred by the cluster manager,
and then decrypting the E1(K1) to obtain K1.

[0071] In some embodiments, the cluster manager can transfer the encrypted key to
all trusted computing units in the first trusted computing cluster, so that each trusted
computing unit joins the first trusted channel. In other embodiments, the cluster
manager can alternatively transfer the encrypted key to some trusted computing units
in the first trusted computing cluster according to a predetermined rule or based on
needs. For example, if a certain trusted computing unit fails, or processing
performance of a trusted computing unit is severely degraded, or a processing
capability of a trusted computing unit is insufficient, the cluster manager can avoid
transferring the encrypted key to such a trusted computing unit. The processing status
of a trusted computing unit can be periodically reported by the trusted computing unit
to the cluster manager, or can be uniformly evaluated and managed by the cluster
manager.

[0072] It can be determined from the process that, when user U wants to establish a
trusted channel with trusted computing cluster C1, user U only negotiates with any
one of the trusted computing units (for example, trusted computing unit A) in cluster
C1 to obtain the session key K1, so as to establish the first trusted channel. Then, the
cluster manager transmits the encrypted session key E1(K1) in the trusted computing
cluster C1, so that other trusted computing units in the cluster obtain the session key
and join the first trusted channel. Thus, it can be considered that user U has
established the first trusted channel with the entire trusted computing cluster. In such
process, user U does not need to negotiate and communicate with each trusted

computing unit separately in a sequence, and does not need to pay attention to cluster
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details of trusted computing cluster C1 either. For the user, the process of establishing
a trusted channel becomes very simple and clear.

[0073] In addition, the cluster manager transmits the encrypted key E1(KI)
obtained through encryption using the cluster key El, and the cluster key El is only
held and maintained by the members of the corresponding trusted computing cluster.
Even if the encrypted key E1(K1) is obtained by another computing device during the
transmission, the computing device still cannot decrypt the session key K1 because it
does not have the corresponding cluster key E1, and thus cannot join the session of
the first trusted channel. As such, the security of the establishment of a trusted channel
is ensured.

[0074] Further, in some embodiments, the cluster manager not only maintains the
information about the established cluster, but also manages and maintains the status of
each trusted channel in the form of a session, that is, maintains the status of each
session. The following describes the management of the session corresponding to the
first trusted channel by the cluster manager in the process of establishing the first
trusted channel.

[0075] In some implementations, after trusted computing unit A and user U
successfully establish the first trusted channel, trusted computing unit A sends a
message to the cluster manager to notify the cluster manager that a new trusted
channel has been established, and requests to allocate a session identifier to the trusted
channel.

[0076] Thus, after step S31 and before step S35, the cluster manager allocates a
session identifier to the first trusted channel, which is referred to as a first session
identifier here. In an example, the session identifier can be presented in the form of a
session ID, for example, denoted as SIDI.

[0077] In some embodiments, after allocating the first session identifier, the cluster
manager further establishes a corresponding trusted computing unit list for the newly
created first session identifier, which is referred to as a first trusted computing unit list
here, and is used to record the trusted computing unit that joins the corresponding
session.

[0078] The request message for the first trusted channel comes from first trusted
computing unit A, indicating that the first trusted channel was created by trusted
computing unit A, and trusted computing unit A has already joined the session.

Therefore, in an example, when creating the first trusted computing unit list, the
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cluster manager adds a unit identifier of first trusted computing unit A to the first
trusted computing unit list.

[0079] Then, the cluster manager returns the first session identifier to trusted
computing unit A. Thus, in some embodiments, trusted computing unit A includes the
first session identifier SID1 obtained above in the first notification. In such case, the
first notification includes the encrypted key E1(K1) for the first trusted channel and
the session identifier SID1 corresponding to the first trusted channel, and the two are
correspondingly associated with each other.

[0080] In another example, after receiving the first notification, and determining
that first trusted computing unit A has obtained the session key for the first trusted
channel, the cluster manager adds the unit identifier of first trusted computing unit A
to the first trusted computing unit list corresponding to the first session identifier.
[0081] For example, in such case, the first trusted computing unit list can be
expressed as follows: SID1:<A>.

[0082] Next, in step S38, the cluster manager transfers the encrypted key E1(K1) to
the second trusted computing unit, for example, trusted computing unit B. In some
embodiments, the cluster manager further transfers the first session identifier SID1 to
the second trusted computing unit, so that the second trusted computing unit knows
the session identifier of the trusted channel that the second trusted computing unit has
joined. In addition, the cluster manager further adds the unit identifier corresponding
to the second trusted computing unit to the first trusted computing unit list
corresponding to the first session identifier. In such case, the first trusted computing
unit list can be expressed as follows: SID1:<A,B>.

[0083] After subsequently transferring the encrypted key EI1(K1) to trusted
computing units C, D, and E, the cluster manager similarly adds the unit identifiers of
these trusted computing units to the first trusted computing unit list. In such case, the
list can be expressed as follows: SID1:<A,B,C,D,E>.

[0084] As such, the status of the session corresponding to the first trusted channel
is recorded and managed using the session identifier and the corresponding trusted
computing unit list.

[0085] It can be understood that, similar to the first session corresponding to the
first trusted channel, the cluster manager records and manages the status of each
session corresponding to each trusted channel. In an example, the cluster manager

records the status of each session using a session status table, and the session status
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table records a trusted computing unit list corresponding to each session identifier.
Table 2 shows the session status table in an example.

Table 2: Session status table

Session identifier Trusted computing unit list
SID1 A,B,C,D,and E

SID2 A,B,C,and D

SID3 G, H, I, M, N, and P

[0086] As such, the session status can be continuously managed when the session
is subsequently shrunk and expanded again. The following describes the process of
re-establishing a trusted channel between the user and the trusted computing cluster
through the shrinking and expansion of the session.

[0087] As described above, the user can establish a trusted channel with any one of
the trusted computing units in the trusted computing cluster, so as to establish a
trusted channel with, e.g., the entire trusted computing cluster, and then perform data
communication with the trusted computing cluster through the trusted channel. In
practice, for security reasons, when certain conditions are satisfied, for example, a
predetermined key update time interval is satisfied, or the trusted channel has been
used to transmit a predetermined amount of data, and so on, the user replaces the
session key with the trusted computing cluster. This process is referred to as the
re-establishment of the trusted channel.

[0088] It is assumed that the user has established a trusted channel with a certain
trusted computing cluster. For simplicity of description, a certain trusted computing
cluster here is referred to as a second trusted computing cluster, and the established
trusted channel is referred to as a second trusted channel. It can be understood that the
second trusted computing cluster here and the first trusted computing cluster (for
example, cluster C1) may be the same cluster or different clusters. Correspondingly,
the second trusted channel and the first trusted channel may be the same or different.
[0089] According to one or more implementations of the present specification,
when the user wants to replace the session key for the second trusted channel, the user
only updates the session key using any one of the trusted computing units in the
second trusted computing cluster. For simplicity of description, any one trusted

computing unit is referred to as a fourth trusted computing unit.
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[0090] FIG. 4 is a flowchart of re-establishing a trusted channel between a user and
a trusted computing cluster according to some embodiments. The method is
performed by the fourth trusted computing unit. The fourth trusted computing unit
belongs to a pre-established second trusted computing cluster, and the second trusted
computing cluster has established a second trusted channel with the user.

[0091] The following provides a description with reference to an example. It is
assumed that the second trusted computing cluster is cluster C2 shown in Table 1, and
the cluster includes trusted computing units G, H, I, M, N, and P. The information
about the second trusted computing cluster has been pre-registered in the cluster
manager. In addition, the user has established a trusted channel with trusted
computing cluster C2 in a method similar to FIG. 3, and the trusted channel is referred
to as the second trusted channel in these embodiments. It can be understood that, in
the process of establishing the second trusted channel, the cluster manager allocates a
second session identifier, such as SID3, to the second trusted channel, and records a
trusted computing unit list corresponding to the second session identifier using the
session status table in Table 2, for example. In addition, the cluster manager further
returns the second session identifier to each trusted computing unit joining the session.
Therefore, trusted computing units G, H, I, M, N, and P all obtain the second session
identifier corresponding to the second trusted channel.

[0092] Now it is assumed that the user updates the session key using any one of the
trusted computing units H. The fourth trusted computing unit H executes the
following process.

[0093] In step 41, the fourth trusted computing unit H obtains, through negotiation
with the user, a second session key for the second trusted channel in response to a key
update request for the second trusted channel, where the second session key is used to
replace an original key of the second trusted channel to encrypt transmitted data.
[0094] In some embodiments, the key update request is initiated by the user. For
example, the user can send the key update request based on his/her own needs.

[0095] In other embodiments, the key update request can alternatively be initiated
by the cluster manager according to a predetermined management rule. For example,
a management rule may stipulate that each trusted channel updates the session key
every predetermined time interval.

[0096] In response to a key update request for the second trusted channel, the

fourth trusted computing unit such as trusted computing unit H obtains, through
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negotiation with the user, a new session key for the trusted channel, which is referred
to as a second session key here and is denoted as K2. The processes for key
negotiation of the second session key are similar as those in the process for
establishing a trusted channel, and details are omitted here for simplicity. It can be
understood that, the second session key is used to replace an original key of the
second trusted channel to encrypt transmitted data.

[0097] Next, in step 43, the fourth trusted computing unit uses the cluster key of
the second computing cluster to which the fourth trusted computing unit belongs, that
is, the second cluster key, to encrypt the second session key to obtain the second
encrypted key.

[0098] For example, when the fourth trusted computing unit is trusted, e.g.,
computing unit H, since trusted computing unit H belongs to the second computing
cluster C2, trusted computing unit H maintains the second cluster key E2 specific to
C2. Thus, the second cluster key E2 can be used to encrypt the second session key K2
to obtain the second encrypted key E2(K2).

[0099] In addition, as described above, when pre-establishing or joining the second
trusted channel, fourth trusted computing unit H obtains the second session identifier
corresponding to the second trusted channel from the cluster manager, such as SID3.
Therefore, in step 45, the fourth trusted computing unit can send a second notification
to the cluster manager, where the second notification includes the second encrypted
key E2(K2) and the second session identifier, so that the cluster manager transfers the
second encrypted key to other trusted computing units related to the second session
identifier.

[0100] Next, the process of shrinking and expanding the session of the second
trusted channel is executed by the cluster manager.

[0101] FIG. 5 is a flowchart of re-establishing a trusted channel between a user and
a trusted computing cluster according to some embodiments. The method is
performed by a cluster manager.

[0102] As shown in FIG. 5, in step 51, the cluster manager receives a second
notification from a fourth trusted computing unit, where the second notification
includes a second encrypted key and a second session identifier. The second session
identifier corresponds to a second trusted channel between the fourth trusted
computing unit and the user, and the second encrypted key is obtained by encrypting

the updated second session key using the second cluster key. For example,
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corresponding to step 45 in FIG. 4, the cluster manager receives the second
notification from trusted computing unit H, where the second notification includes the
second encrypted key E2(K2) and the second session identifier SID3.

[0103] Next, in step 53, the cluster manager obtains, based on the second session
identifier, a second trusted computing unit list of trusted computing units that join the
second trusted channel, where the second trusted computing unit list includes the
fourth trusted computing unit and at least one other trusted computing unit belonging
to the second trusted computing cluster.

[0104] As described above, the cluster manager is configured to manage each
pre-established trusted computing cluster, for example, record the trusted computing
cluster as the cluster information table shown in Table 1. In addition, the cluster
manager further maintains the status of each session established with each trusted
computing cluster. In some embodiments, the cluster manager records and maintains
the status of each session established with each trusted computing cluster using the
session status table in Table 2.

[0105] Through the session status table, the cluster manager can query and obtain a
second trusted computing unit list corresponding to the second session identifier,
where the second trusted computing unit list records the trusted computing unit that
joins the second trusted channel. Referring to the process of FIG. 3, it can be
understood that the units that join the second trusted channel together with the fourth
trusted computing unit must belong to the second trusted computing cluster. Therefore,
the second trusted computing unit list includes the fourth trusted computing unit and
at least one other trusted computing unit that also belongs to the second trusted
computing cluster.

[0106] For example, for the second session identifier SID3 included in the second
notification, the cluster manager can determine, for example, by querying the session
status table in Table 2, that the second trusted computing unit list corresponding to the
second session identifier SID3 includes: SID3: <G,H,ILM,N,P>.

[0107] The second trusted computing unit list includes fourth trusted computing
unit H and other trusted computing units G, I, M, N, and P that also belong to the
second trusted computing cluster C2.

[0108] Next, in step 55, the cluster manager removes each of the at least one other
trusted computing units from the second trusted computing unit list. In other words,

because currently only the fourth trusted computing unit has obtained the updated
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session key, it is considered that only the fourth trusted computing unit remains in the
session corresponding to the second trusted channel, and other trusted computing
units were removed from the session because the key was not updated. Therefore,
these trusted computing units are removed from the second trusted computing unit
list.

[0109] The example is still used for description. After the second trusted computing
unit list <G,H,LM,N,P> corresponding to the second session identifier SID3 is
determined in step 53, in step 55, all units other than fourth trusted computing unit H
are removed from the list. In such case, the second trusted computing unit list is
updated to: SID3: <H>.

[0110] After that, in step 57, the cluster manager transfers the second encrypted
key to a fifth trusted computing unit of the at least one other trusted computing units,
so that the fifth trusted computing unit decrypts the second encrypted key based on
the second cluster key maintained by the fifth trusted computing unit to obtain the
second session key, and thus rejoins the second trusted channel based on the second
session key.

[0111] It is worthwhile to note that, the fifth trusted computing unit is any one of
the trusted computing units that previously joined the second trusted channel other
than the fourth trusted computing unit. Therefore, the fifth trusted computing unit
must belong to the same second trusted cluster as the fourth trusted computing unit,
and therefore also maintains the second cluster key. As such, after receiving the
second encrypted key, the fifth trusted computing unit can decrypt the second
encrypted key using the second cluster key, to obtain the second session key, which is
a new session key of the second trusted channel. Thus, the fifth trusted computing unit
can rejoin the second trusted channel.

[0112] In some embodiments, after the transferring the second encrypted key to the
fifth trusted computing unit, the cluster manager adds the unit identifier of the fifth
trusted computing unit to the second trusted computing unit list again to indicate that
the fifth trusted computing unit rejoins the second session.

[0113] In the same way, the cluster manager can transfer the second encrypted key
to the trusted computing units previously joined the second trusted channel one by one,
so that these trusted computing units rejoin the second trusted channel. Further, the
cluster manager can add the unit identifiers of these trusted computing units to the

second trusted computing unit list.
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[0114] The example is used for description. In step 55, all units other than fourth
trusted computing unit H are removed from the second trusted computing unit list.
That is, the removed units include G, I, M, N, and P. In step 57, the second encrypted
key E2(K2) is transferred to the fifth trusted computing unit in the removed units, for
example, trusted computing unit G. Thus, trusted computing unit G can decrypt
E2(K?2) using the second cluster key E2 maintained by trusted computing unit G to
obtain the updated session key K2 for the second trusted channel, thereby rejoining
the second trusted channel.

[0115] In addition, the cluster manager adds the unit identifier of trusted computing
unit G back to the second trusted computing unit list. In such case, the second trusted
computing unit list is updated to: SID3: <G,H>.

[0116] After that, the cluster manager further transfers the second encrypted key
E2(K2) to trusted computing units I, M, N, and P, so that these trusted computing
units rejoin the second trusted channel. After that, the second trusted computing unit
list is updated again to: SID3: <G,H,ILM,N,P>.

[0117] In the process, when all units other than the fourth trusted computing unit
are removed from the second trusted computing unit list, the second session
corresponding to the second channel is shrunk to the minimum and includes only the
fourth trusted computing unit. After that, as the second encrypted key is transmitted
again, the second session is expanded again. For example, at the shrinking stage, the
nodes included in the session SID3 are shrunk to <H>, and then are expanded to
<G,H,LM,N,P> again. Through the process of shrinking the session and then
expanding the session again, the process of re-establishing the trusted channel
between the user and the trusted computing cluster is implemented.

[0118] In the process, when user U replaces the session key of the second trusted
channel that has been established, user U only negotiates with any one of the trusted
computing units in the cluster to obtain a new session key K2, and the cluster manager
removes the trusted computing units that previously joined the second trusted channel
out of the corresponding second session, and then transmits the encrypted session key
E2(K2) again in the cluster, so that these trusted computing units rejoin the second
session. In the entire process, the user does not need to negotiate and communicate
with each trusted computing unit separately in a sequence, and does not need to pay
attention to cluster details of the trusted computing cluster either. The

re-establishment process is simple and secure.
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[0119] According to some embodiments in another aspect, an apparatus for
establishing a trusted channel between a user and a trusted computing cluster is
further provided. FIG. 6 is a schematic block diagram illustrating an apparatus for
establishing a trusted channel according to some embodiments. The establishment
apparatus is deployed in the trusted computing unit. In the following description, the
trusted computing unit is referred to as the first trusted computing unit. The first
trusted computing unit belongs to a pre-established first trusted computing cluster, the
first trusted computing cluster includes a plurality of trusted computing units each
maintaining a same first cluster key, and the first trusted computing unit pre-registers
with a cluster manager for information about the first trusted computing cluster to
which the first trusted computing unit belongs. As shown in FIG. 6, the establishment
apparatus 600 includes: a key negotiation module 61, configured to obtain a first
session key through negotiation with a user, and establish a first trusted channel with
the user, where the first session key is used to encrypt data to be transmitted through
the first trusted channel; a first encryption module 63, configured to encrypt the first
session key using the first cluster key to obtain a first encrypted key; and a first
notification sending module 65, configured to send a first notification to the cluster
manager, where the first notification includes the first encrypted key, so that the
cluster manager transfers the first encrypted key to other trusted computing units in
the first trusted computing cluster.

[0120] According to some embodiments, the key negotiation module 61 is
configured to: send a first public key of a first key pair of the first trusted computing
unit to the user, the first key pair including the first public key and a first private key,
and obtain a user public key provided by the user; and generate the first session key
based on the first public key, the first private key, and the user public key.

[0121] In some embodiments, the apparatus 600 further includes an identifier
acquisition module (not shown), configured to perform the following steps before the
first notification sending module 65 sends a first notification to the cluster manager:
sending an identifier request message for the first trusted channel to the cluster
manager; obtaining a first session identifier allocated by the cluster manager to the
first trusted channel; and including the first session identifier into the first notification.
[0122]  According to some embodiments in still another aspect, an apparatus for
establishing a trusted channel between a user and a trusted computing cluster is

further provided. FIG. 7 is a schematic block diagram illustrating an apparatus for
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establishing a trusted channel according to some embodiments. The establishment
apparatus is deployed in the cluster manager. The cluster manager is configured to
manage at least one pre-established trusted computing cluster. As shown in FIG. 7, the
establishment apparatus 700 includes: a first notification receiving module 71,
configured to receive a first notification from a first trusted computing unit, where the
first notification includes a first encrypted key, the first encrypted key is obtained by
encrypting a first session key using a first cluster key, and the first session key is a
data encryption key corresponding to a first trusted channel between the first trusted
computing unit and the user; a cluster determination module 73, configured to
determine a first trusted computing cluster to which the first trusted computing unit
belongs, where each trusted computing unit in the first trusted computing cluster
maintains the first cluster key; and a first transferring module 75, configured to
transfer the first encrypted key to a second trusted computing unit in the first trusted
computing cluster, so that the second trusted computing unit decrypts the first
encrypted key based on the first cluster key maintained by the second trusted
computing unit to obtain the first session key, and thus joins the first trusted channel
based on the first session key.

[0123] According to some embodiments, the establishment apparatus 700 further
includes (not shown): a session identifier allocation module, configured to allocate a
first session identifier to the first trusted channel in response to an identifier request
message of the first trusted computing unit for the first trusted channel; and a first list
adding module, configured to add the first trusted computing unit to a first trusted
computing unit list corresponding to the first session identifier.

[0124] Further, in some embodiments, the first notification further includes the first
session identifier, and the first transferring module 75 is further configured to transfer
the first session identifier to the second trusted computing unit; and the first list
adding module is further configured to add the second trusted computing unit to the
first trusted computing unit list.

[0125]  According to some implementations, the cluster determination module 73 is
configured to use a maintained cluster information table to determine a first trusted
computing cluster to which the first trusted computing unit belongs, and each trusted
computing unit included in the first trusted computing cluster.

[0126] In some embodiments, the first transferring module 75 is further configured

to: transfer the first encrypted key to a third trusted computing unit in the first trusted

25



10

15

20

25

30

computing cluster, so that the third trusted computing unit decrypts the first encrypted
key based on the first cluster key maintained by the third trusted computing unit to
obtain the first session key, and thus joins the first trusted channel based on the first
session key.

[0127] According to some embodiments in another aspect, an apparatus for
re-establishing a trusted channel between a user and a trusted computing cluster is
further provided. FIG. 8 is a schematic block diagram illustrating an apparatus for
re-establishing a trusted channel according to some embodiments. The
re-establishment apparatus is deployed in the trusted computing unit. In the following
description, the trusted computing unit is referred to as the fourth trusted computing
unit. The fourth trusted computing unit has established a second trusted channel with
the user, the fourth trusted computing unit belongs to a pre-established second trusted
computing cluster, the second trusted computing cluster includes a plurality of trusted
computing units each maintaining a same second cluster key, the fourth trusted
computing unit pre-registers with a cluster manager for information about the second
trusted computing cluster to which the fourth trusted computing unit belongs, and the
fourth trusted computing unit obtains a second session identifier corresponding to the
second trusted channel from the cluster manager. Under the premise, the
re-establishment apparatus 800 includes: a key update module 81, configured to
obtain, through negotiation with the user, a second session key for the second trusted
channel in response to a key update request for the second trusted channel, where the
second session key is used to replace an original key of the second trusted channel to
encrypt transmitted data; a second encryption module 83, configured to encrypt the
second session key using the second cluster key to obtain a second encrypted key; and
a second notification sending module 85, configured to send a second notification to
the cluster manager, where the second notification includes the second encrypted key
and the second session identifier, so that the cluster manager transfers the second
encrypted key to other trusted computing units related to the second session identifier.
[0128] According to some embodiments in still another aspect, an apparatus for
re-establishing a trusted channel between a user and a trusted computing cluster is
further provided. FIG. 9 is a schematic block diagram illustrating an apparatus for
re-establishing a trusted channel according to some embodiments. The
re-establishment apparatus is deployed in the cluster manager. The cluster manager is

configured to manage at least one pre-established trusted computing cluster. As shown
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in FIG. 9, the re-establishment apparatus 900 includes: a second notification receiving
module 91, configured to receive a second notification from a fourth trusted
computing unit, where the fourth trusted computing unit belongs to a pre-established
second trusted computing cluster, the second trusted computing cluster includes a
plurality of trusted computing units each maintaining a same second cluster key, the
second notification includes a second session identifier and a second encrypted key,
the second session identifier corresponds to a second trusted channel that has been
established between the fourth trusted computing unit and the user, the second
encrypted key is obtained by encrypting a second session key using the second cluster
key, and the second session key is an updated key for the second trusted channel; a
second list acquisition module 93, configured to obtain, based on the second session
identifier, a second trusted computing unit list of trusted computing units that join the
second trusted channel, where the second trusted computing unit list includes the
fourth trusted computing unit and at least one other trusted computing unit belonging
to the second trusted computing cluster; a removing module 95, configured to remove
each of the at least one other trusted computing units from the second trusted
computing unit list; and a second transferring module 97, configured to transfer the
second encrypted key to a fifth trusted computing unit of the at least one other trusted
computing units, so that the fifth trusted computing unit decrypts the second
encrypted key based on the second cluster key maintained by the fifth trusted
computing unit to obtain the second session key, and thus rejoins the second trusted
channel based on the second session key.

[0129] In some embodiments, the re-establishment apparatus 900 further includes a
second list adding module (not shown), configured to: after the second transferring
module 97 transfers the second encrypted key to a fifth trusted computing unit of the
at least one other trusted computing units, add the fifth trusted computing unit to the
second trusted computing unit list.

[0130] According to some embodiments in another aspect, a computer-readable
storage medium is further provided, where the computer-readable storage medium
stores a computer program, and when the computer program is executed in a computer,
the computer is enabled to perform the methods described with reference to FIG. 3 to
FIG. 5.

[0131] According to some embodiments in yet another aspect, a computing device

is further provided, including a memory and a processor, where the memory stores
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executable code, and the processor executes the executable code to implement the
methods described with reference to FIG. 3 to FIG. 5.

[0132] A person skilled in the art should be aware that, in the one or more
examples, functions described in the present application can be implemented by
hardware, software, firmware, or any combination thereof. When being implemented
by software, these functions can be stored in a computer-readable medium or
transmitted as one or more instructions or code in the computer-readable medium.
[0133] The objectives, technical solutions, and beneficial effects of the present
application are further described in detail in the implementations. It should be
understood that the descriptions are merely implementations of the present application,
but are not intended to limit the protection scope of the present application. Any
modification, equivalent replacement, or improvement made based on the technical
solutions of the present application shall fall within the protection scope of the present

application.
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CLAIMS

What is claimed is:

1. A method for establishing a trusted channel between a user and a trusted
computing cluster, the method being performed by a first trusted computing unit, the
first trusted computing unit belonging to a pre-established first trusted computing
cluster, the first trusted computing cluster including a plurality of trusted computing
units each maintaining a same first cluster key, and the first trusted computing unit
pre-registering with a cluster manager for information about the first trusted
computing cluster to which the first trusted computing unit belongs, the method
comprising:

obtaining a first session key through negotiation with a user, and establishing a
first trusted channel with the user, the first session key configured to encrypt data to
be transmitted through the first trusted channel;

encrypting the first session key using the first cluster key to obtain a first
encrypted key; and

sending a first notification to the cluster manager, the first notification
including the first encrypted key for the cluster manager to transfer the first encrypted

key to other trusted computing units in the first trusted computing cluster.

2. The method according to claim 1, wherein the obtaining the first session key
through negotiation with the user includes:

sending a first public key of a first key pair of the first trusted computing unit
to the user, the first key pair including the first public key and a first private key, and
obtaining a user public key provided by the user; and

generating the first session key based on the first public key, the first private

key, and the user public key.

3. The method according to claim 1, further comprising:

before sending the first notification to the cluster manager:

sending an identifier request message for the first trusted channel to the cluster
manager;

obtaining a first session identifier allocated by the cluster manager to the first

trusted channel; and
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including the first session identifier into the first notification.

4. A method for establishing a trusted channel between a user and a trusted
computing cluster, the method being performed by a cluster manager, and the cluster
manager being configured to manage at least one pre-established trusted computing
cluster, the method comprising:

receiving a first notification from a first trusted computing unit, the first
notification including a first encrypted key, the first encrypted key being an
encryption of a first session key using a first cluster key, and the first session key
being a data encryption key corresponding to a first trusted channel between the first
trusted computing unit and the user;

determining a first trusted computing cluster to which the first trusted
computing unit belongs, each trusted computing unit in the first trusted computing
cluster maintaining the first cluster key; and

transferring the first encrypted key to a second trusted computing unit in the
first trusted computing cluster for the second trusted computing unit to decrypt the
first encrypted key based on the first cluster key maintained by the second trusted
computing unit to obtain the first session key, and to join the first trusted channel

based on the first session key.

5. The method according to claim 4, further comprising:

allocating a first session identifier to the first trusted channel in response to an
identifier request message of the first trusted computing unit for the first trusted
channel; and

adding the first trusted computing unit to a first trusted computing unit list

corresponding to the first session identifier.

6. The method according to claim 5, wherein the first notification further
includes the first session identifier, and the method further comprises:

transferring the first session identifier to the second trusted computing unit;
and

adding the second trusted computing unit to the first trusted computing unit

list.
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7. The method according to claim 4, wherein the determining the first trusted
computing cluster to which the first trusted computing unit belongs includes:

using a maintained cluster information table to determine a first trusted
computing cluster to which the first trusted computing unit belongs, and each trusted

computing unit included in the first trusted computing cluster.

8. The method according to claim 4, further comprising:

transferring the first encrypted key to a third trusted computing unit in the first
trusted computing cluster for the third trusted computing unit to decrypt the first
encrypted key based on the first cluster key maintained by the third trusted computing
unit to obtain the first session key, and to join the first trusted channel based on the

first session key.

9. A method for re-establishing a trusted channel between a user and a trusted
computing cluster, the method being performed by a fourth trusted computing unit,
the fourth trusted computing unit having established a second trusted channel with the
user, the fourth trusted computing unit belonging to a pre-established second trusted
computing cluster, the second trusted computing cluster including a plurality of
trusted computing units each maintaining a same second cluster key, the fourth trusted
computing unit pre-registering with a cluster manager for information about the
second trusted computing cluster to which the fourth trusted computing unit belongs,
and the fourth trusted computing unit obtaining a second session identifier
corresponding to the second trusted channel from the cluster manager, the method
comprising:

obtaining, through negotiation with the user, a second session key for the
second trusted channel in response to a key update request for the second trusted
channel, the second session key configured to replace an original key of the second
trusted channel to encrypt transmitted data;

encrypting the second session key using the second cluster key to obtain a
second encrypted key; and

sending a second notification to the cluster manager, the second notification
including the second encrypted key and the second session identifier for the cluster
manager to transfer the second encrypted key to other trusted computing units related

to the second session identifier.
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10. A method for re-establishing a trusted channel between a user and a trusted
computing cluster, the method being performed by a cluster manager, and the cluster
manager being configured to manage at least one pre-established trusted computing
cluster, the method comprising:

receiving a second notification from a fourth trusted computing unit, the fourth
trusted computing unit belonging to a pre-established second trusted computing
cluster, the second trusted computing cluster including a plurality of trusted
computing units each maintaining a same second cluster key, the second notification
including a second session identifier and a second encrypted key, the second session
identifier corresponding to a second trusted channel that has been established between
the fourth trusted computing unit and the user, the second encrypted key being an
encryption of a second session key using the second cluster key, and the second
session key being an updated key for the second trusted channel,

obtaining, based on the second session identifier, a second trusted computing
unit list of trusted computing units that join the second trusted channel, the second
trusted computing unit list including the fourth trusted computing unit and at least one
other trusted computing unit belonging to the second trusted computing cluster;

removing each of the at least one other trusted computing unit from the second
trusted computing unit list; and

transferring the second encrypted key to a fifth trusted computing unit of the at
least one other trusted computing unit for the fifth trusted computing unit to decrypt
the second encrypted key based on the second cluster key maintained by the fifth
trusted computing unit to obtain the second session key, and to rejoin the second

trusted channel based on the second session key.

11. The method according to claim 10, further comprising:

after the transferring the second encrypted key to the fifth trusted computing
unit of the at least one other trusted computing unit:

adding the fifth trusted computing unit to the second trusted computing unit

list.

12. An apparatus for establishing a trusted channel between a user and a

trusted computing cluster, the apparatus being deployed in a first trusted computing
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unit, the first trusted computing unit belonging to a pre-established first trusted
computing cluster, the first trusted computing cluster including a plurality of trusted
computing units each maintaining a same first cluster key, and the first trusted
computing unit pre-registering with a cluster manager for information about the first
trusted computing cluster to which the first trusted computing unit belongs, the
apparatus comprising:

a key negotiation module, configured to obtain a first session key through
negotiation with a user, and establish a first trusted channel with the user, the first
session key being configured to encrypt data to be transmitted through the first trusted
channel;

a first encryption module, configured to encrypt the first session key using the
first cluster key to obtain a first encrypted key; and

a first notification sending module, configured to send a first notification to the
cluster manager, the first notification including the first encrypted key, for the cluster
manager to transfer the first encrypted key to other trusted computing units in the first

trusted computing cluster.

13. The apparatus according to claim 12, wherein the key negotiation module
is configured to:

send a first public key of a first key pair of the first trusted computing unit to
the user, the first key pair including the first public key and a first private key, and
obtain a user public key provided by the user; and

generate the first session key based on the first public key, the first private key,

and the user public key.

14. The apparatus according to claim 12, further comprising an identifier
acquisition module, configured to perform the following steps before the first
notification sending module sends a first notification to the cluster manager:

sending an identifier request message for the first trusted channel to the cluster
manager;

obtaining a first session identifier allocated by the cluster manager to the first
trusted channel; and

including the first session identifier into the first notification.
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15. An apparatus for establishing a trusted channel between a user and a
trusted computing cluster, the apparatus being deployed in a cluster manager, and the
cluster manager being configured to manage at least one pre-established trusted
computing cluster, the apparatus comprising:

a first notification receiving module, configured to receive a first notification
from a first trusted computing unit, the first notification including a first encrypted
key, the first encrypted key being an encryption of a first session key using a first
cluster key, and the first session key being a data encryption key corresponding to a
first trusted channel between the first trusted computing unit and the user;

a cluster determination module, configured to determine a first trusted
computing cluster to which the first trusted computing unit belongs, each trusted
computing unit in the first trusted computing cluster maintaining the first cluster key;
and

a first transferring module, configured to transfer the first encrypted key to a
second trusted computing unit in the first trusted computing cluster, for the second
trusted computing unit to decrypt the first encrypted key based on the first cluster key
maintained by the second trusted computing unit to obtain the first session key, and to

join the first trusted channel based on the first session key.

16. The apparatus according to claim 15, further comprising:

a session identifier allocation module, configured to allocate a first session
identifier to the first trusted channel in response to an identifier request message of the
first trusted computing unit for the first trusted channel; and

a first list adding module, configured to add the first trusted computing unit to

a first trusted computing unit list corresponding to the first session identifier.

17. The apparatus according to claim 16, wherein:

the first notification further includes the first session identifier;

the first transferring module is further configured to transfer the first session
identifier to the second trusted computing unit; and

the first list adding module is further configured to add the second trusted

computing unit to the first trusted computing unit list.
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18. The apparatus according to claim 15, wherein the cluster determination
module is configured to:

use a maintained cluster information table to determine a first trusted
computing cluster to which the first trusted computing unit belongs, and each trusted

computing unit included in the first trusted computing cluster.

19. The apparatus according to claim 15, wherein the first transferring module
is further configured to:

transfer the first encrypted key to a third trusted computing unit in the first
trusted computing cluster, for the third trusted computing unit to decrypt the first
encrypted key based on the first cluster key maintained by the third trusted computing
unit to obtain the first session key, and to join the first trusted channel based on the

first session key.

20. An apparatus for re-establishing a trusted channel between a user and a
trusted computing cluster, the apparatus being deployed in a fourth trusted computing
unit, the fourth trusted computing unit having established a second trusted channel
with the user, the fourth trusted computing unit belonging to a pre-established second
trusted computing cluster, the second trusted computing cluster including a plurality
of trusted computing units each maintaining a same second cluster key, the fourth
trusted computing unit pre-registering with a cluster manager for information about
the second trusted computing cluster to which the fourth trusted computing unit
belongs, and the fourth trusted computing unit obtaining a second session identifier
corresponding to the second trusted channel from the cluster manager, the apparatus
comprising:

a key update module, configured to obtain, through negotiation with the user, a
second session key for the second trusted channel in response to a key update request
for the second trusted channel, the second session key being configured to replace an
original key of the second trusted channel to encrypt transmitted data;

a second encryption module, configured to encrypt the second session key
using the second cluster key to obtain a second encrypted key; and

a second notification sending module, configured to send a second notification

to the cluster manager, the second notification including the second encrypted key and
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the second session identifier, for the cluster manager to transfer the second encrypted

key to other trusted computing units related to the second session identifier.

21. An apparatus for re-establishing a trusted channel between a user and a
trusted computing cluster, the apparatus being deployed in a cluster manager, and the
cluster manager being configured to manage at least one pre-established trusted
computing cluster, the apparatus comprising:

a second notification receiving module, configured to receive a second
notification from a fourth trusted computing unit, the fourth trusted computing unit
belonging to a pre-established second trusted computing cluster, the second trusted
computing cluster including a plurality of trusted computing units each maintaining a
same second cluster key, the second notification including a second session identifier
and a second encrypted key, the second session identifier corresponding to a second
trusted channel that has been established between the fourth trusted computing unit
and the user, the second encrypted key being an encryption of a second session key
using the second cluster key, and the second session key being an updated key for the
second trusted channel;

a second list acquisition module, configured to obtain, based on the second
session identifier, a second trusted computing unit list of trusted computing units that
join the second trusted channel, the second trusted computing unit list including the
fourth trusted computing unit and at least one other trusted computing unit belonging
to the second trusted computing cluster;

a removing module, configured to remove each of the at least one other trusted
computing unit from the second trusted computing unit list; and

a second transferring module, configured to transfer the second encrypted key
to a fifth trusted computing unit of the at least one other trusted computing unit, for
the fifth trusted computing unit to decrypt the second encrypted key based on the
second cluster key maintained by the fifth trusted computing unit to obtain the second

session key, and to rejoin the second trusted channel based on the second session key.
22. The apparatus according to claim 21, further comprising a second list

adding module, configured to: after the second transferring module transfers the

second encrypted key to a fifth trusted computing unit of the at least one other trusted
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computing unit, add the fifth trusted computing unit to the second trusted computing

unit list.

23. A computer-readable storage medium, wherein the computer-readable
storage medium stores a computer program, and when the computer program is
executed on a computer, the computer is enabled to perform the method according to

any one of claims 1 to 11.
24. A computing device, comprising a memory and a processor, the memory

storing executable code, and the processor executing the executable code to

implement the method according to any one of claims 1 to 11.
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